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aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket
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"Location": "/testbucket"
1. 70027y O—RLE,

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object —--bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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2 N7y bOABRZVZAMLT, ATV MDA 7y TO-RENCERRELE T,

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf
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aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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° StorageGRID ' X T LLEKT (TFY T HT Y FAREIFTTIERL) —
RTHIVENRHD T,

° DNS I[CEHL TWBAHBELRHD £,
° 3NFUUL 63 XFUTICTEIHRELHD £,

1 DUEDINIZER L TEETETE I, BEITZIANILZEY AR
TRYIDET o BEINILDIEBEKREDXFIINKFDTILT 7Ry b
MEFICTBREDHD . FHTITBIXFIINXFOTILT 7Ry b
HFE. N1 T2DHTT,

cTHEIAMEKDIP PRLADESICIETETFE A,

*AREER R FERDERTEV A RZEALBVTET V. EUF %
ERITZ . U—NTAILRH— I‘EEEH%O)@EIETE O)Fﬂla%b\%ﬂfb
EJER

* T AN MTIEINT Y MM us-east-1 U= 3 VICERSNETH. BRD
A T LocationConstraint ESRER#FRAL. BIDN -3 > ZEETETF
9, LocationConstraint ER%Z AR I 3155 1&. Grid Manager 7zl v
REIBAPI ZFERAL TERIN) -2 a Y OIEERBHEIZIEE T 2REN
HDFET, FRINRST) =23 a0 ERVERIE. AT LEIESEIC
BRAVWEHDELTET L,

* 53X StorageGRID TEZEINTWAW — 3> % PUT Bucket ZR T
TR, IT—HREELET.

*S3ATCzo MOV IDNENLRNT Y M EIERT BIIE. T x-amz-bucket-
object lock-enabled | BXRAY A —%ZEFHZENTEET, 2BRLTL
FEVWS3 ATz b OV I EFERT %,

NTY bOEREFIC S3 A T2z boOy V=BT 2HENRHD F

To N7y FOERRICSI AT TV boOy I ZEMEISERICT S
CLIFTEFREA. S3AToo bOYZICENT Y FON—2 3 VEED
WHETY. N7y bOERREICEEICEMICED £,

PUT Bucket CORS CDMEE. N7 bD CORS REZHEL. VARF VI VERZNIETE
3&5ICL£9, Cross-Origin Resource Sharing (CORS) (¥, 5 K X1>
DIZATVEWeb 7V —=3 QRO RXAL VD)V —RICTIEXT
TBRLIICTBEFa) T BEETT, 7z, Timages ] EWLWSEFID
SINTY hEFRALTI T 74 v 0 ERMNTHELET, limages /N7
MCXTL T CORS BREXIBET B LT TD/NT Y FADERE Web 11
k T+ http://www.example.com+™ | [CRIARCTEFET,
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1BR(F eSS

PUT Bucket encryption CDNEBIZ. BIFEONT Y bDT T+ FOBESIEREZRELET. NTv k
LANIILDESIENENRIFBEIE. N7y MIEBINEINTTRTOFLLWA TS
7 MHEESIEENE T, StorageGRID Tld. StorageGRID TEEINZF—IC
SR —NQIOBESEA Y R—bENET, —N\BOESLRERBEZIEET
3B 814 'SSEAIgorithm' /85 X — 4R % AES256 (387 L 'KMSMasterKeyID' /%5
X—=RIFERALBVWTL TV

NTYRDT T4 EOBESILEEIE. ATz bO7 Yy 7O—RERTY T
ICEBSIEHAEE SN TUVBIGEITIERINET (ERIC T x-amz-server-side-
encryption - * | EERANY A —NZFENBZIHE) o

PUT Bucket lifecycle @15 CZ DMIBIE. NT v FOFLWS A TV A VIUNEREZERT 3H. BEFEOZ1 7
=) A UINKREZBEZTIEZ 9, StorageGRID Tld. 1 2D FA4 7H A1 JILEE
THRAK1. 000 fADZA7HATIIIL—IDBFR—rENET, BIL—ILIC
iE. RO XML BRZZHBENTEE T,
* BREARR (A%, BfY)
* NoncurrentVersionExpiration ( NoncurrentDays )
*TANER (FLT1v IR ZY)
* RT—RR
* ID

StorageGRID Tld&. XDT7 o avigHR—rEINEE A,

* AbortlncompleteMultipartUpload M H#&
» ExpiredObjectDeleteMarker
* BT

NTw ks 547 A2)LD Expiration 72> 3> ILM EEBEFIEDOHREEAIC
DVWTIE' BRI I7HAVIINERBZERL ATz b 2EBEBI3FIEDA
TS MDSATHAILEEKICHT=Z ILM OFEEBRBL TS

CEINTYRSATHAVIIREIZSIA TSI bOy IBBMBNT Y

FTEATEEIH. REROEUNT Y STRINTY ST A TILEE
MR- EhEHEA
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1B1E = =E
PUT Bucket notification CDIIBIE, BROANICEEFNDEHNERE XML ZFERHL TN Y FO@ER%E
BELET, REICEAITIXROFMBIEISFELTLIETU,

* StorageGRID Ti&. Simple Notification Service (SNS) D rEYIHTFX
T14%x—>3a3>e LTHR—bEINZET, Simple Queue Service (SQS)
I RARA > bFETIEAmazon Lambda TV KRR > MMIHR— KT TL
FtAo

CBHDT AT 4 %— 3>, StorageGRID TV KRR > h®D URN & LT
IBETZHBENHD £T, T RARA> M. Tenant Manager £7-1&7
Y EEEAPI ZfEA L TERTE X T,

BRIREDEEET B72DICIF. TV RERAY MHEFEELTVWAIHRENHD
o IV RRAY MHEFEELAVESIE '400 Bad Request' TZ—H 01— K
'InvalidArgument £ & HITRENFT

*RDANRY b EATFICIFTBHZRECETEEA TNEDARY FEA T
*HR—FIhTULEEA,

° s3 . ReducedRedundancyLostObject

° s3:0bjectRestore: Completed

* StorageGRID h'5FETND 1R MERIFIZZED JSON e =FRLET
M RDESICERINBVF—BLHFEDENMERINDF—HHD %
ER

» * eventSource*
sgws . s3°

» * awsRegion *
FENFEA

e * x-amz-id-2 *

FENFEA
e« *arn”*
urn > sgws . s3 . . . bucket _name'

PUT Bucket policy Diza C DIBIE. N7y MIBEEMITONTVWSRRI S —ZRELF T,
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1B21E
PUT Bucket replication

L5

CDMIBTIF. BROAXICEEZFNZL TV 7r— 3 VRE XML ZEA L T,
Ny k@D StorageGRID CloudMirror L 74— 3 UHRESNE

9o CloudMirror L 74— 3 DWW Tld, REICEET 2 RDFMEIAICE
BLTLIEEL,

* StorageGRID Tl&. VI DL NI —2 3 VREDHDHR—EEINET,

DFD. StorageGRID Tid I Filter | ERZIL—ILICER TS CIdHR—
FENTESY. VI DRI TA I I bN=C a3 VD HIBRSINE
To FFMICOVTIE, ZBRBRLTKEETVW' LT —2 3 VEREICET S
Amazon S3 D FF a2 X k"

N7y bLTVr—2a >, N=2 3 VBEBENTULWANT Y b TH/N—
TaYvEBINTLWAWNT Y FTHRETE

LZVT7r—=2 3 BEXMLDEIL—ILTRBBZTRATAR*—>avN\Ty
P EETEE T 1 DOV —ANT Y b ZEBEDT AT X%—>3a > N\T
Yy MILTUT—hTEERT,

TRATa%x—=2aYN\Try bME TFHFOMIRZ=D v EETFHY NEE
APl TI8E I 7z StorageGRID T KRR > h®D URN & L TIEET ZHE
NHOFET,

L) — a VR ENERET B7-0ICIE. TV RRAIY MHAEFEELTVS
MEBHARHDEFT, TVRRAYMDEFEELAWVGSE. UIJI X RE 400
Bad Request ] £ L TKBMLEY, MEHRI)S—ZFRETTHEFEA. 1 &
WOSIS—Xyt—IUDKRRINET, FBESNIIYRARAC> M URN I
FELEHEA  URN

RE XML T lRole | ZI8ETIHNEIEHD FHA. ZDIEIF StorageGRID
TIEERATINT. ZEINTHERINE T,

BEXMLASR ML= 5 XZ2EBELICZE. StorageGRID (&7 7 # /L
T lstandard ] XA NL—S 0S5 X%EFERLED,

V=ZNTy "5 ATP U b 2HIRT 3%E. BV —XNT Y B
KZHIFRY 3356, 7OR) =232 L FUTr—a3 2 ROLSICEIEL
9,

s LU= bhOBNCA T b EREBNT Y bZHIBRT . 7T
IV MERBENTY MELTVT—rEhd BRIEE A

LN —bDH AT MERIEINTY FEHIBRT B .
StorageGRID |&. V1 02O =23 L FUr—23>Iidd
Amazon S3 DBE DHIFREIEICTEVE T,
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121F
PUT Bucket tagging

PUT Bucket versioning @
Ba

PUT Object Lock DE&E
ZHRELEFY

&R
B o MEHE

L5
COMIETIE. Ttagging ) U7 VY —XZzEALT. N7y bO—EDRT %
BMELEEHLET. /A7y FRTEEMT 3B, ROFBEEREICTEL
TLETLY,

* StorageGRID ¥ Amazon S3 B 5H /N7y fZEICRK S50 EDRZ T %
HH—k LET,

* Ny MIEERITENTWVWEXTICIE. —EDXTXF—HRETY, ¥
F*—|ZlE Unicode XF% 128 XF X CEHATE £,

* AJ{BICIE. Unicode XF% 256 XFZUATIEEL £9,
* F— Y ETIRANFENXELNXREINE T,

CDRETIZ. Tversioningl TV Y—X%=FHLT. BEONT Y FD/IN—
D BEBOREZRELET, N—2a VEEOREIZ. KOWLWTNHDEIC
BRETEET,

* Enabled : N7y FROA TSz ML TN—=S gV EBEEMICLE
T NT Y RICEBMENZIARTOA T M. —BEDO/N—23 > 1D
HEODYTENET,

* Suspended : N7y FADA Tz MIRL TN a3V EBZEMICL
£9, N7y MIEBMENTEIRTOA T I MME. N—=23> 1D [l
1 ZZITRD £9,

CDMIEIE. N7y bDT T AL MREE—RFET T 4L b OFREREZ&E &
ToI3HIBRL £ 96

FTIAI MORBEHBEZZEELIBE. BEFEOA TS bN—23 2O retain-
until IZFZFDEEED. FILLWTF 74 FOFRFHRE%ZFERA L TBETNS
EHO EFHA

ZHBRB L TLEE VW PUT Object Lock DEEEZEEL T 2BRBL TS
Lo

GET Bucket last access time E3K

N7y hEeTN—=TFDT7I2RAR) S —

BEBEOJTENENS S3 NIE

LM ZERALTATIS I b =BETS

THORTAOY L 2ERTS
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S3SATHAVIEREZIERT S

S3TSATHAUIKREXERL T FHEDA T ¥ bH StorageGRID > X T LHS
HIRRSNZ 21 I VI FETEET,

DI a>OBELHATIE. S3TATHAVIEETHEDA TV CHEED S3 /N7y kh5HI
PR (HABRYIN) SN2 R0 =T 2AEZRLET. COEIa>Dflid. HBOAZBENE LT
WEd, S35 7T A VILEREDIERDEFMICDOWVWTIZ. ZBBL T /T W " I'Amazon Simple Storage
Service Developer Guide J : [ Object lifecycle management"s StorageGRID Tl&. Expiration 72> 3>
DHMBYR—EIN. BITT7 O avidHR—bEhEFtA.

SATHAUIIER LI

SATHAVIEEE BED S3NTY FROA T2V MIBEREINZ—EDIL—ILTT, FIL—ILIE
HEERITBZATII Vb, ENSOA TV FOBMEAR REOBMEIZIBH®E) ZHBELFT,

StorageGRID Tld. 1 2DSAT7H A VIR ETEHR A 1. 000 EDS1 7H A 7ILIL—ILHR—rENZE
To BIL—=ILICIE. RO XMLEEZEDHDIENTETET,

* Expiration 8 LBISGELISZE. FREA TSI HEDRAEFNT- SHSIEELI-BEISE
LEBRICA TSI FEHIBRL £,

* NoncurrentVersionExpiration : 3 §E L7cBBISEL A TPV b EHIBRLE T, ChiE. #7200 b+
DRI TR BT EEIHNSETY,

* TJaIE (FLTawI R, B2Y)
* AT—RR
« 1D
NTY MITATHAOIIEREZERTSHE. NTY bDTA 71 UILEKREITEIC StorageGRID @ ILM

RELDBHEBEINE T, StorageGRID &, ILM TIE7% < /N kD Expiration 5EZFHAL T, FEDA
T2V b ZHIBRT3NMRRT RN ERELE T,

ZFDH. LM IIL=ILOEEFIELA T 0 MIFITHIBERINTLWTH, AT DT Uy R
SHIRESNZ W HDET, HDWE. ILMEBEEFIENIRTRT LIcHeH. AT DT UV R
ICRIBFESNBIZEDHD £9, FMICOVWTIE. ZBBLTKIESVWA TV DA 7107 ILEKIC
H7=3 ILM OEIE,

@ NTYRSATHAVIIEKREESI AT bOv IHEMICHE>TWVWBNT Y FTERT
TEITH EROEMNT Y bTRINTY b SATHAVIIRENT R—FEhEEA.

StorageGRID Tld. XONTy MUEBZFERALTSA 71 VLR EZEETETEY,

*NTy AT HAUILEHIRR
* GET Bucket lifecycle
* PUT Bucket lifecycle D&

SATHAUNBREERLEY

SATHAVIINEREZERT B T-ODRIIDFIERE LT, 1 DULEDIL—ILZZL JSON 7 71 ILZ1ERL L
F9, FLERIE. TDISON T 7AILICIEFRD 3 DDIL—ILHAFENTUVET,

27


https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html
https://docs.netapp.com/ja-jp/storagegrid-116/ilm/how-ilm-operates-throughout-objects-life.html

1.

28

IL=IL11&. FL 710w R Category1'/ | IC—ET2F T xcU M Tkey2 DfE) B §tag2” DF
T MCOABARAINET, [ Expiration | NTAXA—=RIE. T4 INRI—BITZATSTI OB
HABR MY 2020 £ 8 A 22 HOFHI 0 RRICUIND LS ICEEL T,

IL=IL2E. FL 71w R T Category2'/ | Ic—TBDATZ VU MIDAHBERINET, ' Expiration’
INFGA—=BEZI/ET DL, T4INRI—HIT 34TV FOEDRAHNS 100 BEICHARRTINICARD F
EP

AMEIEET 5L — Ui, 7TV x2 MRDAFNIEAE B L LIABRR L — L
() ¥, BEOBMIMOAHE L AREBI TLWABAK. 51 71 2 LBEOERE
T—HDA T NS Y RO SRS NB TTREMA B D £ 7,

=L 3I&. FL 71 v R lCategoryd/ ) IC—TB2AT U MIOHERINET, Expiration /\
SA—AEBEITDE " RICBEVWIRTON=3>0—HA TP D RFTHRUVWRREIZR > T
H5 50 BRICEBRYINICAD X9



"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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NTy MISA 71U IILEREZERH
SATHAUIERET 71 I EVER LT=5. PUT Bucket lifecycle BER = FITL TN MIBEBALEY,

COERIF. YOTINT7AINHDTA TH A UILERESE. [testbucket ] EWSKERIDNTY NROA T
U MIBRALEY,

aws s3api —-—-endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

SATHAUIEREDNNT v MIEBICERAINI - ERIET 7= IC. BIRE IC13 GET Bucket lifecycle &
KhdHpOxd,

aws s3apli —-—-endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

BINSEICIE. BRALLSA 70 A VIRENRTEINET,

NTYSZATHATIINOBNRRNERE A TSI/ b THBEZRELET

PUT Object. HEAD Object . F7cld GET Object EXRDEITHFIC. 1 7T A VIR EDEMHRIL—ILH
RIE OREDA TSV MHESHERRTETET, LI BRINZES. REICEA TSI 0E
SHARR & —§ 2 BMEARRIL—I)L&E RS [ Expiration ] /NS X—2HEENET,

N7y b SATHAIILEIM D HBEINB T8 BRSNS [ expiry-date | (3" 47
()  Cxo M HRINZRBOBMTTHEICONTIE ZBRL TSV 4 70T MRS
AR ODIRTE S5 o

e zid. D PUT Object E3K(d 2020 £ 6 B 22 HICE{TEN. [testbucket ] N7y MIATZ o b
ZHRELEY,

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

RO EE. AT FOBEZIEBEA 100 H (2020 F 108 1 B) IVl SATHAIIILEBEDIL—
JL2IC—8Li=CccxzRrLEd,

*"Expiration”: "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762£8a8030bc34£5340579d4446076£7\""
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=¥ Z4E. = HEAD Object BR%Z M L T. testoucket N7y FADEALA TS T DX EF—4%
HY'T?E'szi L/TCO

aws s3api --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test2

BADIGEICIE AT T FDOART—=2hEEN, 7720 +H 100 BTHRYINICAED, JL—IL 2
—HLIZEHRENET,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

S3AT o/ bOvIDTIAILENT Y MERFEFERT S

NTY RTS3IATDI by IDBBEMCHE->TVLWRIGEIE. N7y MBS
1R A TS MIBRINZT 74 EDRBE—RET 74 CORSBE%IEE
TEEd,

c NIy FOERBSICS3 AT T FOY I EENEIFENICT A TEE T,

*NTYRTSIATOI bOVIDBMICHES>TVBRIFER. N7y FrOTIAILFORFEHRETS
9,

* T MOFRFEREIFIRDEED T,

° T A MDRIFE—R  StorageGRID |& T##l E—RDAHEHR—FLEFT,

° T A bOREHAR (BREIZFH
A7 o Oy UREDERE
GET Object Lock Configuration EBXRZERT 2. N7y FTHA ISz Oy IDEMIR>TVNSEHYE
SHEHRETEET, BMIB>TVBRBEEIF. NTY MIT 74 bOFRFIE— R EFRFHEBIREINT
WBHESHZHRTET XTI,
FTSz O RDHFLWN=a 0hINT Y MICEDIAEFNABICIE. 774 FOFRIFE—RDIBEREINDOD
I&. T x-amz-object-lock-mode | HHEEINTVWARWEE T, 77 # /L bOFRIFHAMEIZ. T x-amz-object-
lock-retain-date | HMEE SN TULAWZEIC. retain-until date DFHEICFEREINE T,

CDIIBETT I BICIE. s3 : GetBucketObjectLockConfiguration #&FR % 7=ld root 7 h U > EHRETT,
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e

GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization string

Authorization: authorization string

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRkRHIFiVgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

PUT Object Lock DREZIBEL £

PUT Object Lock Configuration SR Z RT3 . 7720 bOVIBREMCE>TWBINTY FDT T =+
IWEDRBE-—RET 74 MOFRFARBEZEETEE T, UENCRELET 72 FOREFREZHIRT 3
CEHTEET,

FTST O RDFLON=a3 DNy MCERDIAEZENZRICIE. T74IILFORBE—RISEAINDD
I&. T x-amz-object-lock-mode | BHEEINTUVWRWEETY, 77 4/ FOFRFEARIL. T x-amz-object-
lock-retain-date | H8E SN TULRWBEIC. retain-until date DFFERICEFERINE T,

FTOT UV MN=30RDIAAREBICT 7 4L FORFHEBAZEESINIZE. 7Tz MN—=2 3200
retain-until (FZDEFED. FILLWTF 74/ FOFRIFHEREZFEAL TBHESINZ ZCIEHD FHAS
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CONEZTTITBICIE. s3 ¢

PUT £3R Tld 'Content-MD5' RA WA —%IEETINENRHD X

C]

PUT /bucket?object-lock HTTP/1.1
identity
308

Accept-Encoding:
Content-Length:
Host: host
Content-MD5:
User-Agent:
X-Amz-Date: date
X-Amz-Content-SHA256:
authorization string

request header

authorization string

Authorization:

<ObjectLockConfiguration>

<ObjectLockEnabled>Enabled</ObjectLockEnabled>

<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

NT Y EDHRZ LILE

StorageGRID > X 7 LTIl
w MLUIEZHR—FLTVWET,

PutBucketObjectLockConfiguration 1&FRE & /=i root 7 H1 > FHRKRETT,

s3sign/1.0.0 requests/2.24.0 python/3.8.2

S3RESTAPI [CEEMEN AT LEEDH IR LINYGT

RDFRIC. StorageGRID THR—MINZARXZLNT Y MUBZRLE T,

1RE Bz
GET Bucket consistency BEDONT Y MIEATNhTWS
BEELAN)LERLFEFT,

TFEDNT Y MBERAINZEE
MLANILZRELET,

PUT Bucket consistency

GET Bucket last access time D5 RED/NT v FTRIERT UVt AE
=) BOEFHHERICE > TULWBHE
MICHm>TWBHhEIRLETD,

EBBLTILETL,
GET Bucket consistency B3k % 3=
TLEY

PUT Bucket consistency &K

GET Bucket last access time 3K
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1BR(F

PUT Bucket last access time D &
SICEELEY

NT Y EDART—2BHIREZ
HIFRL &9

GET Bucket metadata notification
configuration

PUT Bucket metadata notification
configuration DAY > K TY

ZEHUERTE D PUT Bucket

GET Bucket compliance THEES L
ESCN

PUT Bucket compliance THEZE L
TLLREEW

B
BEREOJTENENS S3 NIE

F7T U bONIE

GG

BEDNT v b DERRT U1 Xk
MOEH=zEMEIFEMDCTE
9,

BEDONT Y MMIBEEMITSNT
W3 XA T —4BHIERE XML % Hl
FRLET,

KFEDNT v MMIEERMITOSNT
W3 X2 T —SBHFE XML 23R
L&,

NTY DART—2BHY—E
AR ELE T,

BELES LUHR— MY | %
BMICLIEFHLWNT v b EER
TEBRBDELL

BEBlEESNnEFLIEAYR—FEINT
WE T BBFEOHVWEINT v
IoxF L CIRTEB SR MR E %R
LExd,

BlESINFEFLEAYR—FEINT
WE T BBFEOHVWEMNT v
DEHREXZETCETET,

ZBRLTLES L,

PUT Bucket last access time &3k
DB

DELETE Bucket metadata
notification configuration 3K

GET Bucket metadata notification
configuration E3K

PUT Bucket metadata notification
configuration 3K

BELE : EHEREZIEE L= PUT
Bucket

BEIEFE : GET Bucket
compliance &K

BELEFE © PUT Bucket
compliance &K

ZDtU 3> TlE. StorageGRID Y XFLTAH T 1o D S3 RESTAPI LIB%# =
EITBI3HEICOWTEHRBLE,

ITRNTOATD TV bOUIBICRDFEDERINE T,

* StorageGRID E&GMHHIH 7720 MIRT 2 IRTORETHR—INE T, L. ROEEIF

HR—FINFEHA
° GET Object ACL DIFE&
oA Favl

C ATV MDU—AIIEFR—ILRZERALET
° PUT Object retention D Z & TE
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C ATV RAVTIUVEBERLET

*EILF—ICETIAL 2 DDIZAT7 U MRE BTS20 707> FEKIE. Tlatest-wins | X—XT
ERENE T, [latest-wins | FHfilE. S3 VS 7> FHMUIBZERBT 221V J Tldia<.
StorageGRID ¥ X T LD EDERERT L1=RA I V7 TIIhbn 7,

* StorageGRID N7y FRDA T2 7 MME. BRI XLEFROTHVY MAMER LA T+
BOHT. INTNTY FFRBEICE>THRBINF T,

* Swift ZfFf L T StorageGRID ¥ AT AICBDRAFNcT—RA TV MISI ZERBLTT7IERT
BTLIFTETFEAS

RDFKIC. StorageGRID TD S3RESTAPI A7 10 MUBOEREAEZTRLE T,

1R1E eSS
ATV bEEIBRLET ZEREL (MFA) BNV A — [ x-amz-MFA | |3 HR—hTh
TWEEA,

StorageGRID (&. DELETE Object EXR =BT BMEIC. AT T b+
DINRTOIAE—Z TR TOEBFAN S TIEBICHIBRL LS E L
9o BINd 3. StorageGRID (772 BICO T4 7Y MIREERL
F9, 30 MURICTARTOIAE—ZHIBRT I AL - 7IFE (HBRINGFR
H—BFYICEBRARRER E DIERT) « StorageGRID (FHIBRE RO IE
;%#:—L:’ﬁ‘ﬁ L. 251472 MCAUEBLHIILI-C EZBAL £

cN—=TUaVERE

BEON—aYZHIRT3ICIE. NTY FOFREENY VTR A TH
b, Tversionld ] Y7V —X&FEBITZIHNELHDFT, COHT
DY —R%&EFERATR . N—2arhRLICHIBRINE T, 'versionld'
HHIBRY—A—ICRHIEL TVWBIBE ' L ARV R » ANy A — 'x-amz-
delete-marker' | 'true' ICERESNET

s N=T g3 BEEBINEMICHE->TWVWE N Y LT lversionlD § H7
Y —2%IERTICA TS 7 b2HIBRT S 2. HIRY—H—H
EMINnEd, HIR~Y—H— 'versionld' |Z 'x-amz-version-id' [5&
ANy AR —%FER L TGREIN 'x-amz-delete-marker' [SEEA Y 4 —(F
tfrue' ICERESNET

c N—= a3 —EHEIEHRD Ny T TversionlD ] 7)Y —2X
ZHEEETICATO I bZEIRT 3. BIFED Tnully N—2 3
VERIE Tnullg HIBRT—H—DZ2ICHIBRSIN. LW M null g
HIfR<Y—HA—DERETNE T, [ x-amz-delete-marker response
header | H* Mtrue J ICERESNTRINE T,

SET IREDHEE. 1 20F T U MIEROEIKRY—H—HTEF
EIBehHDFET,

BEOATS T 2HBLET ZEEXRIIF (MFA) 5B AYA— [x-amz-MFA | I R— kS
TWEtHA.

BILERXA Y- TEROA TV FZHIRTEET,
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1BR(F

72TV bDEITNITEHIFRL
X9

F721U DOBUS

GET Object ACL D&

T2 bD)—=HILE—ILR
ZRIRLET

GET Object retention D & TY

GET Object tagging

HEAD Object DET
POST Object restore M3E1T
PUT Object DIFE

PUT Object - Copy DEIAX > K%
EITLET

T2 D) —=HILE—ILR
ZHERALEY

36

ESEr

Mtagging | 7)Y —XRZFEHELT. 7T DS ITRTDEY
HHEIBRETMNZE T, Amazon S3RESTAPI DI AR TOHFENREINT
WEd,

cN—=T 3 ERE
ERIC Tversionld ] ZTUNTX—=ADEETNTULAEWVEEIF. N
—aYEBINENTY NADOA TSI FORFN—a 5T
RTODRITHHIBREINE T, #7207 bOIREFEON—2 3 VHHIBRY

—H—0FEEIE. [ MethodNotAllowed | XA T—XZXAHDEEN. T x-
amz-delete marker’ [GEANY A —D [true | ICREINZE T,

72U FORUS

VA MIRBBRBT IERI LTI vIIDHBHBE. 7720+
DOFFBEICA TSI MINTZTIINT I H B e 2mIRED
REN, FAIEED ID. R, BLCHERIRREINE T,

S3ATTxr b Oy I %FERTS

S3ATTxor OV I ZFERTS

tagging' 7Y —XZFERALT. 7727 FDIRTORIZRL
9. Amazon S3RESTAPI DI AR TOENMENEEINTLWET

s N—T a3 ER”
ERIC Tversionld ] TN A—AZHDIEEINTULAEWVESIZ. N\
— g EBINENTY NROA TSI FOFRFN—arh5d
RTOETHREINE T, 770 COREON—3 VD EIBR~Y—

H—DHEElE. T MethodNotAllowed | R TF—RXHDREN. T x-
amz-delete marker’ [GZEANY A —H [true | ICRESINE T,

HEAD Object DET
POST Object restore DEFT
PUT Object DIFE

PUT Object - Copy DEINX > RZRTLFT

S3ATTxU/ OV I ZFERTS



1B
PUT Object retention D Z & T

PUT Object tagging

&R
BEEOJ TEHENS S3 NIE

L5
34TV PO I EBRTS

tagging' 7Y —XZFERAL T, BIEQA T I MI—EDRT %
EBAML £9, Amazon S3RESTAPI DIARTOFENEEINTLE
=

AT NRTDLER

RIS FILWA TSz b 27y O—RTREZITEMT AL
b BIFEOA TV MIBMT3HTEFETY, StorageGRID &
Amazon S3 I3¥E5H. AT TV R EICBKR10BDR T EHR—
FLET, A7 MIBEERMITENTZTICIE. —EDRTF—H
MEBTY, XU F—ICIF Unicode XF % 128 XF X T. XJEICIX
Unicode XF% 256 XF EF THFERATEE T, F—LETIFAXF LN
XFEHRXFENET,

* 2T DEH WD IAHENE *

PUT Object tagging ZERA L TA TP 0 FDRITZE#HLIHE.
StorageGRID (3F4 722V b ZBEDIAA L EFEA. k. —HT
B IM L=l TERESNTULWIEDIAAEEINMER TN BV L ZE
KLET, BEFICEL o TRELILA TSV FRREDEEIZ. BEDN
WO ZTYRIM 7O AT ILM A BEMESNE E FICRBINE
-a-o

CD=H. ILM JL—ILDOEDIAHENEIC Strict 7 7> 3 >HHEEINT
W3IEE. BREBERA TSV MEBEZRITTE RV (T xIE #Fifk
ICHRBERSTEBAAEERATERWVGS) « 77 aVIdETSINER
ho BHICNTIA T U bI. REREEZRITAIREICKR 2 X THAE
DEEBIEIFEINE T,

* EROBER

BLF—ICEZFIAL 2 DDUVSAT7 U RRYE, BRETRIVSATVRE
KiE. Tlatest-wins | R—XTHREINE T, [ latest-wins | 5
& S3 U472 bHNIBZREIR T 231 X > J Tldi<.
StorageGRID ¥ X 7 LHWFEDEKRZFT T LIcX A I VI TIThbnE
3-0

*N—Ta3vERY

ERIC Tversionld ] ZTUNSX—2HDEETNTULAWNSE. /N—
SaVvEBINENTY FNROA TSV CORAN—aICR2ITH
BManEd, #7207 FOREDODN—J 3 UHHIBRIY—H—DIBE
l&. T MethodNotAllowed | X T7—XXHDIREN. [ x-amz-delete
marker’ [GZEAN YA =D Ttrue ] ICRESNE T,
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S3IATTx o MOV IZERTS

StorageGRID ¥ X T ATH/O—NILAE S3 ATz bOy IREDNEMICE>TL
3GEE. S3A Tz roOy B LIENTY FZERL. N7y R XIC
T4 MORFEHARZIEE LD N7y MIEBMTE3EF TV bN—2 32
Xt L THE D retain-une-date 5 £ U legal hold SREZIEELT=D T 9,

IR EIFEESTINAVKLSICTEZENTEET,
StorageGRID S3 A7 x ¥ hOw U #4EEIZ. Amazon S3 EHE— R EZFOE—DRIFE—REZRMHELE
Yo T7HINETIE. RESNATI I MN=Vavid. OO —THEESFFIIHRTETEE

Ao StorageGRID S3 A7 ¥ bDOy J#EETIE. ANF Y RE—RIFHR—bINT SR HERZ
DA—HIIRIFREZ BB LIEDFRESNA TSV M ZHIBRLIED T3 CIETEEE AL

NTy MIXFLTS3IATozo Oy IEZEMMCLET
StorageGRID Y X7 LTI/ A—NILER S3 AT o boOYy IREDEMIR>TWVWBRBEIE. ENT Yk

DIERIFIC S3 AT DOV I ZREICIGSLTEMCTZ LN TEEY . ROVWThH DA EZER
TEEY,

* Tenant Manager Z{ERA L TN\7wy bZ1ERRL £ 7,
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FEA EBFICNIATO I M BERREZRITAEICAS T THREDRENMEFEINE T,

H—NAIOBESEZITI/cODERNY H—

Y —NADESLZERA YT 3581F. V—RA TV bHPBESEETNTUVEDESH. BLUVE—T vy b F
T b BB TEINESIMIEL>T BEIBERANYA—DELD T,

*Y—RATVTY MA-FEEOF—EFEALTEELINTVSEHS (SSEC) & FTVx ok
zESMELTIE—TE 3L SIC. PUT Object - Copy ZKICRD 3 DDAV R —Z2EZHBHENHD F
ERS

° x-amz-copy-sourcemalgebals-server-sideAlgorithmebals-encrypted 1 —1 - 77JL 31 XL [ AES256
1 ZHEELEFT,

° x-amz-copy-source Sourcedming-ser-encryption-customer-key YV —X A7 10 b DIERBSICIEE
LSt —%i8ELE T,

° x-amz-copy-source Sourcedgals-server-side-encryption-customer-key-MD5 @ YV —XF T U DIE
BREFICIHEE LMD 1P T R ZHEELEF T,

c A—YHEESSVEEITZ—RBDF—TE— v ATV o+ (AE—-) 2ES{LTIHSIE. XD
IDDNANYA—EEHFET,
> T x-amz-server-side-encryption-customer-algorithm 1 : TAES256 | #3EEL X7,

° x-amz-server-side-encryption-customer-key : Z—47w F AT U FEHOFLVLWES{EF—%ZEEL
9,

° x-amz-server-side-encryption-customer-key-MD5 : 1L WEES{tF—D MD5 41 T X b EIEEL £
ED

AR PHEELEESEF—RBERESNIEA. BSEXF—Z0NKRITZ L. WLI34 T T bH%kb
nNE9d, SERREORZEALTA T b - T—2ZRET B Y- NAIOBES{LZEROE
BERzHERLTRLETL

* StorageGRID TEEINZ—EOF—TX—F v A7 o+ (AE—) ZBES{LTS (SSE) I
I&. PUT Object - Copy BERICRDAY A —ZZHET,

o T x-amz-server-side-encryption | T
cFE ATV D T server-side-encryption | DIEIZFEFTET £FHA. 1D IC 'x-amz-metadata-
directive: 'replace' Z{ER L T ' L L) 'server-side-encryption' {E% JIE—L X9

N=T 3V ER

V=2ZNTy FTN= 3 VEBIEMICE > TWVWREEIE. T x-amz-copy-source | N —%EALTH
Tz bOBRHN—C3>EAE—TEET, ATV FORFEDON—Y3>E2AE—F3ICIE. IE—
TB3N—T 3> % versionld B 7)Y —XRZER L THERNICIEE T 2BENHBD XS, TATsR—>3 >
DINTY R TN=2 3 VEBDIEMICR > TVWBIBEIF. EREININ—23 0D T x-amz-version-id | &
ANYA—TIREINET, 2=y EN\T Y FON—2 3 VEEBI—FHEIE TN TV BIFE 'x-amz-version-id'
IENull fEZRL £

REEIEER

LM ZERLTA Iz b 2EETS
H—NADES{tEFERBLEY

BEREOJTENENS S3 NIE
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PUT Object Di5&

SelectObjectContent DJBICEIRL £

S3 SelectObjectContent B R Z RT3 . >V FILA SQL R T— XY MIEDWT
SB3AT2xobDAVT IV Z T IINRI) T TEEXET,

HMICOWVWTIE. BB L TL 2T "SelectObjectContent [CBT 2 AWS RF a2 X > k"
MELZHD
* FTFYRTHATYMIIX S3 Select EREAEIDHTSNET,

cBRIZATI U bD 's3:GetObject DT I/ AMENHD £7

cBRIBATIT I MICSVERTHSZD. CSVIERD T 71 IILE ST GZIP F7=13 bzip2 EET 71
LT,

* SQL XDEwEAEKIZ 256KB T,
C ANFRIIEROIARTOL I— RORAEIZ IMIB T,

ERDIEX A
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

saL 7 T Ofl

CDOUITUIE. MNEBE. 2010 EAO. 2015 FHEAOD. KEDODAORBET —IHS5OZLEREZREL XY,
REUNDT 7 IILRADL I— RIZERHINE T,
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SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

BaT27 71ILORVIOEIT T sub-est2020 all.csv i 1. IDLSICHED FT,

SUMLEV, STATE, COUNTY, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME, STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATE2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020
040,01,000,00000,00000,00000,0,A,Alabama,Alabama,4779736,4780118,4785514,4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A,Abbeville

city,Alabama, 2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555,2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758, 754,751,750, 745,744,742,734,734,728,

725,723,719,717

AWS- CLI O 1ER

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
-—-no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

HAT771ILORVIDOEITTH S I changes.csv | & RDKSICHRD F T,
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Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017, 6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

RIVFN— 7y 70— R DOMIE

Dt 3> TlE. StorageGRID TOVILF/IN— 7 v 7O— ROWIBOHR—~C
DWLWTEHRAL F£7,

RIUVFN=b7yT7O-FDOITNTOMIEIC, ROFHCEIRFEIEBINE T,

1 DONT Yy MW LTHERHICETTBAVILFANA— b7y 7O—KHA 1. 000 EZBRHaWVWLSICLTKL
72E0, 1. 000 %2 BX B . FD/N\Tw MIXFF 3 List Multipart Uploads D2 L) TREWFERN
BENBWZEHHD FT,

* StorageGRID &, YILF/IN—FMIZAWS OH A XFIBRZEERALET. S3 77472 MIRODAARZA
VIS WHELRHD F I,

c YIFN—FT7yvTO—ROZR/N— DT XIE5MB (5. 242, 880 /N1 k) £ 5GiB (5.
368. 709. 120 X1 k) OBICTZHRELHD XY,

o RBOERDIE 5MIB (5,242,880 /N1 k) KDO/NESLKTEET,

o —fRIC. N—=YBAXIETEBRLITARELTIHMNELRHD FT, 7 xIE. 100GB ATV bD
e 5GB DN— YA XZFERALET. SN—NMNIBEBDOA TSI b eHBRINZT=H. KEH
N— YA XZEET L. StorageGRID DA R T—RZDA—/N\—~A\vy RHAFRHEINE T,

° 5GB RBDA T TV b Tld. TILFN—FTIEAHEWVWT Yy TO— ROERZEREFLTLLEE L,

* ILM JL—ILDEYD IAABI{ED® Strict F7=1F Balanced ICIEEINTWVWBRESIE. YILFN—rATP Y
FDENX—EHARDIAFND EZICILM AFEEIN. TILFNX— b7y TO—RBPRT LI EICATY
TV KIS LTILMAFEINE T, CNMHAA TSI FEN—FDEREBICEDKSICHET ZHIC
ARTAIHNELNHD £,

° SIVILFN—FrT7y7O—ROETHRICILMAZEIND . JILFN—rT7yFO—-RHBETL
TS TA IS I bO—ED/N— FHIRED ILM BEEFEZBILTWEWIZ e HD 9§, IELLE
BESNTUVAEVLWN=MIILMIIL=ILICEZBFHMEDONRE L T a—ICFRIN. HE TIELWEGFR
ICBEIENE T,

o N— NI LT ILM 59 5. StorageGRID (A 7P 7 bDH A X TIFH < N—bDH 1 X
T74NRIILET, 2FD. 7TV b2FC LTI ILM EHZHBZ L TOWRWSERICA T
TSIV RDN=YDRRMENZTEMDHD £9, 7L RIE. 10GBUEDA TSV bZEITART
DC1ICHEIIL. TNED/NETVWAT I T b EITARTDC2 ICHENT ZIL—ILDBE. 10 /X—bH5
BBIILFN—ETy7TO—RE®D 1GB DF/N— MMIEXDAAHFIC DC2 IS NET, 770
FEEICHLTILMAFHES D . ATV bDIRTD/N— D DC1 ICBEIINE T,

* WILFN—Er7vy7O—-RTlE. TRTOUIET StorageGRID DESMFIENHR—FINET,

* WILFN—Fr7y7O—-RTlE. BEICIECTH—NADOES{tEFEHETEE I, SSE ( StorageGRID
TEEINZF—IC& 23— /\lokESt) ZFHAT 3ICid. Initiate Multipart Upload ZRICD A T x-
amz-server-side-encryption | B RAY A —%ZEEL FT, SSE-C (A—HFIEBEDF—IZLZT—/N\ED

E51t) ZEHE T 3HBEL. Initiate Multipart Upload 3K & £ D Upload Part EXR(Z. B 3 DDEE
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SEF—BRANY A —ZHELFTT,
11
RIVFN—br7yT7O0—FRZ2VXMLET

RIVFN—br7yT7O0—-RZBBLET

N=C%Z7y7O—FLEYT
N=YO7y7O—k-1E—

Complete Multipart Upload D317

RILVFN—r7y7O—RZHRELFT

N=Y%Z)ALLFET

ES e E:
© BE S
* - NAlOES{tzERLEY

RIVFN=r7yTO—-RZUXMLET

A
e

BLTLIETWIILFN— 7y TO—K%

=
ARLET

- W%

EEBRBLTLKIETVWIILFNN— 7y TO— K%
wmLxd

EBBLTIKETVWNAN—VYE 7y O—RLET
EBBLTLEIVN S—VO 7y FO—R - JF—

B L TL T L) Complete Multipart Upload M3
17

Amazon S3 RESTAPI D TR TOEENREINT
WX

Amazon S3 RESTAPI D TR TOEENEEINT
WET

List Multipart Uploads SLIBTld. N7y FOETHOTILFN— 7y FO—RHAU X

fENnFE9d,

RDBERNFGA—=ZPHYR—FThTUVET,

* [ encoding-type |
* 'max-uploads | ZBBLTLZETWV
s F—T—H—]

* T prefix J

* Tupload-id - marker ] D& SICIEELET

I delimiter | BR/INZXA—=RIFHR—FTNTULEE A,

N=T 3V ER

RIVFN=r7y7O-RiE 7y 7O-ROAEEm. 7y 7O0—-FOUIRORR. N—bD7yFO—-R.
FZyZ7A—RLEN—rDT7EYTIL. LUV T7 Yy FO—RORT DERDLIBICHITSNE T, Complete
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Multipart Upload SUENEITEINZ & AT 20 bHMER TN ZER (BLUN—C 3 BEINTVWS
BE) ICBhEd,

TILFN—br7yFO—RZRAIBLET

Initiate Multipart Upload #L38|Z. 77z bDTILF/N— b7 v FO—RZREL.
7w 7O—RID&EERLZFT,

x-amz-storage-class' BXRA\v X —hHHR— b INTWVWE T, x-amz-storage-class TEXETNZEI
StorageGRID BEXDIAHRICA T T U b T — 2 Z(RET B HEICEHEL. StorageGRID & X 7 LICHEIAE
NZAT2TV bOXKENIE—DE (ILM TRE) ICIIRELEE A

BODIAFENATZO TV MI—ET 3 ILM IL—ILOE D AHENED Strict 7 7> 3 VITIBETNTVLBRIHE.
x-amz-storage-class N\ 2 —DEIFERINE T,

x-amz-storage-class ICIFRDEZFERATET XY,

* 'standard’ (T 7 #JL )

° * Dual commit* : ILM JL—JLDED IAHENEN Dual commit & 7> 3 VICEEINTWEEEIE. 7
T2 FORDIAAERICA TSz @2 2BOAE—DER SN TRIDR KL —2 / — RICER
BdNEd (Fa7)aAZIv k) ., LIMAFHMESNZ . COVEFRRIE—DIL—ILOBEREFIE%R
wILTWBHE S % StorageGRID ML £9, FcLTULWARWESIE. FILLWA T o O
E—%RDBFRICER L. METEIE—%HIBR 92 Z EDRBICKRZEREEDHD £,

° *Balanced * : ILM JL—JL T Balanced Z 7> 3 VHHEE TN TVWT, IL—IILTHEEINTEIRTD
OE—7% StorageGRID W72 BICER TE 2 L5 E. StorageGRID (& 2 DOFEIE—%ZR]LZ DR
L=/ —RICERLE T,

StorageGRID D' ILM JL—=IL TIEESNILITARTOA TP o bAE—%2 L EBICERTE S (RHAE
&) B/A. T x-amz-storage-class | Ny 4 —IFERHINET,

* Treduced_redundancy |

> * Dual commit* : ILM JL—JLDEXD AZKENEN Dual commit 7 7> 3 VICEEINTWVWIERIE. 7
72U DRI IAHEFIC StorageGRID B OE—% 1 DERLEXT (P >JIILaIv b)) o

° *Balanced * : ILM JL—JL T Balanced 7 < 3 VA48 E SN TLVWBIFH. StorageGRID (. JL—)L
TEEINILEIRTOOAE—ZEBIERTERWVEEICOA. REIE—% 1 DIERRL £
¥, StorageGRID THEFAEEBZETTIIHE. CONVA—FMRIHBD EFE A 7TV MIC
—HITBIMIL—IHE—DL F)r—AE—%ERT 5%E1E. T reduced_redundancy | #7
TavDEREHELE T, ZDIFE reduced redundancy</1> EFERT 3 L ' TR TOEDIAHE
ECRDBATV U b« AE—ZFRBIERS S UVHIBRT 2HEBHBRHRD ET

DIRIT T 'reduced_redundancy</1> 4 7> a3 >V FERT3 CIFHEShIFEA T
reduced_redundancy | ZEAT 3. BIDIAARICA TSI b T—a2bkbn3 VR IBEED X
o L ZIE. ILM FHEDEHCOAE—D 1 DFEFRINEINTOWIERA ML =D/ —RICEENARET S &,
T—REDNRONBZAREEDHD £,

AR I —FEHRICL U — RSO —F 1 DREIHRIE TR . TANKAICEKODNBERA D
DET, ATz bDLFUr— =D 1 DLHRVGE. A NL—U/ —RICEELNEELE
D, ERBRIS—DIRETDI . TOF TP I MIEbNET, oo TV TIL—RBEDAVTF
VAEERIZ, AT MADT I EID—BENICKDNE T,

I reduced_redundancy | ZIEELBEIF. #7220 b ERPICDAT E FITERINZ IE—HD A
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HELET, ATV T IOT4 TRIMAR) O—THESNBZBICIER SN ATz b3
E—#ICIZFELE Y. StorageGRID S AT LATT— AWM INZETDRARELARNILIMETIZCHH
b &t Ao

R I S3ATC I MAVIDNEMBRETA I b ENT Y MIEDATEE. T
REDUCED_REDUNDANCY | # 7> avVIidEHENET, 7T I &L A —ERNT v MTED
ATBE. Treduced redundancy | 77> 3 VIET5—%RL £9, StorageGRID Tld. EICTa 7L
O3y FOBWDRAAFDERITIN. AV T4 T7VRBEDEEINET,

ROBRAN YA —DHYR—rTNTVET,
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* [ Content-Type |
* x-amz-meta- o BAIC. A EBEDART—XZZLHAICEDRT Z 10

A—HYEREXIT —XDRBALEDORTV ZHEET 2156, —RNBFHIFROLEED T,

x-amz-meta- name : “value’

ILM JL—)LDEBBERI ¥ L T * User Defined Creation Time * A 7> 3 V& {FEATI3H/IE. #7200+
DIERRBFICEEBINBZ AR T—2DEFTE LT T creation-time | ZERATAIMERDHD T, F:

x—amz-meta-creation-time: 1443399726

'creation-time' DEIZ 1970 FE 1 B 1 BUBROMEH e L TFMEcNE T

LAY—OAYFSAT7ADBEMCE>TWBANTY MIATS I b EEBIMT 358 1
@ —H—TFEHRDAAT—RE LT creation-time' ZBMIT 3 CITTETEFHFALIST—HIRTN
x99,

*SIATTzUMOAVIERDAYH— .
> [ x-amz-object-lock-mode | T
° x-amz-object-lock-retain-until -date' D& S ICIEEL X9
> I x-amz-object-lock-legal hold' | & SICHDFT

NEDANYR—HDRVRETEREZXRELEBE. NTY DT 72 FOREREZFEHRL T,
FT T MN—2 320 retain-date BEHEINE T,

S3ATxr OV I EERTS
* SSE B RA YA —:

° I x-amz-server-side-encryption 1 TE
° I x-amz-server-side-encryption-customer-key-MD5 |
° I x-amz-server-side-encryption-customer-key |

> [ x-amz-server-side-encryption-customer-algorithm | Z2{TL X7



[P —NRIOBESEZEITS O DERANY H —]

@ StorageGRID T® UTF-8 XFDAIRIZDWTIE. PUT Object ICEAT S RFaX> heEs
BLTLIETL,

Y—NAOBESEZITS/cODERNY 4 —

RUVLFN=bFATII b2 —NAIOBESETESILT ZICIE. ROBRAY X —Z2FEBALE T, SSEF
T2arESSE-CHA T a zRABICEET S LIFTEE A

* *SSE * . StorageGRID TEEINZ—EBEDF—TA TP U r2ES1LT 35SIF. Initiate Multipart
Upload R THRDA YA —%FERLE T, Upload Part BESRTIEC DAY A —ZIEELBWVWTL T,
> T x-amz-server-side-encryption | T

**SSE-C* | A—HUHDEESLVERBITZI—EDF—TA TPV ST SHEIE. Initiate
Multipart Upload B3R (& &K UKD Upload Part E3R) T. XD 3 DDAYAH—%ZTRTHERALF
ER

° T x-amz-server-side-encryption-customer-algorithm 1 : [ AES256 | Z#8EL £,
° x-amz-server-side-encryption-customer-key : FiLWA T2 U FOBESLF—ZBEL £,

° x-amz-server-side-encryption-customer-key-MD5 I FiLWA T2z FOBEEILF—D MD5 41> T
AhZEELFT,

* AR "HEELEBESAEF—RBRESNIEA. BSEXF—ZnKRI B L. MLT 4TS bH%kb
NFE9d, BERREORZEALTA T b - T—RZ2RETIHIC Y—NAIOBESLZEROE
BERZHERLTEETL

BR—bEEINBVERANY A —TT
MROBERA YA —FHR— kT TLEHEA F 7= 'XNotimplemented hHSRET L E 9§

* [ x-amz-website redirect-location J
N—T 3 ER
JILFN—=r7y7O—-FKRiE 7y 7O—ROBE®. 7y 7O—FROUXFDOFRR. N—FrD7vFO—R.
ZyZ7O—RLEEN—rDT7EYTIL. LV 7y FTO—RORT DERDIMLIBICHITSNET, Complete
Multipart Upload SLIBHA'RITEINZ . AT 7 bHMER SN E T BT IHERIEIN—YaVEBINE
7)o

REEE R
LM ZERLTAITS TV b %=BEBTS

H—NRlOES{tZERLET

PUT Object DIFE

N=Ye7yTO—KFLET

Upload Part LB TlE. A7z bOTILFN— 7y 7O—RFRAD/NN— A7 v 7O
—FEINFET,
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HHR—bTNBBRAY S —
RDBERANY Z—HHYR—-FTNTVET,

* T Content-Length J
* [ Content-md5" |

H—NRIOBESEZITI/CHDERNY 4 —

Initiate Multipart Upload E3K|Z SSE-C BES{t = 18%E L 723F & 1&. & Upload Part ERICKDERANY A —%
BEOHZIRELNHD £T,
* T x-amz-server-side-encryption-customer-algorithm 1 : TAES256 | %3EEL X9,

* x-amz-server-side-encryption-customer-key : Initiate Multipart Upload R TiEE L 1-BE St ¥ —%$8E
LF¥d,

* x-amz-server-side-encryption-customer-key-MD5 : Initiate Multipart Upload Z3R Ti8E L 7= MD5 &1 &
TAMZEEELEFT,

7 L1 BESHEF — DI N5 C LIEB D Ao BERMLF—EMATHL, HIETHAT
(D) DxotnEbnEd. SEHREOREGALTA IV b - F—SERET I Y
— SRRSO EREELRBL T LIV

N— 3 Vs
TILFN—rT7y7O—-RiE. 7y 7O—-ROBEA. 7yv7O—ROUXFDORR. N—FDT7vTO—R.
FZyZ7A—=RLEN—bDT7E>TIL. LUV 7y FO—RORT DERDLIBICHITSNE T, Complete

Multipart Upload SLEBA'RITINZ . ATV FHMER SN E T BEHEITIHERIEIN—TaVEBINE
9) o

ESedE:
- NRIOBES{tzERLET
N=YD7vy7O—Fk-3E—

Upload Part - Copy fLBIE. 7—RY - LTOBIFEOA TV b6 T7—%% 0
E—923 T, 7700 bON— 27y 7O—-RLET,

Upload Part - Copy SLIB(CI&. § X TD Amazon S3 REST APl OFIfENREINTUVET,

CDEKRIE. StorageGRID & X7 LK®D [ x-amz-copy-source-range | CIEESNIA TV bT—2D
MAWD EETAAZITVE T,

RDERANYZ =D R—FEhTVET,

* X-amz-copy-source-if-match
* X-amz-copy-source-if-none-match
* T x-amz-copy-source-if-unmodified-since | T

* X-amz-copy-source-if-modified-since
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H—NBIOBESIEEITSTcHDERNY X —
Initiate Multipart Upload E3K|Z SSE-C BES{bZ18E L 7=3F & 1&. & Upload Part - Copy ERIZKDERA Y
A—HEDDIHNENDHD FT,

* T x-amz-server-side-encryption-customer-algorithm 1 : TAES256 | #3EEL X9,

* x-amz-server-side-encryption-customer-key : Initiate Multipart Upload B3R T8 L 1Bt + — % 18E
LET,

* x-amz-server-side-encryption-customer-key-MD5 : Initiate Multipart Upload Z3R TiEE L 7= MD5 &1 &
TRMEEBELET,

V=2F Tz P A-HIEEOF—%2FBLTEStEINTVWSES (SSE-C) (3. #7972z %18
S LTIAE—TE 3 & 5IC. Upload Part - Copy ERICRD 3 DDAV A —ZEHIRELNHD XY,

* x-amz-copy-sourcemalgebals-server-sideAlgorithmebals-encryptionmed-center-algorithm : [ 256 1| %*3§
ELZFT,

* x-amz-copy-source Sourcedming-ser-encryption-customer-key : YV —2XF I U FDERBFICIEE L T
EEtF¥—ZEELF T,

* x-amz-copy-source Sourcedgals-server-side-encryption-customer-key-MD5 @ YV —XF 7 U b DIER
BRICIEELICMDS AP T X M ZIBEL X T,

72 LB SMEF — PRI NS C LB D £ A, BT —EHETEL, HIETEET
()  vrorshbnEd. SEEREOBERBLTAIVIS b - F— 2 ERET BHIC Y
— NI E EROEEEEEREL T LT
N—=2 3 VER
RILFN—bT7y7A-RIE 7y 7O-RORME. 7y 7O-FDOU X RDOFRR. N—bD7v7O—-F,
Py ZO—RLEN=—rDT7EVTIL. BLUOT7 vy 7TO—-RORT OERIDLIBICHTSNE T, Complete

Multipart Upload SUENEITEINZ & ATV bHMER TN E T (RETIHERIEN—C a3V BEINE
7)o

Complete Multipart Upload ®3%&17T

Complete Multipart Upload #LIBTld. UEIHCT7 v FO—RSNfeN— 272 TILT
B3ET ATz RDRILFN— Ty FO—FRZZETLET,

HEEBRALET

BICLF—ICETATC 2 DDI ATV MRE. SBT3 547> FERIE. Tlatest-wins | NX— X THER
INEFJ, Tllatest-wins 1 FHfilE. S3 T4 7> MHMIBZRIIRT 221 =2 J Tld% <. StorageGRID
RATLADPEEDERZRT LIERA I VI TITHhNEd,

ERAYH—

x-amz-storage-class' X RNy A —HHR— TN TVWET, —ET 3 ILM JL— )L TEDAAHENEIC Dual

commit £ 7zi& Balanced HEE TN TWBIBEIC StorageGRID TR EINZ A TS o b A —DEICHE
LET
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(7 #JLEF) ILM JL—JLT Dual commit 7 7> 3 UHMER TN TWBIES. F/ld Balanced 77> 3
VNCE > THBIAE—PERINBIBAIC. 72723y FORDIAKUIBZIEELF T,

* T reduced_redundancy |

ILM JL—JL T Dual commit # 7> 3 >hMERAINTWBIHE. £7-I1d Balanced # 7> 3 Vil &k > THRHE
AE—PMEREINBZBERIC. >V FILO3w FORDAALIBEIEEL 7,

S3ATCx I bAVINBHBERETA T b Ny MIEDIATFEE. T

REDUCED _REDUNDANCY | A7/ aVIdEBRINE T, #7010 b2 LAY —ZEHUN
@ 7w MCEDIADIBE. T reduced redundancy | #7773 VIdTo5—%RLZF

¥, StorageGRID Tlid. BICTaT7ILIAIy FOWMDRAHHETEN. IV TFAT7UR

EHNEINET,

C) RILFN—r7y7O—-RA 15 BUAICET LBWE, 3E7 7T TRMB LTI -0 &
N BETZIIRTOT—ENITLDBGHIBRINE T,

C) REND NETag 1 DfElE. T—2 D MD5 H A Tld7%A <. Amazon S3API DY ILF/N— b F
T2V FE®D TETag | fEORZEICREWVET,

N=T 3V ER

TILFN—rT7y7O—KRIF. COMEBTETLET. N7y b TN=a3 VBEEAEMICE>TUVSSE
lF. RILFN—=r7yvTO—RORTEICA TSz bON—=23 DMERRENE S,

NTY RTN=U 3 VEEBDNEMICHE>TVWBREE. B3 A TV broN—g >0 ZCic—ED T
versionID | WEEMICERBRINE T, O 'versionld' |Z 'x-amz-version-id' [&ZEN YA —%FAHL-IHETH
RENET

N—= 3 VEBEEA—BELESNTVWRES. 772527 bON—23a>iE null @ T versionlD | THRIS L.
null DN—2 3 I TICEET R HERIFLEEZTINE T,

INTY R TN—=2 3 VEEBABMICHESTWVWB e EIE. LA T 0 b —THREFICEHD
TILFN—=r7y7O—RHRERITINTVBREETH. VILFN—rT7y7O—RHIRETTS

@ TmRICEIZHLWN—=2 a3 UhMER S NE I, N7y R TN—=2 a3 VEBEABRICAE > TULVA
WEEE. IILFNA—= 7y 7O—-ROBWBERIC. BLA TSI FF—THODOTILF/IN—F
Ty TO—RABIBEINTERICETIBAZEDhHDFEFT, N—Ja VEEBAEMICHE>TULAR
WATw b Tl BRICET LERILFN—= 7y TO—-RHIMBESINE T,

L7V —>ay, @, AT —2@MICKBLELL

RIVLFN=r7yTO—RFBMTONBNTY bTTSY b T4 — LY —EXDRESNTVEHE. BET S
L7V —2 3 VREe@BiiR e’ KRB L THIILFN— 7y TO—-RIFERICRTINE T,

CDRANFEET B . TotalEvents (SMTT) DT S—LHT )y RIYRXR— vy TERINE T, Last
Event X wt—J |2, BRINKBLIEREDOA TP o MZDWT. T Failed to publish notifications for
bucket-name objectkey | ERRINET, (COAXAvE—I%ZRRTSICIE. *nodes * > * _ Storage
Node *>*Events * #:&IRL 9, RO—FBLIC Last Event NRREINET) o 1RV b« XyvtE—TF
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THUETIR TP RDRET—REIZFTZEFIBHET RELEEL TV T—2a v E i@
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Mz rUA—TETEd, 7TFH2bTE BEOEZBXEL. FELREEZEBTE XY,
R EIER

LM ZERALTAITS TV b %=BEBTS

ITS5—iE

StorageGRID > 27 L Tld. %93 S3RESTAPI DIZEND TS —5EE TARTHR
—rLTWET, £7. StorageGRID DEETIFE. HRFZLIRBEDHWVCDHMEMEINT
WX,

HR—FETNTVWE S3APIOIS—O—FR

2L HTTP X 7—% X
TIEANEEINELL 403 21+
BadDigest MB& 400 RERERTY
BucketAlreadyExists D & 5 1C7 D £ L 7= 409 &
BucketNotEmpty D& SICATILFT 409 &
IncompleteBody 400 RERERTY
RIS — 500 Internal Server Error (REBH—/NIT>—)
InvalidAccessKeyld 403 Z1E
ToIFI)YRRFaXVE 400 RIEAERTT
InvalidBucketName DB& 400 RIEEBRERTY
InvalidBucketState D5 & 409 BRE
InvalidDigest DB 400 RERERTY
InvalidEncryptionAlgorithmError 400 RERERTY
InvalidPart 400 FERERTY
InvalidPartOrder 400 REAERTE

InvalidRange : X7 &5H 416 VI T X FENIEENMEELEEA
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B2 HTTP X7 —% X

InvalidRequest 400 REAERTY
InvalidStorageClass 400 REAERTY
InvalidTag 400 RELRBRTE
InvalidUR 400 FERBRTY
KeyTooLong @ 2 DDJIIL—THhHD £ 400 RIEBERTY
MalformedXML DZE 400 RERERTY
MetadataToolLarge 400 RIEERERTE
MethodNotAllowed D & SICAD L T 405 XV v RIFFFAISNTLEEA

MissingContentLength ( MissingContentLength ) 41N REHRETY

MissingRequestBodyError 400 RERERTY
MissingSecurityHeader 400 RERERTY
NoSuchBucket 404 H'EOHD FHA
NoSuchKey 404 K"EOHD FHA
NoSuchUpload 404 KEDOH D EFHA
EEGL 501 [FEEINTULEEA
NoSuchBucketPolicy D& S22 D £ 404 B'EOH D EHA
ObjectLockConfigurationNotFoundError 404 BROMD FEA
PreconditionalFailed 412 BFIEHHIRBLE L
RequestTimeTooSkewed 403 21k
H—EXZFATETELEA 503 Service Unavailable (503 H—E ZXHFIFETE
SignatureDoesNotMatch D& SICIEEL 9 403 21k
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400 FIERERTY

400 RIERERTY

StorageGRID H XX LDITZ——FK

2L
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DICHEDFLLE

XBucketPolicyParseException

XCompliConflict

XCompliReducedRedundancyForbi

dden

XMaxBucketPolicyLengthExceeded

( XMaxBucketLengthExceeded )

XMissinglnternalRequestHeader

XNoSuchBucketCompliance T

XNotAcceptable

XNotlmplemented

SHER HTTP X 57—4& R

INTY R SA T A OILEREIFRE 400 RERERTY
EOEHNT y MICITBERINE
TA

RIELINT Y bR S —JSON 400 RERERTY
ZRITCTEEEATLI

BEUEREL TV, WEHIHET 403 FLE
cnFE L7

LAS—#EHNTy FTIEEM 400 RIEEAERTY
DIETIFFRISNEEHA

RS —DHFRINZBARNT Y 400 RIEBRERTT
FRUS—REBIATULWET,

NERERDA YA —h'Bd D FE 400 RIEREKRTY
Ao

BELINT Y b TRROENLSD 404 BROND FEA
BMICHE>TUVWEE A

EBRICEENTUWLS Accept N w4 406 IFFBTNEEA
—D1DOULEEFEIT M TE
FHATLT

EELICEROLEBICIE. RET 501 BRESNTLEEA
NTLWRLWHEENZENF T,

StorageGRID @ S3 REST API D4R
StorageGRID ¥ X 7 LEE DILIEH S3 RESTAPI I[CEMETNTWVWE T,

* GET Bucket consistency B3k xE{TL £ ¢

GET Bucket consistency B R Z RT3 . FEDNT Y MIBERAIN TV BREM LRI EHERETEE
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* PUT Bucket consistency E3K

PUT Bucket consistency EXRZ RT3 . N7y hTERITINZWBISER T 3BEMLANILZIEET
D

* GET Bucket last access time &3k

GET Bucket last access time BXRZ RT3 . BRR 77 ABEOEBHHIMELD/INT v E TEMICHE >
TWBENMEMICHE > TWVWEIH ERERETEET,

* PUT Bucket last access time XX DS
PUT Bucket last access time EXRZ R T2 . R 77 ABBOEFRZE/L DNy fTEEIE
EWNCTETET, BIRT7 IV ABREOEFEZENCITDIENT+—IVADEELEFT, N—P 3>
10.3.0 LBETIER SNy ML TIE. WINbBT 7 +IL N TEMICED XTI,

* DELETE Bucket metadata notification configuration 3K

DELETE Bucket metadata notification configuration 23K Tld. F%E XML ZHIPRT 5 Z & T. BLD/NT
v F TRERET—EXZEWMETET XY,

* GET Bucket metadata notification configuration 3K

GET Bucket metadata notification configuration B3R Tl&. &L D/\7 v b TIREMEZHRET D /-OHIE
B9 28%E XML ZFAET CENTEFET,

* PUT Bucket metadata notification configuration Z3K
PUT Bucket metadata notification configuration Rz RT3 & BLXD/N7T v Fh TRERET—EX%Z
BETEERT,. BEROANICZH B XX T —RBHFE XML TlE. TRTARX—>aYREAVTY
DRAART—RZFRETZ2A TV b ZBELE T,

* GET Storage Usage E3K DB

GET Storage Usage EXRZFRHT2 L. 7HIY FTHERALTWAR ML —CORBEE 7T Y MM
BTSN TWANT Y NCEDERBEERIETEET,

* EROEMD =D DRI NT=NT v BESK
R DENMEETIER SN2\ v FOEIRICIE. StorageGRID S3 REST APl DERANNREICA BIBE
rHOET,
GET Bucket consistency E3k %= E17L ¢

GET Bucket consistency B3R = ERAT 2 . HEDNT Y MIBERASINTVLWIESMHL
NIz TEET,

IICER LA T MICRL TR V—R7 78 —54 FEEMZRILETELDICT T4 bDOESHE
HIEIRESNE T
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CDMIBZTT T BICIE. s3 : GetBucketConsistency #EFR £ 7zl root 7T > FHURETY,

KA1

GET /bucket?x-ntap-sg-consistency HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

P

IR

J6& XML Ti&. [ <Consistency> | (FXDOWVWIFNHDEEZIRL T,

MR
INRT

strong-global

strong-site

read-after-new-write DIHS

available (HEAD ALIB|3iEREBEM)

e

TANTD/ —RHRIEICT—RZRITED .. ZITE
NBRWSEIEERNRBL XY,

TARTOH A RDIRTDISA T > RERICDUL
T. V=R774—54 FEEEIMRIEITNE T,

12054 FRODITARTDI 147> FERICDUL
T V=Rr772—=541 b ESUINMRIEESNE T,

(F7AILE) FRATS O MZIFV—RT7 T4
—Sa FEEME, ATV FOEFICITIERE
EERELET. STRMIERIN. T— &ﬁ
ENMRIEEINF T, Amazon S3 DB EMDIRIEICE
HILLEEET T,

FIBEELAEVATS NI LTT I —
3 VN HEAD EXRZFERIT . FHETER
WA RL—=2/—RBHB & 500 Internal
Server Error | BAZIORTNSA[EEMDH D £
To CNEDIS—%[EEYT BICIE. Amazon
S3 Y [ARDEEMDFRIENKETRUVED ., B
G4 % T available J ICEREL £35S

[ read-after-new-write | BG4 L NJL EEMEIXEL
T3H. HEAD MIBICDVLWTIFEREAM DA Z IR
HLEXd, ARL—2 « J—RAMERTEAWVSGS '
J—=R7I78—FBS1 bEDHAY RIEEDTE
AN E< D £3Amazon S3 DEEMEERBZD
& HEAD LEBDH T,
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HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

BEEIR
A MEHE
PUT Bucket consistency E:3K

PUT Bucket consistency BXREFERT D . N7 v N TEITINZNIBIERT 3ES
MLARIILZEETEET,

IICER LA T MCRL TR V—R7 79 —54 FEEMZRIETELDICT T4 bDOEESH
HIEHRESNE I,

CDNIBHFTT T BICIE. s3 © PutBucketConsistency 1&FR £ 7=ld root 7 AT > EHRETY,
JOITR
x-ntap-sg-consistency /N7 X—RI|ZIE. ROWVWTNHDIEZIEET 2HENHD £,

AR Bz

IART IARTD/ — RHBEIEICT — 2 ZRITID . ZIFE
NBEWBEIFBRIKBLE T,

strong-global ITRTOHFA FDITRTDIZA4 7> FEKRIZDL
T U=R772—54 FEEEIRIESNE T,

strong-site 1201 FRDITARTDY Z14 7> FEKRICDL
T U=R772—541 b ESUNRIESNE T,
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A S SHER

read-after-new-write DIFE (TT7AIE) FRATO O MIFI—FT7 T4
—S54 FEAKE, ATV 1Y FOBHICIIERE
aEERMLET. STRMEIERIN. T 2R
EHMRIESNF T, Amazon S3 DEEMDRIEICK
HITWEEET I,

X IFEELAVWATIS I MIRLTT U —
3N HEAD BEXRZFERT L. FHETER
WX RL—=2/—RBHB & 500 Internal
Server Error | D" KEIRSNBZAEEEDLH D £
To CNSDIS—%[EET BICIE. Amazon
S3 L RIRDEEMDRIENVETHVLED., B
E4HIE %= T available J ICSREL F 9

available (HEAD 4B |34EREESMY) [ read-after-new-write | S L X)L EBIEIEEL
TdH. HEAD MBI DVWTIIEREE MDA % IR
HLET, ARL—2  J—RAMERTEARWVES
J—RF7IE— - FRS1A LEDBHAY RIZIEDT]
AMENELC KD FdAmazon S3 DEEMEER DD
& HEAD JUIEDH T,

. ‘}i D —RRBNICIE. T read-after-new-write | BEMHIEMEZFER T 3HENHD £9, ERMNEL <H
BELAEWSEIE. AIgETHNULX T TV r—o a3 0547 FOIERZEBE LE T, £/, APIERT
CICEEMHIEHEZIEETRLOICITAT VR ERELE T N7 v FLRILOEESMHEIZEREDFER
EEZTLIEE L,

KA

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

RETBHR
B MBI

GET Bucket last access time &3k

GET Bucket last access time Bk Z RT3 . /XTI XEEOEFHRHIMEL D/INYT
W R TEMICHR > TULWBIDEDCHR > TVWEIHL EERETETET,

CDNIBETT §BICIE. s3 . GetBucketLastAccessTime MR F f=id root 7H Y RHAKRETT,

EKA
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GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: <em>date</em>
Authorization: <em>authorization string</em>
Host: <em>host</em>

eyl

ROPITIE. N7 bDRET 7€ AFEOEHHDBIICHE>TUVET,

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT Bucket last access time R DS

PUT Bucket last access time BXRZFHT 2. RmKT7T IV ABEROEFHEME L D/INT
W R TEMEFLIZEMNCTEET, BR7VIVEABROEREEMICTZE/NNT +—X
YAPEELFT, N—2 32 103.0 UETERININAT Y MMIXFLTIE. WInd
T7HIL N TEMADET,

CDMIBETT TBICIE. /N7 w D s3 . PutBucketLastAccessTime #EfRE 7=ld root 7 H T > FHARET
ER

StorageGRID /N\—> 3> 10.3 B TIE. IRTOFRNT v f TRIET7 U ABRBOEHH
TI7HINTEMCAD T, UEID/IN— 3 > D StorageGRID THERR T NI=NT v MMZZ D

(D BT 74 bOMEZER T 35813 WREBRDZINT Y NIRRT I AEREOE
i EWNICTIHEDNDHD 9, Tenant Manager £7z1E7T 7+ > FEIE APl @ PUT Bucket last
access time E3K. * S3 * > * Buckets * > * Change Last Access Setting* F TV JHh v I X%
FALT. 77 AREOEHZENEITEMICTETET,

N7y FTRIET I ZABBEOBHNEMICHE > TULWBHEE. NT Y FOUIBOEEIZRD L SICHRD £7,

* GET Object . GET Object ACL . GET Object Tagging « HEAD Object DEZER Tld. &I&T7 It B
BAEFHINEEA. ATV ME BHRZA 7 VILEE (ILM) FHEDF 2 —ICEBMINEE
Ao

* XBAT—RDHEEHT S PUT Object - Copy E3R & PUT Object Tagging BER Tld. &I&7 7t XK
HEFHINE T, AT MM ILM FHMEDF 2 —ICEBMENE T,
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V=N FTRET 7 ARBOEFHRHEMDICAE > TWVWSIHESIE. PUT Object - Copy BXRTY —X
NTy FDRBRT7 IV ABEAEFINE A, AE—SNA T MEL V—INT Y +OD ILM FF
ADF 2 —IBMENFEHA. FEL. TAT4F—>3VIZDWVWTIE. PUT Object - Copy B3R TEIC
BTV ABBAEFINE T, A7/ bOOAE—IE ILMFHEDF 2 —ICBMENE T,

* Complete Multipart Upload B3R Tld. RIET7 7 ABEHAEFRINE T, BT LA T I MEL ILM
FHEDF 2 —ICBMENE T,

HlE)OITRNTD
CDOFETIE. N7y FORIRT 7 ABBZBMICLTLWET,

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

CDHITIE. Ny FORIRT 7 ABBZEMICLTULET,

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

B
THYRTHAOY b ERTS

DELETE Bucket metadata notification configuration ZK

DELETE Bucket metadata notification configuration X Tld. 5RE XML ZHIFRT 3 Z &
T, B2DONTY F TRERET—EXZEMELTETF XY,

CDMNIBETT 3BICIE. /N D s3 . DeleteBucketMetadataNotification #8FRE &£ 7=l root 7 Ho > kA
WMNETY,

ZRA

ROBNE. NT Y FOBERMET —EXZEBMICTBHEZRLTVETD,
DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>
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GET Bucket metadata notification configuration Z3K

GET Bucket metadata notification configuration X Tl&. B4 D/I\7T v k TIRERE %
RETRDICHERTIREXML ZFHAETENTEET,

CDNIBETT §BICIE. s3 : GetBucketMetadataNotification ¥R F 7=ld root 7H D> EHAKRETT,

E5RA
RDOEKIZ. Tbucket ] EWSERIDNT Y bDXET—2BHREZHAHLE T,

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

st

[IRY=)

WEDAEXICIE. NTY FDRAZT—F2BHNRENSENET T, XXT—HBHRETIF. NT v FTOER
MEDREZHRETCEIE T, 2FD. EDATP I MIAVTYIADMITEN, EDFA TP I M XEZT
—AHREDIY RRAY MIEEESNBIDZHETETEXT,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

BEXRT—RBAEREICIE. 1 DULEDIL—IHAZTENTVWET, FIL—-ILE RIEDA TV bEIEE
L. StorageGRID B’A T T I MXRT—REXETETRATAF—>aveEEELEFT. TAT1 % —>
3 I3, StorageGRID T KRR > +®D URN ZFERAL TIEET IHENHD £,
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$aHl
MetadataNotificationConfiguration
DR—ITY

L=

TLT7avIR

ot
ofF

=EA

ARTF—2BHATAITD I &
TRT A= 3 VDIEEICER
SNBIIL—IBOIYTFET,

1 DU LD Rule BERH=EHET,

BELIEA VT YIRIIART —
REEMI 2HEDNHZF T T
b EFEITBI-ILBEOIYT
TET,

TLT74 v I ANEELTWVBIL
—IJLIFEBREINE T,

MetadataNotificationConfiguration
BRIBENTLET,

IL—=ILD—EDHRFo

Rule BRICEEXENTULE T,

Status [Cld T Enabled J F7z1& T
Disabled | Z}EETT X9, ER
I > TWBIL—ILICDWVWTIdie
ENEITINEH Ao

Rule BRICEEFNTLWE T,

TLI4VvIRE—HTZBAT
7 MIIIL=ILhERIN. FD
XRT—ZPEELET AT 1 %
—a VIR EINET,
IRTCOATS U L EBETS
Ild. ZEOFL T 1 v o RAEIEE
LE9,

Rule ZRICEENTULE T,

LW=ILDTRAT1%—>3 >0
OTFHET,

Rule BERICEFEFNTLWE T,

WA
&0,

(=AM

LWz

(=R

(=AM

[ZqAN
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2L A WA

URN AT MARRT—RZHEET  1EL.
N37TAT74%—>3>D URN,
ROTONT « ZHD
StorageGRID T KRR > b D
URN Z18E T 2HNELH D F£7,

* Tes) [I3FBDERTHS
BERDHD ET,

* URN DFREIC. XZT—42hH
BTN Z1 VT v IRERA
7%, T domain-
name/myindex/mytype | D
ATEETIVELRHD £,

I RARAY & Tenant
Manager £7z1&7 7> FEIE API
ZERALTHRELF T, ERIERX

DEEDHTY,

*arn . aws . es . region .
account-ID
domain/mydomain/myindex/myt
ype’

*urn:mysite:es::mydomain
/myindex/mytype

T RRA Y MEERE XML 23X
TRHICRET SVENHD X

¥ TS5LBLE. 404 T5—T
RENKBL T,

Urn X Destination ZERICEENT
WE7d,

&R

I <MetadataNotificationConfiguration> </MetadataNotificationConfiguration> | X DREICE £ 5 XML
IF. BRREIVRRAY MEDHREDNT Y FMCEDESICRESNTWVWS D ZRLET. COFITIF. #
TV M XAT—RIE. Trecords | CWSHEBIDAWS RXA Y THRANINTWS leurrent] &WV5
£BID Elasticsearch 1 57w 2% 12017 1 WS EBIDEA FITEESNE T,
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

R ER
THORTAOY L 2ERTS

PUT Bucket metadata notification configuration &K

PUT Bucket metadata notification configuration B3k % EH I3 . ELD/N\NT v kT
KRBT —EXRZBEWETEE T, EROANICZTH D XX T—RBEHEEKE XML Tl
TFTRTAZ—VAVRBRA VT VI RIIARRT—RERETZIA TSV M 2IEELE
ER

CDNIBEFTT $BICIE. /N D s3 . PutBucketMetadataNotification 1R & 7=1% root 7 H 0 > b HwA
ETY,

oIk

EROAXICAZT—RBHBREDEZENTVIHRELRHD FT, EXXT—XBEHREICIF. 1 D2ULED
IL=ILDEENTVWET, IL—ILiF. BEIA TSI hEIBEL. StorageGRID B’A T TV X AZT
—RERETEZTATAF—>avERELET,

ATz O MIA TSV MEDTL T4 I RTIANR) VI TEXRT, lcezxld. TLITav AN T
limages | THRIA TP IV MDART—REHBTATAFZ—2aVIlEKEL LTy IR T
Nideos | THBZ AT TV MDART—RZRNDT AT 4% —2aVIXETEET,

TL74 v I ZABEELTVBREIIEN T, XEFIETINET, LXiE FLT1 v I XN Mest

1 QAT FRADIL—IWNETL T4 v I RAN Ttest2 ) OA T2V FRADIL—ILZFTHREIFFIIN
FtH Ao
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TRAT4%—> 3. StorageGRID TV KRR > D URN ZEHA L TIEET 2HEHLNHDEFT, TV
RARA Y bME. XETF—RBHRENRESNIEZICFEELTVIRELRHD FT, FELEBEVEE. U
TXbMi& F400BadRequest | E LTERELET, T5—XwvtE—Illd. TXETF—48H (BXR) KU
S—HFRETTEHA EBESNIIVRARAI M URNIZFELEFEA © URN

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

RDRIC. XET—2BAKE XML DERZRL XTI,

EY:] AR WA
MetadataNotificationConfiguration X4F—4%@HTATS T hE 1L\
DR—ITY TATa4 2= aVDIBEICHER

SNBIIL—IVBOIYTFE,

12U LD Rule BERHEEHET,

L=l BELILAYTYIRIIXEZT— 1EL%
RZEMT 2HEN DB AT T
I hEREIBIN—IAOIVT
-j_gﬁ\o

TLI74 v IIANEELTWBIL
—LIZEEINE T,

MetadataNotificationConfiguration
BRICFENTULET,

ID IL=ILDO—EDHFFo IRV~

Rule BRICEEXENTULE T,
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=EA

Status [Cld [ Enabled J F7zi& T
Disabled ] Z1IEETZT X9, EWY
12> TWBIL—ILICDW TS
EDERITEINEF A

Rule BRICEEXENTULE T,

TLIAvIRE—HTBRATY
7 MIIL=ILDERIN. FD
XRT—ZPEELET AT %
—>avIlEEINET,
ITRTOATIST IV b %2BETD
ICIE. BEOFL T 1 v I REIEE
Lxd,

Rule BRICEENTULE T,

W=IIDTRT14x—>3>0D3
TR,

Rule BRICEEFNTLWE T,

WA
&0,

(=W

[Z4AN
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2L A WA

URN AT MARRT—RZHEET  1EL.
N37TAT74%—>3>D URN,
ROTONT « ZHD
StorageGRID T KRR > b D
URN Z18E T 2HNELH D F£7,

* Tes) [I3FBDERTHS
BERDHD ET,

* URN DFREIC. XZT—42hH
BTN Z1 VT v IRERA
7%, T domain-
name/myindex/mytype | D
ATEETIVELRHD £,

I RARAY & Tenant
Manager £7z1&7 7> FEIE API
ZERALTHRELF T, ERIERX

DEEDHTY,

*arn . aws . es . region .
account-ID :
domain/mydomain/myindex/myt
ype

*urn:mysite:es::mydomain
/myindex/mytype
IV RARAY MIERE XML ZX(E
T BRICKRET DHENDD F
9. €OLBWVWE. 404 T5—T
HENKBMLFT,

Urn X Destination ZERICEENT
WE7d,

Bz ) JTAETD

ROBNE NTy FOBREMEZEMCTEHEZRLTVET, COBITIE. IRTOAT2 I bDFT
PV MXERT=RPRELTRAT AR = 3 VICEKEINE T,
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

COFITIE. FLTa v PR Timages ] IC—BTBA TSI MDA TO I M ARZT—RIF1DDTR

FAF—AVICRESN. FLT 1 v IR [ Nideos | Ii—BT B4 TOTI DA T LU b XZF—&

X2 DEDTRT A% —2aVITXEINET,

87



PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization string</em>

Host: <em>host</em>

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BRERET —EXTER TN S JSON

NTY b TREMEY —EXZEBMICTRE. TV bDXET—2FIFRT DEM. EHF. BIFRHMT
HNBIUIC. JSON FFa XY bHEREINTT AT RX—Y 3 VIV RRA Y MIXEShET,

ROBIE. Ttest] EWSERID/NT Y T Tsgws/ Tagging .txt | WS F—DA T CHMER SN

CTZICERK TN JSON ZRLTWE T, test NTw MIN—=—J 3V BEBEINTULARLES 'versionld' 24
I3ZETY
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"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

AZT—2BANZTFEFNTVWE AT TV M AZT—R

RORIC. REREDEMIE > TVWBRBEICTATAHR—2a VIV RARALY MIEREETNS JSON RF
AXYFAHADITARTO T —=ILREERLET,

FFaxXy bRk Ny b, 2720 a0 N=23> D (FET35E) Haihnid,

ZANDLFT
NTYy beFTT U bDER

NTY beFTT U bOER

N7y heFA T bDIER

NTYy beFTT U bDOER

SATLART—4

=S
INT Y

F—Z#HLEY

versionld

HA1X

MD5

metadata’key: value’

e
INT Y DI

T2V bF—D4H

N=2avERBINENTY AR
DATSTIbbDATSTO N
=%

NTy k=23, TR
(. Tus-east1] CAHALET

HTTP 2514 7> bh SR TS
)%2‘7‘*“/“::7 fDtH1X (N1 k

ATz DNy

T2 bDIRTOI—HX
BT —REXx—CEORTELT
A
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ZANILET IHB% =EA

24 tags key: value TV MR LTERSINEG
ITRTDA TSI N RT %" F—
CEDRT7ELTHERALEY

* ¥ . StorageGRID [&. 2T &A—HXEZFT—RIIWHL T, XFHELIESI ARV M@ LT
Elasticsearch ICH{FTE BEZELEF T, CNESOXFHERAMEIIEEE L THIRTDLSIC
Elasticsearch Z:&E$ 3 ICIE. BN T —ILRIvEY I LUV E VI REFRRICEATS
Elasticsearch OF|BICHE>TL TV BEBRET—ERZRETRHIC. 1T VIR T4 —IL
RIVEVITEZBMCTIRERHDEFT, RFaxXyMIAYTyvIRE2{ITHEIR. 10T v IR
DRFAXVEDT 4 —=ILREAATHIRETETEH Ao

BEIEEHR
THORTHhOY N 2ERTS

GET Storage Usage E3K DE&

GET Storage Usage XXz AT L. 7HT Y FTHERALTWA R ML —C DA E
ETHOY MIEERMITSENTWVWANT Y hCEDFERBEXHRTEET,

THOREZDNT Y bDMERTZ XML —JDAREIF. GET Service 28R Z & L T I x-ntap-sg-usage
1 VTUNSX—BTHERTEET, NTYMNILBZANL—COFERAEIF. Y ATLTUEINS PUTE
KX DELETE ER EIFBICBHIENE T, FHICTRTLOBRENBVSERA L. FRECBEHIERONIE
ICEDKBEECRLCICHRZ ETICO LEBRDND DR D HD £,

77 #JL b Tld. StorageGRID |& strong-global B& M4 Z AL T. FRAKRDOFEHRZEIEFEL £J, strong-
global BEMAMREES N TULARWSEA. StorageGRID (3. 38L\H - F TEEMHDH 3 ERARTIBTREIREG L
FO2ELFT,

CDMIBHTFTT T BICIE. s3 & ListAllMyBuckets #ERR £ /=i root 7H D > FHRETY,

KA

GET /?x-ntap-sg-usage HTTP/1.1

Date: <em>date</em>

Authorization: <em>authorization string</em>
Host: <em>host</em>

&R

ROBNE. 2 DDNTY MEA4DDATIT I RE 12 N1 bDT—EZDMERESNITHIV TS, ENT
YRS 220F T2z b6 NA FDT—ZHRRIHTNTVET,
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>
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PEMCHE>TVERT, BEREZBMCLIEFHLUNT Y MEIERTE A< B0 X LT el BEIZIGLCT
. StorageGRID S3 RESTAPI ZfFERA L T. EROEMNT v b ZEBETEFET,

*SIATxzr OV I ZFERITS
*ILMEZFERALTA IV F2EETS
"Xy R TYTDFLYIAR—X StorageGRID 11.5 TL A —ZEHNT v b2 EEBY B HE"

BELE SN ZERLEK
 DEPRECATED - PUT Bucket request modifications for compliance

SGCompliance XML BZRIFBEIEESNE LTce CNFETIEF. T StorageGRID W XX LERZ%Z PUT
Bucket ZXDF 72 3> D XML ESROAXICZTD THEMNT v bZIERTET X L7

* DEPRECATED - GET Bucket compliance 23K

GET Bucket compliance BXRISBEIESNE Lo 2L, BEEOL A —EMNT v MK L TIREEND
BENREZS | SHIERITAIECNTEET,

* DEPRECATED - PUT Bucket compliance Z3K
PUT Bucket compliance XK (IBEIESNE LTz 5L, COBRZFISHIFEAL T, BBEOL A —
EINT Y FOEHREZEETETET, Izl BEONTYy bz ) —HILAR—ILRONRIC LT
D N7y FORFEHEZERS LIEDTEZFT,
BELE : ZEHLD 7= D PUT Bucket EXKDEE

SGCompliance XML BRI(IBEIEESNFE LTze CNETIE. T D StorageGRID 1 XX L
EXR% PUT Bucket BsSRDA 7S 3 >0 XML B ROARXICE S TER/NT v b Z{ERLT
TE LT

@ Ein/N— 3 > @ StorageGRID Tl TN TUL\F- StorageGRID ZEHEREIZBEIE S . S3
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EMEEMCLIEFLUOUNT Y b EER TR CIETERLLRD FE LT BN Y FEFLLLIERT 5720
|IC PUT Bucket BSROZEARZFAL LS ETRE. ROIT—XvE—IHEENET,

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

ESedE:
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HTTP/1.1 200 OK

Date: <em>date</em>

Connection: <em>connection</em>
Server: StorageGRID/11.1.0
x—amz-request-id: <em>request ID</em>
Content-Length: <em>length</em>
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: <em>date</em>

Authorization: <em>authorization name</em>
Host: <em>host</em>

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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* 5¥E . RetentionPeriodMinutes C#T L LMEZIEE
TRESIE. Ny FOREOFREFEARIU EDE
HIEETDIUNELRHD X T, JRELIENTY FOD
RIFEARGIX, BT I TEE IR T
FTEEtE A

LegalHold Dk SICHD ET * True : TONTw bME BEY—HILEKA—ILR
DRRTT, CONTY FRADF T TU Mi&.
RIFHENBELH D, U—HILKR—IL RO
PRENDETHIRRTET XE A

* False : CONTw bE WEY—HILEKR—ILE
DRRTIEBD EFEA. CONTY FROF T
7 I RIFHEI BT IESHIRTE XY,

EESEN]ES *True : CONTY FRDA TS ME. N7
v D) —HILE—=ILROWRTHIEEER
T, REHREIET 2 E BFMICHIBRINE T,

*false : CONTY FADA TSI T ME FREF
HAEAYEE THREBICIFHIRESNEEA. TN
S5DATI TV FZHIRY 2HENDH BHEI.
FETHIRYI 2REDHD XY

EHREDEEMELANIL

PUT Bucket compliance KRIC & 2T S3 N7 v FDEHKREZFEH T S L. StorageGRID (. U v ke
BONTY FDOART—REBFHLELOELET, 772/ MTIE. StorageGRID |4 * strong-global * &
HLARILEFEAL. NTY FOART—REELIRTDT—REEZ—HYA cBLUVR L= /=R T,
EEINIENRED)—RT7 IR —F14 FNEEMEZRIEL T,

T—REA—HA I FOEBRDODIANL—2 /) — RABFBATERVHIC. StorageGRID H* T
strong-global | DEEGMLANILZFIETITAHWVEE. BED HTTP X7—42X0— K& 503 Service
Unavailable 1 IC%D X T

COIBEEZITHR o581 BREBERBRA ML —CH—EXZTERRITRELCHBEEICT R DI, Uy R
BEEEICEVWEDEZIRENHD FT, 7y REEENEY A M THRBBOI ML -2/ — RZFIBEEE
ICTERWVBEIZ. TIZHILYR—EH 5. *strong-site * BEMEL NI/LEEFIFISERAT S Z T, kK
LIEERZBHRIT ISR INZIGZELRHD £,

TUOZAIYR— D SIREDPH o HBER. COLRNIILEFRLIEBEORERIERL TV
@ 3158 % R E. PUT Bucket compliance T * strong-site * B&E L N)LZ@HIMISERT 3 C
CIEEEHT T2,

BAEMLAIL% * strong-site * | ICFiF3 &. StorageGRID & ¥+ DI S1 7> FERICHLTD
P BHINTERRED)—RT7IEZ—F14 b BREMZFRIELE T, ZDEH. IRTOYA FBLUX -
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L=/ — ROFERTEEICAR D £ TOR. StorageGRID & X T AICIFZDNT w MW L TEBROER S
REN—RNICHEETZCICRZGEDHD ET, BEUHDABVREEZFERATI . FHEAEELLARW
EENELCDAREMEN B D F T ZIE. HBNT Y &) —HILE—ILROFRICL T, BLWEESMELAIL
HERRFINICER T2 8. —BDT—2 > 2—HA4 TNy FOLUBIOEREETE (Db, U—HILE—I
ROXFRADIRE) D 5|STHEIERINZGERHDET, LA >T. U—HILKR—ILRDFTREBHNS
70U bE. REHRAIRATI . A—FICLE > THIBRTNBIBE E. AutoDelete IC & > THIBRT
BBELNBHDET,

strong-site * BEM L N)LZ#@HIRICEA Y B IC1&. PUT Bucket compliance B3R BHTL. UATD&LS
IZ T Consistency-Control | HTTP BEXRAW A —ZZHTLLEIL,

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

IS5—I5&E
s Ny RHEINT Y FE LTER SN TULWARWSE, IEED HTTP X7—2 X J— RiZ T 404 Not
Found 1 T95,
* ZT3RD I RetentionPeriodMinutes 1 A\ w FDIREDOFRIFHEBM LD HEVIES. HTTP X57—42 X1
— K& 1400 Bad Request | (CHD £,
BB IR
BELE © EHLD =D PUT Bucket EBXRDEE

THYRT AUV N ERTS

LM ZFERLTAITC TV b %=EBETS

NTy NETIN—=TDT7I0RR) S —

StorageGRID Tld. Amazon Web Services (AWS) R —E5EB%=EALT. S3 7
FTURMILBINTY RBELONTY NADA TP 2V bADT7 VR ZFWHTE F

9, StorageGRID X F LICIE. S3RESTAPIKRUS—SEOH Ty hHAEREIN
TWFET, S3API D77t RR > —IF JSON R TERiR T £ 7,

T RR) S —DEE
StorageGRID Tld 2 BED 7 7 AR O —HHR— TN TVWET,

**N\4rw kR >—*, GET Bucket policy . PUT Bucket policy . DELETE Bucket policy D& S3 API 4L
BaERALTERELEFT. N7y FRUS—E@NTY MIEERITON. NTYy hEEDF TV A
DNTY NFIBEET AT MR ZOMDT A bOA—HICL R 7R EHET 3 -DICFERINE
To NTYRRUI—RIEF1 DONTY FDAHT. BHRICK > TIERDI IIL—TFIZHDHNTVE
3_0

**JI—=TFRIJ—*, TenantManager £7=ld77F > FEIEAPI ZFEBAL TRELF T, JIL—TRU
S—=ETHhO DTN —FICBEEERITEN. EDT AU MHRETAREDY —RIZEFDTIL—T
NP7 IVERXTEBZLSICERESNE T, JIL—TRIV—RE F1 DDTIL—TFICREIh. BEICEK
S TUIIEHDONT Y MOERINE T,
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StorageGRID DN\ T IL—F DRI > —(FE. Amazon "EEL TVWSFEDGEICK > TR I E
o BRVD—IF—EDRXT— XY EDSHD BRAT— XY MIROEBERXRTHEREINE T,

* XF—KkX>YHKID (SID)

EYIES

* 1) ></N)L [ NotPrincipal

C V=X AXEDVY—X

* 7743 | NotAction

* Condition (7> 3Y)

(FF>3Y)

MOBEZFEAL T, HERZIEEITZR)S—IXT— XY MHEBERINE T, <Effect> 2G5 L T,
<Condition> IC5%% 9 %35 & (C <Principal> IC <Resource> (CX1 9 % <Action> ODRITEFFAI £/IFEEL £

ERS

BRDO—BRIF. HEDOHEICERAINE T,

EZ (Element)
SID

R

71) > /X)L | NotPrincipal

DY =R XEVY—X

777> 3> | NotAction
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Bz

Sid BERIFA T3 >TY, SIDIF. I—HDOEE £ LTOAFEHIN
F 9, StorageGRID ¥ XA T LICHERIFTNEITH. AT LTHIRE
n¥xtaA.

Effect ZERTIE. FEELIAIEZFFAI I 2 ERT D ZHEEL &
Fo Action BRTHR—FENBZF—T—RZFEALT. N\Tv heF
T2 U bTHA (FRIER) THUEZHRETIHLEDNHDXT,

-4, JIL—7. BLUOT7HTY MIEFEDIY —IANDTIERL
BEDRIEDEITZHITETET, BEXRICSIDELHSTENTULAL
BEIE. TAILRA—RXZFE (*) 2TV NILELTEET S L
TEBEZT7I7EADHFAINET, TI7AILTIE. 7HOYRHPRET
BV —=Z2ADT It RIEroot THI Y MIDHZHEFRIETNE T,

Principal BXRZIEE T Z2HBEHLHZDIENT Y RIS =3 T, &
=TRSO —DFEIF. KU S—HEEMITSNT IL—THEEERM
TV NIILICTED £9,

Resource BETIE. N\T vy heATIO U M EIEELE T, Amazon
1)y —2%—L (ARN) ZFHLTUY—XEIEBEL. TV :PH
T MG REREFFAIE/-IIET IR TEET,

MEFR IS Action BR & Effect BR®D 2 D TR INE T, JIL—TH
V—2EBRTBE, VY —RADT I ADFA F-IXERTEINE
o ERERATMICEDH T TVWARWLWSED 7O RIFEEINET
. BBTRHNREEEZFEALTHOR) -5 N/-EREZ LEET
B2rHTEET,

Condition BXR|EA > 3> TY, ZUxERAT . R —%EA
TREEERIRAETERTEET,



Action BRTIE. TAILRA—RXF (*) ZFALTIRTOMNIBRIFNEBOT Ty hZIEETEX
o Tz ZIE. D Action DfEIX. s3 : GetObject. s3 : PutObject. s3 : DeleteObject % & DIEFRIC
_ﬁbijo

s3:*0Object

Resource B Tld. TAILRA—RXZFE (\*) KU (?) 2FERATEFT, 7REURY (*) F0X
FUEOXFIC—HL. FEAFT (?2) F0XFEULOXFIC—HLET, FED 1 XFIC—RLFT,

Principal E& Tld. BERT7I7EXAEREL TIRNTOI—HICIERZMET BRI, TI1IILRA—R
XZFIFHR—brENFEzHA, 72 XIE. Principal DIEE LTTAILRA—FK (*) Z8&ELE T,

"Principal":"*"

RDOFITIE. Effect. Principal « Action . & &1 Resource DEEBEXRZFERL TR LEFT, XOFIE. T
allow | ZFHLTTIVYINILERETZREBNT Y MRS —XATF— XY FERLTVWEYT, CDX
T—hX>YFTIE. Tmybucket | EWSEBID/NT Y T s3 © ListBucket 1| £ WSEREID/NTw kT
BERITITIIERE. TONTY RMARADOITARTOA T T s3 © GetObject J & WSIERHDEIES )L
—JICft5ENET,

"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
b
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:: :mybucket/*"

N7y BAY S — DY A DL 20 . 480 N R Ty ZIL—TRUS—DH A XD LRIF5 . 120 A
F T
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B
THORTHhOY L 2ERTS

RS —DEEMHIERE

TIAIETIE. TIL—TRIS—IIRHTE3ITRTOFFOEEELANILIIEREAMETY, JIL—FRU>
—HDEBELIEREICE>TH, RUS—F vy aDi®dIl. TENENCHDIETILSICI5DEZETSC
EDHBDET, TTAILETIE NTY FRUS—ICHTEIRTOEFOBEE L ANILDERESHT,

NTY RS —DOEFOBEMFREBBEICSIGCTEETEXT, Icexid. €Fal) 7o LDEAD S,
TEBRTRLINTY bRV —DEEZBNCLBITNIBSBVGERH D T,

CDIFEIE. PUT Bucket policy 3Kk T T Consistency-Control 1| N4 —%EE T SH. PUT Bucket
consistency BRZFEAL X9, COERTEGHNEZEE T35, E N*al*) ZFALTHRELAN
IWDU—RT7I72—54 FEBEMZRIETIVENHD £9, TNUNDESMHITH{EZ PUT Bucket
consistency BEXRDA YA —TIEET S . EXKIFIETINE T, PUT Bucket policy 3K TENUNDEZ 15
ELEBEIE. ENERINET, Ny bRUS—DEBEELIEREICE>TH, RUP—Fv vl aDidd
IS, BENEMCARZETETHICSHNEETZEHHD T,

FLUOUNT Y MRS —ZROMIBMCTRHDICEEELRNILE *al * ICRET D55
() W WEAET LEBLICUT AT Y FLALOBEEROEICRL T RS, £5 LA
o TENUBEDIARTONT Y FEBERT *al * RENMERAINE T,
R)Y—XT7—FX2YFTIEARN ZFEHELET
RS —F—F XY FTIE. Principal % ¢ Resource B2 TARN ZERL £,

* 83 JY—XMDARN DIEEICIFRDEX ZERL E T,

arn:aws:s3:::bucket-name

arn:aws:s3:::bucket-name/object key
CTATUTATAUY—=ZXDARN (A—HEIVTI—T) DEEICIIROEBX FERAL XY,

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

TDOMMDEEEE :

AT RE—D—FBICTAINRA—RELTT7RARIVRY (*) ZEATI . 0 XFULEDOXFIC
_E&L/ia_o

C ATV MF—TIEETETZEEXFIF. JSONUTF-8 e 72i& JSON\u TR —F>—F > X%
FRALTIYO-RIBIHBENHDET, N—EY IV OA—FT o VT R— TN TULEEA
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"RFC 2141 @ URN #&"

PUT Bucket policy SLEE®D HTTP R DAX L. charset=UTF-8 TZ>OA—R§23HBHLRHD X,

RUS—RDIY —RZEELEFT

R)P—XF—FM XY Tl Resource BRZFERL T, EREZHFRIXHIIETITZINT Y ATy
FZEETETET,

* Resource ZBRIIR O —DEXT— XY MIBETY, RUS—TIE"' )Y —XIF 'Resource' BXRI(C
EOTRINBZD ' FlE ' BN TB7=0D NotResource L WO BRICE > TRINET

*JY—XFS3IUY—XDARN TIEELFT, fl:
"Resource": "arn:aws:s3:::mybucket/*"

ATV F—DRPWTRY S —EHR=FERTBHCDHTEXT, fi:

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

* JI—=TRIS—DERET. FEEELBVWATY FDBUY—XADETIEET D CENTEET,

R EHR
[R>S —TEHzEEL FT]

R)—=TTFIONILZIBELET
RIVS—RAT—=Fr XTIV —ZANDT7 VR ZHFAELIFESRTDA—H. JIL—TF. £ETF+2 7
Ho> b%EIEETBICIE. Principal E&2=FEHELE I,

*NTY RRUS—DER) =X T7— b XY MIIE Principal BERZ 2D 2HENHDFT, JIL—T
BTV NILeHBEND T, JIL—TFRI S —DR) =7 — b X2 MIIE Principal & IER
£2TY,

* R S—TIE " EKIE ' E (Principal)’ £72IEBRADT=HICH S 1 DD "NotPrincipal" &t WS BRICE T
TANET

*ID ¥7IFARN ZERAL TP AT MR=RADTA T T4 T ZHEEITBDHEN DD XTI,

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

* ROBITIE. TFH> T HD> b ID 27233906934684427525 ZfEA L TWE T, CDIHFA. root 7 HY
YEEEDIRTOI-—FHIENE T,

"Principal”: { "AWS": "27233906934684427525" }
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*root 7HU Y bDHAEIBET BHEIEIRDESICHED £,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }
CREDT7ITL—TyRI—% (TAex) ) ZHEEITBZHSIFIRDLIICHED X,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

CHBEDTITL—TYRII—F (Managers | ) DHFEIBETRBEIIRDLSICHED ET,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers"™ }

*ERTVINLZEETBHEIFRDELSICHED XY,

"Principal": "*"

*HVWFVTESZHRT B7cDIC. A—HRDORDHDICUUID Z2EBTE X I,

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013

7= ZIE. Alex BHEBE BN, 21— —% TAlex ] DHIBREI N LE T, L L Alex HYEIEICEN0
L. AL TAlex 1 A—HEHAENDHTESNTVWBREHES. HILLWI—HIETDI—HFITHFEINIIERZ
BEREIHEATZEREELHD £,

*NTy RRUS—DOEREE. FREEFELRVWIIL—T/ 1—HO&EH T VI NILOETIEET S C
EHTEET,

R)—THERZIEELET

RS —TlE. Action BERZFEHALTIY —RICHTEHEREFAFIFETLET, RUS—ITIE. T
Action | BEETHRINZ—EOMER. £33N T3 I NotAction | BEETIEETIT2—EDIERILH D £
T ENENOIUFED S3 RESTAPI LB L TWET,

ROKIS. N7y MSBRASNBERCA T T MIOBRASNZERZRLET,

Amazon S3 Tl&. PUT & DELETE Bucket DEAD L FU 47— 3 VHLIRIC s3
@ PutReplicationConfiguration #EfRDMERA IN 3 K 512740 £ L7, StorageGRID Tld. 7Td
Amazon S3 kI —E T B ERIDHERNE T /> a VICERINE T,
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@ DELETE . PUT R L CBIEDEEZ LEZX T2 FICETINE T,

NT Y MSER TN B HER

VEFR
S3 . CreateBucket ZiEEL £ ¢

S3 . DeleteBucket

S3
DeleteBucketMetadataNotification

S3 . DeleteBucketPolicy

S3 : DeleteReplicationConfiguration

S3 ! GetBucketAcl

S3 . GetBucketCompliance

S3 : GetBucketConsistency

S3 ! GetBucketCORS

S3 : GetEncryptionConfiguration

S3 . GetBucketLastAccessTime

S3 . GetBucketlLocation

S3 ! GetBucketMetadataNotification

S3 . GetBucketNotification

S3 ¢
GetBucketObjectLockConfiguration

S3 : GetBucketPolicy

S3 : GetBucketTagging

S3 REST APl DALIE StorageGRID M7 X4 L
PUT Bucket D&

INT Y hZHIBRLE S

NT Y FDART—SBHREZH 13V
PRLEY

N7y RIRY S —ZHIER

Ny hLZUr—2 3> %BBRL 13V, PUT & U DELETE @
S MERRIIDBECSNTUVWET

GET Bucket ACL D&

GET Bucket compliance (B&LLE) [=qAN

GET Bucket consistency &y,
GET Bucket CORS

GET Bucket encryption

GET Bucket last access time MBS &L\,

GET Bucket location D&/ — R Tf#E
BT

GET Bucket metadata notification &y,
configuration

GET Bucket notification

A7 Oy IREDIF

GET Bucket policy D354

GET Bucket tagging
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MR

S3 .

S3

S3 .

S3 .

S3 .

S3

S3 ¢

S3

S3 .

S3

S3 ¢

S3 .

S3 .

S3 .
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GetBucketVersioning

GetLifecycleConfiguration

GetReplicationConfiguration

ListAllIMyBuckets

ListBucket

ListBucketMultipartUploads

ListBucketVersions

PutBucketCompliance

PutBucketConsistency

PutBucketCORS

PutEncryptionConfiguration

PutBucketLastAccessTime

PutBucketMetadataNotification

PutBucketNoaotification

S3 REST API DALIE
GET Bucket versioning

GET Bucket lifecycle

GET Bucket replication

* GET Service D&
* GET Storage Usage D&

* GET Bucket ( List Objects )

* HEAD Bucket (~\w R/N4Tw
)

* POST Object restore DFEIT

*NILFN—rT7yFO—-F%Z)
AMLEY

* POST Object restore DE1T

GET Bucket versions (/N7 R/
—< 3 > ORE

PUT Bucket compliance (BELE)

PUT Bucket consistency

* N7 v kD CORS % HIBRT
PUT Bucket CORS

* N7 ~DESEZEHIBR
PUT Bucket encryption

PUT Bucket last access time D & S
ICIEELET

PUT Bucket metadata notification
configuration DAY > K TY

PUT Bucket notification

StorageGRID D71 X & Ly

GET Storage Usage DIF&
& EW

(=W

(YA

LY

(=AM



1R
S3 !

PutBucketObjectLockConfiguration

S3 : PutBucketPolicy

S3 . PutBucketTagging

S3 . PutBucketVersioning

S3 . PutLifecycleConfiguration

S3 : PutReplicationConfiguration

FT72 TV MTERENSHER

MR
S3 : AbortMultipartUpload

S3 : DeleteObject

S3 : DeleteObjectTagging

S3 : DeleteObjectVersionTagging

S3 . DeleteObjectVersion

S3 REST API DALIE

» x-amz-bucket-object -clock
-enabled : true’request header
(s3 : CreateBucket ¥EFEH @4
)

* PUT Object Lock DEREEFEE L
F9

StorageGRID D71 X & Ly

PUT Bucket policy DIF&

* N7y b RTZHIBRT
* PUT Bucket tagging

PUT Bucket versioning Di5&

s NTw RSATHA UL EEIRT
* PUT Bucket lifecycle DI3H&

PUT Bucket replication [FLe PUT &L U DELETE @

ERIEDBESNTVET

S3 REST API O#LIE

s YIILFN—rT7yvIO—RKR%EH
WELET

* POST Object restore DE{T

StorageGRID D71 XX Ly

ATV bZHIBRLEY

CEBBOATO U hZEIRLF
b

* POST Object restore DFE1T

72U bDRIMFZHIRL &
¥

DELETE Object Tagging (# 7> x
I NDREDN—3Y)

DELETE Object (# 7z ¥ b4
EDN—3 )
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MR

S3 .

S3

S3 .

S3 .

S3

S3 .

S3

S3

S3 .

S3 .

S3 .
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GetObject

GetObjectAcl

GetObjectLegalHold

GetObjectRetention

GetObjectTagging

GetObjectVersionTagging

GetObjectVersion

ListMultipartUploadParts

PutObject

PutObjectLegalHold

PutObjectRetention

S3 REST APl D4LIE
ATV bOBYE
* HEAD Object MD3E1T
* POST Object restore DE1T
AT AT IUVEER
L¥d
GET Object ACL DIB4

T2 D) —HILE—IILR%E
BSLEY

GET Object retention D & TY
GET Object Tagging DiHE

GET Object Tagging (# 7>z ¥ b
DEBEDN—3Y)

GET Object (#7717 FDFFED
N=3Y)

N—Y %R~ L. POST Object
restore ZERITLEXT

* PUT Object DIFE

* PUT Object - Copy DEIAT > R
ZRITLEY

* POST Object restore DE1T

*RILFN—bT7yT7O-FZH
|mMLEY

* Complete Multipart Upload D%
17

*N—=VYZET7y7O—RLZET

*N=YoOF7yFO—k-3E—

T2 bD)—=HILE—IILR%Z
BARALEY

PUT Object retention D & TY

StorageGRID D71 X & Ly



1R
S3 !

S3

S3

S3 .

S3 REST API DALIE StorageGRID DA XX Ly

PutObjectTagging PUT Object Tagging D&

PutObjectVersionTagging PUT Object Tagging (# 7>z 7 b

DEEDN—3Y)

PutOverwriteObject * PUT Object DIFE [=qAN

* PUT Object - Copy DEIAT VR
ZEITLET

* PUT Object tagging

*FTDxU ORI ZHIR
LET

* Complete Multipart Upload D3
17

RestoreObject POST Object restore M3EFT

PutOverwriteObject 1#EfR = fERAL £

s3 : PutOverwriteObject #E[RI&. # T 10 FDIER F/-IZBEFZTS5ERB WIBOH XL LD
StorageGRID ¥R Td . CDIERDEBFEICEID. ATV DT —4. A—HEBXET—H. £7-13 S3
AT T IO MDRTHISAT D EESTEINESHDRED F9,

COMERTHREBREIFRDEED T,

c*allow* : ISAT7 U MNIATOz O MR EESZTEE T, MO T T AILFERETY,

**Deny* I VTA T MIFA TV bE EEFTTEFEH AL PutOverwriteObject #EBRH' Deny ICERE &
NTWVWBISEDOIEISRDEED T,

cAULNRTREFEOA T bHROD S IBEIE. ROFIEZEITLET,

" ATV RDT—E A—HYEEXFT—R. FES3 ATz DRI ZLESTTBIL

IETETEE A

* BITHORDAHUIBIE TR TE v oEZILTHh, T5—HRINEFT.
* S3N—=T a3 VEENBEMICHR->TVWBIHEEIE. Deny ICERET % & PUT Object tagging 4LIE &

7=1% DELETE Object tagging {MIBICK > T, ATV I FEZFDRFTIFBWLWN—=23 0D
TagSet NEEINHRLABD £,

c BIEOA TV FHROHDSRVESIX. COERDOREREIIHEL FtHA.
* COERHIEVIGE. Alow BERESNDDERELCERICAED £,

®

WED S3IKUS—TEESHHFIINTULTH,. PutOverwriteObject #EFRH® Deny ICERE &
NTWVWBRBHIF. 7T bDT—F. A—HFEBAZT—R. £EATS I DRI
ZOTATVIIDNEEZTTEZIFTEFEFREA. Fow TDERED PutOverwriteObject HEFR D
BRELDBHBEINTVBIFEIX. * Prevent Client Modification * F w2 Ry I X (*
configuration * > * System * > * Grid options * ) HHNEIRINTUVE T,
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PR

$3 JIL—FHRY S —0fl

R —DREZEELET

EHE. RUS—DBEMRZRAI VI EERLET. REPEEFLF—LEORT THBRINET,

ZEIFF—EORT7EFEAL TEHEINE T, Condition BERICIIEROEZ U ZIEETE. SEMICITERK
DE—CEORTZEDBZEHDTEET, £ETOvIOERIFRDEED TY,

Condition: {
condition type: {
condition key: condition values

RDOFITIE. IpAddress &4 T Sourcelp £EF—EFEALTVWET,

"Condition": {
"IpAddress": {
"aws:Sourcelp": "54.240.143.0/24"

by

HR— b TNBRHEEFIIRD
KHEBREFIIRDESICHEINE I,

* XF5

© WE

s J—ILi&

*IP7FLX

*Null Fxw?

SMEBT Bz

StringEquals F—ZXNFIELLLE L. TRE2—HTH 3N ZHER
LET (KXFLNXFORXAHD)

StringNotEquals F—ZXNFIELEBE L. F—HTHINZHERL
9 (KXFUIMNXFOXFHD) o

StringEqualsignoreCase F—ZzXFIECHEBR L. TE—HTHIH ZHE:R

LET (AXFUNXFORHEL) o
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KHEREF
StringNotEqualslgnoreCase

StringLike

StringNotLike

NumericEquals (¥X{E1425)

NumericNotEquals

NumericGreaterThan

NumericGreaterThanEquals

NumericLessThan

NumericLessThanEquals

7T—IL&E

IP7 kLR

NotlpAddress

null

PR— TN TVBRGF—

GG

F—2XFIMECLB L. F—HTHZHZHRL
FY (RXFUIXFOXREL) o

F—ENXNFINEC LB L. T2—HTH BNz HER
LET (RXFUNIXFOXRFHD)  EHBIL
MNTEBZ*E?TAMILRA—RXFZEATETET,

F—EXFIUEE LBL. F—BTHBDEHRR
9 (AXFLIXFORRBD) o DB LN
TE3 L2 I RA—RXFEEATEET,

F-ZHECLERL. T2 B THEIHZERELF
ER

F-ZHECLRL. F—HTHEIHDEERLE
EE

F—ZBECLERL. TRKBD) O—HTHEH %
FERL &I,

F—ZHECLERL. KRB Fid TFHELLY
D—HTH2h 2R LT

FozHECLERL. TED/NTV] O—HTHSB
MR LTI,

F—ZHECHERL. T&D/NEWV) £lE THEL
W O—HTHEDZERELE T,

F—%FT—)LECLEE L. Ttruey F7=iZ T false J
D—HTHZIh EERLET,

F—ZIP7RLRFHRIFIP7RLRAOSEE L
LExd,

F—ZIP7RLRFRIZIP 7RLADEEHE L L8
L. *F—HTHIh =R LET,

REODERIAVTFRMIEEXF—PEETIHE
SHxmEELET,
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ysb iy
IPERF

)Y —X/ID

S3 : ListBucket &

S3 : ListBucketVersions #E[R

S3 : ListBucket &

S3 : ListBucketVersions &P

S3 : ListBucket &

S3 . ListBucketVersions #&[R
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WRHINZEZHF—
AWS . sourcelP

AWS : 1—H%
S3:TFTU=IX&R
S3 . max-keys

S3:FLI714vUXR

=EA

ERDZEETD IP 7 R L R LR
LET. N7y bFRiFxTox
7 rOUNEBICERTEXT,

X! S3ERIEE/—FREL
U=k /—REDO—
KRNSO —EXEZNLTE
FEnfmald. O—rNZ Y
YH—EXD7YvTIEI =LA
DIP7RLACHBELET,

cE* I H—RN—FTsEHDIEE
BEO—-RNS Y ZFEBRTS
BElE. FoO—RNZ>HD
IP7RLREHERLET, X-
Forwarded-For A w &%, B
MEBRETILVEOHEREIN
9,

EROEEFEEDI—FH L
E9. N7y bETEZATP o
b ORMIBICFERTEE I,

GET Bucket EXK 7% GET
Bucket Object versions B3R THEE
TNz delimiter /NT X —& L B8R
LFd,

GET Bucket ZEXK 7% GET
Bucket Object versions 3K TI5E
I N7z max-keys INTX—R L
BLFT,

GET Bucket XK F 7=|& GET
Bucket Object versions X TI5E
INTe prefix INTX—R L
£7,



A73 BRSNS ZH+—
S3 . PutObject S3 . object-lock-remaining-

retention-days

S3 : PutObjectRetention S3 : object-lock-remaining-
retention-days

RO —TEHEEELEXY

RO —TEBZFERTRE. ZETBIRI S —DBHRZRETETET,

H & U 'condition' BERADNFH BN THEHATEET

GG

I x-amz-object-lock-retain-until
date | EBXRAYA—TIEEINI
retain-until date ¥ tbkER 9 % H\. /\
7w bDT 7 AL MRFEERE DS
FRINET, N5 DEHNXD
BRTHABERNICH B = HE
mLEI,

* PUT Object DiH&E

* PUT Object - Copy DE AT >
FEEITLET

* WILFN—bT7yv 7O RZERH
BLEY

PUT Object Retention B3R TIEE
TN 7: retain-until B £ LEE L T,
HAREERNICHBZEERERLE
ER

RS —Z#IS 'Resource' BER

ZOFITIE. T8 TS {aws : username} | | Resource EED—EFTI,

"Resource": "arn:aws:s3:::bucket-name/home/S$S{aws:username}/*"

TOFTIE, Z8 TS {aws : username} | IZRHETOVvIDEXMHED—EZETT,

"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by

Z# (Variable ) SHBE
${AWS:sourcelP}’

${AWS:username}’

Sourcelp F—%EEDEHE L THERALET,

username ¥ —EZIEEDEH L TEHALE I,

1M



Z# (Vvariable )
${s3:prefix}’

${s3:max-keys}

Y

F${(?) .

F$($} 1

GG

H—EREBEDTL T4 v I RF—ZEEDEHL

LTEALEY,

H—EXEB D max-keys F—EIBEDEH L L THE

RALZEY,

BJHXFTTo XFZ2)TIIN*XFELTEALE

ER

BHNFTIo XFEUTIIWXFELTERLZE

TH?=HLET,

BHXFTTo XF 181 2T IIAXFELTE

RALZEY,

FFRGIBZ R B TR —2ELET

RUS—THEINBIERICE ST, ATV FDroot A—HHAOAV I T IRINBZARLE, EFa)Ta®
M IERICKENELC B B D £, StorageGRID @ S3 RESTAPI DEETIE. KU S — DRI

DFHIRIE Amazon KD HEL L HD FHADN

Policy #I£ DB

BEICX L. root 7HY
Y RCHTBRIRTOME
[REIERT 3

BElcRLa—%/7)L
— NN T B TR TDIE
PRxEETT S

NESBTHOY TIIL—=T
I LIES DAERRZ 57 8]
LEXY

NETHD > hD root F
7=l X A= ICEEDIER
EEHRILES
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RUS =217
INT Y

JIN—=7

INT Y

INTw

Amazon DEE

BWTEBRSINSH. S3
INTY RDOITARTDRY

O —SIBICN I BIERIE

5| EFHLE root A—H T H
) Nl S E=Trey o

B TERASINEY

LTI NILTY

aurEd. S3INTY bk
DITRTOMRD S —H1IE
ICX g BHERER > —
TEFAEI 9 3 & 405 Method
Not Allowed T5 —HURE
nxvy

SHERF L EF OFIRAERA SN E T,

StorageGRID DEh{E
B

EL

BN, S3INT vk
DIRTDORY > —401E
ICX g BHERE R & —
TEFAI 9 % & 405 Method
Not Allowed T5—h4HE &
nxy

EilV



Policy #I£ DB

HS—817

Amazon DEE

StorageGRID DEh{E

IARTOA—HIZTIART NTvh BWEH AT ATY RL
DINIB|IX T B HERR % FF kD root LV I—HIC
ALET DWTIE. S3NTw
DIRTDRY > —401E
ICX 9 2MEBR T 405
Method Not Allowed >
—hIRENET
IRTOIA-HIZHLT N7Tvb BWCTEAINSD. S3 FHL
ITARTOMEBICN T B NTY REDITRTDOR
PRzEERT S O —RIB|CN I BIERIE
5| FHEEF root 21— 7 H
Y hEENB
TUONILELTHEHR N7y b EHR L) NILTS B
DA—HFELIFZTIL—TF
ZHEELEXY
DY =R LTHEBRDS3 JIL—7F a3 AL
NTy b ZIEETZIHNE
hdpbxd
JyronNjeLTa— N7y bk EHR L) NILTYT B
HIVTIN—T=EELE
5
RUS—TlE. JEFRBE N7V k B ATV MIME B 772U RIN

ThAO>V s (BRT7AHY
VREBD) ATV

7 b %z PUT § 3 1ERHUT

Exhzxyd

BMET7HI>RICE-T
FREIN. N7y kR
S—ldEAINEE A
ERRET7HD > NI 7

v cPREETHU YV b
IC&>TRRESN. N7
v kRS —HERIN
Do

7Y b ACL Z M
LTATOTOMIT Y

T AERZ 5T DLE

BHHDEY,

Write-Once-Read-Many ( WORM ) (C & % 1R:&

T—R, A—HYEBRF TSIV MDART—R, S3ATZ TV DRI %IRET B7=DIC. Write-Once-
Read-Many (WORM) N7y hZERTAEHTEET, FILLWA T U FOEREHFAI L. BIFED
AT YD LEEECHIBRZEHLET S ESICWORM Ny FERELE T, CCTBATALWINHDHE
ZEALET,

FEZERBICET TSI, ROBEZERITLE T,

* Grid Manager H*5 * configuration * > * System * > * Grid options * DJEIZ3EIR L. * Prevent Client
Modification * F = IR w I A= ZERL £,
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*RDIIL—ILE S3RI S —=HBERALET,
° 83 7R 1) & —|Z PutOverwriteObject DENY #LIZ% &ML £ 9,
° 83 7R 1) > —I(C DeleteObject DENY SLEEZBIML £ T
° 83 7R 1) > —|Z PUT Object ALLOW ZLEB%EML £,

@ S3 7R 1) &—TC DeleteObject %= DENY (ZFRXFE L TH. [ zero copies after 30 days | D& 5%
IW=ILICEDC LM IC& R AT 7 FOHIBRIEERITESNE T,

() SREDN—LERYS-HINTERENTL. ABETAGH5ERESNELA (K7
AZBR) . REOWRICHEZDIZS—T VI vILBEEETYT KRB ZER) -

CRRAY I RARETASL (REITRIN)

/mybucket/important.doc
PUT#1 ---> OK
PUT#2 —-—-—————- > OK

CHRREB* U VIR EEE (RENR)

/mybucket/important.doc
PUT#1 —-—-—————- > PUT#2 ---X (denied)

B 5

LM ZERLTATO I +zEBETS

BRI BB Z BB THR) O —ZER L £7]

StorageGRID D ILM JL—=)LIC& 2 ATV FOERE

S3 JIL—TRI>—Df

S3 7R —Dfl

DI arTIEk. N7y & IL—TD StorageGRID 77t AR O —%{E§ 3B~ L £ 9,

S3I N YRR —Df|

NTY RRD =Tl ZORY—HBEHEMITENTNT Y MR TR 77 AERZIEELE T, N\T v
kR1 > —i%. S3 PutBucketPolicy APl ZER L TEREL £,

INTY RRDS—%BETBICIE. AWSCLI TROIOAY Y REFEAHALET,
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> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

Bl ITRTOIA—HICNT Y FADHRAFDERT7 /X %A T3

COPTIE. BRI ESCIRTOA—HIINT Y FROA TSI DU RNENTY FRADTARTD
F72 U D GET Object WIBZEFRIL TWE T, FNUANDMNIBITIARTERTINE T, N\T v ADE
ZFIAHD root THDT Y MMIUDFRISNABEWH. CORD —IZRENRR A TLAMERINE W &I
AELTLIEEL,

"Statement": [

{

"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

Bl:HBTHIERDITRTOA—FICTINTIECREZHFA L. AIOTHTY EDTRTOIA—FITNT Y EADFAEDER
TOLRRA%EHFATS

COBITIF BELLETADY FOIRTOIA—HIINT Y EADTILT VL XZFHBTLTVWET, THIC,
AT R ZHD 1 DEEL. EDTADY FOIRTOI—HICIF. Tshared/ ] EWSHF TP hF—
TLIA VI RATHREDNTY MADOA T I +D Get WBDAHZFFAI L TV E T,

StorageGRID Tld. FFAEET7 ATV~ (BRTAVY FEET) ICK>TERINA TS
C) T RH. NIy FFREETAYY MCE>THFEShET. ATy FAUS—T. ChB0D
TSI FOBE ERELET,
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

Bl gRTOA—HIINT Y bADFEARDERT7 IV XZHFI L. BELLTIL—TICTINT IR %50 T3
COBITIE. IBELI=T AT D Marketing ] ZIL—FICET2A—HFICOATILT I ADEHFRTEINT

WETH BERI—HZZCIRTOI—HICNT Y bD List B NT Y FRADITRTDA TSV D
GET Object LIEZFFA] L TWLWF T,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

BS54 T7 D IPEEZRELT. IRTOI-HIINT Y bADFTAHID | ESAAT7 VLA Z25FT T3

ZDBTIE. IEE L IPEE (54.240.143.0~54.240.143.255 T 54.240.143.188 Z[5 <) HhS5DERICDLY
TOH. BRHIA—YESLIRTOI—HIINT Y FOD List WIBENTY FROITARTDOATS T e

WIBZEFFALTVWET, ZNUNONIEIFTRTEST I N

IP SENDEKRIFIRTHEEENE T,
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"Statement": |
{

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

Bl BELET7TL—TYy RA—HFIZOANTY bADTINT IR ZHFTLET
COBTIE' 77— 3> - A—H—D Alex |F examplebucket Xy fEEFDA T I ADTIL -

TOERZHFT L TWVWE T root ZEOMDITARTOI—HIF ' IRTOREZHARNICIETINE T
L. Troot]1 IZ&% Put/Get/DeleteBucketPolicy IFIETZ TN EH Ao
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"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

) : PutOverwriteObject #EFR

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

:federated-user/Alex"

:federated-user/Alex"

C DAITIE. PutOverwriteObject ¥ DeleteObject @ Deny | T7 =7 b2 FERALT. 770z DT —

B, A—HYEEXZT—H. S3A TPV bDRIT 2 LEETTLIFHBRTELVLSICLTVET,
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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5 . Tenant Manager ZfEAL T/ —TRIS—%ZRELET

Tenant Manager ZfERA L TYIIL—TZEBMEIFRET D ZE. CDTIN—TDXAUN—IZH59% S3
TOEREREERTDIIN—TR) S —DIERAEERDOFNSEIRTEX T,

**NoS3Access* : TIHI AT a>y, N7y b RUS—TT7IoEIADEFITTINTULEALSNED, C
DITIN—=TOA—HFIESI VY —RIZTIELRTEEFHA. COF T a>aEERTDE. TIAILET
|& root A—HICDH S3 VY —XADT I EZADHFRIEINE T,

CCCHMAMDERT LR L ZOTIIL—TDOI-HFITIF. S3 Y —IANDHEAWMDERT Ut XHEFE
TINET, LR ATV bEVIMLT TP MT =R XET—8, RTzHHNB
ENTEET, COF T2 aVeEERTBZE. TEFIAMRY I RCHAMDERTIL—TRIS—D
JSON XFFHRTEINE T, COXNFIIHRETET A

CKIWNTOER*F L CDTIN=TDA-HITIEF. NTy b ZEBE S3 VY —ZADTILT IV ANFFA &
NET, COFT2aVEERTZE. TEIAMRYIRIZTINT VLRI IL—TFR S —D JSON XF
FHRTENE T, COXFINIRETTEE A

CCARZLY TN =TRAOI—H—IIE. TFA MRy I ITHEE LIERIMISEINE T,

COBITIE BELENT Y FROBED T LY (F—TL T4y IR) DIVALELIUVTIEIDH
MNIIN—TDAXAYN—ICFFRI SN F T,

Mo 53 Access x A

"Statement": |
Read Only Access

"sid™: "AllowListBucketOfASpecificUserPrefix”,
Full Access "Effect”: "Allow”.
"Action": "s3:ListBucket”,

@ Custom "Resource": "arn:aws.s3::department-bucket",
[Must be avalid JSON formatted string:) "Condition”: |

"s3:prefix": "S{aws:username}/*"
|
}
L
i
"Effect”: "Allow",
"Bction™: "s3:"Object”,
"Resource”; "arn:aws:s3:mdepartment-bucket/$laws:usernamel}/*"
I
|
]

Bl TI—=FICITRTONT Y bADTINT IR %EFHFR T3

COFITIE. N7y bRV —THRNIEESN TLWIHREZERE. JIL—TDIRTOXYN—IZTTY
ETPAOYEDFRBETEIRNTONT Y EADTILT I EINFAEINE T,

121



"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

Bl TIN—FICITRTONT Y FADTAFWDERT7 A %HAT3

COFITIE. N7y bR —THRMIEEINTUVWRBEZRE. JIL—TDIRTOX/N—|IZS3 1
V—=ZAANDHZAWMODERT7 VAN EINET, fcezxlE ATz b2 URMNLT ATV T —
R ABT—R, BT %HZHIWB D TEET,

"Statement": [
{
"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1y

"Resource": "arn:aws:s3:::*"

Bl TGIN=FAN=IZNT Yy FROZED (74 OHAANDITIVT IR ZHFALEFT
CDHTIE. EBELEENT Y FROFED 7 AILE (F—TLTavPIR) DUINESELVTIVERDAHNYT

IW=TDAYN=IIHFRIENE T, CNOSDTAILEZDTSANS —REZRDDEEE. DT IL—T R
=NTY FRUS—DT I AEREERT BIHEDHD T,
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"
}
}
by
{
"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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