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Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. Reboot
Maintenance mode
Places the appliance's compute controller into maintenance mode. Maintenance mode
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Enter maintenance mode on S2-10-224-2-24 X

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase
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ER

$2-10-224-2-24 (Storage Node) 2 X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention
Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

_ (U Rebooting...
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S$2-10-224-2-24 (Storage Node) &2 "

Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. ‘ Reboot ’

Maintenance mode

Places the appliance's compute controller into maintenance mode.
0 This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

o https://172.16.2.24:8443
o https://10.224 2 24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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https://169.254.0.1:8443+`

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode

Reboot Controller Upgrade Firmware

Request a coniroller reboot. Reboot Controller
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e Nodes

TENANTS ' . .
View the list and status of sites and grid nodes.

ILM
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0\ Total node count: 14
CONFIGURATION
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARC1 Archive Node 40
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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appliances.

StorageGRID upgrade

Upgrade to the next StorageGRID
version and apply the latest hotfix
for that version,

Upgrade —

Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage

Apply a hotfix to your current
StorageGRID software version.

StorageGRID hotfix

appliances.

Apply hotfix —

SANtricity OS update

Update the SANtricity OS software
on your StorageGRID storage

Update —

3. SANtricity OS 7w 77— bt 3> T, * 7y 77— h*ZFERLE T,

SANtricity OS D 7w FJ L — RR—=IHPRREINET,

SANTtricity OS

wp-to 30 minutes for each appliance

SANtricity OS5 Upgrade File

CaNtricity O5 Upgrade File ©

Browwse

Passphrase

Provisioning Passphrase @

Use this procedure to upgrade the SANtricity 05 seftware fcontraller fir mware] an the storage controllers il'l.':.'ﬂl:ll storage apphances,

1. Start the upgrade and approve the nodes you want toupgrade, Nodes are upgraded ane at a time
During the upgrade, a health check is perlocmed and valid NYSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later

1. Donvenload the SANtricity O5 verslon that i compatible with the storage controtlers. If you use different appliance models, repeat these steps for each model.

2. Confirm the stofage controllers ane Mominal (NODES > Epp{hnﬂ node > Hardware) and gady to upgrade.

4 2y b7y THR—bHA DS AT>O—R L7 SANtricity OS 7w /I L—RT7 71L& &ERL

EE
[* B ] ZFRLE T,

a.
b. 771 ILZRL TGERLET,

c. M*R< ) Z#RLET,

T7ANDT7 Yy TO—-—RFESNTREESNET T, RETOEIDRET IS L. *SR*
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5.

6.

7.

7OES 3=V INRTL—X=2ANLET,

M*Start* (X&Z—hk*) 1 REVHIEMCBDET,

SANtricity OS

Use this procedure to upgrade the SANIricity 05 software [controfler firmware] an the storage controliers in your storage appliances,

1. Boawnload the SAMtricity OS5 verslon that is compatible with the storage controllers. If you use different appliance models, repeat these steps far each model.

2. Conlirm the starage controllers are Neminal (NODES > appliance node > Hardware) and ready to upgrade,

1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one a1 a time,
During the upgrade, a health check is performed and valid NYSRAM is instatled, When the upgrade is complete, the appliance is rebooted. The upgrade can take
wp-te 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later,

SANtricity 05 Upgrade File

SaNtricity O5 Upgrade File @ Browse

Dataits @ RCE_ - . o e dlp

Passphrase

Provisioning Passphrase @ SERRERAN

M*Start (FA%R) 1 Z:BRLFT

Ty TIL—RENic/ —ROY—ERZBEET 37 7V FOERD—RNICKONSAIEEED H B
LRI BEERY I ADKRREINET,

A Warning

Nodes can disconnect and services might be affected

The node will be automatically rebooted at the end of upgrade and services will be affected. Are

you sure you want to start the SANtricity OS upgrade?
B[]

M*OKJ Z3ERLT. SANtricity OS 7V I L —R I 7 I ETSARVER /) —RICAT—IVJL
£9,

SANtricity OS @7 v 7J L — R ZRiad % &. ROMLEHLITH
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b. SANtricity OS Upgrade Progress 7— 7LD RRENE T, TORICIE. U Y FRADITRTDR +
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Approve All
site 1T Name
DC1-5GAY SGHGE
BC1-LoAs CEEDED
DC1-SGAs SG5TAZ
BL1-SGAs L= et ]

SANtricity OS

Use this procedure to upgrade the SANEricity 05 software [controller firmware] on the storage controllers in your storage appliances.

SANtricity 05 Upgrade Progress

# Storage Nodes - Dout of 4 completsd

A~ Progress T Stage I

Waiting for you 1o approve

Waiting lor you 1o spprove

Walting for you to spprove

Waiting fer you 1o spprove

1. Download the SANEricity OS5 version that ks compatible with the storage contrallers, If you use different appliance models, repeat these steps for each moded,

2. Confirm the storage controflers are Nominal (NODES > appliance node > Hardware) and ready (o upgrade.

3, Start the upgrade and approve the nodes you want to upgrade. Nodes are upgraded one at a time,
During the upgrade, a health check is performed and valid NVSRAM is installed. When the upgrade is complete, the appliance is rebooted. The upgrade can take
up to 30 minutes for each appliance,

4, Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes later,

Approve All

23
Detaits 1T Current Controller Firmware Version it Action
SE.TZ.02.00 Appiove
S0.T2.02.00
S8.T2.02.00 m
0840 50,00 Approve

Skip Modes and Finish
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ZT7YTIL—RETICTYTIL—RTOCRZRET TR DN TEEXT, /—RHBBERNICT v T
L—REINTUVARWREICRSZ . Tcomplete ] (7vFJL—RET) CRRSN. / -7V
JL—REINEHh - 7-EBED Details 5 ICRRINET,

10. SANtricity OS 7w JJ L —RFa—H'5/—REEIEFITRTO/ — REHIRTZIHELRHZBEIE.
Remove * | F7zl3 T *Remove All * | Z#&ERL F7,

Z27—TH Queued ZBZX B L. [ *Remove * | REVIFIERRICAED . SANtricity OS 7w I L —
RAIED S /) — RZHIBRTEHRBRD XY,

M. AEEINRT U Y R/ —RIZ SANtricity OS D 7w 74 L— RABERAINZ ZTELE T,

° SANtricity OS D 7w 77 L — ROBEAPICLWINHAD/ — R TIZT—DRT—IUHRRINBZIFE.
D/ —RDT7YvFIL—RIFKBMLTWES, 77N YR—bOBIEERITT. 7F5147Y
2EYANVTBIEDICA Y TFHFUYAE—RICUIDEZZ EHRBICARZHEELHD £,

o J—REDT7—LUTT7HEITEFTGrid Manager T7 v 7SI L—RTERVEE., D/ —FRIZ
Error # AT —JICRRLET, " 2D/ —RTSANtricity 0S 27w FJ L— R T 3ICIE. RFE—
REFERTIBRELRHDET, FHALTWVWER T TSATVADA VA M—ILEXAYTF Y ADF|E%:
BRELTLESIV, ZYFFL—REFZ' COA—TFTo T2/ RKOT7 v FIL—RICERATEE
T IS %ZRRTBICIE. RDOFIEZERITLET,

L XVTFURE—REZFEALT. TI5—) OXT—IHRRINDS ./ — KD SANtricity OS % 7
w7 L—RFRLET,
i. Grid Manager Zf#F L T. SANtricity OS D7 v FJ L —REBEH L TETLE T,
AEREINTIARTD./ — R T SANtricity OS D 7w FI L —RHTET §5 . SANtricity OS 7w FJ L —
ROEHBKRRT—TILHELC. #FD/NF—IZ SANtricity OS D7 v F5 L — RHZET LIABHNERRIN
F9,
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SANTtricity OS upgrade completed on 2 nodes at 2021-10-04 15:43:23 EDT.
SANtricity OS Upgrade File

SANtricity OS Upgrade File @

Browse

Passphrase

Provisioning Passphrase @

1. /=ReT7yv7TL—RTEBWEEIE
9,

Details F)ICRT SN IBHZTHESRL.
" ZRL =Y/ —=RIFTTICT Y TSI L—REINTWVWET,

ZAY R FERTL
CNULEDREIIHBEDD FHE A

° SANtricity OS 7w FJ L — RIZC D/ — FICIFBEAENE H A StorageGRID X7 LTEETES
AbL=2a2 0=/ —RIZHD FEA. COXRYE—IDHRRENTVWE/ —FZ2T7vTJ
L—FETIC. Py TIL—RT7OERXZ=TTLE T,

° SANtricity 0S 7 7 A JLIZC D/ — R EfMABD FHA /— RICIE BRLET 7 1ILEIZERRES
SANtricity 0S 7 7 1 LHUETY, HEDT v FHL—RHRT Li=5. /— ROIE L SANtricity
OS 7741 &AD>O—RLT. 7v7JL—R7OCLAZEDRLET,

C) SANtricity 0S O 7w 74 L— R 7Ot X EZT LE Ao

RRSINZFTARTOR ML — / — R T SANtricity 0S D7 v 74 L — R&ESRT 5 £ T

1. J—ROEREHRT L. SANtricity OS R—IZERE > THr L L) SANtricity OS 7 7 1L 7y 7O— R%Z&F
A9 35%551d. ROFIEZEITLET,
a[/—RZAXyFLTRT 1 ZFIRLE T,

IRTD/—RETFYTIL—REFTICTY I L—RTIOCRZRTIEIDEOIDHERTIES
MREREINET,
b. T*OK*1 Z&ERL T,

[ * SANtricity 0S * 1 R—JICED £,
C /—ROEREHFTIZDHEIE. ICHEHAFET SANtricity OS 4TV O—RLEFT EZIUwoILTT
w I L—RZ7O0XZBRALTLETVL

TTICEREIN. T5—RLTVyFIL—FENic/ —RRET7vFIL—RENFF
L—FFIE 28 0RLET,

®

T TIL—RERITLET,

2. BJ@ SANtricity OS 7w 7L —RI7 7 ILHRER, TTERED/ —RFIXRTIZOWT, TOT7v ST
XT7—R 2N [ Needs Attention ] D/ —RHBHZHEIE. XOTFRAE—RZFEHALT




@ Ty TIL—RFFIRZBERTIZESE MAICT vy TIL—R L/ —FZHERT S
BERDHD FT,

FEER
"NetApp Interoperability Matrix Tool CTHEER TIF £ 9"

E2700 > hO—5T. XVTFVRAE—RFRZEHAL T SANtricity OS =7y FJL—RL XY

E2700 O> FO—5T. XVTFHURE-RZFEALT
SANtricity OS # 7wV 77U L—FLZFT

Ty FIXx—TvZERBLTSANicity OS V7 bz 77 v 7L —RTERL
BEE. XTFTF Y RAE-RFOFIEZERBL Ty 7L —FRZERALET,
DERHD

* NetApp Interoperability Matrix Tool (IMT) Z&BRLT. 7v ¥ L — RIZERAT 2 SANtricity OS M /\
=3 hEFEVWDTISAT U RACERENH D R L TLIEE L,

* E56000> FO—ZS%ICEEETAMRELNHD T X077+ ZE— K Grid Managerz A LR LB E,
AV hO—F%ZXYTFYRE—RICTS L. E2700 32 FO—SADQEFEGEHFEHEINE T,

@ ENIC. StorageGRID 7 TS A TV RAZXYTFURE—RIZTBRE. PTFAT 2RI
JE—RT7IECRTELRLLBBZILHHBDFT,

CDRAIICDWVWT
—E B D StorageGRID 7 /54 7V ATE )—X2> O—7>® SANtricity OS % 7=I& NVSRAM %
Ty TIOL—RLABVWTLLIZTL,

@ —EICHEHD StorageGRID 7 7S5 A 7V A% 7Y T L—RTB. BAETILR ILM R
D=Il&oTE FR T2 ZFERATEI R R 3a8MERHD X7,
Flg
1. 7ISATABICER TN TVWBR I ZBELET XA VTFHF VY AE— R,
2 —ERXZv by FH 5. SANtricity A AL —IIR—I v ICT AL THI VY1 LETS,

3. % L \) SANtricity OS V7 k™ T 77 74 JLY NVSRAM 7 7 A LA EEBISA TV MoAo>O—RL
F9,

@ NVSRAM |&. StorageGRID 7 754 7 > RICEBETY . BED NVSRAM XU >O— K
ZERALABVWTLIEE L,

4. E2700 $ & U E5600 SANtricity V7 bz 78 7 7—LT 7 DT v o L—RFIE _ F7=1% SANtricity
Storage Manager D74 >S4 AL ACEBEINTVWBFIBICHE->T. E2700 A FA—5D 7 7— L
7 IT7. NVSRAM. FIEEDOWAZT v FIL—FLET,
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E2700 > bO—ZD NVSRAM Z 7y 7 L — R 23RENH 3HEIF. 4o>0O—R
CD L 7= SANtricity OS 7 7 1 JLH' StorageGRID 7 754 7V AL BN $H B L BHEE SN T

W3R zHRITIVENDD T,

@ TTIL—RIT7AIRBIEBICT I T4 TS BRENDHDE Y. 7U T4 Tibesk
EELICLBVTLIZEL,

. COFIEBHAERBICET L. /—RFRERTFE—RICLTLWBEICETITZEMOFIENH B5E1E. T<IC
ETLET, MWEBART LIZBEE. FRIEASHDOEBEENREELTEVIHNSPOELI-VESIE. *
Advanced * > * Reboot Controller * &R L. XOWITNH DA T 3 > & FEIRLE T,

° [Reboot into StorageGRID (DHECE) | ZBIRLEFT

c XVTFIVRE—RE#IFZLI-EFEFOMO—5% ) T — 9 3ICIE. * Reboot into Maintenance
Mode * #EIR L £ 9, FlE TRENRKELZI-DICRVIDSCODETHERIZ. COF T 3> %%
RLET, /—ROUT—=rDRET LS. BEVNRELEFIE 0T SFIELSBEHFHLET,

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller |

L

(| | —— |

TISATUABN)T—=FLTI VY RICBBMIZETICRRK20 DD ehHDFEFT, UIT—
AT L. /—FHBBUOIT VY RIZBMLEC  ZHEEE T 5ICiE. Grid Manager ICRED £9, 77

SAT7 YA/ =KD Nodes R—J|Z. 75— DB T7O9T74TT/—RH T )y Hu%’héh'cufa\b\
CECERTIERBRT—R2R (/—REBOEBAICT A AVHRRINEV) BRRINET,
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View the list and status of sites and grid nodes.
O\ Total node count: 14
~
Name % Type = Objectdataused @ % Object metadataused @ = CPUusage @ %
StorageGRID Deployment Grid 0% 0% —
A DataCenter1 Site 0% 0% —
DC1-ADM1 Primary Admin Node — — 5%
DCI1-ARC1 Archive Node - — 2%
DC1-G1 Gateway Node e - 2%
DC1-51 Storage Node 0% 0% 12%
\I
[ DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
ort

SANtricity Storage Manager ZfflBL TR 177 7—LUT
77y TIL—RLZEY

RSATT7—LITTETYTIL—RLT. BEOBEEL NTEEETRTERL
3

BELDH D
* AML=UTTISATUVRADRAT—RAN T&RE THB L ZHRBLET,
CIRNTDRIFATDRT—RADRBEBRETHZIVEDHD XY

* &HT/N\— 3 > D SANtricity Storage Manager B' 1 > X b—JLENTWT. StorageGRID O/N\—2 3 >
CEHEMN DD e zHRLTHEETET,

Grid Manager ZfEF L TX L —2 3> bO—35® SANtricity OS =7 77 L — R
E2700 O> bO—5T. XY TF Y RE—RZERL T SANtricity OS 27y 7 L—FLET
* TN TRT TY StorageGRID 7 S A 7V RE XY THYRAE—RICLEF LT

C) RTFE—R T AbL—=20Y bO-SAOEFHNFEHIN. IRTDIIOTIT1ET
A PMBELEENT, IRTDORSATHATSA UICHED £

13



—EICEHD StorageGRID 7 FSA TV ATRSAT I 7—Lo 727 v T L—RLAGW
() T<EIV. SEVOEATTAR M RUS—c&> T, BRE F—22BRATIRAS
BANBD FT

F&E
1. 77247 ADNICERINTVWEI L ZHRLET A VT ZIE— R,

2. Web 72U %ZRBIE. SANtricity Storage Manager:+https://E2700 Controller IP D URL ¥ LT
IP7RLRZANDLET

3. %EIZM LT, SANtricity Storage Manager BEEEE D 1—HZENIT—REAHDLET,
4. SANtricity TR —7FS5 4 XEEB T, *TNA A *ZTZ&ERLET,

SANtricity Array Management (7L 1 &) T« Y RIHBETET,

5. SANtricity 7LAEBET. 7v I L—RTB3RIATHEHATNTVWEZI AL =T LAEZTILD )
v LET,

6. ANL—CTFLAERTATORMADAT—RANRBETH S ZHRLET,

1. ML= FFSAT7VRICHEA VAN =—ILEINTWVWERSIA T T 7—LT7 T T7DODN—2 3 MR L
9,
a. SANTtricity Enterprise Management h*5. * Upgrade * > * Drive Firmware * Z#RL £ 9,

Download Drive Firmware - Add Packages (RS54 77 7—LATx7DATI>O—KR -NviFr—0
B 1> RIIC. REFERRORSA T I77—L0 7 771 ILHRRENET,

b. BED T 7—LIT TNV T—JICBENTVWERIAT T 7—LTzT7DIESIVERSA4T D
ZXELFET,

Selectthe drive firmware packages you want to fransfer. If you have more than one drive type, you can select up to four packages
to transfer at one time.

Current firmware packages:

HUH728080AL5204(MNEDCO) View Associated Drives

FPackages to be transferred:

| ArdA

RDHITIE

" RSATT7—LITT7DOI)ED I VIE*NEO * T,
" RS JHEBFIE * HUH7280AL5204 * T9 o
View associated Drives * Z3ZIRL T. ANL—STFFSAT7ARNO RS TDNEEZRTLE T,
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8. EAFIREL RSA T I 7—LUTT7DT7 Yy T L— R0 O—-RFLTERLET,

a. Web 72 UHZHE. Ry b7y THR—bWeb ¥ MIT7IVEZXLT. IDENRT—RZFERAL
TOJ14>L&ET,

"y b7y THR— R

b. xw k7w FHR—k Web - T, T[*Downloads * | # 7% &ERL. T *E-Series Disk Drive
Firmware * | #ERL £,

E-Series Disk Firmware R—JHRRINF T,
CAMNL—T7TSATVRCAVAM=ILENTWVWABRSATHNF*#=EFNENHREL. RS 1
TRANFICRFD T 7— Loz 7VES I VHAERATNTVWBR e EERLE T,

* I 7—LozTIEDa RV ITRWEE. CORSATHFICEEFOT 7—LT T
DEZaryhaingd,

* RSATRAFHIERHINIER S TON—VYESH 1 DULETHNE. FNE5DORSATTY
F—LIOITDTYTIL—RZERTTETET, FEDOVVIVZBRLTCITI7—LoTT7 774
IWZzHAo>O—RTEET,

M NetApp | Support

PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v DOWNLOADS v TOOLS v  CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware

Drive Part Number Descriptions Drive Identifier Firmware Rev. (Download) Notes and Config info Release Date
Drive Part Number Descriptions HUH728080AL5204)

EX4072A HDD, 878, SAS, 7.2K, PI HUHT728080AL5204 NEOL NEQUERES BUEI122404 26-Jul-2018

E-X4074A HDD, 8TB, SAS, 7.2K, PI HUHT728080AL5204 NEOL WEOI Fixes Bug 1122414 26-Jul-2018

E-X4127A HOD, 8T8, SAS, 7.2K, PI HUH728080AL5204 NEOL NEO1 Fixes Bug 1122414 26-Jul-2018

E-X4128A HDD, 8T8, SAS, 7.2K, PI HUHT728080AL5204 | -:\JEul NEOI Fixes Bug 1122414 26-Jul-2018

d#FHLWI7—LIz7IEDIVHRIRENTVBRIBEEIR. 77—LT7zT7IED3I>OUYI%
BRLET(Ao>O-R)ANZI )y oL T ' T7—L0xT « T7AINEEC Zp T7—h1T%4X
JrYO—RLET

e YR—rYAMDSEIYO—RLIERSATITI7—LITTDT—HAT 7712 BHE (FH)
LET,

9. RSATIT7—LIVTT7DT7YTIL—REAVAL=ILLET,
a. SANtricity A AL —2 « IR—T v D[ RTAT - TJ7—LDxT7DR7>O—FR - /)N\wT—DENM
174> ROTEM]ZERLEYT

b. 77 —LOTT7I7AIIMREENTVWE T LI MJICBBIL. RK4DDT7— LI T T 74
IW2BRLE T,

RSATT7—LoTIT77AILDT 71 IL%AIE
+'D_HCUC101212CSS600_30602291_MS01_2800_0002.dII' DL S ICHED X
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e.

BRO77—LOx7 774N EERLTEALCLRSATOT7—LIT72T7 v TIL—RTBE.

T77AIINDHRELIS—DRETZIEDHDET, 77MILDHEETS—HREELILHZEIE. T57—
RAT7ODRREINET, COIS—%BRTDICIE. [OK ZFEIRL. RSA1TDT7—LDTT
DTy T L—RICERTZUND T 7—L Iz T7 7 7MIINEIRTHIRLES, 77—LTTT7 7
7AIZHIBRT BICIE ERXT ANV T —JBEREETI7—LU 7771 I)L&ERL. *HIFR*

FEIRLE S, Floo —EBIOBRTEZ R4 T I 7—L IOz T7 Ny I—JIdEAK4 DT,

F*OK1 ZFRLFT,

BRLIET 7— L7 7 7AIINTEERENZ Ny =207 v I 7— b Eh, BREENEH N
9,

P kA1 ZBRLET,
[Download Drive Firmware - Select Drives] 7 1 > RUDHAET X9,
*TITSATVAADIRTDORSAT T, BREBRET Y S L—ROAIBLRRF v EnF
ER

*BRLIET7—LUI T TV 7L — RARBEHREDHZFS1T (REL—=STLADR
SATDBEICE>TERD) NRERENET, TIAIWETIE AUSAVUBELTT v
JL—FEBBRRSAITNRRTINET,

" FSATICRHLGERLE T 7—LD0z7H RIS 77— LY T 7IEREFICKRTEINE
Yo 77—LUIT7ZEETIHNENDHBHEIE. AIOFATOTICESICIE. T*RES1 Z2FER
L&,

RSATT7vTIL— RN S, *NILIIL*Zo 2 O—FEERE* IRT* Z#RLE I,

TISATUVADBAYTF Y RE—RIZB>TWVWT IRTORSATEITRTORY 2—LD /0
TIOTAETAMMBELETNTVWS . ChoDdT7y I L—RFAROVWINAZERTETET,

f B HZRSAT T BRULIE T 7— LTI 7AWV ETYTIL—RIBZ R TZ#ERL

g.

h.

£,

" RSATZE1DULETYTIL—FT25EIF. BRI TZ2ERLE T,

" EBMEOHBZIRTORSTATICOWVWT, * IRTGER* ZBRLE T,
RANTS9T4RELT BALETILDRSATZ2IRTRAL T 7—LTTT7IED IVICT
wIIL—RITBIE=HELET,

M5e71 =FRL. NEFWVW1 CABNDLT MT*0OK ) ZZRLE T,

" RIATT77—LT7zT7DRAIAO—RETYFTITL—RHBEBIN. IRTORZAITDT 7
— L\ T 7EED X T —R AH' Download Drive Firmware - Progress TR E T,

Ty TTL—RIZBMLTWARERSZATDRXT—R AN, BFiINET/NA ADELXDEITIR
MR EINF T,

24 RSATDYRTLTIRTORSAITHRT7 v FIL—RENTWVWBIERIF. RSATT77—
LT T7DUT7 Yy I L—RUBHNRTITBDETICERRIOUIDNZZehHD 9, KBER
AT LTIE. ETERDADLELSAED X7,
T77—LIOxT7DO7vTIL—R7OCRATIE. +&RTTEFET
" [*Stop] ZFEIRL T, ETFDOT7—LOTT7DT7vTIL—RZEFELELEXT, EITHOT7—LA



DITDTYTIL—RHRRTLES, 77—LIxT77yvFIL—RERITLIERSITICIE
 EFNBNDRAT—RADRKRREINET, BODODRZATDXT—2 XN I Not Attempted | & 3R
TRENEY,

C) RSIATT77—LOTT7OT7vFIL—RIOCRZELET R . T—2h%kbn
eb. FSAT%ZERATER B 27D I BREUNRDHD T,

[ BEIEMITTURE]|ZERLT. 77—LT 77y 7L —ROETRAOBEICEAT 5T+
ARLR=bZREFELEFT, LR—KMI 774D Jlog 7 71 IIILEFTRESNE T, 7
7ANWMEFRLET LI M) ZEE T S55(13E. [Save Drive Download Log] T/NT X —& %
ZELFY,

L RSATIT7—LOTTDE T O—F - EBRRZERLET, RS TOEHEEICIK. 77—
LOTT7DT7YvTIL—RRFESNTVWBRSATOUR M, ERZFATORTO-RELY
Ty TTL—RODEERXT—RANKRTEINET,

7w TTL—RIZBMLTWEE RS0 T OESKRE X T—2 XD Transfer Progress FlJICRRE N
¥9, 7YTIL—RBICIS—HMRELIFEIF. HEINDI LA EERTLED,

- R

AT a=IlENTVBDELEHBINTVWAWA Y ST 7—LD 7R > O— FOUED
BaIE. COXT—RANKRTEINET,

" RITH ¢
T7—LOx7%2 RS54 TICEELTVWEY,

» * BT ETH
CDRT—RAE. RSATOEERBEREPICAR) 2 — LAEENEITINESICRRIINE
I, A>bO—Z0Uty FEEIEIEEHRET, I bO—FARBENR) 2 —L%ZEELT
WBIZEDN—RIN T,

RS TDRLBBEENBBINET,
o xS —ER*

BENRELTHEDD T FAIINEZEETERLLBRBIET, 77—LUI TR IATIC—EBREITERE
SNF Lo

° % ORRR - EAILIRAE ¢
T7— LI T THEMTT,
° KB - ZOft
RS TOYEBENGBENFERT, 77—LDV 724U >O0—RTEFEFEATLT
° * REAT
T77—LOzT7HE7O0-RENEFLATL I, FU2O-RMMBELELTHSTYFIL—FZRE

TTEEDofes RIATHT7YTIL—FORRICHESHED >fce T—DREATHE I >O—RH
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TEIADSBREDTHEIFREBRDVRRATHZAEMEDHD £,
o * BRTh *
T7—LOzT7HEBICAY>O-REhFE LT,
10. RSATT7—LITT7DT7YyFIL—RHET L5, ROFIEZRT
c RSATIT7—LozT7HIO- RO —RZRALBICIE. *BALS * ZFIRLE T,

U4 —RZEBRITBICIE. *EEFFH - ZBERLE I,

M. ZOFIEHLEREICKET L. /—RZERERTFE—RICLTVWBIREICET T ZEMOFIENDH 35E1E. §<IC
EITLET, WEBHTET LIZEE. FLIEASHDOEENEELTRIINSPCPOELI-VGEIE. *
Advanced * > * Reboot Controller * Z3&RL. XOWITNH DA T 3 > %= FERLE T,

° [Reboot into StorageGRID (DEBICE) | %ERLEFT

c XVTFIVRE—REHFZLI-EFFOMO—Z5% ) T — 9 3ICIE. * Reboot into Maintenance
Mode * #EIR L 9§, FlE TRENRELZI-ODICRVIDSCODETHERIFZ. COF T 3> %%
RLET, /—FROUT—rDRET LS. BEHLNRELLFIE OZLTIFIEHLSBEEL T,

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller 1

e

(| (|

TIZAT VAN T—=r LTIV Y RICBBMTZETICRK 209D 2 ehHDFET, UT—
ST L. /—RHAPBUI VY RIZBMLEC 2R T 51C1&. Grid Manager ICRED 9, / —
R*R=JIZIE TTZATYR/—ROEERRT—ER (/—RADERIZT A AVHRRIN
BV BRERSNET, ChE. TITaTRBRTS— DR /=R Dy RIZERSNhTWLWS
_tZmRLET,
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View the list and status of sites and grid nodes.
O‘ Total node count: 14
~
Name % Type = Objectdataused @ % Object metadataused @ = CPUusage @ %
StorageGRID Deployment Grid 0% 0% —
A DataCenter1 Site 0% 0% =
DC1-ADM1 Primary Admin Node — — 5%
DC1-ARCL Archive Node = — 2%
DC1-G1 Gateway Node e - 2%
DC1-51 Storage Node 0% 0% 12%
i \
DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
ort

E2700 O FO—S%HLFT

E2700 O bO—S5HEUICHEE L BWSEPEENREELILHZEIF. KPRV EBELR
B52ehHOET,
WNERHD
CXRHTBZAVO-FERALN—VYESORBEAIY FO—-—ZZARLTEETET,
c AV FO—JICERT IR — TN ERNTR-ODIRILEZHELTHETET,
c BEIMHLENBEDNRETT,
* Maintenance % 7:|& Root Access MERDHE T, FHMIC DL TIE. StorageGRID ODEEFIEZ SR L
TLETLY,
CDRRAIIZDOWVT

AV FO—SORTRIFEXRIBAOLED (HHh01) #RB3. IV FO—JICEENERELHNE S
R TELXT, COLEDARITLTWVWRIGEIF. I FO—F%2TBITINELHD £,
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P |y T . S S R Ry T R T e
@: 9. 8: @, @ @ 0: @

FC Host

ISCSI Host

Ao bO—ZKTDRE. FTTSATVAAML—=U /) —RICTIERTERLLEDET, E2700 > b
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Ovendew Hardware Metwaorl Storage Objects ILM Events Tasks

Reboot

Shuts down and restarts the node.

Maintenance Mode

This node is rebooting from maintenance mode to rejoin the grid. Monior the node siafus to
determine when the node has successfully rejoined the grid.

TIZAT AN T—bL. Uy RICBESMLEYT, COMIBICZIFEKR 20 D DB EHHD F
ER

7. )T=FrHET L. /—FHBUOIVY RIZBMLIEC 2B L £, Grid Manager T. / —R~R—
SICTTZAT VA —RODEERRAT—E2R (/—REBOEQINZT A A>HHRN) HARERINTVS T
CEHESRLEDT, I TOTaTRBRT7S— D%, /=R T Uy RICERSNTLWBRZEERL
£9,

Nodes
View the list and status of sites and grid nodes.
O\ Total node count: 14
~
Name % Type = Objectdataused @ = Object metadataused @ % CPUusage @ %
StorageGRID Deployment Grid 0% 0% -
~ DataCenterl Site 0% 0% —
DC1-ADM1 Primary Admin Node e = 5%
DCI1-ARC1 Archive Node — — 2%
DC1-G1 Gateway Node - - 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 11%
DC1-53 Storage Node 0% 0% 11%
ort

8. SANTtricity Storage Manager T. $TILWIAY FO—5 DX T—X XD T Optimal | TH3 Z & ZHER L.
HR—bT—R2ZIELET,

REEIER
"NetApp E &) —XH IV EF 1) =X TD/N\— KD T 7 DITHEF|E"
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB
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RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot.

Reboot Controller

TISAT AN T—=r LTIV Y RICBBMTZETICRK20 92 ehHDFET, UIT—
AT L. /—FHBBUOIT Uy RIZBMLIEZ C Z R 9 51CiE. Grid Manager ICRD &9, / —

ke

*R=TIIE TITAaTBT = DB/ —RRT Uy FICEREINTWVWE 2RI 7c®d

ICe VTS5 AT7VR/)—ROBERT—RR (742 HL) BRRINE T,

DASHBOARD

ALERTS
NODES
TENANTS

ILM

CONFIGURATION

MAINTENANCE

SUPPORT

ES e E

M NetApp | StorageGRID Grid Manager Q @~ ARootv

Nodes
View the list and status of sites and grid nodes.
0\ Total node count: 14
~
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

StorageGRID DEIE

DNS U —/\DFXEZMHRALET

DT TSATVR/)—RTRAEFAINTVWE RXAAM Y R—LI AT L (DNS)
—N\ZHEL. —RHNICEEITS N TEET,
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VERHD
TIZATVRERDESICHBDE LI AT F Y AE—FICLE LT
CDRAZICDWVWT

KMS D7RRX RAIEIP 7 RLRATIFBRL RAAMVHELTEESNTWS . BEILENTFS14T7R
Hx—BFEBH—/\ (KMS) F/HIEKMS 3 XRICESETETRVEEIE. DNS H—NEREDODZEHNE|C
RBZEDHDFES, 747 AD DNS BEICMRA EBIF—FRHNABHDTHD, X>FTFVXE—FR
ERTIDERbDNET, CNESOEBEZKEMICITSICIE. Grid Manager TDNS —N\%ZiEEL X (*
maintenance * > * Network * > * DNS servers * ) o

* DNS RED—HNBREENHREICHZDIE. KA FAICIP 7 FLXATIR G TLEH R X1 > Bz ER
LTKMS H—N\HAERINTWBE/ —REBSLT7 IS4 T7 Y ADATY,

* /= FESETTIAT U RE A BZEBLTKMS ICERT 35813 7y FRICERINT
L3 DNS H—/\D 1 DICER T DREBED DD T CNSDDNSH—/ND 1 DHN RAAVHZIPT
FLRICELRLET,

* /=BT U Yy RODNS H—NIZTIERXTERWEE. Fld/ —RESTTISA4T7V X/ —RFH
F7S5A2DEEICT )y FE2ED DNS REZZELIHZEIE. / —FIEFKMS (CEHRTEEEA. 7
T4 T7 A LOBESEENT-T—RII. DNS B&E BRI NZFTESILTT A,

KMS &5t %[Ok 9% DNS 2 2 2R 9 5121, StorageGRID 7 TSA TV RA VA R—5T1 D2UED
DNSH—NDIP7RLRAZIBELF T, CO—FRMIA DNS BREICKD. 7T Z4 7> RIF KMS [ZHEH L
T/ —REDT—2%ZEELTEIECHNTETET,

e ZIE BELIN/ — KRBT 751400 EFICT )y RO DNS H—N\HEEINLHZE. / — RIFA
IO DNS X £EFRAL TVWR ). AV SAVICE2TEBEATKMS IC7 VA TERCADE

9o StorageGRID 7 /SA TV AA YA M—=FTHLWDNS H—N\D IP 7 RLRXAZANTRE. KMS #
BieERALT/ —RODT—RZEBSLTEET,

FIE
1. StorageGRID 7 754 7> X1 XA k—5H 5. Configure Networking *>*DNS Configuration % iR
LE¥d,
2. 3BELIEDNS H—NHELWVW I EZRERL T EE L,

DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.
Servers

Server 1 10.224 223135 x

Server 2 10.224 223136 + %

3 MEICIHLT. DNSH—NEZTELFT,
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@ DNS REICN T EEEIF—FNBHDTHD. XUTFUIE—RZRTIBeRDNE
ERS

4. —B5RY7: DNS REICRED BT, *RF* Z&ERL T,

J—FRiF. COR—JTEEINTWVS DNS H—N\HREZFEAL TKMS ICBERL. /—FLEDT—
HZESITEBLSICLET,

S J—RF—apEsftenis. /—R%E)T—rLET, StorageGRID 7 FSAT7 VR AV AM—F
H5. Advanced>*Reboot Controller* Z3ER L. XOWITNHADA T a3 Uz ERLEX T,

° Reboot into StorageGRID * Z3#RL. /—FzZzJ Uy RICEBEMNLTIO>Y cO—ZZ)J—rL X
To AVTFHFVRAE—RTHEEZRET L. /—RZEBBEICRIERITTTCVBRFSEIE. DA
ToavEBERLEZ T,

CXAVTFIURE—REMIFZILIEEFEOOMO—F% ) T —FJ3ICIE. * Reboot into Maintenance
Mode * Z:#BIRL Fd, (COATavid. A bO—SWAYTFYRIE—ROEZICOAMEAT
TEY) o TDATFTIVIE VY RICBENMT3HEIIC/ —RTEBMDX YT+ ANBERITY
BPRENHBIHZEIERLET,

NetApp” StorageGRID® Appliance Installer

Home Configure Networking = Configure Hardware - Monitor Instaliation Advancad -

RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller |

e

(| (|

J—=RR)T—=rLTHUY RIZBUSINT S L. Grid Manager ICU X FTNTW3B
@ S RTLLED DNS H—N\HMERINET, JUy RICBEMLIEHEIF. 7TS5A

TIUADPRA YT FURAE—RDE EFIC. StorageGRID 7 54TV AA VA L—FT

BEINE—RNAEDNS H—N\WBT7 T4 T7 VXA THERINBRLABDET,

FIZ2AT7ZAN)T—=r LTIV Y RICBEMTZETICRK 20 9B ehHBDOET, VT—
EATET L. /—RHBBUOI VY RIZBMLIEC CZEERT 5ICIE. Grid Manager ICRD £9, / —
R*R=JICIE. TITATRBRTS— DB/ —RBTDy RICERTNTVWRZCERT D

IS PTSATVR/—ROBERT—R2R (P4 VHL) BERRSNTE T,
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DASHBOARD

ALERTS

TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

XAVTFFIURE—RTOD ./ —RES(LDOEELE (SG5600)
AVAM=IRIZTTZAT7AD /) — RES{tZEMNCLIZSEEIE. / —REBSEOD
REPT—EBEH—/N\ (KMS) OFFHLAY. K7 247X/ —RFD ./ — RSt
AT—RATERTETEI,

MEBREHD

CAVANIKICT TSATAD /) — FESEZBNNLTEBEDNHBD X, TTSATVRDA
YA L=IIRIC/ —FESLZEBNICTECEETEEREA

CTTSATVRERDESICHED E LI AT FHF Y RAE—RICUIDEZSNE T,
FIE

1. StorageGRID 7 7S5A TV RA VA M—=Fh 5B, *N—RITTT7DRE*>* /—RESL* ZFRLF
ERS
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status
A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales

External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate >

Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

Node Encryption DR—IZIERD 3 2D a>hH D £,

° Encryption Status ICI&. 7 T54 7YX T/ — RESIEHENHEDIHIDRRIEINET,

 F—EEY—NDFMICIE. TTIAT U XOBSICERTNTUVS KMS (LB T 21EmAIRRE
NET, T—NBLVISAT7Y MNIBZEOEI > a Vv ZEBRAT 2. SIRZEDFME LUV T—X
AZRNANCTETFET,

* BARRYINDEEAZE D FEFH A . SEFAEBRAICEA T MBI T 3121, StorageGRID DEEF
IED KMS ICBE 9 315 ZERL TLEE W,

* KMS R X FADESH TFHLAVEENRET ZIHEIF. RXAMVR—LTXTL (DNS) H
—N\DELWIZE. BLUVTTZA4T7VRADX Y R IT—IOHWELLKERESNTWVWSR &=L
TLIEE WL,

DNS H—/N\DXEZHRLEXT

*AEEAEORIEZ AT T RWESIE. TI7ZNIILYR—-MMIERVEHELRTE L,
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cKMSKey 20 UT 938, 7TTZATVAD/ — REBESEHNEMICAD. StorageGRID -1 ~EIC
BRESNTWVWETISAT7 Y REF—BEEBY—NOBOBEMIIVERIN. 7SS4 T7VADITA
TOTF—EHHIBRINET, 5D StorageGRID Y RFLICT FSA TV A%EA VA —=ILT BHIIC,
KMS ¥—%Z VU7 923RENHD FT,

F—EBEY-—NOREZIVTLEY

() KMS DFREZ IV T T2E. PTTSZATVANST—EHHEIBREN. KAICTIEATSE
BL<BEDFEFT, COT—RIZIVAN)TETXHA

2. J—RFBEBItRAT—2XOERNTT LS. /—R%Z1)TJT—rLFJ, StorageGRID 7SS4 T7 VX »
4>V XA—=5Hh 5. Advanced>*Reboot Controller* &R L. RKOWITNH DA TS 3 U EFERLE
ER

° Reboot into StorageGRID * Z#IRL. /—FZJ Uy RIZBEMLTO>Y O—Z%ZUJ—rLZF
To AVTFYVRAE—RTHEEEZETT L. /—RZEBEHECRIEB TEITLBHRIE. COF
ToaraEBERLET,

CXAVTFIURE—REHIFLI-FEIMO-F%F U T =T BICIE. * Reboot into Maintenance
Mode * ZiEBIRL Xd, (COATF>avid. A>bO—FHWAYTFUIE—ROEZICOAMEAT
TX9) ., TOATIIvIE VY RICBEMTHIIC/ —RTEBMDX YTV RNIEBERTT
BPRENHIHEICERLET,

NetApp® StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardwars - Monitor Instaliation Advancad -

RAID Mode

Reboot Controller Upgrade Firmware

Reguest a controller reboot.

(| | ———

Reboot Controfler '

L=

TIZAT AN T LTI VY RICBEBMTZETICRK 209D 2ehHbFd, UT—
AT L. /—RHABUOIT U Y RIZBMLIC C 2R T 5I2IE. Grid Manager ICRD £¢, / —
R*R=JIZIE TITATBTS—bH%B</—RBAT Uy RICEREINTVWR L ZRT 2D

IS P7TSAT7VR/—ROBERT—R2R (7A4AV7EL) BRRSINET,
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DASHBOARD

ALERTS

Nasles

TENANTS N
View the list and status of sites and grid nodes.

LM

Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

BEEIER
StorageGRID OEIE

F—BEEY-NOREZIVT7LEY

F—BEY—/N (KMS) OREZIVTTBHE. 7TS5AT7 AT/ — REBESEHE
MCBEDET, KMS DEREZI VT TBRE. TTISA TV ADT—RIITLICHIRE
N, 77ECXTERLBDET, COT—RIFVANUTEEEA.

BELZHD

TIIATVRALETT— 22 RETIUENDHZHEIF. KMS DREZI VT I BRI, /—ROERZF
WEIBFIEZXRTIZH /—REo/O0-—Z=VIT2UhERHDFT,

@ KMSZ20 7938, PTTSATVRADT—EHTLRICHIREIN. 7I/EXTELLADF
To COT—RFVANITEZEE Ao

J— REEREL ICEFENST—4% StorageGRID DD / — RICFEENT 3 Lo

CDRATICDWT

TTIZ2AT7VRAKMS OFREZIZIVT7ITdE. /—RESENEMDCED, 7TSAT7R/—RE
StorageGRID # -1 kD KMS OFE L DEIDELEMITHERINE T, 2DE. 7T 517V ADT—2HH|
BREN. TTIATVREA VA M—ILEIOREDFFICHEDF T, COTOLRXEZTICRT LI TETFE
Ao

KMS OFREZI VT T2RENRDHD T,
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* TTZA47 >V X%ZRD StorageGRID & AT LICA YA R—ILT BHEIIC. KMS Z{ER LAV, FIERD
KMS ZfER 9 2aiIC.

@ B L KMS ¥—%FHY 5 StorageGRID AT LICT IS4 T7VR/—REBA VA —
LT 3FEIE. KMS DFREZ IV 7 LBEVWTLIEEL,

* KMS SBREDWEKDONTKMS F—% DV ANVESIUVBAI VA =ILTEFHRV/ —RE Y AN T BHEIIC.
KMS F—% ) AN)TEFH Ao
s BEFROYA CTURMERL TWeT I 54 72 X %R BHIIC.
c J—RBEILHIEME>TVWBR T TSA 7V ADERZFEILELEH E,
KMS %Z 2 1) 77 L T StorageGRID ¥ X7 LRDMD / — RICT—RZBENT BFIIC. 774

() 7 ROBREELLET. 7T51 7Y AOEBEELT BHICKMS 22U TT3E. 7
—ZAPEONBZTD. TTSATUIDEELR L BRZ008EEDHD F£9,

FIE
1. IS %H/E. 77547 AQAVE2a—FT4 27 A MO—5DIP 7RLZROWTNAZ AL
&9, +* https://Controller IP:8443%

[ Controller_IP" 1 |&. 3 2® StorageGRID v bT7—oZ0WshHh DIV Ea—FTr >4 - 2> b0
—Z (RAhL—=2 -2 bO=-5TIERW) ODIPT7RLRTY,

StorageGRID 7 754 7Y AA YA =S DHR—LR—=IHRRINE T,

2. Configure Hardware * > * Node Encryption * Z33R L £ 9
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

L g

@ KMS OFREZ V)7 I3E. TTSAT7 VR EDT—2WRLICHIFREINE T, CDT—
FIFVANITEFE A,

3. U4 YRIUDTET, *KMS ¥—%2 0 U7 LTT—XZHIBR* ZBRLFT,

4. KMS 0tz 2 U 7 L THRIEN R WIFE (L "*clear” ¥ AF1L TH'5 'Clear KMS Key and Delete Data
ZERLEY

39



A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

KMS BES{bF — & TARTDT—2H/ — R SHEIREN. 7TSA 7RV T—rLET, CDMIE
ICIE 20 PREDIDBIZEDHD £J,

S. JSUHZRAE. P7FIAT7VRADIAYEa—T4>J A O—ZDIPT7RELAOWVWTNAZASL
9, +* https://Controller IP:8443%

[ Controller_IP" 1 |&. 3 D® StorageGRID % kT —20oWFhHh DAY Ea—Fc >4 - a2 bO
—Z (RAFL=2 -2 FAO—-FTIERWL) ODIP7RLZRATY,

StorageGRID 7 7 Z5A 7V AA VA C—ZDR—LR—=—SHRREINEF T,

6. Configure Hardware * > * Node Encryption * Z 3R L £ 9,

7. ) — ROBEMAEMHIA>TVBI Y., HEU* F—EBY—N\OM * HLU * KMS F—LHIE * D
O hFO—LTHE— LEEBREOBHRAY « ¥ RN SHIBRINTVNS C r #RALET.

TISATYRATD/) — RESILOBA YA M—ILETIE. JUY RTO/—RESLZBEEEMICTS
CLIFTEFEEA,
T&
TIZ2AT7ZAN)T—=rL. KMSHIZUT7EINTA VA M=ILEIOREIZR>TVWB e 2R L5,
StorageGRID S AT LS T TS5A TV A EYIBMICERDON T ZENTETET, OFHHICOVLWTIE. UAN
JDEXYTF UV ADFIEZBRLTKESVWEA VYA N—IVHOT7 72547 0 2% %59 %,
BEE R R
StorageGRID DEIE
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