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Configuration

Configure your StorageGRID system.

Network Security System Monitoring Access control
Domain names Certificates Display options Audit and sysleg server Admin groups
High availability groups Key management server Grid options SNMP agent Admin users

Link cost Proxy settings 53 Object Lock Grid passwords
Load balancer endpoints Untrusted Client Networks Storage options Identity federation
Traffic classification Single sign-on

VLAN interfaces
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Maintenance

Perform maintenance procedures on your StorageGRID system.

Tasks System Network
Decommission License DNS servers
Expansion Recovery package Grid Network
Recovery Software update NTP servers

Object existence check

BRY
RFERICIFRDB DL E X

 ERFELERE RSN TVWAEWVWI Uy R/ —REY 1 hZHIBRLE T,

CFHLWIU Y R/ —REeYA SBT3 7 DHERNIE,

*BEVREELL/ —FOIRET—RDU X NTICERY S /N LIE,

y 3‘_7‘*‘/“17 FOBEIZ. AT T -ROEE (EEMETIIRS) ZERBTHLDICFIvIInZF

AT L

Nl

RITAIBERV AT LAY TFHF VAR TICIE. RDBHDHHD £,

* IRTED StorageGRID 12V ADFMZHERT2H. FILLW 12 R%E 7y FO—RFRLTVWET,

c UANIUNyT—JFERLTVET,

CBRLIETTISATUYARAT VINIIT7DT7yvTIL—R, Ry b7 1 wvP X, SANtricity OS V 7 ~
DI TDEHFHY. StorageGRID V7 I T 7 DEHERITIT Do

Yy hT—=7

KITTEBZRRY N T—=IO XA TFHIUREEIZIE. ROBDHHD X7,

* DNS ' —NDBEHREREL £
cJUy Ry FI—UTERINZ Y TRy b ERELE T
*NTP H—N\DBEHRZREL TVET,

FHRIEC B 5o
CAVTFURERBLET



*VANUNy =24 O0-RLEY
Ty R ZRRALEY

VIO T7ETYTIL—FTB

C VANV EXYTFUR

* SG6000 R bL—UFFSAT7 R

* SG5700 R L —UF7TFSA4T7 R

* SG5600 R bL—2TFSAT VR

HR—bXZa—
Support (HH—R) X=a—icid. FO=ALYE— FESZFLODRE RS TS 2—F 1 VI IR

DHFTLIVHRREINET, [TR—F ] XZa—IZE [Y=IL1E[T5—L] (LAY—) ©2D0D88
PHBODEY,

Support

If 2 problem occurs, use Support options to help technical support analyze and troubleshoot your system.

Tools Alarms (legacy)

AutoSupport Current alarms

Diagnostics Historical alarms

Grid topology Custom events

Logs Global alarms

Metrics Legacy email setup
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StorageGRID with 53 Object Lock setting enabled

StorageGRID 53 tenant
Bucket without Bucket with Bucket with S3 Object Lock
53 Object Lock 53 Object Lock and default retain-until-date
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retention settings
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application retention settings

A

Objects without
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BIER T3 CIdTEE A, e xlE. THFUYMADRA TS U MR RELILESTICHA L 2 ICHBET
FHRVES. StorageGRID [T M1 DX ML=/ —RIC2 DOFBAE—%ERLET. 1 k2 HE
FAAJREICA D . StorageGRID IIZDH A F THREARIE—%1EFL £ 9,

Two copies at two sites for Tenant A

Description: Applies only to Tenant A

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day 0
el Wl [
Site 2 M

Duration - Forewver

ILM RS —IC&kPBA TS bOFHEAE
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it later as required. Click Simulate to verify a saved policy using test
objects. When you are ready, click Acfivate to make this policy the active ILM policy for the grid.

Name Example LM policy

Reason for change MNew policy

Rules

1. Select the rules you want to add to the policy
2 Determine the order in which the rufes will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannot be moved.

I+ Select Rules .

Default | Rule Name Tenant Account Actions
- Rule 1: 3 replicated copies for Tenant A (% Tenant A (56889986524346589742) x
& Rule 2: Erasure coding for objects greater than 1 MB (8 — x
4 Rule 3: 2 copies 2 data centers (default) (8 — x

=3 [0
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B*I&. StorageGRID ¥ X T LNDZ L DEREICDOWVWT. BERT—RREHRELF T, BHYMEIF. JU v R
J—RZTE. b, BLUVT VY REEIOVWTNESINE T,

StorageGRID EB%id. 1)y RYR—C v DI F S EHRIGAATHERAINE T,
* *Nodes R— * | Nodes R—TJIIRRINBMEDNZ < |F StorageGRID B TY -, ( Prometheus 151Z
X/ —ROR=JICHRREINZET) o

T I—L* I BEHDNERINILEIWMEISET S . FEDEAELAILT StorageGRID 75 —L4 (L
A= ATL) A —CNET,

gy RbROZSYY—=* I BYEIZT )y R ROV ) —IZRRENET (* support * > * Tools * >
* Grid topology * ) o
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**Events* | YRATLARY NI BEODBENRY NT—UIT5—REDIS—PEE%R / — RIZEEER
LceZIC®8ELE Y,

[BitfE

BHYEDLR—BMINIX NI T 4= bR=XTITHON. 100% EECIFRO EEA. T—EXDI T v ol
CEENMRELILITVY R/ —RFOVELRFRRYE. —BORRTIIBIEDEFNKRONZ D HBD ET,

e, GEICHDBREEICED. BEDOLAR— MERICENDELZZEHHD FT, IFLACDBMEICDL
Tld. EFSINABEIZT—EDMBFET StorageGRID Y AT LAICKEEINE T, BN A TLTRAINS E
TICHEO DD BBED B D, IFIFFAEICIT o122 DORUEENERICIREINAVW L HD FT,

&5 R
CEBERC NI a—TaVT
* VI hEERBLUVEETS
* StorageGRID O R—r AT 3>z FERT 3

75— b eERBELUVEETS

77— ZXTLTIE. StorageGRID OERFICKE T 5MEZ. FLVRTUVA VX —
T RZ2BLUTHREL. FHMEIL. BRTBZZENTETEII,

~

Z— b2 X7 L&, StorageGRID Y R TLATRETZAEMDHIMEEERT2FERY—ILTY,

YR TIEEC T SISHADRBRARY M LT U A—SNET,

CurrentAlerts (BREDT7 S5— k) R—T ¥ Resolved Alerts (BERBEA T 5— k) R—=JIF. BES LU
BEDOEBEERTITBEOHDFENVRC TV VA —T T AR T, VAMI BLDT7S— 75— rJ
IW—TTY—FrTEEY, ILERIE. IRTOT7S5—r%2/—R /YA FTY—FLT. HED/—FRIC
HELTWAT7o—b2MEETEET, £, JIL—THOT7S5—bZRREITY—MLT. HEDT S
—FOBRFDAVRAVRAEZERTZEDHTETET,

BILBEOERDODT7Z— D1 DD E X—=JLICZT)IL—F{tEI . BRI EIBINE T, £/-. RALH
A TDEBDT7Z— D, REDT7 S — B XUVERBEADT Z— MR=JIZTI—TF LTERREINE
To 72— rIIN—T2RBRAEEIIWNTZE. ALXDT7 57— FORREIERTEZVIDEZDZENTE
x93, fcezld. D/ —RH T Unable to communicate with node * | 75— hZHEL TULIIES.
EEIND E X=JLIF1@FEITT. BEDT7S—MR=JICIFTIN—T LTRRINE T,

Current Alerts B Learn mare

View the current alerts affecting your StorageGRID system

¢ Group alerts Active v
Name I Severity LI Time triggered ¥ Site | Node 11 Status il Currentvalues
v i i 9 minutes ago (newest]
Unable to cor!1mun|z:a|e with na.de ) o O 2Msior go (i 1] 8 ikie
One or more services are unresponsive or cannot be reached by the metrics collection job. 19 minutes ago (oidest)
Low root disk capacity : 3 Disk space available: 2.00 GB
i 25 minutes ago Data Center 1/ DC1-51-99-51 Active .
The space available on the root disk is low. e g Total disk space: 21.00 GB
Expiration of rtificate for St API Endpoint:
e O slerver el n‘ polln ° ’ © Major 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate used for the storage AP| endpoints is about to expire
Expiration of rtificate for M it Interf:
aliaiiing slerver SER anagemeln 1 E_Ice : Minor 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 30
The server certificate used for the management interface is about to expire.
¥ Low installed node memoi a day ago (newest)
. v . €3 8 Critical ve : 2 Active
The amount of installed memory on a node is low.

a day ago (oldest}
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* 77— M BEORBZ LDIRRICIBETETEL SIS DO TVEEICHBAIMERINE I, 7
S—hEBRICIE. EZRITZ/—REYA MIBT2FHM. 75— bOERE. 77— MIL—ILA R
A—EINHKZ. BXU07 57— MIEET 3HEROREOENZTENT T,

c V- I* EX—ILBHBLIVREDT 7 — FBLUBREST 77— FOR—JIZRREINZT7S—KJ X
NI TI—EBRTDICHOHERININUAGEZRELEF T, NSO AEICIE.
StorageGRID DIZATIADEE) VIDNEENTVEZZEHZL. EDFERBR NS T a—Ta >
JEFIEHEBDOIFTTTIEALYTLLBR>TVWET,

Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert & )

Recommended actions

Site / Node
Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2/ DC2-51-93-56
the threshold value for the major alert to determine the default minimum requirement -
for a StorageGRID node. Severity
€3 Ciitical
See the instructions for your platform:
) ) Total RAM size
s YMware installation 538 GB
+ Red Hat Enterprise Linux or CentOS installation
Condition

= Ubuntu or Debian installation View conditions | Edit rule 8

Time triggered
2019-07-1517:07-41 MDT (2078-07-15 23:07.41 UTC)

Close

WRDT Z—LYATLIBELEENE LTce COTI—LYATLDA-HFAYEZ—TITAR
(D) cAPIE 5BOUU—XTHRINBTFETT. 75— PO RTLICEAEEAY Y Mhd
0. ELPT<BOTUET,

— hDEE

FTARTOD StorageGRID I—HH 75— b ZRRTET XTI, RootAccess MR X 713 Manage Alerts HEEH &%
38 RDOLSIZT7 53— b 2BEBTZCHTEFET,
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* HBT7 7OV DD DEREDENZ —HNIIFLT ZHRENHZHZEIE. FEDTI— M-Iz
BBIC—EMET ALY MEITB TN TEE I, 77— bIL—ILd. Uy FeE B—H1 b Tk
WBE—/—RFTHAL Y METEET,

*BBISGLTT 7N EDT7 I —MIL—IILZRETEE T, 77— ML—ILIBRLICEMICTE I D,
UG- CHEZEETSEHTEET,

s BIEBICIO LB EDREENRICARILDTS— FIL—ILEZER L T, HBOWNU A EZIRHETEX
To DRAZLTS— b OEBEEZEETDICIE. 7)Y REEAPIDEELIS 3 Y THEHRATES
Prometheus $812% R L TR EIER L £,

T2 ZIERDORTIE. HB/—RICBEHINT-RAM DEEH 24 . 000. 000. 000 /N + (24GB)
KB THIHGRICTI— MDA MIA—CTNET,



node memory MemTotal < 24000000000

BEIEEHR
BRI TN a—FT1>0

SNMP |[C K 2B {FEHT 3

BEry b7—oBFEB7ON3)L (SNMP) %A L T StorageGRID #8489 3158
i JU Y RIYR—C v 2 FERALTSNMP I—Y Y FERETEE T,

% StorageGRID / — Fid. BEEBHRAR—X (MIB) ZEMH TS SNMP T M RTEFT—EVERET
L &9, StorageGRID D MIB ICld. 77— b B LV T75—LDT—TILELVBHEERDZENTUVET,
& StorageGRID / —RIEMIB-l # 7z 7 bDH Ty bHHR—FLTVET,

BHlE. IRTD/ —KRTSNMP B EZNICHR>TUVWET, SNMPIT—S1 Y RERETRE. TARTO
StorageGRID / — RICEILERENBBHINE T,

StorageGRID SNMP T—Y x> k. 3 D2DON—2 3O SNMP O EFTARTHR—MLET, T—
STV hE. JIVICH L THRARDERMB 772X %BH L. XD 2BED ARy hAR— BN %= E1E
SRATLICEETEET,

RSy T E BEVATLAICELZEREDEEZEVBL LBWSNMP T—U 2V MIK > TEETNZE
HTYo by Tid. 75— RUH—INTWVWSBRY. StorageGRID ATHESHDREBEHNEE L
CCEBEBIRATLICEBMT3OICERAINE T, v TIE. SNMP D 3 DD/N—2 3> §ARTT
HR—FINTVETD,

* *informs * IE b Sy FICBUTVWETH, BES AT LD SOEERENUBETT, SNMPIT— 12 A
—ERBRICERIGEERE LA 2 5E. BERNEEZRET N, FEABEITEISEYT 5 £ T, BH
EFEHEELFIT, 127 4—LIiF SNMPv2c KT SNMPV3 THR—MENFE T,

bSy TEMELVA 27— LBRIE. ROBEISEEINFT T,
* TIFNSERBARRZLDT 57— MIWTNHDERELANILTRIA—SNET, 75— D SNMP

BRZELETBICIE. VS —hDOYA LUV RZRETIHEDHD T, 75— MBI, BERXEEL
LTRESNIEE/ — RO SXEINETT,

*HEDT I —L (EREDRXTL) 13 FBELLERELANLULETRUA-SNET,

C) SNMP @HlIE. IRTDTS—LEFLIZFIARTDTS—LEREICODVWTEESINZDIT
TlEH O £ A

* BEER

cBEHL ST a—Fa Y

BEEX - EHESRLEY

BEBEXvt—Tld. StorageGRID & 2 7 LADFFMEERR R Z BREICIEE I 3 70(121%

UbET, BEBEOJZFEALT. MO TN a—T1 VTP NT =XV XDFE
mzTo2EhTEFT,
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BEDYXTLERAR. §ARTO StorageGRID H—E R IXDEEX vt —SF#EBRLET,
c DATLEEAYvE—JF. BEECATLEER. JUY R/ —RORE. AT LEEKDRAVT7 VT«
EFaq. BLUOHF—EZRNY I Ty TRIBICEEL X T,

ATV RIARL—CDEBEAYE—JF ATz OB THTAHL. VY R/ —RH551)
W R/ —RADEX, &R Y. StorageGRID DA TV U bR BIBICEHEL £ 95

*ISAT Y RHRANMD | EZTAAEEX -2 S3EESWIt V54T N T TV =23 0h A
T2 7 DN, BE. FTEHAHLOERZITO ESICEERINE I,

c BIHEER X v —Jlid. BIEAPI W TR A —HERINEFEINET,

EEEB/—RT. BEEXYE—IWTF RN T 7MIIICERESINE T, Eﬁﬁ?ﬁﬁh_ti\ TIOT4TT7AIL (
auditlog) . EMESNBEOEEOINEENTUVET, I5IC JU Y FROE/ — R Tl —EDE
EXvtE—ohO0—A)Aas 7 74)L (localauditlog ) L%‘ﬂﬂ*hi?o

EEOTADT I RZEBEICTEI-0ICIE. NFS £ CIFS OEAICDWVWTISA 7Y EhSEBFEHEEAD
TOEIXEHRELET (CIFSIZEL) . BIE/ —ROOATYVRSAVHLSEEEEOI I 71ILICT IR
TBHREHTETXT,

REBIZGEL T, B/ —ReO—A)L/ —RICEMETN TV S EEIBHR%E NEB syslog —NICEKEFET B &
HNTEET, A syslog —N%ZFERATI . BEEBFBROEEPRY NT—TU 5T 4 ‘/70)|’=]'J,}'273‘4§%L_
BODET, #BBLTIKIETVEEXA Y-V X OO EREZHRELET #BRBL TS

EEOJ 770, BEEXvE—C0FR. BEEXvE—C0EE. ZBckU EXvE—C% DS 3700
YV—ILOFEMRICOWTIE, EBBLTLKIESVWEEA v —Y0FE, EBEIVSAT7Y NTIEADRER
EICDOWTIE, ZBBLTIKIESVWEEISAT7 U7 REEHRELE D,

FEIER
cBEBEOJZHRLET
* StorageGRID DEIE

ATF U ReRmLET

StorageGRID ¥ X T L RFDIREIZHRSE . IRWICKITTEHDIC. TEIFEFHRXY
TFUXFIEERITLE T, Grid Manager ICIE. XV TFH YRR ERTT3 70
AEZETZYV=INeA T aryhHBEESTNTWS,

VI RNITTDEH

Grid Manager @ Software Update XR—Z Tl XD 3BEDY 7 bV T 7EHEHRTTETE T,
* StorageGRID VYV 7 b7z 707y TSI L—R
* StorageGRID Ry k714w R
* SANtricity OS D 7w I L —R

StorageGRID ¥V 7 bz 7D 7w I L—R

# L L) StorageGRID #8E) ) — XD R ABAREIC R o Fc e ElE. VI NI T T7 v I L —RR=JDIERIC
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StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.
When the primary Admin Node is updated, services are stopped and restarted. Connectivity might be interrupted until the services

are back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase @

RYNTaw I RS RINCTSARVER ) — RISBRAINET, €DK, StorageGRID ¥ X7 LKRDY
RTO/—RFRTRILY 7D T7N=2a3ohRITEINBZET, DT )Y R/ —FRADKRY b T4 v I XD
BREZERTIVELNHDFT, BLADITVY R/ =R, Uy R/ —RDIIL—TF FFITRTDI Y
F/—FZBRL T ZRBEFZHREZIAITETET,

FHLWOUN=23 DRy b T4 v I RTE2TIRTOI Uy R/ —RHEHFEINEITH K

@ YTy I XADRBOEERABTN. BEDXATD/ —ROFEDT—EXICLHEELRE
WBEDRHD XS, IcezlE. H3RKYy bT1v I XD AbL—Y/—FEDLDRY—EZX
ICLAEELABWVEEDHD T,

SANtricity OS ® 7w o L —R

AL=7F2AT7ADA ML= b O—-SHEYICHBEL R WEEIE. 0> bO— > SANtricity
OSYIrIIT7DT7YTITL—RHBRBERBZZeHHD FT, SANtricity OS 7 71 )L %Z StorageGRID
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ATLDTSATIEER/—RIC7yFO—RL. GridManager h'57 v oL —REBREATEEXY,

LR @ SANtricity R— Tk, SANtricity OS 7w U L—R 77L& 7y 7O—RTEXT,

SANtricity OS

Use this procedure to upgrade the SANricity 05 software [controller firmware] on the storage contraliers in your storage appliances,

L. Download the SAMtricity 05 version that is compatible with the storage controllers. If you use different appliance models, repeat these steps for each model.

2. Canfirm the storage controllers are Mominal (NODES > applionce node > Hardware) and ready to upgrade,

1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded one at a time
During the upgrade, a health check s perdformed and valid NVSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take
up-ta 30 minutes for each appliance,

4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes Later,

SANtricity 05 Upgrade File

SANtricity 05 Upgrade File @ Browse

Passphrase

Provisioning Passphrase @

TNy FO—RLIcHE. BRODRX ML=/ = RERIFIRTO/ —FTT v T L—RZHEET
TEJ, /—FZBERNICERTET 3D, 7y TIL—FORTDa— I zBHBICRETEE I, 7vTT
L—FRAIC/—RZERITDE. YATLICE > TNILRAF Ty IRERITEN, /—FICBRATE 358137
wITL—RPA VR b=ILEhE T,

HERFIE

StorageGRID ¥ XA 7T LA%XHERT BICIEF. A ML=/ —RICAML—=URY a—L%BMYT 5D BEFEOH
ARZHFLWIUY R/ —REEBMTED. FiLLWTr—2E>2—4%1 bZEMLEXY. SG6060% 7=
IFSG6060XRA ML =S T FSA TV RZERBTEZRA ML=/ —RBEHZ5E1F. IR TILT7E1EETE
IF28EBML T/ —RFRDR ML —CREZ2BEIIIMBICTZEHTEET,

WERISIRED S X T LDMEBZHHE FTICRITTETE T, /—RELRBY A P ZEMTZESIE. ETHLL
J—FZBAL. EDQHLIZT )Y ROYERR—IH SHERFIE 2EITLE T,
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Grid Expansion

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recavery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system.
1. Installing Gnd Modes In Progress
Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

reh Q

Name It Site It Grid Network IPv4 Address ~ Progress If Stage it
DC2-ADM1-184 Site A 172.17.3.184/21 i b Waiting for NTP to synchronize

DC2-51-185 Site A 172.17.3.185/21 [ Waiting for Dynamic IP Senice peers
DC2-52-186 Site A 172.17.3.186/21 I i Waiting for NTP to synchronize

DC2-53-187 Site A 17217318721 i Waiting for NTP to synchronize

DC2-54-188 Site A 172.17.3.188/21 " Waiting for Dynamic IP Senice peers
DC2-ARC1-189 Site A 172.97:3.18921 |_'I Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new gnd node’s certificates to the StorageGRID system. Pending
4. Starting senvices on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

J =Rk AN FE

gy R/—ROBRER. N—Foxz7, Rt ARXL—FTo VI XT L FFV T ET T T7OREIC
LoTED/ —RFHEELABLC B 21D BEMEIMETLIEGSICEET S HDET,

gy R/—=RDOVANVFIBEZ. VY R/ —FHREIALEINTWVWE TSV b Tr—LE EDT VY R/
—RFDRATICE>TERBDET, JUVY R/ —FDRATIEI. BEICSHENDH B U AN FIEH
HOET, BER. BEIVYR/ —ROT—RETETBLITRFL. BE/ —RZEBEEEHHEL. UA
NIR=D=ERLTRHEA/ —FZ2REL. /—FDT—2Z2)XLT7LET,

fce i RO7O0—-Fv— b, BEE/ - FTEEVEELIBEOVANVBFIE ZRLTVET,
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to

configure the Admin Node.

Restore the audit log.

Reset the preferred sender.

Restore the Admin Node
database.
Restore Prometheus metrics.
ERELEFIE

Ty R/ —=RFERIET—2E> 22— b2{k%Z StorageGRID > AT LD ZLICHIRTEF X9,
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Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
Q
Name v Site It Type It HasADC lT Health Decommission Possible
DC1-ADML Data Center 1 Admin Node ) :st E:r;igﬁmm Node decommissioning is
DCL-ARCL Data Center 1 Archive Node ) ?fpgﬂe‘;e Hades decommissisning & ot
[J ocrer Data Center 1 API Gateway Node (V]
DC1-51 Data Center 1 Storage Node Yes o 2';;:;; zit;ei:it::;éiq;i;fii::i Silile
DC1-52 Data Center 1 Storage Node Yes o 2;;:;;2 ii?;?;:;{;zq;;i:;i::i R
DC1-53 Data Center 1 Storage Node Yes () g;;'; zitgeii::::;q;i::ii:;”i pimum of 3
|:| DC1-54 Data Center 1 Storage Node No 0
D DC2-ADM1 Data Center 2 Admin Node 0
DC2-51 Data Center 2 Storage Node Yes 0 :toolrzi;i zz‘:ecsiit;:jgiq;irr;::i ARk

Grid Manager DZ2FELEY 1 bR—JZFERL TH A FEHIBRTE X9, ERINLY 1A FOERFELET
& EBRY A FHHIBRESH. T—EADFRERBINE T, UiShizH 1 FOERGFELELEBICE > TEENREL
7= EHAEIR I E TH. T—RIFFEREFIN FEDecommission Site 7« H'— R Tld. ¥+ FDEFEIR, o
FROEMDORT. ILM AR O —DHET. ILMIIL—ILH' 5D 1 FBEOEIR. LU/ —ROREDHERD
TOERERITTEET,
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remove ILM Resolve Node Monitor
Policy References Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity @ Decommission Possible
Raleigh 3.93 MB
Sunnyvale 3.97 MB
Vancouver 3.90 MB Ma. This site contains the primary Admin Mode.
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Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Downloead the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe. secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used to obtain data from the StorageGRID system.

Provisioning Passphrase senend

Start Download

DANINY T =T 72T O—RLTCAYT YUY ERBBATER L EERLIZ5. 2 D00RER
BFRICUANI N T —ST 70 )L IE—LE T,

@ DANINYTr—2T 74 )LICIE StorageGRID & X7 LD T—RZEIE T 31O DEESF —
ENRT—RHAFENTVE O, BRIRETIHNELNHD FT,

ESPEN
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AutoSupport (& Grid Manager ( * support * > * Tools * > * AutoSupport * ) ZFEHLTHRELEFT, *
AutoSupport * | R=JICIE. *BRE*C*BER* D2 202 THHHFT,

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to aflow proactive monitoring
and froubleshooting. SterageGRID AutoSupport also enables ihe use of Active |1Q for prediclive recommendations.

Settings Results

Protocol Details

Protocol @ ® HTTPS HTTP i SMTP
MNetApp Support Certificate Validation @ Use NetApp support certificate Y

AutoSuppeort Details

Enable Weekly AutoSupport @ il
Enable Event-Triggered AutoSupport @ [+
Enable AutoSupport on Demand &

Software Updates

Check for software updates @ I

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ ‘ Send User-Triggered AutoSupport
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The AutoSuppoart feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

Xyt—J%FCTHL AutoSupport MENREFEFTH-oTH. FI3U9HF vy ahoUT7EINBZETIE
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& A =DC1 Log Start Time 9021-12-03 .;i; : _:,j MST
@ [ ] DC1-ADM1
" I:I e Log End Time 2021 1203 ;} : _:: MST
@ [ bci-s1 e L
@ [ ] DC1-s2
@ []oc1-s3 Log Types Application Logs [ ] Network Trace
@ [ | DC1-54 [] Audit Logs [ ] Prometheus Database
@ A [ DC2
) E] DC2-ADM1 Notes
) D DC2-G1
© M3 DC2-s1
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® D DB Provisioning
Passphrase nasmeaen

Sz ER L T2z 21T
M DS IS a—T4 YT TlE. TUVZHILHER—F AL T StorageGRID & X 7 LDFFMAARIBIZEC

JS57%WRITBHENTETET, oo BREADZHI T ZEITL T, StorageGRID ¥ R T LDF—
DEZ7O7 0T« JICFHAT 58 HTETFT,

EEER—-
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Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended far use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus

Prometheus is an cpen-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

* hitps://

Grafana

/metrics/graph

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain

graphs of important metric values over time,

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Network Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC- ADE

EC - Chunk Service

EC Overview

Grid

ILM

Identity Service Overview
Ingests

Node

MNode (Internal Use)

OSL - AsynclO

Platform Services Commits
Platform Services Overview
Platform Services Processing

Replicated Read Path Qverview

S3-Node

S3 Owverview

S3 Select

Site

Support

Traces

Traffic Classification Policy
Usage Processing

Virtual Memory (vmstat)

0

Metrics R— @ Prometheus £ >3 >0 VU %FHT % . StorageGRID $IEIZDIREDEEZ B L.

DIEDHRZT 57 THIBTEE I,
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O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ ZHIIC private B'& £ N2 IEEITIHNEBERTY, StorageGRID D) —X T ICFERLKEE
TNB3TEHHDET,

Remove Graph

Metrics R—2 D Grafana o> 3 >N >0z ERT 5 . FEDFB L £ HIC StorageGRID 512D T
THEESUEBEBADH Y a2 R—RICTIVERTEET,

42



BB Site~- B2

"Data Center 1" =

4.0 Mbps
3.0 Mbp=

2.0 Mbps 1

I

1.0 Mbps
Obps
827 B/2720:00 B/2722:00 8/2300:00

== Received == Sent

Storage Used - Object Data

75.00%
50.00%
25.00%

0%

20:00 D0:00 04:00
= Used (]

T 20:00 22:00 00:00

== Objects queued (from dient operations)

Diagnostics (F2#f) R—

| I A
TR

€ ZoomOutr » (@ Last24 hours

Network Traffic

£/22 08:00

Storage Used - Object Metadata
100.(

75.00%

50.00%:

25.00%

0%
00:00 04:00 16:00

= Used (%)

ILM Queue

06:00 08:00 10:00 2 16:00

Diagnostics (52H) RXR—TTld. U v FOREDOKEICH L THFICBEINEHF v o0y b
EEIINET, COFTIE. IARTOEZHDXT—4 X|E Normal T,

43



Diagnostics
This page performs a zet of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

* Cassandra blocked task queue too large v
* Cassandra commit log latency v
* Cassandra commit log queue depth v
* Cassandra compaction gueue too large v

B e i i ™ e P e e e T T g o e
BEDEZMEI v I T3, ZHEZDREDERODFMAINRRINET,

CDHITIE. StorageGRID ¥ 2T LD ITANTD ./ —RDIRED CPU FIARARRIINATUVE T, §ART
D) —RDENEEEZEED LETVMEZ FE->TWET0. ZHOLEM BRI T—4 X TEE] T,

CPU utilization A~

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, accass the Node Grafana dashboard.

Status Mormal
Prometheus sum by {instance) (sum by {instance, mode) (irate(node_cpu_seconds_total{mode!="idle™}[5m])) / count by
query (instance, mode)({node_cpu_seconds_total{mode!="idle"}})

View in Prometheus (8

Thresholds Attention == T75%
© Caution =>=95%

Instance 1T CPuU Utilization 11

Status ~
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-81 8.708%
DC1-52 8.142%
DC1-83 9.669%
DC2-ADMA 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-82 5.000%
DC2-53 10.469%
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