StorageGRID O'E1E
StorageGRID

NetApp
October 03, 2025

This PDF was generated from https://docs.netapp.com/ja-jp/storagegrid-116/admin/index.html on October
03, 2025. Always check docs.netapp.com for the latest.



=P/

StorageGRID DEIE 1
StorageGRID NEIE : #1E 1
CNS5DOFEICOVT 1
EEZBAT 801 1
StorageGRID OFIBAZRMBLEL &5 1
Web 7S5 0EM 1
Grid Manager (CH A >1 > LFET 2
Grid Manager h'5H 1 > 7o R LET S
NRT—REZBELEY 6
TSty avDRA LTI NEEBELEY 7
StorageGRID 1 >V XIEHRERTLET 8
StorageGRID 1V RIEHRZFFH L £ 9
APl ZfERALEY 9
StorageGRID AD 7 7 2z 4L 7 30
7OESI=ZVINRTL—X%EZEELEXY 30
J—ROaAYY—ILINRT—REZBLET 32
T7ATI4+—ILICE BT U1 XDHIH 34
TATYTA4 T4 7TTL—>a>vaFERTS 35
BIEEJIN—T2EETD 40
APl THBEZIET7 O T T1LLE T 46
1—HZEELEY 47
SYHNYA YA (SSO) %EM o1
TFXa2VTAREZEIELEFT 78
IEREZEELEY 78
F—EBY - NZRE 110
TOFREXBEELET 139
BEINTVWAVWISA TRy ND—0%EETS 142
FFYREERBLET 144
TFYREERBLET 144
FFYRTAYY CEERT B 146
FFYbOO—A) root I—HFDINZAT—REZELET 151
FFYNTAYY N ERELET 152
FFYRTHYY R EYIRT S 155
TS5y R I4—LY—EXREEEBLET 155
FFURTHIYRA®DS3 Select #ERLET 164
S3ELUSWIft ySA TV MERERELET 165
S3BELUV SWift 75147V MEFICDOWT 165
Summary : 73547 MERDOIP 7 RLAER— K 166

VLAN A 42— A R %ERELEFT 168



NATRAZEVTaIIN—TEEEBLET 173

BRESHMOER 185
S3API TV RRA Y hD R XA VR%ERE 196
ISAT7 Y MNBETHTTP ZBMICLET 198
EDV AT MUIBZFRT5D ZHHLFT 199
Fy b= EGEZEELEY 200
StorageGRID % T —UDHA RS1 > 200
P7RLZAERRLET 202
EETLSHEHRTHR— I BZES 203
Fy NI —VERRDESILZEET S 204
NS T4 v IRERS—%ZBELET 205
D> AR ZEBLET 218
AutoSupport ZfER L £ 9 221
AutoSupport & & 221
AutoSupport ZFHEL £9 222
AutoSupport X vt —S%FHTRUH—F3 228
AutoSupport Xt —SD RTINS a—FT0 20 %ITS 228

E > 1) —X AutoSupport X v+t — % StorageGRID ZH TEET 3 230
ARL—=/—RZEELEY 234
A=/ —ROEEIZDOWVWT 234
AbL—=Y/—FREi& 234
AbL=F 73 EBELEY 238
ATV MAET—ERANL—C%ZEETS 243
BNA IS0 O/ O—NILERERITVET 250
A=Y/ —REE 254
A=/ =RV 2IEWVCE ST TDOER 258
B/ —FrZEIETS 258
BIE/— Rl 258
BHOEER/ —REERTS 259
TOARVER/—RERELET 260
BAEXEEZEIRLET 261
BHIDRT—RALFa—%2RTFLET 262
B/ —RICLBEREAT T —LDFRT RO T L) 263
BEEISATVNTFTIOERAEZRELET 264
—hAa47/—FZBELZET 280
—ha7/—kRri& 280
S3API ZERALTIZIRICT—HAATLET 282
TSM ERILT T 7RETDT—FANDT7—HA17 288
—7347/_ ROFAHLEREZITVWET 294
—hA4T/—RDOL TV r—> a3 RELET 294

—HAT /) —RRADAREILTS—LZRELET 296



Tivoli Storage Manager & L £ 9

F — A& % StorageGRID |C#1T
StorageGRID ¥ X 7 LDBE%* FEER
BITT—2DO MRS —ERELET
BIIHIBICRIFTRE
T—RBITORT S 12— I)LERE &R

296
303
303
303
304
304



StorageGRID D EIE

StorageGRID O EIE : HIE

UTFDOFIEICHRE>T. StorageGRID S AT LEHRESLUVEELF T,
CNHSDFIEICDOWVT

MTOFIETIE. Grid Manager Z A LTI IL—TeA—HEREL. S3HLUSWIt 9S4 T T
Vir—2a>TAITO TV FOBRETRAE LZHI 23T N7 HU Y 2B T 2 A4
StorageGRID v kT —2U DHRTE L EE. AutoSupport DFRE. / — RBEDBEBLREZTO>HEICOVWT
AL £9,

C CCiHFAYI 2 FIEIL. StorageGRID ¥ X T LDA VX h—LEICKE. BIE. BLUHKR— FEITS M
BHEZHRRELTVWET,

ERZRIm Y aIlC

* StorageGRID ¥ 2 7 LICEET 2 —fRIVAFIEAKNE T,

*Linux DX YR TI. X2 b T—0 HY—NN—RIx7Dty b 7w TEHREICDWVWT. LUV
BOANETT,

StorageGRID OF|A=ZRIELEL & D

Web 7 S OEH
HR—FINTWS Web TS50 FERTINENRHD T,

Web 757 H$R— R SNBRAN—V 3>
Google Chrome 96
Microsoft Edge Di7& 96
Mozilla Firefox 94

TS0 RUDIRZHESNBEICRE LTI,

A AV O] Eot)L
&/ ( Minimum ) 1024

255 1280



Grid Manager (CT 1> > LEXT

Grid Manager DY A >4 U R—=JICTFIELRATBICIE. HR—bETNTWLWS Web 75
THOT RLIAN—ICER/ — ROTLEMi R X1 >% (FQDN) H7oidIP 7 RL 2R
ZANLFET,
MHEIRHD

cOJAYVILTUIYILDKRETT,

* Grid Manager ® URL "B ETY,

*ZFERALTWVWS TR—FENTWS Web 757,

*Web 75 UHTOYER—DBMIB>TVIHENRHD £,

*REDT IV RERNMBETT,
CDRAZIZDWT

% StorageGRID X T LICIE. 1 D2DTFZARIVER/ —Re. FEODHOTSATIUANDEIE ./ — KD
BEENTVEYT, FEDEE/—RFRTH VY RIR—=J¥ICH1 1> LT, StorageGRID ¥ X7 L%ZEIE
TEEY, 2L, B/ —RIFFo7<KBEILEWVLSDITTIEHD £t A

c HBEE/—RTERITINLT 7 —LDHERINE (RO AT L) IFMOEIE/—RIZIFOE—CNZF
Bho TDIH. FBE/ —RTT7S5—LICDVWTERBBRIRTINBZETREELHD £,
c —BEDA>TFURAFIEIFZ. TTATVEE/ —RTLHAERITTEXHEA,
B/ —RHBNATRAZEYT 1 (HA) JIL—FICEENTUVWBRIEEIE. HATIL—TDREIP 7KL
AFLIIMREBIP 7 RLRICRVEY T ENZTLEM X1 V22 EALTERLE T, 751X VEER/
—RRMERATERVBEERVWT T SATIEE/ —RLEDF )y K Manager IC7 98X §35K5. 7510
RUBEB /) —REZITIL—TDTSAIVAEA—T AR L TCEIRTZBELHD X,
FE
1. HR—rINTWVWE Web TSI H%ZREILE T,
2. 75907 KL ZX/N—IC. Grid Manager ® URL Z# AL 9,

https://FQDN_or_Admin_Node_IPI

C C T "fqdn_or_Admin_Node_IP |3 ' IR/ — FDTLEM R XAV RELEIP T RLX HBWIE
B/—ROHAZIL—FOREIP 7RLZXTY

HTTPS (443) DIZ%R— MUNDAR— kT Grid Manager IC7 7t X 3HREBENH BIFE1F. XD L
SICAAALET, T _FQDN_or ADMIN. NETWORK_ IP | ISREBEIR X1 & F/ldIPT7RL
A, Tport) IFR—FE ST,

https://[FQDN_or_Admin_Node_IP:port/*

B X aVTAEENRTIINIBEEIF. TZTVHFDA VA =)L T —REFERHLTABEZ I VI b
—ILLEY (2BR) tFXxaUFciHZEICO0T0)
4. Grid Manager ICH1>1 > LE T,

° StorageGRID Y X T LTI VI ILYA VA > (SSO) HMERTNTULWARWEEIE. ROFIE%EET
LF¥d,



i. Grid Manager DA—HRENZAT—RZ AL EF T,
i. T >a>) #&8RLET,

StorageGRID® Grid Manager

Username

Password

NetApp

Sign in

° StorageGRID & X7 LT SSO WEMICHE->TED. COTSTHTHHTURLICTIVER LGS
& XOFIEZRITLET,

i T 1Y) ZBRLET, [7HIYRID) T4 —ILRIZEHDEFICTEET,

StorageGRID® Sign in

Ac{: Du Ht |D I_lI_lI_lI_lI_lI_lI_lI_lI_lI_lI_lI_lI_II_II_II_II_II_II_II_I

For Grd Manager, leave this field blank.

NetApp’

Sign in

i. $BEED SSO B+ VA >VR—JSTIEBEDSSO VLTI vILEZANALET, fl:

Sign in with your organizational account

someone@example.com

|:‘ass-.x-'t:| rd




° StorageGRID > X7 LT SSO BEMICHE>TED. Grid Manager £7-1&T77F > b7 AT > ML
ICT7 VAL HB35HEE. ROFIEZEITLET,

L ROWTNHZRITLET,
= I'*0*1 (GridManager D7AT>kID) ZAAL. T*Ha>1> ) ZFRLET,

" BADT ATV D) XM * Grid Manager * RSN TWVWRHEEIF. * Y1 a2 *%&
RLZET,

StorageGRID® Sign in

Recent l Grid Manager 3!

Account ID O

NetApp'

i. $FED SSO A VA UR—STEEFBALTVWESSO VLTI vILaFERLTYA 1L
F9, 1212938 By akh— RHEENT Grid Manager D7 R—LAR—IDHRRINF
To RARSTNBBRICOVWTIE. ZBBLTLKIETVWA Y Y aR—RERRLET,

M NetApp | StorageGRID Grid Manager Search by page title Q @~ ARootw
DASHBOARD

ALERTS & DaShboard

Current

Resolved Health @ Available Storage @

Silences @

Rules Overall B DataCenterl H

Email setup

NODES Recently resolved alerts (4)  Licenze

TENANTS

Information Lifecycle Management (ILM) 9 DataCenterz &
LM
CONFIGURATION Awaiting - Client 0 objects _i

Awaiting - Evaluation Rate 0 objects [ second i ] 31 TB

MAINTENANCE Scan Period - Estimated 0 seconds =
SUPPORT DataCenter3 H

Protocol Operations @

Free

S3rate 0 operations / second =

Swift rate 0 operations / second B

S. HIDEEB/ — RICHA V1T 2B ROFIEZRITLET,


https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/viewing-dashboard.html

T3y
SSO M E®ICHE > TULELY

SSO B EMTY

E e E:

FIE

a. Jo2UHDTRLIN—IC. OEER/ — ROT2EH X1 >
BELIFIPTRFLRZASAILET, BBICGLTR—-+ESZ
EMLET,

b. Grid Manager D 1—HRHE/NZAT—RZANDLE T,
c. a1y ZBRLET,

TZ20FDT7RELIN=IC. HOEE/ —FOFTREEHM A1 V&R
T IPT7RLRZANDLET,

1 DD’/ —RICHYA2 12 LT BEYA A2 LR THit
DB’/ —RIZTIEATEET, IfZL. SSO v a vHHAR
PNl e, L7202 vIILOBANZRODENET,

* ¥ . SSO IFHIFR S N7z Grid Manager R— F TIAERATT £
ho A—FES VTN A VA TRIETBHAR. 77 4L b
D HTTPS R— b (443) ZERITILENHD T,

C TFPAT IA—ILICE BT I7EXDF|H

CUVINTA U F U ERELET
*BEEIIN-TZ2EETS

CNATRAZEVTAIN—T2EELET

*TFHFIUNTAVY b ERTS
cBERCNSITIIN a—FTaY

Grid Manager 51> 7O MLET

Grid Manager DERMNTT L7656, 1> 7T LT, #EERDBWLWI—HH
StorageGRID ' AT LICT VEATEBWVWELDICTIHMERHDF T, TZ7HDI Y
F—DHREICE>TIE. TF7ITIHFEFALCLTHIRATLDSY AT T EETNEVHEED

HOEY,

FIE
1. BEEDI—HRBZERLET,

Change Password

Sign Out



https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html

2. THA>T7 bl 2BRLED,

A=
SSO I¥MFHAINTVEHA

SSOMEBEMTY

BB

C VI A U F U ERELET

*TFHFIUNTAVY b ERTS

INAT—RZZBELEXY

B
BB/ —FDSHA2TIREINET,

Grid Manager D1 >4 O R—=IHRRINZE
ER

CE I CEROBE/ NI LIS
BB/ ST AUTIRNTBIRENDHD
9,

FOOELALTWEIRTOER/ — o127
7 hENZFT, StorageGRID DA A2 R—2
HRERINZE T, Grid Manager |&. [Recent
Accounts] * ROy FHIVICT 74 b LT
RS, [AccountID] 71 —J)LRIZIF 0 ERRE
nE9,

* 7 SSO HEXT Tenant Manager |ICHH
VA4V LTWBE5EIE. SSOMSHA>TY
NITBEDICTFHFYRNThOY D BB
TIORTIRERHD £,

Grid Manager DO— AL A—HFIFBRDNAT—RZZETETF I,

BERHD

ZfEA L T Grid Manager ICH 11> LET HR—FENTWLWS Web 7571,

CDRRAIICDWT

JIxFL—7v RI—H¥ LT StorageGRID ICH 1 >1>F3HBAE. £l IIL+1>4> (SSO)
HEMICE>TWVWSIFEIE. Grid Manager T/NAT—REZZETEFH A, K DI, Active Directory ¥
OpenLDAP BREDAZIBID V—RATNRAT—RZZEETIRENHD XY,

FIE

1. Grid Manager D\ & —T. *_yourname_*>* Change password * Z:#iRL £ 9,

2 RIEDODNAT—RZADLET,
S FHLLWNRTD—READLET,

NZAT—=FRIF8XFUL 2 XFUTICTRIHENDHD T, NRT— FTRAXFENIXFHERIETN

£,


https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/tenant/index.html

4 FHLWINRT—RELHLS—EANLET,
S. [R7F (Save) (%Z&ERLZEJ,

TS0y a > DEA LTI ZEBLEY

Grid Manager 1—4 ¥ Tenant Manager 1—HH—EHAREET U T« TR > T2/ EIC
AT IORTRINESHZHIETEET,

MERHD
* ZfEHA L T Grid Manager (CH 1 >1 > LEd HR—rENTWL5 Web 751,

*BEDT It AERNBETT,

CDRAZICDWVWT

GUI DIET7 VT4 TRDRA LTI DT T )L MMEIZ00F (159) TS, 2—HDIT Sty 3>
HNEOBBUET VT4 TTHEWEE. By a g1 LT7oMLETD,

REIZH LT GUI D Inactivity Timeout RinA 7> a3 Y EREL T A LT MNREEEERTEIET,

VTN AT (SSO) BBEMICH->TVWT, A—H—DTSIH—t v a1 LTI ML
B YRTLRIA—Y-DFHT AT I EBRLIBE CRERICEEL £9, StorageGRID ICFE

E77EX93ICIE. A—UNSSO VLT U VvIZEBANTZIHRENHDET, 2BBLTILEETVL >V
INHA2F 2 ZRELET,

A—HEy>a>DEALT T ME ROFETHHEETEE I,

*ORTLEFaVTAD. EROFREARAEER StorageGRID #1 Y —s T7#ILET
IE. BB =7 FaA—FHY 120> LTHS 16 RERICEARYINICERD £
@ T, I—HOREEHERTINICHEZ . GUIDIET I T« TEODZA LTI MEISELT
WaELKTH, ZOA—HIZEEBMNICHA > T I RINET, =0 %FBHITBICIE. B

BYA2A1 2T 2REBERDDET,

. SSO b‘ﬁxﬂk?&o’(b\é StorageGRID Tl&. 717 A4 T4 TANAEZDEA LTI
ENMEREINE T,

FIE
L*RE*>*YATL*>*RRA T a>r *ZERLET,
2. *GUI DT IT 1« TREDZA LTIk *IZlE. 60 WU LEDEA LT Y FEEREZANDLE T,

COKREEFERA LAWVESIE. COT4—ILRZOICHRELF T, 2—HiF. H1r>1>LTHS 16 B
. SREEb— 20 A HRRYINICHR > TR TH I > 7O RENFE T,



Display Options
Updated: 2017-03-08 20:36:53 M5T

Current Sender ADMIN-DCA-ADMA

Preferred Sender | ADMIN-DC1-ADMA j
GUI Inactivity Timeout |QUU

Matification Suppress All r

Apply Changes ‘

3. T*"ZEZEATS*1 Z:FRLFT,

HLOLEREIR. BEY AV LTVB3A—HICREELIEA. FILLWEALTY I REZBMNICITS
ICId. I—DBEYAI VA2 T3H. T2V EEHRITILELNHDFT,

StorageGRID S 17V XIBHREZRTLET

)Y RODBRBAIXNL—JREARY. StorageGRID Y X T LD S 1 > XERENEIC
JIGCLTVWDTHRRITEET,
MERHOD

* ZfEHA L T Grid Manager (CH 11> LET HR—FENTWLS Web 751,

CDRRAIICDWT

Z D StorageGRID Y AT LDY T I T T7S514 VR 8CHE N HBIBE. 4 v ah—ROANILR/NZR
WSS E VY ART—RATZAAE* SAE VR * ) IORRRINET, COREIZ. Z17tE> AFEE
OEEOHERLTWLWET,

Health @

Recently resolved alerts (4)  License

ATw S
SAE U RAERTTDBICIE. ROWTNHEERTLET,

c AW aR—ROANILZANXILT, ATV RRT—RATAAVFERF* 142X * )2 o0%EBRL
F9, COUVUIE. SAEVREZHOME N EETIHE|ICOARTINET,



* [* maintenance * (X>7+>X*) ]>[*System* (X7 L*) ]>["License* (T1E>X*
SAEAR=IUHRRIN, WEDSTIE U XICETE2RDF5AWMD ERBHRIREINE T,

* StorageGRID ¥ X7 L ID, Z O StorageGRID ¥ VX +h—JLO—E®D ID FSTY
CSAEVRDI)TIES

Ty RDZFAEYANMMIETNTVWE I NL—DRE
*VIMIDITIAEVADETH

* BAR— b —EXZWOKTH

CSAEVATEFRANITIFAILDOARE

StorageGRID 10.3 K DEICRITEINZ1 YV XDFE. AV IATHIINTVWEI AL
—CREWFTAEVRTF7AILCEENTEST . BORDLDIC T See License Agreement |
WS XytE—IhRREINETD,

StorageGRID S 17V XIBHRZEFHLET

SAEARNBICEELRH o358 1E. StorageGRID S AT LD T 1 > XIEHR% B
TRIRENDHDET, lcezlE VY REHDODANL—CREZEBMTEALLES
IF. ZAMEVRBRZEFHIIVELRHD £,
MERHD
* StorageGRID Y AT AICEAITA2FLLWS A1V R T77MIILERELTEETEY,
CBEDT U AERNUETT,
s JOEYIZYINRTL—X=AELET,
FIE
1. [* maintenance * (X>FF+ >R *) ]>[*System* (RXFTL*) ]>[*License* (TA1EVR*

2. StorageGRID Y R T LD FOES I ZVINATL—X% *FOES 3 ZV I NATL—X* THF AR
WO RCANALET,

S [*BR*ZERLET,

4 [ 144709 RyIRT FILWSAERT 710 (txt) ZERLU GEIRL. [BC 2 BRLF
ER

HLWSAEYXT7AIDRREEE N, RRENET,

5. [1R7F (Save) |%&EZEIRLET,
APl ZERBL XY

7y FEEAPI ZFERALET

Grid Manager D1—HA > —T A4 ADHKHDIZT ) v R EIE RESTAPI Z{ER L
T YATLBERRVZRITTEERT, IR APIZERE L TWEZBE#HLL L



D, A—FHEDEBRDI VT« T+« ZREICEHR LD TEXT,

Py FLALDOUY =2
7))y REEAPI THRATRARLEUD) Y —XERDEED T,

* /grid 727t XI& Grid Manager 2—HICHIFRIN. RESNII I —FERICEODVWTVE T,

* Jorg: THY T AT EOO—AILDAP I —TFFET7 7L —>3 Y LDAP JIIL—FICELTW
B3A1—FICOHFT IV ERADFRITNEIFMICOVWTIE. ZBRBLTKLEETVW T2 TP hU Y 2R
ERGE

* [private 1 : 72+ XIF Grid Manager ZA—HICHIRET N, BESNITIIL—AERICEDVTITHON
£9, TTAR—FAPIIFELRLKEEINZHZENHD £, StorageGRID FZ A R— IV RRA
Y hiE. BROAPIN—-S 3V HERLET,

R9RE API E3R

1)y REIBAPI Ti&. Swagger #—F>VYV—XAPI 75y b7+ —L%EFEHBALET, Swagger DhHH DX
TVWI—HYA2E—T A XZ2EALT. ARESLV—MKRDI—HI3 StorageGRID TAPI ZERLTY 7
IWERA LOMIBZRITTEEY,

Swagger D1—H'1 > A —T T4 XATlE. FAPIIBICAAT 3FMIBERE R A X F2BBTEET,
BB D
* ZfEHA L T Grid Manager (CH 1 >1 > LET HR—FINTWLS Web 7501,
*BEDT U RERNUETT,

() APl Docs Web R—S %R L TRITT 2 API LBIZ IR TZDHB TRITINE T, RET—
BAREFDMDT —REFR > TERM. T, FRISHBRLABWVWKSITEELTLETL,

FI&E
1. Grid Manager Ny A —TAILTT7A IV EEIRL. *API REa XYk * ZBIRLET,

Search by

Documentation Center

AP| Documentation

About

2. 7S5 A4 R—k APl ZfEA L TigEEERITI BICIE. StorageGRID BIEAPI R—IT* 514 R— AP
REaXY ARE > ZFIRLET,

T7AR—FAPIZFELGLKEEINZHENHD £J, StorageGRID FZAR—rI Y RARAV b+
& BRODAPIN—C 3 >HEERELED,
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3. BMDMIEZEIRL X T,

AP| iB%Z {5k 95 . GET. PUT. UPDATE. DELETE Y. {ERAIEE%A HTTP 7o > 3 > ZHESR
TEEY,

4 HTTP 702 a @Rl T BEROFMZMEL I, CNUCiE. TV RRA2 b~ URL. AR
F72a>DNFX=2D) X b BROFXDH (BBHIFE) « BESNBNEDFENET,

groups Operations on groups v
GET /grid/groups Lists Grid Administrator Groups =)
Parameters
Name Description
type
string filter by group type
(query)

Available values : local, federated

v |

limit
integer maximum number of results
query)
o Defauit value - 25
marker
string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value = Model

"responseTime”: "2021-03-29T14:22:19.673Z",
"status”™: "success”,

"apiversion": "3.3",

"deprecated”: false,

"data”: [

"displayName”: “"Developers”,

VoV o oV oV & o

S. JI—TFR1—HDID Y. BRTEMDNIXA—FHBRENESHZHELEFT. RIS, ChH5DfE
ZEIRLE Y. BERBRZEIS I 37T, FKICHD API ESROBIE NBEICKRDZ ZEDHD FT,

6. EROAX DRI ZEE T BUENHZINE SN ZHETLXT. TDIHFAIE. *Model * ZERL TET ¢
—ILFOEHEHETETET,
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7.
8.
9.
10.

FRLTATRETVW ] EBERLE T,
HEBNTA—REZIBET BN BEIGLCTERODAXZEELFT,
[* Execute] ZFEIRL £,

BEI—RZEEL. ERPEILIEDE S Dz L FT,

7)) v REIE API DALIE

Iy FEEAPI TIE. ERAARBUENROE IS a VICHEINE T,

() couzbicld NTUvo AP CERTRBLBOHNE ENET.

12

*accounts * —FHR 7 AU Y FDERPCHEFEDFERREDOEELRYE ' ANL—=2 - FFH YN THO Y M
BIEIT-HDOARL—2 3>

*alarms * - WED TS —L (LAY—2XFL) #)RXA ML, REODT7S5— Y/ — REGREOHEL
. Uy ROBRLMICET 31ER%E R T UIE,

*alert-history * — fEREA 7 7 — MM 5181E

*alert-Receiver * — 7 5 — M@HIREE (BEFA—J) ICET 311k

*alert-rules *— 75— b JL—)LICEE Y B1RE

*alert-silences *-- 7S — b DY AL >V XUCET AL —>3 2,

*alerts *— 7 5 — kDAL,

*audit * — BB Z U X M B L UEHT D0,

auth— 1—Ht v 3 VEREIZ 179 B 1O DEAE,

1)y REEAPIE. RT7S—r—U VAR ZYR—MLTVWET, 1212 T3ICIE. FREAEEK
( T POST /apilv3/authorize 1 ) @ JSON DAX TIA—HHE/NRAT—RZEELF T, I—HHEREET

NnNde. Exalsq b= EREINET, CDO =T 2F. %iED API EX ( T Authorization :
Bearer_token_ | ) DAY A —TIRETIHVELHD £,

StorageGRID ' X T LTI VI LA VA VHBEMCHE > TWBHEIE. BIOFIBICES
() SWEPRETT, [OVINTA F IHENEBED AP ADY A 1 V) BBRLT
{FEEL,

A FXa)ToomLEICDOWVWTIR. T7O0XYA NI IIR M7 4—=2 T VIS 21RE] #28BLT
<TETLY,

* client-certificates * — \3BE54R"Y — )L %2 L T StorageGRID ICRRICT IV ERATEBRLSICISAT
> MEREZ BRE T SR,

config — &5 1) 1) — X ¥ Grid Management APl D/\N— 3 VICESE Y 318(F, BRI —IAN—T 3
VELVEDV I =X THR—FEINTVWEIT VY REEAPIDAS v—N—23> &2 UL, BELEE
NIEN—2a>DAPI ZEMCTEENTETET,

* deactivated-features * — 3E7 7 7« T INT-FAIREM D H B ieE % R T D 121E
*dns-servers * — REFADHNES DNS H—/N\%E ) A B LUVLETET IUIE,
* endpoint-domain-names *— LY RRA >V b R XA V&% 1) A ABLUVEET 0L,



* *erasure-coding* — A LA v —O—FT ¢ 7 7O7 71 ILICX§ 2001,

* *expansion *-- JLERDIRIE ( 7O —T v LA ),

* * expansion-nodes * - #LERALIE (/ — KL AJL) o

* * expansion-sitites * — JLERDIRIE (1 FLARIL)

* *grid-networks *—J )y KRRy hD—J ) XA h%Z 1) ANBLUVEET BIE,
* * grid-password* - ') w F/XR T — R EEDRE,

* *groups *— O—AHILF Uy REEBES I —-T%#EEL. 7Jz7L—FTvRIUy REEBESIL—-TEH

B8 LDAP H —N\H S EIG B 7o DAL,

* *identity-source * —NEED T A TV T4 T4V —REZRETHNE. LUV 7zF7L—FTyvRITIL—T&

1—HiERZFE TR T B0,
*Him*— BRI T A TVILER (ILM; [BERZ 1 71V IILEIE ) DIR(E
* license — StorageGRID 51t > XA Z S H K UVEH T ML,
*logs—AOJ 771 IILZPNELTH T >O— R 370 DIRE

ANV — HBEFRTOEREDIEZEI T X, —EHEICH=3IBIEI TR Y. StorageGRID X
F)woICd 2038, )y REEAPI X, NwIIVROTFT—2Y—X¥ LT Prometheus > X7 Ly
BV —IILEERAL X T, Prometheus 7 T DEEIZDULTIX. Prometheus @ Web - F % &8 L T

<TETLY

@ T’%ﬁﬁc: lprivate | ZBL XYY Ztatm%rﬁz-?ﬁﬁ?o N5 DIEEIE. StorageGRID M
J)—XETFERKEBESNBZAIRMELHBD £,

* * node-details * - / — K OFFMAICXT T B ALIE,

* *node-health * - / — RDANJLZAZXT—R RIZET 30038,

* *ntp-servers * —ANEPRY FT—0 XA LFORIIL (NTP) H—N%&ED X MFITFEHFT S0,

**objects *— AT T RBLUVA T U M XRT—RICHT BMIE,

* recovery — ') /N1 FE DMNIE,

* *recovery-package *— U ANU Ny —C %A > O— R 9 3038,

* *regions * — MEIF DRI EAERR D 1= DigE

* *s3-object-lock *— /' O—/N)L7& S3 A7 bOy VREICH T BUIE,

* *server-certificate *— Grid Manager # —/\fIFAZ %2 Kb S UFEH I U0,

* *snmp * — IRTED SNMP FREICXT T 5121,

* *traffic-classes *-- b5 7 1 w IR > — DR

* *untrusted-client-network * —EREINTWVWERWI T4 7> by b T — IS T 5121E,

* * users *— Grid Manager 1—H%'—%# X R L VEERT 3i2E

1)y REEAPION—2 3 Y BE

JUy REEAPI TR N—=YaVEBRZERALTEFLEY Y TIL - R-FE

nExd,
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e ZIE. ROER URL TRIN—23 2 3D API DBHEESNTVE T,
https://hostname_or_ip_address/api/v3/authorize

BN—=2 3 > OEHBEEDRL * not compatible  * DEENTHNZ . TV FBEEAPI DX v —/\—
Sa hENDET, UEION—a e BEREDRHD  * OBEXITO E. THYNEEBAPIOTAF—N
=g hENDET, BEREOHBZEBEICIFE. FILLWIVRRA Y M TONT 1 DEBMBREDHD £7,

ROFIE. BEDOZA TICEDVWTAPIN=23 DR DL SICEH NS D ERLTVWET,

APl ICH T BEEDRA T EAVAC A FLLOWN—T 3y
BAN—Ya>eE#ERHD ES 2.1 2.2.
AN—-Ya>eoEBRELRBDF 2.1 3.0

TA

StorageGRID V7 bz 7% O TA VA M—=ILLTBEATIE. 7))y REEAPI ORFON—3>0DH
DHEMCHE>TWVWETY, 7=75L. StorageGRID OFERE) 1) —RICT v I L—RLIEBE. 2%B<LH
StorageGRID D#EE) 1) —X 1 DD DREIE. BHWAPIN—= 3 VICH5|EHMEIT 7O A TEET,

Ty REBAPI ZFEALT. B R—bINBZN-J 3 VERETEET, SFHMICOVTIE.

@ Swagger API D RF¥ a2 X> h®D Tconfig ] €023 EBRBLTLLKIEIV, IRTO Grid B
BAPI VA7 2HLWN—2a Y E2FHETRESICEHLES. WA= YO0 R
— hEEMITIHELNHBD £,

TVERIE. ROFBETRLEEY—TIENET,

* IBBEAYA—NH T Deprecated : true | &% 3,
* JSON IBEDAIC T deprecated : true J HEMITN S
* EIEDZEED nms.log ICEBIMEI NS, fl :

Received call to deprecated vl API at POST "/api/vl/authorize"

BEOV)—XTHR—FZENTWBAPION—2 a3V ERESRLET

HR—FEINTWVWBAPI DX v—N—23> D) A M EERTICIE. XD API EREZFEBRLE T,
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GET https://{{IP-Address}}/api/versions
{

"responseTime": "2019-01-10T20:41:00.8452",
"status": "success",
"apiVersion": "3.0",
"data": [
2,
3

ERDAPIN— a3V EIEELET
API N=23 21 " INR « INT X —4 (apilv3') £T=ld v A — (api-Version:3") ZEAL TIEETCTEIMA
DEZIEELIHZEIF. AV R —ENNELDHBIREINET,

curl https://[IP-Address]/api/v3/grid/accounts

curl -H "Api-Version: 3" https://[IP-Address]/api/grid/accounts

JOXYAMJOITRET74+—21!) (CSRF) DPBALE

CSRF h—0 > &AL T vF—IC L35 =4t 95 &. StorageGRID ICXI 9 B ¥
OXYAPIIIRET+—21) (CSRF) WBZHSIEHATEEHT, Grid
Manager ¥ Tenant Manager (Dt ¥ a2 ) 57 ez BFICEMICLE T, o
APl 7547V ME. A1 VEICCDEEZBMICTEINE DN ZEIRTEEXT,

WEENBDHY A & (fzeziE. HTTP 74— L POST ZEALT) AOERZ FUH—TEIHEE. o1
AV LTWAA—HD I yF—%2FERAL TRHEDEREZRE NXETEET,

StorageGRID Tld. CSRF h—% V% fEH LT CSRF WA e N TET T, BHICLIEE. BED
TJvF—DORABDYEFEDA YA —FIIFED POST /N A—RXORNBE—HTIHNELRHD £,

CDKEBEEBRNC T BIC1E ' SREERFIC csrfToken /XS X —2 % true ICERELEF I T 7 A4ILME Tfalse ] T
ER

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"
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true ICEXTE S % & 'GridCsrfToken' 27w ¥ —h' Grid Manager NDHY 1 >4 VICT VR LRE%EFER L THRE
TN 'AccountCsrfToken' 27w & —' Tenant Manager NDHY 1 VA VIS VR LBEZFERA L THRESNET

Iy —HEETIHEIE. SXATLOREEZZTETEEZIARTOER (POST. PUT. PATCH.

DELETE) ICIZROWVWTNHODEEFNTVWIHRELRHD £,

* CSRF b= >0 v —DEHRE SNz 'X-Csrf-Token' N X —

* JA—LIYVOA—RINEAXEZZIFTANZIVRRAYMDBE | 74—LIT Y d— REINFERAX
INT X—4& T csrfToken 1 o

ZOMDBIE LFVFRICOWTIF. TV FAVDAPI FFaXy hESBLTIZEL,

CSRF h—U YU wH—hIRETNTVBIERTIE. AXIZ JSON BMRER IR TOERICH
@ L T T Content-Type : application/json | Nv A —HBEAIN. CSRF HXEHNSDREH IS
(kL | ey g I S S

SUONYA A DB RIGEIE. APIZFEALE T
UMY A v F D EWERISE (Active Directory ) (3 APl % £

HdFE U TA A (SSO) DF&E CEML £/ Active Directory & SSO
T7ONA R L TERT3EEIE. —ED API ERZzE&E TER1TLT. Vv REIE
APl £7cldTF > FEIEAPI TEWAEGEE N—0 Y Z BB T2 WENHD £,

SUTNTGA T BN REEIE. APLICTH A1V LET

_ C CEtBAY 2 FIEIE. Active Directory Z SSO 71 7T 1 74 7AONA AL L TERTIHEICHEL
79,

WEBRHD

* StorageGRID A—HJIIL—FICET3 7 7L —Tv RI—H®D SSO A—HHLENRT— RHBHRET
ERS

c THUREBREBAPIICTI7ERTBGEIE. TFRT7HATDNID ZHERELTEETXT,
CDRRAIICDWT
SEFc— O U FEE T AICIE. mOoWThhDOFl=ERAL XTI,

* StorageGRID 1 Y X k—JL7 7 JLT« L2 k1) (Red Hat Enterprise Linux 7zl CentOS D& IE T
Jroms 1 . Ubuntu £7z(& Debian DIFEIE T /debs 1 « VMware D& T ./vsphere-vsphere | ) I
3 T storagegrid-ssoauth.py 1 p’python X7 1) 7k,

* cURL ZRDT—2 70— Dfl,

CURL 7—2 70—, EITICHEANDDD TETB2EEA LTV T BI5EDHDET, [Avald
SubjectConfirmation was not found on this Response | £ WS TS —HWRRINZAEMENHD £7,

C) CURL 7—270—DHTlIE. NAT—RAMBOI—HICRRINBVLSICHEREZESTATL
Ft Ao
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URLI>O—7« YJBE&E ZFERALTWAHEIE. T Unsupported SAML version | & L\5 T 5 —h'FKR
TN3aEeMELHD X7,

=2
1. BREEb— 2 > ZBIE T 3ICId. ROWVWThHDAEEEIRL FT,
> T storagegrid -ssoauth.py ] Python X7 S+ ZERAL XY, FlIE2 ITEAZX T,
e curl BRZEALE T, FIE3IEAFT,
2. T storagegrid -ssoauth.py | X2 ) 7 bz AT 358IE. Python 1 > X —TFVRIZAVU T hZEL
TRV T EEITLET,
TOY 7 ERRFINES. RO IHDEZADLE T,

° 8SO A= ADFS F7=I3 ADFS E AL £7,

° 8SO 1—H4

° StorageGRID M1 Y X b= )LETNTWVB R X1 >

° StorageGRID @7 F L X

c THUREEBAPIICTIERTBGEIF. THORTATYMID,

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:

StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID £33 b — 7 VBB AICR TR INE §, SSO ZFEA L TLAWBED APl DERSE L Bk
IS F—O VEMDERICERATESLSICAD F LT

3. cURL BERZERAY 21581E. ROFIE ZERAL X7,

a YA U1 VIR BREHEZESLET,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API ([Z7 2t X9 %ICId. 0% [ TENANTACCOUNTID 1 & L TfE
BLFd,
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18

b. 2L+ F5PF URL #=2MEF B 1CI3. RIE APOST &K% T /api/v3/authorize-saml | ISEXEL. &
H5 JSON TV I— RZHIFRL £,

ZXDFIE ' TENANTACCOUNTID' DEZFHAEZE URL ICXd 25 POST EREZRLTLWETHERIZ
'python-m JSOT' [SEESMNUSON T O—F 0 VI HHIRINE T

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"
\

--data "{\"accountId\":

\"STENANTACCOUNTID\"}" |
json.tool

python -m

COFIDBEICIE. URLIYOA—RINEEBRFAURLASENTVLETH. JSONITVO—RT
niLIviggEnTtuniErtai.

"apiVersion": "3.0",
"data":

"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEV%2FJTuv7. ..
sS51%2BfQ33cviwAS3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C BFEDIATY RTHEHTZ70OIC ' [HED S SAMLRequest ZREZEL X T
export SAMLREQUEST="'fZHLbsIWEEVS2FJTuv7/...sS1%2BfQ33cviwA%3D"'

d ADFSH5U 547V FEKID ZBTTLBR URL ZEIFL £,

12DlE. HIOISED URL ZERALTOYV A Y 74— LEERTBHETT,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=

SSAMLREQUEST&RelayState=STENANTACCOUNTID" |

grep 'form method="post"
id="loginForm"'

IEICIFI ATV RERIDDAEENTUVET,



<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-id=00000000-0000-0000-ee02-0080000000de" >

e EBENS I ATV MEKID ZREFLFT,

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
L HIORED I A—LT7IavIcoLTUovILEZRELET,

curl -X POST "https://$AD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS h 5Ny X —ITENER BEFENT 302 VAL T FHRENE T,

(D SSO Y AT LTZEREE (MFA) BBEMICHE>TUVBIHE. 74— LRI MIIF2
DEONRT—RELEZEOMDIL T vILbEENET,

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000~-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. IGED'S MSISAuth 7 v ¥ —ZR®RFLE T,

export MSISAuth='AAEAADAvsHpXk6ApV...pmPOaEiNtJvWY="

h. 383k POST h'5 0 v ¥ —ZEAL T, EE LIIBAIC GET ERZXEL X T,



curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$MSISAuth" --include

BEANYA—ICIE. HETOTTIMMFERIBZADFS Ly a VBERNAEENE T, IRBEDAEXIC
I IERTDT #—L7T«—JLKIC SAMLResponse & EFNTWLE T,

HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRl1cnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJIDZmEFKV
XFxVWx3bk1l1MnFuUSUzZCUzZCYmJIiYmXzE3MjAyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMQ==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxw0O1J1c3BvbnN. ..lscDpSZXNwb25zZ2T4=" /><input
type="hidden" name="RelayState" value="12345" />

i. IERTT«—ILRH 5 SAMLResponse #1RIFL 9

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..1lscDpSZXNwb25z2T4="
J- ##7F L 7= SAMLResponse Z R L T. StorageGRID 53:F k—2 > & 4% 5 StorageGRID @ T
lapi/saml-response’ B3| Z{ER L £7,

I RelayState | DZEIFTFET7HOU M ID ZEABL. Grid BIEE AP ICHA V1> T35HRIF0
ZEALFET,



curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json™ \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

BEICIFFREE S — T VD BENTVET,

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. FWEFb—o %= ISEIC TMYTOKEN 1 & L TIREL X7,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CNT. SSO ZEAL TLWARWEED API DERAELRL &L SIS, DEKIC T MYTOKEN J %
ERATEEY,

VTN A UHEMBIBERIE. APIDSY AV TORLET

UGN ATFY (SSO) HEMIHE>TWVWREEIE. Uy REIEAPI £/-ld377 > FEEAPI H 51
AT I RTRHD—ED AP BEXR% B TR Z2REHLHD £9, T TZFIEIEZ. Active
Directory % SSO 71 TV T 14 74 7ANA AL L THEARATZHEICHKELET

CDRRTICDOWVWT

REBIZIGC T, B0 >oIOd 70 kR=SHB505 70 93713 T. StorageGRID API 511 >~
T IRTEEXY, £7IE. StorageGRID 5> IILO4 7Tk (SLO) #FTF3IcHTEFET,
DIHFE. B StorageGRID X7 5 k=7 VU HRETT,

Fg
1. L3N0 77 FEREERTBICIE. T cookie" sso=true" | %= SLOAPI IZBL £,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

AJ77 bk URLDRENF T,
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. 077K URLZRELEF T,

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D

3. EBREZOY 7T URLICHEEL. SLO #32{1TL T StorageGRID IZUA AL I FLET,

curl --include "SLOGOUT REQUEST"

302 IGBEMIREINEF T, VALY MEIZAPIDADOT 7Y MIFBERAINEE Ao

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID Bearer k—27 > ZHIBRL £ 9,

StorageGRID Bearer k—27 > %ZHIffd 5. SSO #EALABAWVEELRALLSICEHELET,

I cookie

1 sso=true' MEETNTLAWEE., 1—H—I(3 SSOREICHEEZ 5 X5 Z %< StorageGRID Hh'5

A7 hENFET,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content J &, I—HH 1> T7 oML e%®RLED,
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HTTP/1.1 204 No Content

SUONHA T D ERIGE (Azure) 1S APl ZfEF

HdHEE T A YA (SSO) DETE B £1-. Azure & SSO FO/\1
AL TERALTWVWARESIE. 220> IR Thz=ERBLT. )y REE
APl £7-137F > FEIEAPI CAWASESE N —7 U FBIETEEX T,

Azure 2T I A A D BEMRIGEIE. APHICHYT AV LET
UTOFIEIE. Azure 2 SSO 71T VT4 T« JANAMA L LTERT3I5EICZELET

BERHD

* StorageGRID A—H I —FIZET 27 7L—TYy RI—HDSSOE X—I)L7RLRLNZAT—RAH
WETY,

*THUREEBAPICTIERTBGER. THYRTATUMID ZHRBLTEETET,

CDRRAIIZDWT
FEE = > EBEURT BICIE. KDYV TIVRO ) T hEERLE T,

* T storagegrid-ssoauth-caz.py 1 Python X2 1) 7 k
[ storagegrid-ssoauth-azure.js | X271 7~

EBE5MDRVY) T hH. StorageGRID 1 A =L 7 74 I)L7+1 L% k1 (Red Hat Enterprise Linux 7%
CentOS FHDIEEIE T /rpms J « Ubuntu Z7=i& Debian ADIHEE X [ /debs 1 . VMware FE®D T /vsphere
1 )ICHDFET,

THBE®D APl &% Azure ICECiR 9 B 1CIE. T storagegrid-ssoauth-azure.py | X7 U T EBRBL TS
Lo Python X271 7 ~id. StorageGRID IZXf LT 2 DDERZEHEREITL (£7 SAMLRequest ZEUF L«
HETREES—VERIFTZ70H) . T5ICNodejs VU TR EFUPHE LT, SSOMEBERITLETD,

SSO MBIF—ED API BERZER L TERITTET L IH. RITTZDIFHMETIEIH D £ Ao. puppeteer
Node.js EVa—J)LI&. Azure SSO A VR —TJ 11 A%ZWETZOHOICFERAL E T,

URLI>O—7+ »JRE zERALTW3EHEEIE. [ Unsupported SAML version | £ WS I 5 —HRRE
N3AEENHBD 7,

Fig
1. RERERERRZRDLSICAIVAM=ILLET,
a. Nodejs Z1 > RXr—JLLET (ZEBR) "hitps:/nodejs.org/en/download/")
b. AE7A Node.js E¥ a—JL (puppeteer LT jsdom ) ZEXD{FIF £,

'NPM install-g <module>’
2. Python X2 1) 7 k% Python 1 > 22—V RIELT. RV T hERITLET,

Python X2 1) 7 k&, 359 % Node.js 27 ) 7 U LT, Azure SSO D1 VA S>30 %=X
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https://nodejs.org/en/download/

TLET,
3. IOV RHRREINS. ROEIBMDEZANDLET (Fhld NIX—2Z2FRALTELEY) o
° Azure NDY A VA VIZERATS SSOE X—JL7 KL
° StorageGRID 77 F L X
c THURERBAPIITIVERTRGEIEF. TR TATUEID

4 OV T EHREINES. NRAT—REZASL. BRESNIHEIC Azure I 3 MFA SREE % 1R1IET
IEES5ICEBLETS

c:\Users\user\Document s\azure_ssodpy storagegrid-azure-ssoauth. py sso-email-address userffmy -domain.com

-=sE-dddress --tenant -account-id- &

Enter - the -user

ZDRY)TETIE. MFA B Microsoft Authenticator Z B L TETINTWE I %8/
(D) BELTHOBRDO MFA (FFR S Xy E—ITEELLEI— FOANRY) EHH— b
TBROHI. ATV T OEENBEICRBZIZEDHD FT,

StorageGRID F85E b — 7 VA AICKR TR INE T, SSO #EA L TLARWEED APl OfERAE & ARk
IS b= HMMOERICHERTESLSICHED L1,

ST HA VF OHEWEESIE APl ZER ( PingFederate )
HdH5E o TITA A (SSO) DERFECEME £few SSO FONAA LT

PingFederate Z{ER$ 3 ICid. U v REEBAPI £7l37 7> NEIE API TEMWAEREE
=20 %EEIE T BT-OD—ED APl Bk %= 8 TUIBTIHNEHLHD £,

VTN A DB EBEIE. APLICHTA Y1 LET

N5DFIEIE. SSO 71T >Ta4 T+« 7ON1MA L LT PingFederate ZFHE L TLW3IFSICERAINE
e

HERHD

* StorageGRID A—H I —FIZET S 77 L—7Tv RI—H®D SSO A—HHE/NXT— RHBURET
ERS

* THURNEBEAPIIITILERTRGEIE. TFNT7HO M IDZHEELTET XY,
CDRRAIICDWT
SEFc— O >V ZFEE T AICIE. moOWThhDfl=EHRAL XTI,

* StorageGRID 1 VX k—=JLT7 71 LT« L& b (Red Hat Enterprise Linux Z7zl& CentOS DF&IE T
Jrpms 1 . Ubuntu £7z(& Debian DiFEIE T /debs 1 « VMware D& T ./vsphere-vsphere | ) I
3 T storagegrid-ssoauth.py 1 p’python X271 7k,

* cURLERDT—2 70—Dfl,
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cURL 7—270—3. RITICHKBEIDIDDTEBRERALT I RTB5EDHBDEI, [Avalid
SubjectConfirmation was not found on this Response | ¥ WS TS —HARRINZEHEMEDHD £7,

C) cURL 7—270—DHTlIE. NAT—RHAMBOI—HICRRINBVKDICHFEINATL
Ao

URLI>O—7« VJRE ZEALTW3ESIE. [ Unsupported SAML version | & \L\5 TS5 —hHFKR
SNZEREMD DD F7,

Fli&
1L I —D > ZBIET 3ICIE. ROWITNHADHEZERLE T,
> T storagegrid -ssoauth.py | Python X7 7+ ZERAL XY, FlIE2 ITEAZX T,
o curl BRZFEALET, FIEIIEAXT,
2. T storagegrid -ssoauth.py | X2 1) F & ER T 3HEE. Python 1 =TV RIZRVU T hEEL
TRV TR ERITLED,
IOV T ERRTREINES. ROFIHDEZANLET,
° 8SO A= [ PingFederate | (PingFederate . PingFederate % Y) DERD/NUI—>3> %A
NTEFY,
° $SO 1—H%

° StorageGRID ' 1 VA F—JILENTWB R XA >, D7« —J)LRIF PingFederate ICIZEHEINFE
BAh. ZHDFXICT DD, FEDEZANTETET,

° StorageGRID @77 F L X
c TFTFUNEERAPIIITIVERTEBEIE. TFHYETATY D,

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
ok kokok ok ok okok ok kokok ok kkok sk kksk ok kkskkkkskkkkkokkk ok kk ok ko dkkkkkk ks kkkkkk ke kkkkkkkkkkkkkkkkkkk

$kdkeckkkdkckkkkckkk ks ke hkkkhkk ok khhkkhhkkkhkkkhkkkk gk ks kkkkkkkk kb ki k kR kE
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cactb25e7

StorageGRID £33 b — 7 VBB AICKR TR INE I, SSO ZFEA L TLAWBED APl DERSE Bk
IS b= EMOERICERTESLSICBRDFE LT,

3. cURL BERZEAY 21551E. ROFIE ZEALF 7,

a A VA VIR ERER*EELEY,
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export
export
export

export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

Grid Management API [C7 7+ X 9§ %IZl&. 0% [ TENANTACCOUNTID | & LTfE
BALZXY,

b. 2L+ F5PF URL 25T B 1CIF. RIE APOST &K% T /api/v3/authorize-saml | ISXEL. &
M5 JSON T>O—R%EHIBRLET,

RO

TENANTACCOUNTID DELEASEEF URL #EVB 3 370D POST B3R T, FERIZ

python-m json YV —JLITE I, JSON T>O— RHHIREINET,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

COFIDBEICIEF. URLI>OA—RINEEBERFAURLAESENTVLETH. JSSONIVO—RT
NizLAVIIEENTULEE Ao

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. DAY RTHEHRTB7HIC ' [HEDS SAMLRequest ZREL X T

export

SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d RZEI7vx—%ITUVRR—FrL. 6B%=TI1-LZFT,

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "S$RESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'



e. 'pf.adapterlD' flE%Z TV XA/R— kL. [6&ZITI—-LZ 7,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. Thref) B2 T RR—rL REODRSy>a /%) .« o8&z ITd—-LF7d,

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g laction)] DEXETIRAR—FLET,

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. L7 v )l &HIZ Cookie ZIXET S ©

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLS$SSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pE .ok=clickedé&pf.cancel=&pf.adapterId=$ADAPTER"
--include

i. IERTR T« —ILRH 5 SAMLResponse Z1R1FL £ ¢

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

j- 77 L 7= SAMLResponse % {#f L CT. StorageGRID 58:F b —2 > % 4§ B StorageGRID @ T
/api/saml-response’ E3K| Z{ER L £,

[ RelayState | DIZFEIFTFET7HOUHID ZFEAL. Grid BEAPIICH A >1 2T 35RIF0
ZERALE Y,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool
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ISEICIEEREE b — o VD EENTVE T,

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B3EE b — o Y ZISEIC TMYTOKEN 1 E LTREFELE TS

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

CMNT. SSO ZFEALTULWRVWBED API DFERAAECREIL KL SIS, MIOERIC T MYTOKEN § %
FERATEEY,

’

SOTNTAF DB BIZRIE. APIDSY A YT I RLET

SN AUFY (SSO) HEMICE->TWBRIHEEIE. )y REEBAPI £72ld7F > FEEAPI H 64
1YTINTBIHD—ED AP| ER%HE TRIBTZBELHD ET. Ch5OFIEE. SSO 717V
T4 T4 7ONAAK X LT PingFederate #EA L TW3IBSICERAINE T

CDRAXZICDWT

REIZIGEC T, o> >oIOd 7o hR=ISHB505 70 9§37 T, StorageGRID API 511 >
TIRTEEY, £7IE. StorageGRID 5> 7 IILOF 7Tk (SLO) #FTT3IHTEET,
DIFE. B StorageGRID X7 5 =0 VHRETT,

FE
1. BAIN-OU0 70 MEREERTSICIE. T cookie" sso=true" | & SLOAPI IZELF 9,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

OJ77kURLDREINE T,
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"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. 077 URLZRELET,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"'

3. ERZOJ 7k URLISEEL. SLO #3fTL T StorageGRID ICUA AL I MLE T,

curl --include "SLOGOUT REQUEST"

302 WBEMRENET, VEAAL Y MEIZAPIOAOOT 7 MIISBERTNEE Ao

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID Bearer k—2 V% HIBRL £,
StorageGRID Bearer k—7 > Z BR3¢, SSO ZFEELABWVEELRLKISICEMELEX T, [ cookie

1 sso=true' MEE SN TULARWSE. 11— —I|d SSO REICHEX 5 X % Z £ %A < StorageGRID 5
A 77 rENET,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content J &, A=D1 7oL e%®RLED,

HTTP/1.1 204 No Content

29



StorageGRID ND 7 7t X = HlIHIL £¢
7OESIZYINZATL—XZZEEBLEFY

CDOFE #EAL T, StorageGRID 7OEY 3=V I NRTL—XEZELXT, /\
Z27L—=XlF UANY, R, BLUX VT FUROFIETHREICHED T, Fi.
DANIINYT—2SDNy I Ty TR o >O0—R33BICH. StorageGRID & X7 L
D7)y R rROVEHR. VY R/ —FDOVY—I)LINZT—R, BEtF—DIEF
NTVLWBRRERHBD T,
MERHD

* Z{EA L T Grid Manager ICH 1> 1> LET HR—FENTWVWS Web 7Z T,

* Maintenance & 7=i& Root 7 7t XtERHNHNET T,

cBENIOEY 3=V INRTL—XEHEELET,

CDRRAIICDWT

7OESIZVINRATL—=XE. A VA=AV TF U ADFIBEDZ S RTHREICRD FT UAND
N =2 ovO0—RLTWEY, 7AEY 3 =29 « XX T L —XId 'passwords.txt 7 71 JLICIE R
FENTLWERATOED I ZVINRTL—X%ZRHL T BEBBAICHEREL TSIV,

Fg
1L *J/E*>* TG *>*Grid NAT—R *%Z&ERLE T,

Grid passwords

Change the provisioning passphrase and other passwords for your StorageGRID system.

Change provisioning passphrase Change node console passwords

Change provisioning passphrase and download new Change the node console password on each node.

recovery package.
Last time updated: 10/29/2021

[ Make a change — ] Make a change —

2. [7OEYIZYINRTL—XDEE| T[*EE | ZBERLET,
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Change provisioning passphrase

download backups of the grid topology information and encryption keys for the StorageGRID system. After changing the provisioning passphrase, you must download a new
Recovery Package 4

Current provisioning passphrase

----------

m caHCO!

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to
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Configuration = Grid passwords > Change provisioning passphrase

Change provisioning passphrase

The provisioning passphrase is required for any installation, expansion, or maintenance procedure that makes changes to the grid topology. This passphrase is also required to

@ Success
Provisioning passphrase changed successfully

Current provisioning passphrase

New provisioning passphrase

Confirm new provisioning passphrase
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LDAP service type
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You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant

Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying

the connections, select Enabled and click Save to start using SS0.
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COREZERLISHZERIE. AARXLARAEOTF A b2IE—L. *CAGEAZE * T X b
Ry 7 RO T E T,

°*Donotuse TLS* | TLSEIAEZFAL TERZRELBRVTLIEETL,

2 [IVR—TZAXT7 ) r—>3> €023 > T StorageGRID DIV Z—TS5A X7 T ) r—
v EIBELET, COEIE. Azure AD DB IV R —TZAXT7 TV r—a VIlERBT3
ZRZHIEL £9,

cfer RIEL VY RICEIE/ — A1 DB, SEREE/ —RZENT 3 FTENRWVES
I&. TSG ) #7I& T StorageGRID 1 EAALF T,

o J)w RICEHDEE ./ — RHAFENTVBRIFEIE. FHAIFIC T[HOSTNAME] 1 W5 XFF
EEDHDET, 78 ZIL'SG-[hostname] DLSICLEFFTNICKD. PATLAHRAOER/—RZ
IS ZD/ —RDKRRAMRICEDWTCIVE—TSA X7 T ) r—o 3 VAR TRRS
nxd,

StorageGRID Y AT LTEE ./ —REICIVA—TSA A7 I —> a > s ER

@ TEIMRENHDET, B/ —RICICIVR—TSA X7V 5= >2AET
3T A—HREDEE/ —RICHLTHRE|IIHAVA YV I AT IRT3
CEMTEXT,

3. OFIEICHREVET Azure AD TITUA—TSAZXT7 T —2 3 U EVER RICEBHEHINTLWBREER
J—RZEICIVBA—TSAXT I 5= 3 0% BT BICIE. ROFIEEZETLE,

4 Azure AD "6, BEIVR—TSAXT7 TV =307 7L =3 X2T7—42D URL %=1
E—L%9, XI. CD URL % StorageGRID DXET S * 7z 7L —> 3 AXXT—X URL* T+
— L RICEED TR,

S. IRTOEBEE ./ —RFDI7xTL—2arX25—42O URLZIE—LTHO TS, T*&HEF*
1 ZFERLEDS

IR, *Save* (RfF) REAVICKREBDF v IR—IDBKRREINET,

Save

PingFederate

1. StorageGRID BEXRADRE L LTTAT YT« 74 7ONA AN SSO REBHREZIXET D L FIC,
BROFREICERT S TLS SIAEEIEEL £,

CHARL =T AT VRATLD CAGERREZGER* [ ARL =T 2T SRATLICA VAL
—ILEINTWVWET 7LD CASEEREZFERAL T, ERzFRELE T,

°*NRZLCASIFAEZER * : A XX L CAGIRRE ZAL TERzREL X T,

COREEBRLLBEE. NAZLIEHEOTFAEIC— L. *CAEHEE* TF ALK
v RIHED 1 & T

°*Donotuse TLS* | TLSEFAEZFAHAL TERZRELBVTLLIEETL,

2. Service Provider (SP ; #—EXZFONA4) £ 3> T, StorageGRID @ * SP ###t ID * =15
ELFXFJ. CDfEIE. PingFederate D& SP #&EtICHER I %812 HIHL £,

c e zE TV Y RICER/ — A1 DL, SBREE/ —FZEMNT 3 FENRWVEE



I&. TSGJ ZF7I& T StorageGRID ] CASLET,

o J1)w RICEHDER ./ — RFHAEENTVBRFEEIE. FHBFIC T[HOSTNAME] 1 £ W5 XF7F
EEDHET, 78 2L 'SG-[hostname] DLSICLEFTNICELD. PXATLAHAOER/—R T
IS FED/—RDHRAMZICEDWVWTSPES ID R dRMVEMINE T,

StorageGRID Y AT L TEE/ — R IC SPEGZIER T I2HNELNHD £9, S
() /-FCricsPEmERUTACLT. I—FIREE/ — RISHLTRRICY 1>
ALY TR BN TEET,

B RBEEB /) —RODI7ITL—>3ar XX T—4D URL % * Federation metadata url * 7 1 —JL R CTIEE
LEd,

RO eERLET,

https://<Federation Service
Name>:<port>/pf/federation metadata.ping?PartnerSpId=<SP Connection
I1D>

4. [{R77 (Save) 1%ZERLZET,
HIWE. *Save* (RfF) REAVICEBOFzvIN—IDhRREINET,

Save

SERREFIAEERE. I>2—TFSA AT TV Tr—2a>, £d SPERZRET

REZFRFIDE. YYRRYIRE—ROHERAvE—IUHRREINET, YRRV IIE—RDBERIC
ol ez Ll. BIZEZRLET,

StorageGRID (F. HEIZHLTH Y RARYIRXE—RDFFICTRZENTEFEY, il PoTIILTA
VHAIR=JDTH*H YRRV IIE—R *ZBEIRT B L. IRTD StorageGRID 2 —H—|Zxf L T SSO Ht
ERHCKRDET, AV TE3DIFO0—-HILAI—FDAHTY,

SEBAEFIFEES (Active Directory ) « RERIVA—TSAXT7 SV r—>3> (Azure) « £7IE SP
%t (PingFederate) ZREJT B ICIE. XDOFIEEETLE T,
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Active Directory
1. Active Directory 7z 7L —>3>H—EX (ADFS) IZBHILET,
2. StorageGRID D> VT IV A U F U R—JDORIST T KIAEFEE ID 2EHBL T,
StorageGRID FADEEAZEFIAEEFEZ 1 DU LEERL X9,
RORICRIEIE/ —RTLICEEZ 1 DIERT 2HENHD XT,

FIEICOWTIE. ZBBLTL I WADFS ICEFHEFBEEEZERLE T,

Azure

1TLIREY A VAV LTWVWARBIE — RO VTN A VA R—IHS, SAML XZTF—R%EXT>
O—RFLTREITDIREVEZERLE T,

2. )y RADMOER ./ —RICOWT. LEEOFIEZEDRLET,
a J—RICH1>1>LET,
b. [*BRE*>*T7IERFIH *>* > oI HaoF > 1 EFIRLET,
CEZD/—RDSAML XZ7—2%R7>O—RLTHRELEFT,

3. Azure R—ZILIZTOVERLE T,

4. OFIBICRWET Azure AD TIUA—TSART7T)r—oa w1k 20y o LT, SEE
J—RODOSAML XAT—R 774 I =D Azure TORA—TSAXT7 ) =292 7v
I:l_ F in_d-o

PingFederate

1LIRETA VAV LTWVWBRERER/ — RO VIS A VT R=IDE. SAML AR T—R%ZH T
A—RLTEREFTEIRIVEERLET,

2. 1)y RAOMDEE/ —RIZDOWT. LEEOFIEZEDELET,
a /J—FRICHA>1>LE T,
b. [*BE*>* TV RAFI *>* >IN A A * 1 ZBRLET,
C.ED/—RFRDSAML XZ7—R%RA7>O—RFLTRELZXT,

3. T PingFederate ] ICBEIL £,

4. StorageGRID FIZ 1 D ED SP #EfizER L ¢, BEE/ —FOD SP##: ID ( StorageGRID
@ Single Sign-On R—J ORZEBHR) . TOBE/ —FAICAT>O— R L7 SAML X&27—%
ZEALEY,

RORICRTEE/ —RITLIC1 DD SP#ERZIEN T 2HENHD FT,

SSO #EfiZz T AMLEY

StorageGRID ¥ R T LLKICO VTN A VA U ZBRAT BHIIC. FBE/ —RTI VI A>F> ey
DONATTIRDRELLRESNTVWE CEZHERTAUNENHD £,
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Active Directory

1.

2.

StorageGRID D VI IWHA VA VR—=IJ T, YU RRYIXE—RAvE—SROU VI ZFL
x93,

URLIF. [*ZxTFTL—>arH—ERX%E* (*Federationservicename*) ] 7«4 —JLRICAAIL
TAEDSEIRENE T,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

@. Go to your identity provider's sign-on page: https:ﬁad201Er.saml.sgﬂsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SS0O operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of SSO for StorageGRID,
change the S50 Status to Enabled, and click Save.

V> 0%FERTBHD. URLZIAE—LTTSUFICEDRF. PATo T4 T« TANA A DY A
DFIR=JIZTIERALET,

3. SSO Z{EMA L T StorageGRID |ZH A VA > TEBZ I ZHERT BICIE. *ROVWTNHDH 1 ~C

B2 ZFRL. TSATVEER/ - FOEAENAEE D Z#RL T Y1212 ZFER
L&Y,

You are not signed in.

 Sign in to this site.

I S5G-DC1-ADML j

4 Jx7L—TFTy RA—H¥DI—HRENIT—RZANDLET,

°SSOHAYAUELUATTY MUBNKINT B L. MDAy E—IWRREINET,
+" 5Single sign-on authentication and logout test completed successfully.

° SSOMEHRMTBE. T5—AXyt—IDKRRFEINET, BE ZEEL. TZUHFDI v+
—ZHELTPOELTLRE L,

S ALFIEZ#EDELT. Uy FROEE/ — R I LIC SSO Ehtz L £ 95
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Azure
1. Azure R—=RILDI Y TINH AV FR=JIZEEBIL X7,
2 [ COT7TVTr—2a3> 2T RANTE | 2BIRLET,
3. JxTL—FTyRA—HDILTUIvILEAALET,
°SSOUA A UELVOTTY MUBLNEINTE E. HIDXAyE—IBRREINET,

+" 5ingle sign-on authentication and logout test completed successfully.

° SSOMEBHRMTBE. T5—AXyt—IDKRTFEINET, BE ZEEL. T5UHFDI v+
—ZHELTPOELTLREL,

4 BLFIEZHEDRLT, JVy RRDEE/ —FILIC SSO #Hiz il L 9,

PingFederate

1. StorageGRID & VI H AV FR—=J T, BV RARYVIRE—RXAvE—JDRIDY > U % FE
RLZET,

—EIC1 DDV IZERLTTAMLET,

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifizr{s) shown below.

2. Test S50 and SLO by selecting the link for each Admin Nede:
o hittps:/f fidp/startSS50.ping?PartnerSpld=5G-DC1-ADM1-106-69

o hitps:// lidp/statSS0.ping?PartnerSpld=5G-DC2-ADM1-106-73

3. StorageGRID displays a success or error message for sach test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2 JxFL—FTyvRI—HBOILTUIO¥YIEZANLET,
°SSOHA > oHELVOT T T MLUEBAKINT S . DX ytE—UHARRRENET,

+" Single sign-on authentication and logout test completed successfully.

° SSOMEHRMTBE. T5—AXyt—IDKRREINET, BE ZEEL. TZUHFDI v+
—ZHELTPOELTLREL,

3. RDVVIZBIRLT. Uy RADEEBEIE/ — FD SSO izl L7,

IR=SOBHEARHPINE LTl EVWS Xy E—IDNREEINLHEIE. TIIFTITRS * )
REVZFERL. JL T2 vILZBXREL TS,



VTN F U EBMICLEY
SSO AL TEEER/ —RICHA V1> TEZ e ZHER L5, StorageGRID & X7 LL{KT SSO %
BMCTEET,

SSO NBEMICE > TWVWBIHEEIF. TARTOI—HH SSO ZHEH L T Grid Manager . 77~
()  rRE—Tv. JUYREEAPI. BLUTS Y NERAP T I LT RAENBD T,
O—AJLa2—%|& StorageGRID [C7 VA TERLLABD XY,
L[*RE*>* TR *>* > T2 F > * 1 E8RLET,
SSO XAF—4& A% *Enabled * IZZBEL £ 7
[fR7E (Save) |1Z&ERLZ,
EEXA -7 L. 10K Z&RLET,

> w0 D

VTN AFHBEMICED E LT

Azure R—Z )L EZFEALTED. Azure N\OF7 VL RICERTZ A E2a—42H5
StorageGRID IC7 7t X9 3%5&(1&. Azure R—X)L21—1H StorageGRID 2—H & L TH

@ ot TWwa (7x7L—7v RTIL—FARADI—HH StorageGRID (1 > R—kEINTW
%) CrEBEELTLIEEV, £/, StorageGRID (ZH 1 >+ > B HiIC Azure Portal H
5077 RLET,

AD FS |CEEFREFIRERRHEZERL £ T

Active Directory 7z 7L —>3>%—EX (ADFS) ZfFEALT. > XATLRNDEE
J—RIEICGIFAENHEGREZER T I2HENH D £9, PowerShell I¥ > Kz {EH
9 Bh. StorageGRID 'S5 SAML XX T —R%Z A VR— 3D £hlgT—2%F
BITANTBRLICE > T, iFAEFREGHEZIERTET E T,

BEREHD
* StorageGRID D> > TG A > A2 %ZH/EL. SSO X1 T LTADFS Z:&#RLFX LT

* * Grid Manager D> VT IWNH AV FR=STH YRRV IIE—R *HBBEIRINTVWET, ZBRLT
FEEWHYRRYIRE—RZHERT 3,

* VATLHADEBEIR/ —RFORESEBHIR XA 2% (FEIPT7RLR) CIFERENAE D ZRREL TS
TEXJd, INS5DMEIL. StorageGRID D VT IILHA VA IR—SOER ./ — REMT—7IILICHD £
ED

SFRAEFIRES#E(F StorageGRID ¥ X T LRDEER / — R EICER T 2RELH D £
() v BB/ —RCrICTRBRBEEEEERT 5 LT I—FIRER — RICHLT
BT AAV I AT IRTEZENTEET,

* AD FS TOIIBREFIAEGBEDOIEMERN HBH\ F7cld Microsoft ADFS D R F 1 X > b EBRTES
MEHLRHD ET,
* ADFS B +v 1> EALTULWT. Administrators ZIIL—FICEB L TWAMRERH D X7,

* SEEREZFBEEHEZFHNTER T 3188 1%. StorageGRID B X — T =1 ABICH R X LIIAE %
Tw7O—R$3H. AR TIIHSEE/ —RICOJAVTDIHEERRELTHEET,
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CDRRAIICDWT

LUFDOFIEIE. Windows Server 2016 AD FS [CEZE L £9, AIODN—23>DADFS #EBLTWVWEIHBE
&, FE ICHTHEEVWDLHD £T, FEABELHD5EIE. Microsof ADFS D RFa XY BB T
<TETLY,

Windows PowerShell Z{FH L CEEEHZEFBEEEZERLE T

Windows PowerShell % L TiERAEFIAEEEZ BEICEMR TET X9,

FIE

1. Windows D XX — bt XZa—H5 PowerShell 7 A>EHI ) v L. *EBEZEr LTET* Z&ERL
£9,

2. PowerShell ¥ ROV, T, ZOOARX Y READLET,

I Add-AdfsRelifyPartyTrust - %&i] <em>Admin_Node_ldentifier</em> ] -MetadataURL "<a
href="https://<em>Admin_Node_FQDN</em>/api/saml-metadata""
class="bare">https://<em>Admin_Node FQDN</em>/api/saml-metadata" </a>

> Admin_Node_Identifier } 13, BIE/ — ROEAZFEEHRNFZANLEFT. k. Single
Sign-On R—JICRRINDEEDTY, 7 XIF'SG-DC1-ADM1' EAHLFXT

> T Admin_Node FQDN ] ICiE. FILBE ./ —ROR2EBH R X1 >&2EAIDLET, WEICEL
T. /—ROIP7RLRZRDODICERATEE Y, 7=75L. IPT7RLRZAALERBE. EDIP T
RLZDED -7 SICIFIRAEFBEGEZEFELIIBER T 2HRELHDXT)

3. Windows Server Manager T. * Tools * > * AD FS Management * %3#&RL £,
AD FS BIEY —/LARTENET,

4. T*ADFS*>*GIRREFAERFERE =#ERLE I,
FERREFBEFED ) R FRRRINET,

5 # L <1ER L7-EIRREFIREGRICT VL RHIEAR ) > —%BML £7,
a. {ER L7-SERREF AEEREERERL X,
b. S8EEHI VY I L. *TIOERFER) > —DIRE * Z#RLE T,
C. F7ULAFIMER) S —=FIRLF T,
d [*@A (Apply) 1Z&BRL. [*OK ZBIRLFT
6. # L < ER L 7-AEBAEAAEEHEICERRETRU S —%2BML £ 9,
- VER LT-EEFREFI REEREREL X7,
b. EEEGEI VYU L. [*JL—LETRI—DRE*] ZHERLFET,
=L OBM ] ERIRLE Y,

d [JL=ILF>TL—FrDFER] R—ZT, URXH5S [*LDAPEMZIL—LELTEE*] %
BEIRL. [*&a*] EBRLEY,

[IL=ILDEBRE] R—IT. COIL—IDORTFEZANLET,

V]

o

®

7=t ZIE. ObjectGUID to Name ID ¥ AL £7,
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f. BMX F77T. *Active Directory * ZERL £ 9,
g IYvBE>IF7T—T)LdD LDAP EM45IC. * objectGUID * E AHIL £

h Ty I T—TILDEEIL—LEZATHT, FOYTHEIY ) H5 * %A1 ID* Z:FRL &
ER

L T5ET1 ZFRL. T*OK1 ZFRLZF T,
1. XRT—ZDEEICA Y R—bINcC e ZRRELET,
a. MFREFBEEREEZG )y oL TTONT 1+ ZHETE T,
b¢5€¥¥my [*Identifiers] . & KU [Signature] X 7D 7 1 — L RICENASTINTWVWB % HE

AXRTF—=ZRBEWNERIF. 7T L—2a3 > AXEXT—ET7RLIABPELWI E=RERTZH. EEF
FTASILET

8. LEEDFIE%Z#EDIRL T, StorageGRID ¥ X T LD IR TODEIE/ — RIIx L CEEFREFHEEEHEE
BRELE,

9. 7 L7=5. StorageGRID ICR> TINRTDIIAEFBEEGEHEZ T A ML, ELLEREIATVWSR
EHERLET, ZBBLTKIETVWY VYRRV I ZAE—RZFERT 25 FIBICDOWTIE. ZE2BL

TITL—2asXR7—R%AVR— LT, iBAEFAECEEEZERLFT
BIAASFREGEDEZ M VK- T3ICId. BEE/ —FOSAML XZT—RICT7IEALET,
F&E

1. Windows Server Manager T. *Tools * Z3&R L. *AD FS Management * Z:#RL £,

2. Actions (7o 3>) T. *Add GERAZFAERERDEM) *ZERLET,

B [&KDTEIR=JT, [*"IL—LWIG*]ZFRL. [FB*]ZBRLET,

4 [*FUIArELRBO—ALTRY bT—I LTRASTNTVWRIASAAEICEAT ST —2% 1 K-+
TB ) BERLED,

S.* JxTL—=a3uXAT—RT7RLRX ((RRM&ZFEIFURL) *IC. COBE/— RO SAML X4 F
—ADBAEAITILE T,

https://Admin_Node_FQDN/api/saml-metadata’

[ Admin_Node_FQDN' ] IZiF. FILBE/ —RORLEBH R X1 >ZZANLEFT,. WREIZGLT.
J—=RDIPT7RLZAZRODICERTEF Y, 72l IPT7RLRZANLIHZE. EDIPT7RLR
NEL S EICISEIFAZSN AEERZEFR X LIIBIEN T2 ELNHD FT) o

6. SIREFNREFRODEM Y « F— FZRTL. SRSV EEEEZREFLT. VP —FZHALE Y,

ERAEANT B L SE. BB/ — ROIHEFEBE D #EHELET, Cid. Grid
@ Manager D> S F ILH A V74 S R—JICRRENBIBRE o< AL T, T zid
'SG-DC1-ADM1' AL F T

1. JL—LIL—ILZEBMLET,
a ERzE7Uv oL, [*IJL—LRTRI—DiFEE*] ZFRLET,
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b. [*JL—/L%ZEM* (Addrule*) 1%

C [IN=IToTL—rD&ER] R=IT. URrHS5 [*LDAPEMZIL—LELTEE*] =
ERL. [*&A*] ZBRLEY,

d [JL—ILOHRE] XR—JT. TOIL—IILORTEEAILET,
=& 21X, ObjectGUID to Name ID X ASJL £ 9

e. BM X M7 T, *Active Directory * Z3&RL £ 9,
. YwE>J7—TILD LDAP EMFIC. *objectGUID * E ASIL £ T,

9 XvEYIT—TINDREIL—LEATHT, FOYTZIVII DS *&ETID* ZBRLF
ER

h. T5E7) Z#RL. T*OKJ EZFERLET,
8 XAT—ANERBICA Y R—bENERRELET,
a. FREFIREGEEZG Vv I LT TONT 1 ZREEF T,
b. [-EJT?—’;-MS] . [*Identifiers] . & & U [Signature] X 7D 7« — L RICEHNAAITTNTVWS %

ART=ZRBWGEEIF. TxT7L—2ar AT -7 RFLANELVWI L ZHERT D, EZF
BMTAALET,

9. FEEDFIRZ#EDIRL T, StorageGRID ¥ X7 LAD IR TOER/ — FICH L TGERAEFAEEEZ
RELET,

10. 5E Y L5, StorageGRID ICE> TINRTDIAEFAEREEEZ T AL, ELLKERETNTWVWE L
ZHESBLET, 2BRLTKLETVW T Y FRY I IE—FZ2EATS FIRICOVWTIE. Z8RL

SERREFIAEERZ FIMTERLE T
AAENREGBEOT— 2% A VR— LBV EZBIRLIEIGRIE. BEEFETAANTEET,
=2}

1. Windows Server Manager T. *Tools * Zi#R L. *AD FS Management * ZERL £,

2. Actions (72 3Y) T. *Add GEFRZEFIBEFEEDEM *Z#RLFT,

B [&LS5CFIR—IJT. ["IL—LMIG* ]| Z:&RL. [BE*]1ZBRLET,

4. [*FAEFIREICE T2 T —REFHMTANTS * | ZBRL. [* AN | ZBRLZF T,

S. AIFAEFIAEFEOEMY « F—RZRITLE T,

a COEER/—FOXRTBZANLET,

BEMZEERTIOHIC. BIE/ —FOAZEMAE D Z2FEBAL TSIV, CDIDIF. Grid
Manager D> Y T IN A VA R=JIZRREINET, 7L XL 'SG-DC1-ADM1' E ASIL XS

b. A7 a>Dh—U VESAREEZRE T 2 FIEIFEBL TILTEL,

cC [URLDHBE] R—IT. [*SAML2.0WebSSO YO kDY R—rZBMICTD*] Fxv
ORI REFICLET,
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d BB/ —ROSAMLH—EXIYRRALAV D URLEZAHDLET,

https://Admin_Node_FQDN/api/saml-response’

[ Admin_Node_FQDN' ] ICIF. BIE/ —ROTLEBE R XA V% ZANLEFT. WEBIZHL T,
J—RDIPF7RLRERODICERTEES, L. P7RLRAZAALEEBE. EDOIPT7RL
ADEDL T EICIKIREN BECHEZENEIIBER T IHRELNHD FT) o

e. Configure Identifiers R—> T, EILEE ./ — ROIEREFRAE D ZHEEL F T,
' Admin_Node_ldentifier

[ Admin_Node_Identifier | (Zl&. BIE/ — R OERAZEFIBERRFEZ AL EFT. Chid. Single
Sign-On R—JICRREINDEHED TY, 7 ZIL'SG-DC1-ADM1' EABLFT

f XE=MEL. SIPEFPEGCHEZREFLT. V- FZBALE T
[ZL—LRTRIS—DRE | XA 7O Ry I ANRTEINE T,

@ AAT7ATRY I ABNRRENBZWVEEIE. BEZHEI )y I L. *IL—LETRI>
—DfR&k * ZERL X I,
[L—LI—=IL] D1 —FRZRAWBITBICIE. [*IL—ILDEM*] Z#RLET,

a [I=ILTYTL—FrDFER] R—=JT. UXAbHS [*LDAPEMZIL—LELTEE] %
EIRL. [ &RA*] Z8RLET,

b. [IL—ILDOFE] R—IT. ZOIL—ILOERTEEATILET,
7=t ZIE. ObjectGUID to Name ID ¥ AHJL £7,

C. BX M7 T. *Active Directory * #:#IRL £,
d. YWt >4 F—7 L0 LDAP BHFIIC. *objectGUID * L AIL £ 9,

e XvEYIT—TINDREIL—LEZATHT. FOYTRIUI DS * %A1 ID* ZFRLF
ER

f. T5271 ZFERL. T*0OK1 Z&RLET,
. SERREFIBEGEHEZAI Vv LTTONTs EHEE T,
- [*Endpoints] # 7T, >>Z)Osg 77k (SLO) DIV RARAV M ERELEFT,

a. T*SAML ZiEM) Z:#RLFT,
b. [* Endpoint Type*>*SAML Logout*] ZZR L £ 9
c. T *Binding * > * Redirect* | %3&RL £7,

d. [Trusted URL] 71 —JLRIC. COEBEB/ —RrRHh50>>5)IlOsg 7o~ (SLO) ICfEAYT 3 URL
ZANDLET,

https://Admin_Node_FQDN/api/saml-logout’
[ Admin_Node_FQDN' J (CId. BIE/ —FDREEMEAC VB ZANLET. HEICIHLT. /—

ROIPF7RLRZRODICERATEE T, 7275L. IP7RLRZADLEEE. EDIP 7 RLAHLE
ol FICIIIFRENBEGEHEZEHNELISBERTIHNENHD EXT) o
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a. M*OKJ ZERRLZFT,
9. [* Signature*] 2 7 T. CDIIRREN BEEHEOELIMHESEZIBELEFT,
a. WAL LFEREZEML I,
* StorageGRID IC7w 7O— R L1 A X2 LEBEIAEN H 315513, €OABEZERLET,

* W AZLERREA R VGEIE. BB/ —RiCOJ0 > L. B/ — RO /var/locallmgmt-api T «
Lo bDICF8 LT, T custom-servercrt | SFBAZ 7 71 /L2 BML X T,
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Certificates

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).
Global Grid CA Client Load balancer endpoints Tenants Other

The StorageGRID certificate authority {“grid CA”) generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The 53 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an
external certificate authority.

Name Description Type @ Expiration date @ =

Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management APl, and Tenant Custom Jun 4th, 2022
Management APL

Secures the connections between $3 and Swift clients and Storage
. . Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate ) . ” Custom Jun4th, 2022
Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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FIE

1.
2.
3.

98

[ * configuration * > * Security * > * Certificates * ] ZERL £,
Global * 2 7T, *S3 & U Swift API FEBAE * 3B IRL £ 7,
[*T 7 MEREZERT 3 ] ZERLF T,

J0O—NIL7E S3 E LU SWift API EEBBZDT 7 4L FON— 30 FZ VAR TR E. /RELIEHARA L
H—/NEEBE 7 71 ILIFHIBREN. S XTFLDSIEFV AN TERLLEDET, 774D S3IBLY
Swift API SEFAZIE. R hL—2/ — RADLBEOH LW S3 LU Swift 7 51 7> MERB LU — b+
Dx14/—REDCLBHY—EIANDOLUMEDOEH L VESICERINE T,

ZEEZERL. T4 LD SI B LIV SWift APISERBEZEEZ U X R 79 3ICIE. T*OK) ZFRLE T,

Root Access 1E[ED 3 2IRIBET. S3 B LUV Swift APl DB XA Z LEFBBZE# O— RNS B IV RERA > b
DEFFICEALTWESEIE. T74IILED S3ELY Swit API sEFAZ A FEAHL T7 7R TEALLAD
O—RNSOHIVRRAEFDURAMDRREINET, ICEAFFT O—RNS YT URRA Y FEFK
ET2HERRIDZIVRRA Y M EREXISHIBRLE T,



5. Web 72 UHDEHMENICEZRHRTBICIE. XR—=DZ2)TLvy2al TS,

S3 B LU Swift APIEFFREZ R U > O— R FIFOAE—-LEXT
S3 B KU Swift API SEFAZEDABEFREFEZIEIE—L T, MOBFATHERT A TEET,
FIlE

1. [ * configuration * > * Security * > * Certificates * ] Z3&RL £ 9,

2. Global * # 7T, *S3 KU Swift API ZEFAZE * #FEIRL £ 95

3. [Server ] # 7 £7-I3 [CABundle] 2 7%:&R L. FSAEZ4 7> O— R ELIFOE-LEFT,

MEAZE T 7AIILETIF CANY R EA T YO—RLET

SEEAZE F7/-IE CANYRILD 'pem 77 AN EZA T VO—RLETA S a>D CANY RILEFEH
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B—DT771)le LT YO-RENET,
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ESNTVBHEIE. COFIRZEALTIS17 > MEAZZEMLET,
FIE

1. Grid Manager T. * configuration * > * Security * > * Certificates * Z3ZER L. *Client* 2 7% &R
ERS

2. T+ BBRLET.
3. SERRERE 1NFU L2 EU T CAALE T,

4. NERDEERY — )L = FEF L T Prometheus $E1IC 7 7 X 331213, * Prometheus * ZEFA] 3 3 2 3ER L
£9,

5. [I* Certificate type *1 20> 3> T, BEAVA—T7 x4 XiAE lpemy 77027y 7O—RLZE
ER

a [FEERED 7y 7O—F | ZFERL. [HlT] ZERLFT,

102



BEA 8~ 1o REHBT 7L pem)E Ty TO—RLEY

*USAT7 Y IAE O * Z:#IRL T, ABAEX X T — X CEAE PEM 2R LE T,

* SFRAZE OB Z I — L THIDBEFRICBED T3 ICIE. *SEFAEZED PEM # I — * ##IRL £

ERF
SEBHE %= Grid Manager ICfR7F 9 % ICi&. * Create * ZERL £,

FLWEEEENR [ 517 M 2 TICRREINE T,

6. Grafana % ¥ OAEREERY — L TRDFBEZITVE T,

a.

Y& EROREIZADLET,

StorageGRID Tl Z DIBERIIBED D FEAD EHZT AT B1-ODEAZIBET 2HEHLHD

9,

*URL* (B —RORXAVEFLIFIPTRLRZANILFT, HTTPS &R— bk 9091 Z1EE L

x7,
7= ZIE. T+ https://admin-node.example.com:9091+ | Y AJILE Y

CASIAEZFERLT. *TLS VA 7Y FREE* BLUV * ZBMIL T,
TLS/SSL Auth Details® FC. +Z AE— L TRED ST E T
" BIEA VY —T 11 ADCASERAEZCA CertlTEML X7
*USAT U NEREE I ST Y MEABICEELET
*USAT Y REF—AOWERE
*ServerName* ( BIE/ —RDRAAVBZANLEFT,

servername (. BB VX —TJ 11 ABEEICRRIINBZ R XA VR E—HBITIHNRELRHD £,

StorageGRID £7idO0—AIL 7 7L 5 AE— LIAIAZ C MBREZFRELTCTANLET,

ZNT. AEBDEERY — L% EMA L T StorageGRID H'5 Prometheus 1E18IC7 VX TE 3 L3I0k

D&,

NS5 DIBIZDFEMICDOVWTIE. 2B L TL 72TV StorageGRID D E R FIE,

CAICE>TRITENII F1 7> MEEAE

BB VA—TJ 1 RAFAEHDRETNTUVARWVGER. CAICE > TRITSINY 517> MERAZ C E
7z AT DPrometheusD YV 51 7> MEBEZEBINT 255815, COFIBE ZFRLTEEEI A7V
SERAZEXEBML X9,

FIE
1. FIE~Z2RTLET BEA VY- T A XEARAEEZREL F T,

2. Grid Manager T. * configuration * > * Security * > * Certificates * Z32R L. *Client* 2 7% &R L

3.

ERS

F*8hms ZFRLET,
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4. SERAE L EINFU LR FUTTANILET,

5. NERDEEIRY — )L &= {FA L T Prometheus FE1EIC 7 V2 X 3ICI1E. * Prometheus * #EFa] 3 2 %R L
9,

6. GIAEDRBENL I a > T, /5147 MRS, WER. BLUCANYRILD Tpemi 77 1IL%
7y TO—RLET,

a [fAED 7y 7O—R 1 Z&RL. [FIT1ZBRLET,
b. 547> NIERE. WEE. BLUCANYRILT 7L .pem)E 7y FO—RLET,
" USA4T7 2 MNIEEEORM * ##ERL T, AAEXEX TR CAHEPEM ZRRLET,

*FEAEOARZT A — L THDIGPRICEE DT B (ICIE. *EEFAZE D PEM ZJE— * Z3#RL &
ERS

C. SEBAZE % Grid Manager ICfR7E 9 3ICI&. *Create * ZFEIRL £ 95
FLVEEBBEN [V 51T Y MR TICRRINE T,
7. Grafana % X OANEBEARY — L TROBEEITVE T,
a. *&H ¢ I EROBFIZANILET,

StorageGRID Tld Z DIBERIIBEDH D FEAD. BHZT AT BT-ODEAIZIBET D2HEHLHD
79,

b. *URL* : B/ —RORXAVEFHIFIPT7RLIAZAHNLE T, HTTPS ¥7R— b 9091 ZIEE L
x99,

7= ZIE. T + https://admin-node.example.com:9091+" | AN LET
C. CAEFFRZ%ZFAL T, *TLSISA 7Y R * LU *EZBMCLEF T,
d. TLS/SSL Auth Details® R T, +2E—LTEEDFITE T
* B VA —T 1 ADOCAEBBE%RCACertiCBMML £
" OSATYNEREE I SA 7Y MEBBEICXELET
*OSAT Y RFE—AOWRE
€. *ServerName* : BB/ —RDORXAV&EATLET,
servername . BIEA VX —T7 1 AFBEICRRINBZ R XA VR E—BHTIHRELRHD £,
f. StorageGRID £7:|O0—AILT7 7 IILH 5 AE—LI-HBAZ E WEBEREZREZLTCTANLET,

CNT. AEBDERY — )L %ZEA L T StorageGRID H'5 Prometheus 1812IC7 72 XA TE 3 L S5ICHR
DEJ,

NS DIBIEDFFMICDOVWTIE. 28R L T TV StorageGRID D EERFIE,
Grid Manager® SEEBAENER TN E LT
BIEA VR —7 o4 AFAEHNRE SN TLARWIFEPGrid ManagerDiEBBE 4 piiéae % FA 9

%Prometheus® 7 S 7> LEFREZEBINT 2B 8ld. COFIE 2FALTEREYI 17> MIBBE%® B

104


https://admin-node.example.com:9091+`
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/monitor/index.html

mLEs,

FIE

1. Grid Manager C. * configuration * > * Security * > * Certificates * Z##RL. *Client* X 7ZERL £
ED

2. T8 ZFRLET,
3. SFEZFINFULERYFEUTTAALET,

4. HEBDEERY — )L %= EF L T Prometheus IBIEIC 72 X3 3ICId. * Prometheus * ZFa] § 3 #3&R L
9,

5. GIRZDEE U 3> T, [AREOEM]EERLET,
6. SrFREIEREIEEL £ 7,

° *Domain name * . SEAAZICEHBZBIE/ —RFDRLBHIR X1 2%, BHO R X1V EE2RTICIE.
JAILRA—ReLT*EFERALET,

ip*:SERAEICED 31 DOULDEE ./ —RIP7RL R,
o * g * LEEBAERREED X509 7P U M FEIFHEAI% (DN) o
7. [*Generate (%) |ZERLFT
8. FIFAEXRT—RCIFAZEPEMERTRY BICIE. [V 51 7> MEFAEZEDFHMIZRIRL 9,

o *

@ 4707 L3 . ARAEOMEBERERTCELLADET, F—Z2LREBIHAICT
E—Fiddo>rO0—-—rFLET,

* AEAZEOARZ AE— L THDIGFRICREDFIF 5 ICIE. *EEBAE D PEM Zz E— * ZFEIRL £ 9
CHRRET F AN EZFREFT BICIE. [EEAZOX U O-R | Z&RLE T,

AEEAE 7 7 MIILDORRIE AU O—REZIEELE o 7 71 ILTHERF [ .pem 1 ZHFTREL
9,

5] . 'storagegrid_certificate.pem
c WEBOIE—* ZFRL T, APAZOWERZ IE— L THIDBARICRAD T E T,
c MEBRETI FAILELTREITBICE. *WEROXYO—F* Z&RLIT,
MEBERI 7LD CA Y O- FEZEELE I,
9. SEBBE % Grid Manager IZREJ 3 (CIdE. * Create * ZFEIRL £,
FILWEERBEN [ 74T Y b | R TICRREINE T,

10. Grid ManagerT. * configuration > Security > Certificates Z##R L. Global *Z 7% :#RL £,
N BEAVE—T oA RGAEZERLE T,
12 [* W AR LEIREZERAT 3 * | 238 RLEF T,

13. ZERAZE D .pem”T 71 )L Lprivate_key.pem7 71 ILEH S 7y TO—RLET 7541 7 > FEEERE DA
A7y T CANYRILZETZYy TO—RIIBEIIHD £FH A

a [FREDT7 Y TO— R | Z&RL. [HiT] Z#RLE T
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b. KHEAET 7 IL(.pem)E 7y TO—RKLET
C. ZEFAE % Grid Manager ICfR7E 9 3113, * Create * ZFEIRL £ 7,

il

FLWEERREN [ V54TV M | 2 TICRTEINET,
14. Grafana %2 ¥ OAEREERY — L TRDFBREZEITVWE T,
a * &t I EHROLEIEADLET,

StorageGRID Tl DIBERIIBED D FEAD EHZT AT B1-ODEAZIRET 2HEHHD
79,

b. *URL* : BE/—FDORXAVEAXLIFIP7RLRXZAILET, HTTPS &R— bk 9091 ZHEE L
9,

7= ZIE. T + https://admin-node.example.com:9091+ | Y AJILE Y

C. CAEEFREZEAL T, *TLSISA 7V hEREE* KU * ZBMICL T,
d. TLS/SSL Auth Details®@ F T +z AE— L TRED T ET

*BEBAVA-T A RISAT Y NEAEIR. CACentb LU S0 7Y MERAEDOEAICERT
nx9y

s OTAT Y b= ADOWERE
€. * ServerName* | BB/ — RO R X1 >&%ZAHNLET,
servername . BIEAM VX —T7 21 AFBEICRRINBZ R XA VR E—BHTIBERHD £,
f. StorageGRID £7z1dA—AIL T 71 IILH5AE— LI-GAZE C MEREZREFELTTANLET,

ZNT. AEBDEEARY — L% FEMA L T StorageGRID H'5 Prometheus 1812IC7 72X TE 3 LS5 IChH
DET,

NS DI/ZEDFHHICDOWLWTIFE. BB L T LTV StorageGRID D EE4H FIE,

IZA47 Y NEREEREL T T

BIEEISA TV MNIFRZEREL T, ZHiZZEE LD, Prometheus 77 XExBMEIZEMIC LT
D, IREDEBEDHEIM NI FICHLWIEBE.2 7y 7O—R LD TEET,

Flig
1. [* configuration*>] > [* Security] * > [* Certificates*] ZZER L. [* Client'] 2 7%= ZEIRL £ 7,

SERRE DB REAPR & Prometheus D7 Ut X1&ERZRDKRICTRL £ 9. FEEAZEDEREARHI A D W15
By FRETTICBEMWERIMINIESIE. XyvtE—UARICRTRIN. Po5— MM A—CNET,
2. IR T BEAZE ZEIRL £ 7
3. TrEdit*1 Z#RL. T RETCHERZRE 1 2B RLET
4. SIRERF INFEULER2NFEUTFTTAALET,
5 NERDEARY — L% fFH L T Prometheus $81ZIC7 U X9 3ICI&. * Prometheus * #3fR] 9 % % 3R L
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E
6. SEEAE % Grid Manager I[CfRET BICIE. T * Continue * 1 Z3&IRL £ 7,

BEHCNIGEERAEN [V 547V M1 2 TICRTENET,

FLWISAT7Y MERBEERLEY
REORAEOHRAINICEICHLVIRAEZ 7 vy JO-RTEET,

Flig
1. [* configuration*>] > [* Security] * > [* Certificates*] ZZER L. [* Client'] X 7%= ZEIRL £ 7,

SEERE DBEZNEAPR & Prometheus D77 7€ XA#ERZRDRICTIL X9, SERAZEDOBEHHARD IO VI5
. TR ITICBEERMSMINIIZSIF. XvE—CDRICKRTEIN. 75— MU A-CNET,

2. iRETBEAAEZEIRLE T,
3. T iR&) ZFERL. MEA T2 a v EBERLE T,
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ARREZE 7Yy TO0—-F 93

AEEAZEDTF X b2 IE— L TRIDBARICRED(FIF TS T L,
a [FEERED 7y 7O—F | ZFERL. [HiT] ZERLF T,
b. o547 bEEAESR (pem) 27y TO—RLET

5472 MEREDFH * ZEIRL T, SIAEX T — X LFBAE PEM ZR KL T,
FEERAE T AN ERET BICIE. [FERREDOX U VO— R | ZERLE T,

AEEAE 7 7 MIILDRRIE AT O—FEZIEELE o 7 71 JLICHERF [ .pem 1 ZHT
TRELET,

5] : 'storagegrid_certificate.pem

* SFBAEZORNAZ I — L THIDBFRICEE D (1T B 1CIE. *EEBBEM PEM # 1 — * ZEIRL
£9,

C. FEARE % Grid Manager ICfR7F 9 B ICIE. * Create * ZFEIRL £ 7,

BEHSNIEAEN [ V517V M1 2 TICRTFEINET,

AERAE DERY
EBAE DT F X b ZEM L THDIZFRICEEDFITE T,

a. [*EERAZE DA * | ZFRLE T,
b. SEBAEERZIEEL £,

* *Domain name * : SFBREICEH D 1 DULDTRLBEFIR X1 V%, EHO R X1 &%2K
FICIE. TR A—Re LT* 2 ERALE,

“IP DEEEAEICE®H B 1 DULED IP T RL X,
% DEEAEREE D X509 YU b EIFE@AI% (DN) o
* days valid: SERBE OB REARHIYIN 2 EREZ D B
C. [*Generate (%5%) 1 ZERLFT
d 547> FERREDFM * ZBIRL T, SEBAEAXA X T — X LFEEAE PEM ZRRL £ 7,

@ 47O %ML 3 L. FIFABOMERERTTELRLLBDET, F—2%2H
BAICOE—F@EAdo>rO0-FLET,

" SERAEOHNAEZ IE— L THOIZBARICAED T B ICIE. *EEBAED PEM Z 1 — * Z3&RL
9,

FEERE T AN ERET BICIE. [FEREOX Y O—-F | ZERLE T,

AEERE 7 FAIILDOBRIE AV Y O— REZIEELE T, 77 1ILCHERF [ .pem 1 217
TRELFT,

f : 'storagegrid_certificate.pem



* WEROIE—* ZFERL T, SEEAZEOWE#EZ I8 — L THOHEARICEED[FTF T,
* MERE T AN LTRET SICIE. *WEROAY>O—F * Z&RLFT,
WERT 7ILORBICA T O— REZiEELE T,
e. F5EAAE % Grid Manager ICfRTF T B ICId. * Create * Z:EIRL £7,

HLWEERAEW [V 54T Y b | R TICRTREINE T,

VATV MEREZA U O—REEOE-LET
94TV MERAEEA D O—RELIFIAE-L T, tOBFATHERATZICHTETET,
=2}
1. [* configuration*>] > [* Security] * > [* Certificates*] Z#iR L. [* Client*] 2 7%:&#IRL £7,
2. JB—Fi 32U >rO— R 9 BAEZERLE T,
3. fEREZAVYO—REIEFOE-LET,

SEERE 7 7L EA T O—RLET
SEERZE T pem ) 770 E Ao >O—RLET,

a. [EEEREDA U >O—F | ZFERLFT,

b. SEFAE 7 7 M LORBIE YT O— REREELET. 771 ILUCIEERT T pem ) ZfHF TR
FLET,

—

f : 'storagegrid_certificate.pem

ARAEZIE—-LEY
FEEAEDTF X b2 AE— L THIDGZARICEE D HF TR T L,

a. [*iEBBEZEPEM OO —* 1 Z&RL £ 9,
b. O¥P—L7/EBE%A2 T A NI T RICEEDFITE T,
C THFRXL T7AILICHARF T .pem 1 ZFIFTTHRELE T,

5] : 'storagegrid_certificate.pem

U517 MEHEEHRLET
BEEI A7 Y MIAENFRICBR o THBEIFRIFTE XY,

Flig
1. [* configuration*>] > [* Security] * > [* Certificates*] ZZER L. [* Client'] 2 7%= ZEIRL £ 7,

2. HIBR Y ZEEAE = #EIRL £ 9
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3. TrHIFR) ZFRL THEELZX T,

@ =K 10 BDFAZEZHIFRT 3I1CI1d. [7 547> 12T THIRRY 2REAEZERL. [*
7orar > HRT ] Z#RLET,

SRREEHIR L. EOMBERXFERL TW=U 517> ~id. StorageGRID Prometheus & —4& X —
AT ICRTBIEODHFLWI AT MNEBEZIRETIHNENHD X7,

F—BEY-N\ZHRE
*—EEY— \NORE : BE

1 DULEDONEE—BEBHY—/N (KMS) ZEREL T, HICERELILT7 IS4 T7 R/
—REDT—R%ZRETDBENTEET,

F—EBEY—/N (KMS) ZI3fEITIH?

F—EEYHY—/\ (KMS) (L. BEET S StorageGRID # D StorageGRID 7 7514 7> X/ — RIZ Key
Management Interoperability Protocol (KMIP) Z{#R L THES{LF—ZRHEITINBOF—RN—F1 X
TLTY,

AR R=ILEFIC/ — REEBML * BRENBMICHR >TLWS StorageGRID 7 FSA 7V R/ —RD ./ — RS
tFXF—%=BEIT3ICIE. 1 ODULEOF—BEY—NZFERALET. INSDT7TIA4T7VR/—RTE—F

BY—NZERATIE. VTISATURET =322V F—D5HIBRLIEBETH. T— 22 FECEXT, 7
TSATVADRY) a—LzBEETRE. /—RHAKMS CBETERULAED, 7ISA4T7RDT—4
771X TBIFTETREA-

StorageGRID Tld. 77547V R ./ — FOBES{LEEFSLICER T INAEF—IXERDEE
HTINFHA. NEBF—EEH—/\%ZEAL T StorageGRID T — X %2 R#& J 3HEIE. TDOY
() —nomEsEEERL. ESF—OERAEEERLTEABENBD £, F—EEL
I ORFTIDOVTHE, COFBTEFBLTVEE A, FH— FHRELBAE, F—EE
H—NOREF2XY FEBRT B, T2 AL HE— MCERLADE S,

StorageGRID DSt AR ZHEEL £

StorageGRID (Cld. T—RZREES{LTRHDIXTITBA T arhHDFT, FH
O FEzHERB LT, T— Y REOEBGZ /T AEZRET DHENDHD T,

RDFKIC. StorageGRID THEHATET 3RS AROBMEEZRLET,
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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

& Public client certificate
s Client private key

Add KMS to Grid Manager
for a site or group of sites

H r"-.a"?"‘_-'i |:| I

Poweron

or reboot?

Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

# DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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YA MIERTS KMS ZEEIT 51— T —X

1D

RDORIC. Y1 LD KMS Z2EETZ—RNBT —XBELFIEZZLHET,

YA EDKMS ZEETZI1—XT—2X HEBFIE

YA rEBEDKMS T RUD 1 DU EHD. FNE5 1M FEBEDKMS ZIREL T, [* F—EEXWR*

DIVRID1DETIAILEDKMS ELTEARAT 174 —ILRT. BIODKMS (74 kKMS) T

BPRELRHDET, BIEINTVWAVWY M *ZBRLES, Y1 NEFE
DKMSHTFT7AILEDKMS £ LTEREINSE LS

ICRDET, BEADKMS ZEAL TLWAEWLY A ~C
HbERAINE I,

T —EEBEH—/N\ (KMS) %iR&ET S

FI7AI LD KMS ZERAL T, ILERICHLLWYT 1L FHLWHA NMIHDBZTTSATVR/—RBTT
EEEBMTIHENHD FT, FILLYA MIIET #ILRD KMS I & > THES(LEADBESIE.
T EDKMS ZFEALBVWTLIEEU, KMS VY7 hoxz7zERALT. BEDON—T3

VOBESEE—%T T AL D KMS B 5 L L
KMS ICOF—L %9,

2. Grid Manager Z R L TH L LV KMS ZENM L.
Y1 hZBERLET,

T —EEH—/\ (KMS) ZEBMT3
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AL EDKMS ZEETSH1—RX7—2R WELFIE

T4 LD KMS TRIOH—NZFERTIELFT, LA DT TSAT VR — ROBIED KMS (2
Lo THESILAEADIZEIE. KMS VYT U7
ZEAL T, BIFED KMS D5 FT L L KMS (CHE
FF—DREON—-2 372 AE—-LE T,

2. Grid Manager Z £/ L TEEZE®D KMS SREZ iRE
L. ILWRIMGRFIFZIP7RLRZASL
F9,

F—EEH—/\ (KMS) %EBMNT3

KMS T2 547> k& LT StorageGRID 58 EL £

KMS % StorageGRID ICIENT 3 HIIC. ENABBF—BET—NFIEKMS 75X 2D
547> LT StorageGRID % &XE T IHEHLHD £,

CDRATICDWT

NS5DFIEIE. Thales CipherTrust Manager k170v. /N\—> 3> 2.0, 21, 8LV 22 IERAINE
Yo StorageGRID THIDOF—EBEBHY —NZFHATIHEICOVTIE. TI7ZHITFR—-MIEBULWEDEL
JEe] A

"Thales CipherTrust Y %— "

FIE

1LKMS Y7 hx7H5. EHETSKMS £7IE KMS 75 X4 Z X IC StorageGRID 7 51 7 > M EER
L,

ZKMS (Z. 12D bERIFT A T IL—FIZH S StorageGRID 7 T4 7V R/ — RDE—DEES
tFX¥—%Z2BELET,

2 KMS Y7 b Iz T7h5B. KMS £/l KMS 5 X2 LIC AES BEB{b¥—%ER L £,
EEbLF—IF TV RR— FOJRECTHBIUELH D £,

3. KMS F7zl& KMS 7 5 2B Z L ICRDIEHR % SRR L £
CDIFERIE. KMS % StorageGRID |3EBMNE 2 & FICHBICHED £,

o BH—NDRAMZFRIFIPT7RLZ,
° KMS TERR T NS KMIP R— |,
° KMS DSt —DF—IT 1) 7 X,

@ BEES{tF—IF KMS ICT TICEEL TVWARENH D £, StorageGRID I& KMS F—
ZERFETZIFEEL FE A

4 KMS £7lFKMS 75 XRRZZril. 8t/ (CA) MWEBHALIY—/N\RAZX/IEPEM TIYO—RT
NI-E CASIRRE 7 7 ILESTHAENV RILE, SIBEF I —VDIEFGEFZ L TERIELE Y,
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H—/N\FEBAZE % FER T 3 . AE8 KMS (& StorageGRID IC L TEHE%ZERFAITEF 9,
° SEBAZE T, Privacy Enhanced Mail (PEM ) Base-64 T J— K X.509 e = ER T 2 HEBH'H
D%Ed,

o &4 — /\ZFEAZ D Subject Alternative Name (SAN) 7« —JL RICIZ. StorageGRID H'iE#id 35
SR X1>% (FQDN) FIEIP 7RLAZEDHIVBENHD FT,

@ StorageGRID T KMS Z58&RE 9 335&1d. [ *Hostname * | 7 —JL FIC[E L FQDN
$72E 1P 7 R LREANT BBENBD 7.

° H—NEEBBEIE. KMS D KMIP 1 > 2 —T7 =1 ATHEAINTVWSIEHEEL — R 3HELHD %
T, BEIIR— bk 5696 iMEAINET,
5. #\ER KMS |C &k o T StorageGRID ICEITEINIENT VWO IS4 7> NEREE 754 7 > MNEBZEDOTK
ERERESLED,

754 7> hiEBEZE(IZ. StorageGRID B KMS ICH L TEE%ZRHIT 2 AL E Y,

F— S — )\ (KMS) ZE8MT3

StorageGRID ¥ —EBET— NV —RFZFERALT. FKMS £LIEKMS V5 X 2%
BAMLET,

BERDD
c ERBLTHTET - EEY— N\EERATIEOZEEE B,

* CNTET T KMS T F1 7> h& LT StorageGRID Z58EZ Vv I L. KMS I KMS 75
AR BRIBREHEL THEEET,

* ZfEHA L T Grid Manager (CH 11> LEd HR—FENTWLS Web 7571,
* Root 77 RMERNMEIDEHTHNATWS,

CDRRXTICDOWVWT

AJREERIE ThHNIL. Y1 FEBOF—BEY—N\ERELTHS. 5D KMS TEEINTLWARWT 7 A4JL K
DKMS ZFHRELTLIETV, BRVICT 7AILED KMS 2B e 2. Uy RAD ./ — R THESLEINT:
IRTCDTTZATVADT I HILED KMS THEES{EEINET, U1 FEBD KMS Z&H & TIER T 3 IC
. £ BEILF—DIREON—a > ETITAILEDKMS BSFHLWKMS ICOE—F3MRELRHD F
T, ZBBBLTLIETVWHA FDOKVS 2ZE T 3EDOEEEE #B8BLTLIEEL,

FIE1 : KMS OFlEANLET

F—EEBEY—NOEBMI s HF—ROFIE1 (KMS OFFMlE AS) T. KMS £7zIE KMS 75 X 2D l%
EBELET,

FIE
LRE*>*Fa)Tq > F—BEF-—N*"ZBRLEXT,

[Key Management Server] R—IHFRR I, [Configuration] [Details] # 7HZEIREINE T,
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key managemeant server (KMS) to manage the encryption keys that protect vour StorageGRID at
rest,

Configuration Details Encrypted Nodes
You can configure more than ons KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manags the keys for the appliance nodes at a particular site.
Before adding a KMS:

» Ensure that the KMS is KMIP-compliant

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID

‘+ Cregte | | # Edil | | @ Remove
KMS Display Name © Key Name © Manages keys for © Hosthame © Certificate Status ©

No key management servers have been configurad. Select Create

2. T*Create*] ZEIRLEJ,

Add a Key Management Server (F¥—EEH—/NDEM) T HF—ROFIE1 (KMS OF#lZ A7) H
RLREINET,

Add a Key Management Server

0 :

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KMS) and the StorageGRID client you configurad in that
KMS._ If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @
Key Name @
Manages keys for & — Choose One - v
Port © 5606

Hostname @ 4

3. KMS £ L U'5&%E L 7= StorageGRID 7 541 7> b DIE#HR%Z KMS TAAL £,
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Ja4—ILR Bzl

KMS &% CDKMS ZRET BDICRILDODHD P T U
Ao 1~64 XFTHRELE I,

*F—% KMS D StorageGRID 7541 7 > ~DIERER F+ —
TAVT R, 1~255 XFTHEET PHEDHD &
ED

DF—%=EELEXT Z D KMS [CE8E 9 % StorageGRID H-1 k&£

LTLEET W, AgETHNE. Y1 FEEDOF—8&
BHY-—NZRELTHS. RIE THO KMS TEE
TNTVWRWIRTOYA bZET T 4)L D KMS
TREIBIVENDD X,

*BTBEDYA DT TSAT7 R/ —ROIESE
F—ZZDKMS TEIEIBZEEI. T1h%E
ERLE I,

* I * Sites not managed by another KMS (F7
FILEKMS) *1 Z&RLT. EHDKMS &
FOEROIRTEMLIEY 1 MIBRESNS T
TAHIEDKMS ZREL X7,

° 3 *UAEICT 7 #JL b KMS THEES{tETh
TWeH o FEZFIRLTH. LWL KMS
IZTTDESIEF—DREDON—T 3 V%R
HLED-TEE. KMS OREXRET
. MEELS—HDHELET,

R—k KMS 1 —/\h' Key Management Interoperability
Protocol (KMIP) DBEICERT3R—b, 77
#JL ETIE. KMIP 1227R— h TH % 5696 HMEMA
SN 9,

R4 KMS DFE2ERi R X1 VB XIEIP T RL X,

s X *H—/NNEEEAZED SAN 7 1 —JL RIZIZ.
CCICANTBFQDN £7/213IP 7 RL R ES
DBIUELHDET, F5LEBLE.
StorageGRID (& KMS 7 5 X ZHD I RTDH
—NICEHRTERABDET,

4. KMS 7522 %Z AL TVWSHEIF. T7RESZERLET $ V7 RFZRADET —NDHRI b&%ZE
mLEs,

5. T*®/A*) ZBRLET,
FlE2 - Y—/N\iIAEZ7vT7O-FT3

F—BEY—NOEBMUV s HF—RDFIE2 (—NFEEEZ 7Y FO—K) T. KMS OH%—/N\EERE (7
IFEERBENVRIL) 27y O—RLES, H—/N\GREZERT % . AE8 KMS (& StorageGRID (ZXt L
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TEHEZREETEEI,

FIE

1. FIE2 (B—N—FEREDOT v 7O—F) *H5. RESNTUVS T —/N\—FEREXIFFEBRE N RIL
DIFFREBRLE T,

Add a Key Management Server

3
Enter KMS Uplead Upload Client
Details Server Certificates

Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificaie allows the KMS to authenticate itself to StorageGRID.

Server Certificate € Browse

2. FBRET FAIINLET Yy FO—FLET,

Y —/NEEBAE DX 2T —EANKRREINE T,
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Add a Key Management Server

o 0

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) ora
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13.0D0:4D:D7 .51:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13T21:12:45.0002
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79

= 1

CD SEBRENY RILZ7y 7O— R LISSEIE. KIEAZEOX T DB X TICKRRE
nEx9,

3. TN *] ZBRLE T,
FIg3 : V547> MiEBEZ 7y O—-FT3

F—BEY—-NOEBMV«—ROFIEI (V547> EAZE%® 7y O—R) T, 2547 > NIEEZE
EOSAT Y NEEREOMERE 7y TO—RLEY, V547> MEBEEIE. StorageGRID H' KMS (X
LTEBZREI S exHFILET,

FIE
1L*FIE3 (U547 MEAEZ7 v 7O0—R) *H5. 95472 MEBAEDOHAMzESRLET,
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse

oo | e [

N

VREERRE T AL ET Yy IO—-RLED,

I

AN AN AN
N
A A A

=
B\l
e

7

FEAED AR T — DRI ENE T,

\/

72 MEREOWERROIGFIZESRL 9,
TN E7yF7O—FLET.

)
N
A
\/

REERAB C U517 2 MEABDMEBERD AT —INKRREINET,



Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem

== = [

5. [1R7F (Save) |&EZEIRLET,

F—BEY-—NCTTSAT7VR/—ROBOERZTANLET, IRTOEGENEMT. ELVLVF—
M KMS ICH BB EIE. #TL LW F—FE Y —/\H' Key Management Server R—J DRICBIIINE T,

KMS ZiEBiNd % &. 9 <IC [Key Management Server] R—J DEEFAZE X 7 — 4 XH

@ [Unknown (FBE) ] ERRINET, JZAHEDERED X T—X XD StorageGRID EfF
IC13 30 DIEENDBIHZEN DD £T. RFDAT—FAZRTT BICIE. Web TZTH
DRTZEHITIVENHD X,

6. T*Save* ((RfF) 1 ZFRLLLIICI TRV E—IDNRRINIEIFEIE. XvE—J DOFHlZ R
L. T*OK*1 Z#RLET,

fce z2IE. BT A MIKRBLIZIBEIE. 422 ¢ Unprocessable Entity TS —hREINZ e D F
ER

. NG E T A METICREOREZREFI ZHENH 3B, *EERT * Z#FRLEX T,
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5A8A2T.02:40:CH:F519AT1.28:22.E7V-DG:E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.

= e

[ BERE | ZFBIRT B KMS ORENMFREFESNE TN, E7 T4 TV IADSEFD KMS

@ NDOANEERIEST AR EINEHA. BRZECHE D ZH5E. ZHITH YA NT/—FR
BEESILHABMCE>TWBR T ITSAT VR —RED)T—MTEHRVWIREMELHD £,
NIRRT B ETT—RICTIVERTELRLLBRBEREMLHD £,

D

%

SR

[T
e
I
2

L. REZBHFNICHREFTDHEIE. 170K ZFRLET,

A Warning

Canfirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.
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KMS OFEEIFFRFINETH. KMS NDEHFIIT A FEINEEA.

KMS Os¥ili a8 L &9

StorageGRID ¥ X 7 LAHDEF—EEH—/\ (KMS) LT3 BHREFERTZ D
TEEYT, CHUClF. U—NEERZEC V517> MIBEDREDAT—ERbLEEN
79,

FE
1L B/E*>*TxXxal)Fq *>* T —FEY— /N *EFIRLET,

[Key Management Server] R—IHRRINE T, Configuration Details 2 7ICId. BHEINTVETA
TOF—EEBY—N\HIRRINET,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

*fou can configure more than one KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS is KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID,

| o+ Create | ‘ # Edit | | & Remove|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. EKMS ICDWT, RDIEHREERELE T,

Ja4—JLK B

KMS &R% KMS D&RBARY %A1,
*—% KMS R D StorageGRID 514 7> hDF—IT 11
77 Ao

DE—ZEEBLEY KMS ICEBE&EfTIF 5 TLVB StorageGRID H - ko
DT 1 —ILRICIE. FED StorageGRID H k

DEHT. FIEBDKMS (F74J)LKKMS) T
BEINTULWEWYA L *DARREINET
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HFZ L& KMS OB R XA V& EIEIP 7 RL X,

2EDFXF—BEY—/I\DSELRBITIEIDVH 56
& MADH—NDTELEER X1 VR FIEIP
TP RLZADKRREINET, VS RRIERHDODF—F
BY—N\DH3BEIE. RIID KMS DTLE R
AAVZFERIFIP7RLRE, 5 XAADIENMN
DF—BEY—NDOEHARTRINET,

7z zi¥. 110.10.10.101 . T10.10.10.11
J N r10101010J N r%@ﬂﬁz_] 7:;(\:-“—(\'\-3—0

TZXAZADINRTDRR MRZRTT BICIE
KMS Z:#RL T M *Edit*1 Z:#RLF T,

AAED R T—R X HY—NEERRE. 77> 3> D CAGRRE. LUV7
47> MEEREDRTORE | 2. HRAYIN
TW3. ERAEDVWTWVWS. ETlETH,

* J¥ . StorageGRID * SEFAE D X 7 — X AHEH
TNBE T30 PEELIDBIBZEDHD XTI,
REDEEZRRT BICIE. Web TS U DR
TEBEHTINELNHD ET,

3. SFAAZEND AT — R ADFHDESIE. 30 DIFEFSTHS Web TS IHETFHLTL AT,

KMS %BiNd % . 9 <IC [Key Management Server] R—J DEEEAE X 7 — 4 X H

C) [Unknown (FRBE) JERRINET, ZAHEDERED X T—X XD StorageGRID EfF
ICIE 30 RIEEND B HEENHD £, REBOXT—RXA%ZHRT BIlE. Web TSI
DRTZEFHITIVENDBD FT,

4. SERED R T— R B, ARRAZOBEMERDTINT WS, IFBEMHBRNEOVTWVSE Z LA REh
TUWBIEEIF. TEBLRITRECHERE ICHLLTIRE L,

DFIET. *KMS CAIFEZDEHIR *. *KMS 75407 > MNEFBZEDOENER *. $&KUV *KMS
— /N\EERREDOBMER * 77— b ORI N BZ NG EZ SR L T EE L StorageGRID DEHRE ~ 5
TNoa—Fa>9,
@ T—RT7VCRZMFTZ0HIC. FREORBIETEZRITRECHNT 2HELH D F
ER
g5t/ —RERRT S
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LRE*>*xa) T > F—BEF-—N*"ZBRLET,

[Key Management Server] R—IHRREINFE T, Configuration Details X 7IZI&. REBAHDIANTD
F—BIEY—/N\DRRINZET,

Key Management Server

If your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS} to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) io manage the encryption keys for appliance nodes. For example. you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

» Ensure that the KMS is KMIP-compliant.
« Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administaring StorageGRID.

| 4 Create | ‘ # Edit | | o Remove|

KMS Display Name Key Name © Manages keys for &

Hostname € Certificate Status ©
® | Default KMS test

Sites not managed by another KMS (default KIMS) 10.96.95 164 " All certificates are valid

2 R—UQLEHHS. [ BESESN/ —R ] 2T ERRLET.

Key Management Server

If your StorageGRID system includes applianca nodes with Full Disk Encryption (FDE) enabled, you can use an external key management server (KMS) to manage the
encryption keys that protect your StorageGRID data at rest

B . |

Configuration Details Encrypted Nodes
e

You can configure more than ana KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one

default KMS to manage the keys for all appliance nodes within a group of site= and a second KMS to manage the keys for the appliance nedes at a
particular site.

[Encrypted Nodes] % 7'ICI&. StorageGRID X T LT/ — RESIL * BREHNBMCBR>TWVWBE T 1
YR/ —RHBRRINET,

Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node encryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name @ Key UID & Status ©

SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41b0...5e57 « Connected to KMS (2021-03-12 10:59:32 MST)

BT TZAT YA/ —FRIZDOVWT, ROBHRZHERLFT,

5] ( Column ) SHER
J—R% TISAT R/ —RD%HI
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5| ( Column)
/J—R%&47 (Node Type)

Py

KMS X%

*—UID

AR
J—R®DAA T, Storage. Admin. F7=|F Gateway o

J—RbH AR =ILETNTLWS StorageGRID 1 kD%,

J—RICERATN S KMS DOFRPAR % H.

KMS DRFRIZENTULAR VSR [ B OFH ] 2 722 R L TKMS
ZEBMLET

F—EEH—/\ (KMS) ZEMT3

TISAT YR/ — R TT—ROESLEESLICERT 3ESLF
—D—EDID, ¥— UID £2FZRTI BICIF. LILICH—VIZSE
HEFEI,

Aya (--) 13 F—UDHBFREATHZ 2Rl ET, 775
A7 2R/ — R KMS Bo#EHEE NRRTH 5 AReED B D £
ER

KMS &t 77547 VR /) — REDEFEFDRT—2 R, / — RHVER
TINTVWBGEEIF. FA1TLREZTH 0N CICEHRINE

To KMS DEREZBFRICERAT —HZANEHINDS T THL LD
B5ehHOET,

cEICHLWMEZRTIBICIF. Web TS UHZEH T 2H4E
NHOEI

4. 27 —RZF)ZKMS fIE  REINTUVIRESIE. BB ICT ISR LTL T L,

BED KMS #2FR. X7 —RXIF*KMS * I[CERHRIENE T, /— BT Uy Fhoiiricnsd e, /—
FOEFURED (BRMICIFLEL TVWEHFRATHS) tRRENET,

FDOMDRT—RZAXvtE—TF. BIL%BID StorageGRID 75— MMIXIGL £ 9,

°KMS OFREEZO—RTETEFHATLI:

° KMS i L5 —

° KMS lES{tF—8h RO £HA
° KMS BES{tF¥—ooO—F7—>avIickBLELL
CKMS ¥—T7/SA7>YRAR) a—LEEBSILTEFEFEATLL

° KMS FRESNTULEEA

DFIBICRE>T. CNE5DT 77— bDOWRIN BN G EZBR L T TV StorageGRID DR E

SN a—FTa>0,

() MEPRELLBER. F-2ERLICRETEL0IC. TTHLT BUBLBD 7.
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T—BEH—/\ (KMS) %ZiRETS

AERAZEDBEIHRIE OV TV R BEER Y. F—EBY - N\DOREDRENVEICER S
CEhHBHET

BERHD

cERBLTHEET F—EFEY—/\EERT IROZEBEL B,

* KMS BICEIRLIcY 1 b Z2BFH I3 FENHB3HEIF. ZHRLTKREIVWT A FDKMS Z2ZET S
PRDZEBFEHE,

* ZfEH L T Grid Manager ([CH 1 >1 > LEd HAR—FSNTWLW3S Web 7571,
* Root 77 RMERNMNFIDETE5NTWVS,

FI&E
LERE*>*"Fa)TFq > F—BEY-—N*"ZBRLET,

Key Management Server R—IHRRIN. REBFADIANTOF—BEH —/N\HRRINET,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Canfiguration Details Encrypted Nodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS iz KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannet enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid

2. RET B KMS ZERL. [*fR&l =&ERLE I,

3 BEICIGL T, F—BEBY—NDOREVH—FDO*FIE1 (KMS OFMHZAS) * THHEZzEHRLE
ERS

J4—JLK SHiEA
KMS XT% CDKMS ZETBDICRIIODHD P T VAR, 1~64 XFTIEEL

EXS
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Ja4—ILR SRR

*—% KMS I® StorageGRID 7 54 7> hDIERERF—IT 1) 7 R, 1~255 XF
THEEIIVELHD T,

T —ZDOBENBEICRBZICIIFIFEAEHD FHA. TmEZIE. T1U7T
ZDLHIN KMS TEEINIHZER. UBIOF—DIARTON— 3 UHH
LOWIAUT7RON— 3 YBRICOAE—ShTUVWRESIE. F—2%iRE
TEAIRELRHD T,

KMS DF—% (IZA V7R )ZZELT. F—DEERZHAK
WTLET L, DI KMSY 7 U 7DF—/N\—> 3
CEBEHLTCF—ZzO—FT—>a>r LTS
L\o StorageGRID Tld. MENHZERAIN TV ZIRTOF—/N
—2aY (BLUSRERTZIIRTON=T3Y) 120 AL
(D  #-IAUTREBELTKMS H57I LR TEBC LHH
BETY, RESNTLWBKMS DF—ITA)T7X%=ELETS
. StorageGRID 7 —XZESLTET A< R AIEMEN D
DETJ,

F—EEY-NZ2ERATIEOZEERFRCEN

DFXF—=EEBLET B4 FEEDKMS ZRELTWLWT' T 74 ED KMS BAELRWVEEIL ' 7
Foa v T ' ADKMS (FT74IL bk KMS) TEEEINTULARWLWY Ak * %R
IRLEITZOBRICED, 1 FEBED KMS BF 7 #JL b D KMS (CEH# S
nNxd, Nk, EHD KMS ZiF-EWVWITARTOY A b, ILREFISENMNS
Nt MOBRAINE T,

*E YA FEBDKMS ZiREL TVLWEHE. BlOY 1 b 2ERTS
ERTEERA. T74ILEDKMS ZIRET B FHEDOY 1 b %
BERTBEIETEEEA

R—Fk KMS t—/\H' Key Management Interoperability Protocol ( KMIP ) Di@fS(C
RT3 HR—Fo T74ILETIE. KMIP 1Z2#R— ~TH S 5696 HMERA TN
9,

R N KMS DL R XA VA EIEIP 7 RL X,

X *H—/NEEFAE®D SAN 71 —JLKRICIZ. T TICAJ 19D FQDN 7
IEFIP7RLRAZEHZIMNELNHD £, €5 LALE. StorageGRID (&
KMS 75 XRZARDITARTOH—NICEHRTEIHRLADET,

4. KMS U SR 2%z T 3%Bald. 7SRETZBRLET $ V7 XAXADET—/NDKRI bEZEML
9,

S TR ZZERLE T,
F—EBEY-—NOREVAF—FOFIE2 (F—NEEHAZEZ7 vy FO0—F) BNREEINFT,

6. T—N—JIREZESRIZVENHZHEIE. "SR ZERLTH LV I 7rlz7y7O-RLE
ER
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1o TR ) ZBRLE T,
F—EBEY-—NOREVAF—FOFIE3 (V517 MEBBEZ 7 v 7O—F) BREINE T,

8. USAT Y MNIEREL I SAT Y MIAEOWEREBESHIZVENDHBZHEIF. *BR*ZFRLT
HLWI 727y 7O—RFLET,

9. [1R7F (Save) |&EZBEIRLET,
F—BEY—NCEEEZTRA A NDIRTO/ —RESICTTSAT7 R/ — ROBOERZ T X
LEd, IRTO/—FREGEHNEMT. KMSICIELWF—HH3HFEIE. F—FBET—/\H Key
Management Server XR—J DRICEBMINE T,

10 TS —XyE—IPKRRINEHBEIF. XvtE—C0FFMERESRL. T"OK* ) Z&IRLET,

e ZIE. TDKMS BICEIRLIZH A RDBID KMS ICK > TE TICBEIEINTLRBAER. E5iTX
MIEKRBL 7B EIE. T422 @ Unprocessable Entity | ¥ WS TS5 —HAFRRINET,

N BRIS—zMRTZHICREOREZRET 2VENHZHEIE. *&EIRE * 2 BIRLF I

[ SRERTF | Z3BIRT % & KMS OREVMREFESNE I K7 TSAT7 XD 5ZD KMS

@ NDONEEERUE T XA FTNERA. BlZzECHE D355, ZHTHTFIAT/—F
BES{ENBMICHE>TWB T ISAT7 VR /—RZ2 ) T— b TERVARRMEDHD F7,
BRENMRTD2ETT —RICT IV ERATELLL BRBEREMEDHD T,

KMS OFREINFREFESINE T,
12 SR EE R L. REEBFINICREFETZHEEIE. T*0K1 Z&ERLEF T,

A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected sita, and you might lose access to your data.

KMS OB EIXMREFEINTITH. KMS ADEFITTIMINEFE A

F—BEHY—/\ (KMS) =HIffd 3

BRICE>TE. F—EBEY—NOHIRIBEICHEZ DD ET, TcezxiE o
FOERZFELELIZEIF. U1 FEBD KMS ZHIFFTE X9,

BEZHD
*ZBRALTHETFET F—EBEBEY—N\ZERIIBOERFECEN,
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* %{EA L T Grid Manager ICH 1 V1> LET HAR—FTNTWVWE Web 7504,
* Root 77 ZtERHMEIDH TN TWB,

ZDRRZIZDOWVWT
KMS LT DIBEICHIBRTE X9,

* YA bOEBIMBLEINIIZER. /- FOBRSEIBNRT T4 72X/ =R MMIEGENTL
BWEEIF. Y1 FEBD KMS ZHIFRTEE I,

* J—RESEDENRTTSIATURA/—RBBZ YA MTCICHA FEBD KMS Y TICHFERET %15
BldF. TTAILEDKMS ZHIFRTE X T,

Fig
1. /E*>*tXxalTq *>* F—EBH—N\*EBRLET,

Key Management Server R—IHRRIN. BREBFADINTOF—EEY —/\HKRREINFT,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enahled, you can use an external key management server (KMS} to manage the encryption keys that protect your StorageGRID at
rest.

Configuration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

= Ensure that the KMS is KMIP-compliant.
= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administaring StorageGRID

| = Create | ‘ & Edt | | & Remnve|

KMS Display Name & Key Name & Manages keys for @ Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid

2. HIFR g2 KMS DS ARV %FEIRL. T*Remove* | ##EIRL XS,
3 BEAATOJ/ TEEREZREIELE T,
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A Warning

Dielete KMS Configuration
You can only remove a KMS in these casas:

« You are removing a site-specific KMS for a site that has no appliance nodes with node

encryption enabled.
= You are removing the default KMS3, but a site-specific KMS already exists for each site

with node encryption.

Are you sure you want to delete the Default KMS KMS configuration’?

o

4. T*OKJ ZFERLZFT,

KMS DFREIFHIFRENE T,

TOFPREZEELET
ZAbL=27O0F>2R/ELET
TS5 bITA—LT—ERXRFXREISORIMNL=UT=)L2EALTVWREEIE. X
L=/ —RENEBD S3 TV RARA Y FOMICIEERRE TOF S ZHRETETEI,
T RIE AR —XY P EDIVRRA M REDABIY RIRA Y MATSY T
=LY —EXIXyE—CZXETEIHEHLICIE. IFEERTOF O HNUETT,
RERHD

BEDT Ut RERNUETT,

* ZfEHA L T Grid Manager (1 >1 > LET HR—FENTWL3 Web 751,

CDRRTIZDOWVWT
HETETBZAPL—27OF21F1DTY,

=2

1L [*RE*>*EFa)Ta*>*TOFORE* | ZBRLET,
ARL—=U7OFDORER—CHRREINE T, T 7AW MTIE 4 RN—XZa2—T T* Storage *
1 DNEIRETNhTVET,

Proxy Settings
Storage

Admin
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2. Enable Storage Proxy (X kL —7OF>0EML) Fv IRy IIZERLET,

AbL—=U7OF S 2RETDODT 4 —ILRHBRTEINE T,

Storage Proxy Settings

If you are using platform services or Cloud Storage Pools, you can configure a non-transparent proxy server between Storage Modes and the external 3 endpoinis.

Enable Storage Proxy rd

Protocol HTTP SOCKSS
Hostname

Port (optional)

. IEFBERIL—FOF> 07O ERERLET,
4. 7OFSH—NDORAMEZFERIFIPT7RLAEAALET,
5. MEICIHLT. 7OF I H—NADEHKICERTIR— b2 ANDLET,

ZORINICT 7 AL EDR—F 80 ZFERATI5EIE. COTs—ILREZEHDEXXICTEFETD,
HTTP M%&1%80. SOCKS5 Dif&ldk 1080 T,

6. [177Z (Save) |%&FIRLET,

AL =o7OxFOPMRESNES. TSy b I4—LY—EXFREITTRINL—=F=ILOFL
WIVRRAV I ERELTTAMNTEET,

()  TOFOZEBEAEMCRZETICRA 10 HHHELABD ET,

S

7. 7OF Y —NDOEREXF v Y LT, StorageGRID 5D TFZw b T #— LY —EXBE@EX vE—
MA7OvoEsnBWVnESICLET,
T %
AL =27OF 22 EMITIHNELNHI5EIE. * AL —27OFO2BMCTD * Fov IRy IR
DOFERZEIRL. *RE*ZBIRLET,
REE TSR
* ISy NI —LY—EXRBOXRY FT—JR—k
*IMZFERLTA IOV b Z2EIETS

BIEIOXZRELETT

HTTP £7z1Z HTTPS %M L T AutoSupport X v —S%#FET 356 (258H)
AutoSupport ZFREL £9) BFERALT. BB/ —ReFTI7ZAILYTER—F (
AutoSupport ) ORICIEEBE 7OFSH—NZRETTET,
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CDRRIIZOVT
RETTZEEIOFIE1 DT,

FE
L*&RE* > "FalTq > TOFIRE | EERLET,

Admin Proxy Settings R—UHRREINE T, T 7 ETIE. A F/N—=XZa2—T I*Storage * 1 A
BERENTWET,

2 A RN—DAXAZa—Hm5. Admin ZERLFT,

Proxy Settings
Storage

Admin
B BEIOFCEBWMIID N FvIRYIREAIILET,

Admin Proxy Settings

Ifyou send AutoSupport messages using HTTPS or HTTPE you can configure a nan-transparent proxy server between Admin Modes and technical support.

Enable Admin Proxy [

Hostname Myproxy. example.com
Port 8080
Username (optional} root
Password {optional) ITTTITTY]

4 7OFx Y —NORAMEFRIFIP7RLAEAALET,
S. FOF U —NAOESICERITZR— 2 AHNLET,
6. REICIHL T, FOx>a1—HEa%E=AHNLET,

7OFX S —NTI—HEZHIRELRIGEIE. COTs—ILREZEHOXFICLET,
7. REBICH LT, 7AOFONRT—READLET,
TOF > H—NTNRT—RHEIFREBERIZFEIE. COTs—ILREZEHOXFFXICLET,

8. [1R7Z (Save) |%#ZFERLZET,
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Untrusted Client Networks

ITyou are using a Client Network, you can specify whether a node trusts inbound traffic from the Client Metwork. if the Client Network is untrusted, the
node only accepis inbound trafiic on ports configured as load balancer endpoints.

Set New Node Default
This =zetting applies to new nodes expanded info the grid

New Node Client Network & Trusted
Default i Untrusted

Select Untrusted Client Network Nodes

Select nodes that should have untrusted Client Network enforcement.

Node Name
] | DC1-ADMA
1 | DC1G1
= | DC1-81
I | DCi-52
J | DC1-53
DC1-54

Unavailable Reason

Clisnt Metwork untrusted on 0 nodes
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Create a tenant

— — .
° Enterdetails ——— L/:l Select permissions ————— {\ ) Define root access

Enter tenant details

Name @

Description (optional} @

Client type @
@ s3 Swift

Storage quota (optional) @

GB w

Cancel
3. T*Continue | Z#IRL. S3 FrlESwit 7+ b EREL XTI,
S3FFrbk
THYMMIBELIMERZERLEF T, CNSDERO—ZRICITEMDEHFNHD £9, FHICDOVT
. BMERDA VA IANILTZBRLTIIETL,

ISR I —LY—EREZHFALEY
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THYEDMBDT AT T4 T4V —RA%ZFERAT 3H5IE. * Use own identity source * Z3ERL £
(SSO HMERTINTULAWEEICDMEIRTTEE) -

1. T*Continue ] ZFRL. TFFT7HIU D root 7R 2EHZLE T,
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o IR T N7F=R— kT Grid Manager IC7 7 X9 3581k 7+ b7T—TILT I *Restricted * | %
BIRLT, COTFHFURTAIY MADT I RFEDFHMEREZRL TLIEEU,

Tenant Manager @ URL OFERIFXD L HED T,

https://FQDN_or_Admin_Node_IP:port/?accountld=20-digit-account-id/"

* fgdn or Admin Node IP|F. B/ —ROZTLEMEXAVEZELIEIPTRLATY
* Tport) 137+ FERAR—FTY
= T 201D account-id 1 1. T+ bD—BEDT7HDU>EIDTY

° IR— b 443 T Grid Manager IC7 27t XL TW3H. O—AJ root I—HFD/NZAT—REZREL TV
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L FFYRESTCRETSZICE. T root L LTHA V1> BRRLET,

A28 Ny bEREIYTH PATYTaT147x7L—23av JIL—7
A—HZRETDOHD) VIHRREINE T,

Create a tenant

(:) Enterdetails —————— C) Select permissions ———— C) Define root access

v

The tenant Tenant02 was created.

If you're ready to configure the tenant, select Sign in as root.

Sign in as root I & Spnedin

You can now access the Tenant Manager to configure these settings:

« Buckets B :Create and manage buckets.
. Identity federation &2 : Configure an external identity source to use federated groups.
« Groups & :Manage groups and assign permissions.

o Users [ :Manage local users and assign users to groups.
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Edit the tenant
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g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

THYRIA—HE IVRRAVIR=JIIBHLTEIVRRA VY MORFODI ST — X vt—JZ R 0.
IS—HREELTHSDOERZERETCTE I, [*Lasterror] FICIE. STV RRAYFDERFDIS—Xy

LU LT S—HRELTHSDRBBIARTINET, HaEN3TS5—77F € 711 857 H
DAICEEL F LT

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

g One or more endpoints have experienced an error, Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ + Lasterror @ = Type @ = URI® = URN @ =

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3daysago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Motifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example2
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl

M*Lasterror* | FIO—EDIL S — Ay E—JICIE. N> ZRICAOZ IDAFENTVBIHE
()  p®0ET. JUY REBEPFIZHLFE—ME SO ID #EABLT. bycastlog DTS
— Y BB RERR TS £ T,
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Pending Requests

1350 1355 1400 14105 (B A L1 14:20 1425 14:30 1435 1440 1445

== Pending reguests
Request Completion Rate @
1.00 ops
.75 ops
Oolops
0.250ps 4

Dops
E 13:55 14200 1405 1410 14:15 14220 14:25

t..

1440 14:45

== Replication completions == Requests committed

Request Failure Rate @

QLi0ops
205ops
Q-ops -

13:50 1355 1400 14405 1410 1415 14:20 1425 14:30 14:35 14:40 1445

Replication failures
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DAF—RIZTIEALET

1. * configuration * > * Network * > * vlan interfaces * Zi®iRL £ 9,
2. T*Create*] ZEIRLZE T,

VLAN 1 V2 —TJ =1 ADFEMEASILET

1. 2y bT7—2JRDVLAN D ID Z$8EL 9, 1~4094 DEEZ AT TEET,

VLAN D [3—ETHIMNEIIHD FtHA. 12 RIE. BT FDODBEENZ T v I VLANID 200 %
FEAL. OV bDISATV M7 v IICELC VLANID 2FHETEE Y, SH1 MNMIBRBDHE
AR —TTAADE Y bEFDMERD VLAN 1 X —T 114 A% ERTEET, 7=7°L. AL IDD 2
DDVLAN A 2 —T 21 RE. /—REDELAVE—T 1 XA%=HETETEH A

TTICFERAINTVWRIDZIEETRE. XvtE—IWRRREINET, EL VLANID (X L THID VLAN
AR —T T A%ZB|EEZIER TR 2D, *Cancel * Z#BIRL TEHEFED ID #iE TR b TEE
ER

2. PEIZIKL T, VLANAI VU E—T 21 ZDBEWVHE # AN LE T,

VLAN details

VLANID @

203

Description (optional) @

VLAN for 53 tenants. Uses Admin and Gateway Modes at site 1.

3. T*Continue*] Z&IRLF7,

BAVA—T A R&ERLET
RDOKRIC. Ty ROBEY A FDITRTOEE/ — P — b xA /- FTEARIGRRTIVF—T 1M X%
TLET, BERXYET—7 (ethl) A1VF—T A RIR|AVE—T AR LTERATE T KR
FtHAo

1. 2D VLAN Z##i 9% 1 DULEDBRA >R —T 214 A2 BRL TLES L,

ezl H—b x4/ —REBEB —RDIZAT7bRy T —2 (eth2) 12 —T x4 RIC
VLAN Z#E#H i TE £,
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Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
Site @ = Nodename @ 2 Interface @ = Description @ % Nodetype @ = Attached VLANs @
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 ethD Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADM1 etho Grid Netwaork Primary Admin _
2 interfaces are selected. Previous

2. T*Continue* ] Z:&RLZEJ,

REZHELET

1. Bl zEREL. EBEZTVET,

° VLAN ID X738 2ZET 3L ENHBHEIF. X—TD_LEBICH S *Enter VLAN details * Z iR
LET

A VR—TIA REEBIBIHRENDHIHBRIE. R—POLERICH D AV —T 11 X%z &
R 2BRTBHD. T*HEIN* ] ZBRLE T,

A UE—T A RZHIRT BRENHBHEIF. CHEEERLET o
2. [#1F (Save) | %=#ERLZE Y,
3. F LW &2 —T 1 XD High Availability groups R—J TERIN T, / — KD * Network Interfaces *
T—TINICRTRINZDET. BAS5DFB5ZXY (*nodes *>* _parent interface node_name > * Network
*) o
VLAN 1 VA —J x4 R %ZRELEXT
VLAN A > 2 —J 241 R %ZRET 2 HE. ROBEOEZEZTOIENTEEXT,

*VLANID £7IIBE #ZEL XY,
CHAUA—T A A% EBMEIFHIFRL X T,

e ziE. BEMITSNTVWS/ —ROERZEFELETZHBE. VLANT U A—TJ A ADSHRI4—T
A AEHIRTEET,

RDOR[UTFEFRL TSV,
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*HAZ I —FTVLAN A > 2—T 14 A FEALTWVWB5E. VLANID IIZEETEFH A,
CHATIL—TTHRAVEA—T A ADMERAINTVEIGE. MAVEA—T 1 A%ZHIBRT B IETEE
Ao

fc&ZIE. VLAN200 DY/ —RABELUB ORIV EA—T A RIEHRINTWVWBELEFIHATIL—T
T/—FRADVLAN200 A > H—TTARE/—RBDeth2 1> —T x4 RZFEALTVWEHFE. /
—F BOKRFEADRA >V AZ—T A RZHIFRTEEITI. /—FADERBHDRAI U EZ—T 1 R%Z
HIFR T3 CIFTETEEA

FI&E
1. * configuration * > * Network * > * vlan interfaces * ZER L £,

2 IRETBVIANA VA —TTARADF TV IRYIREBIRLET, RIS, *T7ooav *>*igE*%
ERLED,

3. MEICIKH LT, VLANID £/ E #FH L £ 9, XIS, [*Continue (HifT) | ZFRLE I,
HA 4 )L— 7T VLAN BMEEINTUVBES. VLANID IZEHFTETEH Ao

4 RBIZIGL T, FIvIRYIRBAVEFEFATICLT. BAVv2—TJ A X%EMLED. READ
AR —=T A A%ZHBRLIED LE T, XIS, [* Continue (#t1T) 1Z&EIRLZFT,

5 HEMERSREL. TZEEITVET,
6. [177Z (Save) | %&FIRLET,

VLAN 1 > 2 —TJ 21 XAZHIFRLFT

1 DUEDVLAN 1 22 —T 214 XAZHIBFTETF I,

HA Z')L— 7 TIREFAINTWLWS VLAN 1 V2 —TJ 114 XFHIBTET £ A. HAZIIL—TZHIRT 38
IS VLANAI YA —TJ A RX%E HATIL—TH SBIBRTIRENRDHD 7,

ISA4T7V NS Ty ORMERET BICIE. ROWSTIHEEITLET,

* TOVLAN A >R —T x4 2%HIB{RT3R0IC. HAZIL—FICFHFLWVLAN 7 > 42 —TJ =1 R %BML T
<TETLY,

CCODOVIANA UA—TJ x4 REFEALBEVHLVWHASIIL—FZ2ER LTI L,

*HIFRTBVLAN A Y R—T A ADNRET I T4 TA VR —T A ATHB3HEIE. HATIL—TZiRE
LET. HIFRT B VLAN 1 > Z—T A RAZBEIEALV XA FO—FBTICBBLET, FHILLWISAITUA
VR—T A REDBEIEILEINDZETTR>THS. HATIIL—TFH5dHWA V2 —T 1 X=ZHIBRL
£9, BREIC. TD/—RDOVLAN 1 >R —T 214 R%HIRLET,

Fl&
1. * configuration * > * Network * > * vlan interfaces * ZER L £

2 HBR B VLAN A U A—T A ADF Ty IRy I R%ERLE T, RIS, *T7o>a> > Hlk*
FIEIRLET,

3. M*ignw ) ZBIRL TGERZHEEL X5

EIRLIEIARTDVLAN 1 >0 RZ—T 14 ADEIBRESNZE T VLAN Interfaces R—T . ') —>2 DTN
NF—DRRINET,
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NATRASED) T JIN—T%=2BELEXT
NTTRASE) T4 (HA) JIL—TOEE : &

BHROBE/ — RS — b4/ —RDXY N T—=IA B —T A R ENATRA
SEUTa (HA) JIL—TICFx e DB TEXT, HATIWL—TDT70FT4 T >
R—TITA ATEEHIRELIEES. NVvITVTSAR—T A AN T—70—KR%
BIETETEY,

HA J L= i@ Tcoh?

NATRAZED)T 1 (HA) JIL—TEEBALT. S3/Swift 751 7> MIAAMOEWT —2EREIR
fL7=D. Grid Manager & & U Tenant Manager NOABIEDE WEHEZRMELI-DTE T,

BHATIL—=T3. BRLIc/ —FOHBY—EXNDT7 IR 2RHELE T,
*T—=bUza /=R BE/ R FRBEZOEMHEZFL HATIIL—TIE. 83T 517> b Swift &
ZA7 Y MIARORWT — 2R ERHEL T,

c BB/ — REITTERINS HA U )L—FI&. Grid Manager & Tenant Manager A DA A D & LVEFE
ZIRELET,

* SG100 F7:1& SG1000 7 7514 7> R VMware N—ZXDY T bD 7/ —REITTER SN HA Y
W= OERMOEWERZIRMETET X9 S3 Select ZEFHT S S3 7+ b, S3 Select ZfEAT 2
BRIEHAT I -T2 R L ETH. BATREHD T A

HA L —T13EDELSICERLETH ?

11 DOULEDEB )/ —RERIIYS— b ITA/—RDRY N T—0A =TT A AEBERLET, /—RK
ICEMLg Yy Ry bT—2 (eth0) 12 —T AR 94T bRy bT—2 (eth2) 1V
R—TITARA. VIANA A —TxA4R, FlWET7I9ERA>R2—T 14 A%ERATETET,

C) DHCP IC& > TEIDYHTENIP PRLADHZ HATIIL—TFICIZFA > E—T 1 A %8
MTEEHA

2. F3ARVAVEA—T A RELTHBETE I VX —T A RE1D2TYo FF3AIVAVE—TITAR
iF BEFMRELBUVWHED, 79T TAVR—T A1 XTT,
B NYITYTA =T 14 ZADEBERIBAZRELF T,

4 I —FIIREIP (VIP) ZFRLXZ1~10BEIDYTEYS, 25047 cT7TV5—3>0F, C
N5DVIP 7RLZODWEFNHOZFER L T StorageGRID ICHESITET £,

FIBEICDOWTIE. ZBBLTLKIETVWNATPRASEY T4 I —T2ERET 0

TATAVE—=T A RERIFTTH,

BEODERFIZ. HAZIL—TDIARNTDOVIP 7 RL AHDMBEIBRIORTIOA >R — 7:4}1@5754
RIVAVA—T A RBMEINET, TS5SAIVAE—T 4 AMMEREAIRESRETHNE. 7517
FOTIL—TDEEDVIP 7 RLRICESTDESIIERINE T, DFED. BFOH:EH. 517 -
AVE=T A RIITIN—=TD 707471 A4>F—T 1 RHBDET,

BIRIC. BEOEMERIZ. HAIIW—TFDTZA4F )T DEVNA >R —T 4 XI& Tbackup | 1 >R—7
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IATRELTHBELE T CNOSDNYITYTAUE—T A RE T34 RETIT147) 1%
—TJIAADMERTELLARZETEAINTE Ao

J—RDIRIEDODHAIIN—TDRT—RZAERTLET

J=RHAHATL—=FICEIDETONTUVRDESHERESE L. MEDXT—X X =R T SICIF. * nodes
*>* node_name ZERL £7,

BE*ZTICHATIL—T* DIV FIHREENTVBRHE. £O/—RIEFRRINTWVWS HAYIL—FICE]
DY THENET, FILl—T20HEDMEIZ. HATIL—THD /) —RDIREDATF—R XTI,
**Active* : HAJ I —FIIIRECD/ —RTHRIARTNTWLWET,
NI TYT* L HAGIL—TFIRIREZDO/ —REFERLTLWERA. NI T7v T4 RZ—T 1R
T9,
BT INATRATE YT (F=TFTS5147) Y—EXDRFETELEINTWVWSEH. CD/—FR
THAIN—TF%#KRAMTBI I TEEE A

cREE* RO 1 DUENRERTID/ —RTHAJIL—TZKRANTETEEA
c O—RNZ VY (nginx-gw) H—E XD/ —RTRITTNTLEEA.
° J—R®Deth) £/IEVIPA A —T x4 ADMELELTUVE T,
o J—RIFMBLELTWVWET,
CDBTIE. TTARIVEE/ —RFRN2 DO HAZIL—TICEMENATVWET, CD/— R RE
FabricPool 7 SA 7> cIIWN—TDT7 074 TAVEZ—=—TTARXTHD. 9FATNITIN—=TDINVI T
TA>R2 =T 14 RXTY,
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Overview

MName:

Type:

|D:

Node information @

Connection state:

Software version:

DC1-ADM1 (Primary Admin Node) &

Hardware Network Storage Load balancer

DC1-ADM1

Primary Admin Node
ce00d9cB-8a79-4742-bdef-c9c658db5315
& Connected

11.6.0 {build 20211207.1804.614bc17)

HA groups:

Admin clients (Active)

FabricPool clients (Backup)

|P addresses:

172.16.1.225 - eth0 (Grid Network)
10.224.1.225 - ethl (Admin Network)

47.47.0.2,47.47.1.225 - eth2 (Client Network)

Show additional IP addresses v

Tasks

TVIOTA4TAVE—T A RIBEENRETBLESBDIRTH,

VIP 7 RLRAZRERIASLTWEA YR —T A RE PIT14TA2R—TTAXTT, HAZIIL—TFIC

BHOA V=T A ADEENTWVWBHEICTITA TAVR—T A ATHEEVEET S L.

VIP 7

L ZISBEIECLICHRE > T, FERARREBRIIDODNYIT Y A2 —T 1 RBEMLET, T2 —Tx

ARCEEHNRET D . FEHUBEGRDONYIT v TA =T TARICVIP 7PRLADBHLET,

TxANF—N=F ROVWITNHDIEBRT YA —ENBAIaEED DB £J,

CAVR—TIARAPNEBETNTWVD / — RHMELET B,
CAVA—TIAADEESINTVWE/ —REMDIARTD ./ — ReDFEGEIND R LD 2 oL hbNE

ERS

CTIOTATA A —T 14 ADMELET B,
*O—RNZHH—EZXNMELET B,
CNATRAZSEY T4 —EXDZLELE T,
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TOTATAA—TITARAERANTSZ /) —RONEBTHRY hT—IBEENRKELIEE.

C) TTAIINA—=—N=DBRIH=—ThEBEWVWIHHDD £9, ERRIC. CLBH—ER (BLEFE) D
BE, FIEITVYRIX=—SvERETFUMIR—C v DO —EXDEZICE->T, 7
AIA—=N—=lF U A—CNFzHA.

TIANA—N=TOCRHDBEBIBERN T, 5T T TVT—2 a2 IlIFEACRKED R
< BEOBFHITCTUEZHRITTET XY,

EENEREIN. T5AA VTRV VA—T 214 ADBMERDREICRD . VIP7ZRLRIETSA
FFeDEWA>E2—TJ 1 AEFNICHEISNE T,

HA 7L —7 D R%

NATRAZED) T4 (HA) JIN—T%ZERTDE. AT T —R2ABLUVE
IEAIC StorageGRID NDRIAMEOE W EHiiziRETE XTI,

* HAJ)L—7I&. Grid Manager ¥ 7=|& Tenant Manager NDO R AMOEVVEEBESGFIREL X T,

*HAZ WL —"TIF. S3/Swit 7 547> MCEAMOBRWVWT —2ERZIRETET £ 7,

CAVAR—T A AN 1 DLAEBVWHA T IIL—TTIE. ZEDVIP PRLAZIEELED. IPv6 7RL X
ZEARMICERELIEDTET XD,

HAZIL—=ZE JIL—TICEENBZITARTD/ —RHAREIL Y —EXZRH T 35S ICOARRAEZRMET
EET. HAJIW—TZERT 2T BRELBY—EXZRHITZZATDO/—FH 5V E—T 1 R%
EBIL TS L,

BB/ R I O-RNZUYH—EXNEEN. Grid Manager £72ld3TF Y EYR—T v ADT It
2EBMLET,
*—hrUTA/—R* . O—RNSUBH—ERE CLBH—EX (BLk) HEaFEFnxd,

HA 7 )L—7 DB CDRATD/—REHAZIL—FITEBMLET
Grid Manager ND7 2 X * TSARVER/ —R (543U )
*HTSATUEE/—R

*CF I CTSARIVEER) - RBTSAIVAVEZ—TIARATHSB
MHEDRHDET, —BDXYTFUIXFEIF. T7ARVEE/ —
FTLARITTEEEA

Tenant Manager DHICT7IEZL * TSARVER/ —RELIGFETZATIVER/—F
E3CN

S3 FflESwit v oA 7> T s BB/ —FK
X -O—RNSIHH—ER ko gk
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HA JI)L—7DBEH CDRALTD/)—KREHAJIL—FIZEBMLET
DSIVSAT7RT7UERS3E * SG100 £7=1F SG1000 7 5147 >V R
R * VMware X—XDY 7 +box 7/ —K

* X S3Select AT ZBEITHAT I —T%=HELFITH. &
BTIEHD FH Ao

S3 FclE Swift V517> 7Y =k A/—F
X -CLBH—EZX

*3F: *CLBHY—EXIIFELT
nE L.

Grid Manager 7|3 Tenant Manager T HA 7' )L— 7% R 7 355 DHIREE

Grid Manager # —E X % 7zd Tenant Manager H —E XICEEARE L HRIE. HATIL—TFDT7 1)L
F—=N—=lF b A—NFEEA,

T TAILA—N—DOFERIC Grid Manager 71 Tenant Manager It > > L TWBBEIIT 1> T7Y
FENZ7H. BEY A VAL TRRIVZBHTIZIBELNHD T,

TSATVER /) —REFERETEIRVEEIE. —BOX VT FH U RAFIEERITTEEFFA. 7T 1ILA—/)\—
. Grid Manager % {#F L T StorageGRID XA T LZEHRTET £,

CLB Y —EXTHAZI—7%ERAT3IH5EDHFIREIR

CLB H—ERXICEENFKELTH. HAJIL—TRHATIzAINA—N—IF ) H—NFtH A
() clBY-Er@EELIhELLE,
HA JIIL—TOH/REA T3>

ROBEE. HATIL—TFDEFEERBAFZRLTVWET, FF T2 avIlIdRAL
FRRD'H D X9,

RDOETIE. HATIWN=TDTFZAIVAR—=—T A ZANE. HAJIL—TDONvIT7yv T4 2—T A
AHEBTREINTULET,
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Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_L> GW 2 (Primary)
_I—} GW 3 (Primary)

GW 4 (Backup)

HA Group 2 VIPs

DNS Round Robin

I » GW1IP

DNS
Entry

» GW2IP

GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

. » HA Group 1 VIP

» Gw 1 (Primaryin HA 1)
(Backup in HA 2)

DNS
Entry
GW 2 (Primary in HA 2)
| — (Backup inHA 1)
P HA Group 2 VIP
RDOFKIF. HICSRTEHABRDA) Y b ZFEDHHDTT,
BE Fl = R
7OT471)\v?T  * StorageGRID TEIEIN. AZPDI> *HAJIL—TRD1 DD/ —REZIFH

7w 7 HA R bz BLEEA-

*ERIIAINA—N—,

DNS S >rrOE RN —=Ty bHELELET,
%
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* TARIVREBDERI MMIHD FE A

TO9T147 T EHAYIL—TFTH
BLEDH1DD/ —RHTA FILIKE

ICED T,

*ISAT 2 ROEEICE TR oA
WA —=N—DMEZE(ICH B AN B D

95

* StorageGRID DAET/N—F I 7%

BT 2HENDD FT,

c A—HICKBBEEMF TV IDRET

ER




RE Flm= R
TIOT47I1 70T * bIT70vIDEROHATIL—FIC * /REDNLDEHICHD XTI,

‘ =
17 HA ARENET * StorageGRID OAFFTN—F I 7%
*HAYIL—TDOHHMER ZIFCHRRIL BT 2RENRDD FT,

— \ \
7 bAAELET, Dk BRAEF T v S HUET
° %—ﬁjl’r}bj_/\‘_o -a_o

NATRAZE) T4 TIN—TZ2RET D

NATFRAZED) T (HA) JIL—7%2RELT. BB/ —FRFRIETyr—rox 1/
—FEDH—EIANDTRAMOEVWT I AZRETEET,
RERHD

* ZfEHA L T Grid Manager ICHH 1 >1 > LEd HAR—FENTWLS Web 7571,

* Root 77 ZtERHMEIDHT5NTWB,

*HAJI—TTVLAN A 22 =T 21 X %2fERAT3%EIE. VLAN A VX —T A R=ZELTHEEX
o ZBRLTKIETWVLAN A V2 =T A RZ2H/ELFT,

*HAZIL—TARD/ —RICRLTT7IERA =T 14 XA 2EAT3HEIE. 12 —T 21 X%Z2EHK
LTHEZTET,

° * Red Hat Enterprise Linux £7z1& CentOS (/—R®DA > h—JLEI) * : /—FRER7 71 IL%=E
%

° *Ubuntu ¥7zld Debian (/—REZA>VRb—ILTBHI) * . /—FRERT 71 IL=Z1ERH

o *Linux (/—RDAYRAEL=JLE) * . Linux : /—RICkSVIA VR —T A 2AFET701E2
AVEA—T A AEEBMLET

°*\Mware (/—KR®DA>YX+—)L&) * . VMware | /—RIC+cS AR —T A AFE7
JHERAVA—T A A%=EBMLET

NATRAZE T4 TIN—TFZERRLET

NATRASEV T TIN—TZERT BHEIE. 1 DULEDA > 2 —T 4 X%ER L TEFRIBLIEICHR
BELET. RIS TJIL—TIC1 DULEDVIP 7 RLRZEIDETET,

HAIL—FIC8FENB3T — bz A/—RERIFEE/ —FODA VR —T 1A AZIBETIHENHD F

Yo HAZIIL—=TTIF. 1 DD/ —FICRHLTERTE SV X—T A RE1DREIFTIN AL/ —FRD
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Create a high availability group

o Enter details G} Add interfaces ——— F:) Priaritize interfaces ——— (’?) Enter IP addresses

Enter details for the HA group

HA group name

Description (optional)

2 RBICHLCT. HAIIL—TOBE # AL E T,

3. *Continue*] #&EIRLF 9,

HA I —TICA VA2 —TJ x4 X%=E8MLET

1. ZOHAZIL—TICEBMT2A A —T 1A% 1 DUEBIRLTLIET L,

BNy Z—%ZEALTITZ2Y — b330 BEF—TV—FZANLTAE—T 1 X2 X DRRICKRR
L&,

Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q Total interface count: 4

Node = Interface @ = Site @ = IPvd subnet 2 Mode type @ =
DC1-ADM1-104-96 ethD @ DC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-86 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 eth0 @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth? @ DC2 Admin Node

0 interfaces selected

@ VLAN 4 A2 =T 24 X% LS. FILWA 2 —T 24 IR TF—TILICKR RTINS F
TEASPEFEEY,
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AYE=T 1A ZAOFRICETIATI RS 1>
CAVE=T A REDHELH 1 DFRL TS L,
© /—RICHLTERTEZ M X —T A RIF1DLEITFTT,

CHATIL—THT )y RIX—=S v T MIR—J v ESUEE )/ —RFH—EXDO HARERTH
B3B8 BB/ —RLEODAV2—T A ADAEFEIRLET,

cHAZTIL—FH S FHIESWit 7 SAT7 RN T4 v I D HAREDIHDHLDTHZHEEIE. B
B/ —R.HF—broxza4/—F, £1EEORADA >V R—T 1 A% EIRLE T,

cHAZ I —THRLEENI CLBY—EXD HARERTH 358 ¥— b1/ —RFEDI 2%
— 71 ADHEERLET,

c BBBIAATD/—REDAVEZ—T 24 A% FERLHEIE. BRXEDNRREINET, 71l
F=N—DRETD . URICT I T4 T2/ — K5t ni-—EX %, HIZT7I9T«
Tl o/ — R TERATERLBIREMDLHDEFT, fce XX NwoT7yvIr—hroxzA4/—
RTIIBE ) —RHY—EXD HAREZRMHTET EA. BRIC. NI TV TERB/ —RTIE. 7
SATIVEER ) —RIMRETEIITARTOX VYT FURFIEEZRTITBZCIFTEFE A

CAVEA—TIAREERTERVIES. EOF TV IRy I RFEMICHD £F, FHICDOVTIE
YV—ILeEX hEERLTLIET L,

Site @@ = Node name @ %

Dinda = nundeoe A Y i B, h'*‘i"l]_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crataoermer L L Rl S

cH TRy MEFIFT — bV T ADBRLICADA 2 —TTA REFHEELTVWBGEE. 104 —7
T RFERTEEEA

cEHIP 7 RLADBWNEE. REBADAI VA —T T4 AERTEEHE Ao
2. T*Continue* | ##ERLZE 9,
BRIEZRELET

1L ZOHAGIWN—TDTZARVAVE—T A RENYI Ty T (TxAINF—N=) A>Z—Tx1(4R
ZHERLE T,

TZERSYyI7rRFOYTLT. *BEIEL*F)DEZEZEELX T,
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2.

Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) s DC1-ADM1-104-96 eth2 Primary Admin Node

2 3 DC2-ADM1-104-103 eth2 Admin Node

HA Z')L—7H' Grid Manager ND 7 7 Xzt 35/I1F. 7SATVEE/ —RLOD
() A28 TrAAEBRUTTSATIASE—TTA AT BBBENBHD T, —HO
XYFFURFIEE. T5ATVEER) — FTUHETTE £ A

JZXFDEPIDA U Z—TTARETZARIVA YR =T TARXTT, T3AIVAE—T A RIE
BENRELBVWHAETD, 7I9T4TA2R2—T A XTYT,

HA JIL—FICEBRDA V2 —T 11 ADNGEFNTWVWBRIBRICTSTAIVAVEZ—T 14 REBEREE
3. VIP7RLRIIERAELREROEBLEEOSVA VA —T 1 RIBHLET, EDIE—TT
ATRBEBENEE TSR L. VIP7RLRAIRICBEEDEWVWA VA —TJ 1 RICBEILF T,

[* Continue * | Z3&RL £,

IP7RLRZADLTLLLZEL

1.

182

[* Subnet CIDR*] 7«4 —JLRT. CIDREZD VIPH I %w k (IPvd PRLADEICRAS vy 2t T
XYy hrOEET (0~32) #IBELEF T,

FYRT=OF7RLRICKEZAMEY bZRELBVTLIET W, 7t ZIF192.160.0/22 DL S ICHED X
-

@ REYNTILITrvIRZERATEHE. VIPRYEI—IOF7 LA —bU A7 R
LAELUVIP7RFLRELTHHEELEFT,



Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

- O RS L NPT S5 Cpe SO S
& e red by a slash and the subnat length (D

S —— ] Y
A d0aress foow

Gateway IP address (optional) @

Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP
address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is
32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IF address

2. RBIZIGC T, S3. Swift. BIEFIFTFHFY N ISAT U RDBIOY TRy bHASINSD VIP 7 R
LRICTIERTBESIE. *F—r I IPT7RLA*ZANLET, ¥—FIT A7 RLRIEVIP
YTy FRICERETDHELHD X,

OSATYRNEBEBEOI—HIE. COF— b9 Z2ERALTREBIP 7RLAICTIEILET,

S HAYIL—TIC1 DULED*REBIP PRLR*ZANLET, IP7RLRIZ10BEEXETEMTEF
To VIPIFIARTVIPH TRy FRICKRET 2HENDHD £,

IPvd 7RLRAZDHRCEDH 1 DIBETIDINENHD T, HEIZIHL T, BIMOD IPv4 7KL X & IPv6
FRLAZIBETEET,

4 HAZJ I —TFDIER * 2 &R, *5=T7 * Z#FRLE I

HA 2L —FPER S h, RERADRE P 7 KL AEEATEH&5 IR0 £ T,
() HAZL—FAOEERTATO/ — RICERSNS $TRA 15 HB5 £ T,

RORATY S
COHAZIN—T%#O—RNS OO VJIERT3EEIE. O—RNSOY IV RRAY FEERLTHR—F
Ry bT7—=o7OMINZREL. BREREBPEZESELEF T, 28RLKETVWO-—RNT YT Y
RRA Y b %ERET o

NATRASEV T4 N —TZ2RELET

NATRAZE) T« (HA) JIL—TZRELT. JIL—TREBB Z2EELD, 10F2—T (X%
EBARIGHIBRLIED. BERIRUZEELLD, REBIP 7 FLRZEMXICEEHLIEDTEEX T,
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e R A hEEIF/ —FOERFLEFIE T, BRLAA >V E—T 1 XCEEMITONTVWS / —
FZzHIBRS 3%E. HATIL—TORENMBBICHZZEHHBD EI,

FIE
LR *>* Ry RN T—T*>* NATFRASE) T4 TIN—F*%BIRLZE T,

NATRASE) T4 TIN—FR=JICIF. BEOITRTOHA T IL—THRRENET,

H | gh ava | Ia b | l |ty g rO U pS IB Learn more about HA groups
You can group the network interfaces of multiple Admin and Gateway Nodes into a high availability (HA) group. If the active
interface in the group fails, a backup interface can manage the workload.

Each HA group provides access to the shared services on the selected nodes. Select Gateway Nodes, Admin Nodes, ar both for
load balancing. Select Admin Modes for management services. All interfaces in a group must be in the same subnet. You assign
one or more virtual |P addresses (VIPs) to each group. Clients use these VIPs to connect to StorageGRID.

0 » You cannot select an Interface if it has a DHCP-assigned |F address.
* Wait up to 15 minutes for changas to an HA group to be applied to all nodes.

Q

Name @ = Description @ = Virtual IP address @ = Interfaces (in priority order) @ =
i . E 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2
i . DC1-ADM1-104-96:eth0
53 Clients use for S3 client access 10.96.104.10

DC2-ADM1-104-103:eth0

2 {RETDHAIN—TDF v IRy I ZZERLET,

3 EBHITINBICEIVT, XOWTNHERITLET,
cRABIP 7 R L X%ZEBMEF=IXHIBR T B ICIE

* Actions * > * Edit virtual IP address * #:&IRL £,

° *Actions * > * Edit HAgroup * Z#IRL CT. JIL—FRELIIBME 2 BHLD. 12— T 1%

EBMELIGHIBRLED, BRIBELZZEELRLD.
4 [RABIP 7 R L XADIRE ] Z#RLIBE ©
a HAIL—TORBIP7RLAZEHLEFT,
b. [{#7F (Save) |ZZFERLFT,
C[RT]1ZFERLET,
S. HA VI —TDiR&E * Z:#RLIIBE ¢

a BBIIIGLT. JI—TOLFIXIIIBE 2FEH LTI,
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b. REBICHL T, FIVIRYIREAVELRBATICLTAVE—T oA RZBMEIZHIFRL &
ER

HA 7' JL—7H' Grid Manager ND 7 V€ XA =BT 3HEIE. TSATVEE/ —R
() Lt 8—TAREBRLTISIIUAVE—T A RICTBRENBD £7,
—WOX>FFVRFIAG. T51IVER — RTLARITTE FHA

C MBIZGLT. T2 RSy I7>RROY LT COHATIL—TDFZAINAUA—T M4 R
ENVITvTA =T 1A ADBLRIBUEZELX T,

d BEICISLT. REIP 7RLREEHLET,

e [fR1F (Save) ]%ZZFERL. [TT (Finish) 1Z&RLZE9,

@ HA Z L —FADEERTARTD ./ — RICERS N3 £ TRA 15 9553,

NTRAZEY T IIL—TEHIRT S
NATRAZEY T (HA) JIL—FIE—EIC1 DU ERIBRTE T, /2L, HAZIL—TH 1 DUk
DO—RNSUHYIYRRAY MINA Y FENTVRIERIE. BIRTEZE Ao

D547 hOFELEZEEET BICIE. HAZIIL—T%HIBRT BHIIC. BE%X TS S3 £/ Swit 75147
DRT7IN= a3 mxBHLET, RUVTATURNEEHRLTC HOIP 7 RLAZEHLTESRELE T,
7oz IO HA I —TOREIP 7RLR®, A VA=A VA —T A REBESNLIP 7R
LXABRETY,

Fig

1L *>* 2y RN T—T*>* NATRASEUTa I IN—T*%BIRL T,

2. HRRT B3R HAUIW—TDF v IRy I AZFERLE T, RIZ. *Actions * > * Remove HA group * %
EIRLEY,

3. Xyt—TU%MRL. T*HAJIL—TZzHIkR) 28R GRIRZEEELF T,
BRLIEIRTOHAZIIL=THHIRENE T NATRASEV T TIL—TFDR=JI. Bz Rd
REBONFT—DRREINFTT,

BRETHOEIR
O—RNSVIVITDOER  BIE

StorageGRID DO— RNZ V> VI tgae=ERL T, S3/Swift 7547 > b h 5 DEL
DIAH | FiAHLT—IO0—RZMIBTETET, O—RNZ2PVT1F BADI ML
—J /) —RIZT7—70-REEHEDHT ST, RECERAEZRANLLET,
ROFETISATY R I—0O0—-ROBEEZDMATETET,
BB/ —RET—bITA/—RIZAVRAM=IILENTVWARO—- RN —EXZFERALEXY, O—
RNZUHH—ERGFLAVY7TOO-—RNS I VIRBHEL. 9547 FERDTLS F—%—>

av. BROBAE. BLURX ML=/ —FAOFILWEF a7 LEROBIUIZEML £ 9. CNIFHESE
CNBAO-—RNSUIYIANZIXLTT,
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EBBLTLIETVWO-RNAS YV ITOMAEA - O— RN U —E X,

=D A /) —RIZOHA VA R=ILENTWVWS., BELE I 7= Connection Load Balancer (CLB)
—EXEFEHLET, CLBH—EXRIFLAV4DO—-— RN %IBHEL. U7X METR—-F
LExd,

ZERLTKETVWAO-NZ YO VT DOMHEA -CLB F—E X (BEL) o

cH—RN—FTaEHO-—RNFUHERELE T, FHICDODVWTIE. XY b7y TOT7hHDo > MEEHEICE
BULWEHhELTETL,

O—RNSOIO VIO EA-O—RNSZ YT —EX

O—RNSUHH—ERIE 95477 TVT—23 0 60RERY NT—0F#%
RZBEDANL—2 )/ —RIZHBLET, O— RN YT ZBMCT BT
Grid Manager ZER L TAO—RNSUH IV RRA YV A ERETIHELRHD £,

A—RNSUHBIVRRAYMNIBE/ —REERBT—FI A/ —RICOHARETETET, cNHD/—F
A FRBO— NSO HF—EXDNZENTVBRH T, A L=/ —FERIET—HAT/—RICT
YRRAVEZRET B TEEEA

BO-RNSUHIVRRAYME R—b. Xy bD—=270O03J)L (HTTP £7/2IEHTTPS) . 547
VhRAT (S3 £=lE Swift) « BIUNT Y RE—RZIEBELE T, HTTPS T KRR > MIIdH—/N\GE
BHENNETT, NIV RFRE—KRTIE. TVRRAVER—bDT7 IR EZRODLSICHIETEFE I,

CTBEDNTITRAZEUTo (HA) JIL—7DREIP7RKLX (VIP)
CHEDBE/) —RS—bhIxA/—ROREDRY N T—0A4 VA —T (X

R— MBI 3ERER

IS5AT72ME O—RNS U —EXEZRTLTVWS/ —RICEESNIEBEDIVRERIVMNIT O
ATEET, 7FLAR—F 80 & 443 IZHIAN T, BIE/ —RTIEINBD ./ —RKRHAFHINTLWET=H. 1
S5DR—MIERENTEIVRRAVMIT— I A4/—RTOAO—RNT OV T0NBEGR—NLE
ER

R—bzBIvEYILIGE. ACR—r2EALTAO—RNASUY IV RRA Y EREIT B LIFTE
FHA. BRYEYVILIER—bZFRALTIVRRAY M ZERTEIE IO CNS5DOIY RRA > MO
—RNZUHH—EXTIEAL TD CLB R—bELVY—ERICBYYEYTENE T, OFIEICRENE
T R—rDOBER Y EYTZHIR.

(D) cBY—ex@mLEINELL

CPU ORI

S3/Swift N T T4 v I EI ML=/ —RICERXRT 3. FBE/ —RELUVTS— Iz /—REoO—
RNASOHH—ERIFIMIILTEELE T, EAMNZIOTOCIEZFERETDI . O— RNV H—E RiF.
SDZBLDERZELDZ LD CPU ZERAIEER AL —S/ —RICIL—FTo P LET, /—RCPU &
BRSO CCICEFINE T, EARMIHNKDBEBEICEFINZHZEENHDET, /— ROFEARN
100% ICB 2 T=3/BER. /—ROFIBARDLAR— MIKBLIEBETH., IRTOR L=/ —RIZIFRND
FBEOR—XERDZEEADEHEDLYTENET,

CPU OFTRMICET 21EHRN. O— KRNSO HYH—EIDBEIN TV YA MIHIEINTVWIISELD

186


https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/removing-port-remaps.html

D&,

A—RNSYHIVRRAD L ZRET D

T—roxA4/—RCEE/— RO StorageGRID O— R/\NS V(IS 2 RICERT
EFZRR—beRY b= ORI SI/SWit V54T MME. A—RNZVHITY
RRAVETREDET,

VEZHD

ZMFEAL T Grid Manager ICH 1 >4 > LET HR—FESNTWLWS Web 75T,
Root 7 7 ZtERHAENID HTH5NTWLWB,

A—RFNSUHBIYVRRAY MERTZR—bZ2BIVEY T LIESEIE. 2FRALET R—FDEBEY
vEYTZHIFRLE LT,

FRIBZINATRIZEUT1 (HA) JIL—TZ2flLTEEXT, HATIL—TZHERELEITH. &
BATRBDEFEA. ZBRLTKIETSVWNATARASE) T4 JIL—TZEELET,

O—RNSUHIYVRRAY M TERINZIHES S3Select HD S3TF VY ERTAXAIL/—RDIP T
RLRF7/IZFQDN ZEARALGEWVWTL7EEL), S3Select ICEATAO—RNSVHIY RKRAY RS
l&. SG100 F£7z1F SG1000 7SS4 7R VMware N—XDY T I x7 /) —ROADFaIEINF
ER

FRITBVLIAN AU R—T A R%ZRELTHETET, ZBBLTLKIEIVWVIAN A 2 —T T4 2 %H
ELET,

HTTPS TV RARA Y b EERT 2358 (HEE) (3. —/N\EBEEDBHRHIUETT,

C) IV RRAY MNEEBZEDZTEENRIANTOD ./ — RICEBAINZETICRBR 159D Ben
HhXT,

c MERAEE 7 v FO— R BICIE. Y —/\GIEAE. FIFREOMER. BLUHLEICRCTCANYRIL
NBETT,

c SFRAEEAER T BICIE. S3 FIESWIt ISA T Y RBRIYRRAY FADTIERICERTZIIA
TORXAVZEIP 7 RLADMETT, /-, H4% GEBR) BH->TLWIRERHD 7,

° StorageGRID M S3 H LU Swift API SEBAZ (X hL—2 / — RADEEOEFRICHFERTETXY) %
BRT3%EIE. 774 ~OEREZNBORARICE > TERINICA R Z LFBAEICETHRR
THEBENDBDFT, ZBRBLTLLIZEIVS3 LU Swift API GEFAZ Z 5 E 9 %o

AERAZE TlE. DA R A—FZFEALT. O—RNZ T —EXZEITLTVWRIIRTOEIR/ —
RET—hIxA/ —ROTEEEIRAANVAZRIECHNTETET, LeziF

"* storagegrid.example.com (& *wildcard Z {$F L T 'adm1.storagegrid.example.com &
gn1.storagegrid.example.com ZR L F I ZBRBL T EIWVWSSAPI TV RRA Y DR XA V%%

=
X ko

O—RNSUHITVRKRAY M EERLET

BO—RNSUHIVRRAD NI R—b 95472 &A1 (83 fcld Swift) « XURY bT—
27083JL (HTTP £/IEHTTPS) ZEBELFT,
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D4 —RICTIEALEFET

1. [ * configuration * > * Network * > * Load Balancer Endpoints * ] #3#RL £,
2. T*Create* ] Z:ERL X,
IVRRAY bOFERZANILET

1. IV RRAY bOFEBZEAILET,

Create a load balancer endpoint

o Enter endpoint details ——— O ct binding mode

Endpoint details

Name @

Port @

Enter an unused port or accept the suggested port.

10443

Client type @

Select the type of client application that will use this endpoint.

@ s3 Swift

Network protocol @

Select the network protocol clients will use with this endpoint. If you select HTTPS, attach the security certificate before saving the
endpoint.

HTTPS (recommended) @ HTTP

Cancel
Za4—ILR Bz
R2YCI] IVRRAYEOOMDRT VAR, O—RNZUHIVRRAY bDR—

POT—TIIIUIRTREINFT,
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HAZIL—T7DREIP 547> I HAIL—TDREIP 7L XZFERALTIDOIY RRA
YHITIOERATRRENRHDTT,

CONAYRE-—ROIVRRAYME TV RKRAY ML TERLT
HA L —THERSHBVHED, IRTELR- N ESEZFERATEET,

COE—RDIVERAYMEI IVRRAYMIH LU TERLEEA V2 —
T ZANEBRSBEVWNED, IRTRALR— M ESZFEATETEFY,

BHROIYRRA Y FTRILKR— b EFERTZHEE. HAJIL—TOREIP* E— R%Z(E

C) BIA3LIVRERAVME */—RAVR—T (MR * E—REFHITZIVRERIV ML
DHEBLEINFET, THICEKD. *FO-NIL* E—REFERATIITY REKRAL Y MMIERIC
BrhEd,

J—RAVE—T A X *ZFRLIERIE. COIYVRRAY MIEEMITIBE/ —REFLET5r—
DA/ —RFTEIC1DUED/ — AR =T A XAZ2FERLE T,

Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed—using any IP address or using specific IP addresses and network
interfaces.

Global @ Mode interfaces Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpoint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

Search Q Total Interface count: 3
Mode = MNode interface @ = Site @ 2 IP address @ = Nodetype @ =
DC1-ADM1 eth0 @ Data Center 1 172.16.3.246 and 2 more Primary Admin Node
DC1-ADM1 ethl @ Data Center 1 10.224.3.246 and 5 more Primary Admin Node
DC1-ADM1 eth2 @ Data Center 1 47.47.3.246 and 3 more Primary Admin Node

3. HAJ I —T DR IP* Z3ZIRLBEIF. 1 DULED HA VL —TFZERLF T,
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Binding mode @

Select a binding mode if you plan to monitor or limit the use of this endpoint with a traffic classification policy.

The binding mode controls how the endpoint is accessed—using any IP address or using specific IP addresses and network
interfaces.

Global Node interfaces @ Virtual IPs of HA groups

If you use the same port for more than one endpoint, an endpoint bound to HA groups overrides an endpoint bound to Node
interfaces, which overrides a Global endpoint. If this behavior does not meet your requirements, consider using a different port
number for each endpoint.

Sear Q Total interface count: 2
Name @ = Description @ 2 Virtual IP address @ = Interfaces (in priority order) @ 2
) ) ) 10.96.104.5 DC1-ADM1-104-96:eth2 (active)
FabricPool Use for FabricPool client access
10.96.104.6 DC2-ADM1-104-103:eth2

DC1-ADM1-104-96:eth0
DC2-ADM1-104-103:eth0

53 Clients use for S3 client access 10.96.104.10

4 HTTP* TV RRA Y b EER T 156, SIFAEXERIIVNEIIHD FtH A, Create * Z:EIRL T, ¥
LOWO—RNSYUHIVRRAEZEINMLET, K. IOEAETT 7%, NN OBEEIZ. T
Continue * | Z#ERL CAEFAE X R L E T

AERREZRILEY

1. *HTTPS * TV RARA Y b EER T 256 IE. TV RRAY MIERTZ2 X2 THEDO X1 7%
BERLE I,

COFERREIF. S3BELUSWIft 7547 b BB/ —FELERBT—hVzA/—FLEOO-FNZ
HY—EXDEOERZREL T

CFEREOT v FO—R*, Ty TO—RIB3ARXXLAAENHB35EIF. COF T3>z FERL
9,
° *EEFREDEM * o NAXLFIREDERMICKHERENDHZIHEIE. COF T a2 zBERLET,

° * StorageGRID S3 & & U Swift fEBAE ZER *« 7 O— /N7 S3 H & U Swift API FERRE ZFERHT %
BEIE. COF T avEBERLET, COMRAEIEF. A ML—/ —RADERERICHERTSE
79,

)Y RCAICES>TELINT T 74 D S3 B KU Swift APl SEFAEZ % . NERDFLERICL > T
BLINTEHRELIFAETESI BRI AVE., COF T aVIBERTETEFHA. 2BBLTLET
WS3 B LT Swift API SFBBEZ % BRTE T B,

2. StorageGRID S3 & & U Swift sEFAZ = FEA L AWEHIE. SREZ 7y 7O FXIFERL £,
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* Certificate private key: 71 X2 L — /\FEFAZDOMERE T 7 1)L (. key) o
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SEAIC O\ Total endpoints count: 1

Name @ = Port @ = Metwork protocol @ = Bindingmode @ = Certificate expiration @ =

FabricPool endpoint 10443 HTTPS Global Oct 19th, 2022
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B XS T—SEET. BEOTY RRAY MNCET 3 TR TORMERTT 310, F—TILTIY
REA Y FOREERRLET,

FabricPool endpoint #

Port: 10443
Client type: 53

Network protocol: HTTPS

Binding mode: Global
Endpoint |D: c2b6feb3-c567-449d-b717-4fed98c4a411
Remove
Binding Mode Certificate

You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode: Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this endpoint
using the IP address of any Gateway Node, any Admin Node, or the virtual IP of any HA group on any network.
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface = IPaddress =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

HRETLSEHR T R—FENEHES

StorageGRID Y X TLTIE. 7A T TA T4 7xT7L—23> I3V RRAML—D
T=ILICEREINB A X7 LAD Transport Layer Security ( TLS ) #EHi CTHAR—
FEINBEEX1— MIHIRLHD £7,

PR—rETNZTLSON—2 3>

StorageGRID Tld. 71 TYTATA7TTL—2a3> eI RIA ML= F—ILICERINZ A X
TLNDEFRTTLS 1.2 £ TLS13 B R— b FT,

N AT LEDEBMZHEERT 27®HIC. AL AT LEDFERDYR—FENTUWS TLS BSHEIRE
NTVET, SBFRLESWiIt 7547 b7 T r—2a Y THERATEBESDOUR NI COUXMED
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HARBETY,

ZORIJLON—U 3>, BE, BRETZILIVIIL. MAC ZILDdU X LBRED TLS F&REA
@ 73 lF. StorageGRID TIIRETET FHA. CNH5DE ;EL_’)L\’CETZ!SEI’J CEELHD
BEIF. XY NTYTOT ATy MEYEICEBVWEDELL S

HR—bFENTWVWS TLS1.2BES X1 —
KD TLS12BBESRXA— b R—rENTVET,

. TLS_ECDHE_RSA_With AES_ 128 GCM_SHA256

- TLS_ECDHE_RSA_with AES_256_GCM_SHA384

. TLS_ECDHE_ECDSA With AES_128_GG_SHA256

. TLS_ECDHE_ECDSA With AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305

« TLS_ECDHE_ECDSA_ WITH_CHACHA20 POLY1305
. TLS_RSA With AES_128_GCM _SHA256

. TLS_RSA With AES_256_GCM_SHA384

HR—FENTUVWS TLS1.3 S X1—
RO TLS13BERAM— A R—FETNTULET,

. TLS_AES_256_GCM_SHA384
. TLS_CHACHA20_POLY1305_SHA256
- TLS_AES_128_GCM _SHA256

Y b —UEmEDESt2EET B

StorageGRID > X7 L Tl&. Transport Layer Security (TLS) ZFERLT. U vk

J— REORERHE =T« v U ZREL £9, Network Transfer Encryption =< 3
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SHA* (F7#IbN) ICEELEXT,

Network Options

Prevent Client Modification &
Enable HTTP Connection €

Metwork Transfer Encryption & 1 AES128-S5HA w AFESZAR6-SHA

3. [1R7F (Save) | &EZEIRLET,
ST v IonER)—%2EBEBLEY
FS 74w ORBERIS—2EEBLET

T—EXmE (QoS) Y—EXRZBLTBDIC. bF T4 v IRERY S —Z 1L
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B3R TETEY,

SLATKrS 74 v I RERI)—%FERT3
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ES 740 v OREOFRIE. O— KRNSO TCICREINE T, EHOO—RNSOHICEARHIINS T 1w
IO EINTUVBIEE. AR AREIFIEE LIREFROBHICAED X7,

ROBNE. SLAD I DDMEEZTRLTWVWET, ST v IDERUS—ZERLT. ESLABD/NT +—
N AERRZERTEET,

H—EXLRNILEE BE T —RIRE INTF+—I >R my

d—-r 1TPBOXL—Y 3JE—ODILMIL— 25, 000 &R /# $$/ B
ZERTERT v

5GB/ ' (40 Gbps

) OFIERIE

JILIN— 250 TBDXARL— 2E—DIMIL— 10K EKR/# $/ B
SHEFERTEEYT I
1.25GB/# (10
Gbps ) DFEIHE

JOoyXxX 100TB DX L —2 2 =D ILM JL— 5. 000 &K/ # B&®icODdX ~
ZERATEEY L
1GB/# (8 Gbps
) DFIHIE
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ST v IRER) S —ZFRLET

INTY R, TFHFYR IPY TRy b FEEO-RNSOHIVRERA I EICRY
fO—OZT74v0%BERL. BEICIWLCTHIBRTZEEIE. bS5 T7 1 v I RERY
D—ZERLET, HEIZIGL T, HiHE. FERERYE. FLEERREICEDVTR
) —DFIRZHRETET I,

BELRHD

* %{EA L T Grid Manager ICH 1 V1> LET HAR—FTNTWVWE Web 754,

* Root 77 Z1ERHMEIDH TN TWB,
cBEITBZO0—RNSUHBIVRRAVMEZERLTETET,

CEEITBRTFHFUMZERLTHEETET,

FE

1. * configuration * > * Network * > * traffic classification * Z R L £,

[Traffic Classification Policies] R—HRREINE T,

Traffic Classification Policies

Traffic classification policies can be used to identify netwark traffic for metrics reporting and optional traffic limiting.

i+ Create || # Eait || % Remove
Name Description D

Mo policies fourd.

2. T*Create* ] ZERLEJ,

Create Traffic Classification Policy -1 7 AJ Ry 7 ADBKRRINE T,
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3.

208

Create Traffic Classification Policy
Policy
Name &

Crescription
Matching Rules

Traffic that matches any rule is included in the policy,

i.+ Create | | # Edit || X Remuove
Type Inverse Match Match Value

Mo matching rules found,

Limits (Optional)

Type Value Units

Mo limits fournd.

F%ET Y] 70—=I)LRIC. RUS—DBEIZASILET,

RIS —ZHATEZELSIC. B OPTVWREIZASTLET,

MEBICIGL T, *BE* T —ILRICRUS—OE ZzEBMLET,

fcezlE. CORS T v oRER)D—RE ODRABCHIRIZNEEHBLET,

R —Il—T3IN—IL% 1 DUEERRLE T,

—HIIL=IEF. COLTTavIRERIS—DEEZRTZII> T4 ToZHHLET, e zxlE.
DRV —ZEFEDTF DRy N T—T T4 v IICEBBET2581E. T MEBERLET, £
feld. CORVD—ZR/EDO—RNSVHIVRRA D EDRY NT—O ST v OICEBRAY 358
I&. [Endpoint] Z3&RL £

a [—BUJL—J)L* (MatchingRules*) 1t2>3>T[*1Ef (Create) |%&ERL X7,

[Create Matching Rule] 1 7OJ 7Ry I AWK RENE T,



Create Matching Rule

Matching Rules
Type @ -~ Choose One - w
Match Value @ Choose type before providing mateh value

Inverse Match @ [

[

b. * 2147 ROV TEIUHE. —BTBIL—ILILEDRBRIVTA T DR TEFIRLET,
C. [matchvalue] 7+ —JLRIZ. BIRLIEI VT4 T4 DEA FICEDVWTEREEEZANILE T,

* Bucket : N7 bEZEANDLET,

* Bucket Regex : —&EDN\T v FRE—HITILOHOICHERAINIERKRRZANILET,
ERRRFEESINTOWEEA. N7y FADOFEICHSD {FvLvbh} Foh—%FERAL.
LHIOKREICS 7oh—%FERLET,

*CIDR : IPv4 473w % CIDRERETASL. BROY TRy hE—HEEFT,

* Endpoint ! BITFOIVRIRAVEDUVRA MBS IVRRA Y M EERLET, k. O—KN
SUBIVRRAEDOR—JSTEERELIEO—RNS VIV RKRAVNTY, 22BLTLTE
TSVWO—RNSYHIVRRAYMEHRET B,

TN CBEOTFRDIVRNDSTFURNEBERLET, T FO—BUE. TN
RONTY FOFRBHEICEDETF 3, NTY MAOEZXRT7I7EXRIF. N\NTy b EFRETDT T
Fe—®LET,

d. & L7 Type & U Match X —E 3§ 3§ TD TRAFFER_EXCEPT _Traffic B89 31581
“Inverse * FT W IRy IREAICLET, ENUNDIBZEIF. COFTVvIRYIREFTDE
FICLFET,

fcezlE . TRV —Z2WITFNHADOO—RNSUHIVRRA YV EEBRSIARNTOIY RRA>V b+
ICEAT R3S BATIO—RNSUHIYRRAY FEIEEL. *Inverse * Z38IRL 9,

@ DRECEH 1 DOHIEIYF v —CHIEBRDOITYFv—%283LHR)O—DIFE. IART
DVIIZAMI—HITEZRI)—%ERRLEBEVWLSICEELTLIETL,

e *@EA* ZERLET,

JL—ILHMERE S . [Matching Rules] 7— 7 IJLICRREINE T,
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+ Create || # Edit|| X Remove

Type Inverse Match Match Value
=  Bucket Regex ' controkid+

Displaying 1 matching rule.

Limits (Optional)

+ Cr&at;e_| # Edit X Hemovs

Type Value Units

Mo limits found.

a R —ICHLTER T 2L —ILEIC LEDFIEZREDRL FT,

() A—Me—BT3 5Ty oiE RUS—icE o TEBSNET,
6. HBIIGL T, KU S —ORIBEERLE T

@ FIRZERLABWVGEETH. RUS—II—BIZ2RY NT—O ST v IO RBERTEDS
& S IC StorageGRID THEIZNIEINE T,

a T*&HPpR*)] to>a>T MNER* ) 2FRLET,
BR%E{ER (Create Limit) 44 7OJ Ry I ADBRTREINET,

Create Limit
Limits (Optional)

Tipe & - Choose One — e

Aggregate rate limits in use. Per-request rate
limits are not available. ©

Value @

B
b.* &7 FOyFHEIIHSE RUS—ITBERATBEROE 1 TZRIRLES,

KDY ZBD *in* (& S3 £/l Swift 7 51 7> kH'5 StorageGRID A— RNSVHAD ST T o
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worERL. *out* IFO—RNZUHHSE S3XLIFSWIt VATV MADRZ T v %KL
TWE9d,
- KSTIEE
* RSTEEE Y U b
" FIRFEAE D E3K
" AREIAAEK
* TOERI COFHE
s BERICOFERT U -
* BABODERL—
F ETAAERORE
RUS—ZER LT, 777 —rOFEEZHRLCD . BRI L O®EEZ
C) [BL7=DTE£T, 7=f2L. StorageGRID Tld. MADX A T D igiE% FEFIC

FRIT BRI TEEEA. 7IUT— FOFHRBOHFIRICEKD. FIROBWVHSS
T4V IICNT A=V ANETETIBAEEDRDD T,

HIHEOFPRICDOVWTIE. RESNLFHFIRDZ 1 FICHRH—ET SR 1) > —h StorageGRID (&
STCERAINE T, LRI bT T4 v IZ—ARDHICHIRT IR O—HH 25, &5
EFIRARESN TVWBIMORI S ——HTZ 3 TrvIhH>TH. RAABADZ T«
Vv IISEFIRICHED X9, StorageGRID (3. FEMEHIRD R b Yy FZ2RDIEFTREREL
9,

" ERERIP7RLR (/32TRY)
* ERERNT Y b
* N7 b DIERKRIR
CFFEUR
*IVRERAVE
* IERETZ L CIDR O—3 (/32 Tlid W)
" E—E
CIME* 7a—ILRIC. BIRLIFREDORZA TOHEZAILET,
FIRZEIRT B . BESINIEMUNKRTRIINEF T,
d. *jEf - EBRRLE T,

WRMEE TN, [BFE (Limits) | T—JILICURFENET,
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+ Creats | |;' Edit :| ® Remove I

Type Inverse Match Match Value
*  Bucket Regex o controlid+

Displaying 1 matching rule.

Limits (Optional)

|+ Create || # Edit || % Remove |

Type Value Units
= Apggregate Bandwidth Cut 10000600000 Bytes/Second

Displaying 1 limi.

=
e. RUI—IZEMIBLRIEIC. LRROFIEZ#EDRLET,

7= ZIE. SLABEREIC 40Gbps OFIHIEFHIRZERR T 25 1E. GRS N=T7I U r— MNFiFEE &
SHEIEREOFIBEEER L. SHiEiE% 40Gbps ICREL £9,

@ 1BBHTODXHANA MEXTHE Y b I BICERTZICIE. 8EBICLET, 7= zIE.
125 MB/ #& 1. 000 Mbps F7=i& 1 Gbps ICHH L £7,

7. )L=ILEHIRDERD T T LT=5. *RE*ZERLET,
RS —HMRIES L. Traffic Classification Policies 7— 7 JLICU A SN ZE 9,

Traffic Classification Policies

Traffic classification policies can be used to identify nebwork fraffic for metrics reporting and opfional fraffic limiling.

|_:|- Creale |! rd EstI | ® Remove | |_,|_| fu'leﬁ'icsi

Name Description 18]
ERP Traffic Control hanage ERP trafiic into the grid cd9afbc7-DEhe-4208-b6f8-TedarT9e2ch74
*  Fabric Fools Menitor Fabric Pools 223h0chb-6968-4646-b32d-7665bddca g4

Displaying 2 traffic classification policies:

S3BELUSWIft VZAT UM bSTAvIDB I T v IRERI S —ICR > TUIEINBLSICRDF
Lfco b3 T74 v 0 Fv—bZRTLT. RUS—DPRELLIS T v IRIRZEBALTVWE L=
WCEFET, 2BRLTKLEEVWRY I =T ST v I DHEFZRTLET,

STy ONER) L —EIRELET
b7 v ORER) S —ZRELT. TOLRMELIIBE 2BELLD. R)P—D
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IL—=ILeHIRZ fERk. fR&E. HIBRL7EDTE XTI,

MEBHD
* Z{EA L T Grid Manager ICH A >1 >V LET HR—FENTWVWS Web 7Z T,
* Root 7 7 XMERNEIDHTHN TS,

FIE

1. * configuration * > * Network * > * traffic classification * &R L £,
[Traffic Classification Policies] R—IHRRIN. BEEDOR) S —H7—TILICU I FEINET,

Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

|_:|- Create |! rd Edlti | ® Remove | |_,|_| Meﬁ'ica-i

Name Description 18]
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
*  Fabric Pools Monitor Fabric Pools 223p0chbb-6988-4646-b32d-7665bddea94b

Dizplaying 2 trafiic classification policies.

2 RETBZIRIS—DEAICHZF T a>RE U ZERLEFT,
3. THiR&*1 ZFERLE Y,

Edit Traffic Classification Policy Z 1 7 AJ 7Ry AMNKRRINE T,
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214

"

Edit Traffic Classification Policy "Fabric Pools
Policy
Mame € Fabric Pools

Description (opfional) Monitor Fabric Poals

Matching Rules

Traffic that maiches any rule ig included in the policy

|+ Create || # Edit|| X Remove

Type

= CIBR

Limits (Optional)

,_-I- Crﬂate_ . Edil

Type

No limits found.

Inverse Match

Value

Match Value
10:10: 1520724

Displaying 1 matching rule.

Umnits

BEICHLC T, =BT 3IL—ILERIRZEMN. fRE. FTTIFHIBRL £

a.

—HI B3I —ILEIFFIRZERT B ICI3.

DFIEICRENE T

F*ERE * 1 Z3#IRL. IL—ILDIER E 7ol HIBR D IERK

—HIBI—ILEIFFIRZRET BICIF. IL—ILXEHRDOS AR ZFERL. [—HT B

JL—JL* (*MatchingRules*) o> a3 FIE[*HR* (*Limits*) 12> a>T[RE"
(Edit*) 1Z@RL T, L—ILDIERR K 7ZIEHIRDIERDFIEICREVE T,

BEIRLE 9, RIC,
W= L XTI ISHIPRDIER X o I3RENRR T L5,
RS —DIREIHET LI5S,

—HIBI—ILEIFFIRZHIPRT I1CIF. IL—ILELBHIROS DA RE >V ZERL. *HIFR* =
F*OK* ) Z#RL T IL—ILETIBHIRZHIFRT 5 2R L 95

EAEBERLET,

“REEERLE T,

RUS—ICMAEENMREFEIN. XY bT—O ST v TF T4 v IR D —ICHE> TR
ENBESICBDELTce b T v IFv—b2RRLT RUS—DEELIEST 1 v IHIRZE
ALTWBZ e zmRTEE Y,



b7 ORER) S —ZHIBRLET
b2 T4 v ORER) S —HARBICHE S TIFEIE. HIRTE XTI,

MEBHD
* Z{EA L T Grid Manager ICH A > 1> LET HR—FENTWVWS Web 7Z 7,
* Root 7 7 XMERNEIDHTHN TS,

Fig

1. * configuration * > * Network * > * traffic classification * % &R L £,
[Traffic Classification Policies] R—IHKRRIN. BEEDOR) S —H7—TILICU I FINET,

Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

|4 Create || # Edit| | % Remove | |l Metrics |

Name Description 18]
ERP Traffic Conirol Manage ERF fraffic into the grid cd8afbcT-p8be-4208-06f3-TelaT9e2c574
* Fabric Pools Monitor Fabric Pools 223p0chb-6988-4646-b32d-7665bddea94b

Dizplaying 2 trafiic classification policies.
2. HItg g 2R —DERICHZA T a VR UEFEIRLET,
3. T*HIpR1 ZFEIRLE T,

EHEXA 7O Ry T ADKRRENET,

A Warning

Delete Policy

Are you sure you want to delete the policy "Fabric Pools"?

== ]

4. T*OK*) ZFERLT. RUS—ZHIRT 2 zmRBLET,

RS —HHIBREINET,

IYRT—=O STy IDEEERRLET

Traffic Classification Policies R—HSERARIGER T T T7ZRRITDE T, *Y T
— IS T4y RBEHRTEEXT,

MERHD
* ZfEHA L T Grid Manager (CH 1 >1 > LET HAR—FENTWLWS Web 7571,
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* Root Access 1&BE % 7=1& Tenant Accounts 1ZBENNRET T,

CDRAZICDWVWT

BEOLS 74 v IRFR)S—Tld. O—RNSYHH—EXDA M) v IZRRLT RUS—Hxy b
T—02EDES T4 v IV ZEBICERLTVBHDES D ZHIITEET, IS TRADT—XIE KU —D
BNV ENE SHZHETT 5DICIRIEE T,

ST 4 v ORRER) S —ICHIRARESNTUERWSEETH. XMy IBIRESN. JS5TICIENS T+
v 7 DERZEEY 5 DICRIIDIBEHRIPRTINE I,

F&E
1. * configuration * > * Network * > * traffic classification * ZER L £ 9

[Traffic Classification Policies] R—IHRREN. BEORU S —DBTF—TILIZUZAMEINET,

Traffic Classification Policies

Traffic classification policies can be used to identify nedbwoark fraffic for metrics reporting and opfional traffic limiting.

|+ Create || # Edit || % Remove ||y Wetics |

Name Description 18]
ERP Traffic Control Manage ERP fraffic into the grid cd8afbcT-p8be-4208-b6f3-Te8a79e2c574
* Fabric Pools Monitor Fabric Pools 22300chb-6968-4646-b32d-7665bddca94h

Displaying 2 trafiic classification policies.

@ TFYETADY MERDDHZHDOD. IL— T 7L XERDILGWVIEEIE. T*1E
Bl « THiR&EL « T HIFR) OBRZUIFENICED XTI,

2. FBEERTRIBDRI—DERICHZSOARI U EEIRLET,
3. [Metrics] #:&IRL £ 9

HLWITSOHY 2> ROMNEE, Traffic Classification Policy 7S5 7R TRENE T, TDY 5 TITIE
BIRLIEARV D —IC—ETB3 T T4 v IDAXA M)y IREITHARRIEINE T,

ZOMDAR) O —2FIR L TRRTBICIE. *policy* TILE DV EFERLET,
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Il 111] I 1
UL AT LT EEEEE

Web R—=JIZIZRDT Z ITHRREINE T,

CO—RNZUHERISTow o 2OT5TF O— NS IV RRAY MEEREZXELT
W3O 547 hOBTEEEINDET—HDRIL—Ty bz, 1BHBODE Y LT 3 2HEOEH
FigeiRf L E 3,

cO—RNSUHDERZETR: ZDTST7ICIF. 1B DORTFEAFERBD 3 nREIDOBENITH
M. BXRZ7 (GET. PUT. HEAD. DELETE) BlICRINZET, CDflld. FTLLERDA
wA—DRIESND EEFHINE T,

° Error Response Rate : CDF S 7ICld. 1 MWHDICITAT Y MIRSINITS—REBHD 359
FOBHFHEN. T5—IEEI—RFICRINEF T,

° Average Request Duration ( Non-Error) : D7 Z7IliF. EREAED 3 DREIOBENIFIEH . EK
“47 (GET. PUT. HEAD. DELETE) BliCmdhZxzd., BEXEMIZ. ERAvZ—HDO—F
NGB H—ERCL > THERNINTERRDSWMED . BERICBEEAXD Y Z14 7> MIRINIE
RTHRTLET,

ATV M AIRDETAAERRE : COE—hIY v FE AT A XICEDOVWTE
IAABERDNTT LIERRTO 3 DEOBEBFI2REL T T, CDIHFE. ESAAERIZ PUT EX

DHEBRLET,
ATV A IRDOFAMDEREE : COE— IV TTIE 7720 b AXITEDVT
FAMDERD T LR TOD 3 DEOBEFIIIREINE T, CDFE. SiaED ZKIX GET

BERDAZEBRLET, -ty TORIZ. BLXDTZTRADATI Y b1 ZDOENNRIEE
ZRLET, 7508 (BPFLRY) FEML—FMEVC EZRL. BEBO®E (L 2IPHRE
) 3EML— BV EZRLET,

4 IFNGET S TICH—VYILZEDbER L. IS5 T7DEEDRDDENRY FT7 v T TRREINET,
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Load Balancer Request Completion Rate ~

(2]
=]
=]

B
(=]
(=]

2020-03-30 21:29:30
=Total: 275
=PUT: 275

Requests per second
=
(=}

4]
2138 21:40 21:42 21:44

= Total == PUT

S. E—bIVAICHh—VIEEDER L. YU TILOBRK, AV MIENSINIA TV MM &
FUOZDHED 1 MWBLODDI VIR 2RI Ry TT7 v THRREINE T,

Write Request Size -

2020-04-01 22:21:00

6. £L® * Policy * LA T 2 ERALT. BIOR) S —ZFERLET,
BEIRLICRU S —DI S TRRRENE T,

7. £7zld. support X=Za—hB55 5 7ICT7VEALET,
a. [support>] . [*Tools] . [*Metrics] DIBIZEIRL £,
b. R—=Z® * Grafana * £ > 3 > T. * Traffic Classification Policy * Z&RL £,
CR=IJELEDTINAIOHNERIS—%FRLET,

RST7q0vORER)D—IE. EDIDICK>THAINET, R >—ID (. Traffic Classification
Policies R—ZICU XA MEINET,

8. IS TEAMLT. RUS—B RS T4 v ZHRLTVBEEL, RUS— BT ZRELNBIDE
SHEHIILET.

BEIEHR
BERCrS TN a—FTa2T

V>R M 2EBELET
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> AR b ElF

V2O AR b 2EAT3E. BEOT -2 2—HA FHEETIHEIC. BREN
T —ERZRMITET 22—+ FODBEIRMUZRETES LI, ¥ FEOL
AT UIIICEDETI VIR M ERBTEE T,

*UYOAR M ATV FOBHELICEDF TV A —%ERT 3 hEBENICNET 57

DICFERAINET,

c YO ARME VY REEBAPI BSLUT T2 NER API T, Y 2 AED StorageGRID —E X%
RETBEDICERINET,

C YO ARNMI. 95472 MNEREHRETZOHICT— U TA /) —RLEDBLE TN 7= Connection
Load Balancer (CLB) H—EXICL>TEARAINE T, 28BLTLLETVWO-RNS Y VT DE
#HA& - CLB U —E X,

KOS, T FETU Y AXMPRESNATVS 3 DDOT A T Uy REZRLTWLWET,

—DC1 —DC2

E T |l -
ok : _ r =
‘Grid Nodes _IJ A ‘Grid Nodes JJ

—DC3

[
L -

*T=bUIA/—RFREDCIBY—EXIF. ALT—HEE—F A MIBHBZIIRTDIL -2/ —
F. BLPVYIARR0ODT—REVEZ—H A MIISAT7 2 MMERZIFICOBRLE T,

BT, T=EEVEZ—1 1 (DC1) ICHB3T—box1/—KRiF. DC1ICHBRAL— ) —
REDC2ICHBRAML—/—RICVSAT Y MEGZHFICOMLEY, DC3ICHBT—rTx1/
—KRiE. DCIICHBRAML—=2/—RICOAI AT MNEGZEZEELE T,

CHEHBOLIVr—hrIAE—DEETZI AT b asiAEIHE. StorageGRID (31 >0 X MH'R
HEWTF—EE2—ICHZAE—%FHAHLET,

COBFIT. DC2ICHB AT 7TV r—23>H DC1 & DC3 DEAICKEMTINTWVWE A TP T

I L ERAETHES. DC1HS5DC2ADY VI IX K0T, DCINSDC2ADI VIR (25
) EDhBEWEDH, AT MIDC1 hEHEAHEINET,

20X NI BEBUZHOBRWVEROENNBRIETY, cXiF. EBICHI>T) IR K50
DEBFEEIZV VTR 25 EDBELBDET, RORKRIC. F<FEAINB VIR b 2RLET,
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>y V>R b+

YIEFT -2t 2—t%1 25 (F7AIEK)
N

B CYENBISRICHS 0
MIET — Rt R—HA
N

DY AX L ZEHLET

pE
WAN U > o TERcNicT—42t> %2 —,

BIUCYMEBEILT e VT F T v U NRICHDHRIE
F—Rt>2—% LAN TEHELEFT,

T—EEUE—YA MEADO) O ORMEEHLT. U1 MEDOLA T2 RIRSE

BTENTEET,

DELHD

* ZfEHA L T Grid Manager ([CH 1 >1 > LEd HR—FESNTWLS Web 751,
* Grid Topology Page Configuration RN HE T,

FIE

1. [* configuration] * > [* Network] > [* Link cost] Z3&RL £ 9,

Link Cost

Updated: 2021-03-20 12:28:41 EDT

Site Names (1-20f2)

Site ID
10

20
Show| 50 v Records Per Page | Refresh |

Link Costs

Link Source 10

4
Site Name Actions
Data Center 1 Y 4
Data Center 2 4
Link Destination
20 Actions
o

Apply Changes *

2. [V ] THA FE&ERL. [V O%K*1IC0~100 DOX MEZASILET,

D2 OaMt) oK ERULBEIFR. VAR M 2EETETIEA

TEEEvIULTEICR. BBRLET O ER .

3. T"ZE=HEATS* 1 =FERLEY,
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AutoSupport ZfFEREL £

AutoSupport & (&

AutoSupport ¥4REZEF T 5 . StorageGRID Y XA F LDANILZA X v =B LURT
—RAAYE—CETIZHILYR— MIEETEET,

AutoSupport ZEH T3 . BEDORELBRICH D DEBE KBICERTIET, £ YXATLDOAML
=IO —XEERBRL. LWL/ —RPHA b EEBIMT2HELRHZHESHEHIT 27-0DDZEHITVE
To BEIZIGLT. 1 DDRIDIEEAIC AutoSupport X v —JHXETBLSICKRETEE T,

AutoSupport X vt —JICE N3 1B
AutoSupport X vt —JICIERD & S BIERIPS ENE T,

* StorageGRID V7 bz 7DN—2 3>

CARL—=TFTA VIV RTLDN=D Y

* VAT LLANILE SPGB L NILOBMEER

CBRFDTI—hETI—L (RERESZTL)
*BET—2%Z28C. IRTOIVY REZRIDREDAT—RR

* BE/ - R T—ER—IADFERE

chkbnfo. FRETELTWVWRA TSV ¥

* Grid DFRE

*"NMSIT>FT 147+«

CTFUOTATRILM AR > —

s JOevaZyiEsngd )y RERI7 7L

CBHIARDwY
AutoSupport #BE$H & UME 4 D AutoSupport 7 7> 3 > i&. StorageGRID O#IE1 > X b —ILEFICBIICT
3D HEHBSEMCTZIENTEET, AutoSupport BNEICHE > TLWARUWIEE. Grid Manager 4w &

AR—RIZAYE—IDBRREINET, COXyvE—JTIE. AutoSupport FRER—IADD Y IDEEN
TWET,

The AutoSupport feature s disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

Xyt —J%FLCTHL. AutoSupport MENREFEFTH-TH. T30 F vy ahoU7EINB3ETIE
BEXRRINFEFEA.

Digital Advisor & (&

Digital Advisorid?o 57 RR—2ZT. NetAppD oA VR k= IILR—=IHQSEBSNFADTCERMEZERBLE
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Yo MEEERYR ) ROFHE. TR S — b RB{EBRBIACF R BEMLENIET7 IS a3 vICk > T B&ED
RETBHICTFHTETET, ChICED. PRTFLOEE2EDFAEL. >XTLORAMAELELET,

TOZINT RNAYDR Y 27R— R EHEEZNetApp Y R— b1 ETEEAT 35T (&, AutoSupportz B3
ICTBREDNHDFT,

"Digital Advisor K 2 X > k"

AutoSupport X vt —TZxFIAHH0T7ONI)L
AutoSupport X wEZ—J0FEICIE. KD 3 207ORINLOVWTND EBRTET XS,

- HTTPS
- HTTP
- SMTP

HTTPS &7-Id HTTP ZfER L T AutoSupport X v —2 %X ET 35613 BIE/ — T IZhILYR—
FOMICIEEER TOX S —NZRETET T,

SMTP % AutoSupport Xwvt—>0 7O L LTERT35EE. SMTP X— )L —NZHRET IHE
nNHhxd,

AutoSupport 7> 3>

AutoSupport Xy —2% 7T Z AN R— MMIXEFET RIS, ROF TS 3V 2ERICHEAGHOE TERT
D

* *SBEBAL* 1 AutoSupport X vt —T&EIC 1 BIBEMISEEL . 77 4L MERE ¢ Enabled (B%
) o

ARV RPUA—E D ABEIY. FRREARY AT LAY MHRELIEFIC. AutoSupport
AyE—CZBHNICEELE I, 77 4L MERE ¢ Enabled (B%) o

* *On Demand * : StorageGRID > X7 Lih' AutoSupport X vt —S%# BEINICXET S LS5 T7=HIL
BR—EDSERTEET, . AE D770 TICHKBEL TWLWBISEICERITY (HTTPS
AutoSupport X 70 b JLHME) o T 7 4L MERRE © Disabled (%) -

* * User-triggered * © AutoSupport X v =% WO THFHTEELEF T,
& 1ER
"Ry b7y THR— R
AutoSupport ZEXEL £9

AutoSupport #E8E$H & UME 4 D AutoSupport S 3 . StorageGRID D#][E]1 > X
F—ILEHCBRICT 2D HEDNSBMCTEZIENTEET,
KBLH D

* %{EA L T Grid Manager ICH 1 V1> LET HAR— RN TWVWSE Web 7504,

* Root Access MR X 7I3 DD Grid 2 EMERENHBETT,

* AutoSupport X wE—0OFXERICHTTPS ORI EAIEHTTP 7O L2 ERT3581F. 75

222


https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://docs.netapp.com/us-en/active-iq/index.html
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

ARVER/ —RFADTITNT YRV Z -2y h 7V RZ2EREHRT B0 TOFH— Nz A
LTIRHELTETET (A NI Y FERIBRETY) o

* HTTPS &7zl HTTP 70 kb I OEAEIC 7TOF S0 — N EH T 3581, 2#ERT2LENHD %
TEETIOF Y —NERELE LT

* AutoSupport X vt —SDFORIJLE LT SMTP AT 318813, SMTP X—ILH—N\%ZH/REL T
BTET, 77—LDE X—JLBRICIFAC X =L —NERE RO ZXTL) BMERINET,

AutoSupport X vt —JO7ORILEIEBELEY
AutoSupport X wEZ— D EICIE. ROoWsnh o 7O DL EFERATET XY,

*FHTTPS* 1 CHUIT T AL R T #FRA VX b= JLICHR TN BERE T, HTTPS 70 b OJLIdHR—

b 443 ZfEA L £9 . AutoSupport On Demand #gEZBICT 2% B IE. HTTPS 7O ML Z{ERT
BRENHD FT,

**HTTP* 1 ZO7ORINLIE A2 —Xy MEHTT —2ZXET2FICTOF Y —/N—D HTTPS
ICEBT BEHEINTCRETERAING VRO RETEHD EFt A HTTP 7O FILIZR— 80 %
ERALET,

* *SMTP * : AutoSupport X vt —% E X—ILTRIETRHEIE. COA T a>mzFERLE
9o SMTP % AutoSupport X v t—D ORI LTERT 3BEI1F. LAY—BFXA—IILERER—
S (*HR=b*>*TS—L (LAY—=) *>*LHAS—FEFA—ILERKE*) TSMTIP X—)LHF—N—%
BRETIVENHD FJ.

X

K3

StorageGRID 11.2 &K DEID ') 1) — X TlE. SMTP H' AutoSupport X vt —J|CERTES
@ M—DZ7ORIJILTLTz. UBEID/N— 3 2D StorageGRID %1 > X =)L L TWIBE
iE. SMTP A 7O JLE L TGERESNTUVSRIREMED B D F95

RELEZOMIILIK. TRTDOEA TD AutoSupport X vt —DEEICERAINE T,

Flig
1. [ * support * > * Tools * > * AutoSupport * ] ZERL £,

AutoSupport R—IHRRIN. *RE* XFTHFEREINE T,
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AutoSupport

The AutoSupport feature enabies your StorageGRID system to send periodic and event-driven health and status messages fo technical support 1o ailow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enabies the use of Active IQ for prediclive recommendations.

Settings Results
Protocel Details
Protocol @ ® HTTPS HTTP & SMTP

NetApp Support Certificate Validation @ Use NetApp support certificate v

AutoSupport Details
Enable Weekly AutoSuppori € r
Enable Event-Triggered AutoSupport € 7]

Enable AutoSupport on Demand @

Software Updates

Check for software updates @

«

Additional AutoSupport Destination

Enabis Additional AutoSupport Destination €

‘ Send User-Triggered AutoSupport ‘

2. AutoSupport X v tE—COXEICERTZ 7O EZFEIRLE T,

3. T*HTTPS * 1 ZFRLIIBE. TLSHREBEZEAL TR Y b7y THR—- b —NAOERZRET
B2HESIHEBEIRL I T

o * Xy Ty THR—NIBEEFHE* (F74J)LL) [ HBEEDORIEICED. AutoSupport X vt
—COXETHRICRELE T, Ry b7y IHAR—FEAZIE. StorageGRID V7 b7 rH
ICTTICA YR R=ILTNTVET,

c *EERREEMRELL BV 1 TOA T 3 vid ARREIC—RNGEEL H BB . SERE DR Z £
LABWVERDIHDRIBRICOMEIRL TR EL,

4. [1R1F (Save) 1&ZBIRLF I,
BE. - rIA-B BLIVARVYENMNIHA-BEOITRTOXyvE—UHERLAET7O NI EFER
LTEEINEFT,

ER AutoSupport X vt —JZEMICLET

77 # )L b Tl&. StorageGRID > X7 LIFEIC 1 B3Ry k7w FHR— I AutoSupport X vt —J %X 1(F
TBRLIICHETNTULET,

YR AutoSupport X v —IhRESNBE X1 S VI ZMEER T 51Cid. * AutoSupport * > * Results * 2 7'IC
BEILEJ, [* Weekly AutoSupport * ] 20> 3 > T [RORT T a—I)LEHE | OEZEZELE,
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AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to
technical support to allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active 10
for predictive recommendations.

Settings Results
Weekly AutoSupport
MNext Scheduled Time @ 2021-09-14 21:10:00 MDT

Most Recent Result @ Idle (NetApp Support)

Last Successful Time @ NiA (NetApp Support)

BEEAID AutoSupport X vt —DEENXEIFVW DO THEMNICTZIEHNTEXT,

Flig
1. [ * support * > * Tools * > * AutoSupport * ] ZERL £,
2. [ XX AutoSupport ZBMICT B | FT v IRV IRZFTICLET,
3. [fR7E (Save) [%Z&ERLZE T,

ARk~ AH—8 AutoSupport X vt —HFEMICLET

T 7 #)L hTlE. StorageGRID AT ALldF. EERT S — M REFDOMDERLB I R TLARY FHRELT
EEFIZ AutoSupport Xyt —J% Ry 7w THR—MMIEXETERESICRESNTVLETD,

ANRY M) A—8 AutoSupport X v =W D THEMNCTEZEHNTEET,
S2ATLEETE X—)LEBMZELELEEEIE. 1R~ MU A—8 AutoSupport X vtz —2

@ bERTNEFEA. (*configuration * > * System * > * Display options * ZZIRL £9, X
1. [* @50 ( Notification) ][ R T%EHMNEI (Suppress All) ] %&ER

FlE
1. [ * support * > * Tools * > * AutoSupport * | ZZIRL £ 9
2. [4R> kM) AH—EB AutoSupport ZBENCT S * | FT v IRy I XDFREERL XTI,
3. [1R7F (Save) 1 ZBIRLE T,

AutoSupport On Demand Z&%1iC3 3
AutoSupport On Demand (&. 77 Z AL R— M H REBEERICEBRIICIRDHA TVWBRBRICRIBEE Y,
T 7 #J)L M TlE. AutoSupport On Demand IFEMICHE > TWVWE T, COEBEXEMICTD . TIZAHILY

R— k&, StorageGRID > X7 LH'5 AutoSupport X vt —2 % BERNICKET S LSEBRTE XY, 77
Z—AHILHYR— k&, AutoSupport On Demand Z T DR—1 VI RBRHRETIT X,
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T ZHILYR—kiE. AutoSupport On Demand Z BN E-IFEMICT DI CIFTET EFH Ao

FlE
1. [ * support * > * Tools * > * AutoSupport * ] ZERL £,

2. 703D *HTTPS * #:#IRL £ 9,

3. [ XX AutoSupport ZBRNICT S | FT v IRy IREAVICLET,

4. [ F>FT<I> KR AutoSupport EBENCT S | FT v IRy IREFICLET,
5. [1R7F (Save) | %EFEIRLZET,

AutoSupport On Demand IB#ICHR>THED. 727 =HILHHR— ~& AutoSupport On Demand B3R %
StorageGRID ICIXETE X9,

VISIITT7YTIT—bDF v I=2ENCLET

77 #)L b Tld. StorageGRID (&% b7y FITEE L T, CFERADIRXTLTY 7 b7z 7OEHHFA
AIRENNE SHh Z T L £ 9. StorageGRID Ry b7 1w I R FIFFHLWN—2 3 VAR ERIRERIZ S 3.
StorageGRID D7 Y 7 L — RR=JICHLWN—=I 3 UHRREINE T,

BEIGL T VIRIIT Ty FIT— hrOF Ty IR ENCTZLHTEET, LLRAIE. WANTTY
ERATEBVSZTLOBAR. FYYO—-RIS—EERTZLHICF Ty VBT SBENBD &
£

FE
1. [ * support * > * Tools * > * AutoSupport * ] ZZRL £ 7
2 [VIbDxT7T7YTIT—bERRID N Fv IRy I ADEIRTHERLE T,
3. [1R7F (Save) |&EZEIRLET,

AutoSupport T X7+ Z—> 3 ZEBMLET

AutoSupport ZBERICT D E ANLAXYEZ—JERT—RIAXy =Ry b7y THR—MMIXFEIN
£9, IARTD AutoSupport X wvtz—J I LT, BIMDEERZ 1 DIEETETET,

AutoSupport X v =S DFEICFERINZ 7O NN EZREFIZEETSICIE. OFEEZBELTLET
LY AutoSupport X wt—> 07O EIBEL X9,

@ SMTP 7O JJ/L%ZMEH L T, AutoSupport X vt —S % BIIDXREHLIEET S CIFTE
FtAo

FlE
1. [ * support * > * Tools * > * AutoSupport *] ZERL £ 9,

2. [ BN AutoSupport EXEdHZBMNICT S *] ZFIRLE T,

1BAND AutoSupport Destination 7+ —JL RAARRINE T,
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Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname @ testbed.netapp.com
Port © 443
Certificate Validation @ Do not verify certificate v

You are not using a TLS certificate to secure the connection to the additional AutoSupport destination

“ Send User-Triggered AutoSupport

. BIN®D AutoSupport T R T 4 X—> 3 Y —NOY—NKIEEEIEIP 7RLRAZAALET,
() EMoEERE 1 SEFANTEET,
. JBIN®D AutoSupport T R T 4 Z—> 3 Y —NADEGFICERTZHR—FEASILET (F71)L MK

HTTP OZ&I1E7R— bk 80. HTTPS DIZHIFR— b+ 443)

- SEFAZ DIREE E ¥ H 12 AutoSupport X vt —J%FXEFET BICIE. [EERAZEDWREE ) FOY ATV T A
ZAALCANYRILEFERTS 1 ZERLET, R, ROWTNHEERTLET,

c fmEY I ZEALT. PEM TIYO—FENiZ CARRE 7 7ML IR TORARZ. FFAEF
I—YOIEFTER SN * CABundle* 7 ¢ —JLRICOE—LTED[ITE T, FEIRICIF --BEGIN
CERTIFICATE- & -—-END CERTIFICATE- - ZZ® 23BN HD XT

Additional AutoSupport Destination

Enable Additional AutoSupport Destination © v

Hostname © testbed.netapp.com
Port © 443 =
Certificate Validation @ Use custom CA bundle v
CABundle ©
Browse

c[*BEE ) EBEIRL. AEENESENTVE T 71ILICEEIL. [*BA * 1 EBRLTI71IILET
w7O—RLET, SEEAZEDREEICE D, AutoSupport X v —SDRXREERZRRIITSI N TEE
ED
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6. SEFEDIREE #1719 I AutoSupport X wZ—I%IXET 3 (ICIE. [FERAZEDRREE *] ROy 74T > T
SERRE T RRIEL W ) ZEIRL £ 95

COF T avid. sIAZEORIAIZERALEVERADH 358 GRS IC—KNLBELNH 3584 Y)
ICOHEIRLTLESE LY,

I You are not using a TLS certificate to secure connection to the additional AutoSupport destination. | &
WO Xy E—IHRREINET,

7. [1R7F (Save) 1%&ZBIRLZE T,

FNLRRISEEINDIBE. IRV MMNIA—B LU 1) H—EOD AutoSupport X vtz —
E. IRTEMDEEFELRISEEFEINE T,

AutoSupport X v E—SEFETRUA—T3

T ZhIIYR—FIZK D StorageGRID > X T LDBED S TN a—FTo 07 %2%
BIB7=5IC. AutoSupport X —SDEREXFHTHRIA—TETET,
WEBHD

* Z{EA L T Grid Manager ICH 1> 1> LET HR—FENTWVWS Web 7Z U,

* Root Access PR & 7= I3 Z DD Grid REERHNHETT,

Fig
1. [ * support * > * Tools * > * AutoSupport * | ZZRL £ 9

AutoSupport R—IHRRIN. *HWE * X THNEREINF T,
2. [ 21— —i2®) AutoSupport EE ] Z#IRL £ 7,

StorageGRID (&, 72 = HJLHHR— iZ AutoSupport X vt —J%FKELLSE LET, SRITICHINL
1B E1E. [#ER (Results) 270 [ &##ER (RecentResult) [*fEX [#iEIMAII L 7=KE (Last
Successful Time ) [*EAEFINE T, MELHIHE. RIOER *1 OED TRy ICEHE
. StorageGRID | AutoSupport X vt —L DXEZBRITLEE A

@ A—% ~UH—B AutoSupport X wt—SFFXELTEHE. 1 DRICTSTHD
AutoSupport R—CEBH L TRFIOKERICTI/EILET,

AutoSupport X vt —SD ST a—T4 2T %175

AutoSupport X wt—J DEEHNKBT B . StorageGRID > X7 Ll AutoSupport X
wE—DRA TG TERBZUWIEZITWVWE T, AutoSupport X wtE—S DA T7—4A
A% SR Y BI1CIE. * support * > * Tools * > * AutoSupport * > * Results * ZiER L £

ER

EX—)L@ %> XT LK TELELIESZEIE. 1RV~ MU H—E AutoSupport X vtz —
@ PERINHR<AED XY, (*configuration * > * System * > * Display options * % &R L £
o RIS, [* 8% ( Notification) ][ I RNT%INE| (SuppressAll) ] %Z3ER
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AutoSupport X w—DXEICKET % . AutoSupport R—2 D * Results * 2 71C T Failed | ¥ RRE
nxd,

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to
allow proactive monitoring and troubleshooting. StorageGRID AutoSupport also enables the use of Active |1Q for predictive recommendations.

Settings Results

{

Weekly AutoSupport

Next Scheduled Time @ 2020-12-11 23:30:00 EST
Most Recent Result @ Idle (NetApp Support)

Last Successful Time © N/A (NetApp Support)
Event-Triggered AutoSupport

Most Recent Result © N/A (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

User-Triggered AutoSupport

Most Recent Result @ Failed (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

AutoSupport On Demand

AutoSupport On Demand messages are only sent to NetApp Support.

Most Recent Result © N/A (NetApp Support)

Last Successful Time @ N/A (NetApp Support)

XX AutoSupport X v t—JDIS—T9

BEENAID AutoSupport X vtz —J DEXEICKE L 7356, StorageGRID & X 7 AIXRDNIBZITVE T,
1.

RAOfERBHEZEFRL THAITLET,

- 4 9R9FRT 15 [El. 1 BEFR AutoSupport X wE—C OBXEEHAE T,

2
3 XEIS M1 BERELLE. RFOBRBEZRBICEHRLEI,
4.
5

AutoSupport X vt —S M ER. RICRT D a—IILENBRICBHEITLES,

—IMWRESINIFEIE. AutoSupport DEEIRER T a—ILE2#IELE T,
7HUEX Yy E—=UHAXEINTUVERVGSIE. NMS —E XDMEARIELRREICE TR = T

-NMS H—EXDFIATET RV EHRATA Yy E—IDXENKRBLIHZE. 8LV 7 HURICXvE
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AutoSupport X v E—IHEESINE T,

A—HrUA—BFLIFARY M) H—EOD AutoSupport X v t£—CDIZ—TY

A—HFR)A=BFE ARV~ FUH—ED AutoSupport X vt —J DREICKBLIZIEE
StorageGRID & X 7 LIS DILBHEITWVWE T,

1. BEIO TS —DFERIE. T5—Xvt—IRREREINFET, ezl I—HF—DELVWEFA—ILETE
ZIEEEITICSMTP 7O R JILEBIRLIZBE ' X—J)L « =N\ « R=JOHREHIEL < L8 'SMTP
7O J)LEERAL TAutoSupport X v —C X ETEEHALVWSIS—HRREINET

2. Xyt—J0BREIHITINEE A

3. T5—% 'nms.log ICEBERL E£T

7O LT SMTP ANEIREN TV GEICHENRE L1HAId. StorageGRID > AT LD E X—
WY —=NHPELLERESINTVWS I Y. EX=ILY—NHRITENTWVS (*support*>*Alarms (LA
2—) *>*>legacy Email Setup *) & ZzHRLE T, RDIZ—Xvt—Ih AutoSupport R—J 2R

INBHEEDHD £9, [ AutoSupport messages cannot be sent using SMTP protocol due to incorrect
settings on the E-mail Server. 1 (SMTP 7O FJILZERLTSMTP Xy —Y%XETHCIETETHY
Ao BF A=Y —N\R=JTOHREHIIEL L BRWVZD

EX—IY—NDOREAEICOVTIE. Z2BBLTKLTVWERE NS TIL a—T 0 27 DFE,

AutoSupport X v t—J DI —ZEIELEFT

Z7OR3)LE LT SMTP AHNEIRESN TV SIRR TEENEE L 115/ 13, StorageGRID > X7 LD E X—
LWH—=—NHELLREINTVWE LY. EX—IY—/N\DEITEINTVWBR I ZHELET, XODIF—
Xwtz—Ih AutoSupport R—JICRRENBZHZEDH D £, T AutoSupport messages cannot be sent
using SMTP protocol due to incorrect settings on the E-mail Server. 1 (SMTP 0O k JJL%fER L T SMTP X
E—CZEKETERIEIEITERER A BEFXA—INT—/\R=TOHREHMEL L BRWV=D

E > 1) —X AutoSupport X v+t — % StorageGRID ZH TiX{59 %

E > 1) —X SANtricity System Manager AutoSupport X vt —2 g, ANL—=F7 5o
7 ADEER— FTIEAR < StorageGRID BIE/ — RH'S T ZAIIHR— MIEET
TEXJ,

BERHD
* ZfEHA L T Grid Manager (CH 11> LET HAR—FENTWLS Web 7571,
* Storage Appliance Administrator #FR & 713 Root Access #ERNHNET T,

@ Grid Manager# f&F8 L TSANtricity System ManageriZ 7 27+ X9 % (1. SANtricity 7 7 — LA
217870 (11.7) UENBETT,

CDRRAIICDWT

E >1)—X AutoSupport X v tE—JICId. A ML= N—RO T 7OEHEANSEEH SN THE D, StorageGRID
O RAT LD BEEINBMD AutoSupport X v E—J KD HEEFEM T,

SANTtricity System Manager THHA 7OF S H—NT7RLXEZREL T 7TSA TV RAOEER— & fE
FAHE9'IC StorageGRID B2/ — RIZH TXIE TN 3 AutoSupport X vt —C#BRE ICERELE S, COAE
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TXR{E I N3 AutoSupport X vt —E. Grid Manager TEREINTVLWBAJREMD H B BLXEE L EE
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

, . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.

3. AutoSupport BLfE5EDRE * ZFIRL £9,

AutoSupport BRfE A EDRER—IHRRENE T,
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Metadata store queries
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Object stores

D@ = Size @ = Available @ = Replicated data @ = ECdata @ = Objectdata (%) @ % Health @ =
0000 107.32GB 96.44GB 1ls 12460 KB ql, 0 bytes ly 0.00% No Errors
0001 107.32GB 107.18GB 1h 0 bytes 1l 0 bytes 1l 0.00% No Errors
o002 107.32GB 107.18 GB 1ls 0 bytes i, 0 bytes 1l 0.00% Mo Errors
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Storage Options i Storage Options Overview

el Updated: 2021-11-23 11:01:41 MET

Configuration

Object Segmentation

Description Setings

Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark Override 0B
Storage Volume Soft Read-Only Watermark Override 0B
Sterage Velume Hard Read-Only Watermark Override 0B
Metadata Reserved Space 3,000 GB
Ports

Description Settings
CLE 53 Port 8082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083

FT2x I bDEIT AT MEEIF

FTPT O bDEITAYMEE. 1 D20F T2 b 2INCREET A XDA TV
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7YY b StorageGRID AT LICEIDIAEZFNZ . LDRY—ERIFA TSI b 2EBROEZI XY
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ER

BID
Object Segmentation Disabled Object » LDR
% 8]1n]
< _"Clhject\
Client
—Container CBID1—
Object Segmentation Enabled—s | CBID2 | CEID3 = LDR

v v
LDR LDR

TIOXY AV TFEZHRAHETEE. LDRY—EREEEIAL DS TOA T I bZHEAILT. 7541
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Storage Volume
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Overview

Configuration
Object Segmentation
Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

| Description Settings
Storage Volume Read-Write \Watermark Override 0B |
Storage Volume Soft Read-Only Watermark Overide 0B |

\_Storage Volume Hard Read-Only Watermark Override 0B
Metadata Reserved Space 3,000 GB
Ports
Description’ Settings
CLB 83 Port 2082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083
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a. 7—24)L—7F£7I& Active Directory D1 VX b—JLZR®HZFOV T rHBRREINFES 'ad E AN
LET

b. 7OV F hHRIRINIS. AD FXA 2 D%&EI (BWRX1>8) ZANILET,

C. OV IrHARTFINES. RXAYOAVMAO—FDIP 7RLAFHIEDNS KA REEADLE
ER

d F7OYT7EHRTENLS. BREBRAA Y LILLBRZEANILE T,
AXFZERALET,

€. winbind HR— b DBEIMEZRDZTOV T EARREENTS. T*y* 1 EANLET,
Winbind (2 AD B —N\DA—HEL VT I —TDIEREHERT B1-DICERINET T,

.. 7O DRI INSS. NetBIOS BZE=AHALFET,
g YOV EHRRINIZS. *Enter* ZILF T,

CIFSEEI—Ta T4 hRRINET,
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6. RXAUIZBMLET,

a.
b.

C.

FEEHLTVWARWNESIF. CIFSREI—Ta )T ZRBILET
R XA > Tjoin-domain | ICEBMLET

B/ —FHHEERXA VOB BAYN—DEIDTAITELIRKOBZTOVT EHARTEINZF
To COBE/—FHRRXAMVIZEMLTVAWMERIE. Tnol EABNLET

7OV 7 KRR EINS ' EEEDI—H—% & LT administrator_username” Z AJJL XY

Z C T 'administrator_username' |& StorageGRID 1 —1—% Tl&7% < CIFS Active Directory 1 —1—
%2TY

OV EHRREINS ' EEBED/NXT— R & LT administrator_password Z# AJJL £

|& StorageGRID /NX T — R Tl&7% < 'administrator_password' |& CIFS Active Directory D 1 —1—%4
T9

7OV 7 hHREREINS. *Enter* ZIRL F T,

CIFS&REA—T1 ) Ta4DNRTEINET,

I RXAICBMLIcC e ZREELE T,

a.

b.

C.

a.
b.

C.

KX+ > Tjoin-domain J IZBMLET

HP—N\DRERXAVDBNBEAYN—THZHNESIH 2T AT Z AV T KRR ENS. T
yl EABDLFT

[Joinis OK | £W5 Xy E—URRRINBEEE. RAAVICERICBMLTVET, COXy
E—UHRRFINEVEEIR. H5—ERIEERELTRXTUISBMLT S0,

AT KRR EINTS. *Enter* 2L E T,

CIFS&REI—T1 ) Ta4NKRRINZET,

BBV SA47 Y MZEML £ 9 :addaudit-share

A—HFFTIN—TOEMERDZ OV T EBRRREINT 5. Tuserl] CAHDLEFT
EBRI-—HFROANERDZ IOV T hHRRINS, BEEI—HREZASILETD,
O EBRREREINS. *Enter* L E T,

CIFSERELI—Ta VT4 HhRRINET,

BEOI—YFEEITIN—THEBEBEAD 77X 2N TUVWBIESIE. T add-user—to-share J

EVWSIA-—HZEMLEY

BREBICESHRSN. UXMIRREINET,

a.

b.

EEIIVRR—MHEBOHZANLEFT,
A—HFELIFTIL—TDBMERDZ 7OV T MHRRTREINES5. Tgroupl CAALET

BEEIIN-TRDANERDENET,
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C BB —TRERDZ IOV T MIRRINES, BEI—HIIL—TO2EEANLET,

d ZOY7 KRR ENTS. *Enter* 2L £,
CIFS®REAI—Ta UTaBRREINE T,
e BEEHFISEBMITZI—HEFIIN—TFTIl. COFIBEEDIRLEFT,
10. #7> 3> T BHEZHZELEY, I validate-config J
H—EXDFTvITNTREEINE T, ROXyE—JRBERLTHIFVEEA.

o 4> )L— K « 77 4)L letc/sambalinclude/cifs-interfaces.inc BB oH'D FHA
o A4V UI)L—FRK « 774l letc/sambalinclude/cifs-filesystem.inc B'ROHD £HA
o 4> )L— K « 757 41)L letc/sambalinclude/cifs-interfaces.inc B"EoH'D FHA

° AU I)L—FK « 774l letc/sambalinclude/cifs-custom-config.inc B'E2oHD £HA

o 4> )L—K « 7757 41)L letc/lsambalinclude/cifs-shares.inc E2OH'D FEA
° RLIMIT _max : rlimit max (1024 ) % Windows MO&/NHIPR (16384 ) (BT

@ [ security=ads 1 & T password server | /N5 X—ZIIERFICIEELABVTL I WL (

Samba . EHETAIELLDC zEBEFMICHRELET) .

L 7OV T RTINS, *Enter* ZIRLTEEI SA 7Y FOREZRTLET,

i. 7O bHRERINT=5. “Enter* 2L ZE T,
CFSR®REA—TaVTa4HhRREINET,

M. CIFS&RELI—Tr VT ZHLCET
12. StorageGRID BRIEH BE—1H 1 fDIFEIE. KROFIEICEAE T,

F7=lE

StorageGRID IRIBFETHOH 1 MIBE ./ —RHAEENTVBRHBEIE. BEICILL TN

MCLET,

a A rDEER/ —RICVE—FSOJ1>LET,
i ROOAYY REASILET, sshadmin@_grid_node_name
i. T passwords.txt] 77 ILICEREINIENAT—RZANDLET,
iii. root ICEIDERBICIE. ROAXY RZEANLEY
iv. T passwords.txt | 7 71 JLICEBEINIENZAT—RZANDLET,
b. ALFIEZEDIRL T, B/ —RFRICICEEHEZRELEFT,
c. B/ —RA®D')E— MO Secure Shell OJ' 1 % T LT :exit
13. AR zIbh507 7o M LET exit
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CIFS BEBEHBICA—F XTI —-TZEMT S
AD SHELHEATNTVS CIFS BARBICI—E3T L —T2BMTE T,

BERHD

* root/admin 7HA T > FD/INRT—R%$#FD [passwords.txt | Z71ILHHDET (SAID /Ny T—R
ICHDFT) o

* T Configuration.txt | 7 71ILHBDET (SAD N T—JRICHBDFT) o

CDRRTICDOWVWT
RDOFIE (3. ADSREEEHESNTVBIHEEHEATY,
@ CIFS / Samba %I%ﬁ L7EBEET O RR—MEBELESINTED. StorageGRID DESED ) 1) —
A THIBRESNBZFETY,
Flig
1. 7547 VERB/ —rIicOJ1 > L&D,
a xDIAY Y REASILET, sshadmin@primary Admin_Node IP’
b. T passwords.txt | 7 71 JLIZEEINIZNRT—RZAHILET,
C. root ICHIDEZX BICIE. ROAXY FZANLET
d. Tpasswords.txt | 771 ILICEBEININZAT—RZANDLET,

root & LTATA>FB&. 7OVTHE T 1 ho TH IZEDLDFET,

2. gRTOHY—EXRDIRED' Running 1 £7z13 T Verified ] THZZ xR LEI, [ storagegrid-
status | CABLEFT

IRTOY—E XD IRunning 1 £7id T Verified 1 THWSEEIX. BBEZHERL THEEITLTLIES
LYo

3 AXYRSAVIZRD., *Ctrl*+*C* Z#HL X T,

4. CIFS®EI—Tr VT Z#{EE L £ 'config_cifs.RB

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios—-name

I | I
I | I
| add-user-to-share | join-domain |
| remove-user-from-share | add-password-server |
| modify-group | remove-password-server |
| | add-wins-server |
I | I

remove-wins-server
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S A—HELRBITIN—TDEMZMImL 9, [ add-user-to share
REBHDEERHBICESMROSN. UXMIRTEINET,

6. 7OV 7 MHRRINT=5 ' EEEHE (audit-export): audit_share_number DBESHE AL ET
COBEBHEANODT7 IV RZA—H XTI —FIFFATEI3HNESHDHERZROSNE T,

7. 7Oy eDRERSINTS. - FEIFTIL—F Tusery F7=ld Tgroup ] ZEMLET
8. OV MHRRINIES, COAD BEEHEOI—HELIFTIL—T2EANDLET,
H—NDARL—T 4 VI RATLE CIFS H—EXROMAT. A—HFkIFTIL—THHRAWMDEFRL

LTEBEHEBICEMENE T, SambaREN)O—REN, I—HFLEITIN—THEEI AT
HEIZT7IVEVRATESELS5I1IC8DET,

9. 7OV RTINS, *Enter* ZHL £ 7,
CIFSEREA—TaVTa4HhRREINET,

10. BEEHFIEMY 21— EIFTIL—FT i, LRBOFIEZZEDRLET,
M. 7> 3>7T, #ElzHERELEd, [ validate-config J

H—EXNF TV I TNTRREINET, ROAXyE—VRBERLTHIVEEA.

° include 7 7 - JL /etc/sambalinclude/cifs-interfaces.in "R DOHD £t A
° include 7 7 -1 )L /etc/sambalinclude/cifs-filesystem.in B EDH'D £ A
° include 7 7 -1 JL /etc/sambalinclude/cifs-custom-config.in B"Eoh'D £HA
° include 7 7 - JL /etc/sambalinclude/cifs-shares.in MR DOH'D FHA
L 7Oy RHARREINIS. *Enter* ZILTEEI 17V FOREZRTLET,
i. 7O MRS5S, *Enter* 2L £ 9,
12. CIFS®REA—T1UT«ZFALEY
18. ROWRICIEC T, BIMOBEEHBEZBNICT IHELNHIDES D ZHIMLET,
° StorageGRID BRIBEHNE— 1 FDHEIE. ROFIBICEAF T,

° StorageGRID IRIETHIDT 1 MIBE/ —RAFENTVBIFEIF. BEIIGCTINSDEERE
ZEMICLET,

LB FOEEB/ —RICUE—tDSOJ1VLET,
A XDIARTYREANILET, sshadmin@_grid_node name
B. T passwords.txt | 7 71 JLICEEINIZNIT—RZAHILET,
C. root ICHIDEXZICIE. ROOAYY REASILET
D. Tpasswords.txt | 7 71 ILICEREININZAT—RZADLET,
i. UFIEEEORLT. B/ —RICICEEREERELET,
iii. 1)E—FEB/—RADE—F®D Secure Shell AT 1 > % T LEFT, [ exit
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4. QTR zIABAOT 7T R LET exit

CIFS BEHEN 51— £1Id 7 L—TZHIRT 5
BEEHBICT7 V7 AARLGRERO IS EIIFTIL—TZHRTEEIFTEFEA

BEBHD

*root THOY RDNNRAT—R%ZEZE [passwords.txt | Z71IHHD FT (SAID Xvsr—JRHWICHD
£9) o

* T Configuration.txt | 7 71 ILHBDET (SAID NwvT—JRICHDFT) o

CDRRATIZDOWVT
CIFS/Samba ZfEA L7TcBEE LY AR— MMIELEINTEH D, StorageGRID DS#ED ) 1) —XTHIFRET I
B3FETT,
FIE
1. 7543 VER/ —RICOJ1>LET,
a XOIAYY REASLE T, sshadmin@primary_ Admin_Node IP'
b. T passwords.txt | 7 71 JLICEEINIZNRT—RZANILEFT,
C. root ICHIDEZXBICIE ROOAVY FZANILET
d. Tpasswords.txt | 7 71 ILICEBEINIENZAT—RZANDLET,

root £ LTAJA >3, 7OAYTHE T§ 1 n5 T#H IZEDDFT,

2. CIFS&E1—7 ') 71 =B L £ 7 :'config_cifs.RB

add-audit-share set-authentication validate-config
help

exit

enable-disable-share set-netbios—-name

add-user-to-share join-domain

modify-group remove-password-server

I I I
| I |
I I I
| remove-user-from-share | add-password-server |
| I |
| | add-wins-server |
| I |

remove-wins—-server
3 A—HERIFTIN—TOHIBRZRIBL £9, 'remove-user-from-share'

BIE/ — R THERATRERBEEREBICESHRSN. DA MIKRRINET, BEEHEICIF I audit-export
1 WS IRILAMFITENTVE T,

4. BEBEHBFDES £ LT 'audit_share_number # AJILET
S . A—H—FFTIL—TDHIRERDZ A vt —IHRRENS5. Tusery £7zld group 1 %R
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LE9
EBEHFOI—HEIETIL—TICEBESHIRSN. VX MIRRIEINET,
6. HIff g 21— F XTI —FICHHiE T 2B E AN L FT “number

BEREHENEHIN. 1T ELRBIIN-—TRBEREXBICT I EXTELLLADET, A

Enabled shares
1. audit-export
Select the share to change: 1
Remove user or group? [User/group]: User
Valid users for this share
1. audituser
2. newaudituser

Select the user to remove: 1
Removed user "audituser" from share "audit-export".

Press return to continue.

7. CIFSEREA—Ta4VT1%=HLET

8. StorageGRID ERIETHIDT 1 MIBE/ —RAFEFNTVBRIEEIF. BEBIIGLTEY 1 M TEEREE
EHCLETD,

9 BEARTLAES'&OATYYR -2 o)lhoOF 7y b LET exit

CIFS EBEHBDI—TRFLIBIIL-—TRZEELET

CIFSEBEBEHBDI—HXIFTIN—TDHEEZEETBICIE. FTLLWI—HFFLIFTIL
—7EEMLTHhASHVWI—HFIFTIL—TZHIBRLET,

CDRRAIICDWT
CIFS/Samba ZFH L /=EET I XAR— MIELEINTED. StorageGRID DSED ) 1) —XTHIBRSI 1
3FETTY,
Flg
1. BRI EEFHLIEF LV ELIFTIL—T2EEHEBICEBMLET,

2 EVWI—HHELRBIIN—TBZHRLEF T,

R EER
* CIFSEEHABICA—HTEKIZITIL—TZEMT S
* CIFSB5BEHBENI B A—HFIFTIL—T=HIRT S

CIFS BEEDHRE =R

BEEHBIEIHGANDERTY, O 7 7MIILEaYEa—27 T r—3>Iil&>T
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AL NBZZeZBHELTVWETH, 770 EREITE3DE D NMIKREEDOHRICE
FNTVWEHFA Windows DIVZXO—Z5T4 Y RIICEBEOT 771 ILHRTIN
UL, REEIST D EARBRINET, BRERELT5. IRTOIVs VY RIZFALE
ER

NFS DEEIV ATV M ERELET
EBEHEIIFANDERORBE LTEHNICEMICED £9,

HBERHD

* root/admin /XX — R%3#FD [passwords.txt | 77 1IHHDEFT (SAD Ny I—SRICHDET
) o

* [ Configuration.txt ] Z71IHHDET (SAID Ny T—CRICHDEFT) o
CEEBISATVEINNFS N—3> 3 (NFSv3) ZERALTWS,

CDRRATICDOWVWT
COFIE IF. BEBEX Yy E—JDEUSHTH B StorageGRID BIEHNDEIE ./ — R CICERITLET,
=2}
1. 7347 VER/ —FicOJ1>LET,
a xOIAY Y REASILET, sshadmin@primary Admin_Node IP’
b. T passwords.txt | 7 7 JLIZEBEINIZNRT—RZAHILET,
C. root ICHIDEZX BICIE. ROAXY FZANLET
d. Tpasswords.txt | 771 ILICEBEININZAT—RZADLET,

root & LTATA>F3&. 7OVTME T 1 ho TH IZEDLDFET,

2. gRTDY—EXDIRED' [ Running 1 £7z13 T Verified ] THZZ e xMRELEI, [ storagegrid-
status | CABDLEFT

I'Running 1 F£7z1& T Verified ] THRWH—E XD HZHEIE. BEZHERL THEFEITLTIIEEL,

B AXYRSAVICRD T, Ctrl F—%MLANS *CHF—%MLF T,
4 NFSREA—TaUTor%ZRELET, [config_nfsrbl CAALFET

| Shares | Clients | Config |
| add-audit-share | add-ip-to-share | validate-config |
| enable-disable-share | remove-ip-from-share | refresh-config |
| | | help |
| | | exit |
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5.

=
I
a

b.

BV 547>k Tadd-audit-share | ZEBMLET
OV RARTEINGES, BEBEHEEOEBEISAT7URMDIP 7RLAZERLIZIP 7KL XEEZE A

7ILEJ, T client_ip_address
7OV EHREREINIZS. *Enter* ZIL XY,

6. BRDEEI A7 MHEEREANDT 7 RAZHAITNTWVWSRIHBEIE. BIN2—Y I add-ip-to-share
1 DIP7RLRZEMLET

a.

b.

d.

EBEHBDOES Y LT 'audit_ share_ number # AJILE T

7OV T EHRREINS BEHBEOEEISAT7UMDIP7RLRAERIFIP 7 KL XEEZ A

HLEY
T7OY 7 hHREREINS. *Enter* ZIRL F T,

NFS BEL—7 1 VT A HRFENET

BEEHBICEMTSEEI M7 FTUIC. LEDFIRZHEDRL T,

1 RBICHLT. REZHEERLE T,

8 D1 FTCEEHEZEMITIVELNHBINE SHZRERLET,
° StorageGRID IREBEHE—H 1 FDIFEIE. KOFIBICEHAF T,
° StorageGRID IRIBTHOD T 1 MIBE ./ — RHASFENTUVEHEEIF. BEIZISCLTINSD

a.

[ validate-config 1 C AL ET

Y—EXARFTvIETNTRRIEINE T,

b. 7OV F hHRTR TINS5, *Enter* ZHL X7,

NFS BEI—T 1 VT4 HRRINE T,

C. NFSEREI—Ts T xFHALET

ZEMCLET,
LY OB/ —RICUE— MBSO 1 Y LET,

A XDIATYREANILET, sshadmin@_grid_node name
B. T passwords.txt | 7 71 JLICEEINIZNXT—RZAHILET,

C.root ICYIDEZBICIZ. KOOV READLET

D. Tpasswords.txt | 7 71 ILICEREININZAT—RZADLET,

=1 —]

i. BCFIEZHEDRL T, BMOEE/ - RICICEEREZ

iii. 1)E—REE/—RAD!)E—L®D Secure Shell AJ 1 V%R TLET,

9. ORI TILABEOT T ML ET exit
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NFSEEEV 17> Ma.

Fexit] CANILET

IP7RLRICEDVWTEBHEBEADT7I7EANFITEINET, HFLLNFS B

BISAT7MIHBICIP 7 RFLRAZEML TEERXBENDT7 I L RZFEIT2N. ELIFIPTRLX
ZHIFR L TRAIFDEE I S1 7> FZHIBRL 9,



EBEHBICNFSEETEISAT7 o rzBMLEY

NFSEEEIVSA 7RI, IP7RLRICEDVWTEBEEAND 77 EADHFIINE
To FILUOWNFSEEISA 7Y MIBEBEHEANDT7 VL X%ZHFRTBICIE. EDITA
TORDIPT7RLAZEBHBICEMLES,

MERED

* root/admin 7 H > hDINXT—R%$#D lNpasswords.txt | 77 1IDHDET (SAD NviI—TR
ICHDHEY) o

* I Configuration.txt ] Z71IHHDFT (SAID Ny T—CRICHDEFT) o
CEEBISATVEIMNNFS N—3> 3 (NFSv3) ZERALTWS,

Flig
1. 754<VERB/ —RICOJ1 >V LET,
a XOOAY Y REASLEYT, sshadmin@primary_ Admin_Node IP'
b. T passwords.txt1 7 71 ILICEEEEINIZNRT—RZAALET,
C. root ICHIDEZBICIE. ROOYXYRZANLET
d. Tpasswords.txt | 777 ILICEBEINIENZAT—RZANDLET,

root £ LTAJA >3, 7AVTHE T§ 1 H5 T# IZEDDFRT,

2. NFSHR1—7« U T Z#EB L £ 'config_nfs.rb

| add-audit-share | add-ip-to-share validate-config |

| enable-disable-share | remove-ip-from-share refresh-config

|
help |
exit |

3. Tadd-ip-to-share ] EANLEFT

B/ —RFTEMIBR->TVSE NFSEEHEDOU X MARREINET, BEEHEI
'var/local/audit/export' ¥ L TRIRINET

4. EBXHEDES £ LT 'audit_share_number # AL 9
S. AV hHRRINS, BEEHBEOEEISAT7VMDIP7RLRERLIFIP 7RLAEHFZASIL

Ht
o}

'Y

N[
A
\.\l
\/
N
-
i
i}
f
1
i
=
(93
pny
9H
ot

B

6. 7OV T hHRERINT=5. “Enter* 2L FJ,
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NFS BREI—T« VT4 HRRINFET,
7. EBEHBIEBMTIEEI A7V RIS, COFIEEZEDIRLET,
8. 7> a>T. ElzHRL £ I, [ validate-config J
H—EANF TV I INTERRINET,
a Oy 7 hHRREINS. *Enter* L E T,
NFS SREI—FT« VT4 hRREINET,
ONFSEBEI— T UT+ZBLET
10. StorageGRID IRIENE—H 1 ~DIHFEIF. XOFIEICEAF T,

StorageGRID IRIBETHID Y 1 MIBE / — RHASENTVWEBEEIE. BRBIHSLTINSOEEREEZE
MCLET,
a A hDEE/ —RICUVE—ISOJ1>VLFET,
LRDATY REANLET, sshadmin@_grid_node_name
i. T passwords.txt] 77 ILICEREINTNAT—RZADLET,
iii. root ICYIDEZRBICIE. MOARY RZANLET
iv. T passwords.txt | 7 71 ILICEBEININZAT—RZANDLET,
b. AILFIEZEDRL T, BE/ —RICICEEHREZRELE T,
C UE—FEE/—RADUE—FOD Secure Shell OT 1 > =& T LET, [exit
M. Oy RO d 7T ~LET exit

NFS BB DR Sz FER

EREHEZRELINFSBEEISA 7Y b 2EBMLS. BRI ZAT7 VN EREEZETY
YhL. BEHBOT7AINICT I ERATEZ 2B LET,

FIE

1. AMS H—EX%ZRIMLTWBREE ./ —ROISAT7MIIP 7RLAEFERLT, &G (£33
ATV AT LTODRE) ZRIELE T, [ pingip_address | EASILEFT

HB—N\DIGEL TERZTLTVWS I ZRRLE T,

2 DSATURDARL—F 4 VI RATFLICELIEONY Y REFERALT. il EROEBTHEEEZY Y
YRLFET, Linux ARV ROHIFROEEDTYT (13TAALEY) »

' mount -t nfs -o hard . intr_Admin_Node_IP_address_:/var/local/audit/export_myAudit_ |
AMS H—EX%ZRIXFLTVWEEBEE/—RDIP7RLRE, BBV ATLOERERINEER%EE
FALET, XUYRRAVKMIG' 75472 bHBERLICEREDORFIZERATEEY (FIOATYVRT
|& 'myAudit 75.E)

3 EEHRBD T r AT VLA TESCRBEBLET. s myAudit i | EANLET

278



C T 'myAudit lFEEBEREEDIY VY MRAY R TETDRLCEH 12007 771 IHARRINTVS %
EABHD £,

B

BHEDS NFS BBV SIT7Y hZHIBRLEY

NFSEEEEISA 7>k, P7RLRACESDVWTEBEEEAD 77N INE
T IEDEEISAT7 Y FEHIBRTDICIE. TDIP 7RLIZHIBKRLET,
WMERHD

* root/admin 7HO > bDIXZAT— R%$ED passwords.txt | 771 ILHBDET (SAD Nvirr—oR
ICHDFET) o

* T Configuration.txt | 7 71 ILHBDET (SAD NvT—JRICHDFT) o

CDRRTICDOWVWT

BEEHRBICT IV ATARLRED IP 7RLAZHIRTZZCIETEERE A,

Flig

1. F7S5a4<VERB/ —RICA1 >V LET,

a XDIAYYREASILE T, sshadmin@primary_ Admin_Node_IP’
b. T passwords.txt | 7 71 ILICEREINIENAT—RZANDLET,
C. root (CEIDEZBICIF. ROOAR Y RZEANLET
d. T passwords.txt | 7 71 ILICEBESNTENRT—RZAHALEFT,

root & LTAJA>F3&. 7OVTRE T 1 ho T#H IZZEDDFEY,

2. NFS#R1—7 1 )7 ZicE L £ 7 'config_nfs.rb

| Shares | Clients | Config |
| add-audit-share | add-ip-to-share | validate-config |
| enable-disable-share | remove-ip-from-share | refresh-config |
| | | help |
| | | exit |

3. EEBHEH S IP 7 RL X T remove-ip-from-share | ZHIBRL £¢

H—N\THRESNTLIEEHBICESNMRSN. URMIRREINET, BEEHAIZ
'var/local/audit/export’ & L TRRENE T

4. BEBEHFIIHWIET 3ES £ LT 'audit_share_number # AFIL 9

BEEHEEANDOTIVELRAZHATLTWVS IP 7 RLRICESHIRSN. VR MIRTEINET,
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5. HIFRT 2 IP 7 RLRICHIGT 2HFESZANILET,

BEEHENEHIN. COIPTFRLRADEEIV A7V DL DT7IERIFFHFRIINERLLAED FT,
6. 7OV hHRIEINI=S. *Enter* ZIL X7,

NFS BEI—T+1 U T4 HRRINET,

7. NFSHREA—Tos VT =2FLCET

8. StorageGRID IRENEMT — > 2 —H 1 FORIETHD. DY 1 MZHEE/ —RHAFEATWVS
BEIE. BEICISCTINSDEEREEEMCLET,

a g4 LOER/ —RICUE—F2BOJ1>LET,
i XODOATY R%EASILET, sshadmin@_grid_node_name
i. T passwords.txt] 7 71 ILICEEEHINTNAT—REZADLET,
iil. root ICEIDERBICIE. ROOAIYY RZANILET
iv. T passwords.txt | 7 71 ILICEREININZAT—RZADLET,
b. ILFIEZEDIRL T, BMOEE/ —RICICEERGERELET,
cC. UE—FEE/—FADUE—LD Secure Shell OF 1 =T LET, Iexit
9. O YR zIH5OJ 7T FLET exit

NFSEBISA T MDIP7RLAEZZEELET

NFSEEBVZAT7VEDIP7RLAZEETZINENHZHZEIE. ROF|EZETT
£9,

FlE

1. BIFD NFS BEBHBICHLWIP 7RLXZEMLE T,

2 TDOIP7RLAZHIBRLET,

BEIEIR
c EBEEHABICNFSEEBEI A7 rZEMLET
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REDEETT,
FIE

L HR=F*>*Y—JL*>*Fyw R MROD* ZBRLET,

2. T* FP—=hHA4T /=K _*>*ARC*>*&Z—4whk*] ZFIRLET,
3. * Configuration * > * Main * ZZER L £ 95

Overview Alarms Reports | Configuration '||I

Wain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-05-28 09:58:28 POT

Target Type Tivoli Storage Manager (TSM) LI
Tivoli Storage Manager State Online ~|
Target (TSM) Account

Semver IP or Hostname 10.10.10.123

Server Port 1500

Mode Name ARC-USER

User Mame arc-user

Password seaase

Management Class sg-mgmtclass

Mumber of Sessions 2

Maximum Retrieve Sessions 1

Maximum Store Sessions 1

Apply Changes b

4 [ B—=Tvy kR4 ROy FHETY - 1) X ~H 5 [ Tivoli Storage Manager(TSM)*] Z:#IRL £
3. Tivoli Storage Manager State * Tld. TSM I RILT 7 H—N\HDS5DFHHH LEZF < 72®HIC T * Offline *
1 ZFERLFY,

77 4 )L ETIE. T Tivoli Storage Manager State | (& T Online J ICERESNTWE T, DFD. 7—5H
A7 /—RIETSM IRV T7H—N\DEA TP T —REZFHmAHAHTENTEEXT,

6. XDIBEHREANILE T,

° * Server IP or Hostname * : ARC H—EXDMERTZ TSM I RILT T T7H—NDIP 7 RLRXFRIE
TEEMR XMV E%EIEBELEX T, T7A4ILEDIP 7KL XIX127.0.01 T,

° *Server Port* : ARC H—E XDEFHHD TSM S RILI T 7H—NLEDR—FEEEZIEELET,
T 7 #I)L ;& 1500 T3,

°*Node Name * : 7—hH414 7/ —RD&ARIZIEELET, TSM I RILT 7 H—/NICEFRL =481 (
arc - user) ZANTIHNELHD £,

° *UserName * : ARC H—E XN TSM H—NADOJ A VIERT I 1—HRZIEELET. 77
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FILbDA—54% (arc - user) F1-E7—HA47 /—RBICEEELLEEEI—HZ2AHNLET,
° *Password * : ARC H—E XN TSM H—N\ADOT A VIFERATINAT—REZIBELE T,

BB SR* L AT LU D StorageGRID T XA T LICRESND E I ICBEBI S ADEESINT
WAWEER. IBELEEEBI AN TSM S RILTz7H—NETERINTVWRWEEICERT S
TFTIFIWNDERBYSAZIBELE Y,

° * Number of Sessions * : TSM S RILDx7H—NEICHZT—HA4T/—RERBODT—FTRZ147T
DEEIELET, 7T—HA1T/—KRIZ. BRKTYTYRRARZEIC1 DDy 3> D8 (
5Dk OEBMtya>xRBICERLE T,

T—hA47/)—REBRIFIIEFLIECEICIE. COfEEZ MAXNUMMP (R Y hRA Y FODRXK
#) YEICEICEEITZ2NELNHD T EHRITVRTIE. EFRESNTULRVZEED
MAXNUMMP @7 7 #JL MMEIX 1 TY) o

F7-. TSM H—/ D MAXSESSIONS DfE%. ARC H—E ZXHICHRE TN TL\S Sessions DEIALED
BEICEETINELHD FF, TSM H—/\_LED MAXSESSIONS OF 7 #JL MMEIX 25 TT,

° * Maximum Retrieve Sessions * | ARC ' —E XH'FiAHH LALIBAIC TSM S RILD o 7H—NICRL
TR ZENTEZ Ly ayDeEARBEZEELE T, FEACDBE. BYIREIE Mty a -
ATy avORAEI T 1207 —7 RSATEHBLTRA ML —J BB ETSHE
WKHZ3HBEIF Ly a v BIFELWMEZIEELET

° * Maximum Store Sessions * : ARC H—E XD 7 —Ha TNIEBAICTSM S Rz 7H—NICRL
TR TESRFEY Y a vORAREZIEELE T,

COEIE. HROT—HATACL—SOXATFLD—FT. 5iAH LOADARERISEZREI. 112
BRETDIVELNHDET, IRTDEy avEHTRABLICERTSICIE. COERXZ 0 ICEREL X
ER

1. T ZEZ@EATS 1 Z2FRLE T,
TSM IR 7EyoavRICT—hA4T7/—RamBbLET

T—HhAT/—RDtv>a>zH&REI ST, Tivoli Server Manager (TSM) (Z
BRI 27— 17/ —RONTA—IX VR EHBELTETET,

MERHD
* ZfEH L T Grid Manager ([CH 1 >1 > LET HR—FENTWLS Web 751,
*BEDT U RERNUETT,

CDRRZIZDWVWT

BE. 7—HAT/—EHRTSM I RILTT7H—=NICH L TCTEABICEAL A TESty > 3 >oii.
TSM Y —N\DFRETET7—H17/—REROT—TRSATORICEKESNE T 1 KOT—T RS04
HNAML—=CRBICEIDETOSN. BOIEGEAHLBICEIDETENET, 7L ARL—=—2/—RDB7—7
A7 /—ROIAE—DBIJEILREINTVWBRIHEEY. 7T—H1 T/ —RHIFARDODERE—RTEELTULS
Bald. i Lty a oA zRBE Yy a VY BERILICEKET AT, TSMH—/1ND/INT +—
IVAERBIETEEFT, LD >2T. IRTORSA T ZRFICHAH LUICERTEEd, £ BEICD
LT, SN5DRZATDS5B51D22ANL—JICERTZCHTEFEXY,

FE
1 HR=—k*>*Y—)L*>* Uy R ROV *EZRIRLET,
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2. T* FP7—hHA4T /=K _*>*ARC*>*XZ—4whk*] ZFRLZET,
3. * Configuration * > * Main * Z3#R L £ 95

4. Maximum Retrieve Sessions * % Number of Sessions * Y B CICZEEL £ 9,

Overview Alarms Reports | Configuration '||I

Wain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-05-28 09:58:28 POT

Target Type Tivoli Storage Manager (TSM) LI
Tivoli Storage Manager State Online ~|
Target (TSM) Account

Semver IP or Hostname 10.10.10.123

Server Port 1500

Mode Name ARC-USER

User Mame arc-user

Password sesaes

Management Class sg-mgmtclass

Mumber of Sessions 2

Maximum Retrieve Sessions 2

Maximum Store Sessions 1

Apply Changes ‘

S M ZTE#ERATD*1 Z:FRLET,
TSM D7 —HA TRELEAV VR ZHRELET
T—=HAAT/—RHPTSM I RILTzT7H—NICEEGELTWBEBEIE. 7T—h17/—
ROT—HATANTOREEZFVSA VXA TSAVICKRETETET, £lee 7
—h4A47 /) —ROYRIEEFICT—HA TR TFZEDICLIED., BETZ75—LH
ICEMEINTWVWBRIS—#HZVEy bLIEDTBZEHTEFET,
HBERHD
* Z{EH L T Grid Manager ([CHH 11> LET HR—FEINTWL3 Web 751,
cREDT IV RERNUETT,
Flig
1L HR=—b*>*Y=)L*>*JUy RMROD* ZBRLET,
2. T P—hHA4J/—K _*>*ARC*>*Store* | =B RL £,
3. * Configuration * > * Main * ZER L £ 95
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Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .

4 BEIZIECTROREEZZELE T,
° Store State : AVR—2> FOREZXOWVWITNMNIEREL £,

*Online : 7—AAT/—FRATZzIbT—RZNEBLTT—HATA L =22 T LICHK
mTEFEI,

* Offine : 7—AAT/—RRBA TP I T —RZWEBLTT—NDATRAML =IO XTLICKE
mTEEEA

° Archive Store Disabled on Startup : I35, P—AAT A7 AVR—3 Y MMIBEEBED
AFEODEFEBOEXICEDET, 23—y bDT7—HA TR ML= X7 LAADENZ HEETHY I C S
ICTBBEICERLET, WROT—HATRAML—C O XFATIAYTOVEZITFANSNRWNE
BICERTY,

° Reset Store Failure Count : R N 7EEDHIVAE2)Ly rLET, COREEXFEHALT. ARVF
(Stores Failure) 75 —L%=27V)F7TEE9,

S. I*"ZBEZEATS*1 Z:FRLFET,

BEIEHR
TSM 3 —NOBRENLRICELLEEDT—HA1T /) — ROEE

TSM Y —NDBREN LRIGELICEEDT—HA1T /- RDOEE

TSM H—/NICiE. BEWRD TSM T7—ER—XFIET7—HATXT4T7A L=
DARAEHN ERICIEDVWTWARIERICT—HA T/ —RIERTI3FELNHD FHA.
DRRZLEETBICIE. TSM Y —NE=7O70 57« TICEHRHL X T,

MBEBHD
* Z{EA L T Grid Manager ([cH 1 1> LET HR—FENTWVWS Web 751,
*HEDT VL AERIHBETT,

CDRRAIIZDWT

T—=hA4T/—FKlF. TSMY—=N\DFHLWLWIAVTUVOZITANEFELELEEH DT EFHSE TSM H—/NIC
X TAA TV T R T—REZITANT T, TSMH—NADNBEBEITAIXTF A ZICCOAYTUYEEZZFA
CEETEFEA 7oL MNIHA—ENFET,
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ARC H—EZXHDS TSM U —/NICOAVTUYRERETNEWVWELSICLET
ARC H—EZXNS TSMB—=NICETBICAVTIUYDREREINEVWESICTBICIK. 7T—hAH14T7/—KRD*
ARC*>*Store* AV R—R bEFATSAVICLET. COFIE IF. TSMB—N\DBAXA> T+ XIZEAT
IRVWEEICTS—LEERLABAVSEICHERIIB XY,
FE

1L HR—k*>*y—)L*>*F Yy R bROD*ZRBRLEF T,

2. T P7—hHA4J/—FK_*>*ARC*>*Store * | ZERLET,

3. * Configuration * > * Main * Z3#ER L £ 95

Overview Alanms Reports l Configuration 'I,

Main Alarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeied: 2015-05-07 123507 POT

Store State | Offline |
Archive Store Disabled on Startup D
Reset Store Falure Count [

4. T Store State | % [ Offline 1 ICEEL XY,
5. T Archive Store Disabled on Startup * 1 %:#RL £,
6. T"ZEXBEAHTS*) ZFIRLET,

TSM S RILT T T7HBREDRBIGELHZRIE. 7—HAA T/ —REaHmARMOERICKELET

S5y bDTSM S RILY T 7H— ADBRORRICEL IS, HHHLOBERTTEESICT—H1
7/ —RzRBEILTETET,
FlE

1L HR=b*>*Y—)L*>*JUy R rROD* ZFRLE T,

2. T* F7—=hA4T /=R _*>*ARC*>*Z—4~ v k*] ZRRLET,

3. * Configuration * > * Main * Z#RL £ 9,

4. Maximum Retrieve Sessions Z Number of Sessions ICTRENTWBARFLZY > a VR EBILHICEEL
x7

5. BAANT7EYSaVEEOICEELET,

C) T—=hA47 /) —ROHRARDERDSE. BARA N7y a 8% 0 ICEEITIHNET
HOFHA. ANTEYIIVIIERETNEH A

6. T"ZWEZHEATS 1 ZFERLET,
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T—=hAT /) —ROFHEAE LEREZITVWET
T—=hA4T /) —RDFGEAHLEREEZIT>TC. REZAVSAVELIEFT TS VICKE
Leh. BBETE 7T —LTERINTVWBRIS—HZz)Ey LIEDTEFEXT,
MELZHD
* ZfEHA L T Grid Manager ([CH 1 >1 > LEd HR—rENTWL3 Web 751,
cREDT IV RERNUETT,
Flig
L HR=—F*>*Y—JL*>*JUy R ROD* ZBRLE T,
2. 7—h4a47/—FK*>*ARC * > * Retrieve * #3ERL £ 9,
3. * Configuration * > * Main * Z3#ER L £ 95

Overview Alarms Reports i Configuration |

Main Alarms

B_ Configuration: ARC (DC1-ARC1-98-165) - Retrieve

Updaced: 20150507 122445 POT

Retreve Stale

|Cnline
Reset Request Failure Count |
Reset Verification Failure Count []
Apply Changes ”

4 BEICIECTROREEZZELE T,
° * Retrieve State * : AVR—X Y FOREZXROWVWITNMNMIERELE T,

*Online : JVY R/ =BT —AATRXATATTNARDBF TPz T —REHAET L
MTEET,

* Offine : VY R/ —RR@ AT T —2Z2HAHITENTETEEA,

° Reset Request Failures Count : A28 BERIZ—DAVVEZNR)Ey bENET, CORE
AL T. ARRF (RequestFailures) 75 —L% VU7 TZEE9,

° Reset Verification Failure Count : A ICd5 . iAHE LA Tz M T —2OBIELTS—DAHD
ARy hENET, COREEFEAL T. ARRV ( Verification Failures) 75 —L% 27T
X,

5. MZEBExEAYTS ") BFRLET,
V=HAT/—RFDOL TV =23 2RKELEY
P=NAT/=FDOLTIVT=2a VBREZITT>T A VNIV REELKVTI RN Y

FOLTVTr—a32=z@EICLich. BETSZ75—LTEREINTVWEI TS —H%Z
ey hLTEDTEET,
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BEBRDHD
* Z{EA L T Grid Manager ICH 1> 1> LET HR—FENTWVWS Web 7Z U,
CREDT UL AERDBETT,

FlE

1L HR=—b*>*Y—JL*>*JUy R bROD* ZZIRLE T,

2. T 7—hA47/—KR _*>*ARC*>*LTUr—>3> ] Z&RLET,

3. * Configuration * > * Main * Z:#RL £ 9,

Overview Alarms Reports Configuration |

M Alyrms

g Configuration: ARC (DC1-ARC1-88-165) - Replication

Updsbed: 2015-05-07 12:21:53 POT

Reset Inbound Replication Fallure Count ]

Reset Outbound Replication Failure Count |

Inbound Replication

Disable Inbound Replcation 1

Outbound Replication

Disable Quthound Replication 5 |

Annlvﬂhnnnu*
4. BEIZIGCTROREEZZBELE T,

° * Reset Inbound Replication Failure Count* : 1 /N RL ) r—o 3> I 5—DAT V%)t
W hNIRGEIOERLET, COREXZMFEHAL T, RIRF (Inbound Replications - - Failed) 75—
LZzJUT7TEET,.

° Reset Outbound Replication Failure Count : 7O CNTO Y RL V5= 3 VI 5—0DHI VAR %
Dty b IBRBEISERLET, ChEFEATSE. RORF ( Outbound Replications - - Failed ) 7
S—LEVITTEET,

CHAIUNT Y REREZENCTBE AT T VRELRBFIE DT A MO—RELTAUNT Y RER
ZEMCTBHBEICERLET, BEDERPFIIATTDIRICLET,

AVNTDYRLTIN =23 05B8MCTRE. ARCH—EZIDSA TSI MT—2%EHAHLT
StorageGRID ¥ X 7 LADFDIZBFAINL TV — b $23 ZCIETEEITH. X T LADHIDIFZFEIH
SBZDOARCH—ERICATS I L T)T— 3 8IFTEFEHA. ARC H—E R ILFHAR

DERATY,

CHTIORNTYRLTVT—=2 a3 0EME* I AT FURELETAMAFIEO—RELTTY
DY RELTVT—23> (HTTPHRAHLADOIY TV VYERZEE) ZEMICTBRIHEIF. C
DFTVIRYIRAEERLET. BEDERRIZATTDOERIICLET,

TOMNOURLTUT—=2a BT, COARCH—ERICATP I bT—2%2E—

LTILMIL=ILICRES CEIETEETH. ARCH—EZRDNSA TSI T —R2%EFHAHAHLT
StorageGRID ¥ X 7 LADFDIZBAAINIE—FTZ EIETEFH Ao ARC H—ERIFEZTAHAERT
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ERS
S. I*ZEZEATS*1 Z:FRLFT,

V=NAT/—FBOAWRILT Z—LZRELFT

ARQL B Y ARRLEBMD DRI LT S—LEZHRETINELHDEFT, CNESDOEHE
iE. 7—HAT /) —RRT7—HA TR =SS RTFLADBA T FTF—R%EE
HIBOREEMREZERLET,

*ARQL [ FHFa1—R, 7T—HATR ML= AT LD SHAHLBICF 2 —ICERINA T
T —2OFEERE (X1 70%) .

*ARRL : FHU I IR MLATVY e T—HAAT /=7 —HATRANL =IO AT DA TS Y
bT—RZHAHTIOICHELFERME (T1208) .

NSDBEDHBMEIE. T—HATA L=V AT LORESLVOFERAEICE>TERDET, (*
ARC * > * Retrieve * > * Overview * > *Main * ICEBILXT) o ERDRXA LT T MIRESNIER. BS
EBRICERATE3 vy a U IIBICREEZZITET,

BENTET LB, P—HAT /) —RICKB AT b T—RDO5AE LZER LT, BEDOAH LERZ
BSLUF2—DRIZHERELET, KIS, EERHERENRELLHZEICKNIA—3N3. ARQL &
ARRLODAWRAZALT S—LEERLEFT, 28BLTKLESVERE ST a—FT0 20,

Tivoli Storage Manager &L £
T—hAT /) —ROKENIE

StorageGRID > X 7 Lld. #7720 FHEHERICRESN. BIZT 7 A0gER G
LT 7—HA47/—REEELET,

AT MHEDAENZ . StorageGRID Y AT ALICH L TEREINTVLWBIBR 1 71 VIILEE (
ILM) JL=JLICEDWT. 7—HA47/—RFRZECHERIRTOBHAICAE—PERINE S, 7—HT1T
J—=RIETSM Y =N T390 7 > e LTHBEL. StorageGRIDV 7 I 7D VX h—JLEFIC
TSMOISA T RSATSUNRT—hAT/—RICAYAb=ILEhEdT, RANL=VRBICT—HAT/—
RICEEXIN=A TV T T —RIF. TSM H—NICEBREINE T, TSM Y —NADRERNICT—HT
T/)—=RP ATz IO T —R2%2RT—00 LD, ATV b EEHNLIED TR IEHD FHA. 7=
2L, T—REEIMREESNNUE. T—HAT/—RKHASTSMH—=NIC1EO NS OH IS 3 > TEROO
E—%XETTET,

T—=HAAT /=S TSM Y —NIREFESNA T I TR FATHATILRER S —ICHE
STTSM B —NTEEINFT. CNOSORERUD—IF 7—AA1T/—RFOMBICHBT 5L S ICER
TRIUEDRDDET, D2FED. 7—HAAT/—RICE>TRESNA T I MT—RIE 7—hA1T/—

DEJ,

StorageGRID ¥ X7 LD ILM JL—=)LE TSM B —NDS 41 7H 1 )L [ FFR) > —ORICESIIHEIIINT
WEHBA, TNENDAEWNMIHIILTHELE S, /5L 472 hH' StorageGRID & X7 LICELD
AFENBBIC. TEDATP TV MITSMEEBISAZEDH TR N TEEYT, COBEBITRIE. 47
DIV T—REEHBIZTIM Y —NITESNE T, ATV MERATTCICERBZEEISAZEDHT
0. ATz RT—REHNLZDA ML= F—ILICBRBE LD, BBICISCTERIBITRY S —FREF
RS —%ZBRALEDTEELSICTSM B —NZHRETETET, IRIF T—ER=RDODNVIT7vTL
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THASNTATO o GFILWT—RTEESARRA—RWNI>TVY) &, 7V 5—23>057—42 (
AR ICIFIF T AMEDHBEETIYTVY) CIFRDAETRIETE £,

T—=HAAT /= RIFHRELIZEEFED TSM —NCRETE. EHD TSM F—NIFHEHD FHA. TSM
H—NE TAIDBFREINBZRREFICHBLTONE. DI FAT7Y EHEBETEEI, TSMIE 7
—HAAT ) —REBRDOY—NELRREBI VNIV A S—ILTBIHEDNHD FT,

BEOT—NAT/—RFDBELC TSMU—NICESTALCELSICRETET XTI CORENMERINBZD
& P=HAAT/—RRBRBZT—2Ey b TSM U —NICETATHEDHTY, ET7—HAT/—FH
BLATC I T —20AE—%2T7 A1 TICETACHER. #BOT7—H+T7/—FZRL TSM #—
NICEZTATREIFHRINFEA. BEDDFUATIE XRGSEA Tz bT—2OMHIIL. AR
JE—B3E9H BAOIE—DE—QEE (TSMY—N) B8O FT,

7—h4T /=Rl TSM D Hierarchical Storage Management (HSM ; BEEZ X kL —UEE) JVR
—xY MIERLFEA

BRORNI TS0 742X

TSM Y —NzHA12o>008KT
RANTIZS T4 ADHD £,

TSMY—NeH A VITBELURET RIS RORZ2ERT IUENDD FT,

EIBHE. 7—HAT/—ReDEHZEZRENTS

Ka

*T—=HAAT/—RETSM Y —NIZRETIFNCA TV b Z2&EH LBV, 7T—hA4T/—RICE
FRENZIRTDATV T bADBRZBMTESLIICTSM T—ER—RZ2H AT VT T EHE
NHOFET,

CT—NAT/—RYTrITT7TIE. T—TFLIEFDODMD) L—NTINATFo TICA TV b2 ERE
EFATCEDOLATUIRHFBRINEEA. LIEENSTTSM H—NICIE. UL—NTILXT 1« 7HEH
SNBINCT—HAT /) —RDBBRINCT — R %= RETZIVBEA L —HOT A AV L=V F—)L
TRETIHNENHD T,

CARY MR—ZADRFEFEET BICIE. TSM DFRIFRY S —%RETIUNENHD XS, 7—hHA1T/
— RTlE. fERR—ZXD TSMFRIEFR) O —I3YR—FrEINEFHA. FIFRU O —TIE #HEERETHS
retmin=0 $& U retver=0 (7—HA T/ —RHBREFARY rZ M) A-—LIECSICREFDNBHIBIN. £
D% 0 HREMFRIFEINS) ZFEHALTLIESTL, L. N5 D retmin fEH KU retver fElEZA T 3>
T,

TARDT=IE T—T =T —R2%EZRBITIBDLSICKRETIHNELHD XTI (0FD. 7—FT—)L
T ARV T—=ILD NXTSTGPOOL ICERELEXTY) o T—F 7=k MADT—ILICERFICETAD T«
20 7=ILOAE—T—=ILE LTIRELBRWVWTLIEEW (DFED, =T F—=I%ETARIT—ILD
COPYSTGPOOL ICT B EIFTEFHA) o 7T—HA T/ —RF—REZECT—TOF 750> E—%1k
BRI 3ICiE. TSMY—ND 2 DBOT—FF—ILe LT, 7—hHA4T/—ROT—R2BICERINZT—7
Tl —T—ILERELEF T,

T—hA47/—RDtey b7y 72T LET

AVAM=ILTOVRZRZET LIEEBRTIET7—HA0 7/ —RIgEEL TLWEHE

Ao StorageGRID XA T LD TSM 7—HA T/ —RIZA TSz F 2R ETEDELS
ICFBICIE. TSMB—NDA VA M—I)LEREZT T L. TSMH—NEBET S LD
ICT7—HAAT /) —RZRETIVELNHD XTI,

RBIZGELTRD BMDORFa Xy h%EBBEL, StorageGRID AT LATT7—hA47T/—R& TSM H—N
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ZHa T 5%E Rz LTIETL,
* " I IBM Tape Device Drivers Installation and User’'s Guide J (IBM T—FF N1 XARSANA VA =)L
LU0 —-XAHAE) "
* " I IBM Tape Device Drivers Programming Reference 1 Z&B L T f2E L\

FLOWTISM H—N%ZEA X =)LLET

T—HhAT ) —REFRFLIZEEFEO TSMH—NEHEETEE T, :ILLTSM H—N
HAVAM=ILTB5EIE. TSMORFa2a XY MDIERICKESDTAI VA M=ILEZRET
LTV,

() 71T/ —RETSMH—NLRALRS Y TRR BT LIETE FttA

TSMY—NZRELEXY

CDEIIIUTIE TSMDORR TSI T 1 A>T TSM Y — N2z %FET 2 FIE
ZEeEH L X9,

KOFIETIE. OFOERICDWTEHREL 7,

*TSMY—NETTFARIRAL—=T =)L, LUOT—TFR L= T =)L (MEBLRIBS) #E&ELE
A

c T—NAT /) — RO oRESNET—RAICTSM BERBISAZFEHTEZIRXI VRIS —2FEERL. £
DRAA VRS —HFERATEIESIC/ —REBRLET

NODFIEIFHL FTEETHD. TSMORFaXY MIRDLZHDTH., IRTOERICEL -RER
FIENIANTEHSINTLEIDITTEHEHD FEA. RIRICEBOFIEL. FHFHLEHZIEEL. TSM YN
DIRTORF2XYMIFEBELTWVWS TSM EIREICHKR T I2HELNHD £7,

TSMF—FR ML —SF—LEF A RIR ML —ST—LEEELET

T—hA4T/)—RIFTARAIRAL—=ST—)ILICEZAART T, ATV ET—TIC
T—hAT7F3ICIE. A>TV T—TIAML—=UF=ILIZBEITBESICT1 XY
ARL=CT—IILERETIHNELNHD £,

CDRAZICDWVWT

180 TSM H—/NICx L. Tivoli Storage Manager T7— XA L= F—ILET 4 RV A ML= 7 =)L
ZERITBDUEDNHBDET, T4 RV T—INZEELIEO. T4 RIR) a—LZERLTT 1 RO T—)LIC
BDHTET, TSMB—NTT1 RAIDHFDA ML= FERT3HE. T— T 77— ILIIREDHD £H A

F—TFRAL ==L EBER T BEIIC. TSM B —NTUWLK DHhDFIEZRT LTEHBERHBDET, (
F—TSATSUEERBL. T—FS5ATSVICRSATEDBCH 1 ERIERLET, Y —N\HhB51T
SUANDNREY—=NDERSATADODNZAEEEL. RSATOTNA RIS A2EEZLEY) o ThH
DFIEDFMIZ. Y1 FON—FR I T7HEREA ML —CBHICE>TERDE T, FHICOVWTIE. TSM
DREFAXYIZEBRLTLIEEL,

UTFIC. SO ROFIEZRLET. Y1 FOBHIFEADEHICLE>TERZZCIFELTLEES
W BEDFHEMAE LUFIBICDOWTIE. TSMORFa XY FEBBLTLLETL,
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@ ULToav > REERTITBICIE. BESEREZFERBELTY—NICOJF > L. dsmadmc Y —
IWEERITIRELRHDET,

Flg
1. 7= 5 ) EERLET,
[ define library_tapellibrary_libtype=scsi 1 Z#A7IL £

_ CC 'tapellibrary’ \d7—7 « S4 7 S UBISERINI-EREDZBITH D 'libtype' DBIFT—TF + Z1
TSVDEAFNCE>TERBRDET

2. Y=\ T7—TFFATIIVANDNZAZEELEF T,
I define path_servername tapelible_srctype=server desttype=library device=lib-devicename’

°  servername (X TSM Y —/\DOHAEITY
° tapellibrary|ld' EBLIET—7 - SA4TSVHTY
° lib-devicename |7 —7F+ SA TS VDTINARAATY
3 SA4TSVDRZSA1T2EELET,
'define drive_tapelLIVEY drivenname_ 1 O K SICASILEFT
° “drivenname |3 R 51 JICIBET B %EITY
° tapellibrary|ld' €& LIET—7 - SA4TSVHTY
N=RITT7HEBRICE>TIE. BMDRSATEZRET D EHNBEBEIZRIBENHDFT., (=
ZIE N DDT—=TFSATSUDSDAITIN2 DHZ T 714 NF ¥ RILAA Y FIZTSM H—/\H'$%
BEINTVWBRFEEIE. ANDTCICRSATZEERELEY) o
4 H—N\HSEELIERSATINONRAEZEELET,

'define path_servername_drivenname srctype=server desttype=drive
library=tapelLIBRARY device=_drive-dname’

° drive-dname (&R A4 TDT/INARAETY
° tapellibrary &' EBLIET—7 - ZA4TSVHTY

T—=T  SATZUBICERLIERSATTIZ RTATTEIZ@ROD drivenname ¥ “drive-
dname ZfERALT' COFIEZEDRLET

0. RIATDTNARIZREEELET,
I define devclass_DeviceClassName_devtype=LTO_library=_tapellibrary_format=_tapetype’

o I DeviceClassName | |7 /N1 XIS ADEBITY
o TLTO ] lF. H—NICEHSNTVWBRSATDRATTY
° tapellibrary &' E&BLIET—F 5S4 TSUATY
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° tapetype \&T—TDRA 7. HIZIE ultrium3 TH 3
6. SATSVDAIRY MIZTF—TR) 2a—LZEBMLET,
'checkin libvolume_tapelible "
tapellibrary &' €&EBLIT—7 A4 TSUETY
1. F5ARVT—TFRAL =T =L 2B L E T,

'define stgpool_SGWSTapePool _ DeviceClassName_description=description=filespace _maxscratch=_XX

° SGWSTapePool \&T7—HNA T/ —RDT—TA L= F—ILOEBITIT—FTAML =T —)LIC
& (TSM H—NHBETZ2HBHRAITA>TTIVWNIL) FEDEFIZEIRTETET,

° “DeviceClassName |37 —7 +« AT VDTNA R+ VT AELTY

° "TSM #IZE |& 'query stgpool' AX Y REFERALTTSM Y —NICRRTEDZRA ML= « T—I)LOHE
TRz 7—hA47 « J—RBDOT—7 - AL =2« T=I)LRETY

° “collocate = filespace |& ' TSM H—NHEIL T 7AI « AR—ZADA TV bz 1 DOT—TICEE
AOCKENHB_EZEELET

o ITXX1 IFXRDODWVWTNHN T,
TS ATSVRDEDT—TDE (F—hA7T/—REFHRZATSVZERLTVWBREHEE
) o
* StorageGRID Y X T LRBICEIDHTESNTVWET—TO (F—FS1 TS UHhHBETNhTWVS
B8) o

8. TSMH—NT. TARIVZAML=UTF—ILZEBLE T, TSMT—NOEEI>VY—ILT. CANLEFE
+

define stgpool SGWSDiskPool disk
description=descript maxsize= maximum file size
nextstgpool=SGWSTapePool highmig= percent high lowg= percent low

° SGWSDiskPool \ &' 7—HAT « /J—RDTARY « T—ILDZEITITA RAIANL—JF—)LIC
IZ (TSM DMEET I3HLRANA->TTZIVNIE) FEOLEIZBIRTE X,

° "TSM #Z & 'query stgpool' AX Y RZERALTTSM B —NICRRTEZA ML= - T—)LOBE
T RE 7—HA4T - /J—FRADTA XY + AL =2« T=)LBETT

° maximum file sizeld'TA4 XY « T—LICF vy adNBDTIFELS ' TOTFAIELDKEN
ATV M EBEHRT—FICETAT L SIC58FI L £9_maximum_file_size ' % 10 GB |ZERET 5
CEBEOHLET

° nextstgpool=SGWSTapePool |dT 4 RAVA ML= =)V %ET7—h47 /) —RBICEESINT
—J2AML—=CTF—ILeBRLEY

° percent highld' T4 R + T=IDQT—7 « T=ILADQIAV TV DBITZHRIBT DL ETDEZ
RELEFITT—EABIINTICRBRIND L SIC 'percent_high' % 0 ICRET R e EbEIHLET

° percent lowldT—7 « T=IILADBITZEFELTZEZRELEITARY + T—ILE2IIVT TS
IC13 'percent low' % 0 ICERET B ZbEIHLFT

9. TSMH—/ST. 1 DUEDT 1 RIRY 21— LEEMLTF « X9 T—ILICEID HTET
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'define volume_SGWSDiskPool _ volume_name_formatsize=size’

° SGWSDiskPool \&T 4 XY « 7—I)L&ATY

° volume name |& TSM 4 —/NEDR 2 —LDIFFAAND T I)LINZXTY (H : /var/local/arc/stage6.dsm
) T—FADEXIERA TCT 1« RV T—ILORBZET AL

°size ld' T4 XY RV a—LDYAX (MBEfi) TY

fceziE. =R 2a—LOBEH 200GB DIFE. T+ RV T—IDAVTUYT1D2DT—F
ZEVWEE 58T« RN a— L% 1 BT BICIE. size DfEZ 200000 ICREL £9,

==L, TSM B —N\DBTF 4 AT T—=ILHDERY 32— LICEZF AL ENTEZH. ML X
DT A4 RAIRY) a—LEEBIERTZ2ADNELWVEEDLHD XTI, I zIET—FH 1 XH 250GB D5
4. 10GB (10000) DT« RURY 2—L% 25 EERRL FJ,

TSM =N, T RIAR)a—LBICTA LI MIJHADAR—IZFFICEDYETE T, ZONIEIC
3. BT ZTICERRIDIBEAHND XT (200GB OF 1 RUR) 2a—LDEEIF 3 BRULE)

FXAURUS—ZEEL. /—FZEBRLET

T—=HNAT /) —RHOoRESNLT—XRAICTSM BI2V S XZFERT D R XA VR
V—ZERL. EORAA VRIS —%EATELSIC/ —FZ2BRIDIVENHD X
EXS

Tivoli Storage Manager (TSM) T7—AA 7/ —RDU 547> bR T— ROERHTIN

@ 2. T—hAT/—ROT7OCRATXEV ) —IOWRETIAEEMENHDET, 7T—H17D
J=RDIZAT AR NZXT— FOHBRMINGEVELSICTSM H—NZH/REL TS
7230

T—hA4T/—Re L TERATS/ —RETSMHB—NICERT S (FRISEEFED/ —RE2EHT D) 5E
& T/ —RHBETAANBIFERATESZVI Y NRA Y COBEIRETZ2HELRHD T, ZDRDHIC
I&. REGISTER NODE ¥ > KT MAXNUMMP XS X—A2%EEEL X T, BF. YTV hR1Y O
& 7—HhA47/—=RICAIDHTSNTWVWRBT—TRIATDAY REEEILTY, TSM H—/\D
MAXNUMMP IC3EE T B8k, 7—H+1 T/ — KD *ARC * > * Target * > * Configuration * > * Main * > *
Maximum Store Sessions * ICBRE SNTEULTHIMENHD XTI ERA Ty a v IIT—hH17
J—RTHR—FEINERWV=H. EIF0 F£E1ICRESINET,

TSM H—/NAIZERTE L 7= MAXSESSIONS DfEIC& > T IRTDISA T T IV r—>3 > hH TSM
—NICHLTHRCCEDTERRAEY X a VEAFIISNE T, TSM THEET % MAXSESSIONS DfE
& 7—HhA 7/ —R®D Grid Manager T * ARC * > * Target * > * Configuration * > * Main * > * Sessions * |
BESNTWVWREUETHZBRENHDET, 7—HAT/—RiF. RATIY IV ERAVFZEIZT DD
Ty ared# (5 2Km DEMEYS 3>ZREBICERLET,

T—=HhAT/—RICEIDY TSN TSM / — R, HRRZLREXA >R >— T TSM-domain | ZEAL %
Fo TTSMRXAY] RXAY e RO —F"RBERXAY « RUS—DEEN—230THO ' 7—FIC
EFANLCELSITBRIN ' 7—H A T%D StorageGRID AT LDA ML — « F—)L ( SGWSDiskPool )
ICRESNTUVET

@ RXA VRS —%ERE LV T I T 0 TS BICIE. BEEEBMERZFERL T TSM B —/\IC
074> L. dsmadmc YV —ILEZFERTIHNERHD £,
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RXAYRUS—BERLTCT T TILLET
TV=NAT /= FhoXESNIT —REFREFTDLIIICTSM B —NZRET DI

=S

FXAVRDS =% LTT I T« 7L T 2HERDHD £7,

FIE

1.

302

RXA RS —ZERLE T,
'copy domain standard TSM domain
BEFEOERI SRR LBVSEEIR. ROVWTNHZANLET,
TRUS =y b TSM R XA ViIE%E) ZEHRLEFT
'define mgmtclass TSM -domain standard_default_
default [JEEMRDT 7 I FDOEEIZXTY
BB L= F—)LUCAE=TIIL—T 2L ET. (117I0) RDOKSICAALET,

'define copygroup TSM -domain standard_default_type=archive destination=SGWSDiskPool retinit=event
retmin=0 retver=0 "

default &' 7—HAT + /J—RDT 7 4L bOEEY S X TJretinitretmin’retver OfEIL' 7—HA T
/= RTIREFEAIN TVAHREFIEEZERMT AL SIEIRINTVET

retinit' % retinit=create’ ICFRE L &LV T < 72 T Liretinit=create ZE&E 9 % £ 'TSM H—/\H
(D) 50aVFUYOHRICREL R FERENBS F— AT T + /= RIEFAVFIY
ZHIBRTER<CAEDET

BIEBIIRAZT 7L MIBIDETET,

'assign defmgmtclass_tTSM -domain_standard_default_*

CFLWRU Y=ty b 27074 TICRELE T,

'activate policyset TSM-domain standard
activate AV RZEASILI=E FICRTINS [ no backup copy group | BEIFERL TS T L,

FILWRUS—ty b Z2FEATS/—RFETSMT—NIZEHRLET, TSMT—NT. XOLSIC (117
I2) ABIILET,

'register node arc-user arc-password passexp=0 domain=TSM-domain MAXNUMMP = tzv < 3 >#
aarc-user ¥ arc-password (. 7—HhA4 7/ —RTERLIIZATUN/—RBENRAT—RTY, £

fev MAXNUMMP OfEld. 7—HA 7/ —ROENE v a VREICFHEINTWST—T R 51T O
ICRESNE T,

C) FIAINTIE. /—REZFITZ. BBI—H IDHISHA4 7Y NAEEDERTER
TN, NXAT—RPERINE T,



T —4 % StorageGRID 81T

HEZE5IC StorageGRID & X7 LZERALAENS. EEFFIC StorageGRID & X 7 LK
ENT—RZERITTEEY,

RDEU 32Tl StorageGRID ¥ X T LANDKEDT —RBATICDOWVWT. ZOBMEBLEHESEZFHAL

¥9, TABITO—MRNEBHA RTIEARL, BITERITI21-O0FHALFIBDREE TN TLELEA, D
o2 a DAL RTA 2 EFIBICR>T. HEEHEZHME 9(C StorageGRID & X 7 AICT — X Z 3R

IC#1TL. BT LT —4 P StorageGRID S AT LICK > TEYICMEBETNZ L SICLTLIEE L,

StorageGRID > X T LOBE % FESR

StorageGRID ¥ AT LICKEDT— X ZH1TT BHIIC. FTRINZIR) 2 —LZNIET
X374 RUVBEN StorageGRID SR TLICHZD e =R LE T,

StorageGRID Y AT LICT7—HAA T/ —RHAEENTVWT, BITI3ATPz I b0IE—%ZZ2T7 531V R
fL—2 (F—TRE) ICRETZIEEIGE. 7T—HAT/—RDR L —JICFRINIBTEICHIGT 5+
DRABEL DD EZERLE T,

BREFHMEND—IRE LT, BITEFELTWEA TSz DT —27O7 71 IV EHEREL. RERT 1 XIVA
EZFRLZEX Y, StorageGRID AT LDT 1« AVBREDERDFMICOVWTIE. ZBRLTLLIZTWVW X+
L=/ —REBEBLET BLUVERC ST a—TFT1>0,

BITT—XDILM R > —ZRELFT

StorageGRID & 27 LD ILM 7R o —lF. fERIND IE—DE E DT, LUV
FRIFHAEZRAELE T WM AR —E, ATz O ETAIINRI VT TEHE &

SFU—TEDHEICH > TA TPz T — 3 2B T3 AEZELTc—ED ILM /L
— )L THERINE T,

BITT -2 OERAFEE LV ZDOEMHICE o TE. BERBICERT S ILMIL—ILEIFRID. BITT—4IC
EEDIMIIL—IZERIBENTEET, L RIF. AENBRT —FEEREBITHRDT —HICELD
REIBHNERAINZHE. BA3IL—ROI ML —JICERZHBOBITT—2OIC—DUEE LS AHE
MLRHD Y,
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