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° UUID : 47T 1 ¥ bdD Universally Unique Identifier T3 UUID IETRTAXFETAHILE T,

°*CBID* : StorageGRID ADA 7TV bO—EDHAF. BEEOI/HS5A TP hdD CBID ZH
BTEFJ, CBIDIFTARTANFETAALES,
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T b ERAE L UHEALF T,

C*QWiIt DAV TFEFATI TV NG ATV MRSt 1 2 —T x4 ADSBDIAFEFNT-I5
EB.I9SATNT IV =323y TFeA IO NeoAEbEEFERLTA TS Y
FEERRSLUEALE T,

FE
1. ILM * > * Object metadata lookup * #3#R L £ 7

2. [*HBIF* (*Identifier*) 1 7«14 —ILRICATS o bOHNFEANLET,

UUID. CBID. S3IN Yk /AT bE—, FESwit AT FH /1 AT CaZASNTESE
ER

3. ATV POREDN—2a>EZRERTZHRIF. N—23 Y IDEANLET (FF>3Y) .

Object Metadata Lookup

Enter the identifier for any object stored in the gnd to view its metadata.

ldentifier sourceftestobject
Version ID VEJGMkMyQzgtNEY 50 COxMUU3LTKkzMEY tRDky N TAWQKY 5]
(optional)

4. TRz Z#ERLEY,
FTIOTV MXET—ROBREF/RHBIRTEINE T, TOXR—DICIF. ROBEDERNKREINE T,

° URTLART—R (AT FID (UUID) . N—=3>ID (AF>3y) #7200+
%, AVTFTD&R. TFRT7HIDFO&FIFERIZID, AT 0 FOREBYAX, #7902
FOERBR. #7010 FORKREEARLRY) .

c ATV MIBERTIONTUVWRI DR RZLI—HFAEZT—RDF—LBDRT,
cSIATTTVRDIFZE. ATV MIBERITONTVWR A TSV M RTDF—BDRT,
c LU= AT FOE—DBE. FIE—DREDIENIZAT.

ALY —A—FT 42T F T FAE—DBE. 8759 X ~DREDIRINGH.

cUSIURIAML=UT—ILAOA T I b AE—DIFE. NENT Y FOBRIEA T TI bD—
BO#ENFZzETA T2 U DB

C IRV MEEINIEA T I MERILFN— b F TV bDOBZE. EIXY M D ET—42H 1 X
ZECATOT VM EIAEDUR b 100BZBRZ2EITX Y b 2HFHEDFTTI TV FDBEIE.
BAID 100 AED T XY hREITHARTENET,

c RMIBOAEBRA L —SHRDIARTODF TV LI M AXET—R, CORMIDART—RIZIE U
) —ZE TR SNB LIIDESBRVREDY AT LAXZT =N ENE T
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ROBITIE. 22OLFV7r—bIE—C LTRIAICSNAS3TA ATz I hDATD I b X
BT —ADRFBRIRTEINTVET,

System Metadata

Object 1D ATZESEFF-B13F-4905-9E9E-45373FEETDAS
Mame testobject

Container source

Account -1582139188

Size K24 MB

Creation Tima 2020-02-19 12:15:59 PST

Modified Time 2020-02-19 12.15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarflocalrangedb/2/p/06/ 0B/ 0nMEHS TFEnQQHCV2E
99-99 ivarflocalirangedb/1/p/1 2/0A00nMEBHS [TFEoW28|CXG%
Raw Metadata

"TYPE™: “CTHI",
“CHND®: "Al2E9GFF-B13F-49@5-9T9E-45373F6ETOAS",
"MAME": “testobiect”,
TCEIDT: "8w3d23DEFECTCIBSIST,
"PHAND" = "FEABAES1-5348A-11EA-9FCD-31FFEACIB05E",
"PPTH™: "source”,
"META": {
"HASE": {
"PAWSS - =27,

REEE R
LM ZERLTAITS IV b %=BETS
S3 =AY %

Swift ZfEAL XY

ATV RIAET7 (REL—=UR)a—L4) OEE

A=Y/ —FOEBBEBRBZAML—2F BEROFA T X MTICHEIENE
o ATV RINTIEAML—=IRY a—LEBHTFEINET,

BAML—/—ROA TSV R NTOBEREZRTICTEET, 7700 FXM7IE * nodes * > *
Storage Node* > * Storage * R— U D FEBICKRREINE T,
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors

0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors




BAML—=2/ —RFOFMZHERTZICIE. ROFIEZETLE I,

T HR=F*>*Y—JL*>*F)y R ROZ * Z&ERLET,
2. [site *>] > [*_Storage Node] > [* Idr ] > [ Storage*] > [* Overview*] > [* Main*] &R L £ 9,

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online =]
Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Tolal Usable Space (Percent) 96.534 % mMe
Total Diata 594 KB i

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratrisved ] =
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GB 96.4 GB [ 994 KB Hoe 0.001 % No Errors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Errors ]
o002 107 GB 107 GB moB moe 0% Mo Emrors oy

ZAML=UR) a—LOEEIF. BEOMEICIELT. ANL—SDRAT—ERAERIEA TSIV CINTOD
BEMDOTS—LICRMEINET, AL—=—RUa—LAICEENRELEGSIE. ARL=2/—FROTAR
TOKBEREIRT 37-DIC. BENKELIRA ML =R a—LETERRITREBETINELHD F
o BEICIHLT. T*Configuration * | 2 7ICBEHL. H—NETLICU H/ND) $T3XTOR.
StorageGRID ¥ R T LT — R DFGAHLICERATERLSICA ML=/ —RZ2HABMDERREICT S
CENTEET,

&R
ANV EXDTFUR

720 bOEEEEREL

StorageGRID ¥ X T ALlF. AL =2/ —REDF TS0 b T—2DEE M % IREE
L. #7220 FOBIBCREZEOEREZHIELE T,

BEEZTOERICIE NI TIOYRREEC AT OO bOBFEREFTvY (BT 470502 RIEEE) O 2
DHBDET, T—ROBEEUZHRT B/DIEBL THRELE I NvIIITV KRG, 27210
bT—2OEREZMERICTF TV I IBOICEBNICRITEINE T, 772 bOFEEFI VIR 4
T2z bOBFE (ERETIEARL) Z2&DRRICHER T BDICI—HFICE>THRUA—ETNBZIEHHD
9,
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—DMERENE T,
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AT/ —=FLEELBISTRRA ML =T =ILRDA TV MEIFIvIENEEA NV I TSV
FRFEZRI1TIBICIF. 4 BUEREEBLIA TV FHAMETT,

NYTT T2 RIEEEE. BEDS AT LT VT4 ET 4 Z2HIFRVK SICRE SNcHRTHRENICEITS
NEIo NvITIVFREEZFLET B EIEITET I A, 1L, BBV DD LEONBZIHZEIE. Ny D
JI0Y PIREIDEHZIEP LT, A L=/ —FORBZ L DRRICKRIET D ENTET T,

Ny ITS59y RIBEICEEST 3 75— e 7S5—L (LAY—)
WELI-ATS 7 FABFNICBETEIAVWCEDNS AT ALICE > THREINEES (KiBICK->TATY

TV bPRESNLEWVWED) « THEHIShTOLWAWRIEA 7oz bREEh&E L ) 75—t NUA
—3INnEJ,

MOIE—DREONSRWVTeD. Ny I TSIV REIEDIBLIEA TV e BT MR BN TEFHL
HElE. *Objectslost* 7o —hH MU A—ENFT,

Ny TTITYRIREEL— b ZEEBELEY

T—RBERICATIRIFENHBHEIE. Ny IITSU Y REEEHIL>TA ML=/ —REDL TS
—bATO IO T—REFIVvITEREZEETETET,

RERHD
* ZfEHA L T Grid Manager ICH 1 > 1> 23REBLRHD FT HR—FINTLS Web 75T,
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 10 2334602652907829302 Start time @: 2021-11-10 14:43:02 MST
‘ H‘is:."i\;g Db|cct coui‘c‘-s‘t‘:i‘crcctcw‘:i" 0 O ’_‘I Elapsed time @
Progress: 0% Estimated time to completion @:
Volumes Details
A
Selected node 2 Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0:1.,2 Data Center 1
DC1-53 0,1,2 Data Center 1

M. D3 TWET LS. THICKBRTIaVERTLED,

CREATO I FIAE—D0THZEHRHEINHE. BREBIFROND FEBATLE, HLIEHR
EBTY,

cREFEATT U FIAE—DTEOLDKRETVWEHEE TN, [ Objectslost* ] 7I—rH MU A—T
NTULARWNEEIF. ZELTVWERITRTODIAE—DIATLALICE>TEBESNE LT, N—FRDTT
DOREEIMEIESN, T2 V FOAE—DSEBFEBLABAVKSIZA>TWVWS 2R T %,

cMEATID U FAE—DEAOLDRTVWI EHEHIN. [ *Objectslost* 1 75— brH MU H—
SNTFBEIF. T—ROEBEHICHETZURMUNHD £9, TUVZAITR—MMIBBLEHEL
720,

o grep ZEAL T LLSTEEXA v E—JRMHT A CICED. KbnicA 7oz b aE—ZHN
2D TEEXY, grep LLST audit_file_name

COFIEIFDHDELUTWET BEA TV I/ rZzfELTVWEIA TP b - JE—-DHEIE
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SESNBETHIBERBF->THS. ALA) a—LLETO 3 TEBERITLTLIETL,

DadICEEND /S — REAR) a—LATXET—ROEEMEHIFT 3D DRENI D > TUWIBE.
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C BEITZAEDITDFIVvIRYIREAVICL. *BEIT* ZERLE T,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
Nodes (volumes) Missing object Consistency . [ }
Job D Stat a a A Startt a End t a
o ¢ @ A [~] copies detected @ control - it i@ L il J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) (1] All 14:43:06 MST
14:43:02 MST
DC1-53(3 (3 weeks ago)
volumes)
and T more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651858848823235 ; 2021-11-10
. Completed volumes) 0 Strong-site 14:42:11 MST
{Rerun job) 14:42:10 MST :
DC1-54 (2 (17 minutes ago)
volumes)
and 4 more
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DO 3T LTBRITINET, [l I a v [BES3T ) To—ILRICIE. TovaoTgd
IDA—ERRINEFT,
FET#
T—RADEEHICOVWTEREBRINHZIHEIE. * support * > * Tools * > * Grid Topology * > * site  *>*
Storage Node* > * LDR * > * Verification * > * Configuration * > * Main * [CE& L. /Nwv I TS5 RIGEEL —
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BERATS IV MDT7S—rEEEBICHABELTLIESTL, CNULEDT—2BEREZH S T-OHDTUHRE|C
BBBEDHD £, RIS TNIE. BEA TSI M2 ) A NTTEZHBEDHD £,
FE
1. "nodes (/—R) |%Z&RLET
2. [Storage Node>* Objects*] %#3&IR L £7 .
3. ATV MADRICKRRINIBEA TSV FOR=ERELE T,
CDFMEIL. StorageGRID Y X TLALBETRELTVWBRZeH I Uy R/ —RTRESNEATS Y

FDEHHETRLET, COfEIX. LDRY—EXE DDS H—ERICEEFNBZT—RALFZIAVR—2RY
NDIERATS TV AT RZDEFTT,

DC1-S1 (Storage Node) & X
Overview Hardware MNetwork Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
S3ingest and ratrieve @ Swift ingest and retrieve @
18/s 1B/s
D.800B/s 0.800B/s
0.600 B/s Mo data 0.600 B/s Mo data
0400 B/s 0400 B/s
0.200B/s 0.200 B/s
0B/s 0B/s
1510 15:20 15:30 15:40 15:50 16:00 1510 1520 15:30 1540 15:50 16:00
Object counts
Total objects: @ 0
| Lnstob;ccts: [~] 1 ||| |
S3 buckets and Swift containers: @ 2

4. BB ) —RHBEBEOJICTIEALT. *Objects Lost* 75— rEMNIH—-LIEA TSI bD—F
DFAF (UUID) ZRELET,

a gy kR/—RICOJA>LET,
L RDAY Y REASILET, sshadmin@grid_node_name
i. Tpasswords.txt] 77 ILICEBEHSNTNZIT—REZADLFT,
iii. root ICYINDERBICIE. MOOAIY REANDLET
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iv. T passwords.txt | 7 7 A ILICEBESNTNIT—RZAALET, root & LTATAI VTR L.
ZOYT7RE TS 1 5 T# IZEDDET,

b. EEOIMEMINTWVWE T LY MJICEEILX T, T cd/var/local/audit/export/” 1 AL ET

C. grep Zf#MH L T Object Lost (OLST) BEEXvE—%HHLE S, [ grep OLST audit_file_name
1 EANLET

d XwtE—JICEFNTVLWD UUID ODfEZXELE T,

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32) :12448208] [A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

5. ObjectByUUID' X > RZEMFEHAL THAIF (UUID) TH IV b EKFREREL ' T—2WBERHRICEISINnTL
ZHhESHEHILES

a. Telnet T localhost 1402 |C#Ei L T LDR O2 Y —JLICT7 7L AL F T,
b. T /proc/OBRP/ObjectByUUID UUID VALUE | Y AHLET

Z DORAIOHF|TIE 'UUID 926026C4-00A4-449B-AC72-BCCA72DD1311' WA T T MZ 2 DDIHFR
HRRINTUVET

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ(Plaintext object size)": "5242880",
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"SHSH (Supplementary Plaintext hash)": "MD5D
0xBAC2A2617C1DFFTESS59AT76731E6GEAFSE",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLIN\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

2 ZFB DOAITIE 'UUID 926026C4-00A4-449B-AC72-BCCA72DD1311' Z3 DA TP U/ MMIIF' U R
FETNTWBIEAHD EEA
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUID D H 1z MR L. WY LAEZERITLE T,



ART—4 ERal))

TSIV RDREDODMDEFEA ATV MHRONSHVESIE TERROR) (WS Xyt
("ERROR" : ") —SHIRETNET,

ATV MHRODSHBVESIE. * Objects lost * ¥z 1) &z
whLTT7S—h2OUT7TEXET, AT x0 FHRBRVGEE
3. ERIICHBRINIA Tz b THBeEZRLTULE
ER

BRI 0 KO KREFL HAICBAANRIREINTUVWSIFSEIE. * Objects lost* 75— kA
BROIEDETH B AIEENHD £,

ATV M EETDZI e ZWABALET, BAOICKRTRSINE/
—RIDETPAINRZFERALT. 7Tz 8T 71D UR
FEINTBFRICHD =2 RESRLE T,

(DFIE kN TI-FREEN B DA TS TV DB E /—RID %
FRALTELWRNL—Y/ —RERETDHZEICDOVWTEHEAL
£9) o

FITT U MHEFEET BHBEIE. * Objects lost * D xE )z +
LTT7S5—bhEIUT7TEET,

%A =0 HAICHBADRIENGBWGESIF. T2 7 bBRELTWVWS
AL BD ET, ML THTLKIETVW ATV I b 2EERL T
UZR7LET Eld. T7ZALYR=MIBEBAVWEDELE
T

T ZAILYR—MIBAVWEDEEIC. EITHROINL—JU
AN FIE DBV ESH ERRTBESICKOSNZZEHDH
DFET, D2FD. WITNHDRXL—T/—RT _repair-
data_command B’E{TIN=H I AND ZRTHRTHRLHZE
wbi?owhﬁ%ﬁﬁbT<t WXKL—=YRU a—4A
DATST I T—E2DIRLT

B
EREOJZHEELET

KONIRIREED HZ ATV b ERELTIZAMTLET

Lost Objects (LOST) 77> —L¥ * Objectlost* 75— EFUﬁ—Lt(%bhtﬂ
BN DB EHELT) 7720 b 2BERLTUR NP TEZHERHD FT,

MHEIRHD
* MEXATD IV hORE) THRELIERFT TS TV hO UUID BB ETTY,
* [passwords.txt | 771 ILHWMETT,

CDRRATICDOWVWT
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COFIE ZzERBLT. 7y FRADMDIBRATERAA 7O/ DL FUr— b IE—ZRERTEXT,
FEAEDZE. BRATO TV MIRODMD EFH A, fffL RRISHAITIIE, BERL TV —bF T

7 F%*ﬁib’CUZ 7 TEBRHBED DD ET,

(D CoFEovR—MOLTH. FLZALYR— MCBERLADE 2T,

FIE

1. BB/ —ROBEEOJ T, ATV MHEFEETZAEMDOH B 5FZREKEL £,
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a gy kr/—RicOJa14>LEd,
i xDOAYY REANDLET, sshadmin@grid_node_name
i. T passwords.txt] 7 71 ILICEEE NN IXT—REASDLET,
iil. root ICYIDERXBICIE. ROARY RZAALEY

iv. T passwords.txt | 7 71 JLICEEEINTNZAT—REZANLET, root & LTATI VTR L.
7OYTRE TS 1 5 T# IZEDDET,

b. EEOJHIMREFESINTWVWS T L2 kU (cd /var/local/audit/export/’) ICEEL £ ¢

C. grep ZFEHAL T, kbNIEAEEMDH DA T 27 MIEEMITOENTVWBREEX v —J% i
L. HAZ7 70ILICEELE$, T grep uuid-valueaudit_file_name > output_file_name | ¥ A77L %

e
Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about lost object.txt

d. grep ZFERALT. COHEHI T 71ILH5 Location Lost (LLST) BEEXvE—I%#EHLEFT, T
grep LLST output_file_ name 1 EAFILE T

Bl :
Admin: # grep LLST messages_about lost objects.txt

LLSTEEX v =RV TINAvE—2DESICBD FT,

[AUDT:\ [NOID\ (UI32\) :12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI®64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID (UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UI64):7086871083190743409]]

€. LLST Xwt—YTPCLD 74 —JLRE NOID 74 —JLRZZRZELFET,



PCLD OfEld. TELTWBL U — AT bAE—ADT 4RI LEOFTEHRINAT
9, NOID DfElE. A7V bOAE—DEFEETZA8EMHDH S LDRD./—KR ID T,

FTOTV CDBFABROD S TIFEIF. 7TV TV b2V AT TEEHENHD X,
fCOLDR/—RIDDRL—C/—RERELET,
J—RFDZFERALTRNL—=2/—RZHEITBHEF2DOHBD XY,

* Grid Manager T+ * support * > * Tools * > * Grid topology * Z3#RL £ 9, Wi, *_F—4&t
YR— *>* ZINL—UJ/—R _ *>*DR*] ®ERLEF, LDR /—R ID I% Node

Information T—7ILICEEFNTUVWET, CDOLDRZEZRAFLTWRRNL—C/—RHBRDOHB
FT. BAML—S/—ROBHREERLET,

VY RDOUANINYTr—2%KF7>O0—-RLTHELET. SAID Ny i7r—JIlid
_\docs_directory h'&% D £, index.html 7 71 JLZF< &. Servers Summary (Cl&. IRTD
Ty R/J—=ROIRTD/—R IDHBRRINET,

2 BEEXAYE—UTIERESNTWVWBRR ML=/ —RIZATZS UMD FEETIHESH ZHERLE T,
a gy kr/—RicAJA >V LET,
L RDAY Y REASILET, sshadmin@grid_node_name
i. T passwords.txt ] 7 7 ILICEBEINTENIT—RZAHLET,
iii. root ICYIDERBICIE. ROAYY RZEANLEYT
iv. T passwords.txt | 7 7 ILICEBEHINTNIT—RZAHLET,

root £ LTAJA >3, 7AYTHE T§ 1 n5 T#H IZEDDFT,
1. ATz DT 7AINIADFET BN S D ZHERLFT,
TSIV DT 7AIILNRICIF. LLSTEEX Y E—2 D PCLD OfEZEAL X,

ez RDESICADLET,

1ls '/var/local/rangedb/1/p/17/11/00rHO0%DkRs&LgA%#3tNG"

CEF AT T FAINDNRIG BHRNFZIRT—TI3DIC. BT —B5| AT TEATE

LY

CFATTT U MNZABRODSBWVEERF T bhikbhdicd. COFIBE ZFERBLTUR N3
CERTEERA. TIVZAILTR—-MIBEVEDELTET L,

C ATV MNADRRON 2 7BEIE. FIBICEAFT ATV b% StorageGRID [Z) A R 7 L &
To ROMW oA TTP Y b% StorageGRID ICU AR T7TEXT,

a. [[restore_The object to sStorageGRID . start=3]] 7 7 7 fNZIDBDOD - 1=5GIE. ATV
2 k% StorageGRID ICU R 7L EF T,

LRECRAML=/—=RDS, 7TV b7 71 IILOFEIEZZEE L T StorageGRID TEETE
35&5ICLE9, [ chownldr-user : bycast ] file_path of -object''' ¥ AJIL £ 9

i. Telnet T localhost 1402 (C#E#: LT, LDR OV —IJLIC7 7R LFd, [telnet01402° J &
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ABDLFT
ii. Tcd/proc/STOR 1| EAHNLEFT
iv. T Object_found J file_path of -object | Y AL ET

T RIE RDESICAALFT,
Object Found '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tNG"'

+'Object\\ found' AY¥ Y REFRITITD L' JIV Y RICA Tz FOBmAMEHMEINETE. 77
T4 THRILM RS =R R H=—TN, RUS—DIETEICK > TEMOIAE—DMEREINE T,

CF ATV RDRODN AN L— /=R TS VDBEIE AT VOEBRDA L=
J—=RIZATP o b IAE—TEET, V51 VDAX L —T /) — RO Ivarllocalirangedb 7 L &
EIICATS O M EREBELE T, RIS ATV MNDEDT 714 - NRZFERLT
'Object\\ found' AV R%ZME LXT

c AT T U REDZARTTERVIEGS 'Object\\ Found AT Y RIFKBLETTIZAILYTR—KIC
BREVWEDELLTETL,

° A7 hhH StorageGRID ICIEEICU X b7 ENTHEIE. BIIE TR Z X vE—IhRREINE
9o B :

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tN6"' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

FIRICESF T #HLVIGFADMER S NIcC C 2B L £

i. [[verify_new_locations_were created . start=4] 7> ¥ kH' StorageGRID ICIEFICU A~ 77
SNTFEIF. FLWESDMER SN ezl L £9.
A. Tcd/proc/OBRP | Y AHLET

B. T ObjectByUUID UUID_VALUE | YA LET

RDFE. UUID 926026C4-00A4-449B-AC72-BCCA72DD1311 DA T U MZ 2 DDHANH S Z L =R
LTWET,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00RA4-449B-AC72-BCCA72DD1311",
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"NAME": "cats",

"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

Yo
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7/ES59A76731EGEAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12719:16:10.983000",
"ITME": "1581534970983000"

by

"CMSM": {
"LATM (Object last access time)": "2020-02-12T719:16:10.983000"
b
"AWS3": {
"LOCC": "us-east-1"
}
b
"CLCO\ (Locations\)": \][
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",
"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"



1L IDROVY—=IHSHLUT7IORLET, lexity EAALET

a B/ —RFHo, BEEOJERRLTCIDA TV Y bz ORIM BEEX v -2 TRL. HEICKL
TERZATHAIILERE (ILM) IC&L>TOAE—HDERETNTVWSE e ZERLE T,

2. gy R/ —RiCOg14>LEY,
a xDIAXYREAHILEFT, sshadmin@grid_node_name
b. T passwords.txt | 7 71 JLICEBESNIZNRT—RZAHNILEFT,
C. root ICHIDEZXBICIE. ROOIXYRZANLET

d. Tpasswords.ixt ] 7 71 JLICERESNTENZAT—READLET, root & LTATA VTR L. 7O
INE TS 1 25 TH IZBEDDFT,

3 EEOIIMNMREINTWVWS T« L2 kU (cd Ivar/local/audit/export/’) ICEE L £ 9

4 grep ZFEHAL T, 7700 MIBEEMITOENTVWREEX v =% HAT7 70 IILICHELET, T
grep uuid-valueaudit_file_name > output_file_name | ¥ ANLFXT

Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

S. grep ZERALT. COHEAT 7 ILH5 Object Rules Met (ORLM ) BEEEX vt —J%HMELET, T
grep output_file name | Y AALET

Bl

Admin: # grep ORLM messages_ about restored object.txt

UTFIE. ORLMEEXvtE—20fITY,

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-ACT72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) :ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

6. EEX Yt —TUTLOCS 74 —ILRERRKRLEFT,

CDT1—I)LR®DCLDI DfEIF. ATy baE—DME SN/ —RIDER)a—LIDTY, D
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Xyt—JiF, ILIMASEARAIN. 2 20F T2z baAE—HDT )y RRD 2 DDFAAICIER SN
CrZRLTWETY, o Grid Manager TIEEXA Tz bz )y FLET,

A& AR

BERATOx U bZ2AETS

BRATPz I bEREF TSV MDA VLY FLET
EENJZRELEY
BRATO TV M EREATST O MDAV EVEYMLET

StorageGRID > X7 L%ZFTHEL. BEREINLIRTDEEA T ¥ bHERICEKDN
TWBZ &, IR o7 5—LTHD %R TET /5. Lost Objects BHEDE
Z0ICUEYFTEFT,
MEREHD
* ZfEH L T Grid Manager (CH 1 > A > 2RBLRHDET HR—FINTLS Web 7571,
*REDT VL RERNMBETT,
CDRATIZDWT
Lost Objects h U > RIFRDEBESHDR—IHh5 )2y FTEFT,
s *HR—k *>*Tools * > * Grid Topology * > * _Site_*>* Storage Node *>* LDR * > * Data Store * > *
Overview * > * Main *
HR—b*>*Y—L*>* Sy R ROV > YAk _*>* IML—Y/—R _*>*DDS*>*
FoRART > B> KA
CNS5DOFEIX. Idr>*Data Store* R—I 5 hU U EE VY b E3HEERLTVWETD,

Fig
1L HR—bk*>*Y—JL*>*J)y R RO *EZFRLE T,

2 BEFIIZLOST 75 —LPRELTVWER L=/ —RIZDVWT, T*Site*>*_AbL—S/—R
_*>*LDR*>* Data Store * > * Configuration * | ZZFRL £

3. T*Lost Objects Count* ZUtzw k) Z3&IRL XY,

Overview Alarms Reports | Configuration |

lvtain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes .
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4 [EEOER N ZIVYILET,

Lost Objects BMEHA 0 ICU Yy TN, *Objectslost* 75— & LOST 75— LD ERBRINET, Th
I DD BB £,

S WMEIZR LT, BEA TPV M ERETZ2 7O TEBL SNITEMLH S, ZDMHDOBEERHDE
)Y FTEFT,
a. [Site>*Storage Node*>*Idr*>*erasure Coding*>*Configuration*] Z3&RL £9,
b. T Reset Reads Failure Count ] & T Reset Corrupt Copies Detected Count | ZERL £7,
C [EEDERZI/UVvILET,

d [ Yok _*>* XkL—Y+/—FK _*>*LDR*>* Verification * > * Configuration *] &R L £
EP

e. [ Reset Missing Objects Count | (REFA Tz FED UL v ) KU T Reset Corrupt Objects
Count] (KEATCzI ULV ) ZERLET

LREESNIcA T MHRETHB D HEERBSIE. [*BEINLA TSI bOBIRR* ]
ZERLET,

BN A T O MEI NV OISOV RBEIETHRIBLIEL Uy — 47220 FOE—HE
BINBEEHINE T, IFLALDIFE. StorageGRID IIHEB LA TS 0 b EBEBNICE S
Z. BHINATO I FZEHBRLTHEELTY, L. *Objectslost* 75— rHR KU H—T
NHZEX. LOST 75 —LN MU A—CNEBZEIE. TI7ZhIYR— DRI A T o
MCTOERTBEZHRLET,

9 [EEQHEANZIUvILET,

[ZEEO#EA (ApplyChanges) 122U v L71=%. BENUEY FEINB3ETICH LEEDADD S5
=N VR

Low object data storage 75— bD ST a—Ta4 20 EITVWET

Low object data storage * 75— k&, ATV b T — R ERINARERZINL -2/
—RFOAR—RAZERLFT,
MERHD
* ZfEH L T Grid Manager ([CH 1 > A1 > §2RBLRHDET HR—FINTLS Web 7571,
*HEDT U RMEBRIUBETT,
CDRAZIZDONT

Low object data storage * 75— kid. AL =2/ —REDL TV =R ATz O M T—2ELUPALA
Sv—A—TAVIFTO TV T —ROEHBEN. 77— M-I TRESNTLRIERHFOVWTNHZH
TeLEEHBRICRVA—ENET,

T 7 # I Tl ROFEMHED true LFHEEND & Major 75— b UH—ThFT,
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(storagegrid storage utilization data bytes/
(storagegrid storage utilization data bytes +
storagegrid storage utilization usable space bytes)) >=0.90

CDERBETIE. RDELSIC

* [ storagegrid_storage_utilization_data_bytes | I&. A L=/ —REDQL U Tr— ATz T
—REALADYy—A—TFT A4 IF TPz b T—2DHEGHT I XTY,

* I storagegrid_storage_utilization_usable_space_bytes ] . X L=/ —RIZFZR->TWBR AT 0
FXPL—PZR—ZDEFBEETT,

Major & 7zi& Minor * Low object data storage * 72— b D MU =SB EIE. TEBRITRELILEFIE
HRITITIURELNHD T,

Flig
1. [*alerts * > * current * ] Z3#IRL £ 7

[Alerts] R—UHRREINF T,

2. 75— hDORT, BEIZELT T*Lowobject data storage * | 75— rJIL—TEEBEL. XRR$37
S—rEBERLET,

©

75— brII=TFORELTIEARL, 75— FZZERLET,

3. A4 70OV Ry U ATHMEMER L. RORUTERL TLLIZE L,

o MU A—INTKH

cHA R/ — RD%AH

° D7 Z— MMIETZEIEDRETEDME
4. J—R*>* L= /—RF/ldSite *>* A L= EBRLEF TS
. Storage Used - Object Data /' Z ZICh—VILZE&bhHE T,

ROEHRTRENE T,

c*Used (%) * i ATV bT—RICERAINTVWSEFHERRIEERR—IDEIE.
°*Used* : A7V T —RICEAINTVWSEFHERTIEERR—IDE,
° *Replicated data* : D/ — K. B b, FREFEITVYREDL TV — ATz T —2DH#

E 2o,
S ALA T — =T A YIT R LD/ — R P b FRRIUY RICBBA LAYy — O
FAYIATITY R TS ORER,

°*Total* : TD/— R, A b FhlZT)y RTEADTRBAR—IADREE, BHAINZEIR
'storagegrid_storage_utilization_data_bytes X k1) w o T
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Storage Used - Object Data @

100.00%

75.00%
2021-03-13 14:45:30

50.00%
= Used (%) 0.00%
A Uised: 171.12 kB

25.00%
Replicated data: 171.12 kB
i 4 = Erasure-coded data: 0B
= 2490 1440 14 = Totak 310.81 GB

== |lsed (%)

6. 7S 7 EEORE I bO—ILZFRL T, BEZZEZA LGNS L -V DOERRRZHEEL £,

ALL—CDERARROKRZEE TS T, 77— bR MUA—SNIHIROR L —JOERAEN
OO J—=RDFEDDIAR=ZABVSIEWVICHEZETTOREZFRATETET,

7. TEBRIIBRUERFIE Z2ERTLTR ML —CFEZEBMLET,

BEOANL =Y/ —FICAML—URUa—L4 (LUN) ZEMT 2D, EIFFHLLWASL—D/ —
FZEMTBENTETET,

@ A=/ =RV XV T EORIICDWVWTIE. StorageGRID OEEF|EZ
BREL T,

RIS R
Storage Status (SSTS) 75—LZ S TN a—FT1s VI LFT
gy RZEERLET

StorageGRID NDEIE

HANDEROO—V4—X—<X—JLEET7S5—bDO ST a—FTa>T

AML—=—R) a—LDU—RF—X—VICHARLEZER T 3F81F. [FHAHED
BRADEVA—3R—~N—VLEF ) 75— 2BRITIVENRHDFT, AJEETHN
X REELSNTEDFERZRB T AL DIV ATLZEHRLTLLEEL,

IO ) —RXATIE AL—R ) a—LD 0 4—2—<—2 JA—NIEE : IRTDODAL—Y/—R
EOITRTODA ML =R 2—LICRICEDEA TN TUz, StorageGRID 1.6 LETIE. X L—2/

—ROYAZIER) a—LOBUREBICEOIWVWT. ANL—SR)a—LZEICINGD I 4—R—I—0%
=EETEXT,

StorageGRID 116 IC7 v I L—RTBH L. ROVWTNHNCEZETIHEERE. RBE{LINIHRANRDE
BELUVHRANMD | EFAHDTA—E—I—IDNIRTDR L =R a—LAICEFNICERAINE T,

* AT LIRABEICEL, REtLINI U +A—42—~Y— I EHINTULIBEIIFH LV T —4%2Z(T AN

\
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Overview

Storage Options

Configuration

o~

Storage Options Overview
Updated: 2021-11-22 13:57:51 MST

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB
Storage Watermarks

Storage Volume Read-Write Watermark Override 0B |
Storage Volume Soft Read-Only Watermark Ovemide 0B |
_Storage Volume Hard Read-Only Watermark Override 0B [
Metadata Reserved Space 3,000 GB
Ports

Description Settings
CLB 53 Port 8082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3.000 GB

7=t Z|&. Storage Volume Soft Read-Only Watermark 7’7 7 # )L MME®D 10GB ICFREINTWVWR ELE T,
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Overview | Alarms ‘\| Reports

1-,| Configuration |
History

Main

. Alarms: LDR (DC1-S3-101-195) - Storage
Updated: 2019-10-08 12:52:43 MDT

P  Alarm Time Trigger Value  Current Value - Acknowledge Time Acknowledge
Inanﬁaeni Free 2019-10-09 Insufficient Free  Insufficient Free -
—IW =0 {S"““""g"' Status)  gpace " 124251MDT  Space ‘Space U
| SAVP (Total Usable Space 2019-10-09
_] {Pmﬂm” Under 10 % Gaianr D% 7.05 %

Apply Changes *

ZDFITIE. SSTS (Storage Status) 75 —L ¥ SAVP ( Total Usable Space ( Percent) )
LDOMAD Notice LRNILTR)H—INTWVWET,

%I, SSTS 75— LY SAVP 75— LOTAMEEEIBIC kU H—SNET, 7
() L. EmHEOTS—LACESUH—EhBNEY 4 —2—<— I DR

RE (GB) & SAVP
S—LDRETREDET,

‘J

3. REBICERAIRER AR—REX ST BICIE.  Idr>*Storage*>*Overview* #3i#R L. Total Usable Space
(STAS) B4Z#HEL Y,



| Overview \, Alamms A Reporis Cunﬂguration'

Main

‘ Overview: LDR (DC1-S1-101-193) - Storage

Updated: 2018-10-02 12:51:07 MDT

Storage Siate - Desired Online =
Siorage State - Current Read-only =
Storage Status Insufficient Free Space =
Utilization

Total Space: 164GB il
Total Usable Space: _____ 196CB | 5
Total Usable Space (Percent): 11.937 % mHS
Total Data: 133 GB B

Total Data (Percent): 84.567 % B
Replication

Block Reads: 0 |
Block Writes: 2,275,881 £l
Objects Retrieved 0 |
Objects Committed: 88,882 b |
Objects Deleted: 16 = |
Delete Service State: Enabled =
Object Store Volumes

D Total (Available  ReplicatedData  ECData  Stored (%) Health

ooog 4.7 GB 2593 GB i 462 GB M0B ) 84.486 % Mo Errors = ]
0001 547 GB 832 GB 4463 GB Mo0B fH 84644 % Mo Errors =59
nooz 547 GB 836 GB | H 463 GB OB 5 84.57 % Mo Errors =17

COBIDR ML —2 /) —RTIE. 164GB 1 19.6GB L AMEARIRER AR— XD FE > TLEEA. BFTIE
32DAFATVT VMR MR a—LD MERAARER] *EDORFHTY. 3 DO ML =R a—LD
ZNENIC 10GB KFDEE AR—IDBo>fcfcd. SSTSTS—LMH NI AH—hFLT.

- —EHMICH =B A ML= DERRRZ RS BI1C1E. * Reports * 2 7% #IR L. 1BEHEFE D Total
Usable Space ®70Ow b ZFEAL XY,

CDBTIE. 12 : 00 ORFEDFEATEEL ST AR—XIIH 155 GB TL=H. 12 : 35|C1F20GB %
THED. EOBETSSTS 7S—LRMUHA—ThTULET,
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-51-101-193) - Storage

Ny MOIMMIDD HHMMSS
Attribute: | Total Usable Space v | Vertical Scaling:  #/ Start Dale: 2019/10/09 12:00:00

Cuick Query. | Custom Quary v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |
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Charis Text

o Reports (Charts): LDR (DC1-S1-101-193) - Storage

R - " MOIMMIDD HHMMSS
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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s TCOT7HTY FOBERBHRNEN TS, HBOI—EHSHLLLETVL
s MYP—EXDORWBEF-L>TWVWET ...

© TREY—NIS— F—NTIS—HRELLD, BRERT TEEEATLR, B5—ERFTLT
TV, BEAMMBALAVESIR. TU/2NLYR— FCBELADECETL

*H—NEBETETIEEAR—TJZIO—-RLTVET

FIE
110 2[F->TH B HBOI—EFA 21> LTLLREEL,

IZ—HEIFNICERINBVEEIE. XOFIBISEAE T,
2. StorageGRID ¥ X T LICEHDER/ — RHH3HEIE. HOBE/ —RFH5 5 )y RYR—JvIlHa
YAV LTHET,

CHAIVAUTEBZHEIF. "Ry aR—R* *J—=R* *TI—b* *HR-b*ORFT T
3>EFALT. I7—DFRE ZHETETET,

c B/ — RN DLABVWBEXRIET A V1 TERVESIE. ROFIBICEAE T,
3 /J—RON—=RITT7HF 754D ESIHERELET,
4. StorageGRID AT LTI VI I A A > (SSO) HEMICHE > TWABIEEIX. StorageGRID DE
BFIEOS I A A VDREXZBRBLTLET L,

MEZRRTDICIE. 1 DDEE/ — RO SSO Zz—RHICEMICL THSBEBMCTINENDHD F
ERS

@ SSO BEMICHE>TWVWBIHEIF. FIRENR—bZ2FERALTHA VAV TEEHEA. R
— b 443 ZERIBREDDHD I,

S.EALTWATAI YT ITL—Ty RI—HFICBLTVLBDE S D 2R LFT,

TJxT7L—TYy RI—HT7HTY DL TLWRWERIE. root B dO—AI/)LI—H & LT Grid
Manager (CH 1> > L TAHATLIEE L,
cO—ANI—YHRYA 1> TEIFEIEF. ROFIEZETLET,
L RIRSNTWBTS—LERRLET,
ii. [* configuration] * > [* Access Control] * > [* Identity federation] % &R L £ 9,
iii. [#EHFDTAR*1%Z01) v LT, LDAP H—N—DEGREZHERL 7,
V. X MIKBLIEHZEIF RETS—ZBRLET,
cA—ANA—HYDRGA A 2TET,. JLTUIvILAELWGEEIE. ROFIBICEAF T,
6. Secure Shell (SSH) ZFERALTEE./ —RrICOJ1>LET,
a xDIAYYREAHILEY, sshadmin@Admin_Node_ip'
b. T passwords.txt | 7 71 JLICEESNIZNRT—RZANILEFT,
C.root [CYIDEZBICIF. ROOAYYRZEANILET
d. Tpasswords.txt | 777 JLICEBEINIENZAT—RFRZANDLET,
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root & LCOJA>dde. 7OYTREI TS 1 o T# IZEDDET,
7. Grid /—RETRITEINTVBRZIRTOY—ERDRT—RR%ERRLEFT . T storagegrid-status |
NMS. mi. nginx. mgmt D& APl T —EXNITARTEITINTVWR L ZHERLE T,

HAIF Y—EXDXT—RIANEDLBZ LT CICEHRINET T,

$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8p10+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. nginx-gw t—E XN T #service nginx-gw status | #RITLTVWB xR LET

9. [[use_Lumberjack -to-collect _logs,start=9] Lumberjack ZfH L TOJ ZUEL F9 0O DYNEICIE
"#/usr/local/sbin/lumberjack.rb Z{FEHB L £ 9

BEICEEEICKBM LI e B 3155 1E. —-start KLU --end Lumberjack X7 1) 7 b F 7> 3 > %= fER
L CEUABEBREZIEELE T, CN5DA TS 3 v DFEMIC DLW TIE. lumberjack -h ZfEAL T2
Lo
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10.

1.

12.

13.

14.

15.

AJ7—AA THIAE—SNISBFHANZ—I FILEERICHNENE T,

[[review_logs,start=10] XD O Y =R L £ 95
o /var/local/log/bycast.log
o /var/local/log/bycast-err.log

o /var/local/log/nms.log
X ON B xt

B/ — R TRBEZERBETIAN - T2EEIE. ROoLWTnHh DAY RERE TETL. Y1 FTADC
H—EXZERTITBE33DDRANL—U/—ROIP7ZRLAZERELET, BEIFYAMMIAYRI M=)
INERVID3IDDAML—S /) —KRT9,

# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml

B/ — RIS O X TADC H—EXZFERHL F T,

RWELLEIP7RLRZERALT. B/ —RFRHMSZEADC R L=/ —RICAJAYLET,
a xpIAXYREAHILZET, sshadmin@grid_node_name
b. T passwords.txt | 7 71 JLICEEESNIZNRT—RZANILEFT,
C. root ICHIDEZXBICIE. ROIYXYRZANLET
d. T passwords.txt | 7 71 ILICEBEHSNTENRT—RZAHALEFT,

root & LCOYA VT2, 7OYTREI TS 1 o T#H IZBEDDET,
Grid /—RFETEITINTLBRIRTOY—ERDRAT—RAZFRRLET : [ storagegrid-status |
idnt. acct. nginx. H&KU Cassandra DH—EZXANITARTRITINTVWR I EZHERLE T,

FIEZz#ORLEY Lumberjack ZEALTOJVZRELET LUV 0T ZHEELET 29Uy ILT
AbL—=Y/—FEtoOJzmERLET,

BIBZBRTELWVIEEIE. TIZAIYR-MMIBELEHELE L,

WELOJZ2T 0= ALY R-—MIEELET, BERLTKLTVW OT T 71 IILEE,

A—HYA 2V E—T A AOBED ST a—FTa 27T

StorageGRID V7 bz 7Z#HLWN—=23a Il T7 vy FIL—RLEHEIC, Grid Manager £7z137F+ > k
VX —C v CRIBENRET D EHH S,

Web 1 A2 —TJ x4 AHEEEHDICIGELEFEA

StorageGRID V7 U T 7D 7w 745 L— R#IC Grid Manager £721&7 7+ > FYR—J ¥y HMEEEED IS
ELBVWEEDH B,
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Web 1 > & —T T4 ATHRENRELIEE !

*ZFERALTVWR e ZBRLEY YR—FENTLS Web 75U,

@ StorageGRID 11.5 THR— l\*hé7‘5'7"f7b“§§[@0ibf:o TR—ERARON—2
IUEFERALTVWA LTS

*Web 75U DF vy a7 LET,

FTyylaxIUTTBRE. UEID/N—23 >0 StorageGRID V7 Uz 7 CERAINATL EHWI Y
—ZDHIREN, A—HFA 2V Z—T A XADNBUVELLEETSLSICBDFT, FIRICOWVWTIE. Web
TSOHORFaAXYFEBBLTIETIL,

FATERVEE ./ —RFORXT—2 R ZHRLET

StorageGRID SRATLICEBOEER ) —RAFENTVBRIHE. FRATIHRVERER/ —ROXT—2X%ZH|
BIE/—RFHOHEETEERT,

BEBZHD
BEDT 7t AERNMBETT,

FIE

1. (EATTRELEIE/ — RH 5. ZEAL T Grid Manager ICH A YAV LET HR—FENTLE Web 7
7'7#0

2 HR=—F*>*Y=)L*>*J Yy R RO * ZBRLE T,
3. [site>] > [Unavailable Admin Node] > [* SSM*] > [* Services] * [* Overview*] > [* Main*] Z#iRL £9,
4. 27— ZH T NotRunning | T. B TRARINTVR Y —EIDNBRVHESHERRLET,
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| Overview “ Alarms

Reports || Configuration

Idain

Overview: SSM (MM-10-224-4-81-ADM1) - Services

Updated: 2017-01-27 11:52:81 EST

Operating System: Liruix
3.16.0-4-amd64

Services
Service ersion eads Load Memory
Seryic Version Status Load
Audit Management System (AMS) . NG 9 0.043 % [ 35.7 MB
CIFS Filesharing (nmbd) 2:4.2 14+dfsg0+deb8u2 Rumning EJ® 1 [H0% S55MB I
CIFS Filesharing (smbd) 2:4.2 14+dfsg-0+debBu2  Rumning B % 1 FHO0% g5 145 MB 5
CIFS Filesharing (winbindd) 242 14+dfsg-0+debBu2 Eﬂtnnirpg Heo mM0% [HoB
Configuration Management Node (CMN) ;gf‘;;g] 139207 3ec2eqo Ruming B9 @ 52 [H0055% F41.3MB
Database Engine 5 5.53-0+debBur Running 5% 47 [§0.354% 05133 GB 6
Grid Deployment Utility Server O oiorcsoe, Ruming H©® 3 EH0% 32.8 MB [
Management Application Program Interface 10,4 .0- Mot = b
oot J0170113.2136.07c4997 Ruming | D20 HBO0% [B J

T 040 Nat . = i —

P ] -
AR Eieshanog J0161224.033380%d91 Ruming H@C H0% BB B
10.4.0- e =

NMS Data Cleanup ka4 0333 803cqe1  Rumning B 22 m0008% E524M8
NMS Data Downsampler 1 e 4 0333 p03cgay  Ruming @ 2 [0049% [5195MB
NMS Data Downsampler 2 4 0333 80%0gey  Ruming H© 22 F§0009% H157MB
NMS Processing Engine A aisnaa: Rumning B 40 E§0132% E200ME 5

S. 7I—LNMIUA—-TNTVWEHESH ZHERLE T,
6. B AETHEE ZBRLET,
ESpedE:

StorageGRID D&
2y kT—0. N—RYIT. BLUTSy b7 5 —LORIE
ZhZON>a—FTa4>093

C CTlE. StorageGRID %*y b7 —20, N—RIx7. BLVTFSY T +—LDRE
ICBEE Y BREDRERZRET DDICRILDVW DDDERXIZEBNLET,

422 : Unprocessable Entity] T5—D > 7> a—T4 >0 % TVWET

422 .

NT. & OREZREL FT,

Unprocessable Entity WD T 5 —d. ZLDHERICRETEI A HBDET, T7—XvtE—T%F
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RAEINTEVWITNHDI ST — Xy —IDRREINIZEIF. HEINIZRWUGEZERITLTIRLSI L,

ITo5—XyE—ITY

422: Unprocessable Entity

Validation failed. Please check
the values you entered for
errors. Test connection failed.
Please verify your

Unable to
authenticate, please verify

configuration.

your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839

422: Unprocessable Entity

Validation failed. Please check
the values you entered for
errors. Test connection failed.
Please verify your
configuration.Unable to
begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

&K

StorageGRID DEIE

L—rRE B L UOHASE

DX wE—TF. Windows Active Directory (AD
) ZERALCTVATYTA4T47xT7L—>3>%
RTET B & FIZ. Transport Layer Security (TLS)
T ITLS ZEALAW 723V EERLIGE
ICRREINBZZCHHD FT,

LDAP B4 %5892 AD —/\Tik. [TLS %1F
BLAEW A7 a>oFERIFYR—FINTUVE
tA. STARTTLS ZEE T2 * A > a > Fid
TLS ICLDAPS * ZfFAHT 34 > a>ounwdnhrz
BIRTZ2UBELNHD £,

COAXAyE—TlF HR—FEINBVWEBSZEAL
T. StorageGRID 57 x7L—>a3>vEFkiEv >
DRAML—=T—ILOFEAICERT BNEBS R T
LA D Transport Layer Security (TLS ) $#fi%z A
TG RICRRENE T,

NI AT LATREIN TV SESZREELEY,

> 2T LlF. StorageGRID DEEFIEICRT LS
IC. FE TLS KL T StorageGRID THR— TN T
WBWITNHDESZERTIVENHDD £,

[[troubleshoot _ MTU_alert]] Grid Network MTU mismatch7” > —t®D + 5 IV a—
TA4 T ETVWET

TGNy RRYy cI—=DA42Z—T 4R (eth0) DERAREEI=ZY bk (MTU) REHNT Uy RRD/ —R
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BTAZ<EHBBHBEIC. * Grid Network MTU mismatch * 75— hA MU H—E N E T,

CDARTICDOWVWT
MTU SREDEWLWHDS. eth0 Ry R =0 D—EH ¥ VR T L —LAICKESNTWVWEH. IRTTIEAEWL
D E£d, MTU B XA 1000 28X D L. BRI DORY FT—ONT =TV ADBENHKET S
AIREMD B D £,
Fig
1. TRTD/—RD eth0 ICDOVWTD MTUSREZRTLE T,
° Grid Manager ICBESNTW3 7T U ZERT %,

° T primary Admin Node IP address/metrics/graph | (C#EL. XDITU—%EANDLET,
'node_network_mtu_bytes {interface="eth0'}’

2. RBIZIGCTMIUREZZEL, IRTO/—RDIV YRRy bT—0A42RZ—T 1A R (eth0) T
BILCICHRBESICLET,

c TTSAT R/ —RDFEIF. FRALTWE T ISATUVADA VA S=ILEXY TV XDFIR
ZERLTLLEE W,

° Linux & U VMware X—2X D/ — RDHZEIE. ROAT>Y RZEALEX T, +usr/sbin/change-ip.py
[-h] [-n node] mtu network [network...] +°

* ) * : T change-ip.py -n node 1500 grid admin

"E* I Lnux R—ZXD/—RTIE. AVTFTORY hT—TIRHER MTUEDRRA M > 2—7
IAM XTI TICRESTNTLVWBREEZRBZDH5E. RAMMVEZ—T x4 AIHER MTU EZERE
TRIRENHD X, MRIC 'change-ip.py RZV T rZFERALT AT TFHRDRY FT—0D
MTU [EZZEL X7

Linux £7z1& VMware R—X D/ —RTMTU ZZEJBICIF. XO5|8=FEBLET,

IEBIETES |E A8
' mtu” F|ET S MTU ., 1280 ~ 9216 DEHERNIC H D HE
hHbEd,
=y koJ—72] MTU ZEBRd 2%y hT—2, XRDXy hT—2

ST 1 DULEEELET,

* 1wk (Grid)

- B1F
CUSAT R
+
7 a>ns5| Bz
-hy CAHALET ANLTAyE—UEFRRLTERTLED,
-nnode'— /—RK ./ —R J—R, F7#IMFIO—AHIL/—KTY,
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E e E:

SG100 H&L UV SG1000 Y—EXT7 TS 7R

SG6000 R L =27 FS5A4T7 VR

SG5700 A AL =27 547X

SG5600 A bL—CT7 T S5AT7 VX

Network Receive Error (NRER) 75 —LD ST a—F4 0% FTVWET

XYy hT—UFEITS— (NRER) 75—LAl&. StorageGRID & %w T —2/\— R 7REOEFOEE
HEERTEETZIENHBDEFT, BEICE>TIFE. NRER TS —HDFEENHRERLTI ) T7EINBZZeHDH
DEd, IZ—DEEETNBWVGEIE. HEINZ MU A EZEITLET,

CDRRTICDOWVWT

NRER 75— LAld. StorageGRID It T 2%y 7= N—RIU T 7ICBET 2 ROBEIRRTHRET S
AlREMN B D £ 7,

* Forward Error Correction ( FEC; BiAERDETIE) WMET. FHINTLEHA
* MY FR—FENICDMTUDB—HELEFEA
C )OI S—RNRELBO>TVWET

*NICUYINYy T 7H—=N—F>

FIE

1. 2y bT7—UR/EICE>TIF. NRER 75— LOBENBRREICHL S 57D SZ T a—FT1 >
JFIEZRTLTEE L,

° FEC DFA—HNRETI S -2 RELIIHGEIF. ROFIEZRITLET,

b=

P INS5DFEIE. StorageGRID 7SS A7V AD FEC AKX > THELNRER IS

—ICOABERATEEY,

CE
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79,

T TSAT VAR Y FADT—TILOMENLEEEZF T v I LTS L,

NRER 75— LZfERT D1-0IC FECREZZEE Y 3%HEIE. £9'. StorageGRID 7 751
7> RA > A k=S ® [Link Configuration] R—J T7 754 7V AH Auto E— RICEREIN
TWBZHESRLEYT (FPTSAT7VRADA YA M=ILELUVA YTV ADF|EZ SR

) o RICC AAYFR—bMDFECREEZEELEY, StorageGRID 7 IS4 7V ADHR— k
. AJgETHNIE. FECHEZHAERL T—HIEZXT,

( StorageGRID 7 754 7V ATIE FEC BEIETET £ A 77147V Rk, EfeeDR
AYyFR—FTFECEREZHEEL. S5—U>YILELS5LET, U2IH 25GbE /i
100GbE D%y b7 — O RE|SEFIFICRE SN TUVWBIESE. X1 vF & NIC HEED FEC
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Ubuntu £7zl& Debian Z1 >XA —JLL XS

Linux : /—RF®DX7T—4RXIlE lTorphaned] T9,

orphaned REED Linux / — K. @H. StorageGRID H—EXF7ld/ —ROOIVTFFEFIHELTWVS
StorageGRID / — R TF—EVHAFHEITELELIECEZRLTVE T,

CDRRIICDOWVWT
Linux / — K7 orphaned JREEIZAR 2 FoIZEIE. RO K SITHBEREZRITL TSI,

*OJTIS—eXyt—2ZMERLET,

*/—RZEEHLTHET,

CRBEICIGLT, AV TFIVOYOOR Y RZFERLTREFEDO/ — ROV THEEFELELET,
cJ—FzEEHLET,

FIE

1. H—EXFT—E> ¥ orphaned IRKED / — ROWEADOT ZRANR. BHSHNABIS—OFHHLARWETICE
FTE3IAXYE—HBVWHEERRLEX T,

2. RXMICroot & LTAY A>T BH. sudo HERZIFOT7 AUV b EfFE->TOTA >V LET,
B RDAR Y RERITLT. /—ROBiEE#H%ZHAF T, I $sudo StorageGRID node start node-name |
$ sudo storagegrid node start DC1-S1-172-16-1-172
J—RHAINIL TWBIEE. BEIFICHED FT

Not starting ORPHANED node DC1-S1-172-16-1-172

4 Linux B5. AT FIVIrH KU StorageGRID / —REHIHIL TWBRITARTO IOV X EFELELFE
9o 7= zxIX. T sudo docker stop --time secondscontainer-name™ | K3 ICHED XS

Mseconds | ICIE. AT FHOELEEFEITINBEAADLET EEIZ159UT) - F:

sudo docker stop --time 900 storagegrid-DC1-S1-172-16-1-172

5. /— R%=HBies L £ 9 StorageGRID node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux : IPv6 Y7 R—bD ST a—FTo 0% 1TVWET

Linux 7R X ~IC StorageGRID / —RZ A ZX h—JLLTWT, IPv6 7 RLADBBECHODIC/ — ROV TF
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ICEIDHTHNTUVWARWESIF. I—FRILTOD IPv6 HR— bDBIMEIBBLBBZEHHBD £J,

CDRRIIZDWVWT
Grid Manager DXDIFZAIT. Uy R/ —RICBIDETSNTWVWS IP6 7 RL XAZHERTEEX T,

*J—RZEBRL. /—FZBERLET, RIS, [BE]ZTOFIPTRLR* DHEICHB [ E5IC* R ]
ZERLET,

DC1-5S2 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Name: DC1-52

Type: Storage Node

1D 352bd878-ffle-45c¢5-aacl-24cT2T82061a

Connection state: o Connected

Storage used: Object data 0% @
Object metadata 0% >

Software version: 11.6.0 (build 20210924.1557.00a5eb%)

IP addresses: 172.16.1.227 . eth( (Grid Network)

10.224.1.227 - ethl (Admin Network)

Hide additional IP addresses ~

Interface & IP address &
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Metwork) fd20:328:328:0:250:56ff:fe87:b532 l

cHR—k*>*Y—JL*>* Sy R RO * ZFERL X T, RIC. * Node* > * SSM * > * Resources *
FIEIRLET, IPV6 FRLZADEDHTENTUVBRBRIE. "Ry NIJ—OF7RLRX*] £ 3>D
IPvd 7 RL ZDTFICKRREINE T,

IPv6 7 RL AR EINTG. /— KA Linux RX MMIA YR E=ILTNTWVWBIEEIE. XOFIEICR->TH
— R TIPV6 B R—rZEBMCLET,

Flig
1. RZX MiCroot & LTAOY A>T 3H. sudo iER%FOT7THU Y b aFE-o-TCOJ 1> LET,
2. kDAY Y RERITL E T sysctl netipvé.conf TR T®D .disable_ipv6®

root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

FERIFOICHEDFT,
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net.ipv6.conf.all.disable ipv6 = 0

(D FEERN 0 THRWESIE 'sysctl OFREZEBR T IDICARL—FT 12T - D ATLOYZ
A7 EBBLTLIETVRICETHIC. BZ 0ICEBLE T,

3. StorageGRID /— K « O> 77+ % AJ1L £ 9 StorageGRID node enter node-name Z AL £9
4. kDAY RERITL E T sysctl netipv6.conf R T®D .disable_ipv6

root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6
ERIF1ICERDET,

net.ipv6.conf.all.disable ipvé6 = 1

(D BRMN1 TRWGE. COFIE IFBRAINIEA. TI7ZNIILYR-MIBHELEHHEL
123,

S. AT FHETLET exit

root@DC1-Sl:~ # exit

6. root ¥ L CT. /varl/lib/storagegrid/settings/sysctl.d/net.conf 7 7 1 ILZiREL £,

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

1 RD21TFTZMWLT AV ERTZERLET. RIS 7710 ZRELTHALE Y,

net.ipv6.conf.all.disable ipvé6 = 0

net.ipv6.conf.default.disable ipv6 = 0

8. KDY RERITLT. StorageGRID A>T+ 2HEHLET,

storagegrid node stop node-name

storagegrid node start node-name

67



NEB syslog b—NND ST a—FT4 0T 1TVWET
RDFTIC. NAEE syslog H—NDIZT—AXyt—Je WA EERLET,

ITo5—XytE—ITY
KRR MBEBRTETEEA

EHNMER SN ELL

Fy hT—=JICBETETTEA
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BE B LUOHE TN FIE

syslog —/NICXH L TAFLIZFQDN % IP 7 RL RICHERTE £HA
TL/T\—O

1L ANALTERRANEZERESELE S, IP 7RLRZAADLESZEIX

WXY.Z ( TRy MIZF10ERE ) RECOBWRIP7RLAT
BHBEEERL TSIV,

2. DNS H—N\HDELKRESNTVWE I ZRRLEF I,

3B/ —RHSDNSH—NDIPF7RLRAICFTIELRTER L %TE
SBLEY,

syslog H—/AA®D TCP £7-I& TLS EHMEFTINE Lo "X LD
TCPR— b FXEIETLS R—FrZ U XY LTWVWRH—EZXDRUVDN
FATIA—=IHT7oER%TOv I LTVWBAEELHD £9,

1. AL 7z syslog ' —/N®D FQDN F£7I1& IP 7 RL R, R—b. &
OC7ORINDAELVWC EZHEERL TS,

2. gsyslog P —EXDHRRA D IBELIEAR—FEUZXVLTWVWS
syslog T—EVERITLTVWA e zMELE T,

3. T7AT7IF—ILH /) —RKH5 syslog F—/N\D IP HLUVR— kA
D TCP/TLS BEHADT7I/ER%=TOv I L TUWEWI & ZREEL
£9,

syslog —NIFEFEEF SN TRy FEICIEHD FHA. IL—&
M VRSN —RH 5 syslog H—/NICT R M X wE—I%ERnX
TEah-7=C K%/T'g' ICMP BE%X‘/'[Z /#?.-f inl./t_o

1. syslog H—/ADIEL WL FQDN XX IP 7 RLADBATINTVS
CCERERL TS

2. RRINE/—RIZDOVWT, Uy RRYy D=0 H TRy M
A BERY M= TRy NI, BLUVIFAT7V R
WD —OF— bz A ZHERLET, BESNBZRY bT—04
VR—=TITARET—broxa ()Y R, BB, £REFI5147
VR) ZENLTRS 7o v Ih syslog —NICIL—FT0>TF N3
LOICKRESINTVWBR e EREELE T,



ITo5—XyE—ITY
RZARCEETEFREA

BN LT LELE

BIE S LR SNBW0AE

syslog —NIFBEHEEGR SN TRy b EICHD FT (RRShi/
—RDTVYRIP, BEIP. £RIEIZA4T7VMIPT7RLRICER

TNB3HTRYR) o /—RIETAMXyE—IHEZEELLSELEL
feh. syslog —/\D MAC 7 R L RIZXF 9 % ARP BEBRADIGEZZ
FELEFHEATL

1. syslog H—/N\DIELWFQDN £7iE IP 7 RLABAADTNhTWVS
CCEMHERLTLIZEL,

2. syslog P —EXZRITLTVWERI D BEHL TWS =R L
79,

TCP/TLS A SRITINE LT=H . syslog H—N\D 5 DIEEHNER
BREINEFEATL =T YIHELLREINTULAERLDN
T7AT7 74— DB ZXEETIC, S Trv o2 ROY LTV
AEEMDH D £ (—RIVARE) o

1. syslog H—/NDIELW FQDN £/ IP 7 RLZBAADINTWVS
C R L TLLIEEL,

2. RIRSNEE/—RIOVWT, JU YRRy 7= H TRy MU
A, BERY M= TRY MR BLKVIFAT7 R
D=0 — bz A ZHERBLET,. CNEDNZ T v Ih
FYyRT—=0A422 =T A BT syslog F—NIZIL—T 1 27
TN, syslog H—NICEETZS— b1 (U R, BB £
1el&O 547> 8) BET syslog H—NICERETNB K SICRES
NTWBAZezEELET,

3. T7AT I+ —ILIC&>Tsyslog H—/N\DIP ER—KMIJRRS
NTW3B/—RH5DTCP/TLS HEHADT7 7N TOvIEn
TWAWC e ZzERLET,
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IZ—XyE—ITY BIE 5 LUOHRINZI LA E
N—hF—ICLBEGENTIRIESN syslog H—/N\AD TCP FEKIIERICHEIISNhE LD, ZOREALS
¥L7z NEL7e CHIIIRDESBEBANHD £,

* syslog —N\HD'BEEF/-I1X) T— FSNI-HBEMLHD £,

* /—R¥ syslog tt—/\T TCP/TLS RENERZIHENDHD X
ER

BT AT I —IDT A RILIRRED TCP #fiz AL TWSH]
BEMDBD £,
* syslog H—/NDR—b%Z 1) > LTWBIE syslog T —/\H$&#i =
ML -mIgeED B D £9,
a. AJ1L 7= syslog #—/\®D FQDN F£7=1& IP 7 KL X, R— k.
BLUCTORINDELWI EZRERL T ZTEL,

b. TLS ZFH L TW31B&IE. syslog H—/N\TH TLS HMER S
NTWBI xR LET, TCPZFERHLTL3HEIE.
syslog ' —/\6 TCP ZfEAL TWB & ZzMR L X7,

C. 74 RIVIRREED TCP#EFRZFHL AL SICHE 7 717U +—Il
HEESNTUVWEWI L ZERELFT,

TLSEERRETIS—TY syslog F —/N\D'\ 55 L7ct —/\GERAEAD'. $8E L7 CAGERRE /N KR
LWELVIZA47 > MERECEBREDRHD FEATLT.

1. CASIFRENY RILE LV IS0 7> NMIFE (FET388) »
syslog ' —N\LEDOH—/NFERE B LH D e 2R L E T,

2. syslog H—/N\DH —/\FEAEICEE I NS IP{EX I3 FQDN EH
SENTVWBR T ERRLE T,

e yaNasliiey gl S O e syslog L O— K syslog H—/NICEmX I NR <R D, StorageGRID A
FERZEETEIARADE LT

COIZ—MRRSNIT Ny I OJZ2RE LT IL— FRRE Z8HE
L&,
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IZ—Xyt—=ITY BIE S LR SNBW0AE

TSty hRTLELE syslog H—/\MTLS w3 >%#T L. StorageGRID H'ER % #&H
TETFEtHEA.

1. 2OIS—PRREINLTNvIOT =B LT IL— MERE Z24%
ELFT,

2. Af1L7z= syslog H—/ D FQDN F£7ziE IP 7 RL X, R—b. &
O7ORIDELVWC EZRERL TSIV,

3. TLS #FEHL TW3HEIE. syslog H—/\TH TLS BMEHINT
WBZ ez LET. TCPZFEAL TWLWAIFEIE. syslog T —
NH TCP ZFERALTWVWA 2R LET,

4. CASIBRENY RILE LV IS 7 MNERE (FETZHBE) M
syslog U —/\DHY—/N\GEFRE C ERMLH D BB L £9,

3. syslog ' —/\DH—/NFEHEICEBEINS IP X 7zlZ FQDN fEH
SENTVWBR e zHERELET,

HBROBSICKBLELE syslog T —NDRES LUV T A MIFEATNTVWRIEE ) — R KR
INTVWB/—RICTRAMEREZEERTEZ A 1 DULED/—FH
EIEL TVWAaEEMEAH D £ 7,

1. BENB NS TN a—FTa VI FIBICHE ST, /—RBEF>S5A
VT BRERIRTOY—EIDRETINTWVWBR e =EELE
ER

2. RN/ —RTmiscd U —EXZHEEIL £,
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