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Configuration

Configure your StorageGRID system.
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Maintenance

Perform maintenance procedures on your StorageGRID system.

Tasks System Network
Decommission License DNS servers
Expansion Recovery package Grid Network
Recovery Software update NTP servers

Object existence check

BRY
RFERICIFRDB DL E X

 ERFELERE RSN TVWAEWVWI Uy R/ —REY 1 hZHIBRLE T,

CFHLWIU Y R/ —REeYA SBT3 7 DHERIE,

*BEVREELL/ —FOIRET—RDU X NTICERY S /N LIE,

y 3‘_7‘*‘/“17 POBEIG. ATV T -ROEE (EEMETIIRS) ZERBTHLDICFIvIInZF

AT L

Nl

KRITARRBY AT LR TF YV AZRTITIE. ROBHDHBHBD EJ,

* IRTED StorageGRID 12V ADFMZHERT2H. FILLW 12 R%E 7y FO—RFRLTVWET,
C UANUNYTr—S%ERLTVET,

CEIRLIETISAT VAT VINIZTOTvTIL—R. Ky T wv P X SANtricity OS ¥V 7 +
DI TDEHFHY. StorageGRID V7 I T 7 DEHERITIT Do

*y bT7—7
EITTEZRY N T—=IOX T FHFIOREEIZIZ. ROBDHHD T,

* DNS ' —NDBEHREREL £
cJUy Ry FI—UTERINZ Y TRy b ERELE T
*NTP H—N\DBEHRZREL TVET,

FHRIEC B 5o
CAVTFURERBLET

32



cDANINY =272 Ao>O0—-RLET
cJyRrRzEEALEFT
VI TETYTIL—RTB
CUANDVEXYTFHFUR
* SG6000 A L—T7FS5A4T7 VR
* SG5700 AL —T7 547V R
* SG5600 A NL—T7 54T VR
YR—AXZa—
Support (H7R—F) XZa—IllF. TIZAILYR— RO ITFLODRE ST TN a—F 0 VJITIRIL

DATLIVHRREINET, [TR—F ] XZa—IZiE [VY=IL1E[T5—L] (LAZ—) ©2D0D88
PHBDEY,

Support

If 2 problem occurs, use Support options to help technical support analyze and troubleshoot your system.

Tools Alarms (legacy)

AutoSupport Current alarms

Diagnostics Historical alarms

Grid topology Custom evenis

Logs Global alarms

Metrics Legacy email setup
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Two copies at two sites for Tenant A

Description: Applies only to Tenant A

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day 0
Yed ) I >
Site 2 ﬂ i

Duration - Farewver

ILM AR > —|C&B AT 0 bOFHERZE

StorageGRID Y X7 LDT7 I T4 TR ILM R o —lE, IRTOA TP 7 ~DEE. Hl. T—2RE%
FIEL £95

IS5AT7 MR F TS T b% StorageGRID ICIRET B E. A TSI MIT O T4 TRY S —ADIERA
IFoNf ILMIIL=ILICBS LTRDO LS ICEHMEich £,

1L RVS—RHNORIDIL—IDT A IIEDBF T I MI—HTDE. TPV MIZDIL—ILDEDA
HIEICRE > TERDRAEFN. EDIL—ILOEREFIRICHE > TERMHSNE T,

2 RIDIL—INDTANEDBF T MI—BLEBWEE. 7TV ME—BHRONBF TR —
ROBBEDZIL—ILICERS LTFHBESNE T,

3. EDIL=INHFATZTI MI—HLABWVWERIE. RUS—ROT T )L ML—ILOIDAHEECEREF
IEASERENE T, T7FILML—ILIZRY S —ADREDIL—ILTHD., T ILRIIFERATETEEA
IRTDTFY R IRTONT Y by BEUVITRTOAT DI bN—DaVICERTIHREDNHD &
ER

ILM R 2 =Dl

COBFIDILM RU S —E3 DD ILM JIL—ILZFRL £7,
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Aclivate to make this policy the active ILIM policy for the grid.

MName Exampie ILM policy

Reason for change New policy

Rules

1. Select the rutes you want to add to the policy
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannet be moved.

I =+ Select Rules

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A (& Tenant A (56889986524346539742) x
L3 Rule 2: Erasure coding for objects greater than 1 MB (5 — x
4 Rule 3: 2 copies 2 data centars (default) (3 — x

1

COBITIE L= 1 ETFYRAICBIRZIRTOA TV MI—RBLEFIINSDA T U b
3DODYAMI3D2DOLFU—hAE—LTHMRENE T, DT F 2 MNIBTSA T I bIIL—IL
TIC—EHLBRWED, IL—IL 2 ICBS5 L TEHESNE T,

IL=IL2TIF MOTFUEDIRTOATZ I bHP—HLEITH. IMBELORZTVWATI I hDAHH
ZELET, oA TP I MME 3DDOY A RT3 DAL APy —0—FT 4 VT ZFERLTHEMRS
NET, L—IL2DBFTIT I IMBIUTIC—HLABW S, TN5DF T MIIIL—ILIICBS5LT
FHESNE T,

=L 3FRUS—ADREDIL—ILT. TTAILEDIL—ILTHD., T4 RIEEBLEEA., JL—IL 3
Tl =L 1 F£EL—IL 21— LBVWITARTOA TSz rDLFUr— RO —%2 2 DERLET
(IMBUTDOTHYFAICBLTWAREWAT SO R) o
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DASHBOARD

View the list and status of sites and grid nodes.
TENANTS Q Total node count: 12
ILM £
Name 4 Type = Objectdataused @ 4  Objectmetadataused @ = CPUusage @ =
CONFIGURATION
StorageGRID Webscale Deployment Grid 0% 0%
MAINTENANCE
SUPPORT ~ DC1 Site 0% 0%
€ pci-abmy Primary Admin Node 6%
© bciarcy Archive Node 1%
fi DC1-G1 Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-53 Storage Node 0% 0% 4%
A~ DC2 Site 0% 0%
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Current Alerts B Leamn more

View the current alerts affecting your StorageGRID system

¢ Group alerts Active
Name i1 severity LT Time triggered W  Site | Node 11 status i Currentvalues
v i i § minut newest]
On:IZ?:::;ZZ;TCZ:2::?::;;::;3: or cannot be reached by the metrics collection job @ 2 Major 15::::::::3;0 ﬁr:.‘;::t’j 2 Active
Lo ipetishcopacty Minor 25 minutes ago Data Center 1/DC1-51-99-51 Active B el B

The space available on the root disk is low. Total disk space: 21.00 GB

Expiration of server certificate for Storage APl Endpoints

5 P L © wajor 31 minutes ago Data Center 1/ DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate usad for the storage AP| endpoints is about to expire
Expiration of rtificate for M it Interf:
S slerver R anagemeln b .?ce : Minor 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Aclive Days remaining: 30
The server certificate used for the management interface is about to expire
¥ Low installed node memoi adayage (newest) 5
. v . €3 8 Critical ve k 2 Active
The amount of installed memory on a node is low. adayagoe  (oldest}
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Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert & )

Recommended actions

Site / Node
Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2/ DC2-51-93-56
the threshold value for the major alert to determine the default minimum requirement -
for a StorageGRID node. Severity
€3 Ciitical
See the instructions for your platform:
) ) Total RAM size
s YMware installation 538 GB
+ Red Hat Enterprise Linux or CentOS installation
Condition

= Ubuntu or Debian installation View conditions | Edit rule 8

Time triggered

2019-07-1517:07:41 MDT (2015-07-15 23:07:41 UTC)

Close
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— hDEE

FARTOD StorageGRID I—HH 75— b ZRRTET XTI, RootAccess MR X 713 Manage Alerts HEEH &%
38 RDLSICT7S— b 2BEBTZCHTEFET,

* HBT7 T OV DD DEREDEMNZ —HNIIFLT Z2RENHBHEIE. FEDT I — M-Iz
BBIC—EMET ALY MBI EHTEE I, 77— bIL—ILd. Uy FeE B—H1 bk Tk
WBE—/—FTHAL Y METEET,
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Prometheus f812% R L TR EIER L £,

T2 ZIERDORTIE. HB/—RICBEHINT-RAM DEEHN 24 . 000. 000. 000 /N + (24GB)
KB THIHGRICTI— MDA RIA—TNET,
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node memory MemTotal < 24000000000
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IDAA LA L ZMETTET XTI,

Ry bT7a4vIR

RDT4—Fr¥—))—XEXTOMMICY T bU 7 OEEIEE SN THRIN/IHEIE. StorageGRID &
ZTLICKRY F T4 v RZBERTZ2HBELNBHD £,

StorageGRID DRy 74w I RITIE. T4 —Fv— NV I FEET1—Fr¥r—NvIIC&8FEFNHTVWY T K
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StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.

When the primary Admin Node is updated, services are stopped and restaried. Connectivity might be interrupted until the services
are back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase 7]

Ry b T4 v ORI RANCTZARVER/ — RICERAINE T, €DH%. StorageGRID > X 7LD Y
RNRTD/—RTRLY I LI T7N=2a3 > BRITENBZEXT. MOTUY R —RADEY T4 v I RD
BRZERTIVELNHDFT, BLADTVY R/ =R, JUY R/ —RDIIL—TF £IFITRTDI Uy
F/—RZERLT. BARIEFZHXEIIAIATEET,

HFLOUN=3 DRy b T4V IRTE2TIRTOIT Yy R/ —RHAEHINEFITH. K

@ YRITAVIRDEBOZEBERRN. BEDZT1TTD/ —ROBFEDH—ERICLHIEELE
WEEDHDET, I zE. HB2HRY T v IZAD. ARL—Y/—REDLDRY—EX
ICLORELAEVGELHD T,

SANtricity OS 7w 7o L — R

AL=7 7247 ADA ML= bO—ZHEYICHEEEL R WVWEEIE. 0> bO— > SANtricity
OSVYIhrDxzT7DT7YvTIL—RHBREBLLBDZZEHHD £9, SANtricity OS 7 71 )L % StorageGRID >
ATLDTZARVEER/—RIC7vy7O— K L. Grid Manager "5 7y 7J L —RZBERATET Y,

LU @ SANtricity R—2 Tld. SANtricity OS 7w U L—R 77427y O—RTEXT,
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SANTtricity OS

Usethis procedure to upﬂl’idﬁ'!h!‘ SANIncIDy 0% solvware (controller lil’l’!h\'\.’li-&'] on the storage contraliers in your storage apphances,

L. Download the SAMtricity 05 version that is compatible with the storage controllers. If you use different appliance models, repeat these steps for each model.
2. Confirm the storage controllers are Nominal (NODES > applionce node > Hardware) and ready to upgrade,

1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded ane at a time
During the upgrade, a health check is performed and valid NYSRAM is instatled. When the upgrade is complete, the sppliance is rebooted. The upgrade can take

up-ta 30 minutes for each appliance,
4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes laler,

SANtricity 05 Upgrade File

SaNtricity 05 Upgrade File @ Browse

Passphrase

Provisioning Passphrase @

T7AM N7y 7O—RLIcHE. HLRDAML—2 )/ —RELIEIRTD/ —RTT7 v FIL—RZERT
TET. /—FZFERNICERTET B, Vv TIL—RODRAT 2P a— Il zBRICKRETEEXT. Vv 7S
L—RRIC/—RZERBITDE. PRATLICE > TANILAF Y IDREITEIN. /—FICERTE 355137
wIIL—RPA VI b=ILENET,

HEARFIE

StorageGRID & X T LA%ZHEHRT BICIEF. A ML=/ —RICRAML—=URY a—L%BMY 5D BEEOH
ARZHFLWIUY R/ —REEBMTED. FiLLWr—2E> 2 —4%1 bZEBMLEY., SG6060% 7=
[ESGB060XA ML —C T IS4 7V RAZERATRIA ML=/ — KRB Z5E1E. IR TIIL7E1B X
IF2B8EBMLT/ —RORA ML —CREZ2EBEIFIMBFICTEZIENTEET,

WERISIRED S AT LOMWEBZHHE FTICRITTETET, /—RELRBY A P ZEMTZESIE. ETHLL
J—FZBAL. EDQHLIZT )Y ROYEERR—IH SHERFIE 2EITLE T,
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Grid Expansion

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recavery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system.
1. Installing Gnd Modes In Progress
Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

Search Q

Name It Site It Grid Network IPv4 Address ~ Progress If Stage it

DC2-ADM1-184 Site A 172.17.3.184/21 I b Waiting for NTP to synchronize

DC2-51-185 Site A 172.17.3.185/21 e N Waiting for Dynamic IP Senice peers
DC2-52-186 Site A 172.17.3.186/21 [ i) Waiting for NTP to synchronize

DC2-53-187 Site A 17217318721 i Waiting for NTP to synchronize

DC2-54-188 Site A 172.17.3.188/21 " Waiting for Dynamic IP Senice peers

DC2-ARC1-189 Site A 172.97:3.18921 |_I Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new gnd node’s certificates to the StorageGRID system. Pending
4. Starting senvices on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

J—RDoUAN)FIE

gy R/—ROBEIR. N—Fox7. Rk, AL =T VI RXT L FEFY T EI T TOREIC
FoTED/—RFHIELBRLC BRSO, BEEIMMBETLIGEICEET S CHHD T,

gy R/—=ROVANVFIRIZ. VY R/ —FHRRIALEINTWVWE TSV b Tr—LE. EDTVY R/
—RFDRATFICE>TERBDET, JUY R/ —FDORATIEII. BEICRSHENDHBZ U ANIFIEH
HOET, BEIFZ. BEITV YR/ —FODT—RZ2TE3RITFREFEL. BE/ —FZBEILEITHL. VA
NIR—DZ2ERLTREA/ —FZREL. /—FDT—2ZUXLT7LET,

fceZiE. Ro70-Fv— b3 B/ —FTEENMRELIBEOVANVAFIE ZRLTVET,
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

Select Start Recovery to
configure the Admin Node.

v

Restore the audit log.

v

Reset the preferred sender.

v

Restore the Admin Node
database.

v

Restore Prometheus metrics.

ERELEFIE
Ty R/)—=RERIET 22—+ b21{k% StorageGRID > AT LD ZLICHIBRTE XY,



T ZIE RDESBHEIE1 DU EDT Uy R/ —ROERZELETEEXT,
* VRFLICKZIRAML—=S/—REZBNMLIEHEIS. ATV M EFRBLEFENSHRIMNL—D/
— k7% 1 DU LEHIBRT 2555,
CHRRANL—CREZRS THENDH BZHE.
=TT A /) —RERIFETSATVEER ) — RHRRBICH - T5H B,
CHYITENTWVWT, UANULIEDAYSAVICRLIED T3 ENTELRV/ —RABAT U Y RIZEENT
W358,
Grid Manager DEFREIER—CZFHAL T RORATDT Uy K/ —RZHIBRTE T,

* ML=/ =R I BEOEHEBLIDICHRRE/ — RHY A MMIFE> TULRWES
*J—kUzA/—F
*ETSATVER/ —R

Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
Q
Name v Site It Type It HasADC lT Health Decommission Possible
DC1-ADML Data Center 1 Admin Node ) :st E:r;igﬁmm Node decommissioning is
DCL-ARCL Data Center 1 Archive Node ) ?fpgﬂe‘;e Hades decommissisning & ot
[J ocrer Data Center 1 API Gateway Node (V]
DC1-51 Data Center 1 Storage Node Yes o 2';;:;; zit;ei:it::;éiq;i;fii::i Silile
DC1-52 Data Center 1 Storage Node Yes o 2;;:;;2 ii?;?;:;{;zq;;i:;i::i R
DC1-53 Data Center 1 Storage Node Yes () g;;'; zitgeii::::;q;i::ii:;”i pimum of 3
[ ocise Data Center 1 Storage Node No &
D DC2-ADML Data Center 2 Admin Node 0
DC2-51 Data Center 2 Storage Node Yes 0 g:o';i;i ii‘:ei?itg:jgiq;irr;::i ARk

Grid Manager DERELEY o fR—SZFERALTH A FEHBRTE X9, ERCNIY A FOERFLET
& BAREY A FDEIBRESN. T—2DMRFEINE T, YISz 1 FOEBEFEILIBICE > TEENHEEL
7= ARSI FE §H. T—RISRF TN FEDecommission Site 7« H'— R Tld. ¥+ FDFER, o
FDOEFHEDRT. ILM R S —DHET. ILM IL—ILH'5DH 1 FEBEBOHIR. LT/ — ROHEEDERD
7O RAERTTEZXT,
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remove ILM Resolve Node Monitor
Policy References Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity @ Decommission Possible
Raleigh 3.93 MB
Sunnyvale 3.97 MB
Vancouver 3.90 MB Ma. This site contains the primary Admin Mode.

XY RT—=0DATFH 2 AFE
EITTEINEBELRHDIRY N T—I XV TFXFEBICIE. RDHLDOLHD T,

c Uy RRY M= TRy FZEHLTVWET
c Ty FOBARICRIICKRESNIRY N —UREZEZE T 3501F. IPEEY—ILZERALEY
* Domain Name System (DNS ; RXAYX—LI R T L) H—/NDENM. HIFR. EHFH

s Xy hIT=UR2A4LT7ORIIL (NTP) H—NDEM. HIFR. EFr: Uy R/ —RETTF—42HER
ICEIBAENB LSICLET

*J)y RO ORBMESNICAIRED DD/ — FADRY FT—T8FHED) A T

RAMLANILBELUVIRILT T OFIE

—ERD A>T F > AFEIL. Linux £7z1& VMware ICEA N TUL3 StorageGRID / — R, £7zlZ
StorageGRID fERE DZDMD AV R—X > MIEBDHDTT, & xidF. J1)wv R/ —RZHOD Linux
R MZBITLD. Tivoli Storage Manager (TSM) ICEHRISNTWVWET7—AA T/ —RTAXYTFUR
ERITLIEDTBZEHTEXT,

TISATYR/—RoyO—Z>T

TIZATVR/—ROoO—Z>J %2 RT3, JUY FADOBIEDT7 547>/ — %z, ELRE
StorageGRID 1 MMIEENBZHFT L LR R LIRS NIEED 7 TS A 7 U RICHRICEZHRZ D &

NTEEXY, COTOLRTIE. IRTOT—EZBFLWT IS4 7V RICEEIN. W IS4 T72 R/
—RERIRTRIDICT TZA TV ADBBRICED. HTWT IS0 72 ASHRBRIOKREICHED £, /0O
—Z20@F N—=RIz7O7vTIL—R7OCRAEZRELET, Py I L—R7OLRIIHEICEITT
ETTIATVRERMETBHED 1 DL LTHAETEET,
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gy R/ —RDOFIE

BFEDIT VY R/ —RTREDFIERZRITT I2HNELHZBELHDEIT, e zxlE. JUvy R/ —RpUT
— k. FEDITVY R/ —RF—EXDFFCLZEFELECHBEFHNVEICADERHBD EFT, JUv R/
— ROEEFIEICIZ. Grid Manager '5ETTEZHDE, FUy R/ —RicOg14>LT/—RpaTY>
RSAUHDBERITIDIUNENHZDHDHHD £,

BTG
* StorageGRID DEIE
*VINIITETYTIL—RTB
*JUyRFZzRALEY
C ANV EXRYTFUXR

DANINy =240 O0—RLET

DANINY =27 O0— RAJge%s zip 7 71 )L T, StorageGRID & X 7LD
AR M=) R, 7w T L—R, BLPRFICHEREARKBICEED 7 71l
EVIT RO THE ihTUi?o

DANINYT—=ST 7 IILICIE. SRTLEBORES LUREBRDSENE T, Cnilld. H—Nok
ARZBEIPTRLR, BLUVVZATFLDXYTF VA Py I L—R, IBEOBRICHRE Y B3R MDS
WD — RHE ini?oUtAUA/7—/m\7747Uﬁﬂ/ REEBEEHNS Y AN TIEEICH
BT,

StorageGRID AT L%ZA VA M=)LT2LEIE. VANUNY =T 70024 O0—RL. D7
FAINDAVTIUOVICEEICT VLA TEZ 2RI AIMNELHD T, CDOT71ILIE
StorageGRID X7 LDF7 ) w R MROAPDEEICHEWN. XTFH2ART YT L—ROFIENBREICK
2B RICH. BRI VO—-—RITIURELHD FT,

Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the arid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe, secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used to obtain data from the StorageGRID system.

Provisioning Passphrase seannd

Start Download

JANIYNYT—S T 7L ER O O—RLTOAVT VY EZREBBETEZ L EHELIZ5. 2 D00%4ER
BERICUANIONY T —S T 70 )2 dE—LE T,

@ DANINYr—2 T 74 )LICIE StorageGRID & X T LADS T — 2 ZBIS T 31O DS+ —
ENRT—ROAFENTVB D, BRICFRETIHEDNDHD £,

BB
VI TETYIITL—RTB
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*JVykrZERALET
*UANVEXDTFUR

StorageGRID DY R— A S 3> FERTS

Grid Manager (Cl&. StorageGRID ¥ X 7 LATHE DRELIBRICT I ZAILTER—
fEBETRODF T arhBERINTUVET,

AutoSupport ZEREL XY

AutoSupport H$REZ EFA 9 5 & StorageGRID Y AT LADANILZAA Y=V ELUVRAT—EIXvtE—T%
TOZAINYR—FIEETETFET, AutoSupport ZEAT 3 & BIREDRIE L #RICH D 2 Bl % KigllkE
MTEET, Fleo PRXATLORAML—YZ—XZERL. FILWLW —ROH A N ZEBIMTA3HRENHZHE
SHZHETBHDERHITVET, BEIZISLET. 1 DDRIDIEEIC AutoSupport X vtz —T % %X(F
TARLDICRETETF T,

AutoSupport & Grid Manager ( * support * > * Tools * > * AutoSupport * ) ZFERLTHRELEFT, *
AutoSupport * | R=JICIE. *BRE*C*BER* D2 202 THHBHFT,

AutoSupport

The AutoSupport feature enables your StorageGRID system to send periodic and event-driven health and status messages to technical support to aflow proactive monitoring
and froubleshooting. SterageGRID AutoSupport also enables ihe use of Active I1Q for prediclive recommendations.

Settings Results
Protocol Details

Protocol @ & HTTPS HTTP Zr SMTP
NetApp Support Certificate Validation @ Use NetApp support certificate Y

AutoSupport Details

Enable Weekly AutoSupport @ rd
Enable Event-Triggered AutoSupport @ [«
Enable AutoSuppori on Demand @

Software Updates

Check for software updates @ [

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ ‘ Send User-Triggered AutoSupport

AutoSupport X vt —JICEENBBER

AutoSupport X EZ—JICIEFRD &L S RIBRMNEZENF T,
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The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting
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Metrics

Access charts and metrics to help troubleshoot issues.

© The tools availahle on this page are intended far use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

* hitps://

Grafana

f st
ymetrics/graph

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain

graphs of important metric values over time,

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Network Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC-ADE

EC- Chunk Service

EC Overview

Grid

LM

Identity Service Overview
Ingests

Node

Maode (Internal Use)

OSL - AsynclO

Platform Services Commits
Platform Services Overview
Platform Services Processing

Replicated Read Path Overview

53- Node

S3 Overview

S3 Select

Site

Support

Traces

Traffic Classification Policy
Usage Processing

Virtual Memory (vmstat)

Metrics X—< D Prometheus €223 >0 >0 %ZERAT 5 L. StorageGRID IE1ZDREDEZRBEL .

DIEDHRZT 5T THBETTET,
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O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ ZHIIC private B'& £ N2 IEEITIHNEBERTY, StorageGRID D) —X T ICFERLKEE
TNB3TEHHDET,

Remove Graph

Metrics R—2 D Grafana o> 3 >N >0z ERT 5 . FEDFB L £ HIC StorageGRID 512D T
THEESUEBEBADH Y a2 R—RICTIVERTEET,
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Diagnostics
This page performs a zet of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

* Cassandra blocked task queue too large v
* Cassandra commit log latency v
* Cassandra commit log queue depth v
* Cassandra compaction gueue too large v

B e i i ™ e P e e e T T g o e
BEDEZMEI v I T3, ZHEZDREDERODFMAINRRINET,

CDHITIE. StorageGRID ¥ 2T LD ITANTD ./ —RDIRED CPU FIARARRIINATUVE T, §ART
D) —RDENEEEZEED LETVMEZ FE->TWET0. ZHOLEM BRI T—4 X TEE] T,

CPU utilization A~

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, accass the Node Grafana dashboard.

Status Mormal
Prometheus sum by {instance) (sum by {instance, mode) (irate(node_cpu_seconds_total{mode!="idle™}[5m])) / count by
query (instance, mode)({node_cpu_seconds_total{mode!="idle"}})

View in Prometheus (8

Thresholds Attention == T75%
© Caution =>=95%

Instance 1T CPuU Utilization 11

Status ~
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-81 8.708%
DC1-52 8.142%
DC1-83 9.669%
DC2-ADMA 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-82 5.000%
DC2-53 10.469%
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Topology example: Grid Network only

/\  Admin Node

Storage Node

O Gateway Node

Grid Network
200.200.200.0/24

Provisioned
GNSL = 200.200.200.0/24
Grid Network

Nodes IP/mask Gateway
Admin 200.200.200.32/24 200.200.200.1
Storage 200.200.200.33/24 200.200.200.1
Storage 200.200.200.34/24 200.200.200.1
Storage 200.200.200.35/24 200.200.200.1
Storage 200.200.200.36/24 200.200.200.1
Gateway 200.200.200.37/24 200.200.200.1

System Generated
Modes Routes Type From
All 0.0.0.0/0 = 200.200.200.1 Default | Grid Network gateway

200.200.200.0/24 - ethO Link Interface IP/mask
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Topology example: Grid and Admin Networks

Grid Network
172.16.0.0/16

4 3

L

Admin Subnet
10.10.1.0/24

/\  Admin Node

D Storage Node

O Gateway Node

Admin Subnet
10.10.3.0/24

Admin Subnet
10.10.2.0/24
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Provisioned

GNSL - 172.16.0.0/16
AESL (all) = 10.10.1.0/24 10.10.2.0/24 10.10.3.0/24

Grid Network

Admin Network

Nodes IP/mask Gateway IP/mask Gateway
Admin 172.16.200.32/24 172.16.200.1 10.10.1.10/24 10.10.1.1
Storage 1 172.16.200.33/24 172.16.200.1 10.10.1.11/24 10.10.1.1
Storage 2 172.16.200.34/24 172.16.200.1 10.10.3.65/24 10.10.3.1
Storage 3 172.16.200.35/24 172.16.200.1 10.10.1.12/24 10.10.1.1
Storage 4 172.16.200.36/24 172.16.200.1 10.10.1.13/24 10.10.1.1
Gateway 172.16.200.37/24 172.16.200.1 10.10.3.66/24 10.10.3.1
System Generated

Nodes Routes Type From
All 0.0.0.0/0 > 172.16.200.1 | Default Grid Network gateway
Admin, 172.16.0.0/16 -> ethO Static GNSL
Storage 1, 10.10.1.0/24 S ethl Link Interface IP/mask
3,and 4 10.10.2.0/24 =  10.10.1.1 Static AESL

10.10.3.0/24 - 10.10.1.1 Static AESL
Storage 2, 172.16.0.0/16 - ethO Static GNSL
Gateway 10.10.1.0/24 - 10.10.3.1 Static AESL

10.10.2.0/24 - 10.10.3.1 Static AESL

10.10.3.0/24 = ethl Link Interface IP/mask
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Topology example: Grid and Client Networks

Grid Network
172.16.0.0/16

/\  Admin Node

Client Network D Storage Node

37.5.5.0/24
O Gateway Node




Provisioned

GNSL = 172.16.0.0/16

Grid Network Client Network
Nodes IP/mask IP/mask Gateway
Admin 172.16.200.32/24 37.5.5.10/24 37.5.5.1
Storage 172.16.200.33/24 37.5.5.11/24 37.5.5.1
Storage 172.16.200.34/24 37.5.5.12/24 37.5.5.1
Storage 172.16.200.35/24 37.5.5.13/24 37.5.5.1
Storage 172.16.200.36/24 37.5.5.14/24 37.5.5.1
Gateway 172.16.200.37 /24 37.5.5.15/24 37.5.5.1

System Generated

Nodes Routes Type From
All 0.0.0.0/0 > 37.5.5.1 Default | Client Network gateway
172.16.0.0/16 > eth0 Link Interface IP/mask
37.5.5.0/24 > eth2 Link Interface IP/mask
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Topology example: Grid, Admin, and Client Networks

Admin subnet
172.17.100.0/24

Admin subnet
192.168.0.0/16

Western
Data Center

TO-

Grid subnet
100.100.100.0/24 Client Network

WAN

l,_.---...

-

Grid gubnet Client Network
200.200J200.0/24

4 3

Eastern
Data Center

Admin subnet
10.10.1.0/24

/\ Admin Node
[] storage Node

Admin subnet
10.10.3.0/24

Admin subnet
10.10.2.0/24

Admin subnet

O Gateway Node
172.17.100.100/24

O Archive Node
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