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Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. Reboot
Maintenance mode
Places the appliance's compute controller into maintenance mode. Maintenance mode
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Enter maintenance mode on S2-10-224-2-24 X

You must place the appliance's compute controller into maintenance mode to perform certain maintenance procedures on the appliance.
Attention: All StorageGRID services on this node will be shut down. Wait a few minutes for the node to reboot into maintenance mode.
If you are ready to start, enter the provisioning passphrase and select OK.

Provisioning passphrase
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EHRAN——ED X vt — ( [Request Sent ] . T Stopping StorageGRID j . [ Rebaling J %
E) NI TTSAT VAKX TFHF UV RAE—RIBITIT2ODFIEEZETTLTVWEA e ZR L TULE
ERS

S$2-10-224-2-24 (Storage Node) == X
Overview Hardware Network Storage Objects ILM Tasks
Reboot

Reboots the node. Reboot

Maintenance mode

Places the appliance's compute controller into maintenance mode.

A\ Attention
Your request has been sent, but the appliance might take 10-15 minutes to enter maintenance mode. Do not perform
maintenance procedures until this tab indicates maintenance mode is ready, or data could become corrupted.

— O Rebooting...
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S$2-10-224-2-24 (Storage Node) &2 "

Overview Hardware Network Storage Objects ILM Tasks
Reboot
Reboots the node. ‘ Reboot ’

Maintenance mode

Places the appliance's compute controller into maintenance mode.
0 This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

o https://172.16.2.24:8443
o https://10.224 2 24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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A This nodedis in maintenance mode. Perfarm any reguired maintenance procedures. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantroller,
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Reboot into StorageGRID * %3#RL £ 9,


https://169.254.0.1:8443+`

NetApp” StorageGRID® Appliance Installer

Home Configure Networking - Configure Hardware - Menitor Instaliation Advanced -

RAID Mode
Reboot Controller Upgrade Firmware

Request a coniroller reboot. Reboot Controller
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View the list and status of sites and grid nodes.
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0\ Total node count: 14
CONFIGURATION
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARC1 Archive Node 40
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%
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View the list and status of sites and grid nodes.

ILM

A

0\ Total node count: 14
CONFIGURATION
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
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Grid Network

The Grid Metwork is used for all internal StorageGRID traffic. The Grid Metwark provides connectivity
between all nodes in the grid, across all sites and subnets. All hosts on the Grid Network must be able to
talk to all ather hosts. The Gnd Metwork can consist of multiple subnets. Metworks containing critical grid
senices, such as NTP, can also be added as Gnd subnets

P ® Static (O BHCP
Assignment
|Pvd Address 17216.3.72/21
(CIDR)
Gateway 1721601

A All required Grid Network subnets must also be defined in the Grid Metwork Subnet List on the
Primary Admin Node before starting installation

Subnets 172.18.0.0/21 ®
(CIDR)
172.18.0.0/21 x
192 168 .0.0/21 + X
MTU 1500 kB

3. REICEEN N BITNUE. T*RE*1 ZFRLET,

4 /—RuE)T—rLZFTJ, StorageGRID 7 FSAT7 VX« 41> A —SH5. Advanced>*Reboot
Controller* Z3ZRL. XOWITNHDA T 3>z EIRLF T,

° Reboot into StorageGRID * #3#RL. /—FZJ Uy RICBEMLTO>Y cO—5%)TJ—FLE
To AVTFUVRAE—RTEEZRT L. /—RFEEBEIMEICRTE RN TETTCLBRBERIE. CDF
T EERLES,

C XVTFIVRE—REMHIFLI-FEFOMO—-5%) J—+93ICIE. * Reboot into Maintenance
Mode * Z:ERL FJ., (CDATFUavid. A FOA—FHXA YT FIURE—RQESZICOMAMERAT
TEY) o TDATFTIVIE V)Y RICBENMT3HEIIC/ —RTEBMDX YT+ ANBERITY
BZRENBHIHEIERLET,
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RAID Mode

Reboot Controller Uparade Firmware

Fequest a controller reboot.

Reboot Controller

TISAT AN T—=r LTIV Y RICBBMTZETICRK20 92 ehHDFET, UIT—
AT L. /—FHBBUOIT Uy RIZBMLIEZ C Z R 9 51CiE. Grid Manager ICRD &9, / —

ke

*R=TIIE TITAaTBT = DB/ —RRT Uy FICEREINTWVWE 2RI 7c®d

ICe VTS5 AT7VR/)—ROBERT—RR (742 HL) BRRINE T,

DASHBOARD

ALERTS
NODES
TENANTS

ILM

CONFIGURATION

MAINTENANCE

SUPPORT

E e E:

M NetApp | StorageGRID Grid Manager Q @~ ARootv

Nodes
View the list and status of sites and grid nodes.
0\ Total node count: 14
~
Name = Type = Objectdataused @ 2=  Object metadataused @ 2 CPUusage @ =
StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

StorageGRID DEIE

DNS U —/\DFXEZMHRALET

DT TSATVR/)—RTRAEFAINTVWE RXAAM Y R—LI AT L (DNS)
—N\ZHEL. —RHNICEEITS N TEET,
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WMERHD
CINTRTITIT 7T ATVREAYTF U AE—RICLFE LT
CDRRTIZDOWVWT

KMS D7RRX RAIEIP 7 RLRATIFBRL RAAMVHELTEESNTWS . BEILENTFS14T7R
Hx—BFEBH—/\ (KMS) F/HIEKMS 3 XRICESETETRVEEIE. DNS H—NEREDODZEHNE|C
RBZEDHDFES, 747 AD DNS BEICMRA EBIF—FRHNABHDTHD, X>FTFVXE—FR
ERTIDERbDNET, CNESOEBEZKEMICITSICIE. Grid Manager TDNS —N\%ZiEEL X (*
maintenance * > * Network * > * DNS servers * ) o

* DNS RED—HNBREENHREICHZDIE. KA FAICIP 7 FLXATIR G TLEH R X1 > Bz ER
LTKMS H—N\HAERINTWVWBE/ —REBESLT7 IS4 T7 VY ADATY,

* /= FESETTIAT U RE A BZEBLTKMS ICERT 35813 Uy FRICERINT
L3 DNS H—/\D 1 DICER T DREBED DD T CNSDDNSH—/ND 1 DHN RAAVHZIPT
FLRICELRLET,

* /=BT U Yy RODNS H—NIZTIEXTERWEE. Fld/ —RFRESKTTISA47V X/ — KRR
F75A2DEEICT )y FE2ED DNS REZZELIHZEIE. / —FIFKMS (CEHRTEEEA. 7
T4 T7 A LOBESEENT-T—RIF. DNS B&E IBREINZFTESILTET A,

KMS &5t % [Ek 9% DNS B2 2 2R 9 5121, StorageGRID 7 ISA TV RA VA R—5T1 2UED

DNSH—NDIP7RLRZIBELF T, CO—FMIA DNS BREICKD. 7T Z4 7> RIF KMS [ZHEH L

T/ —REDT—2%ZEBLTEIECHTETET,

e ZUE. BELIN/ — R F 751400 EFIZT )y RO DNS H—N\HEEINLIHZE. / — RIFA
IO DNS X £EFRL TVWREH. AV SAVICE2TEBEATKMS IC7 VA TERCADE

9o StorageGRID 7 /SA TV AA YA M—=FTHLWLWDNS H—N\DIP 7RLRXAZANTRE. KMS #

BieERALT/ —RODT—RZEBSLTEET,

FIE

1. StorageGRID 7 754 7> X1 XA k—5H 5. Configure Networking *>*DNS Configuration % iR
LE¥d,

2. 3BELIEDNS H—NHELWVW I EZRERL T EE L,

DNS Servers

A\ Configuration changes made on this page will not be passed to the StorageGRID software after appliance installation.
Servers

Server 1 10.224 223135 x

Server 2 10.224 223136 + %

3 MEICIHLT. DNSH—NEZTELFT,
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@ DNS REICN T BEEIF—FNBHDTHD. XUTFUIAE—RZRTIBeRDNE
ERS

4. —B5RY7 DNS REICRED BT, *RF* Z&ERL X7,

J—RiF. COR—JTEEINTWVS DNS H—N\HREZHEAL TKMS ICBERL. /—FLEDT—
HZESILTEBLSICLET,

S J—RF—apEsftEnis5. /—R%Z1)TJT—rLZET, StorageGRID 7 FSAT7 VR A VA M—F
H5. Advanced>*Reboot Controller* ZERL. XOWITNHADA T a3 Uz ERLE T,

° Reboot into StorageGRID * Z3#RL. /—FzZzJ Uy RICEEMNLTO>Y cO—ZZ)J—rL X
To AVTFHFVRAE—RTHEEZRET L. /—RZEBBEICRIERITTTCVBRFEIE. C0F
ToavEBERLET,

CXAVTFIURE—REMIFZILIEEFEOMO—F% ) T —FJ3ICIE. * Reboot into Maintenance
Mode * Z:#EIRL Fd, (COATavid. A bO—SWAYTFUYRXE—ROEZICOAMEAT
TEY) o TDATFTIVIE VY RICBENMT3HEIIC/ —RTEBMDX YT+ ANBERITY
BPRENHBIHEIERLET,
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RAID Mode
Reboot Controller Upgrade Firmware
Fequest a controller reboot. [ Reboot Controller |

e

(| (|

J—=RR)T—=rLTHUY RIZBUSINT S L. Grid Manager ICU X FTNTW3B
@ S RTLLED DNS H—N\HMERINET, JUy RICBEMLIEHEIF. 7TS5A

TIUADPRA YT FURAE—RDE EFIC. StorageGRID 7 54TV AA VA L—FT

BEINE—RNAEDNS H—N\WBT7 T4 T7 VXA THERINBRLABDET,

FIZ2AT7ZAN)T—=r LTIV Y RICBEMTZETICRK 20 9B ehHBDOET, VT—
EATET L. /—RHBBUOI VY RIZBMLIEC CZEERT 5ICIE. Grid Manager ICRD £9, / —
R*R=JICIE. TITATRBRTS— DB/ —RBTDy RICERTNTVWRZCERT D

IS PTSATVR/—ROBERT—R2R (P4 VHL) BERRSNTE T,
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DASHBOARD

ALERTS

TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

AVTFYXAE—FR (SG100 55XV SG1000) TH ./ — R
SLDER

AVAN=IRICTIZATRAD /) — RIEES{tZEMCLISGEIE. / —RES{ED
RERF—BIEH—/N (KMS) DOFHLBY. 72147/ —RD ./ —FKREBS1t
AT—RRAZEHTEXT,
HEBRHD

CAVRAN=IIRIIZTISATVAD /) — RS EBMICLTce TTSATVADA VA M—=)LRIC/ —

REES{EZEBMCTAZCIETEEFE A

CINTRTTIT 7T TATVREAYTF U AE—RICLFE LT

FliE

1. StorageGRID 7 7S5 A 7Y XA VA R—=SH5, *N—RIUTT7DHRE*>* /—RES{L* T EIRLZE
ER
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate >

Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

Node Encryption R—JCIE. XD 3 2D 3a>hH D FT,

° Encryption Status ICI&. 7 T54 7YX T/ — RESIEHENHEDIHIDRRIEINET,

o X —EFEY — NOFEMICIE. TTSA TV ADBELICERINTULS KMS ICEET 3IBHRHITRS
nNExd, —NBELVISAT7 Y MEBBZDOE I a>ERETD . BEDEFHRS LUV T—4
AERRCTEET,

* HIRRYINDFIBRE D EH 4 . EEAZBADOREICN T 5ICi1d. 25 L T T L KMS D5
ET 7o

* KMS R X FADESH TFHLAVEENRET Z5E1F. ZRBERALTLETVL FXTYy2—LY
X7 (DNS) H—/\D'ELWCE ELTEN T TZAT7VADXZY FIT—OHELLLERES
NTWBZ &,

FAEAEORMBZRRTEIHRWEEIE. T ZALYR-MIBBULEHE I,

°KMSKey Z2 7928 7TZATVAD /) — REBESEHERICAR D, StorageGRID H-1 ~AIC
RESNTVWBR T ISAT7VREF—BEBY —NOROBEERITIRRIN. T7TSATVADTA
TOT—EADHIBRINE T, RITIIBELNHDEFI KMS £—% 2 1) 7L £7 5D StorageGRID &
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RAID Mode
Reboot Controller UUpgrade Firmware
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(D) ()

TIIAT VAN T—r LTIV Y RICBBMTZETICRK20 9D 2 ehHDFET, UT—
AT L. /—RHABBUIT VY RIZBMLEZ 2R T 51C1&. Grid Manager ICRED 9, / —
R*R=JIZIE FOTATBTI— DB/ —RHBT )y RIZERINTVWE L Z RSO

IS 7TSAT7VR/—ROBERT—RRX (FA4A>%HL) BRRSNETD,



= N NetApp | StorageGRID Grid Manager earch by page title Q @-v ZRootv

DASHBOARD

ALERTS

TENANTS B
View the list and status of sites and grid nodes.
ILM
Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

BEEIBR
StorageGRID OEIE

F—EBEY-NOREZIVT7LET

F—BEY—/N (KMS) OREZIVTTBHE. 7TS5AT7 AT/ — FESEHE
MCEDE T, KMS DFREZIVTITBE. T 7’7’1’7‘/2@7‘ ZIITELRICHIFR S
N 77CXATERLBDET, COT—RIFVANUTEEE A

BEZHD
TIIATVRALETT -2 2RI 2UENDHZ5EIE. KMS DEREZT VT I 3H1IC. /—ROERZF
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

L g

@ KMS OFREZ V)7 I3E. TTSAT7 VR EDT—2WRLICHIFREINE T, CDT—
FIFVANITEFE A,

3. V4V RIUDTET, *KMS =20 U7 LTT—X%ZHIBR* ZBRLFT,

4. KMS 0t E 2 U 7 L THRIEN R WIFEE "*clear” ¥ AF1L TH'5 'Clear KMS Key and Delete Data
ZERLEYT

29



A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |

Cloar KMS Key and Delete Data
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