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KMS setup

Create a StorageGRID
client in the KMS

Obtain KMS details:

¢ Host names and port

s Alias for encryption key
e Server CA certificate

* Public client certificate
e (Client private key

Add KMS to Grid Manager
for a site or group of sites

Poweron
or reboot?
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Appliance setup

Enable node encryption in
Appliance Installer

install appliance:

e Disks are encrypted
with data encryption
keys (DEKs)

* DEKs are encrypted
with temporary key
encryption key (KEK)

Deploy appliance asa
node in StorageGRID

Has a KMS

been configured for
the site?

Appliance receives KMS
configuration

Appliance connects to
KMS to request key

KMS key replaces
temporary KEK

Appliance is secured by
KMS
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Default KMS Site-specific

KMS

( = ( =
v v

Data Center 1 Data Center 2 Data Center 3

EEMEEEREEE

YA MIERATDKMS #2EEITE1—XT—X

1D

RDORIC, Y1 bDKMS Z2EET 2 —RNBT —RCHELFIEZzXZEHET,

YA EDKMS ZEETHI—XT7T—2X HERFIE

YA REBEDKMS T RUA 1 DUEHD., ENE Y1 FEEDKMS #iRELF T, [* T —BENR*

DIVRID1D2ZTIAILEDKMS ELTERYT 174 —JLRET, BIOKMS (774K KMS) T

BRELNHDET, BEINTLWAVWYS M *ZFIRLET, U1 FEFE
DKMS BT T AILFDKMS ¥ LTERIND LS

ICRDET, EADKMS ZEALTVLWEWLY A M
HERAINE T,

F—EEY—/\ (KMS) ZiR&ETS

TI7AI LD KMS ZEHRAL T, IEBICFHFLLWEY 1L FHLWSHA NMIHZ T IS4 TR/ —RBT7
MREEMTBIRELRHD T, FiILWLHA MIIFT FIL D KMS IC& > THES(LEADIBESIE.

T EDKMS ZFEARALEBVWTLIEETL, KMSY 7 o x7%Z=EALT. IRED/N— 3

YOBESEF—ZT T AL D KMS H 5L L
KMS ICOE—L &9,

2. Grid Manager Z A L TH L LY KMS ZENML.
A4 hZBIRLEFT,

F—EIEY—/\ (KMS) ZEMI S
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KMS % StorageGRID 2B 2HIIC. SAMBF—BET—NFLIEKMS 75 ZX2D
547> k2 LT StorageGRID Z5RE T I2HEHLHD £7,

CDRATIZDWVT
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tx—%8BELEI,
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ZIERFEIFEEL X A
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FLEFIP7RLAZANTIRELNHD £9,

ﬂ—/\;IEEHELEt\ KMS D KMIP 1 > #—J7 244 ATHERAINTVWSIAZ L — I I3HNENHD &
T, BEIFR—k 5696 HMERAETNE T,
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FiRETEIFLE T,
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Key Management Server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key managemeant server (KMS) to manage the encryption keys that protect vour StorageGRID at
rest,

Configuration Details Encrypted Nodes
You can configure more than ons KMS (or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manags the keys for the appliance nodes at a particular site.
Before adding a KMS:

» Ensure that the KMS is KMIP-compliant

= Configure StorageGRID as a client in the KMS.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID

‘+ Cregte | | # Edil | | @ Remove
KMS Display Name © Key Name © Manages keys for © Hosthame © Certificate Status ©

No key management servers have been configurad. Select Create

2. T*Create*] ZEIRLEJ,

Add a Key Management Server (F¥—EEH—/\DEM) T HF—RFROFIE1 (KMS OFHlZ A7) H
RREINET,

Add a Key Management Server

0 :

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Enter information about the external key management server (KMS) and the StorageGRID client you configurad in that
KMS._ If you are configuring a KMS cluster, select + to add a hostname for each server in the cluster.

KMS Display Name @
Key Name @
Manages keys for & — Choose One - v
Port © 5606

Hostname @ 4

3. KMS £ L U'5&%E L 7= StorageGRID 7 541 7> b DIE#HR%Z KMS TAAL £,
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KMS RT=%&

*F—%

DF—ZBELEY

N A

GG

CDKMS ZRHETBDICRILDODNDRT U
Ao 1~64 XFTHEEL X T,

KMS D StorageGRID 7541 7 > ~DIERER F+ —
TAVT R, 1~255 XFTHEET PHEDHD &
ED

D KMS (CBSE#d 3 StorageGRID H 1 &S
LTLETV, FETHNIX. U1 EBEDF—F
BH—NZRELTHHS. IRIE THO KMS TEIE
INTVEVTRTOYA FEFT 4L kD KMS
TRETBIHELHD XTI,

*BTBEDYA DT TSAT7 R/ —ROIESE
F—ZZDKMS TEIEIBZEEI. T1h%E
ERLE I,

* I * Sites not managed by another KMS (F7
FILEKMS) *1 Z&RLT. EHDKMS &
FOEROIRTEMLIEY 1 MIBRESNS T
TAHIEDKMS ZREL X7,

° 3 *UAEICT 7 #JL b KMS THEES{tETh
TWeH o FEZFIRLTH. LWL KMS
IZTTDESIEF—DREDON—T 3 V%R
HLED-TEE. KMS OREXRET
. MEELS—HDHELET,

KMS 1 —/\h' Key Management Interoperability
Protocol (KMIP) DBEICERT3R—b, 77
)L b TlE. KMIP F287R— kT3 % 5696 HMEH
TNET,

KMS OB R X1 V& FIZIP 7RL X,

s X *H—/NNEEEAZED SAN 7 1 —JL RIZIZ.
CCICANTBFQDN £7/213IP 7 RL R ES
DBIUELHDET, F5LEBLE.
StorageGRID (& KMS 7 5 X ZHD I RTDH
—NICEHRTERABDET,

4. KMS 7522 %ZERALTVWSHEIF. T7RLESZERLET $ V7 RFZRADET —NDHRI b&%ZE

mLEs,

S. T*RA*) ZEIRLE T,

Flg2 : y—NGEEZ 7Yy IO—- K93
F—BEY-—NOEMVsHF—RFOFIE2 (F—N

SFBRE%A 7w FO—R) T. KMS OH—/NiFEEE (71

ISEEBRENV RIL) 7y FO—RLEd, H—/\FIBRE%ERT % &. &8 KMS & StorageGRID (Xt L
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TEHEZREETEEI,
FIE

1. FEg2 (H—N—3AZED7v7O—R)

DIFFREBRLE T,

Add a Key Management Server

3
Enter KMS Uplead Upload Client
Details Server Certificates

Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificaie allows the KMS to authenticate itself to StorageGRID.

Server Certificate €

Browse

2. FBRET FAIINLET Yy FO—FLET,

Y —/NEEBAE DX 2T —EANKRREINE T,

B, RESNTNSY —/\—EORE - (HERAE A KL
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Add a Key Management Server

o 0

Enter KMS Upload Upload Client
Details Server Certificates
Certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) ora
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

Server Certificate @ Browse k170vCA pem

Server Certficate Metadata

Server DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Root CA
Serial Number: 71:CD:6D:72:53:B5:60:0A:8C:69:13.0D0:4D:D7 .51:0E
Issue DN:  /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySacurs Root CA
lssued On: 2020-10-15T21:12:45.0002
Expires On: 2030-10-13T21:12:45.0002
SHA-1 Fingerprint: EE:E4:6E:17:86.DF:56:B4 F5:AF:A2:3C:BD:56:6B:10:DB:B2:5A 79
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Add a Key Management Server

—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate € Browse

Client Cerificate Private Key @ Browse

oo | e [

N
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Server Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server ON:  /CN=admin/UID=
Serial Number: 7D:5ABA2T:02:40:C8:F5:19:A1:28:22:E7:D6:E2:EB
Issue DN: /C=US/ST=MD/L=Belcamp/O=Gemalto/CN=KeySecure Hoot CA
Issued On: 2020-10-15T23:31:48.0002
Expires On: 2022-10-15T723:31:48.000Z
SHA-1 Fingerprint: A7:10:AC:39:85:42:80:8F FF:62:AD-A1:BD:CF:4C:50:F 3:E9:36:65

Client Certificate Private Key @ Browse k170vClientKey. pem
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[fR7E (Save) 1%Z&ERLZ,

F—BEY-—NCTTSAT7VR/—ROBOERZTANLET, IRTOEGENEMT. ELVLVF—
M KMS ICH BB EIE. #1L LW F—FEH —/\H Key Management Server R—J DORICBIIINE T,
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Add a Key Management Server

O—0 0

Enter KMS Upload Upload
Details Senver Client
Certificate Certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the
external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client Certificate @ Browse k170vClientCert pem

Server DN:  /CN=admin/UID=
Serial Number: 7D5A8A2T.02:40:CH:F519AT1.28:22.E7V-DG:E2.EB
Issue DN: /C=US/ST=MD/L=Belcamp/0=Gemalto/CN=KeySacure Root CA
Issued On: 2020-10-15T23:31:45.000Z
Expires On: 2022-10-15T23:31:49.000Z
SHA-1 Fingerprint:  A7:10:AC:39.85:42:80:8F FF 62:AD:A1:BD:CF-4C:90:F3:E9:36:69

Client Certificate Private Key @ Browse k170vClisntKey. pem

Select Force Save to save this KMS without testing the external connections. If there is an issue with the configuration,

you might not be able to reboat any FDE-enablad appliance nodes at the affected site, and you might lose access to
your data.
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A Warning

Canfirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected site, and you might lose access to your data.

=1
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KMS DFil=mEs2 L X9

StorageGRID > X 7 LD EF—EEH—/\ (KMS) ICET2BHREZMERETZZcH
TEXY, CNIClEF. T—NEEBE I SA4 7Y FMEREDIREDRAT—X XD EEN
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[Key Management Server] R—HRREINFE T, Configuration Details Z 71ZI&. RESTNTLWEIA
TOF—EBY—N\HRRINET,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modas

‘You can configure more than one KMS (or KMS cluster) io manage the encryption keys for appliance nodes. For example. you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

Ensure that the KMS iz KMIP-compliant.

Configure StorageGRID as a client in the KMS.

Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID.

| 4 Create | ‘ # Edit | | o Remove|

KMS Display Name € Key Name © Manages keys for & Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.95 164 «" All certificates are valid

2. EKMS ICDWT., RDIEHREERZLE T,

J1—JLR &nFA

KMS R4 KMS DR 2 %4l

*F—% KMS RID StorageGRID 514 7> hDF—IT A1)
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DF¥F—=BEBLET KMS (ZBSEfFIF 51T L\ StorageGRID H ko

CDT 1 —ILRICIFE. FED StorageGRID 1 ~
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BEINTLWARWYA L *BRRINET
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LRE*>*xa) T > F—BEF-—N*"ZBRLET,

[Key Management Server] R—IHRREINFE T, Configuration Details X 7IZI&. REBAHDIANTD
F—BIEY—/N\DRRINZET,

Key Management Server

If your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS} to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted Modes

‘You can configure more than one KMS (or KMS cluster) io manage the encryption keys for appliance nodes. For example. you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

» Ensure that the KMS is KMIP-compliant.
« Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administaring StorageGRID.

| 4 Create | ‘ # Edit | | o Remove|

KMS Display Name Key Name © Manages keys for &

Hostname € Certificate Status ©
® | Default KMS test

Sites not managed by another KMS (default KIMS) 10.96.95 164 " All certificates are valid

2 R—UQLEHHS. [ BESESN/ —R ] 2T ERRLET.

Key Management Server

If your StorageGRID system includes applianca nodes with Full Disk Encryption (FDE) enabled, you can use an external key management server (KMS) to manage the
encryption keys that protect your StorageGRID data at rest

B . |

Configuration Details Encrypted Nodes
e

You can configure more than ana KMS {or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one

default KMS to manage the keys for all appliance nodes within a group of site= and a second KMS to manage the keys for the appliance nedes at a
particular site.

[Encrypted Nodes] % 7'ICI&. StorageGRID X T LT/ — RESIL * BREHNBMCBR>TWVWBE T 1
YR/ —RHBRRINET,

Configuration Details Encrypted Nodes

Review the KMS status for all appliance nodes that have node encryption enabled. Address any issues immediately to ensure your data is fully protected. If no KMS exists for a site
select Configuration Details and add a KMS.

Nodes with Encryption Enabled

Node Name Node Type Site KMS Display Name @ Key UID & Status ©

SGA-010-096-104-67 (§ Storage Node Data Center 1 Default KMS 41b0...5e57 « Connected to KMS (2021-03-12 10:59:32 MST)

BT TZAT YA/ —FRIZDOVWT, ROBHRZHERLFT,
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Key Management Server R—IHRRIN. BREBFADINTOF—BEY —/\HNKRTINFT,

Key Management Server

1T your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your StorageGRID at
rest

Configuration Details Encrypted Modes

You can configure more than one KMS (or KM5 cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.

Configure StorageGRID as a client in the KM5.

» Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For compiete instructions, see administering StorageGRID.

| 4 Create | | # Edt | | ® Remove |

KMS Display Name & Key Name © Manages keys for © Hostname © Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KMS) 10.96.99.164 +" All certificates are valid
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HLWI 7ML Z27y7O—RFLET,

9. [1R7F (Save) |&EBEIRLET,
F—BEY-—NCEEEZTRA A MDIRTO/ —RESTTSAT7 R/ — ROBOERZ T X
LEd, IRTO/—FREGEHNEMT. KMSICIELWF—HH3HFEIFE. F—FBET—/\H Key
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10 TS —XyE—IPRRINEHBEIF. XvtE—C0FFMERESRL. T"OK* ) Z&IRLET,
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A Warning

Confirm force-saving the KMS configuration
Are you sure you want to save this KMS without testing the external connections?

Ifthere is an issue with the configuration, you might not be able to reboot any appliance nodes
with node encryption enablad at the affected sita, and you might lose access to your data.

KMS OB EIXMREFEINTITH. KMS ADEFITTIMINEFE A

+—&EY—/\ (KMS) %HIBRT 3

BRICE 2T, F—EBEY - NOHIRIBEICHEZ DD XT, TcexE 1
FDERZFELELIZEIF. U1 FEBD KMS ZHIFRTE X9,

DEBZHD
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cHERLTHTXT F—BEY—N\Z2FEHAITIROZEREEEML,
* ZfEHA L T Grid Manager (CH 11> LET HR—FENTWLWS Web 7571,
* Root 7 7 RMERNMEIDETE5NTWVS,

CDRRVIZDOWVWT
KMS [ZU T DZEICHIFFTE 95

* YA LOERMELEINIBEP. /—ROBSIENEDBT TS51T7 2R/ =R A MZEENTL
BWEEI. U1 FEBD KMS ZEIBRTE XY,

* J— RSP EMNB T ITSAT R/ —REH2H0 il FEBD KMS 9 TICEEY 535
BldF. TTAILEDKMS ZHIBRTE X7,

FIE
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Key Management Server R—JHRRIN. REBFADINTOF—BFEH —/N\HRRINET,

Key Management Server

I your StorageGRID system includes appliance nodes with node encryplion enabled, you can use an external key management server (KMS) to manage the encryption keys that protect your Storage GRID at
rest.

Caonfiguration Details Encrypted MNodes

‘You can configure more than one KMS {or KMS cluster) io manage the encryption keys for appliance nodes. For example, you can configure one default KMS to manage the keys for all
appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site

Before adding a KMS

« Ensure that the KMS is KMIP-compliant.

» Configure StorageGRID as a client in the KMS.

= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you cannot use a KMS for
appliances that do not have node encryption enabled.

For complete instructions, see administering StorageGRID,

| & Create | ‘ # Edit | | & Remove|

KMS Display Name @ Key Name © Manages keys for & Hostname @ Certificate Status ©
® | Default KMS test Sites not managed by another KMS (default KIMS) 10.96.99 164 «" All certificates are valid

2. HIFR 93 KMS DS VA4 R2 > #ERL. *Remove * | Z&ERLE Y,
S BEAATOJ TEREFREZHIELE T,
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A Warning

Dielete KMS Configuration
You can only remove a KMS in these casas:

« You are removing a site-specific KMS for a site that has no appliance nodes with node
encryption enabled.

= You are removing the default KMS3, but a site-specific KMS already exists for each site
with node encryption.

Are you sure you want to delete the Default KMS KMS configuration’?

=1 E3

MoK ZFERLE Y,

KMS DFREIFHIFRENE T,
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