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Configuration

Configure your StorageGRID system.

Network Security System Monitoring Access control
Domain names Certificates Display options Audit and sysleg server Admin groups
High availability groups Key management server Grid options SNMP agent Admin users

Link cost Proxy settings 53 Object Lock Grid passwords
Load balancer endpoints Untrusted Client Networks Storage options Identity federation
Traffic classification Single sign-on

VLAN interfaces
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Maintenance

Perform maintenance procedures on your StorageGRID system.

Tasks System Network
Decommission License DNS servers
Expansion Recovery package Grid Network
Recovery Software update NTP servers

Object existence check
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Support

If 2 problem occurs, use Support options to help technical support analyze and troubleshoot your system.

Tools Alarms (legacy)

AutoSupport Current alarms

Diagnostics Historical alarms

Grid topology Custom evenis

Logs Global alarms

Metrics Legacy email setup
Y=L

[HR—b (Support) | XZa—D[Y—JL (Tools) 1EIa>hbE. ROBREEZRITTEET,
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Two copies at two sites for Tenant A

Description: Applies only to Tenant A

Ingest Behavior: Balanced

Tenant Accounts: Tenant A (34176783492629515782)
Reference Time: Ingest Time

Filtering Criteria:

Matches all objects.

Retention Diagram:

Trigger Day O
Yed ) I >
Site 2 &l

Duration - Farewver
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HEMEICE>TEDAFN. ZDIL—IILOEBFIEICHE > THRMEINE T,

2 RUIDIL=INDTANEABF T MI—BLBWVEE. 7TV ME—BHRODBF TR —
NOEHDZFIL—ILICIRS LTRHESNE T,
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Configure ILM Policy

Create a proposed policy by selecting and arranging rules, Then, save the policy and edit it Iater as required. Click Simulate to verify a saved policy using test
ohjects. When you are ready, click Aclivate to make this policy the active ILIM policy for the grid.

MName Exampie ILM policy

Reason for change New policy

Rules

1. Select the rutes you want to add to the policy
2 Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the

policy and cannet be moved.

I =+ Select Rules

Default | Rule Name Tenant Account Actions
& Rule 1: 3 replicated copies for Tenant A (& Tenant A (56889986524346539742) x
L3 Rule 2: Erasure coding for objects greater than 1 MB (5 — x
4 Rule 3: 2 copies 2 data centars (default) (3 — x

1

COBITIE L= 1 ETFYRAICBIRZIRTOA TV MI—RBLEFIINSDA T U b
3DODYAMI3D2DOLFU—hAE—LTHMRENE T, DT F 2 MNIBTSA T I bIIL—IL
TIC—EHLBRWED, IL—IL 2 ICBS5 L TEHESNE T,

IL=IL2TIF MOTFUEDIRTOATZ I bHP—HLEITH. IMBELORZTVWATI I hDAHH
ZELET, oA TP I MME 3DDOY A RT3 DAL APy —0—FT 4 VT ZFERLTHEMRS
NET, L—IL2DBFTIT I IMBIUTIC—HLABW S, TN5DF T MIIIL—ILIICBS5LT
FHESNE T,

=L 3FRUS—ADREDIL—ILT. TTAILEDIL—ILTHD., T4 RIEEBLEEA., JL—IL 3
Tl =L 1 F£EL—IL 21— LBVWITARTOA TSz rDLFUr— RO —%2 2 DERLET
(IMBUTDOTHYFAICBLTWAREWAT SO R) o
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—FOBFDAVRAVRAEZERTZEDHTETED,

*BLBEOEHDOT7S— D1 DD E X—JLICTIIL—FbTn. BHIOEIEIBINE T, £/ ALHE
ATOEBODT7S— D BEDT7S— FELUBBRBEADT 5 — R=JIZTIL—F LTERRINE
To 72— MIIIN—TZEBRAELIIWNTIE. ALDT7S—FORRTEIERTEZYTDBEZZ N TE
F9, I zIE. B8O/ — KD ' Unable to communicate with node * | 75— bZ2i{RE L TULZIEE.
EETNDE X—=ILIF1@BFLITT. BEODT7S—MR=JIZIZTIN—T LTRREINE T,

Current Alerts B Learn mare

View the current alerts affecting your StorageGRID system

\# Group alerts Active 1 g
Name Il Severity LI Time triggered W Site | Node 11 Status il Currentvalues
+ Unable to corf1munica|e with mfde ; e O 2 Major Sminules ago; {Hewesl] 2 Active
One or more services are unresponsive or cannot be reached by the metrics collection job. 19 minutes ago (oldest)

Low root disk capacity Disk space available: 2.00 GB

i 25 minutes ago Data Center 1/DC1-51-99-51 Active

The space available on the root disk is low. Mo H Total disk space: 21.00 GB
Expiration of rtificate for St API Endpoint:

o slerver e n‘ polm = ; © wajor 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Active Days remaining: 14
The server certificate used for the storage AP| endpoints is about to expire
Expiration of rtificate for M it Interf;

S S,EWEI e anagemeln B a.ce : Minor 31 minutes ago Data Center 1/DC1-ADM1-99-49 | Aclive Days remaining: 30
The server certificate used for the management interface is about to expire
¥ Low installed node memoi a day ago (newest)

) " . €3 & Critical ¥ e o l' 8 Active

The amount of installed memory on a node is low. adayage  (oldest}
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* 77— M BEORBZ LDIRRICIBETETEL SIS DO TVEEICHBAIMERINE I, 7
S—hEBRICIE. EZRITZ/—REYA MIBT2FHM. 75— bOERE. 77— MIL—ILA R
A—EINHKZ. BXU07 57— MIEET 3HEROREOENZTENT T,

c V- I* EX—ILBHBLIVREDT 7 — FBLUBREST 77— FOR—JIZRREINZT7S—KJ X
ME. 75— EBRTDHOHERININUAGEZRELEF T, CNSDOIFLAFEICIE.
StorageGRID DIZATIADEE) VIDNEENTVEZZEHZL. EDFERBR NS T a—Ta >
JFIEHEBDOIFTTTIEALYTLLBR>TVWET,

Low installed node memory

The amount of installed memory on a node is low. Status
Active (silence this alert & )

Recommended actions Site / Node
Increase the amount of RAM available to the virtual machine or Linux host. Check Data Center 2/ DC2-51-93-56
the threshold value for the major alert to determine the default minimum requirement -
for a StorageGRID node. Severity
€3 Ciitical
See the instructions for your platform:
) ) Total RAM size
s YMware installation 538 GB
+ Red Hat Enterprise Linux or CentOS installation
Condition
= Ubuntu or Debian installation View conditions | Edit rule &

Time triggered
2019-07-1517:07-41 MDT (2078-07-15 23:07.41 UTC)

Close

WRDT Z—LYATLIBELEENE LTce COTI—LYATLDA-HFAYEZ—TITAR
(D) cAPIE 5BOUU—XTHRINBTFETT. 75— PO RTLICEAEEAY Y Mhd
0. BLPTBOTUET,

>— hDERE

IARTD StorageGRID A—HH 77— b ZRRTEF X T, Root Access PR £ 7z1& Manage Alerts 1EFRH &%
BGEIE. RDESICTZ7— b Z2EBEIBZEHTEXT,

* HBET T FOVK DD DEREDENE —RNICIFLET 2HRENH 3BT HEDTS—bIL—IL%
EEIC—EHET LY ML BT ENTEE T, 77— bIL—ILE Uy Reff, B—YA1 b T
BE—/—RFRTHALYMETEE T,

*HBEBICISLTT 7N EDT I — M-I ZRETEE . 77— MIL—ILIZRLAICEMICTE I D,
AR CHBEZEEI S CHTETERD,

s BB LB EDEREERRICHARZLD T S— RIL—ILEZERK LT, HEOMNGEEIZRETE X
To DRAALTS— b DEEEZEERTDICIE. 7)Y REEAPI DEELI> 3V THEHRATES
Prometheus 1812% R L T EIER L £,

T RIERDATIE. HD/ — RICHBE SN RAM OBFEH 24, 000. 000. 000 /N~ (24GB)
KBETHBEEICTS— AU H—TNFET,
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node memory MemTotal < 24000000000

B
BRI TN a—FT1>0

SNMP (C& B5EHRZEATS

BmEry bO—oBFEB7OR3)L (SNMP) %A L T StorageGRID #8489 3158
IE. JU Yy RIR—S v EFERALTSNMP T—J Y M ERETET XY,

% StorageGRID / — KR (&, BEEBEHRAR—X (MIB) ZEMHTS SNMP T Y M REFT—EVERET
L% 9J, StorageGRID D MIB {ZlF. 75— rBLUVT75—LDT—TILELPBHEEDNTENTUVET,
& StorageGRID / —RIEMIB-l # 7>z bOH Ty hHHR—ELTVWET,

BPlE. IRTD./—RTSNMP BMERNICHE>TUVWET, SNMPI—C 1TV R ZERETDE. IARTOD
StorageGRID / — RICRILRENBERAINF T,

StorageGRID SNMP T—2 x> M. 3 D2ON—=23 YO SNMP 7O Z IARTHR—FLET, IT—
Vb JITVICHLTHEARDERMB 77X 2R L. RD 2BEAD AN bAR—-EMZ EE
YRATLISEETEET,

RSy TR BEVATLAICKZERIGEEVBL LBWVWSNMP I—J 22 MIK > TEETNZE
T FTvTiE. 75— RUA—INTWVBRY. StorageGRID AT SO DREIENFEE L
CCZEEBEIATLICBHNT A OICEREINET, Ty Tid. SNMPD 3 DDN—2 3> 9ARTT
HR—FTATULET,

* *informs * IF b TV FICBTVWETH. BES XA TLHISOESRISCENNETYT, SNMPIT—> Y Y
—ERERNICERELEEZRELAN 25 E. BENEERET D, RABEITEISIZET 3 £ T, @A
EFEXELET, 17 +—LAldE SNMPv2c LU SNMPV3 THR— rENE T,

bSy TEBNELVA 27 4 —LBRIE. ROBEISEEINE T,
*TIFNSERBARZLDT 57— MIWTNHDERELANILTRIA—SNET, 75— D SNMP

BRZFELETBICIE TI—hDOYA LUV RZRETIHEDNHD T, 75— @I, BERXEEL
LTRESNIEE/ — RO SXEINETT,

*HEDTZ—L (REREIXTL) E BELLERELANLULETRIA-CNET,

C) SNMP @H1iE. SRTDTS—LEFLIEFIRTDTS—LEREICODVWTEEINZDIT
TlEH O £ A

- B
BRI a—TFTa2T

BEX - VERALET

BEEXytE—JIE. StorageGRID & X 7 LDFMEERIRKTZ IFEICIBEY 57cHIC1R

U5FEY, BEREOVZFERAL T MEO LS TIL a—FT4 IR NT =XV XD
Mz TN TEET,
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BEDYXTLERAR. §ARTO StorageGRID H—E R IXDEEX vt —SF#EBRLET,
* DATLEEAYvE—JF. BEECATLEER. JUY R/ —RORE. AT LEEKDRAVT7 VT«
EFaq. BLUOH—EZRNY I Ty FRIBICEELX T,

ATV RIARL—CDEBEAYE—JF ATz OB THTAHL. VY R/ —RH551)
W R/ —RADEGX, #&REA Y. StorageGRID DA T2 U FORME BIBICEHEL £ 95

*ISAT Y RHRANMD | EZTRAAEEX -2 S3EESWit 7 SA T N T TV =23 0h A
T2 DN, BE. FLEHAHLOERZITS EEICERINE I,

c BIHEER X v —Jlid. BIEAPI W TR A —HERINEFEINET,
BEEB/—RT. BEBEX Y= TEI T 7AMILICRESNE T, BEBHBICIE. 7970477710 (

auditlog) . EMESNBEOEEOINEENTVET, I5IC JU Y FROE/ — R Tl —EBDE
EXyvtE—ohO0—A)Aas 7 7)1 (localauditlog ) L«.%‘ﬁﬂ*hi?o

EEOTADT I RZEBHEICTEI-0ICIE. NFS £ CIFS OEAICDODWVWTISA 7Y MhSEBFEHEEAD
TOEIXEHRELET (CIFSIEEL) - BIE/ —ROOAYVRSAVHSEEEEROI I 71IILICT IR
TBHREHTETXT,

PHEBEIZIGLC T, BB/ —ReO—hDIL/ —RIEMEINTVIEEIBREZ NS syslog H—/NIEET B &
NTEXT, HNiBsyslog H—NEFHTI . BEEBFBROBECRY NT—J 5T+ ‘/70)|’=]'J,}'273‘4§%L_
BODFEFT, #BRLTIKIETVEEA YL —J O/ 0OREEZRELETFT 28BL TS

E”*D77J ’f)l/\ m_aX‘/t’—/@ﬁ/:T:t\ J:u:L_E_ ‘/t_/a)ﬁ*a BckU X‘/‘lZ /%ﬁ*ﬁ?%t&)@
YV=ILOFFRICOWTIE. ZBRBRLTKESVWEEXA Y-V DF|E, BBV A7V NI XDHRER
EICDOVWTIE. ZBRLTKECVWEEBI A7V R IOERAZHRELEFT,

BhEIEHR
*BEEOJEHELET

* StorageGRID DEIE

AT FURERBLET

StorageGRID ¥ X 7 LAZ RFTDIREICRBE. RMICKITITRDIC. SEIFHRXY
TFUXFIEEERITLE T, Grid Manager ICIE. XV TFHFVRARERUVERTT3 70
AEXZERITBZY-INeA T aryHBEETN TV,
V7 U T T DEFH
Grid Manager @ Software Update X—> Tld. XD IEDOY T Uz 7 EHZEITTET X,

* StorageGRID V7 bz 7D7 v T L—FK

* StorageGRID KRy 7 1w oI R

* SANtricity OS 7w FJ L —R
StorageGRID VYV 7 bz 7D7w UL —R

#1L L) StorageGRID #gE) ) — XD FIBEABEICER T2 FE. VIR T7T7 v T L —RR=IJDIERIC
Ro>T. BERT7 7 IIL% 7y 7O—RL. StorageGRID > X T L%ET7vTIL—RLEY, 74T UVE
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IDAACFHAH L ZMETTETET,

Ry T4 vIR

RDT 4 —Fv—VI)—RETOMICV T bY 7 ORBHIREESNTHREINIIHEIFE. StorageGRID &
ATLIZRY b T4 v I X Z BRI ZHBENDD £T,
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StorageGRID Hotfix
Before starting the hotfix process, you must confirm that there are no active alerts and that all grid nodes are online and available.
When the primary Admin Node is updated, services are stopped and restarted. Connectivity might be interrupted until the services

are back online

Hotfix file

Hotfix file @ Browse

Passphrase

Provisioning Passphrase (7]

Ry T4 vORE RINCTZATVEER/ —RICBEEAINEY, €D, StorageGRID > AT LADT
RTOD/—RTHERLCY 7T ZT7N=23 W RITENZET, MOITVY R/ —RADERY T4 v I RD
BHZERITINELHDET, BLADT VY R/ =R JUYy R/ —=RDITIL—T. £LIEITRTDT )y
K/ —FREZERLT. BRIBEFZAREZIAATEET,

FLWN=23 > DRy b T4y I RSE2TIRTDI VY B/ —RAEFRENETH. K

@ VT4V I ZADERBEOEERNBTD. HEDEATD/ —FOREDT —EXICLHREELR
WIBEDBDET, R B3Ry T vIIDR AbL—Y/—REDLDRY—ER
ICLHORELBWVWEEDHD XTI,

SANtricity 0S D7 v o L — R
ARL=7 7547 ADA ML= b O—ZH@EYICHEEE L R WVWEEIE. 0> bO—> O SANtricity

OSVYIrDIT7DT7YTIL—RFRHRBLBZZEHHD £9, SANtricity OS 7 7 )L % StorageGRID >
ATLDTSATIEER/—RIC7y7O—KRL. GridManager h'5 7Y oL —REBRATEZXY,
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BUR @ SANtricity R—2Tld. SANtricity OS 7w I L—R T 7Lz 7y 7O—-RFTEXT,

SANTtricity OS

Use this procedure to upgrade the SANricity 05 software [controller firmware] on the storage contraliers in your storage appliances,

1. Bownload the SANtricity 0% version that is compatibhe with the storage controblers. Il you use different appliance models, repeat these steps for each model.
2. Confirm the storage contrallers are Mominal (NODES > applionce node > Hardware) and ready to upgrade.

1. Start the upgrade and approve the nodes you want to upgrade, Nodes are upgraded ane at a time
During the upgrade, a health check s perdformed and valid NVSRAM is instatled. When the upgrade is complete, the appliance is rebooted. The upgrade can take

wp-to 30 minvtes for each appliance,
4. Select Skip Nodes and Finish if you only want to apply this upgrade to some nodes or if you want to upgrade some nodes laler,

SANtricity 05 Upgrade File

SANtricity 05 Upgrade File @ Browse

Passphrase

Provisioning Passphrase @

T7AN 27y 7O—RLIchE. HLRDAML—2 )/ —RELRIEIRTO/ —RTT v FIL—RFZERT
TET. /—FZBERNICERTET B, Vv TIL—FRDRT 2P a— I zBRICKETEEXT, Vv TSI
L—FBIC/—RZEERITDE. PATLICE > TANILRAF v IREITEIN, /—RICERTE 358137
wIIL—RBEA VI b=ILENET,

HEERFIE

StorageGRID ¥ X T L%EHRT BICldF. AL —S/ —RICA ML —UAR 2a—L%8MT 3H. BFEOH
ATRIFHLWI VY R/ —REBMTSH. FiLLWTF—RE>2—4%+ b ZEBIMLEY, SG6060% 7=
IESGB6060XR L= T IS ATV REFERTBZA ML=/ —RBHBIHEIE. IRV TILT7Z18F
I328EBMLT/ —RFOR ML —VREZ2BERLIIIMBICTHENTEET,

LRIFIRTEDS AT LOMIBZHEE TICERITTEE I, /—RFEREBEYA A ZEBMTREEF. THLL
/—FZEEAL. TDHLICT )Y RDILRR—IHD SHERFIE Z2R1TL X I,
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Grid Expansion

@ A new Recovery Package has been generated as a result of the configuration change. Go to the Recavery Package page to download it

Expansion Progress

Lists the status of grid configuration tasks required to change the grid topology. These grid configuration tasks are run automatically by the StorageGRID system.
1. Installing Gnd Modes In Progress
Grid Node Status

Lists the installation and configuration status of each grid node included in the expansion.

Search Q

Name It Site It Grid Network IPv4 Address ~ Progress If Stage it

DC2-ADM1-184 Site A 172.17.3.184/21 i b Waiting for NTP to synchronize

DC2-51-185 Site A 172.17.3.185/21 [ Waiting for Dynamic IP Senice peers

DC2-52-186 Site A 172.17.3.186/21 I i Waiting for NTP to synchronize

DC2-53-187 Site A 17217318721 i Waiting for NTP to synchronize

DC2-54-188 Site A 172.17.3.188/21 " Waiting for Dynamic IP Senice peers

DC2-ARC1-189 Site A 172.97:3.18921 |_I Waiting for NTP to synchronize
2. Initial Configuration Pending
3. Distributing the new gnd node’s certificates to the StorageGRID system. Pending
4. Starting senvices on the new grid nodes Pending
5. Cleaning up unused Cassandra keys Pending

J—RDUANIFIE

gy R/—ROBRER. N—Foxz7, R, AR =T VI XAT L FFV T EI T T7OREIC
LoTED/ —FHEELBLC B 21D BEENMETLIEGSICEET S HDET,

gy R/—=RDOVANVFIBEZ. VY R/ —FHREILEINTWVE TSV b Tr—LE. EDT VY R/
—RFDRATICE>TEBDET, JUVY R/ —FDRATIEIL. BEICSHEDH B U ANIFIEH
HOET, BEIZ BEITV YR/ —FDT—RZ2TE3RITFREL. BE/ —FZEBEIEHL. VA
NIR=D=ERLTREA/ —FZ2REL. /—FDT—2Z2)XLT7LET,

fce i RO7O0—Fv—hid. BEE/ - FTEEVEELIBEOVANVBFIE ZRLTVET,
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Prepare for node recovery.

v

Preserve the audit log.

v

Replace node.

VMware SEH.'HCES Linux
appliance

See the
"What next?”
section for details.

Comective
actions taken when
restoring node?

Recoveryis
complete.

Yes

—force flag
+ or force-recovery

N Select Start Recovery to

configure the Admin Node.

Restore the audit log.

Reset the preferred sender.

Restore the Admin Node
database.
Restore Prometheus metrics.
ERELEFIE

Ty R/ —=RELRBT 2> E -1 ~2K% StorageGRID ¥ X T LW 5TERICHIFRTE X I,



T ZUE. RDESBHEIE1 DUEDT Iy R/ —ROERAZFELETEEXT,

C VRATALICKERBRAML—=Y/—RZBMLIEHEIC. ATz b EFREFLIEEFENSIBIANL—D/
— K% 1 DULEHIRY 55,

CHANL—VREEHSIVELNDHDIHE

= bUxTA/—RELIFFETSSATVEE ) — RDBFREBICE - T1HE,

cHPrEINTVWT, DANULEDF Y SAVICRLIED TR eRTERVW/ —RAT Uy RIZCEENT
W35 E,

Grid Manager DEFRFELER—S%#FHL T, XROZATDT VY R/ —REHIBRTE X,

CARL—=/—R I BEODEHEBL-ITDICTRDER /) — KDY A MIE->TULWEWEES
e F—rxTA/—R
*ETSSATUEE/—R

Decommission Nodes

Before decommissioning a grid node, review the health of all nodes. If possible, resolve any issues or alarms before proceeding.

Select the checkbox for each grid node you want to decommission. If decommission is not possible for a node, see the Recovery and Maintenance Guide to
learn how to proceed.

Grid Nodes
Q
Name v Site It Type It HasADC lT Health Decommission Possible
DC1-ADML Data Center 1 Admin Node ) :st E:r;igﬁmm Node decommissioning is
DCL-ARCL Data Center 1 Archive Node ) ?fpgﬂe‘;e Hades decommissisning & ot
[J ocrer Data Center 1 API Gateway Node (V]
DC1-51 Data Center 1 Storage Node Yes o 2';;:;; zit;ei:it::;éiq;i;fii::i Silile
DC1-52 Data Center 1 Storage Node Yes o 2;;:;;2 ii?;?;:;{;zq;;i:;i::i R
DC1-53 Data Center 1 Storage Node Yes () g;;'; zitgeii::::;q;i::ii:;”i pimum of 3
|:| DC1-54 Data Center 1 Storage Node No 0
D DC2-ADM1 Data Center 2 Admin Node 0
DC2-51 Data Center 2 Storage Node Yes 0 :toolrzi;i zz‘:ecsiit;:jgiq;irr;::i ARk

Grid Manager DZ2FELEY 1 bR—JZFERL TH A FEHIBRTE X9, ERINLY 1A FOERFELET
& EBRY A1 FHHIBRESN. T—EADERBEINE T, UiShizH 1 FOERGFELELEBICE > TEENREL
7=+ AR I E TH. T—RIFFEREFIN FEDecommission Site 7« H'— R Tld. ¥+ FDEFEIR, o
RDOEMHDORT. ILM AR O—DHET. ILMIIL—ILH' 5D 1 FBBEOEIR. LU/ —ROREDHERD
TOERZERTTEET,
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Decommission Site

o 2 3 4 5 6

Select Site View Details Revise ILM Remove ILM Resolve Node Monitor
Policy References Conflicts Decommission

When you decommission a site, all nodes at the site and the site itself are permanently removed from the StorageGRID system.

Review the table for the site you want to remove. If Decommission Possible is Yes, select the site. Then, selact Next to ensure that the
site is not referred to by ILM and that all StorageGRID nodes are in the correct state

You might not be able to remove certain sites. For example, you cannot decommission the site that contains the primary Admin Node
or a site that contains an Archive Node.

Sites
Site Name Used Storage Capacity @ Decommission Possible
Raleigh 3.93 MB
Sunnyvale 3.97 MB
Vancouver 3.90 MB Ma. This site contains the primary Admin Mode.

FYRT—IDAYTF >V ZAFIB
RITTIBRELNDIRY NT—IOXTFIRFIBICIE. ROHDHHD £,

VY RRY NT=0DH TRy b ZBHLTVET
Ty ROBARHIIRVICRESNIXY N —UREZEET3E51F. PEBEY—ILZFERALET
* Domain Name System (DNS ; RXAYX—LI T L) H—/\DEM. HIFR. FH

s Xy kD=4 L7ORIIL (NTP) H—NDEM. HIFR. EFr: Uy R/ —RETTF—42HER
ICEEATNB LSICLET

Ty RO SRBSNIRIRRUDH D/ — RADRY FT—T8FED ) X T

RAMLARNILELUVIRILTZTOFIE

—EBD X VT F > XAFIEIE. Linux £7=1& VMware ICEA TN TUL\S StorageGRID / — R, 7=l
StorageGRID 2R O F MDAV HR— Y FMCEABDHDTT, fceziE 1) v K/ —KRZHID Linux
R MCBITLD. Tivoli Storage Manager (TSM) ICEHRIECNTWVWET7—HA T/ —RTXYTFUR
ERITLIEDTZENTEET,

TISATVR/ —FooaA—-=>7

TTZATVR/—ROoO—ZVJ %z RT3, Uy FADOBIEDT7 75147 X/ — %z, ELHRE
StorageGRID 1 MIEENDFL VLR T ISR ESNIHEED 7 TS5 4 7 U XICHBICBEIRZ B L

NTEXT, COTOLRATIE. IRTDT—EDFHLWT IS4 T RCEERIN, HWTTSA4T7R/
—REZMTB1DICT T4 T ZADE@PICHED, FVWTF IS 7V RIHREFMOREICEDFT, /0O
—Z20F N=ROzT7OT7yFIL— RO RERHELET, 7y I L—RF7OLRIFEEICEITT
ETTIATVRERBTBHED 1 DL LTHAETEET,
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gy R/ —ROFIE

BEDITVY R/ —RTREDFIEZRITIZIBELNHIZIBEDNHD £, exlE. Uy R/ —RKDUT
— ;P BEDTUY R/ — R —EXOFHICLZEFELCBEHVBEICBRDZICNHDFT, JUv R/
— ROEEFIEICIZ. Grid Manager h'5RITTEZHDE. FUy R/ —RicOJa4>LT/—kroavy
RSIAUDEEITITIVENHZIHDNHD X,

&5 R
* StorageGRID O'EIE
*VILIITETYTIL—RTB
*JUyRzREALET
CUANDVEXYTFHFUR

DANINy =240 rO—RLET

DANINYTr—J1EH 7> O0— RAJge#k .zip 7 71 )L T, StorageGRID ¥ X7 LD
VIR THEENRTVET,

DANINY =T 70 ILICIE. DRXTLAEBORES LUREBRDEENET T, CniZid. —NoR
ZARZBEIPT7RLRA, BXUOYRTFLOAYTFYR, Py TTL—R, IROBICHBE B 2EREDS
WINNRT—RPEgFENET, VANUNYT—=JF. TSATVER —REEEHNS Y AND TI5EICH
BT,

StorageGRID AT L%xA VA =)L 2EEE. VANUNY =T 700 EZE o O0—RL. TD7
FAINDAVTIOVICEBICT VXA TER 2RI ZVELHDET, DT 71
StorageGRID X7 LD U w R MROAPDEBICHEWN. XTFHUART v T L — ROFIENBEICK
2B EICH. BREA U VO-RIIBELHD XTI,

Recovery Package

Enter your provisioning passphrase and click Start Download to save a copy of the Recovery Package file. Download the file each time the grid topology of the StorageGRID
system changes because of maintenance or upgrade procedures, so that you can restore the grid if a failure occurs.

When the download completes, copy the Recovery Package file to two safe. secure, and separate locations.

Important: The Recovery Package file must be secured because it contains encryption keys and passwords that can be used fo obtain data from the StorageGRID system.

Provisioning Passphrase senend

Start Download

DANINYT—=2T 70N ZA O O— LTIV T UV ZRBETES L ZREELLS. 2 DDRER
BRRICUANINY T2 T 710 )Ll JE—LE T,

@ DANYNYTr—T 74 )LICIE StorageGRID & X T LD T—R %25 T 3= DEESF —
ENZAT—=RPFENTVED. REIRETIVELNHD X,

B
VIO TETYVIIL—FTB
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*UANVEXDTFUR

StorageGRID OHR— AT a3 =FERTS

Grid Manager (Cl&. StorageGRID ¥ X 7 LATHE HRELIBRICT I ZAILTER—
FEBETRODAF T arhBRINTUVET,

AutoSupport ZEREL ¢

AutoSupport HEEZ AT S £ StorageGRID ' AT LDANILAX Y E—CBELUVRT—RIAXyE—2%
TOZAINYR—MMIXRETET XTI, AutoSupport ZERAT % . BREDIFE C#RICHD B E/RZ KIBICERE
WBCTEET, Floew DRATLDR ML=V Z—XZEBEHL. FHLWLW/ —RPHA M ZEBMTI3BENHZNE
SHEHMTE0DHEDHITVET, BEICISLT. 1 DDRIDZEEIC AutoSupport X vt —J % %S
TRLIICHETETEFT,

AutoSupport (& Grid Manager ( * support * > * Tools * > * AutoSupport *) #ERLTEELET. I*
AutoSupport * | R=JICIE. *BRE*C*BER* D222 THHD XY,

AutoSupport

The AutoSupport feature enables your StorageGRID system io send periodic and event-driven health and status messages to technical support te aflow proactive monitoring
and troubleshooting. StorageGRID AutoSupport also enables the use of Active 1Q for predictive recommendations.

Settings Results
Protocol Details

Protocol @ ® HTTPS HTTP i SMTP
MNetApp Support Certificate Validation & Use NetApp support certificate Y

AutoSupport Details

Enable Weekly AutoSupport @ ¥
Enable Event-Triggered AuteSupport @ ]
Enable AutoSupport on Demand @

Software Updates

Check for software updates @ I

Additional AutoSupport Destination

Enable Additional AutoSupport Destination @

“ ‘ Send User-Triggered AutoSupport

AutoSupport X vt —J L8 FN31ER

AutoSupport X vt —JICIERD & S RIFBRI S ENE TS

63



https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/expand/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/index.html

* StorageGRID V7 bz 7DN—2 3>

CFARL—=TFTA VI RTLDN=D 7Y

* DRATLLRILE LTHERALANILOEMEER

CBRHDTI—heTI—L (EREDZTL)

*BET—2Z3T. IRTDIIVYRRAVDREDIAT—RX

cBE/ T -EAR—IXDFERE

s Kbt FLEBRELTWEA TV O

* Grid DFEE

*NMS TT>FT+4 7+«

*TIOTATBIMR) 2 —

s JOeEYazZyvisnid )y Rk T 7L

BN vy
AutoSupport ##Ed &K TME 4 D AutoSupport & 7 3 > i&. StorageGRID DHFIE1 > X b — LBHIBEMICT
B3h. HEHSBEMCTZIENTEET, AutoSupport BNENICH > TLWRUWFEE. Grid Manager 4w &

AR—RICAYyE=—IUDREINET, COXyvt—TICIE. AutoSupport ERER—IAD I Y IHEEN
TWET,

The AutoSupport feature is disabled. You should enable AutoSupport to allow StorageGRID to send
health and status messages to technical support for proactive monitoring and troubleshooting

Xyt —J%F L TH. AutoSupport MERABEFEFTH - TH. TS5 THF vy ad o) T7EN3ETIE
BERRINFEA.

Digital AdvisorzfFR L £

Active QT HILT RNAHIZT T RR—X T, NetAppD 1A VX h=ILR=ZH 5B 5N=-FHoFE
BREERALET. MR ) XO5FE. FAT7S— b RBEBRI3A04 . BEMbEINT7 o> 3 >iC
FoT. BBEDPRETBEINICFHTEE T, CNICKD. DATLDEBEEINRLEL. AT LDAAMEHLE
ELZFT,

TIORINT RNAHFDR v 27R— R EBEE NetApp T R— b E TERY 335813, AutoSupportz B%f
ICTBHELRHD FT,

"Digital Advisor K a2 X > k"

StorageGRID 04 % IX&

BEZ NS TNSa—Ta2093HDIC. QT T 7AIINZRELTT IV Z ALY R— MIEXT B ehw
BICBBZHBEDHBD Y,

StorageGRID |&. A 7 7ML ZFERALT. 1RV M EZXvE—2, BLUVIS—RKEZFvTF v L

¥9, bycastlog 7 71L&, IRTDI VY R/ —RICHLTEERSINZEER NS TN a—FTa>07
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@ A [ StorageGRID _ A A
& A = DCl Log Start Time 9021-12-03 .;i; : _:,j MST
@ [ ] DC1-ADM1
" D e Log End Time 2021 1203 ;} : _:: MST
@ [ bci-s1 e L
@ [ ] DC1-s2
@ []oc1-s3 Log Types Application Logs [ ] Network Trace
@ [ ] DC1-54 [] Audit Logs [ ] Prometheus Database
oA = DC2
) E] DC2-ADM1 Notes
) D DC2-G1
© M3 DC2-s1
@ [ ] DC2-s2
@ [_]DC2-s3 4
@ [ ] DC2-54

Provisioning

Passphrase mRETaS

Coliect Logs

Rz ER L 2z E1T

MEDONS TN a—T4 I TlE. TIZHIYR— 1%L T StorageGRID & X 7 LADFEMARIEIE L
Jo7%ZHRIT B ENTETET, £, BERERBEADZHI T #RI1TL T, StorageGRID ¥ X7 LD F—
DEZ A7 V714 FICFHAT A HTEET,

BIER—=

Metrics X—< Tld. Prometheus & & Grafana D1—H A A —T T4 ANDT It AHBIEET
9, Prometheus |3IEEZIINETEZIA—T VY —RY T I 7 T, Grafana IS ERE(LTZIA—TF>
V=Y T DT T,

Metrics ~<— S TEREAIAELY — LIk, 72 =AY H— FHEET 3 #EME LTVE
() 7. CNBoOY—ILo—HolES SUX = 1—BEFERNICEEL LD, ZEINS
AN D £F,
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Metrics

Access charts and metrics to help troubleshoot issues.

© The tools availahle on this page are intended far use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics
and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

* hitps://

Grafana

f st
ymetrics/graph

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain

graphs of important metric values over time,

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Network Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC-ADE

EC- Chunk Service

EC Overview

Grid

LM

Identity Service Overview
Ingests

Node

Maode (Internal Use)

OSL - AsynclO

Platform Services Commits
Platform Services Overview
Platform Services Processing

Replicated Read Path Overview

53- Node

S3 Overview

S3 Select

Site

Support

Traces

Traffic Classification Policy
Usage Processing

Virtual Memory (vmstat)

Metrics X—< D Prometheus €223 >0 >0 %ZERAT 5 L. StorageGRID IE1ZDREDEZRBEL .

DIEDHRZT 5T THBETTET,
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O Enable query history

| P

Execute - insert metric at cursor - b

Graph Console
Value

Element

no data

Add Graph

@ ZHIIC private B'& £ N2 IEEITIHNEBERTY, StorageGRID D) —X T ICFERLKEE
TNB3TEHHDET,

Remove Graph

Metrics R—2 D Grafana o> 3 >N >0z ERT 5 . FEDFB L £ HIC StorageGRID 512D T
THEESUEBEBADH Y a2 R—RICTIVERTEET,
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Diagnostics
This page performs a zet of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses
«" Normal: All valuss are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a diagnostic check might
show Caution status even if no alert has been triggered.

* Cassandra blocked task queue too large v
* Cassandra commit log latency v
* Cassandra commit log queue depth v
* Cassandra compaction gueue too large v

B e i i ™ e P e e e T T g o e
BEDEZMEI v I T3, ZHEZDREDERODFMAINRRINET,

CDHITIE. StorageGRID ¥ 2T LD ITANTD ./ —RDIRED CPU FIARARRIINATUVE T, §ART
D) —RDENEEEZEED LETVMEZ FE->TWET0. ZHOLEM BRI T—4 X TEE] T,

CPU utilization A~

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, accass the Node Grafana dashboard.

Status Mormal
Prometheus sum by {instance) (sum by {instance, mode) (irate(node_cpu_seconds_total{mode!="idle™}[5m])) / count by
query (instance, mode)({node_cpu_seconds_total{mode!="idle"}})

View in Prometheus (8

Thresholds Attention == T75%
© Caution =>=95%

Instance 1T CPuU Utilization 11

Status ~
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-81 8.708%
DC1-52 8.142%
DC1-83 9.669%
DC2-ADMA 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-82 5.000%
DC2-53 10.469%
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