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c TFHFYRNEBEBAPIIITIERTBZHEIEF. TFYETATYEID,

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
ok hokokkkokokokkhokok ok kkkokokkkokok sk ksk ok kkkkkkhkk sk hhkkkkhkkkhkk bk k kb kkkkkk®
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StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID £33 b — 27 A HAICKR T INE T, SSO ZEHAL TLWAWZED APl DFERAE L Rk
IS b=O 2 ZMDERICERATETSLDICADE LT,

3. cURL BERZERAY 31581E. ROFIE ZERAL X7,

a A VA VIR ERERZEELET,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export SAMLDOMAIN='my-domain'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Grid Management API (Z7 2t X9 %ICId. 0% [ TENANTACCOUNTID 1 & L TfE
BLFI,

b. E£{JE585E URL 2259 3ICI1%. RIE APOST &K% [ /api/v3/authorize-saml | IZXEE L. BE
M5 JSON T>O— REHIBRL X T,
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curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

COBIDBEICIF. URLIYO—RFENBREA URLAZENTUVEIH. JSONIVO—RE
NicLAVIFEaENTLEIE A

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS2FJTuv7. ..
s51%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. DAYy RTHERTZHIC ' IEED S SAMLRequest ZREL £

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cviwAS3D"'

d ADFSH 5V Z51 7> FERID ZELTEHE URL ZEIGL 7,

1 Dl3. BIDIGED URL ZERLTOJ A Y T 4—LEERTBHETT,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

WEICIZIZAT7 2 FEKRIDAEFENTUVET,

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1id=00000000-0000-0000-ee02-0080000000de" >

e [EBENS I ATV MEKID ZREFLFT,



export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

L HORED T A— LTI avIcoLTUovILEZRELET,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include

AD FS "5\ w A —|TENMER HE &N/ 302 URA LT FHRENE T,
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HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHRTOMwFIZfhb...UJikvo
77sXPw%3D%3D&RelayState=12345&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. IGEDS MSISAuth 7 v ¥ —ZR®RFLEF T,

export MSISAuth='AAEAADAvVsHpXk6ApV...pmPOaEiNtJvWY=

h. 585 POST "5 0w —%EAL T, IB8E LIIHAIC GET ERZEEEFEL X T,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=$SMSISAuth" --include

EBEAYA—|CIE. HETOIT VU MIMERIZADFS Ly > avigBhaEFnEgd, BEDAXIC
I, IERTDT #—L7T«—JLKIC SAMLResponse & EFNTWLE T,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1lc3BvbnN. ..l1scDpSZXNwb25zZ2T4=" /><input
type="hidden" name="RelayState" value="12345" />

i. IERTR T« —ILRHS SAMLResponse Z1R1FL £ ¢

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

j- 77 L 7= SAMLResponse % {#f L CT. StorageGRID 58:F b —2 > % 4§ B StorageGRID @ T
/api/saml-response’ E3K| Z{ER L £,

I RelayState | DFFIETFET7HOU M IDZFERAL. Grid BEEAPIICHA 12T 3158130
ZEALET,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

ISEICIIEREE b — T VD EENTVE T,



"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",

"status": "success"

a. FREEb—20 U EBEIC TMYTOKEN | L THRELE D,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
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curl -k -X DELETE "https://$STORAGEGRID_ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

AJ77 bk URLAERENF T,



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.8392",

"status": "success"

2. 077K URLZRELEF T,

export LOGOUT REQUEST

='https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%

3D

3. EBREZOY 7T URLICHEEL. SLO #32{1TL T StorageGRID IZUA AL I FLET,

curl --include "SLOGOUT REQUEST"

302 IGBEMIREINEF T, VALY MEIZAPIDADOT 7Y MIFBERAINEE Ao

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV07ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. StorageGRID Bearer k—27 > ZHIBRL £ 9,

StorageGRID Bearer k—27 > %ZHIffd 5. SSO #EALABAVEELRALLSICEMELET,

I cookie

1 sso=true' MEETNTLAWEE., 1—H—I(3 SSOREICHEEZ 5 X5 Z %< StorageGRID Hh'5
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content J &, I—HH 1> T7 oML e%®RLED,



HTTP/1.1 204 No Content
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'NPM install-g <module>’
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sso-email-address user@my -dosain.com
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3 T storagegrid-ssoauth.py | p’python X7 1) 7k,
* cCURL ERDT—2 70—0%l,

CURL 7—270—(d. EFTICKENDIDDTERLRALTI T IHERHDFT, [Avald
SubjectConfirmation was not found on this Response | £ WS IS —HWRRINZAREMEDH D £9,

C) CURL 7—270—DFTlE. NAT—RHAMBOI—HICRRINBVKDICHFESINATL
Ft Ao

URLI>O—F« VI RRE ZFERAL TW3I5EIE. T Unsupported SAML version | £ WL\5 I 5 —HKRR
SINBEEEMNHD X7,
=2
1. BREER—2 VBRI 3ICIE. ROWVWT A DA EZEIRLE T,
> T storagegrid -ssoauth.py | Python X7 7+ ZfERAL XY, FlIE2 ITEAFX T,
o curl BRZFEARLET, FIEIIEAXT,

2. T storagegrid -ssoauth.py | X7 ) 7 bz AT 3HEIE. Python 1 2 —TFVRIZAVU T hZEL
TRV T+ ZEITLET,

7OV T EHRTRINIS. ROFIBDEZASILFT,

° SSO A= [ PingFederate ] (PingFederate . PingFederate %2 ¥) DERD/NUJI—>3 %A
HNTEEY,

° 8SO 1—H%

° StorageGRID M1 Y XA b= J)LETNTWB R X1 >, TD7Tr —JLRIL PingFederate ICIZEREINF
BA. ZHDFFICT DD ERDEZANTETET,

° StorageGRID M 77 F L X
c THFYREEAPIIITIVERTRERIE. TR TATURID,

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
R 2 e s e S e S b e e R e e L S

e e e
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

StorageGRID 533 k— 27 A AICKR T INE T, SSO ZEHAL TLWAWSED APl DFERAE L Rk
IS b=O 2 ZMDERICERATETSLDICADE LT,

3. cURL ERZERAY 21581E. ROFIE ZERAL X7,

a A VA VIR ERERZEELET,
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export
export
export

export

®

SAMLUSER="'my-sso-username'
SAMLPASSWORD="my-password'
TENANTACCOUNTID="12345"

STORAGEGRID ADDRESS='storagegrid.example.com'

Grid Management API [C7 7+ X 9§ %IZl&. 0% [ TENANTACCOUNTID | & LTfE
BALZXY,

b. 2L+ F5PF URL 25T B 1CIF. RIE APOST &K% T /api/v3/authorize-saml | ISXEL. &
M5 JSON T>O—R%EHIBRLET,

RO

TENANTACCOUNTID DELEASREF URL #EVB 3 370D POST B3R T, FERIZ

python-m json VY —JLITE I, JSON T>O—RHHIBREINET,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

COFIDBEICIEF. URLI>OA—RINEEBERFAURLAESENTVLETH. JSSONIVO—RT
NizLAVIIEENTULEE Ao

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. DAY RTHEHRTB7HIC ' [HEDS SAMLRequest ZREL X T

export

SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d RZEI7vx—%ITUVRR—FrL. 6B%=TI1-LZFT,

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "S$RESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

11



e. 'pf.adapterlD' flE%Z TV XA/R— kL. [6&ZITI—-LZ 7,

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. Thref) B2 T RR—rL REODRSy>a /%) .« o8&z ITd—-LF7d,

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g laction)] DEXETIRAR—FLET,

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. L7 v )l &HIZ Cookie ZIXET S ©

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLS$SSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pE .ok=clickedé&pf.cancel=&pf.adapterId=$ADAPTER"
--include

i. IERTR T« —ILRH 5 SAMLResponse Z1R1FL £ ¢

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

j- 77 L 7= SAMLResponse % {#f L CT. StorageGRID 58:F b —2 > % 4§ B StorageGRID @ T
/api/saml-response’ E3K| Z{ER L £,

[ RelayState | DIZEIFTFET7HOU M ID ZEAL. Grid BE AP ICHA > 12T 35HRIF0
ZERALE Y,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool



ISEICIEEREE b — o VD EENTVE T,

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B3EE b — o Y ZISEIC TMYTOKEN 1 E LTREFELE TS

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

ZMNT. SSO ZFEALTULWRLVWBED API DFERAAECREILKLSIC. MIOERIC T MYTOKEN J %
FERATEEY,

SN A HENRIGEIE. APIDSY AT ORLET
WA YA (8S0) HBEMICAB>TVBEEE. JUy RERAPI £7:187 5> MERAPI H 54

>y
ST M E BB D—ED AP| ERERIE THIET ZHBEABHDET. CNSOFIER. SSO FAFY
4T« 7ONA AR LT PingFederate ZERA L TWBIBEIERINET

4

CDERTICDOWVT

RBIZBLC T, B> >oIOd 70 hR=IUH 605 7T 9§ 371F T StorageGRID APl h 541 >
TORNTEFEY, £7/zI&. StorageGRID "5 7 IILOJ 7T~ (SLO) 2#FT§3cHbTEFET,
DIBE. B StorageGRID N7 5 b—0 VHRETT,

FE
1. BZEINO7 77 FERZER T BICIE. T cookie" sso=true" ] % SLOAPI IZEL E T,

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

0472k URLDSRENE T,
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"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. 077 URLZRELET,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"'

3. ERZOJ 7k URLISEEL. SLO #3fTL T StorageGRID ICUA AL I MLE T,

curl --include "SLOGOUT REQUEST"

302 WBEMRENET, VEAAL Y MEIZAPIOAOOT 7 MIISBERTNEE Ao

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. StorageGRID Bearer k—2 V% HIBRL £,

14

StorageGRID Bearer k—7 > ZHIlRg 5. SSO ZFEELABAWVEELRLKISICEMELEX T, [ cookie
1 sso=true' MEE SN TULARWSE. 11— —I|d SSO REICHEX 5 X % Z £ %A < StorageGRID 5
AJ 7o h3INEd,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json"™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

204 No Content J &, A=D1 7oL e%®RLED,

HTTP/1.1 204 No Content
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