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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status
A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration
changes.

KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?

Hostnames 10.96.99 164
10.96.99.165

Port 5696

Server certificate >

Client certificate ?

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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View the list and status of sites and grid nodes.
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Q Total node count: 14
CONFIGURATION "
Name = Type = Objectdataused €@ =  Object metadataused @ = CPUusage @ =
MAINTENANCE
SUPPORT StorageGRID Deployment Grid 0% 0%
Data Center 1 Site 0% 0%
DC1-ADM1 Primary Admin Node 5%
DC1-ARCL Archive Node 4%
DC1-G1 Gateway Node 2%
DC1-51 Storage Node 0% 0% 12%
DC1-52 Storage Node 0% 0% 10%

T T S L R T T T

BEEIBR
StorageGRID OEIE

F—EBEY-NOREZIVT7LET

F—BEY—/N (KMS) OREZIVTTBHE. 7TS5AT7 AT/ — FESEHE
MCEDE T, KMS DFREZIVTITBE. T 7’7’1’7‘/2@7‘ ZIITELRICHIFR S
N 77CXATERLBDET, COT—RIFVANUTEEE A

BEZHD

TIIATVRALETT -2 2RI 2UENDHZ5EIE. KMS DEREZT VT I 3H1IC. /—ROERZF
LT BFIE Z2RTT2D /—FZ2IO0-—Z2T9B3RERHBD E I,

(D KMSZ0 7338, 7IZATVADT—RHTLRICHIBFRIN. 7I/ERXTEHLLADF
j_o :@?—gtiujj/\‘u—("‘:é’iﬁ/uo

J— REERFLE ICE§FENDT—4% StorageGRID RDMD / — RICEE TS L,

CDRRAIICDWVWT

TIS5AT72VAKMS DEREZ V)T T3, /—RES{EHERICKRD, P7TSA4AT7VR/—RE
StorageGRID # -1 b ®D KMS DE&TE & DR DEIET 77’3‘%@5?*1’1&3'0 Z0H%. TTS5AT7ADT—32HH|
BREN. PT/SAT7VREA VA M—IILEIOREDEFICADE T, COTOCLREZTICET CCIETEEXHE
Ao

KMS OREZ 7)) 7T 3HENDHD XT,


https://docs.netapp.com/ja-jp/storagegrid-116/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/admin/index.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html
https://docs.netapp.com/ja-jp/storagegrid-116/maintain/grid-node-decommissioning.html

* TTZA47 >V X%ZRD StorageGRID & AT LICA YA R—ILT BHEIIC. KMS Z{ER LAV, FIERD
KMS ZfER 9 2aiIC.

@ B L KMS ¥—%FHY 5 StorageGRID AT LICT IS4 T7VR/—REBA VA —
LT 3FEIE. KMS DFREZ IV 7 LBEVWTLIEEL,

* KMS SBREDWEKDONTKMS F—% DV ANVESIUVBAI VA =ILTEFHRV/ —RE Y AN T BHEIIC.
KMS F—% ) AN)TEFH Ao
s BEFROYA CTURMERL TWeT I 54 72 X %R BHIIC.
c J—RBEILHIEME>TVWBR T TISA 7V ADERZFEILELEH E,
KMS %Z 2 1) 77 L T StorageGRID ¥ X7 LRDMD / — RICT—RZBENT BFIIC. 774

() 7 ROBREELLET. 7T51 7Y AOEBEELT BHICKMS 22U TT3E. 7
—ZAPEONBZTD. TTSATUIDEELR L BRZ008EEDHD F£9,

FIE
1. IS %H/E. 77547 AQAVE2a—FT4 27 A MO—5DIP 7RLZROWTNAZ AL
&9, +* https://Controller IP:8443%

[ Controller_IP" 1 |&. 3 2® StorageGRID v bT7—oZ0WshHh DIV Ea—FTr >4 - 2> b0
—Z (RAhL—=2 -2 bO=-5TIERW) ODIPT7RLRTY,

StorageGRID 7 754 7Y AA YA =S DHR—LR—=IHRRINE T,

2. Configure Hardware * > * Node Encryption * Z33R L £ 9



MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption [+

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696
Server certificate >
Client certificate ?

Clear KMS Key
A\ Do not clear the KMS key if you need to access or preserve any data on this appliance.

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data
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A Warning

Confirm Clear KMS Key and Delete All Node Diata
Clearing the KMS key:

= Deletes KMS encryption key from the node
= Deletes all data on the node
= Heboots the appliance

If you are sure you want to clear the KMS key and delete all node data, type 'clear’ in the text
box. Then, select Clear KMS Key and Delete Data.

clear| |
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