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Audit Log Rate = 2 x S3 Operations Rate
Audit Log Average Size = 800 bytes
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Audit Log Rate = ((2 x P) + (1 - P)) x S3 Operations Rate
Audit Log Average Size = (570 + K) bytes
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Application Log Rate = 3.3 x S3 Operations Rate
Application Log Average Size = 350 bytes
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Application Log Rate = ((1.1 x P) + (2.5 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (220 + K)) + ((1 - P) x (240 + (0.2 x
K))) Bytes
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Application Log Rate = ((3.2 x P) + (1.3 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (240 + (0.4 x K))) + ((1 - P) x (185 +
(0.9 x K))) Bytes
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Audit and syslog server

Audit messages and logs record system activities and security events and are an essential tool for monitoring and troubleshooting.

Audit levels

Adjust audit levels to increase or decrease the type and number of audit messages recorded

System @ Normal v
Storage @ Error v
Management @ Normal v
Client reads @ Normal v
Client writes @ Normal v

Audit protocol headers @

Optionally, define any HTTP request headers you want to include in client read and write audit messages.
Header name 1

Add another header
Use external syslog server

By default, audit messages are saved on Admin Nodes and logs are saved on the nodes where they were generated. If you want to save audit messages and a subset of logs externally,
configure an external syslog server.

° if you want to use an external syslog server, you must configure it first.

Configure external syslog server

If you want to change these log locations, select a different option below.

Log type Log location
Auditlog @ Admin Nodes
Security events @ Local nodes
Application logs @ Local nodes

C Default (Admin Nodes/local nodes)

Local nodes only @

2. BEEB LU syslog T —/\R—I T, *NEB syslog H—/N\DRTE * ZFIRL £ 9. LUFTICHER syslog B —
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Configure external syslog server

@ entersysioginto

External syslog server configuration

Host @

Server CA certificates @

Client certificate @

Client privatekey @
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4. T*Continue* ] Z&RLET,
5. [[attach-certificate] [TLS * £7zi3 * RELP/TLS * 38R L 118 81%. ROTHEE 7w FTO—RLET,
° * Server CA certificates* : #}&F syslog ' —/N\Z&EL§ 2 1cHDEFE SN/ CAGEAE (PEM T >3

—F42Y) . BETBL. 7T 4)L O Grid CAIIREAEEINET, CoTTyIO—KT3
77L& CANY RILTH B ITHEMAD D £ 5,

°;7347>Fﬁ%%*2ﬂﬁhwbg&—ﬂ«@%ﬂ%@?%%?yhﬂ%%(PHMI)]—F

CHOSATUNWEET  VSAT Y MNIREOWMER (PEM I O—FTa0 ) o

5517 MERBERATSBAE. 7517 MIBRLERT SUBNBD F
7, BELSNHEREIEET 515818, N7 L—XHIEET BUBNBD £ T,
() BSLShraEREERLIRE. tF1UTc LORSAXY Y MEBHD L A,
ChUE BENRTL—XZ2RBINT IBBENHB1-HTT. BSEINTLRVWIESRE
ZERATACeMRLEY (EARERES)
L AT BIREE A —0 [ BB BERLET,
i. SEBAE T 7 AIILEIFF—T 7ML EBRLE T,
i 77 LETYTO—RTBICH. B P BERLET,
FRBEIF— 7 7 LROBICROF T v oI~V HEREN, ERICT Y TO— RSN L 558
MLET.

6. I*Continue* ] Z:&ERLZEJ,

syslog DARZEELEXT



Configure external syslog server

@ Enter syslog info o Manage syslog content @ Send test messages

Manage syslog content
Send audit logs @

Severity @ Informational (6) ¥ Facility @ local7 (23 v

Send security events @

Severity @ Passthrough v Facility @ Passthrough v

Send application logs @

Severity @ Passthrough v Facility @ Passthrough v

- o m
|

1. 9488 syslog ' —NISKE T 2EERBRO X1 T2 2 eNBERLE T,
o * BEER M MiXIE *: StorageGRID 1RV b H LUV R TLTIT14ET 4
XAV TA AR NEEE ROV DA LLS e Lz, A—H—H
root ELLTHA AV LIcEEREDEFa )T ARV b
TN —=2avOdDXENRDLSBEN T TN a—FTa 2 JIRIIOOT 771l
= bycast-err.log
= bycast.log
= jaeger.log
* nms.log (BIE/—RDH)
= prometheus.log
= raft.log
= hagroups.log
2. ROy TAIIAZa—%ZFRALT. 2EITIEEBROATIVOEREL 77U 714 (Xyt—2
DRATF) ZBRLF T,

BREYT7721) 7 Il *Passthrough * ZiFEIRT B . JUE— bk syslog H—/NICEETNBBEHROEK
Br772)Fald. /—RiCO—AcOJA > LIEeETERILCICAD XY, 772U TF1 CEXREZ
BRETDE. AREIAAAEBAHETOIZEN L. PMZBRICTEZIENTEET,
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®

StorageGRID V7 bz 7OV DFMICDOWVTIE. 2B L T LTV StorageGRID V 7
ko700,

a EXyt—%9EB syslog ISFEET BMEIC. O—AhJL syslog DIBEEELEAEEEZFERT 356
I&. [Severity] IC [*Passthrough] %=:#iRL £ 9,

BEEOJ DIHSE. * Passthrough * Z3ERT 2. EXEIE NNinfoy ICBRDFT,

TFXa)7q - AR FDFE. Passthrough ZFEIRT B, /—REDLinux T4 XAMJEa2—>
IVICE > TEREDENERINE T,

info] & Tl notice ] OEITEADET, & XX,
K\

FTUr—ay - OJ DHE. *Passthrough * ZEIRT D . BE ORBICK>T. EXEIF T
INEJ,

NTP —NZEMLTHAZIL—TZRET S
SSM #—E X ETcld RSM H —EXZ BRRIICFELEL TWB L EFIC [ notice 1 & W\ SEH KRR

INAZRI—EZFERALAEWVEEIE. EXEDEZ 0 ~7 OHETEIRL XTI,

BIRLIEIZ. CORATDIRTOXYyE—JICBAINET, EAEZEEDETCTLEEET TS
CEERT D . FNENDBERIEDODNE T,
BARE

B8
0

EMERGENCY : X FLHPMEBRTEAWV

ALERT @ BRUCRUNHKETT

Critical : 7T 4 AILBIRETT

Error : TS5 —1REE

Warning : &

HRETY
‘A BB ORELEHERRIRE

INFORMATIONAL : 158X v —STF

DEBUG : TNV I LARILDXAyE—

* Facility * DIHE. EXvEz—J% N8 syslog ISXET BHRIC. O—7HJL syslog DIFEERERL T 7
)T 1 EZERAT BICIE. Passthrough Z3&RL £7,

BEEOJDIHZE. * Passthrough * Z:#EIRT 2 &. HEB syslog T—/NICEKEFEENBZ T 72U Tq1d T
local7 | IC%&D £,

xalT+a « AR MDFEIE. *Passthrough * ##IRT 2. /—RED Linux T XA JE 2
—2aUlE2TCI7 7o) TaERERINE T,

FTUr—>3y - OJDHBE. *Passthrough * ##IRT B & NEB syslog H—/NISEESNE T
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r—23> 07123 ROT 72 ) T EHNRESNT T,

TV ir—varvod INZRZ)L—1E

bycast.log A—HFrEET—EY

bycast-err.log user . daemon. local3. F7zld local4
jaeger.log local2

nms.log a—#AJL 3

prometheus.log ' LOCAL4 |

raft.log local5

hagroups.log local6

d NXZ)N—EZFRLAWMEERIE. 0~23D7 7> UTrEZBRLFT,

BERLIABERE. CORATOIRTORXyE—JISBAINEY, HRZEEETA—/N—F1F7
BlrBERT L. TESELMRICETBBERNMKRODNE T,

T2 UT« B

0 kern (A—XILXvt—)

1. d—4 (A—HFLRILDOXyE—)

2. X—=JL

3. T—EY (YRATLT—EY)

4. AUTH (¥ a7« /E8EEXytE—Y)

5. syslog (syslogd THRERIICERTNE X vE—)
6. LPR (SA>TUYEY TS IT L)

7. News (Rwy hD—0Za2—XYTIRTL)
8. UUCP

9. cron 70y o T7—EY



Z27oUT« B

10. T¥alTas (EFa)7+q /BAXyE—)
11. FTP

12. NTP

13 logaudit (OJE&E

14 logalert (A 75— 1)
15 clock (clock ¥ —E&>)
16 localO

17 local1

18 local2

19 a—7JL 3

20 ' LOCAL4 |

21 local5

22 local6

23 local7

3. *Continue*] Z&IRL 7,

TAMAYE-DZXELET



Con.figu re external sySlog server

@ Enter syslog info @ Manage syslog content e Send test messages

Send test messages from all nodes

A After updating the syslog server configuration, confirm that the external syslog server can receive test StorageGRID messages. If the test messages cannot be delivered and you
use this configuration, you might lose important messages regarding StorageGRID events and activities.

Before using the syslog server configuration, confirm that all nodes can send messages to the external server. Select Send test messages and then check the

syslog server. Make sure it receives a test message from each node in your grid. As required, correct any reported errors and try again.

Send test messages

SEB syslog B —/N\NDERZRRIAT ZH1IC. 7)Y RRDIARTD ./ — RHAEB syslog H—NICT AR X vt
—CERKETDEDICERTIMENDHD £9, A& syslog H—/N\ADF—RXEFICAZ Y T BAEIIC.
NEDTAMAYE—JZFERLTAOJIINEA > T 2K ZRETIHELRHD £,

SER syslog H—/NDEREIF. 7)Y FROE/ —RHSHNER syslog H—/\DT XA F X ytz—
(D D%BEL AvE—OhBECSDIMESNEC L ERRT 5 5 TEALANT S
LYo

1. TRy E=J%ZFELBRWVIEE T, A8 syslog H—NDELKRESINTED. Uy FRDTA
TD/— R oEEBERZRETIZCIHEETHSI5E(E. [ * Skip and Finish * 1 ZZ#IRL X T,

REDEBICRESNL L EZRIRONT —DRREINET,
2. ZhNDIZEIF. [TRAMXXYyE—C%FETS 1 2BRLET,

TAMERIZ, TARZFELETZETR-JICHHRICKRTISINE T, TX FOERTHFH. UAENCREL
TEERICEREX v -5 EHREIXESNET,

B IZ—HRELBEIE. BELT. B5—E[TRAMXYE—J%XETZ | ZBRLET, 2B8RL
TLESWANE syslog T—/ND STV a—FTa0 >0 TS5—DEERICIRIBE T,

4 gRTD/ =BT RAMMIEE LIS L EZERIRONFT —DNRAINBZ ETHL T,
5. syslog U —NZFAXRT. TRA X YE—IDNERICRESLIVCUEBEEINTUVEIDNESHERELE T,

@ UDP ZEH L TW3IBEIF. OJIREA VTSRS IVF vzl Ed, UDP 7O
FIJLTIE. 7O INEREKRICELVWIS—&RBIETEEXEHE A

6. T*ZAhwF&T4=Zwa*) #FERLET,

EBEH LU syslog H—/N\* R=JIZED £9, syslog T—NDRENEEICRESNIIEERTHRD
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NF—=HRREINE T,

@ NEB syslog H—/N\E SOXREL%EIRT 5 F T, StorageGRID EEEIFRIFNER syslog
—NICEEFEINEEA.

EERBOXERZERLET
tFXaUTqARY AT 7TV T—=23>07, ELVEEAYE-YOJDXERZIEETETET,

C) StorageGRID V7 bz 7OV DFFMICDOWVTIE. BB L T LT L) StorageGRID V 7 +
DT T7NOY,

1. Audit and syslog server R—2 T, RRSINcA T a Uh S EEBROTEHRZEIRLE T,

A= DY =HPR
TI7FIE BB/ —R/O—-hH BEEXYvE—JIFEE/—RFROEENY ( lauditlogl ) ISXES
L/ —R) N, ExalFqsaR> rOJeT7 V=3 >0J3ER SN

J—=F (TO=AL/—F1 &HFIENDB) ICERETNE T,

&8 syslog H—/\ BEBBWHNEE syslog U —NITEESN. O—NIL/ —RICRES
NExd, XMETNDBEHROEERIE. 88 syslog ¥ —/NDFREHAEIC
KOTEAEDFY, COFTTavidk. NEBsyslog HT—NEZREL
TEHBBICDOIHBIICHED FT,

BB/ —RrNEB syslog H—/\ BEEXvE—JIFEE/ —RFOEEOS ( Nauditlog 1 ) IZEES
N, BEBEBRISANSE syslog H—NICEKESNTO—HIL/ —RIZR
FINFEFT, FEINZBROEHEIL. SEB syslog H—/NDRESH
BICE>TEABDET, COF T avidk. A8 syslog H—/N\Z&
ELIIBRICOABMICHED £,

O—AIL/—RDH BIE /) —RZEIE)E— b syslog T —NICITEBRBRISEEINE
HA. BEEBRIE. EHLE/ —RICOAREINE T,

* 37X ! StorageGRID (¥, BHMICChHs0O—H)IlOJ%=0O—TF

- a U h5HIBRL T, AR—X=MBBLEd, /—FoOv 7
7IILNIGB IET R L. BEO 7 71 ILHMRESN. FiLL
OJ 774D EwBEINES, OJoO0—7—>3 > D ERIF
21 774ILTY, QT 770D 22 BBDO/N—23 UHMERT
N3, RbEHVWOT 7 77IDEIBREINE T, &/ —RIZIFF
¥#9 20GB OOJ F— 2D NE I,

@ IARTOAO—AI - /— R TERINI-EEEIERIF Ivar/local/log/localaudit.log ICfREFESNE T
1. [fRTF (Save) 1ZBIRLET, RIS, [OK]ZBRLT. O DREENDEEZHEL T,

2. ERBERDT AT 42— 3 LTHAEB syslog H—/\ * £7cld * BIE/ — K &N EB syslog H—/\ * @
oM ZERLIZEGEIE. EBNMOESEHARREINE T, EETF A M ZHERLEF T,
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