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BERATD IV MDT7S—rEEEBICABELTLIESTL,, CNULEDT—2BEREZH S TEOHDTNUHNRE|C
RBGEDHDEFT, MRICFHLITNIE, BEA TSIV RE2 VRN TEZHGENHD XY,
FiEg
1. nodes (/—R) |%Z&RLET
2. [Storage Node>* Objects*] Z#3&R L £,
B ATV MORICRIRSINIBERA TV b EHESELE T,
CDOFfEIX. StorageGRID Y AT LLETRELTVWBR DT VY R/ —RTREBSN=ATS o

FOEH#ZRLET, CODfEIEZ. LDRY—ERXEDDS H—ERICEEFNZT—XALT7AVKR—2Y
FDEBERA TSI MHIAZDEETT,

DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18/s 1B/s
D.800 B/s 0.800B/s
0.600 B/s Mo data 0.600 B/s Mo data
0400 B/s 0400 B/s
0.200B/s 0.200 B/s
0B/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 15:40 15:50 16:C0
Object counts
Total objects: @ 0
| Lsstob;ects: [~] 1 ||| |
S3 buckets and Swift containers: @ 2

4. BB ) —RHBEBEOJICTIEALT. *Objects Lost* 75— rEMIH—-LIcA TV bD—F
DFAF (UUID) ZRELE T,

a gy R/ —RICOJA>YLET,
L RDAY Y REASILET, sshadmin@grid_node_name
i. T passwords.txt ] 7 71 ILICEEEHEINIENRT—RZASILE T,
iii. root ICYIDEZRBICIE. MOARY RZANLET
iv. T passwords.txt | 7 71 JLICEBEINIENZAT—RZANDLET, root & LTATA>TB L,



JOYTHE TS 1 »5 T#H IZEDDET,
b. EEOJHEMMINTVWE T LI MIICEBILEX T, [ cd/var/local/audit/export/’ 1 CAALET

C. grep ZfFH L T Object Lost (OLST) BEEXvE—T%MHL EFT, [ grep OLST audit_file_name
1 EANILET

d Xyt—JIZBENTWLS UUID DfEZ XELF T,

>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

5. ObjectByUUID' Y > R%EMFEHA L THAF (UUID) TH IS TV b EKREL ' T2 ERFRICTSINTL
BHES5hEHILET

a. Telnet T localhost 1402 (C#EKiLT. LDR OV —=IJLIC7 XL E T,
b. T /proc/OBRP/ObjectByUUID UUID_VALUE | ¥ AHLZFT

C ORAIDAITIE 'UUID 926026C4-00A4-449B-AC72-BCCA72DD1311' DA TV T ¥ MC 2 DDIGFR
ARRINTVET

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311
{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)™: "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D



OxBACZ2A2617C1DFFT7E959A76731EGEAFSE",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLIN\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

2 ZBOMHITIE '"UUID 926026C4-00A4-449B-AC72-BCCA72DD1311' 3 HF2>A T U MICiE' U R
RINTWBIBRALHD FHA



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUID D H 1z MR L. WY LAEZERITLE T,
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COFIE ZERALT. Uy RADOMDIBATEAFZ I/ bOL TV r— b AE—ZRETEE T, &
EALDZE BRATD I MIRDODD FE A, IcffLy MRISHLITNL BERLTFVT— b4 T2
JhZBRERLTUVRANTTERZHZBEDRHD TT,

(D CoFEOTR—MOLTH. FHZALYH— MCERLADE T,

FIE
1. BB/ —ROBEEOJ T, ATV MHEETZREDOH B HFAZRRLET,
a gy R/ —RICOJA>LET,
L RDAY Y REASILET, sshadmin@grid_node_name
i. T passwords.txt] 7 71 ILICEEEHEINIENRT—RZASILE T,
iii. root ICYIDEZRBICIE. MOARY RZANLET

iv. T passwords.txt | 7 71 JLICEBEHSNTENZAT—REANLET, root & LTATA VTR L.
7OYT7RE TS 1 5 T# IZEDDET,

b. BEEOJHIMREFEINTWVWST 1 L2 k1 (cd /var/local/audit/export/ ) ICEE L £

C. grep ZfEAL T, KbNI-AIREUNHZA TP 0 MIBEEMITOSNTUVREBEX v - %HE
L. BAT771ILICEIELE S, T grep uuid-valueaudit_file_name > output_file name 1 ¥ A7IL &
e

Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about lost object.txt

d. grep ZERALT. TOHEAT 7 ILH5 Location Lost (LLST) BEEXvtE—H#HHLET, T
grep LLST output_file name 1 EASILET

Bl
Admin: # grep LLST messages about lost objects.txt
LLSTEEX v E—JIERDY > FINAvE—2DESICBD £,

[AUDT:\ [NOID\ (UI32\) :12448208\] [CBIL (UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG64) :
1581535134379225] [ATYP (FC32) : LLST] [ANID(UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UIG4) :7086871083190743409]]

€ LLST Xyt —2TPCLD 74 —JLRENOID 71 —JLRZEERLEX T,



PCLD OfEld. TELTWBL U — AT bAE—ADT 4RI LEOFTEHRINAT
9, NOID DfElE. A7V bOAE—DEFEETZA8EMHDH S LDRD./—KR ID T,

FTOTV CDBFABROD S TIFEIF. 7TV TV b2V AT TEEHENHD X,
L COLDR/—RIDDRL—2/—RERELET,
/=R IDZFERALTRNL=2/—RZEHEITBHEF2DO2HD Y,

* Grid Manager T+ * support * > * Tools * > * Grid topology * Z3#RL £ 9, Wi, *_F—4&t
YR— *>* ZINL—UJ/—R *>*DR*] ®ERLEF, LDR /—R ID I% Node

Information T—7ILICEEFNTUVWET, COLDREZRAFLTWRRNL—C/—RHBRDOHNB
FT. BAML—S/—ROBHREERELET,

VY RDOUANINY =2 7>O0—-RLTHELET. SAID Ny i7r—JIlid
_\docs_directory h'&% D £, index.html 7 71 JLZF< . Servers Summary ICld. IRTD
Ty R/—=ROIRTD/—R IDHBRRINET,

2 BEEXYE—JTIERESNTWVWBRR ML=/ —RIZATZ UMD FEETIHESHZHERLE T,
a gy kr/—RicAJAVLET,
L RDAY Y REASILET, sshadmin@grid_node_name
i. T passwords.txt ] 7 7/ ILICEBEINTENIT—RZAHLET,
iii. root ICYIDERBICIE. ROAYY RZEANLEY
iv. T passwords.txt | 7 7 ILICEBEHSNTNRIT—RZAHLET,

root £ LTAJA >3, FOAYTHE T§ 1 H5 T#H IZEDDFET,
1. ATz DT 7AINIADEFET BN S D ZHERLFT,
TSIV DT 7AIILNRICIF. LLSTEEX Y E—2 D PCLD OfEZEAL X,

e X RDESICADLET,

1ls '/var/local/rangedb/1/p/17/11/00rHO0%DkRs&LgA%#3tNG"

CEF AT T FAINDNRIG BHRNFZIRT—TI3DIC. BT —B5| AT TEATE

LY

CFATTT U MNZABRODSBWVEERF T bhikbhdicd. COFIBE ZFERBLTUR N3
CERTEERA. TIVZAILTR—-MIBEVEDELTET L,

C ATV MNADRRON 2 7BEIE. FIBICEAFT ATV b% StorageGRID [Z) A R 7 L &
To ROMW oA TTP Y b% StorageGRID ICU AR T7TEXT,

a. [[restore_The object to sStorageGRID . start=3]] 7 7 7 fNZIDBDOD - 1=5GIE. ATV
2 k% StorageGRID ICU R 7L EF T,
LBLRRL=/—RDS, ATV T 71 IILDOFEEEZZE L T StorageGRID TEETE
3&5ICLEF, [chownldr-user : bycast | file_path of -object''' E AZILE T

i. Telnet T localhost 1402 (C#E#: LT, LDR OV —IJLIC7 7R LFd, [telnet01402° J &



ABDLFT
ii. Tcd/proc/STOR 1| EAHNLEFT
iv. T Object_found J file_path of -object | AL ET

fceZIE RDESICANILET,

Object Found '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tNG"'

+'Object\\ found' AY¥ Y REFRITITD L' JIV Y RICA Tz FOBmAMEHMEINETE. 77
T4 THRILM RS =R R H=—TN, RUS—DIETEICK > TEMOIAE—DMEREINE T,

CEF AT URDREIOD TR ML= ) —RBATSAVDFRIF. T VFAVDOEEDI ML=
J—=RICATP O+ E2AE—TEET, V51 VDA ML=/ —ROD Ivar/localirangedb 7« L &7
MICHA TSz P ZEHREBELE T, RI'A TSI MNADEDT 7L « NAZFERLT
'Object\\ found' AV R%ZME LXT

c AT T U REDZARTTERVEGS 'Object\\ Found AT Y RIFKBLETTIZAILYTR—KIC
BBRVWEHhE LTV,
° 7T x U bH StorageGRID (CIEFICU R 7 EINBEIE. W EEGRAZ X vE—IUHRRINE

¥o Bl

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5

Renamed '/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tN6"' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

FIEICEAFT HTLWGFAMMER SN ezl LET
i. [[verify_new_locations_were created . start=4] 7> ¥ kH' StorageGRID ICIEFICU A~ 77
SNTFEIF. FLWESDMER SN ezl L £9.
A. Tcd/proc/OBRP | AL EFT
B. T ObjectByUUID UUID_VALUE | YA LET

RDFE. UUID 926026C4-00A4-449B-AC72-BCCA72DD1311 DA T U MZ 2 DDHANH S Z L =R
LTWET,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~

BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00RA4-449B-AC72-BCCA72DD1311",
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"NAME": "cats",

"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

Yo
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7/ES59A76731EGEAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12719:16:10.983000",
"ITME": "1581534970983000"

by

"CMSM": {
"LATM (Object last access time)": "2020-02-12T719:16:10.983000"
b
"AWS3": {
"LOCC": "us-east-1"
}
b
"CLCO\ (Locations\)": \][
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",
"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
\'},
\ |
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",
"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"



1L IDROVY—=IHSHLUT7IORLET, lexity EAALET

a B/ —RFHo, BEEOJERRLTCIDA TV Y bz ORIM BEEX v -2 TRL. HEICKL
TERZATHAIILERE (ILM) IC&L>TOAE—HDERETNTVWSE e ZERLE T,

2. gy R/ —RiCOg14>LEY,
a xpIAX Y REAHILET, sshadmin@grid_node_name
b. T passwords.txt | 7 71 JLICEEESNIZNRT—RZAHILEFT,
C. root ICHIDEZXBICIE. ROIXVYRZANLET

d. T passwords.ixt ] 7 71 JLICEREHSNTENZAT—READLET, root & LTATA VTR, 7O
INE TS 1 A5 TH IZBEDDFT,

3 EEOIMMREINTWVWS T« L2 kU (cd Ivar/local/audit/export/’) ICEE L £ 9

4 grep ZFEHALT. 77020 MIEEMITONTVWREEX v =2 HAT7 70 IILICHELET, T
grep uuid-valueaudit_file_name > output_file_name | ¥ ANLFXT

Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages_about restored object.txt

S. grep ZERALT. COHEAT 7 ILH5 Object Rules Met (ORLM ) BEEEX vt —J%HMELET, T
grep output_file name | Y AALET

Bl

Admin: # grep ORLM messages_ about restored object.txt

UTFIE. ORLMEEXvtE—20fITY,

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-ACT72~-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) :ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

6. EEX Yt —TUTLOCS 74 —ILRERRKRLEFT,

CDT714—I)LR®DCLDI DfEIF. #T72x o baE—DME SN/ —RIDER)a—LIDTY, D
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Xyt—JiF, ILIMASEARAIN. 2 20F T2z baAE—HDT )y RRD 2 DDFAAICIER SN
CrZRLTWETY, o Grid Manager TIEEXA Tz bz )y FLET,

R EER

BERATOx U bZ2AETS

BRATPz I VEREF TSV MDA ULV FLET

EEOJZHELET

%ﬁ%_&zl'?\“)lﬁ heXREFTSTOMDAD Y RZEYEY RL

StorageGRID > X T LEZFHEL. EBEHMSNTLIRTODEEA T 7 FHEL2ICEKDN
TW3BZ &, IR o175 —LTHS X R TET /5. Lost Objects BIEDE
Zz0ICUEY FTEET,
BEZHD
* ZfEHE L T Grid Manager ICH 1 > AV §23HERHDFET HR— SN TLS Web 7T,
*BFEDT IV XIERDURETT,

CDRAZICDWVWT
Lost Objects H I > RIFRDEE S HDR—IHh5Uty hTEFXRT,
* * 4 7R—k *>*Tools * > * Grid Topology * > * _ Site_*>* _Storage Node_* > * LDR * > * Data Store * > *
Overview * > * Main *
CrHR—br>rY— L > JUy R RO > _ YAk _*>*_ ML= /—F _*>*DDS*>*
T—RART*>*BE*>* X1
NS5DFIEIX. Idr>*Data Store* R—ISHh65AT >V EEULY N TE3HEZRLTVWET,

FIE
1L HR=b*>*Y—JL*>*JUy R bROD* ZBIRLE T,

2 BEFIZLOST 7S —LHRELTVWRRA ML=/ —RICDWVWT, T*Site*>* AL —Y/—R
_*>*|DR*>* Data Store * > * Configuration * | ZZERL X7,

3. T*Lost Objects Count*Z Ut v ) Z&EIRLET,
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Overview Alarms Reports | Cunﬂnuration\,

Itain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 201705-11 14:58:13 PDT

Reset Lost Objects Count

Apply Changes *

4 [ZEBOBERNZV)vILET,

Lost Objects BMHA 0 ICUEy TN, *Objectslost* 75— & LOST 7S —LHERBRINET, Th
IS DD B DB £,

S WMEIZRLU T, BEA TPV M ERETZTOCIATEBL SNIHEMLH S, ZDMHOEERHDE
)Yy FTEZT,
a. [Site>*Storage Node*>*Idr*>*erasure Coding*>*Configuration*] Z3&RL £9,
b. T Reset Reads Failure Count 1 & T Reset Corrupt Copies Detected Count | ZERL £7,
C[EEDER N ZU/JVvILET,

dpr_ #Ha4bk_*>* kL=« /—FK _*>*LDR*> * Verification * > * Configuration * ] ZER L £
ED

e. [ Reset Missing Objects Count | (REA T U FEDUL v ) KU T Reset Corrupt Objects
Count] (EATZzI ULV ZERLET

LREESNIcA T MHRETHB D HEERBSIE. [*BEISNA TSI bOBIRR* ]
ZERLET,

BEtSNTA T O MEI NV OISOV RBEIETRIBLIEL U — 47220 FOE—HE
BINBEEHSINE T, IFLALDIFE. StorageGRID IHEB LA TS U b EBEFNICE S
Z. REESNIA TV b ZHIBRL THEELTY, 7L, *Objectslost* 7Z— A LD H—&
NHER. LOST 75 —LDN MU A—CNEHZEIE. TI7ZhIYR— DRI A T o
MITOERTZCEMRLETD,

9 [EEDER N ZI)YILET,

[ZEO#EA (ApplyChanges) 12U v L71=%. BENUEY FEINB3ETIZO LEEADD S5
=N
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