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PUT Object Lock ConfigurationE K=Y % & . S3 Object Lockh"BICH>TWB N7y MIXLT. 7
T FORIFE—RET 74N MORIFPEZRES SUVEETEE T, UENICHRE LT 7 4L bORSF
REZHPRT A CHTEXET,

FILWATS O MN=2a3 DNy MIZEDRAFNZ E. ICT 74N FORFE—RDABERAINE T x-
amz-object-lock-mode B KU x-amz-object-lock-retain-until-date [FFEEINTVWEE A, T
7 AL ~ ORFFHARIE. Dretain-until-date DETRICHERA TN EF T x-amz-object-lock-retain-until-
date MBEETNTLEEA.

ATz bN=U 3 OBDRAAEICT 7 AL FORFHEEANZEESNIIZE. 777 N—-23 20
retain-until [FZ DX XFZD. FTLLT 74 bORFFAEZERAL TEHEINB 3 HD FE A

ZHABLTHEIBENHD £9 s3:PutBucketObjectLockConfiguration CDMIBZFTT I 570D
BR (root7 AT > bk) ©

o Content-MD5 PUTERICERAYVA—%ZIBETIHNELHD XY,

EKA

COBITIF. N7y bTS3A Tz bAvIZBMICL. T4 ORFE-RZEWICKREL. T7
#IL S OREGHREZ6FICREL TVLET,

PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

NTw DT T+ b DRFHEAE Z R T 2755

N7y RTS3A T bOAYIHBEMICHE>TVWBEIHNESHZEHER L. 77 )L EOFRKFE— N CRIFH
BZzHERT2ICIE. ROVWITNDDAEZERALET,

34



* Tenant ManagerC/\7w hZRRLEF T, ZBRLTLKTZTWVW'S3INTy FEaRRLETS
* 518 GET Object Lock ConfigurationZ3K,

Z72 0Oy IREDF

GET Object Lock ConfigurationZXK%FH 9 % £ . S3 Object LockHh'/N7 v E TEMICHE > TWLWEIHESHh%E
RTEET, AMIB>TVBREBEEIE. NTY MIT 74 FOFRFE— FCRIFHEBEIRESINTLS D
EDNEMHERTEET,

FLWATS IO MN=2a32hINTy FICEDIAENZ . (T 7L EDRFE—RDERHINET x-
amz-object-lock-mode PMHEETINTVWEEA. T 7 2/ b DREFEAEIZ. Dretain-until-date DFHEICE
BA3ENZET x-amz-object-lock-retain-until-date HEEINTULEH Ao

ZABLTHEIBENHD £9 s3:GetBucketObjectLockConfiguration CDMIBZTT I 570D
BR (root7 AT > k) o

KA

GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

35


https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html
https://docs.netapp.com/ja-jp/storagegrid-117/tenant/viewing-s3-bucket-details.html

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRkRHIFiVgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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* "Amazon Simple Storage Service User Guide : Using S3 Object Lock"
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"



NTY MCZA 71U ILEREZER
SATHAUIERET 71 ILEEHRLT=5. PUT Bucket lifecycle BRZHITLTNT v MEBLE T,

RODBEKRIE, YO FINT7AILADSA THAVIILEEE. CVLWSERONT Y NROA TS o MIERAL
F 9 testbucketo

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

SATHAVIEREDNT Y MIEBISERAINIC EZRAET 2712 B I21& GET Bucket lifecycle &
KhdpOxd, fFl:

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RIS EICIE. BRALESA 7T VIRENRTINE T,

N7y R SA 7Y O LOEMPRNEIE 2T D10 b THB T CERELET

PUT Object . HEAD Object . #7z13 GET Object EXRDFEITHFIC. 1 71 JILEREDBEMHRIL—ILH
RIEOREDA TV CHESIHZEHERTEZ T, L—ILABERAINZIGEE. BEICIEDNZTENET
Expiration 7710 FOBMHARE —H T 2BMHARZ R /NT X—&,

INTYRSATHATIEILMED BB IND 2. BB L TV expiry-date &
(D)  FEnTwaok #7912 MEIBRSNZEEOBMHTT. FEICOLTIE. ZBRLT
{EEWH TV LY MUFHREORES K

e ZIE. TDOPUT ObjectERIF2020F6H22HICEITEIN, (LA TV TV D EEBEINEX T testbucket
NT Y ko

aws s3apl --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

BRINDGEIE. AT FOBEZNEEEN 100 H (2020 F 108 1 H) . SAT7HATIILEEDIL—
L2IC—8LiCxzRrLEd,

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34£f5340579d4446076£7\""
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"BEREOJ TEIE NS S3 NI

7TV bDUIE

e

BFEDNT Y MBERTNTWVWS
BEMLANLERLET,

BEONYT Y MIERAINIES
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

BFARV IR MEXXDA
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL 7T ) Of
CDOUIIE. MNEB. 2010 EAO. 2015 FHEEALD. KEDAORET —EIHS5OZXREZHELE T,
RETHEWT 7AILADOL O—RIFERINE T,

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

BRd37 71 IILORIIOEIT SUB-EST2020 ALL.csv XD L SICHD ET,
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLIDERAS] (CSV)

tH
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aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

N7 71 ILDORFIDEAIT changes.csvRD K SIZHD F 9,

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska, 710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLIOERA (FAMI)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

HAT7 7 1ILDRIDVL DD DITIE. csveEELETo RDOELIICHED XTI,

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

TILFN—r7 v 7O—ROUIE

Dt 3> TlE. StorageGRID TOVILF/IN— 7 v 7O— ROWEBOHR—~C
DWLWTEHRRAL F£7,

RIUWFN=b7yT7O-FDOITANTOMIEIC, ROFHCEIRFEIEBINE T,

1 DNy MW LTHERICETITAVILFANA— b7y 7O—KHA 1. 000 EZ BRI HEWVWLSICLTKL
7280 1. 000 %ZBR 3. TD/INT W MIXT S List Multipart Uploads D2 T 1) TREHFERH
BENBEWIEDRHD FT,

* StorageGRID (. YILF/N— FZAWS O 1 XFIRZERALE T, S3TFAT7 > MIRDHARSA
VIS BELHD £7,

c YIFN—FT7yTO—ROZR/N— DT XIE5MB (5. 242, 880 /N1 k) ¥ 5GiB (5.
368. 709. 120 N1 k) OBICTBIHRELHD XY,

o RBOERDIE 5MIB (5,242,880 /N1 k) KOS TEET,

o —fRIC. N—=YBAXETEBRLITARELTIMELRHD FT, 7t xIE. 100GB ATz I bD
e 5GB DN— YA XZFEALET. SN—MNIBEBDA TS U b eHBRINZTH. KEH
IN— YA X%ZFEBT 3 EStorageGRID XX T —2DA—/N—~Av RHHIETNE T,

° 5GB RBDA T TV b Tld. YILFN—FTIEAEWT Yy TO— ROERZEREF LTI L,

* ILMJL—=ILDOED A HENEHBalanced X 7= (EStrictDIFEIE. WILFN—rA TPV FOZ/N—KIZDOW
T. ILMJL—JLDE DA ENEH Balanced & 7= IEStrict DI/ EIERILFNN— 7w 7O—RORTEICA T
SV R REICDOVWTILMAFHESNE S, CHAA TSI EN—FDERRBICEDKLS ICRHET ZH
ICERTZ2RELRHDET,

° S3VILFN—rT7y7O—ROETHRICILMAEESIND . WIILFN—rT7yTO—KFHARETL
T-EETATIS T FO—ED/N— EHIRED ILM E4EFH-LTUW AW EARHD F§, IELLE
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BEINTULAEWLWN—NMIILMIIL=ILICE2BFEONRE L TFa—IZFERIN. HETELWE
FriCBEEINE 9,

o JX\— MIXLTILM Z5Hf ¢ 382, StorageGRID (3A4 TV bDH A X TIEHRLN— DA X
TI74NWRZ) VT LET, 2FED, 7720 b2FEDILMEBEZ B L TOWRWBRICA TS o +
D—EB%EBMTETE T, 7 RxiE. 10GBULEDA TSIV b IARTDCTICHEIML. ENLD/NTE
WATI T hEITARTDC2ICHRING ZIL—ILDFZE. 10/ N\— DS RBTILFN—rT7vFO—
F®D 1GB DF/N— MMIEXDIAHBEFIC DC2 IS NE T, AT b2EICH LT ILM HFRHi S
N3, 77z bOITRTDO/N— LD DC1 ICHEEITNE T,

* WILFN—rT7yvFO—-RTlE. IRTOMIET StorageGRID OBEMFHIEN Y R—rINET,

* WILFN—r7y7O-RTlE. BEICIELCTH—NADOBES{tEFEHRETEEX I, SSE (StorageGRIDT
BEINZF—ICL2T—N\ADESI) ZFEATSICIE. ZIBEL T x-amz-server-side-
encryption Initiate Multipart Upload B2 RDADERANY X —, SSE-C (A—HFIBEEDF—ICLDT—N
RIDEES1L) #EHAT 3HEIE. Initiate Multipart Upload B3k & ##:D& Upload Part R, BIL 3 2
DEStEF—ERAYV A —ZIEELET,

1R(F e
RUVFN—=r7y7O-FZ2VRMLET Z2BRBLTKESVW'YILFN- 7y TO-FZ2UZXELE
—g—ll

RILVFN—=r7y7O-FZzl@RLEY ZBRBLTKESVW'YILFN- 7y TO—FzRELES"

N=YZT7y7O—RLZEXY EEBLTLKIEEVW'NN=YZ 7y JTO—RFLET"
N—=YoO7yFO—k-JE— ZBRL KTV NN—YDT7yO—F-JE—"
Complete Multipart Upload DE1T #ZBM L T 2T L) "Complete Multipart Upload D317

IILFN—r7yFO—R%ZHIELET Amazon S3RESTAPI DI ARTODEENERINTVWET, F
ERLKEBINZBZBELNHD £,

N=V%Z2)XALLFT Amazon S3 RESTAPI D IR TOIENEEINTUVEFT, F
BHRLKEEINZHBENHD T,

B
AR

i — NEIOBES L R L T
RIUWFN=b7y7O-FZ2UXRLET

List Multipart Uploads ZLI2Tix. N7 v FDETHOIILFN—F7 vy 7FO—-RHAU R
FENhET

RDEBERINZ A=Y R—FETNhTVET,

* encoding-type
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¢ key-marker

* max-uploads

* prefix

* upload-id-marker
* Host

* Date

* Authorization

N—23 VER

VILFN—=r7y7FO-FRIE 7y 7O-ROBE. 7y 7O—RFOU X MDRR. N—rDT7 v 7FO—RK,
FZyZ7A—RLEEN—=bDT7EYTIL. LUV 7y FTO—RORT DERDILIBICHITSNET, Complete
Multipart Upload SLIEWKRITEND & AT 7 bHMER SN ZESE (BLUN—2 3 VEEINTLSE
&) ICBRDET,

RNIWFN=—r7yT7O-RZzFBLET

Initiate Multipart Upload (CreateMultipartUpload) #IB%*E{T9d . ATz U DT
IWFN—rT7y7O—RHPFAEBIN. 7y 7O—FRIDARINET,

o x-amz-storage-class BRAYA—HHR—ETNTVET, ISXEINTME x-amz-storage-
class StorageGRID B'EXDIAARICA T U b T —R % RET B HEICRE L. StorageGRID & X7 L
(ILMTHRE) ICBMEIN2 AT 0 FOKGENIE—DRICITREL FH A

BDRAENA T T MBI BILMIL—ILOE D AHEED Strictd 7> a VIHEE SN TULWBIHBE. &
ZHEAL X9 x-amz-storage-class NVA —ICHEIHD FH Ao

ICIFRDEZFERATELXY x-amz-storage-class -

* STANDARD (F7#JIL k)

° * Dual commit * : ILM JL—JLDEYD AHZEIEN Dual commit & 7> 3 VICEEINTWREAIE. 7
T FORDRAARBERICATOS V7 b2 2BOOAE—DMER SN THIOX ML —2 / — RICE
BEXINEXYT (Fa7/ILdZv k) o ILMAFHIEE NS &, StorageGRID (& N5 QAR IE—A
IW—ILOEEFIEZHE L TWVWRHESHEHLET. ERINTLAWVREIE. FIiLLWATD T
R AE—%ZRDOBFRICER L. RPIOFREIIE—%ZHIBRLAITNIERS RV ehHD X,

° *Balanced * : ILMJL—JLTBalancedZ4 7> 3 YHHEESNTWVWT. IL—ITEESNT=IRTOIE
—% StorageGRID 19 < ICTER T E A LS E. StorageGRID [£200HBIE—%F] 4 DA L —
J—RICERRLE T,

StorageGRID MWILMIL—=JLICIEESNI=IARTOA T o FAE—%2 L BICERTE 256 (B
HAfRE) (1. #BMBL T E V) x-amz-storage-class NYA —ICHEIEH D FH A

°* REDUCED REDUNDANCY

° * Dual commit * : ILM JL—ILDED IAAHEIED Dual commit & 7> 3 VICEESNTWBIEEIE. 7
721U OB IAHEKFIC StorageGRID AAHFEIE—%Z 1 DEL 9 (P> F)ILaI v k) o

° * Balanced * . ILMJL—JL CBalanced7 /< 3 VHH8E SN TL\ 35S, StorageGRID (&, JL—IL T
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ESNIEIARNTOIAE—Z e BIERTE R VWERICOAFREIE—Z1D/EK L £9, StorageGR
ID TEHAREBZERITTET 3HBE. CONYH—IIMREIPHD £ Ao o REDUCED REDUNDANCY F 7
avid. ATV MI—HTBILMIL—IILTE—DL ) — b OE—DMER TN B BEICRET
9, COHBEIF. ZFEAL £ REDUCED REDUNDANCY BXDIAAMIBO - NIEBMDOA T o O
E—Z2RBICERE S VHIRT 24BN R BD T,
% {#F9 % REDUCED REDUNDANCY EZNMUANDZEIE. COF T a3 VIdHRINEE A
REDUCED REDUNDANCY EXDIAAHRICHA T T b T—RHBRDONBZ VX IDNEEDFE T, Tt xR
ILM FHfEDFNIC I E—D 1 DTSN TV ML= ) —RICEENMRET DI . T—2h%kbh
BRIREMD B D F T,

L7V —braE—Z2—E8HEIC1 DIEFERT B & T -2 KENICKHONS ) RTDH
@ DET, AT +OL TV —rIE—H 1 DLDBWVGEE. A NL—U/ —RICEED

HELID, ERBRIS—DRETDI . E0FA TPV bEERONET, o Ty TTL

—RBEDAYTFHURIEERIF. T2V MADOT IV EIN—BHICKDbNET,

%$8%E L £9 REDUCED REDUNDANCY A 72 x ¥ FDOHIEIEDIAHBHIMERIND IE—BOAICHEL F
o ZTTI MO TIOTA4THRIM R S —TEHESNBIBICER SNEZ A T2z bOOIE—#ICIZH
ZH9Y. StorageGRID Y AT LTT—ADEHINZIEETDREMELANILDMMBETIZCHHD FHEA.

SIFT2x o/ bOvIZEMILTAT DI bz Ny MIBRDADEEIFE. ZFHALET
REDUCED_REDUNDANCY ZF 2 aVFEHREINE T, HVWEMNT v MIA TP o hZED

@ ADTEIE. ZBBL T LE V) REDUCED REDUNDANCY A /2 3 VEIBET S LT T —HR
TNE T, StorageGRID Tl EICTa7IILAZ Y FOBDAHHLERITEIN. AV TSAT Y
2ABHNEINE T,

RDERNY X =D R— TN TVET,

* Content-Type
* ‘x-amz-meta-"Z 7 )y I L. FlT TA—HYEEDXA I T —RZ BB CEDORTZERLET

A—HEBRXEZT —ZDRALMEDORT ZIEET 255G —MHNBHERNIRDODLED TT,
x-amz-meta- name : "value’

ILMJL—)L OBBREIC [ A— ERDOEREEI A 7> a > zERAT 35815, ZFERT23HELNHD X
9 creation-time &, AT U FOEMBRHICEERINIEXZT—ROEFIE LTIEELE T, fi:

x—amz-meta-creation-time: 1443399726

DB creation-time I&. 1970F1B1BL 5O L TFHEINE T,

@ BIMHTY creation-time LA —EEIMDENICHE > TVWBNTY MIA TSI M E
EBMT 358, A—YEBEXIT—RIIFIINEFHA. TZ—DRINET,

*S3IFATTxr/ OV IEBRDA YA —
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° x—amz-object-lock-mode
° x-—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold

NEDAY A —DRBRVRETERZXELIGZGE. N7y DT 74 FOFREFREEZFHL T,
AT T bNN—2 32D retain-date BEtEINFE T,

"S3RESTAPIZERALTS3A 7o/ bOvIZRELFT"
* SSE ERAvH—:
° x—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5

° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
[—NADESIEZIT O TcDDERAN Y X —]

@ StorageGRID TOUTF-8XFDMIEFEIC DUV TIE. PUT Objectd RFa X > hEBREL
TLZE0,

F—NADESEZEIT S EHDERANY X —

RIWFN—=bFTO U b —NAOBS{LTESILT 3ICIE. ROBERAN YA —%FHALET, SSE #
T3V SSE-CA T avERFICIEET A CIETEEXRHAS

* *SSE * ! StorageGRID TEEINZ—EDF—TA TV FEBES{LT 3HEIE. Initiate Multipart
Upload R TXRDA YA —%FEHAL X9, Upload Part) J TX L Tld. COAYvA—%IEELAHWVTL
720,

° x—amz-server-side-encryption

**SSE-C* | A—HUHPEESLVEEBITZI—EDF—TATP 7 F=EES{LT ZHEIE. Initiate
Multipart Upload B3R (& & UKD Upload Part E3K) T. XD 3 DDAV A —%2 TR TEAL F

o

o

x-amz-server-side-encryption-customer-algorithm¥g8E€ L £9 AES256,

° x-amz-server-side-encryption-customer-key:HLWA T 10 FOBEStF—%ZBEL X
ER

° x-amz-server-side-encryption-customer-key-MD5: T LWA TP U hDEES{LF —DMD5
RAATPTAMZIEELZF T,

7 LIBE S F — DM B C Lidh D FttA. BBF—EWETE L, HIET 54T
()  YrorhEbhEdT. 1-FEEOF—2EBLTA TV FF—2%RET BHIC. O
ZREEERAL T LIV T — NBOESERRET 3"

BR—bEEINBEVWERANY A —TT

RDEBERAN YA —FHR—FINTLEEA XNotImplemented
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* x—-amz-website-redirect-location

N—=2 3 VER
TILFN—=r7y7O-RiE 7y 7O-RORMKM. 7y 7O—RDUXMDOFRR. N—rDT7vFO—-R,
7y ZO—RLEN=—rDT7E>TIL. L7y 7O0—-RORT OBERMDUNIBIZDITSNET, Complete
Multipart Upload SLIBHA'RITINZ . AT 7 bHER SN E T BEHITIHRIEIN—TaVEBINE
7)o

REEE IR
WM EZFERLTATI Sz b EEIET 3"

"PUT Object DIFE"

N—=YZ7vFO—RLEXT

Upload Part (LB TlE. 7727 bDTILFN—rT7 v 7O—RRD/N— D 7w 7O
- l\“éhg&g—o

PHR—FTNBIERA YA —

RDEBERANY A —DHFR—FEINTVET,

* Content-Length

* Content-MD5

F—NEDOEFZEITS D DERNY H —
Initiate Multipart Upload E3K|Z SSE-C BES{bZ18E L 72355 1&. & Upload Part ERICKDERANY A —%
BEOHZIRELNHD FT,

* x-amz-server-side-encryption-customer-algorithm3g8E€ L £9 AES256,

* x-amz-server-side-encryption-customer-key : Initiate Multipart Upload 23K TI87E L 7=FES1b+
—ZEELET,

* x—amz-server-side-encryption-customer-key-MD5 : Initiate Multipart UploadEK T&%E L
TeMDSA AP T A M EIEL £

fRE LTRSS F — AN S N3 C L B0 $ A, BERLF—EHETHL. HETE4T
() vrorpkbnEy. SERRHEOREFEALTI IO b - F— RERET HHIC Y
S NOREE BREOEEEEEREL T LT L

N— 2 EE

RILVFN—=b7y7O—-FRE 7y 7O—-ROR@®B. 7y 7O—FROUXFDORR. N— D7y FO—R.
FZyZ7A—=RLEN—bDT7E>TIL. LUV 7y FO—RORT DEFDLIBICHITSNE T, Complete
Multipart Upload JLEBA'RITINZ . ATV FHMER SN E T BEHEITIHERIEIN—TJaVEEBINE
7)o

E e E:
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"W NRIOES{LEERLET"
N=YD7vy7FO—Fk-JE—

Upload Part - Copy fLBIE. 7—RY - LTOBIFEOA Tz b6 T7—%% 10
E—93_¢T. 7700 bON—+Z27y7O—-RLET,

Upload Part - Copy #L32(Ci&. T ANT®D Amazon S3 RESTAPI OFIERRETNTVE T, FERCEES
na3EahHn £9,

COEXRIF. TEESNEATO I T —ROFAFWMD CEZTAHEITVWET x-amz-copy-source-
range StorageGRID & X 7 LA TEITY %,

RDERANYZ =D R—FEINTUVET,

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

H—NRIDOBESEZITI/CHDERNY H—

Initiate Multipart Upload Z3KIZ SSE-C BES{t Z 8% L /=355 1&. & Upload Part - Copy BRIZRDERA Y
A—HEDZHNENHD £,

x-amz-server-side-encryption-customer-algorithm¥gE L £9 AES256,

x-amz-server-side-encryption-customer-key : Initiate Multipart UploadZ3K T L 7=FES1b+
—ZEELZFT,

x-amz-server-side-encryption-customer-key-MD5 : Initiate Multipart Upload >R TH8%E L
feMDSA AP T A M EIELE T,

V=AUV D A—HIEEDOXF—%2FERAL TES{LINTWVWSIHBESE (SSE-C) IF. #7200 h%1E
SLTIAE—TZE 3L S5IC. Upload Part - Copy B3RICIRD 3 DDAV A —ESHZREHRHD X7,

x-amz-copy-source-server-side-encryption-customer-algorithm$gE L £9 AES256o

x-amz-copy-source-server-side-encryption-customer-key:¥Y —XA T U DIERMEFICTE
ELIEStF—ZEELET

x—amz—copy—source—server—side—encryption—customer—key—MDS:‘/—23'7“\/“17 ~ DIERK
BFCIBELT-MDSA 1P T X M EIBELF T,

EELEBESF—PRRSNECLEBD FA. BELF—ENETI L. ST
(D) UrornsbnEs. sERRHOREEALTI TSI b - F—SERET B T
CNEIOREE A EROEREEEREL T LS

N=T a3V ER

RILFN=r7y7O-RiE 7y 7O0-ROAEEm. 7y 7O0—-RFOUIRDORR. N—bD7yFO—R.
FZyZ7A—RLEN—bDT7E>TIL. LUV T7 Yy FO—RORT DEFDLIBICHITSNET, Complete
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Multipart Upload SLEBHARITINZ . ATV bHMER SN E T BEHITIHERIEIN—T 3 EEIN
£9) o

Complete Multipart Upload D217

Complete Multipart Upload #UBTld. UEIHCT7 v 7O—RENTN— 2722 TILT
BT ATz MORILFN—rT7yFO—REZETLET,

FRETRRLEY

BILF—ICETIAL 2 DDI ATV MRE. BBET3U 507> FEKIE. T latest-wins | NX— X TR
INET, Tlatest-wins 1 FFlild. S3 V07> bHIBZRIRT 541 X > TldZ<. StorageGRID
AT LADPREDERZRT LIERA I VI TITHONE T,

BERANYH—

o x-amz-storage-class BRAYH—HDHR— TN, —HT3ILM/L—)L TEDIAHEI{EIZDual

commit % 7z lZBalanced hMEE SN T L\ BIHEICStorageGRID TERENZ AT o bOE—DEICHEL
£9,

¢ STANDARD

(TZ7#JLE) ILM JL—JL T Dual commit 7 7> 3 >HWMERAINTWVWSBIEE. F/=IE Balanced # 7 3
VNICE > THRBOAE—DPERESNZIHEIC. 72733y FORDIAALIEZIEELE T,

°* REDUCED REDUNDANCY

ILM JL—JL T Dual commit # 7> 3 VhAMERINTWRIHE. F/id Balanced # 7> a3 Ik > THRE
OAE—HDMEREINBIBAIC. > >JIILaAZ Yy FORDIAAKLIBZIEELF T,

SIATT o/ OV IZBEMILTAT DV bENT Y MIEDIADHEEIE. ZFHEAL
&9 REDUCED_REDUNDANCY 4 /¥ 3 VIFEMRINE T, GVERNT Y MIA TS o

@ bEEDADTEIE. ZBBL T IV REDUCED REDUNDANCY 4 />3 V%IEET 3
CIZ—hSRENFE T, StorageGRID Tl EICT 27y FOEDIAANRKRITS
N AV TSA TV REGDEIEENE T,

C) NILFNA=r7y7O-FA 15 BURICET LBV, 7O T TBNEBLLTIY—-0C
N BETEZINTOT—EDNTITLLSHIBREINE T,

@ o ETag i REINBMEIET—FZDMD5H LATIFZA <. DAmazon S3APIDOREIZRWVE T ETag
YIWFN—rFTZ U LDl

N—=TaVER

RILFN—=r7yFO-FiE COMBTETLET. N7y b TN=2 3 VEENBMICE>TVLBRIBEE
i YILFN=rT7yTO-RORETRICE TV bON—2 3 VHMERENE T,

INT Yy R TN=2 3 VEEBABMICH > TWVWBIGEEIE. —ETY versionId id. BTN TWE AT o
FON=T 3 IR LTEINICERINE T, TN versionIdid. ZFEAL TSRS L THREINET

x-—amz-version-id JGBNY A —,
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N—=2 3 VEEN—FHELERDBZEIF. 7T bN—=2 3 VIEnulITEHEINE T versionId 7z null
N=23VhITICHEEITBHEIRLEETINET,

INTy R TN=2 3 VEEBABMICHE>TWB e EIE. LA TS0 b —THREFICEHD
TILFN—=br7y7O—RHAERITINTVBREETH. VILFN—rT7y7O—RHRETTS

@ TmRICEIZHLWN—=23 UhMERIENE T, Ny R TN—=2 3 VEEAEMICA > TULAR
WEEFE. TILFNA= 7y 7O—-ROBBERIC. BLA TSI FF—THDOTILF/IN—F
Ty 7TO—RABIBEINTERICETIBZRZEDhHDFT, N—=Ja VEEBBNAEMICHE>TULAR
WATw b Tl BRICET LERILFN—= 7y TO—-RHIMBESNE T,

L7V —>ay, @, A T—2@8MICKBLELL

RIVFN=r7yTO—RFMTONBNTY b TTSY b T4 — LY —EXDRESNTVEHE. BET S
L7V —2 3 VEe@iiR e KRB L THIRILFN— 7y TO—-RIFERICRTINE T,

COWRRNEET S L. TotalEvents (SMTT) DF7 Z—LHT )y RIR—T v TERINE T, Last
Event X vt —JC. BRIDKRBLIEHREDA TP o MIDWT. T Failed to publish notifications for
bucket-name objectkey | ERRINET, (CDOAXAvE—J%ZRRTSICIE. *nodes * >* _ Storage
Node *>*Events * Z3&RL £9, RO—F LICLast EventhRREINET) o IRV X yvtE—J0F ICD
RNRENZET /var/local/log/bycast-err.loge

THUETIR AT RDRET—2EIZFTZEFIHET RELIEL TV T—2a v Eild@
MebUA-—TEXI, T2 bTIE BFEOEZBXEL. FEREBEZOBETET T,

REEE R
WM EZFERLTATI Sz b EEIET 3"
ITo—E

StorageGRID > X 7 L Tld. %K T3 S3RESTAPI DIZED LTS — B E TN THR
—hLTWE Y, 7. StorageGRID DEETIE. HXALIEEDHWV DMEMETNT
WX,

HR—FENTWVWS S3APIOITS—O—R

2L HTTP X 57—% X

TOEIAMERIhE L 403 2\

BadDigest DB& 400 RIEEAERTT

BucketAlreadyExists D& SIZHD £ L7z 409 &

BucketNotEmpty D& SICAALET 409 &

IncompleteBody 400 REAERTY

RELS— 500 Internal Server Error (REBT—/NTZ5—)

91


https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html
https://docs.netapp.com/ja-jp/storagegrid-117/ilm/index.html

2L

InvalidAccessKeyld

7o ITFUYRREFIAXD B
InvalidBucketName D&
InvalidBucketState DIHFE

InvalidDigest M B&

InvalidEncryptionAlgorithmError
InvalidPart

InvalidPartOrder

InvalidRange : X7 &5
InvalidRequest

InvalidStorageClass

InvalidTag

InvalidURI

KeyTooLong @ 2 DD T IIL—THHB D E9
MalformedXML D&
MetadataToolLarge

MethodNotAllowed D&k SICASTL £T

MissingContentLength ( MissingContentLength )

MissingRequestBodyError
MissingSecurityHeader

NoSuchBucket
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HTTP X 57—4& X
403 21+

400 RIERERTY

400 RIEREBERTY

409 HE

400 RIERERTY

400 RIERERTY

400 RIEERERTY

400 RERERTY

416 VI I X bENcEBENEESLEEA

400 REGERTT

400 RIEERERTY

400 FIERERTY

400 RIEREKRTY

400 RIERERTY

400 RIERERTY

400 RIEERERTY

405 XYV FIFFFRISN TV EEA

A REHYBETTY

400 RERERTY

400 RIEERERTY

404 REOHMD FHA



$aHl
NoSuchKey

NoSuchUpload

EELL

NoSuchBucketPolicy D& S I D £9

ObjectLockConfigurationNotFoundError

PreconditionalFailed

RequestTimeTooSkewed

H—EXZFATETIEA

SignatureDoesNotMatch D K S ICIEEL £

TooManyBuckets

UserKeyMustBeSpecified

StorageGRID H XX LDITZ5—11—RK

2L

XBucketLifecycleNotAllowed D & 5 127D

FL7

XBucketPolicyParseException

XCompliConflict

XCompliReducedRedundancyForbidden

XMaxBucketPolicyLengthExceeded (
XMaxBucketLengthExceeded )

XMissinglnternalRequestHeader

BLE]

HTTP X7 —% X
404 BEOMD FEA

404 B'ROHD FEA

501 FRETNTLEEA

404 B'ROHD FEA

404 BEOHD FHEA

412 FRIFRHHRBLE L

403 21+

503 Service Unavailable (503 —E XN FIBETE

403 21+

400 RIERERTY

400 RIEERERTY

HTTP X 7—&% X

NTY RZATHATIILREISMERDOEN 400 RELERTY
NT Y MICITBRAINIEEA

RIELTNT Y bR > — JSON Z fEif

400 RIEERERTT

TETFEEATLT

EMJBEN TV D, MEBAEF SN F L 403 b

TL_.O

LAY —HNT Y ETIEURMEDETIZ 400 RIELERTY
FRITNEEA

RUS—HDFREINBZRANT Y RIS 400 REBERTY
—RZBATVET,

REBERDAY A —HB D FE Ao

400 RIERERTY
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E2X:T] B HTTP X7 —%2 X

XNoSuchBucketCompliance T3¢ FBELINT Y F TIREROEMNBRICER 404 KREOHD FH
S2TLWERE A A
XNotAcceptable ERICEENTULS Accept N HA—D 1 406 IFFFARSINFHE

DULEBLITENTEFFEFLEATL. A

XNotlmplemented BE LTCERDAEBICIF. RESINTULR 501 (FRESNTL
WD E ENF T, EtA

StorageGRID S3ZE:K

GET Bucket consistency

GET Bucket consistency BEXRZ AT 2 & FEDNT v MIBEBREINTVLWRESMHEL
NI ZHERTETET,

IR LA T2z MCRLTIE. W—RT7 78 =54 FBEMZRIETDLDICT 7 4L FOBEEMY
RIEHRESNE I,

CDNIBHFTT T BICIE. s3 © GetBucketConsistency MR £ 7=1 root 7H U Y RHRETT,

EKA

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

/t,\§

JBBEXMLT. <Consistency> IERDODWVWITNHADEZRLET,

A S

TRT TRTD/ — ROBEICT -2 EFIFRD . BHRALVBEIEERS
KHMLET.

strong-global TRTOYA FDIRTDISA T2 FERICDODVWT, U—RT7TH—

1 hEEENMMRIESNE T,

strong-site 1201 FRADTARTDISAT Y RERICDVWT, U—RT7 74—
4 FEEMNMMRIISNET,
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A S A

read-after-new-write DIFS (TT7AIE) FIWATOS I MIIFV—RT7I72—51 FEEME.
TV COEFICIFERRZRESMZIRHLE T, STRAMIERS
N T—ARENMRIESNE T, IFEALDBEICHEINE T,

FFEaT8E FIRA TSz O ATV FOBHOMAICDOVWTHRESMZIR
HLET, ST Y FDBEIF. BERBEICOAMEBLEYT Gt
BOEEDBEVWOJEZSTNT Y b, FELBEVF—IINT
BHEADMIEXGETALIEZ Y) » S3 FabricPool /X4 w k TlEHHR— bk
TNnEt A

eyl

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

S
A

PUT Bucket consistency

PUT Bucket consistency XX Z RT3 . /N7 v N TERITSNZUBICERT 3G
MLARIILZIEETEET,

IR LA T2z MICRH LTI, W= FT7 78 —=54 hBEMZRIET D LDICT 74 FOEEMY
HIELSRESNE T,

EXE =AY 580IC
CDIIBETET I BICIE. s3 : PutBucketConsistency MR £ 71 root 7 H T > FHMETT,

IRk
o x-ntap-sg-consistency /NTX—ZITIFXDWVWTNHDEZIEET ZREHLNHD £7,
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BB
INRT

strong-global

strong-site

read-after-new-write DIHS

FARTAE

GG

TARTD/ —RHPEEICT—R2ZRITID. JITERNGEVIEEIFEKRD
KBLET

ITRTOYA FDIRTDISA T FERICDOVWT, U—RFR7T7HX—
1 M ESUPMREESNE T,

1201 FRDIARTDISAT7 Y RERICDWT, U—RT7T74—
SA4 MEEMIMRIETNE T,

(TT7AFIE) FRATIOL I MRV —RT7T7R2—51 b EE4Z.
ATV bOERICIEREEUZREL T T, STAMEIERS
N T—HREIMRAESNE T, FEALDHZBICHREINET,

%ﬁ?j/lﬁFt?szﬁb@E%@ﬁﬁkOmfﬁiﬁAﬁ%h
HLET, SINT Y FDBEIF. BDERISGRICOAMEALEY 5
IROEEDBEVOJEZSONT Y b, FELAEVF—ICHT
ZHEADALIEXGETAULEEA YY) o S3 FabricPool /N4y K TldHR— bk
ThEtA.

x L —MREVICIE. T read-after-new-write | BEEMHEIEEZFERT2HELHD T, BERHNELLH
ELBRWSEIX. FAIBETHNUET TV —oa> o547 COEBEZZEL XY, £/l APIERT
CICEAMEIEHZIEETALIICUSAT UM ERELET, NT v bLARNILOBREUEIEIZREDFEE

EEZTLIEE L,

EKA

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1

Date: date

Authorization: authorization string

Host: host

AR
A

GET Bucket last access time DS

GET Bucket last access time EXRZFEH T3 . R 77t ARBOEHHIMEL DN
W R THEMICHR > TOWAIDNEDICHR > TUVWEIHL EERETETET,

CONBZTTITBICIE. s3 ¢

EKHA
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GetBucketLastAccessTime ¥R £ 7=l root 7H T > FHRETY,



GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

eyl

ROPITIE. N7 bDRET 7€ AFEOEHHDBIICHE>TUVET,

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT Bucket last access time D &S ICIEEL £

PUT Bucket last access time BXRZFHT 2. RmKT7T IV ABEROEFHEME L D/INT
W R TEMEFLIZEMNCTEET, BR7VIVEABROEREEMICTZE/NNT +—X
YAPEELFT, N—2 32 103.0 UETERININAT Y MMIXFLTIE. WInd
T7HIL N TEMADET,

CDMIBETT TBICIE. /N7 w D s3 . PutBucketLastAccessTime #EfRE 7=ld root 7 H T > FHARET
ER

StorageGRID /N\—> 3> 10.3 B TIE. IRTOFRNT v f TRIET7 U ABRBOEHH

TI7HINTEMCAD T, UEID/IN— 3 > D StorageGRID THERR T NI=NT v MMZZ D
@ BT 74 bOMEZER T 35813 WREBRDZINT Y NIRRT I AEREOE

FeEMNCTINENHDET, RERT IV XEEOEHZENEIFENICTBIC

|&. Tenant Manager®* S3 > Buckets > Change Last Access Setting*F w7 Rwv I . £

&7+ FEEAPIZERLET,

N7y FTRET V2 ZABBOBHNEMICHE > TULWBHEE. NT Y FOWIBOEEIZRD L SICHRD £7,

* GET Object. GET Object ACL. GET Object Tagging. HEAD ObjectD EER Tld. SIKT 7t ZEERIA
BEFINEFFA, ATV NI BHRZATHAVILEE (ILM) FHEOF 2 —ICEBMEINEFH A,

* XBAT—RDHEEH T 3 PUT Object - Copy E3R & PUT Object Tagging BER Tld. =#&7 7t XKHE
HEFHINE T, AT MIILM FHMEDF 2 —ICEBMENE T,

*V=ZNT Y b TRET O AEREOEHRHEICE > TWVWBIHEIF. PUT Object - CopyERTY —X
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Ny FDBIRT o ABEAET ShE Ao IE—SNELTI T M. Y—INT Y RO ILM
FHEDF 2 —ICEBMENEEA. FEL. TRT 2= 3 VIZDWVWTIE. PUT Object - Copy ERTH
ICRET7 7 AREAEFINE T, 7707 bOIE—E. ILMFHEDF 2 —IZEBMINE T,

* Complete Multipart Upload R Tld. RIR7 IV XABRAEHFINE T, RTLEA TSV MMEL ILM
DT 1 —ICBIMIhET,

Bz ) JTZART B

COFITIE. N7y FORKET I REEZBHICLTULET,
PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string
Host: host

COFITIE. N7y bDORRT 7 ABFEZEMLTVET,

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

REEHR
"FFYRTATY R EERET S
NTY hDXRT—2BAREZHIFRL X T

DELETE Bucket metadata notification configuration 23K Tld. RE XML ZHIFR TS &
T, BL2ONTy b TREREY —EXZEMELTETET,

CDMIBETT TBICIE. /N D s3 . DeleteBucketMetadataNotification 1&FE & 7=1& root 7 H 7> kA
NETY,

Z3RA

ROFNE. N7y FOBREREY —EXRZENCTEAEZRLTVET,
DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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GET Bucket metadata notification configuration

GET Bucket metadata notification configuration X Tld. E4& D/NT v k THRERE
BETR-ODICHEATIREXMLEHAHE TN TETET,

CDNIBETT §BICIE. s3 : GetBucketMetadataNotification ¥R £ 7=ld root 7H D> EHKRETT,

£33
RDEKIF. EWDINT Y FDART—2BHRE ZFHHH L E T bucketo

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

It,\ (=)

WEDAXICIE. NTY bDOXEZT—HBHREDNSENT T, XXT—HBHRETIF. NT v FTOEER
MEDREZHETETET, 2FD. EDOATIT I MIAVTYIRDMIITON, EDFTIT I MXET
—ANEDIY RRA Y MIEEThBED 2R TETE I,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

BEAXARZT—RBHRFEICIE. 1 DULEDIL—IIHAEFENTVET, FIL—IILIE. RENMFT T bZiERE
L. StorageGRID B’A T TV MXRRTFT—REXETBITRATAF—>aveEELEF T, TAT1 % —>
3 IE. StorageGRID T KRR > ~®D URN ZER L TIEETIHERH D £,
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2L Bz WA

MetadataNotificationConfi X2 F—&@BHTA IS TV MET AT R—>3  1ELN
guration DR—I T VOEEICERINZIIL-IBEOIAY TR,

1 DULED Rule BRZEHET,

L= BELEA DT YIRIART—RZEBMTIHE  [EL\
NH23FTocV b 2RETII—IBEOIVTT
R
TLI74 v I XADEELTVWBIL—ILIFESE SN ZE
ERS
MetadataNotificationConfiguration EZ&ICS £ TL
7,
ID =L O—EDHHFo LWWXE

Rule BRICEEFNTLWE T,

ATF—HR2R Status ICl& T Enabled J F7-i% [ Disabled 1 Z3187FE &L\,
TEFET, EMTHRL>TVBIL—=ILICDWVWTIZIRE
MHEITINEHE Ao

Rule ZRICEENTULE T,

LTI R TLIAwIRE—KETZATI T MTIL—ILA (30
BRASN., TOXET—EDHEELETRT 12—
S aAVICRESNET,

INTCDATIL U hERETBICIE. ZEOTLT
1V I REEELET,

Rule ZRICEENTULE T,

ot
ofF

W=IDTRTF%—23>OAVTF+ET, &L

Rule BRICEENTULE T,
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E2Y:] B WA
URN AT MARRT—RDREINZITAT1%—  1EL\,
>3a>Y®DURN, XOTONT 1 ZHD
StorageGRID I > KRR > D URN Z3i5E T 4%
ENHDET,

*es3HBHDIL A b THEIUENRHD FT,

* URNDFEKEIZ. XET—2DIEHEIND 1Ty
DAELRAT &, DA TIEE ST 2HNELNHD £

9 domain-name/myindex/mytypeo

I RAKRA > ME. Tenant Manager £7ci37 7> k
EEAPI ZFHALTHRELFT, ERXIEXDEHED
T3,

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

TV RRA Y MERE XML ZXfET BRIICRE Y B
BENBDET, £5LRVE. 404 T5—TRE
NERBLET,

Urn |& Destination BXRICZEEFNTVWE T,

eyl

BICE £ 3XML
<MetadataNotificationConfiguration></MetadataNotificationConfiguration> X7 &, /N7
W ML TREREIY RRA Y FEDREDNEDLSICRESNTVWEIDZRLET, XROFITIE. &L
Sf&fFiDElasticsearcht YTy I AIZA T TV P XBZT—EZDPXETINTUVWET current EANLEFT
2017 EVWSEBIDAWS R XA Y THRAFINTLS records,
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

&Ik
"TFYRTAUY hEERT "

PUT Bucket metadata notification configuration D ¥ > K TY

PUT Bucket metadata notification configuration B3k % EH I3 . ELD/N\NT v kT
KRBT —EXRZBEWETEE T, EROANICZTH D XX T—RBEHEEKE XML Tl
TFTRTAZ—VAVRBRA VT VI RIIARRT—RERETZIA TSV M 2IEELE
ER

CDNIBEFTT $BICIE. /N D s3 . PutBucketMetadataNotification 1R & 7=1% root 7 H 0 > b HwA
ETY,

oIk

EROAXICAZT—RBHBREDEZENTVIHRELRHD FT, EXXT—XBEHREICIF. 1 D2ULED
IL=ILDEENTVWET, IL—ILiF. BEIA TSI hEIBEL. StorageGRID B’A T TV X AZT
—RERETEZTATAF—>avERELET,

ATz MIFTO IO MNRDTIL T4 I RATITAINRITTEERET, IERIE WS TFLTrv Y
ZADA TS TV FDART—REFKETETET /images B1DDT AT HZ—>avIl. TLITa v I D
DATSTV MEBMULETY /videos BID/ —RICBEILET

TLI74 v I XADEERLTVBREIFEMTIFEL . XERICIERINE I, L xiE. LT v IXHD

AT FADIL=ILEI1DELRERE TY test LT wIAPMIWA T CO2EBDIL—)L
T test2 FAIEINEH Ao
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TRAT4F%—>3 &, StorageGRID TV KRR > h®D URN ZfEA L TIEEI ZHBELNHD £, TV
RARAY ME XET—RBRIREDEEINICCSICEELTVWARELRHD £9, FELTLVERWVES.
BRMNE LTEBMLET 400 Bad Requesto TT7—XwHE— 1 Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

RDRIC. XET—2BAKE XML DERZRL XTI,

2L Bl WA

MetadataNotificationConfi X2 F—&BHTA IS TV METRXToR—>3  1ELN
guration DR—I T VOEEICERINZIIL-IBEOIAY TR,

1 DULED Rule BERZEHE T,

L= BELEA DT YT RIART—RZEBMTIHE  [FL\
NH2FToc I b 2RETSI—IEBOIVTT
R
TLI74 v I IADEELTVWBIL—ILIFIESESNE
ERS
MetadataNotificationConfiguration & ICE £ TL)
7,
ID IL=ILDO—EDHRIFo LWWE

Rule ERICEENTULE T,
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2L A WA

ATF—R2R Status ICI& T Enabled J F7-i3 T Disabled J Z3i5E 3L\,
TEFET, EMTH->TWVWDIL—ILICDWTIZIRME
MEITSINEH A

Rule BRICEFEFNTLWE T,

TLI7a4vIR TLIT4vIRE—RHTZATSo MMIIL—=ILH 1L
BHIN., TDOARXT—EADEELIET AT 1 % —
T VICEEINET,

IRTDA TP b Z2BETBICIF. ZEOTLT
1V I RAZEELE T,

Rule BRICEEXENTULE T,

e IW=ILDTFRT4X—a3a>OAVTFET, =R
Rule BRICEEXENTULE T,
URN AT TV MAET—ADREINDZIT AT %— 3L\,

a3 Y®URN, XOFONT 1 ZHD
StorageGRID T R7R-f > b ® URN ZI8E S 544
ENHDFT,

*es3IBEEHDIL XY MTHIRNELHD X7,

* URNDKREIC. XET—2HREAEND 1Ty
TREZA T, ODEANTEEIT HBENHD X

9 domain-name/myindex/mytypeo

I RARA > . Tenant Manager £7ci&7 7+ > b
BEAPI ZFEALTHRELF T, EERIFRDESD
T3,

* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
TV RARAYMIERE XML ZXETDEIICKET S
MENHBD XTI, £5LABVWE. 404 TS —THRE
MEBLFT,

Urn | Destination EXICEENTWVE T,

Bz )OITZALTS

ROBNE. NTy FOREMEZEMITEAHEZRLTVET, CORITIE. IRTOA T I bDFT
PIVMART=EDELT AT =3 VIEEEINE T,
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

COBTIE. FLTa VORI ZF TPV MDAT VTV MAEZT—R%ZBEL XY /images HM
DDTATAFZ—=2aAVICEKFEIN. LTV IR—HITBZA T I MDFA TV FXEZFT—2H5K
EENFT /videos 2BEBHDEEBERICEKEFEINE T,
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BRERET —EXTER TN S JSON

NTY b TREMEY —EXZEBMICTRE. TV bDXET—2FIFRT DEM. EHF. BIFRHMT
HNBIUIC. JSON FFa XY bHEREINTT AT RX—Y 3 VIV RRA Y MIXEShET,

ROBNE. F—2EBLCATS I FOBEICERINBISONZRL TWET SGWS/Tagging. txt (&, & L)

SEBIONT Y FMCIERSINET testo o test N7y MIN=U 3 VBEBINTULWERW S, ZFEAHLE
9§ versionId XTI HZETT,
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"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

AZT—2BANZTFEFNTVWE AT TV M AZT—R

RORIC. REREDEMIE > TVWBRBEICTATAHR—2a VIV RARALY MIEREETNS JSON RF
AXYFAHADITARTO T —=ILREERLET,

FFaxXy bRk Ny b, 2720 a0 N=23> D (FET35E) Haihnid,

ZANDLFT
NTYy beFTT U bDER

NTY beFTT U bOER

N7y heFA T bDIER

NTYy beFTT U bDOER

SRATLXRT—4

SATLART—H

OA—HRET—4

=S
INT Y

F—Z#HLEY

versionld

YA

MD5

XAT—A key:value

e
INT Y DI

T2V bF—D4H

N=2avERBINENTY AR
DATSTIbbDATSTO N
=%

fcezlde Ny bkol)—o 3>
DESICEEL £9 us-east-1

HTTP 254 7> hHh SR TE
27Tz bOY14X (N1~
)

Iz bbDNYa

AT RDIRTDI—H X
RT—BEF—LEDODRTELT
&
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ZANILET IHB% =EA

=7 R key:value TV MR LTERSINEG
ITRTDA TSI N RT %" F—
CEDRT7ELTHERALEY

BT A—HF AT —RDIHE. StorageGRID IFXFFH =1L S3 IRV M@ LT
Elasticsearch ICHfFE BEEZELE T, CNS5OXFEI =AM EIIBEE LTHRIRTSELS

@ |C Elasticsearch Z&E T 3 IC I3 @JE’J?—(—)L RYvEYITBLIUOTYEYIHMNERICET
% Elasticsearch DFJBICE> TL LTV BREMET —ERXREZRETBHIIC. TVTVIIXD
BT r—ILRT Y Eyﬁ‘%ﬁ&*‘m:?'%bz\ib‘%b F9, R¥XaxX> b1 >T vy REHE
lE. AT YIRADRFaAX MDD T4 —ILR R THBETZCIITEERE Ao

R ER
"TFYRTAUY hEERT "

GET Storage Usage Z>KDE

GET Storage Usage BXRKZ AT D . 7HTUY FTHERALTWE X ML —C DA E
ETNT MIBEEMITENTWVWANT Y FCEDFERARETHEERTEET,
THIOVREEFDONT Yy P TERATINTWVWE X ML —UDEIZ. TGET ServiceERZ=ZEE L CEHIETEET
x-ntap-sg-usage JLU/NT X=X, N\NT v H;J:%X FL—COfERZEIF. AT LATUIEEEINS PUT
E5R*° DELETE EREIFFICEBEH SN E T, FICOATLOAFGHAEVSERLCE. FREDENERDIL
BICEDCKHEEBCRICICARZ XTI LEBEAADIDDZ B D £,

T 7 # )L b Tl&. StorageGRID (& strong-global &M= AL T, ERARRTOBEEREZEIEL £J, strong-
globalB &M% Z/M T I A LIBA. StorageGRID (dstrong-site B A M THEARBREZREFELLSELET,

CDNIBHFTT T BICIE. s3 ¢ ListAllMyBuckets #ERR £ 7=I& root 7H D Y FHRETY,

EKHA

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

&R

ROFUE. 2 DDNTY MIADDFATIT I P12 N bDT =DM ENTTHOY TS, ENT
v hCIE 220D0F T2V 6 NA FDT—E2DEIHTNTULET,
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

N—=T 3 B

IIE. BTN TVWBIRTOA TV bN—=2 3 VD EHEL £9 ObjectCount KU DataBytes it
ZEDfE, HIFRY—H—IFICEBIMENEHA ObjectCount it

S
A
WRDEMDI2DdD/NT Y FERDBELESNE LT

R DEMMBE TIER S NN Y FDOEIRICIX. StorageGRID S3 REST APl O fEF
NMREICKRBZIZGEDNHD £,

AVTSAT7 2 AMERELEShE L

ETD/N— 3 > D StorageGRID TR T TL /- StorageGRID ZEHUEREIZBEIES . S3 ATz ~O
wOICBEHAONE LT

JO—NIVENEZREZBMICLTWSIHEEIE. StorageGRID 11.6 TH/O—NILS3 AT/ bOvIHRE
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PEMCHE>TVERT, BEREZBMCLIEFHLUNT Y MEIERTE A< B0 X LT el BEIZIGLCT
. StorageGRID S3 RESTAPI ZfFERA L T. EROEMNT v b ZEBETEFET,

* "S3RESTAPIZEALTS3A 7z Oy o ERELET"
*"ILM EZFERALTAI I b EEIET D"
"Xy R TYTDFLYIAR—X StorageGRID 11.5 TL A —ZEHNT v b2 EEBY B HE"

BELE SN ZERLEK
» "DEPRECATED - PUT Bucket request modifications for compliance"

SGCompliance XML BZRIFBEIEESNE LTce CNFETIEF. T StorageGRID W XX LERZ%Z PUT
Bucket ZXDF 72 3> D XML ESROAXICZTD THEMNT v bZIERTET X L7

* "BELEF%E- GET Bucket compliance"

GET Bucket compliance BXRISBEIESNE Lo 2L, BEEOL A —EMNT v MK L TIREEND
BENREZS | SHIERITAIECNTEET,

* "BRlEE N E L7o PUT Bucket compliance"”
PUT Bucket compliance XK (IBEIESNE LTz 5L, COBRZFISHIFEAL T, BBEOL A —
EINT Y FOEHREZEETETET, Izl BEONTYy bz ) —HILAR—ILRONRIC LT
D N7y FORFEHEZERS LIEDTEZFT,
BELE : ZEHLD 7= D PUT Bucket EXKDEE

SGCompliance XML BRI(IBEIEESNFE LTze CNETIE. T D StorageGRID 1 XX L
EXR% PUT Bucket BsSRDA 7S 3 >0 XML B ROARXICE S TER/NT v b Z{ERLT
TE LT

@ Ein/N— 3 > @ StorageGRID Tl TN TUL\F- StorageGRID ZEHEREIZBEIE S . S3
F7zorOvIICBEBRISNFE LT,

"S3RESTAPIZERALTS3A 7z Oy o ERELET"
WM EERALTAI Sz b EEIET D"
"Fy NTwTDF Ly I R—2R : StorageGRID 11.5 TL A —#EMNTy b BRI I HE"

EMEEMCLIEFLUOUNT Y b EER TR CIETERLLRD FE LT BN Y FEFLLLIERT 5720
|IC PUT Bucket BSROZEARZFAL LS ETRE. ROIT—XvE—IHEENET,

The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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GET Bucket compliance BEXXI(IBEIE SN E LTz 7L BBEOL A —ZEHNT Y +
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@ EiD/N— 3 > D StorageGRID TRt TN T L\ StorageGRID ZEHIEEEISBEIE S . S3
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"S3RESTAPIZERALTS3A 7o/ bOvIZRELFT"
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"y R T TDF LYy IR—2X 1 StorageGRID 11.5 TL A —HFEMNT v FEEIBY D HE"
CDIIBEETFTT $BICIE. s3 . GetBucketCompliance R £ 7zl root 7 AT > FHRETT,

e
ROERFITIE. EWSBEIDNT Y b DEUGRTE R T E I mybucketo

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

&R

JGBEXMLT. <SGCompliance> /N7 h TEWLBREHRENRTIINE T, XRDILEFITIE. N7y bDZE
HWREHNTREINTED. FEF T2 MIT U w RICWDAEFNATHNS 1 M (525, 60049) RIEFSIhF
To CONTY MIFREV —HILKR=ILRIZHD FHA. EF T ME 1 ERICBFNICHIFRINE
ER

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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. 20093) RIFENE T, CONTY MIU—HILR—ILRIEHDFEA. EF TP ME 2 FRICEH
BIICHIFRENE T,

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

2L B

RetentionPeriodMinutes T3 CONTy MMCEBMENAT7S 7 FORBEEES TIEELE .
FRIFEEIEX. AT DT Uy RICERDRAEFNIEESHSDEERET
ER

B & RetentionPeriodMinutesICHT L \MBEEZISE T 3B aIE. NT v D
BEOFRFHEULDEZIEE T IHRELHD £9, N7 v ~DOFRFEA
BDHRERIZ. TOEZRSTEIITET, BRI LHTETEE
Ao

LegalHold D L SICHD F T *True : TONTw bE BEY—HILF—ILREOFRTYT, DN
Ty cROA TS U MMEI FEFHRBAET TH. U—HILAKR—I
RORRRENZ ETHIRRTET £ Ao

*False : CONT vy M. WEV—HILE=ILROXRTIEHD £
HFAo CONTY FNADA T T M. FRIFHABIEST - 5HIFR
TTEJ,

BEHIRR *True : CONTY FADA T MMEe N7y BB —HILR—
ILRDORRTHBHEZHRE. FREFHENBE 5 L BEIRICHIFRS
nExy,

*false : CONTY FADAT DU MI. FIFHEND BT THES
HICIFHIFRENEEA. CThoDFA TP TV bZHIRT 2HEND
Z5E1E. FHTHIRT Z3BENDD I,

EYRTEDESMHEL NI

PUT Bucket compliance E3RIC& 2T S3 N7 v FDEHREZFEH I S L. StorageGRID (F. U w ke
EONTY FDORARZT—R%EBHLELSE LET, T74JL MTlE. StorageGRID (& * strong-global * &
MLRNILZFERAL. NTYRDAEZT—RZEEIRTOT—RE 22— 1 FESLUVRA ML= /=R T,
TEINENRED)—RT7 IR -1 N EEMZRIEL FT,

T—REYZ—HA MELRETA FOEBEROI L -2/ —RDFETERUV®HIC, StorageGRID H*
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strong-global *BEM L NILZER TIHWEES. BEDHTTPAT—R X O—RIFICAD 7 503 Service

Unavailable.

COBEEZITE 125815 BEBRAML—JH—EXRETEZRETRELFBEAEICTSOHIC. )Y R
BEEEICEVWEDEZIRENHD £FT, 7y FEEENEY A M THRBBOI ML -2/ — RZFIAEE
ICTERWVBEIF. TIZHILYR—EH5. *strong-site * BEMEL N/LEEFIFICSERA TS Z & T kK
LIEERZBRITIDLERINZIGZENRHD £,

TUOZAIYR— D SIREBRH o HBER. COLRNILEFRLIEGEORERIERL TV
@ BEEZIRE. PUT Bucket compliance T * strong-site * B& M L )L Z@HMICEAT 3 C
CISBITTL 2 E

BAEMLARIL% * strong-site * | ICFiF3 &. StorageGRID & ¥+ DI S1 7> FERICHLTD
P BHINFERRED)—RT7IEZ—F14 b BEMZFRIELE T, Z2DEH. IRTOYA FELUR -
L—2 )/ — ROFBERTEEICAR D £ TORI. StorageGRID & X T AICIZFZ DN w MM L TEBRORR 5%
ED—FICTEET 2 CICRZBENHD £T, BEMDODBVRELZFERAT L. FTHEREZELLAHLH
EDELCBEEMDBD £TERIE. HBBNTY FZ)—HILER—ILRDOXNRICL T, BELVEEELAN)LZ
HWEINICER T 2. —SOT—2E> =1 TNy FOLBIOZERERE (DD, U—AHILKE—ILKR
DXFRNDIRE) A5 SHEIBEAINDIBZEDHBDEFI, LIch>T. U—HILE—ILROWRREBHONZA
T I REPEINRBT S . A—HICE > THIBREINZIFE L. AutoDelete IC& o THIBREI NS
BENHD £7,

strong-site *BEM L NJL%EHIMICER $ 3 1C1&. PUT Bucket complianceBsR = BHITL. #86HTLLET
L) Consistency-Control HTTPEXRA WA —,

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

IS—iE

s N7y EHERNT w b LTER SN TUVWRWES. IBEDHTTPRT—R X O— RIXICAD £9 404
Not Foundo

* JR RetentionPeriodMinutes BXRHANT v FORFEOFRFHAB LD HEWVIEES. HTTPXT—42 X1
— RIZICAED £ 400 Bad Requesto

REER
"BELE : ZEHLD 75D PUT Bucket BERDZEE"

INTY eI —=TDT7 0K —

NTY hETIN—=TD7 O RR) D —%=ER

StorageGRID Tid. Amazon Web Services (AWS) R —E5EB%Z=EALT. S3 7
FTURMIKBINTY REBELONTY NADA TP 2V bADT7 VR ZFHHTE F

9, StorageGRID ¥ X7 LICIE. S3RESTAPIRUS—EEBOH Tty MHIERESTH
TWET, SBAPIDT7 IV RR) T —IF JSON FER Taeib SN E 75
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TOERAR) O —DHE
StorageGRID Tl& 2 BED 7 VAR O —hHHR— TN TVET,

**)N\v kAR —*, GET Bucket policy . PUT Bucket policy . DELETE Bucket policy D% S3 API 4l
BzFERALTERELE T, N7y bRUS—R@NTy MIBEE[RITON. NTY REEFEDA T TU bA
DINTY CFRBET AV MR EOMDT AT bDA—HICKBZT7 7R ZHEHT B7HICERINE
o NTY RRUS—RIFEE1 DONTY FDAT. BEICE>TIEBD T IL—TIZHhNTUVF
3_0

**JIL—TFR1)—*, TenantManager £7cld7T 7> FEEAPI ZFERALTRELET, JIL—FKR
= ETHTY NDTI—TICEERMITEN. FEDTHTY MDFRABETARED)Y —RICEDTIL—T
BT IVERATERLSICRESNE T, JIL—TRUI—RBE 31 D2OFTIL—FICRESN. HEICK
STIFEBD /Ny MIBERAINE T,

() In—FRUs—eNTy PRU S —OBEEISEVNESBD ER A

StorageGRID DN\ v hEFIL—T DR > —F. Amazon NEEL TVLWBEFEDSCEICE > TR INE
To BRUVI—IF—EDRT— XV EDBRD EXAT—FXAYMIXDERTHERINE T,
*2F—hkXYHID (SID) (FF>3Y)
ESIE S
* Z71) >< /X)L I NotPrincipal
c V=X [/ XEVUY—X
* 772 3> [ NotAction
* Condition (7> 3Y)
ROWBEXFEAL T, HEREIEETAIRIS—XT— XY MHBEINET, <Effect> {45 L T,

<Condition> IC5% % 9 335 A1 <Principal> IC <Resource> |CX % <Action> DEITHEHAI £/ IFEFL £
ERS

BR) O —BRIF. HEDOHEICEAINE T,

ZEX (Element) SHEB

SID SidBRIEA T3V TY, SID IF. I—HOHE £ LTOAMEATH
£ 9, StorageGRID ¥ AT LICHNIETNEITH. X TLTHERS
nNEtA

R Effect BR T, IEELINIEZFFAI T 2 MER T 2hZ2EEL X

To Action BRTHR—bENBZF—T—RZEALT. N7y heF
T2 10 bTHA (FRIFED) THUEBZHEETIHENHD XTI,
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EX (Element) SHAB

71) > /X)L [ NotPrincipal A—H, JIL—T BLUOTHITY MIHFEDIY —IANDT7 IR L
HEDRIEDEITZHAITET XY, EKIC SIDEAMZTEFNTLAL
BEIE TAILRAD—RXF (*) 2TV NILELTEETS L
TERT7IVEADEFRINET, T7AIWNTIE. ZATYMDFRET
B —=ZAANDTIERIEroot THI Y MCDBKHFRITNE T,

Principal BRZ1IEE I D3VENHBZDIINT Y MR =123 T, &
IL—=TR)S—DIFEIE. R —DEEMITSNTT IIL—THEBERR
IS NILICED 9,

Y= [ XEYY—X Resource &R Tld. NTrwv beATZ U b%EIEELF T, Amazon
)Y —2%—L (ARN) ZFERHLTUY—X%EIBEL. N7 v k¥»F
TV MW T RMEREHFIXIFIEETZENTEETD,

723 3> | NotAction MEFR IS Action BR & Effect BR®D 2 DTHERINE T, JIL—THV
V—2BEBRTBE. VY —RADT I ADFA F-IXERTEINE
o HERERATRMICEDHTTVWARVLWSED 7O RIFEEINET
. BETRHNRIEEEZFEALTHOR) > —TH5N/-EREZ LEET
B32rHTEET,

eSSt Condition ERIEA 723> TY. FhzeERAT? . KU —ZEH
TERMERINEERTEE I,

Action BERTIE. TAILRA—RXF (*) ZHERALTIRTONIBXIFNIEDT Ty b ZIBETSE X
Fo T RIE. D Action DfEIX. s3 : GetObject. s3 : PutObject. s3 : DeleteObject 75 & DIEFR I
—f:ﬂlbijo

s3:*0Object

Resource B Tld. TAILRA—RXFE (\*) KUV (?) #FERATEZFT, 7REURY (*) F0xX
FULOXFIC—H L. BEAFT (?) F0XFEULOXFIC—HLEFT, FED 1 XFIC—HLFET,

PrincipalZ& Tld. BERT7 V7R EZRELTIRTOI—HICHERENETIHEEZRE. JT1ILRA—RX
FIFHR—FEINFEHA, 72 XIE. Principal DIEE LTTAILRA—R (*) ZRELE T,

"Principal":"*"

RDOFITIE. Effect. Principal « Action . & &7 Resource DEEXRZFERL TR LEFT, XDOFIE. T
ol OMRZFEALTTI O NIL, admin IL—TZEELINTY bRV —DRXT— XY b ZERL
TWZE Y federated-group/admin Bf#EJ )L —7F7R ¥ TY federated-group/finance. 7o 3%
F1T9 BMR s3:ListBucket Z/\NT W MIA YA F—=JLL T mybucket €L TCT7I> 3>
s3:GetObject EFEDNTY NADITARTOA T T ko
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"

N7y bR —DH A XD LERIF 20, 480 NA T JIL—TFRUS—DHFA XD LERIZS5. 120 /XA
kT,

R 2 —DBEMHIHERE

T7FIWETIE TIL—TRIS—IIHT BTN TOEFOERESEL ANILIFHERESHETT, JIL-TRUY
—HEELIREICE>TH, RIS —F v vl adDicdIl. BEENBMICHRZIETEISICI5RZETSC
EBBODET, TIAIETIE NTY FRUS—ICRTEIRTOEFHROBEELANILHBERESHTT,

NTY RRUS—DOEFOBEMFREBBEICSIGCTEETEXT, Icexid. €Fa) 7 LOEAD S,
TEBRIBRLINT Y bRUY —DEEZBMICLBITNE B S BRWEEDHD T,

CDBEIF. ZRETET X T consistency-Control PUT Bucket policyBRDA\ YA —%EET 3

M\ PUT BucketBESMEKRZFERATEX T, COBRTESUHHZZEETS5EIE. iE *all* ) ZEA
LTEBLRILDV—RT7IRZ—54 FESUERIETI2HELNHD £9, ZNUNOBREHEFIEEE PUT
Bucket consistency RO Y X —TIEE T L. BEXRIFESTINF I, PUT Bucket policy ZKTZNIUH
DEZIBELIHEIE. EHIERINET, N7y bRUS—DBELIREICE>TH. RUP—F vy
ADEDIZ. BEDNEMIBZETILIC8HWEZETZI LB ET,

FLOUNT Y FRD S — RO MNCEMCT BICDICBEEGELNILZ *all * ICREY 2156
() & WEARTLEBLICET AT Y FLALOBEEROEICRL T RS, £5 LA
L. BNUBOTATONYT v FERT * all * RENEASNE T,

117



R)—XFT—FXVNTIZTARN ZfERHL X9
R P—XF— b X2 FTIE. Principal % £ Resource 2R CTARN ZfEH L £75,
* 83V —ZDARN DIEEICITXDEX ZFRAL Y,

arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

CTATUTA4Ta4IYY—XDARN (A—HELUVTIL—T) OIEEICIIROEX=FALF T,

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

TOMMDEREE :

CFATTT I RF—D—BUCTAIRA—RELTTFREUZRY (*) 2RI L. 0 XFULOXFIC
—HLET,

C ATV MF—TIEETETZIEEXFIF. JSONUTF-8 XL 7/2i& JSON\u TR —F>—F > 2%
FALTI>O—-RIBIHBENHDET,. N—EY IV OA—FT o VT3 R— TN TULEEA,

"RFC 2141 @ URN #&x"

PUT Bucket policy SLIBD HTTP BXRDANX . charset=UTF-8 TT>O—R§23HEHLHD £,
R)S—ARDVY —RA%ZIELEFT

R —=XF—Er XY Tl Resource BRZFERL T, EBREFHFRIFLIETTINT Yy ATy
FEIEETETET,

* Resource BRIFRV S —DEXT— AV MIBETY, RIP—TIF. VY —XEBRTRINET
Resource £7-lE. “NotResource [FHND7T=&,
c )Y —XIFS3UY—ZXDARN TIEELE I, fl :
"Resource": "arn:aws:s3:::mybucket/*"

AT RF-—DORMTRY S —ER=ERTHCHTEXT, !

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
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CIN—TRIS—DEREZ. FEFEELBVONT Y DUV —XDETEETSZ N TETET,

RUS—=TTIVVINILZIBELET

RIVS—RFT—=Fr XV MTUY —ZANDT7 VA ZHFAELIFEET22A—H. JIL—TF. £FETF+2 7
Ho>Y h%IEET BICIE. Principal BERZFEALE I,

*NTY RRUS—DER) S —XT7— b AV MIIE Principal ERZ 80D 2HENRHDET, JIL—TF
BTV NILEHRBEINDZ TS, JIL—TRIS—DR) > —XF7— b X2k TIEPrincipal 23 I3 N E
HOEEA

* RS —TIE " E£1KIZ ' E (Principal)’ £7zIZBRNADT=DHICHS 1 DD "NotPrincipal" £ WS BHRICE ST
TENEd

*IDF/IFARN ZFERLTTHIYMR—RADTATVTA T4 %IBETINELHD 7,

"Principal”: { "AWS": "account id"}
"Principal": { "AWS": "identity arn" }

* ROBITIE. TFH> T ATk ID 27233906934684427525 ZfEA L TWE T, CDIHFE. root 7 HY
YhEZDIRTOIA—FNEFENF T,

"Principal": { "AWS": "27233906934684427525" }

*root 7HIY FDAXIBET DIHEIFIRDELSICHEDET,

"Principal": { "AWS": "arn:aws:ilam::27233906934684427525:root" }

CHKEDTITL—Ty RI—Y (TAlexl ) ZIEEITIHRIFIRDOLSICHEDET,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

CBEDTITL—TYRIIL—F (Managers | ) ODAEIBETBIBBIIRDLSICHED ET,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" '}

*ERTIVIONLZEET BHEIFRDELSICHED XTI,

"Principal": "*"

cHVWEWVWSEHBRT B 7-HIC. A—HRZDORKHDICUUID ZERATE XY,
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arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%e546013

fce ZIE. AlexH il I —TRZRB T DL LET alex DHIFREINE Lo #FL L Alexh BREICENM
L. ACHEIDETONTWBIEE Alex 2—H B, wDI—HIHEINIHERD. FLLWI—HICE
MEgHEINZZ BN T,

* N7y RV —OEREE. FREFELRVWIIL—TF/ 1—HO&EH T VI NILOETIEET S C

EDTEET,
R —THERZIEELET
R S—TlE. Action BRZFHLTIY —RICHTEMEREZFAIELIFIETLET, RUS—ITIE. T
Action | BERETHRINZ—EOMER. £7/-I13BRN T3 I NotAction | BEETIEETITZ2—EDIHERIHD £
T ENENIUFED S3 RESTAPI LIRS L TWLWET,

MNOE S

IS N7y MOBRESNZEREA T2 7 MSBRSN3H#ERZTRLE T,

Amazon S3 Tld. PUT & DELETE Bucket OfiADL 1) — 3 ALIE|C s3 .

@ PutReplicationConfiguration #EfRHMER I NS K SIC%AD £ L7, StorageGRID Tld. TD

®

Amazon S3 T#kIC—E T 2EFIDIERIZ T I/ aVICERAINE T,

DELETE (3. PUT ZfER L TBIFEDEZ LEST T2 L SICERITINE T,

NIy MMSBER TN B HER

MR

S3

S3 .

S3

S3 .

S3

S3

S3 .
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S3 REST API D412 StorageGRID
DHAR L
CreateBucket Z1I8E L £ PUT Bucket D&
DeleteBucket NIy hEHIBRLET

DeleteBucketMetadataNotification /N7 v FD XX T —2BHEEEZHIBRL £ 130

¥

DeleteBucketPolicy INT Y RR) S —%HIRR

DeleteReplicationConfiguration NTy LTV Tr—23 %ZEIBRLET 1EWVW. PUTELTD
DELETE DR I35
BMINTWETY

GetBucketAcl GET Bucket ACL DHF&

GetBucketCompliance GET Bucket compliance (BELE) YA



MR

S3

S3 .

S3 ¢

S3 .

S3 .

S3 ¢

S3

S3 .

S3 .

S3 ¢

S3 .

S3

S3 .

S3

S3

S3 .

GetBucketConsistency

GetBucketCORS

GetEncryptionConfiguration

GetBucketLastAccessTime

GetBucketLocation

GetBucketMetadataNotification

GetBucketNotification

GetBucketObjectLockConfiguration

GetBucketPolicy

GetBucketTagging

GetBucketVersioning

GetLifecycleConfiguration

GetReplicationConfiguration

ListAllMyBuckets

ListBucket

ListBucketMultipartUploads

StorageGRID
DAL

(=AM

S3 REST API DALIE

GET Bucket consistency

GET Bucket CORS

GET Bucket encryption

GET Bucket last access time DIHS [E{AN

GET Bucket location D&/ — R TERT
=

(S

GET Bucket metadata notification
configuration

(=AM

GET Bucket notification
A7 7 b0y IREDIF
GET Bucket policy DiH&

GET Bucket tagging

GET Bucket versioning

GET Bucket lifecycle

GET Bucket replication

* GET Service D&
* GET Storage Usage DB&

* GET Bucket ( List Objects )

* HEAD Bucket (Aw RN w R)

* POST Object restore DE1T

*NIFN—rT7yFO-RZUIILL
E3C

* POST Object restore MDE1T

GET Storage Usage
DHZEIE 1V
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MR

S3

S3

S3 .

S3

S3 .

S3 .

S3

S3 .

S3

S3 ¢

S3 .

S3

S3 .

S3 .
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ListBucketVersions

PutBucketCompliance

PutBucketConsistency

PutBucketCORS

PutEncryptionConfiguration

PutBucketLastAccessTime

PutBucketMetadataNotification

PutBucketNoaotification

PutBucketObjectLockConfiguration

PutBucketPolicy

PutBucketTagging

PutBucketVersioning

PutLifecycleConfiguration

PutReplicationConfiguration

S3 REST API DALIE

GET Bucket versions (/N4 k/X— 3
> DS

PUT Bucket compliance (BELE)

PUT Bucket consistency

* N4 v kD CORS %HIkt
PUT Bucket CORS

* N7y OBz HIFR
PUT Bucket encryption

StorageGRID
DAL

(=AM

(=AM

PUT Bucket last access time D & S ICIEE  1H LYo

LET

PUT Bucket metadata notification
configuration DAY > K TY

PUT Bucket notification

* PUT Bucketlc TH#&#t L £ 9 x-amz-
bucket-object-lock-enabled:
true BXRAY A — (s3

: CreateBuckett&fRH HE)

* PUT Object Lock DEREXIBEL X

PUT Bucket policy DIg&

* N7y b 2T ZHIBRT
* PUT Bucket tagging

PUT Bucket versioning D35 &

* N7y bTAT7HA UL EHIBRT
* PUT Bucket lifecycle DH&E

PUT Bucket replication

(=W

IEW, PUT B&T
DELETE D#&[R x5
BINTWET



ATV LY MCBRTNSHER
HERR

S3 . AbortMultipartUpload

S3 : BypassH/\F— &

S3 . DeleteObject

S3 : DeleteObjectTagging

S3 | DeleteObjectVersionTagging

S3 . DeleteObjectVersion

S3 © GetObject

S3  GetObjectAcl

S3  GetObjectLegalHold

S3 : GetObjectRetention
S3 : GetObjectTagging

S3  GetObjectVersionTagging

S3 REST API O#LIE

*RIUFN—=rT7yTFO-RZRLELZF
+

* POST Object restore DE1T

ATV MEHIBRLET
cEBEOATO U bZEBRLET
* PUT Object retention D & T

AT U MZHIBRLET
cEBROATO U MEHIBRLET
* POST Object restore MDE1T

T2V bDETRHTZRIRLET

DELETE Object Tagging (7> x2 ~
DEFEDN—3Y)

DELETE Object (#7727 bDEFED
N—23Y)

* ATV MDOEF

* HEAD Object DE1T

* POST Object restore DE1T
AT O RAVTIUOVEERLET

GET Object ACL D&

T2z D) —HILKR—ILRZEISEL
9

GET Object retention D & TY
GET Object Tagging DiHE

GET Object Tagging (A 7> 17 b4
EDN—T3Y)

StorageGRID
DAHRE L
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R S3 REST API DALIE StorageGRID
DANAZR L

S3 @ GetObjectVersion GET Object (A7 x ¥V FDRED/IN—
>3y)

S3 : ListMultipartUploadParts IN—YZFR~L. POST Object restore %=
EITLET
S3 : PutObject * PUT Object DIFE
* PUT Object - Copy DEIATY > R&ER
TLET
* POST Object restore DE1T

C WIFN—brT7yFO—-RZHKBLE
¥

* Complete Multipart Upload ®DE1T
*N—=VETFy7O—RLEXY
*N=YOT7vyFO—F-3JE—

S3 : PutObjectLegalHold ISz MDY —HILAR—=ILR%ZERL
E3C

S3 . PutObjectRetention PUT Object retention D Z & T
S3 : PutObjectTagging PUT Object Tagging DHE

S3 : PutObjectVersionTagging PUT Object Tagging (7 x ¥ b D4F
EDN—T3Y)
S3 : PutOverwriteObject * PUT Object DIFE (YA

* PUT Object - Copy DEIAV Y R%EE
TLEY

PUT Object tagging

ATV DRI HTEHIBRLET

* Complete Multipart Upload D3E1T

S3 : RestoreObject POST Object restore DT

PutOverwriteObject 1#EfE = AL £ ¢
s3 © PutOverwriteObject #E[RIZ. AT 10 FDIERFISEFHZITOIRE WEBOH XX LD

StorageGRID #fRTY . CDMRDREICED. ATV DT —2, A—HEBXEXT—H. 713 S3
FISTIO DRI EZISAT Y MHEESITEZNESHIRED £,
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C DR TEARERREIFRD L EDTH,
crallow* 1 USATYRRATII M ELBETEET, CAHT T AL MRETT,

*Deny: 7 547>V MEIATP U bEEEZTEFEFH AL PutOverwriteObject #&FRH' Deny ICERE SN T
WBBEDENMEIIRDEHE D TY,

cAULNRTRFEOAF T bHROD - 1HZEIE. ROFIEZEITLE T,

ATV DT —E. A—HPEEXET—R. TEFS3A TP/ DRI Z2LEETTBL
ETETEHE A

* RITFOBMDAAMBIEIANTF v EILEN. TS5 —DEREINEKT,

* SIN—=T a3 VEENEMICE>TWVWSIFEEIE. Deny ICERET S L. PUT Object tagging ALIE %
7-1% DELETE Object tagging SLIEBICK > T, 7TV TV P ZDRFTIEBEWLWN—3 00D
TagSet "EETNBR L BD FT,

cBEOATO U RHROMSBRWVERIE. COEROREITEEL FEA.

* COERDAEVIES. Allow BERESNIHDELRCHERICHED FT,
WEDSIKR > —TLEEZTHEFIINTLT, PutOverwriteObjectiEfR H'Deny|CERE TN T L
BiGE. ATV DT =R, A—HYEBXEZT—F. @A TSI DRI ZI A
@ TORDREEZTTEZICIETEXEH A £/ [Prevent client modification]*F = v 7R v o

ZHHEIRETNTUVBIES ( configuration > Security settings > Network and objects *) . Z D&
T |EPutOverwriteObjectMEfRDERE L D HEBILINFE T,

RUS—DFRHZEELEY

FKHE RS —DBEMCEBZ AT Z2ERLET. REPEREFEXF—LEDORTTHEREINET,
FHFF—EORTZERL TEEINE T, Condition ZERICIIEHMDEHZIEETET. BREICIFEK
DFE—LEDRTZ2EHBENTEET. FHETOVIOEHIFROEED T,

Condition: {
condition type: {
condition key: condition values

ROBFITIE. IpAddress 4T Sourcelp &EF—%2FALTWVWE T,

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"

by

HYIR— b TNBREREFIIRD

KFBEEFIIRDESICHEINE I,
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* XF5

* g

© J—ILE
*IP7RLZ
*Null Fxvo

FEEF

StringEquals

StringNotEquals

StringEqualsignoreCase

StringNotEqualslgnoreCase

StringLike

StringNotLike

NumericEquals (#X{E1425)

NumericNotEquals
NumericGreaterThan

NumericGreaterThanEquals

NumericLessThan

NumericLessThanEquals

7—IUE
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F—ZXFIMEC L.
XFDERBD) o

F—ZXFIMEC LB L
FOXBBHD) o

F—EZXFIMEC L.
XFOXRIEL) o

F—EXFIEC LB L.
FOXAHZL) o

F—ZXFIMEC L.

TE—HTHZH eHELETT (KXFLN

F—HTHZHERRELETT (KXFLIX

TE—HTHEIDEHRLET (AKXF /N

F—HTHZHEHRELETT (KXFLIX

TE—HTHBZIDEHRLEY (KXF L/

XFDOXRHD) o GHBEHNTESZ * E?TAILFA—FXFZRE

RATEEY,

F—ZXFIMEC L.

FOXRBD) o BDHBC

TEEJ,

F—HTHZHERRELETT (KXFLIX
EMTEZ* E?TAILRD—FXFZER

F—ZHECLERL. T2 B THEIDZERELET,

S BIELHB L. F—

F—zPECLE® L.

F—zPEC LR L.
L EI,

F—ZHEC L.

F—zHPEC LR L.
ZHESRLE T,

F—zT—-IMEC &L,
L&Y,

HTHah =B LET,

KD O—HTHEHDEHELE T,

TR%BD) £eld TELVL) O—HTH3h =

TEDNEV D—HTHZIH ZHERLE T,

TEDNEV FelE TELVL O—HTHBH

Mtrue | 713 Tfalse ] D—THZIH'%



FEEF

P 77

FLX

NotlpAddress

null

HR—

FETNTWBEMEF—

sl Y]
IP BB F

)Y —X/ID

S3 .

S3 .
1R

S3 .

S3 ¢
1ERR

S3 ¢

S3
1R

ListBucket &

ListBucketVersions

ListBucket &

ListBucketVersions

ListBucket &

ListBucketVersions

GG

F—ZIPT7RLRELIZIP7RLADEE LR LFT,

F—ZIP7RLAFLIFIP7RLADEE R L. F—HTHB3H

MR LET,

REDEKRIAVTHFIAMIEKG T —DHEETINESHZERELE T,

BRINZEMHF—
AWS . sourcelP

AWS : 1—H%
S3 T AR
S3 . max-keys

S3:FLI714vUR

Bz
EROXEFETDOIP 7RLRCEBRLES, N7y b
ElZA T2 FORIBICERTEE T,

* I SSERVEER/—FBELUVT—bUT A/
—FEOO-RNSOHH—EXZNLTEES
NrHBEIF. O— NSO —EID7v TR
FJ—LDIPT7RLRACHERLFT,

A Y —RN-ToHOIEEIBEO-FNT Y
YzERTZHEE. FOO—RNAZHODIP
TRLRACHBLET, 8 Xx-Forwarded-
For NwA—DBWHEEZERTITAWVN=H. ANy
A—lFEEINE T,

EROXEFEEOI—TREHERLET, NTv b
3 F 7o bOUMIBICFERATEE Y,

GET Bucket Z3K % 7z(& GET Bucket Object versions
ERTIEE SN delimiter /X5 X—R E LB L £
ED

GET Bucket Z3K % 7=l GET Bucket Object versions
ERTIEE TN max-keys /NT X —R LB L £
ERP

GET Bucket Z3K % 7=1& GET Bucket Object versions
ERTIEESINT: prefix NTAXA—REHEBRLE T,
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A73 BRAINDZH+—
S3 . PutObject S3 . object-lock-

remaining-retention-days

S3 . PutObjectRetention S3 : object-lock-
remaining-retention-days

RUS—TEHZEELEY

GG

THEE T N fzretain-until-date £ LB L £ ¢ x-amz-
object-lock-retain-until-date JROEERICD
WT. NS DENFREFENTH S C C ZHERT
BIHIC. BRAYA—FBNTY DT THIL
MRFEREID SEEINE T,

* PUT Object DIES
* PUT Object - Copy DEZIAY Y FZERTLET
*RIILFN—bT7yT7O-RZRBLET

PUT Object Retention E3K TH5E & 17z retain-until

Bt LT, FRERNICH D  cZREBL &
ER

RS —TEREFERTIE. ZEHTDIRV—DBERERETCITET, TRUS—BREFERTETET
Resource DER Y XFFLLE condition & (Element)

ZOFTIE. BE=ERALTWVWET ${aws:username} IFResourceBEED—EF T,

"Resource":

"arn:aws:s3:::bucket-name/home/S${aws:username}/*"

ZOBITIE. BHEFEALTWVWET ${aws:username} &, £HETOVIDEZREED—EFTT,

"Condition": {
"StringLike": {
"s3:prefix":

by

Z# (Variable ) SHAB

${aws:Sourcelp}

S{aws:username}

${s3:prefix}

S{s3:max-keys}
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"S{aws:username}/*"

username ¥ —%31g

H—EXBEBEDTL 71 v I XAF—%IEE

Sourcelp F—ZIBEDEHE LTHERALET,

EOEHE LTHERALET,

DEHE LTERLET,

T —EXBEB D max-keys F—ZIBEDEH L LTHERLEFT,



Z# (Variable )
S{*}

${?}

${s}

R RB e B TER)—ZEHLET

Bz

BHXFTY. XFZVTIIN*XFELTEALET,

RHXNFTT. XFZUTINXFELTHEALETH ? ZHL XTI,

BHXFTIo XF 81 ZUVTIIXFELTERLEY,

RS —THEETNBHERICK ST, 7HIY MDD root I—HHOvIT7 I REINZRE, EFalFa®
MR ABERICEENEL B 2B D £, StorageGRID @ S3 REST APl DFERETIE. KU S — DRI
TR IS EZFOFIENERINE T,

DFHIFRIE Amazon KD HEL L H D FHAD.

Policy 1 & DB

BEICX L. root 7Ho> bk
IS B TARTOMERZIER
ERA)

BElcLa—y/JIL—F
ICX T BT ARTDIERZIES
93

N7 Ho2 b TIL—=TICH
LEZEDH#ERZFFAILEY

NEETHI > hD root £71=1%
IA—HICEEDEREZEFTL
X9

TARTOIA—HITIRTOM
BICN g 21ERZFFILET

R —"2A
7

NT vk

JIN—=7

NT Y b

ARV

NT Yk

Amazon OEIE

B TERINSN. S3IN
TYRDIRTDRY > —A0
IS 2MERRIES | Eht S
root I—H7HT Y MIfHES
TNnd

B CTERINEY

BTV ONILTY

auMeED. SSNTY DT
NTOR) S —HIBIZNT B
MERZR)S—THRAIT B L
405 Method Not Allowed T 5
—DIREINET

BWED AT HO D
root 5LV IA—HICDOWVWT
& SSINTYRDITARTD
RO —HIBIIXd BMERT
405 Method Not Allowed T >
—DIREINET

StorageGRID D Eh{E

EC

GV

BWELS. SSNTY DT
NRTORY S —NIBICHT B
1ERER)S—THAITB L
405 Method Not Allowed <5
—hIRENEY

CilV)

[ L
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Policy #I£ DB

IARTOI—HFIIHLTIAN
TOMIBICX T Z1ERZIES
EE)

TV NILE LTHRADD
—ERFTIL—-T=2EEL
£9

)Y —ZE LTHED S3 /N
Ty hEEET BREDNHD
£9

ForoNlbeLTa—Aall
IIN—TZHEELET

RIS —TIE FEFREET S
ook (BRT7HYVb2E
$) ICATT T bz PUT
THERMNMIEINET

RS —%4 Amazon DEIE

7
NT Y

ARV

JgI—=7

INT Yk

INT Y

B TERINSD. S3N
TYRDIRTDRY =0
BICX S BMERIFE| SIS
root I—H7HT > MIHES
TN

BTV NILTY

B

BT NILTY

Bo T2 T MIERE
TATYMMIE>THRES
N N7y bR S —(3EA
INFtA. FRETHU >
bME. TP D ACL
ZERLTATO I MIT
It X1ERZ 5T 2 HEN
HHET,

Write-Once-Read-Many ( WORM) (Z XK 31R:&

T—R2, A—HYPERT TP IV FDXRZT—4,

S3ATVTU DRI =IRET 51D,

StorageGRID D E{E

GV

B3

B

BM. #7207 MEINTY
FREET AV MIEL-T
FRESh. N7y hRUS—
MNERATNS.

Write-Once-

Read-Many (WORM) N7 v hZERTEHENTEET,. HILVWATD U FOERZSFRIL. BIFD
ATV DLEEEPHIRZRLETBESICWORM N7y hZRELET, CCTHATZIVWITNHDAEE

ZfERALFET,

FETZEICIEET I BICIF. ROBEFZERITLET,

* Grid ManagerT. * configuration > Security > Security settings > Network and objects DJIEIZEIR L«
Prevent client modification *F T w 77Rv I X & #IRL £ 9,

*RDIL=ILE S3RUD—ZBERALET,

° 83 7R 1) & —|Z PutOverwriteObject DENY #LEE%EML £,
° 83 7R1) & —|C DeleteObject DENY JLIZ%EM L 9
° 83 7R 1) > —|Z PUT Object ALLOW SLIEB%ZEML £,

®
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S3 7R 1) & —TC DeleteObject % DENY IZERE L TH.
IW=ILICEDK IIMIC& B AT 7 FOHIRIEETEINE T,

[ zero copies after 30 days | D& 57



C) NEDIL—IILER)D—DIRTEAINTDH, AREIAHDSIFREINFEA K
TAZESE) , FEONRICRIDIFS -7V vILBREEETT (KRB EEB) ,

CRRA* IRAKEEAS (RENRHN)

/mybucket/important.doc
PUT#1 ---> OK
P2 ——m=—== > OK

*HRB* =T Iy BEEE (RENR)

/mybucket/important.doc
PUT#1 - -—————- > PUT#2 ---X (denied)

&5 R
* "StorageGRID @ ILM JL—)LIC&L DA TP 7 fDOEE"

"Ny RRD S—0f)"
"GIL—TR) S —DF)

LM ZERLTA IOV h2EET "
FFYRTAYY M EERT S

N7y RRYU S —Df)

Do aroflEERLT. /N7y DStorageGRID 77 XK1 o —%{ERE L £
ER

N7y bRUS—TlE. ZORY S —DEERTSNINAYT Y RT3 7o REREIEELET, NT Y
kA1) —i%. S3 PutBucketPolicy APl Z AL TRELET. #BBL T LTV "N\ Y FOME",

INTy RRD S —%HETBICIE. AWSCLI TXROOT Y REFERALE T,

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

Bl TRTOA—FINT Y FAOHEHROBAT7 /L REHT T 5

COFITIE. BRA—HYESCIRTOA—HFIINTY NADA TSIV MDDV R NENTY FROITARTD
7TV bD GET Object MIBHFFAIL TWVWE T, TNUNDIIBIEIARTIESTINE T, N7y FADE
FIAHERD root 7 AT Y FUAMIMFESINTVWERW D, COR)D—IEFICEATIFRWGELHD £
ERS
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by
{

"Effect": "Allow",

"Principal": {

"AWS"™: "31181711887329436680"
by

"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::examplebucket",

"Condition": {

"StringLike": {
"s3:prefix": "shared/*"
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
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"Statement": |
{

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": [

{

"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {
"s3:prefix": "S${aws:username}/*"
}
}
by
{
"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",
"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"
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