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SNTVB L ZRHERTEET,
EEZ AT SHIIC
cRDODWVWTNHADA TSV b IDHRBETTY,
> UUID : A7 ¥ k® Universally Unique Identifier T3, UUID IETRTAXNFETASILE T,

° *CBID* : StorageGRID DA T2 ¥ bD—EDHAF. BEEOIHNHSA T o D CBID ZEL
BTEET, CBID IZFTARTANFETANOLET,

CHSINTY REFA T IRF— I AT MDD SMDRAENTEE 'S3A Y E—T A RIS
AT TTVr=2a3vid Ny heAd T2z b2 —DtEAaEbEZFRALTA I I+ E
BMELVHERILET,

CHSWIt AV TFHEA TV M ZEALTA TV b EIDIAENTE E "Swiftr & —T T
ATA'DFTE. VAT T IIVr—2a i EAVTFexaT 0o baDlAEhEEERL TS
TV 0 b ZRNBLUHERILE T,

FlEg
1. ILM * > * Object metadata lookup * %3#ERL £7,

2. [*#AF* (*ldentifier*) 174 —IRICATZ 7 FOFEMNFEADTLET,

UUID. CBID. S3N7w /AT bF— ELESWift AVTF /AT MRZEANTERF
ER

3. ATV PDRKEDN—a>ZRERTZHAIF. N—23 Y IDZEANLEYT (FF>aY) .

Object Metadata Lookup

Enter the identifier for any obiect stored in the grid to view its metadata

Identifier mur-:f.r:h:".f.cvbjetﬂ

Version 1D loptional)

4. TRz Z#RLEY,

o "ATVIURART —HDEFGER" RRENET, COR—JIF. ROBEOBHRIKRTINE
ER

° URFTLART—R (AT FID (UUID) . N—=3>ID (AF>3y) #7200+
%, AVTFTD&R. TFRT7HOYFO&FIFERIZID, A7z FOREBYAX, #7252
FDERLBR. AT T FORKREERABARY)

c ATV MIBERTIONTUVWRINRZ LI AZT—RDF—LBDRT,
°SIATTTVMDFE. ATV MIBEERITONTWVWE ATV M RTDF—LBDOXRT,
c LU= ATz FOE—DHE. FIE—DREDIENIZAT.

CALATD Y —A—T a4 VATV FAE—DHBE. T 7T X2 ~DIREDIEIAIZFT.
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cUSURIAML=VT=ILADOA T I FAE-DIFE. NENT Y FOBRIEA T bD—
ROHRFzITH TP TV bDIFH.

o IV MEINIA TV MERILFN—bZF TSV MDFEE. EIAXAVRID ET—E2H 14X
EECATVTIVREIAV DI R b 100 BZBRZ I XY b EFHOIA T U CDIHFEIL.
B0 100 @D XY M EIFHARTIINE T,

C RUMBORAEBRA L —SHRDIRTODATI LTI M AXET—R, CORMIDART—RICIE U
) —ZXETHRTNB LIIDESBRVABDY AT LAXZT—INEGENE T,

ROPITIF. 22QOLFUr—bIE—LTRIASNIES3 TA A TZ O bDATITI b X
BT —ADORFERIMRTINTULET,

System Metadata

Object 1D AT2ESEFF-B13F-4905-9E9E-45373FEETDAR
Mame testobject

Container source

Account 1-1582139188

Size h24 MB

Creation Time 2020-02-19 12:1559 PST

Modified Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

99-37 ivarfiscallrangedb/2/p/06/0B/00nMEBHS TFEnQQ)CVIE
99-99 ivarflocallrangedb/1/p/12/04/00nMEHS{ TFEoW2B|CXG%
Raw Metadata

"TYPE": “CTHI",
“CHND": "AlZE9GFF-B13F-49@5-9E9E-45373F0ETOAG",
"MAME™: “testobject”,
TCEIDT: "exSB2IDEVECTCIRLLIGS,
"PHND": "FEABAES]1-534A-11EA-OFCD-31FFEQC 360567,
"PRTH™: “source”,
"META": {
"BASE": {

"PAMR": "27,;

TPz (REL—=2R) a—L) OEFEE

A=Y/ —FOEBBEBRBZAML—2IF #EOA T X MTICHEIETNE
o ATV RIAMTIER ML =R a—LEDBFEINET,
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BAML—=2/—ROA TPz FRANTOERERTCEEFT, 7720 F X713 * nodes * > *
Storage Node* > * Storage * R— D FERICKRRINE T,
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors

0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors




HOERBDIC"EA L —T/ — FOFM" ROFIEZXRTLET,

1L HR=F*>*Y—JL*>*F)y R MROZ * Z&ERLET,
2. [site *>] > [*_Storage Node] > [* Idr ] > [ Storage*] > [* Overview*] > [* Main*] &R L £ 9,

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e

ZAML=UR) a—LOEEIF. BEOMEICIELT. ANL—SDRAT—ERAERIEA TSIV CINTOD
BEMDOTS—LICRMEINET, AL—=—RUa—LAICEENRELEGSIE. ARL=2/—FROTAR
TOKBEREIRT 37-DIC. BENKELIRA ML =R a—LETERRITREBETINELHD F
o BEICIH LT, * Configuration *Z T ICBENITE X "A ML —Y / — REFGAEDERREICLET"
CHUCED. H—ND5EL%E ) AN DEfEHRIZ. StorageGRID ¥ X7 LN T —RZDERICHFERTES LS
ICBb EY,

72TV bOBEEREL

StorageGRID Y X7 LlF. A NL—2/—REDF T U b7 —2DEE M % IREE
L. #7220 bOBIECKEDOEEZHESLE T,

BEE7OERICIE NI TS0V RKREEEA TPz bOEFEREF VY (BT 2703502 FI&EE) D 2
DHBODET, T—HDOBEUZHERTDTCOIEHE L THRELT T, NV ITIVYRKEER. 77017
b T —SDIEREEZMENICT TV I TR LOICEINICEITINE T, 2Tz bOFEFI VIR &
T2z bOFE (EEMTIEARL) Z&DRRICHERTZDICI—FICE>TRIA-—ETNBZIeHHD
i_g-o
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Object existence check

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.

If you have questions about running object existence check, contact technical support.
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12. £ 3 7% L T strong-site £ 7zl& strong-global BE& M4 HITHZ EIRL 1258 1E. XEZT—XDESEHIR
SECNBETHIBERBF->THS. AR a—LLETS 3 TE2BERITLTLIETL,

DadICEEND /S — REAR) a—LATXET—ROEEMEHIFT 3D DRENI D > TUWIBE.
B THESNREL TS FIP— S RE 2RAL TV IV LY F I —% D 3 T THE
T2 THIRTEETY, StorageGRID

a. [* maintenance * (X>7F+ > X *) ]>[* Object existence check * (F 7T FDEFEEMRSR*) |
> [* Job history * (37
b. BRITIZEMMTETCVWR P aTZHELEFT,
i 3BEIMUERICEITINEY 3 TERET SICIE. T*Endtime* ] FEBELTLETL,

i. 2N5O3JICOVWTE. OV AFyoay 00—y XXy > LT, @Y1 MF1-i358
JO-NILEREERLET,

C BEIIZEDITDFIVIRYIRZAVICLT, *BEITZERLE I,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
Nodes (volumes) Missing object Consistency . [ }
Job D Stat a a A Startt a End t a
o ¢ @ A [~] copies detected @ control - it i@ L il J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) (1] All 14:43:06 MST
14:43:02 MST
DC1-53(3 (3 weeks ago)
volumes)
and T more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651858848823235 ; 2021-11-10
. Completed volumes) 0 Strong-site 14:42:11 MST
{Rerun job) 14:42:10 MST :
DC1-54 (2 (17 minutes ago)
volumes)
and 4 more

d O3 70BRTIV4H—RT. BRLE/—REARUa—L, BLUBREHHEZEELEY,

e D JExBRITIIERFTELE. "BRIT*ZHEIRLET,
(70747237 2THRRINET, BRLIZ 3 TIEITART. strong-site DESHZHIEL TULS 1
DO 3T LTBRITINET, [l I a v [BES3T ) To—ILRICIE. TovaoTgd
IDA—ERRINEFT,
FET#
T—RADEEHICOVWTEREBRINHZIHEIE. * support * > * Tools * > * Grid Topology * > * site  *>*
Storage Node* > * LDR * > * Verification * > * Configuration * > * Main * [CE& L. /Nwv I TS5 RIGEEL —
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FZERLET, NvITSTYRRILZ. BINESNTUWBRIRTOA T TV bT—XDIEREEZHER L.
ROWolciEZEELE Y, BENLGEEZ TET3RLITRRELTEETS LT, T—2BKDURY
NEREINETT,

S3 PUT Object size too large 7> — c D+ ST a—FT 0 VI %175

S3 PUT Object size too large 77 7 — k&, S3H 1 XD LR THB5GBZEZ D TILF/N
— M T2 VLPUT ObjectllliBZ= 7+ > FAEITT R MU A—CNET,

EEZ IR Y SHIIC

* Z{EH L T Grid Manager ICH 1> > LET "HAR—EENTWLWS Web 75 TH"

* INTRTTY "HEDT Ut XHER"
5GBZBR ATV b EFERLTWVWESTFH Y b EBEEL T, BIAITESLSICLET,
FIE

1. S[BEER[EEE U syslog — N\]*ICBEE L £,
2. 9SAT7Y D EDEZT A NormalDIHEFIE. BEBEOSICT7IVEALET,

a ANT2IY VK ssh admin@primary Admin Node IP

b. [CEBEHINTWBNRT—RFZASALEXT Passwords.txt 771 J)o
C DAYV REASIL TrootiCtIDEX £, su -

d ICREEINTVBEINZT—REASNILFT Passwords.txt 771 Lo

root LTOJA> T2, FOAVTEBHSEODET $#T 1 #

e AJJ93OY>VNK cd /var/local/audit/export
f. 5GBZBR2A TV b EFERALTVWATHY M ERELEY,
. A2 UR zgrep SPUT * | egrep "CSIZ\ (UI64\):[0-9]1*[5-9][0-9]{9}"

i FERICKRRSNIEREEA v E—JICDOVWT, ZBBLTLKIEEWVWS3ATI T4 —ILRICAHALTT
FUORTHIYRDEREELET, Xvtt—SHOMO T —ILREFEALT. 951072 b,
NTY R BEUOATO I MIE>TERINTWLWEIPZRLXEZREESELE,

ad—R Bz

saip EIETTIP

S3Al 7+ > kD
S3BK N b

S3KY FITU b
Csliz B2 (N1 R)
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BEEOJEROA

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) : "bhavna"] [S3AK (CSTR) : "060X85M40Q90Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:ro00t"] [SBATI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) :"large-

object"] [CBID(UI64) : 0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F-

9094-

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220

829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3. [Client Writes])'[Normall THWE&IE. 75— DT+ FDZFERALTTFY FERELE T,

a. * support > Tools > Logs *ICBEILE T, 77— FTRAML—=S/—RO7 V=300 %N&E

l/ia-o 75'— I‘@ﬁﬁ§15ﬁ%$aibi?o
b. 771 IILEERL. ICHEAZX T bycast.log:

/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log

C O TEMEBELET method=PUT BLUV TSI 7V ERELZXT clientIP 70 —IL K,

* bycast.logDH*

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: |[12220829 1870864574 S3RQ %CEA

2023-01-05T18:33:41.208790| NOTICE 1404 af23cbtébb7/e3efad S3RQ:
EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. 7+ > MI. PUT ObjectD iR AT 1 AHBGBTHD . 5GBEBR 24TV MIRILFN— T v T

O—REFEHRATZIESIERET,
5. 7= a A TEINTUVIRSIE. EE52 1 BRERLE T,

KoNIcA Tz b T—RERBELTWEA TPV T —2DOMZ T a—T+

>

TP T —ROBRERED STV a—Ta 27 I BE

T2V MITETFRERTHRAHINE T, LRI 9547 T TV —
VB DHmAMOER. LTIVT— b ENF Tz MT—RONY OISO
FA&REE. ILM IL—ILICK B B&HE. X L=/ —ROUANVEOA TSI b7 —

DOV RT7RHREDENTITONE T,

StorageGRID X T Lld. AT TV FDXARZT—RIIBHINIBFAOBEHREFEAL T, #7270
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HAHLTOBFHAZERELE T, BESNBBEMTA IO I FOAE—DRODSRVIEE. X T LI
ILM RIS —IZA Tz bOAE—ZHEHFRFIBZIL—IHFENTVBZDHDE LT YR TLADMDIEG
FADSRIDIE—ZHAHES ELE T,

COFABLICHINT 2. RELTWSA TP FOOE—H StorageGRID Y X T LICE > TEZFHRX
bNET, ENUANDIEEIEZ. *Objectslost* 77— bHXRDELSIChIA—TNFET,

LU= RaE—IC2VWTE BlodE—ZHAHERWEE. TP bhiRbNlceABTEINT
TI—rDRUA-CNET,

CALAYYy—O—T > AE—DFE. BEINIFEAHN S AE—ZHAEERWVES. Corrupt
Copies Detected (ECOR) | BMDEH1DIES L THSRDIZFAN S DFHAH LAFITEINET, D
JE—DEON5HRVEERIE. 75— MU HA—-SNZET,

IARTO *Objects Lost* 75— b Z T CICRABEL THEXDIL— MNER ZHEL. 7750 >BREDEASHD
BHTREFEATEAVWA ML=/ =R 7—h07 /= RIZA T U AR TULERLDE S hE FERR
TRIRELRHDET, #BBLTIKIETVWIELRA TV FEAET S

JE—DBWATI I hT—aRbNIBGE. VANUVBRER EHD £ A, L. BRFTD Y
bAD>EZ)EY FLT. BBRIOERA T bHFHILWMERA TV I b 2RRAF VT LBVESICT
BRENBDET, 2BRBLTIKLETVWEBERA TP/ b eREFA TV bDAT Y F2 )Y FLET

BRATD TV b 2flETS

Objects lost* 75— bR MU H—ENFEIE. TSICHAEBEITIVELNDHD £, &
§§5752|'7\°/“I7 MCBETAEHRENREL. 77T R—MIEKLTLIEE
e ZRa T BHiIC

* ZfEE L T Grid Manager ICH 1 > A1V 23HERHDET "HR—FETNTWLWSE Web T 5T,

cREDT I AERNBETT,

*ZRHRLTHEBELHD £ Passwords.txt 771 /Lo

CDRATIZDWVT
* Objects lost * 775 — k&, StorageGRID BJ' Uy FRICA TPz bOOE—DGVWCHBILI-C %
TLET, T—EHTERICEKONI-AIEEELHD £7,

BRATO I MDT7S5— b 2REBICABEL TSV, TNUEDT—REBREFH S THDOFUHKEC
BRAEEDHD £, ARISHLTNIE, BERA TSI 2RI NTTERHENHBDET,
FIE
1. *nodes (/—R) |%Z&RLET
2. [Storage Node>* Objects*] %3&IR L £7,
3. ATV MADRICKRRINIBEA TSV FORERELE T,
C DHfEIE. StorageGRID ¥ X T LRETRELTVWER AT )Yy R/ —RTRHSW A TS0

FDEEH R ERLE T, CDfEIF. LDRY—EXEDDS H—ERICEENBZT—XAMT7IAVR—2Y
NDIERATS TV NI RDEEFTT,
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DC1-S1 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18B/s 1B/s
D.800 B/s D.B00 Bfs
0.600 B/s Mo data 0600 B/s Mo data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 15:40 15:50 1600
Object counts
Total objects: @ 0
[ Lost ohjects: @ 1 ||| |
S3 buckets and Swift containers: @ 2

4. BB ) —RH5, "EBOJICT VAL ET" Objects Lost * 75— hE RJH—=LIcA TSI bD—

BEoO#BF (UUID) ZREERT 3 IClE. ROFIEZRITLE T,

a gy kr/—RiOJ1>LET,
LROARYRZASLEFT, ssh admin@grid node IP
ii. (CEBEINTVWB/NRT—RZANLET pPasswords.txt 771 Jlo
ii. xDAY>Y REASILTrootiCIDEZ £9, su -

V. [CEEEINTWVWB/INRAT—RZANLZFET Passwords.txt 771 )L, roote LTOTA>T 3
. 7OV EDBDSZEDHLDET $HKT L 4

b. BEEOIARMAINTVST ¢ LY FUICBBILET, ANTZITUR cd
/var/local/audit/export/

C. grep ZfEMA L T Object Lost (OLST) BEEXvtE—CZimELEFT, ANTBIYV R grep
OLST audit file name

d XyE—JIC8FNTLS UUID OfEZXEL XY,
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>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

ZfERA L £9 ObjectByUUID OAX Y RZFEAL TEAIF (UUID) TH IV bz&EERL. T—&ICV
2B HZINESHERRTETET,

a. Telnet T localhost 1402 IC#&#: L C. LDR OV —ILICT7 OVt AL E T,

b. A7379% <> K /proc/OBRP/ObjectByUUID UUID value

COBRIDFITIZ. #FEDOF T T M TY UUID 926026C4-00A4-449B-ACT2-BCCAT72DD1311
ICIF2DDIBADIRRENT

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0O-4DS9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7/ES59A76731EGEAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",



"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLIN\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

2BHOHITIE. ZIBEL-A TS T2 M TY UUID 926026C4-00A4-449B-AC72-BCCA72DD1311

BANRRENTULWEE Ao
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUID D H 1z MR L. WY LAEZERITLE T,
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T hEBRERLTIVRANTTERHBEDRHD TT,

ERal))

IV D REONEHVESIE TERROR ) [ WS Xt
—JhHEEINET,
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3. ERIICHBRINIA Tz b THBeEZRLTULE
ER

HAICHANRREINTUVWSHEEIE. * Objects lost * 75— kA
BROTCIEDETH ZAHEMENH D 7,

TPV D EFEREI B CZRELE T, HAOICKRTEIN/
—RIDETFAINRZFERALT, 772z T 7AILHUR
FENIIGFRICH B e 2R LE I,

(DFIE"RONIAIEEN HZ AT I FOBREK"/—F ID %
FRALTELWA ML=/ —RZRETEDHEICDOVWTEHRAL
7)o

FITT U MHEFEET BHBEIE. * Objects lost * DExE )z +
LT7S5—bhEIUT7TEETD,

HAICHBADRIENGBWSESIF. T2 bBRELTWVWS
AL B D FT, L THTLKIEETVW" AT I b ZiRERLT
DZE7LET"£RIF TVZAILYR=MIBEBVWEDELTE
T

TUZANLGR= MIBEWEDLE LRI EITHDOINL—2U
ANDFIE DBV ESHZRERTIEDICKOESNZ D
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IO RT—BRDVANT"ELUV"A ML =R a—LADF
T TF—2DIRET

KONIAIRRED B2 4TV b ZREL TV LT LET
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(D CoFEoTR—MOLTH. FEZALYH— MCBRLADE T,

FliE
1. BB/ —ROEEOI T, 7TV MEETIAREMDOH BB HEELE I,
a. gy r/—KricOv1>L %9,
LRDIYY FZANLET, ssh admin@grid node IP
i [CEBEINTWBNAT—REASILET Passwords.txt 771 Lo
iii. xDAY > REAFILTrootiCIDEZ £9, su -

V. [CEEEINTWVWB/INRAT—RZANLFET Passwords.txt 771, roote LTOTA1>T 3
. 7OV IO EEDLDET $KT 1 4

b. BEEOIHEIMINTWVWET ALY MIICBELE T, cd /var/local/audit/export/

C. grepzERALTZREBELET EROAREUNHZA TV MIBEE[MTONTUVIEEAYyE—
D"HATFAILSEELER T, ANNTBIXY YK grep uuid-valueaudit file name >

output file name
Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about lost object.txt

d. grep ZFRALT. COHEHIT 7ILH5 Location Lost (LLST) BEEXvE—I%HHLET. A
$19%30X > R grep LLST output_file name

B

Admin: # grep LLST messages about lost objects.txt
LLSTEEX v =R Y TN Xy =D DESICBD ET,

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP(FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG4) :
1581535134379225] [ATYP (FC32) : LLST] [ANID (UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UIG4) :7086871083190743409]]

€ LLST Xyt —2TPCLD 74 —JLRENOID 71 —ILRZEERLE T,

PCLD OfElx. RELTWBL TV — ATz FAE—ADT 14 RITLDREHRINRT
9o NOID OfElF. ATz bOAE—DEFETDHEMDH S LDRD./—RID TY,
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T2 CDFADROD SIIBERIE. TPV 2RI NTTEZHBENHDFT,

a. ZOLDR./ — RIDICEHE[MITSENTWE R ML —Y/ —R%3EL 9, Grid Manager T. * support *
>*Tools * > * Grid topology * ZZEIRL £9, Xic. *_7—&E>&— _*>* X+L—Y/—R
_*>*LDR*] ZEIRLZXT,

LDRY—E X® ./ — RIDIZ. [Node Information]7— 7 JLICKRTRENET, CDLDR%ZHRX ML TL
DAL=/ —RBEONBZET. BAML—Y/—ROBHRERELE T,
2 BEBEXYE—VTEESNTWVWER N =Y/ —RIZA TPV M EETIHESHEZERLE T,
a gy R/ —RiIcOg1>LET,
L ROATY RZANILEFT, ssh admin@grid node IP
i. [ICEEEEINTVWBNZAT—RZANLET Passwords.txt 771 )l
iii. DAY REASIL TrooticIDEXFF, su -
V. (ICEEEEINTWVWE/NZAT—REANILEFT Passwords.txt 771 Lo

root LCOJA>T2E. OV EDBDSELDET T 1 4
b. AT TV MDD T 7AILNADFETEIDNESHEERLE T,
FITST IV bDT7AILINRICIE. LLSTEEX vE—J0 PCLD OEXERL £,

ez RDESICADLET,

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6"'

C) ARV RTIE ATz F 77 IUNREEIC—FEF| AR THA. %X FE%=ITIT
—7LEY,

" ATV FONIDRODSBRVEE. FT2x MEkbn, COFIE ZFEALTIUI T
TBILIITEEEA. TVZALYR=-MIBBULEDE I,

" ATV CNRADBROD oG EIF. ROFIEICEAF T, ROM oA TP I b%
StorageGRID ICJ R 7 TE X,

B AT U MNIBROM-FFEIF. 7T b%StorageGRID ICU X R T7LET,

aFLAML=2/—RD5 ATV T 71ILOFEEZZE L T StorageGRID TEIETE 3 &
SICLFET. ANNTSIXY YK chown ldr-user:bycast 'file path of object'

b. Telnet T localhost 1402 |C#E#H L C. LDR OV —IJLICT7 2R LFET, ANTBITYVK telnet
0 1402

C. ANI9T5AXY>V K cd /proc/STOR

d AF19%37 > K Object Found 'file path of object’

eI RDESICADLET,

31



Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tN6"

ZHITLET object\ Found AXVRIE. JUYRIZATO I bOGARZEBHILE T, £ 7
IT74TRIM RIS =D rD)AH—EN. RUS—DIEEICRK> TGEMDOAE—PMER SN E T,

ATITH MHRROD LR FL—U ) — KBF TSV DBER. 4251 Y OEE
DRFL—U ) —RICATOT Y b EIE—TEET, IY 51 YOI RL—J )~k
(D) ®warlocalirangeds 71 L& RUIcA TS T4 MERELET, RIC, BIE ZRITL

¥ Object\ Found ANV RZFEAL. 7TV MADT7AILNRZIBEL X
ED

" ATV P ZA T TERVGEIR. ZFITLET Object\_Found ARV FAKRHML F
To TUZAIYR=-KMIBBLEDE LI,

* A7 b StorageGRID ICIEEICU X 7 INHBEIF. B EEI 2 X vE—IHRRE
nxEy, fl:

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

ROFIBICEAFT T,

4 F T U bH'StorageGRID ICIEFIC R R 7 EINFIBEIE. FTLWSFAAMERINTWVWS e =R L
9,

a AN935IY>K cd /proc/OBRP

b. AZJ$ %< >R ObjectByUUID UUID value

RDFE. UUID 926026C4-00A4-449B-AC72-BCCA72DD1311 DA T U M 2 DDIFANH S
CERLTVWET,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~

BCCA72DD1311

{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
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"META": {
"BASE (Protocol metadata)": {

"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFSE",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17

.880569"

.934425"
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5.

34

a LDR AV =B TIRLET, ANTBHIATY R exit
B/ -6, BEBEOJZRRELTCIDA TSI % ORLM BEEX v E—JTHRL. BEICIHLET
BRZATHAVILERE (ILM) ICE>TAE—DERESNTVWERCCZHEELE T,
a gy R/ —RicOJ14>LE7,
L ROIYY REASILET, ssh admin@grid node IP
i. [CEEE SN TWVWB/NRT—RZANILET passwords.txt 771/l
iii. xDAYY REASILTrootiCIDEZ £F, su -

V. [CEEEINTWVWB/INRAT—REZAHNLEFT Passwords.txt 771 )L, root& LTOTA>T 3
E. AV EDDSZEDHLDET $IKT L 4

b. EEOJHRIMMINTVWET A LI MIICBBILEX T, cd /var/local/audit/export/
C.grep ZfEALT. #7200 MIBEMITONTWVWBREEXyE—JZ AT 7ILICHEBELF T,
AJIT35IX 2K grep uuid-valueaudit file name > output file name

Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages about restored object.txt

d grep AL T. COHHI T 7ILH5 Object Rules Met (ORLM) BEEX wvtE—I %t L £
Jo AJITSIX K grep ORLM output file name

Bl

Admin: # grep ORLM messages about restored object.txt

M{TFiE. ORLM BEEX v tE—2DfITY,

[AUDT: [CBID(UI64) :0x38186FES3E3C49A5] [RULE (CSTR) : "Make 2 Copies™"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) :ORLM] [ATIM(UI64) : 15633982306
69]

[ATID(UIG64) :15494889725796157557] [ANID(UI32) :13100453] [AMID (FC32) :BCMS] ]

a BEAEXYytE—ITLOCS 71— ILFZEELFT,
CDT«4—JLRDCLDIDfEIF. AT xo bAE—DMESNTc/ —RID &R a2—LID T,

COXytE—JiF ILMAERTIN. 220472z bOAE—DI Uy RRD 2 DOIGFRICIER TS
nicCezmLTVWETY,



6. "MAATOTV MNECREF TSz DAY b ZEVEYMLET" ZIUYILFT,
BRATO TV MEREATS VMDAV EVEY MLET

StorageGRID Y X T LEFAEL. BHEINTIRTOERA T 27 bHERICKDN
TWBZ Y. £I3B o7 5—LTHB %R TE/-5. Lost Objects BEDE
Z0ICUEY FTEFRT,
EXEZ BB Y 2HiIIC
* ZfEE L T Grid Manager (ICH 1 > 1V 23HERHD XTI "HR—FETNTWS Web T 5T,
*HEDT7 IV RAMERIBETT,
CDRAZIZDWVWT
Lost Objects H T >V RIFXDEESHDR—IhH5) 2y hTEXT,
* *#7R— bk *>*Tools * > * Grid Topology * >* _ Site_* >* _ Storage Node_* > * LDR * > * Data Store * > *
Overview * > * Main *
CFHIR—br*>rY— )L > JUy RROD > _ YA _*>*_AML—Y/—R _*>*DDS*>*
FRRART > HE > A
NS5 DFIEIX. Idr>*Data Store* R—hoh T > E Uty b TE3HEZRLTVWET,
FIE
1L HR=F*>*Y—JL*>*F)y R MROZ * Z&ERLET,

2. BEFIZLOST 7S —LBEELTVWBRA ML=/ —RICDWVWT., T*Site*>* ZkL—Y/—R
_*>*LDR *>* Data Store * > * Configuration * | ZZ&ERL £7,

3. T*Lost Objects Count* &)tz b EZEIRLE T,

Overview Alarms Reports | Configuration |

fvtain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes *

4 [EBOBERANZIV)YILET,

Lost Objects BN 0 ICU Y &N, *Objectslost* 75— k& LOST 75— LRI NE T, h
IO DB ehHD T,

S MBICML T, BERATD TV b Z2R/EITZ27OCITHEBA INAREENH S, ZDOMOBEEREEDE
)y hTEXT,
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a. [Site>*Storage Node*>*Idr*>*erasure Coding*>*Configuration*] Z3&RL £,
b. T Reset Reads Failure Count ] & T Reset Corrupt Copies Detected Count | ZERL £7,
C [EEDER N ZI/UVvILET,

d [ Yok _*>* XkL—Y+/—FK _*>*LDR*>* Verification * > * Configuration *] &R L £
EP

e. [ Reset Missing Objects Count | (REFA T U FEDUL v ) KU T Reset Corrupt Objects
Count] (HEATCz I DUV M) ZERLET

L REESNI ATV MO FETH B D HEELRIZEIE. *[Delete Quarantined Objects]* %z IR L F
ERS

Bt INcA T I ME NI TSSOV RKREECHIBLIEL VS — A2 0 FOE—DHE
RBEINDLERINE T, IFLACDIHE. StorageGRID IIBIEL A TPz F 2 BEIMNICE T
A RBESNTIA TV FZHBRL THEETY, 7cfEL. *Objectslost* 75— bR H—&
NE\BER. LOST 75 —LWN NI A—CNBEIE. T/ AINYR— RS NicA T2y
MCTOERTZCEHRELETD,

9 [EBOERAZ7)vILET,

[ZEEDEA (Apply Changes) [Z27Uw o L&, BENUEY FENBZ X TICD LEELD D 315
EhHD XTI,

Low object data storage 75— bD S TI>a—FT1 VT %EITVWET

Low object data storage * 77— k&, ATV b T —RZERINAIRELGZ A NL—2 )
—RDAR—ZEHR/LET,

TEEZBAIA Y BH0IC
* ZFEA L T Grid Manager ([CH A >4 LET "UR—FENTWVWS Web 757"
* CNTRERTTY "BHEDT Ut XHER"

CDRRATIZDOWVT

Low object data storage * 77— k. A L=/ —REDL VT — ATV MT—2ELUVTLA
Sry—A—T a2 FTT O T —RDEHBED. 75— ML= TREINTVEIREOVLWT N ZHE
feLIEBBIC ) A—CNET,

T 7 )L ETlE ROEZED true EFHES NS E. Major 75— MUA—TNFET,
(storagegrid storage utilization data bytes/
(storagegrid storage utilization data bytes +
storagegrid storage utilization usable space bytes)) >=0.90

CDERHETIE RDK SIS

* storagegrid_storage utilization data bytes ld. AML—J/—ROLFUS— AT
IET—REALADY——T AV IF T2z b T—R2OEEEFHT A XTY,

* storagegrid storage utilization usable space bytes d. AL —2/ —RIZESTWEA
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TSI RAPL—CAR—ADBRETT,

Major & 7zi& Minor * Low object data storage * 75— b D MU HA—SN7cBEIE. TEBRITRELILEFIE
ERITTIHELRHD X7,

Flig
1. [*alerts * > * current * | Z3&RL £ 95

[Alerts] R—IHFRRENE T

2. 75— hDORT, BEIZELT T*Lowobject data storage * | 75— rJIL—TEEBEL. XRR$37
S—rEBERLET,

©

TI3—brII=TFORELTIEARL, 75— FZZERLET,

3. A4 7OV Ry U ATHMEMRL. RORUTERLTLLIZE L,

° M A—EINTKH

cHA R/ — RD%AH

° 27— MMIAY BEZEDREDE
4 J—R*>* RbL—Y/—RFFSite *>* AL—I* ZBIRLET,
O. [Storage Used - Object Data]Z/' S 7 ICA—V ILZEHE X T,

ROEHERTRENE T,

°c*Used (%) * i ATV bT—RICEAINTVWSEFHERRIERR—IDEIE.
c*Used* : A7V b T—RIEAINTLEEHFERAREIR—IADE,
° *Replicated data* : D/ — K. Y1 b, FREFEITVYREDLTVT— ATV T —2DH#

=1
Ao

ALYy —A=T A VIT =R IO/ =R P b FRBETUYRICBEA LA Sy —O—
T4 VI FTI LY b TR DEER,

°*Total* : T/ =R ¥ b lFT)y RTEAAERGIR—-IADKEE, ERAADEIFT
¥ storagegrid storage utilization data bytes X— kJLi%,

Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30
50.00%
= Llsed (%) 0.00%
A Uised: 171.12 kB
25.00%
Replicated data: 171.12 kB
i . = Erasure-coded data: 0B
= 2490 14:40 14 = Totak 310.81 GB
== |lsed (%)
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6. 757 EBORE I FO—ILZBRL T, BEZZEZI B L -V DOFERRRZHEEL £,

ARL=CDFERARROHREHERTZET. 77— M M) A—CNFIEOX L —DFEREN
LD, J—RDEDDAR—ZIDVNSIEWVCHEDETOEMETATETET,

1. TEBRITRL, "AL—VREZEN" HBT=DT 1) w RI,

BEORANL =Y/ —=FRICAML—2RUa—L40 (LUN) ZEMT 2D RIFFHLLWASL—D/ —
RZEMITZDENTETET,

C) FHMICOWTIE. ZBBLTLKIETVW" A L=/ — RV ldWICH s Tc e S0EE

(e}

&SR
"Storage Status (SSTS) 7Z—L (KRD) O+Z TN a—F1 2"

HARDEROO—V4—32—<X—JLEEST7S5—bDONSTNa—TFTo VT

AbL=2RYa—LDI4—F—X—VICHRXLEZFERTZHEIF. THAND
HRDEY A —X—X—TJLEEE ) 75— 2RI ZMEDNDBD XTI, AlgeTHN
i RBILESNTAEDERZRIB T 2L DICTRTLZERL TSV,

WEIDUY—RTIE"A L =R 2a— LD T+ —2—<T—2" FO—NILBE : TRTOIA L -/ —
REDIRTDR FL—URY 2—LICRLEIER TN T o StorageGRID 1.6 METIZ. R L —
J—ROYA R 23— LOEHBRBICESVWT, ARL—URY2—LZEICINEDI+—8—T—7
ZEREILTEF X,

StorageGRID M.6LEICT v 7L —R T2 L. ROVWITNMCEZHETIHBEZRE. RELINIFHAR
DERYA—R—Y—JEHRAHMDIEZTIAA T+ —R—I—IDHITRTDRA L =R 2a—LICEHMIC
BRAINET,

* DRATLRBREISEL . REEINTcTA—E2—<X— I BERAINTLWERESIFFHLLWT—2ZRITAN
bNFEHA. CDHE. StorageGRID IEV 4+ —2—V—UREZZEEL Tt Ao

CLHINCRAML—=UR) a—LDTA—R—I—0 % DR LEICEKE L TLS, StorageGRID Tlk. A X
BLDA—R—IX—UVREERBILINIMETLEEELEEA, 7L, Storage Volume Soft Read-
Only Watermark D 71 A Z LBHAVNE§F B L. StorageGRID & I Low read-only watermark overrid* |
T7o5—bEMN)A—FBFEHRHD XTI,

7o bheHRLET

AhL=YR)a—LDTA—R—I—DVICARRZLEEZFEBTZ . 1 DUEDI ML=/ —RIZHEL
T*HARDERAOBET A —F—T—ILEEZT*T7S— DN A—NBZR[EEDLHD £,

77— hDEA AR RIE. * Storage Volume Soft Read-Only Watermark * D7 X X LMfEH. EDRX L

—2/—RORBILETNIERIMELD /NS B>TVWBRZEERLTVWET, ARXZLREZS I SHESERT
8. ARL—=2/ —RDAR=—ZADFERBICOLBLBRBZAEUDHD EFY, COEZBRZ L. A L=/
— RIFFARMD ERAREICELICBITITEET., /—FOBRENLRICETI . —EBOIML—JR) a—
LIZT77ERTERLRS (BBNICT7OYT > MENS) CehHBbFET,

7= ZIE. * Storage Volume Soft Read-Only Watermark * % 5GB ICSREL TWB L E T, KIS, AL —
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Nodes
View the list and status of sites and grid nodes.
O~ Total node count: 13
Name = Type = Objectdataused @ %  Object metadataused @ = CPUusage @ = -
StorageGRID Grid 61% 404
A Data Center 1 Site 56% 3%
DC1-ADM Primary Admin Node 6%
DC1-GW Gateway Node 1%
@ ocisn Storage Node J 1% | 3% 30%
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& bCa-sN3 Storage Node 63% 3% 42%
& Dci-sng Storage Node ‘ 65% 3% 41%
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332DV F—R—IY—IDA—N—S1REITRTOICEELZET,
4. T ZEZEATS*1 ZFIRLET,
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Storage Options
Overview

Configuration

Storage Options Overview
Updated: 2021-11-22 13:57:51 MST

Object Segmentation

Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB
Storage Watermarks
| Description Settings
Storage Volume Read-Write Watermark Override 0B [
Storage Volume Soft Read-Only Watermark Ovemide 0B |
_Storage Volume Hard Read-Only Watermark Override 0B |
Metadata Reserved Space 3,000 GB
Ports
Description Settings
CLB 53 Port 8082
CLB Swift Port 8083
LDR 53 Port 18082
LDR Swift Port 18083

Storage Status (SSTS) 7>—LZ bW a—FT14>JLEY

Storage Status (SSTS) 77—A4Lld. ARL—2/—RICATOS ORI NL—VH

DF+DHRIEZTZAR—ZADFZR > TULWAWRSIC ) HA—hZT,

ERZFIm Y BHIC

* Z{EA L T Grid Manager ICH 1 > VT RREDRHD T "FR—FENTWLS Web T T T
*CBWEDT U RERNBETT,

CDRRATICDOWVWT

ARL=S/—RADIARTORY 12— LDEZ IR—IEH Storage Volume Soft Read Only Watermark  (

* configuration * > * System * > * Storage options *) DfE%Zz T[E]5 . SSTS ( Storage Status) 75— LH
Notice LN TR H—NFET,
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1 GB
Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB

7=¥ ZI¥. Storage Volume Soft Read-Only Watermark 75 7 #JL ME®D 10GB ICRRESINTWVWBH L E T,
A=/ —RRADER ML —URY 2—LICK> TWBERATIEERR— XA 10GB KiEich D & SSTS
Fo5—LDR)A—CNET, WINHDAR) 2—ALIC10GB ULEDEZTHTENHNIE. 75—LIFRUA

—SNFH A

SSTS 75 —LH MU A—CNTIFEIE. ROFIEZRITL THE 25 L<IBETIHEN DD T,

FIE

1. support>* Alarms (L7 —) > Currentalarms * Z:#RL £7,
2. Service 5T, SSTS 77— LICEE[ITENTVWET—REVE—. /—R. BLUHT—EX%ERL

9,

Grid Topology R—IHERRINE T, Alarms R T ICIE BRL/ —RBELUVH—ERDT7 I T4 TR

7 I —LDRREINET,

| Overview I Alarms ]L: Reports || Configuration

| Main History

. Alarms: LDR (DC1-83-101-195) - Storage

Updated: 2019-10-09 12:52:43 MDT

Ll SSTS {Storage Status) tnsuﬂimnrﬁ Free 2&19—1&09

Space 12:42:51 MDT
" SAVP (Total Usable Space
| . P 0 Under 10 %

2019-10-09
12:43:21 MDT

Trigger Value  Current Value  Ac
hnsuﬁ'lment Free |nsufficient Free
Space Space

7.95 % 7.95 %

w_-____—

Apply Changes .

CDOFITIE. SSTS (Storage Status) 75 —L ¥ SAVP ( Total Usable Space (Percent) ) 75—

LOEAED Notice LRILTRUH—ENTWVWET,
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BEIE. SSTS 75 —LY SAVP 75— LOEANIFZFRAFC AU A—-CNET, 2
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3. REEICFEHATRERAR—IXEZ R BICIE.  Idr>*Storage*>*Overview* %3&R L. Total Usable Space
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(STAS) Bt=zHERLFT,

| Overview \

Alarms Reports

'I: Configuration :

Main

7

Updsted: 2018-10-00 12:51:07 MOT

Overview: LDR (DC1-81-101-193) - Storage

Storage State - Desired Online =
Siorage Sfiate - Current Read-only =
Storage Status Insufficient Free Space = _|
Utilization

Jotal Space. 164 GB o
(fotal Usable Space: ___ 19.6 GB B

Total Usable Space (Percent): 11.937 % He
Total Data: 135 GB B

Total Data (Percent): 84 56T % =]
Replication

Block Reads: 0 |
Block Writes: 2,279,881 £l
Objects Retrieved 0 |
Objects Committed: 88,882 £l
Objects Deleted: 16 =
Delete Service State: Enabled =
Object Store Volumes

D Total (Available  Replicated Data ECData Stored (%) Healih

ooon 547 GB 2593 GB 9462 GB 0B 0T 84.486 % Mo Errors =4y
0001 547 GB 832 GB | 463 GB mo0B H 84644 % Mo Errors =9
ooz 547 GB 1 8.36 GB | E 463 GB 0B B8 84.57 % Mo Errors =Gy

COBDRARL—/ —R Tl 164GB #1 19.6GB LHAMEARIRELR AR—IAWFEZ-> TV EEA. BETIE
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CDFITIE. 12 : 00 DB DOERTIEEARTET A R— XIEH 155 GB T L 7=
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-51-101-193) - Storage

Ny MOIMMIDD HHMMSS
Attribute: | Total Usable Space v | Vertical Scaling:  #/ Start Dale: 2019/10/09 12:00:00

Cuick Query. | Custom Quary v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |
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Owverview _f Alarms | Reports || Configuration |

Charis Text
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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®* Your credentials for this account were invalid. Please try again.

®* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
Support.

®* Unable to communicate with server. Reloading page..
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6. Secure Shell (SSH) ZFERALTEE/ —RrICOJ1>LET,
a XOAYYFZANILEFT, ssh admin@Admin Node IP
b. [ZEREINTVWB/NZIT—FZANILET Passwords.txt 771/l
C.RODIARY REANDL TrooticIDERX £, su -
d (CEHEHINTVWEINRT—RZAALEXT Passwords.txt 771 )L,

root LTOJA >3, AV TRDBDBZEDLDFEFT $HKR7T ¢ 4

7. )y R/J—=RETEITINTLBRZIRTDY—ERDRT—RRAERLTLET, storagegrid-

status
NMS. mi. nginx. mgmt D& API H—E XN TR TEITINTVWBR e EZERLET,

HAlE. Y —EXRODRATF—EANEDLBZETCICEHFINE T,
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. nginx-gwH —EZNRITINTVWER 2R L ET # service nginx-gw status

9. [[use_Lumberjack_to_collect_logs. start=9]] Lumberjackz B L TOJ ZIEL T, #
/usr/local/sbin/lumberjack.rb

BEICEREEICEKBM LI e HBBEIE. —-start KLU —-end Lumberjack X7 1) 7 b F 7S 3 V%= EA
LCBYAREREZIEELE T, CN5DA TS 3 v OFEMICDVLWTIE. lumberjack -h ZEA L TL 2T
LYo
AJ7—AAa 7RI —SNHBMRE—I FILEEICENEINE T,
10. [[review_logs,start=10] XD O %#FEEL £,
° /var/local/log/bycast.log

° /var/local/log/bycast-err.log
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1.

12.

13.

14.

15.

° /var/local/log/nms.log
° ** /*commands.txt

B/ —FTHEBEZRETEI AN S IBEIF. ROVWTIhHDITY Y FZ/[HRE TERITL. 1 FTADC
H—EXZEITIZI3IDDALL =2/ —RDIPT7RLAZERLET, BEEFY A MMMV b=)L
SNIERIID I DDA ML=/ —KTY,

# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml

B/ —RIFEEESOEXTADC H—EXZEALE T,

BELLIPT7RLAZEALT,. BB/ —FHIS5&ADC XA L—2/—RICOJI Y LED,
a XRNDIAYYRFZANLET, ssh admin@grid node IP

b. [CEBEINTWBNRT—RFZASALEXT Passwords.txt 771 J)o

C.RDIAXY RZEASNIL TrootiCtIDBERXE9. su -

d ICREEINTVBEINZRT—REASNILFT Passwords.txt 771 )l

root LTOJA> T2, FOAVTEBHSEODET $#T 1 #

TNy R/—=RETEITINTVWERIIRTDY—ERDRAT—FRX%ERRLEXT, storagegrid-

status
idnt. acct. nginx. KUV Cassandra D —EZXNIARTEITINTWVWB I ZERLE T,

FIRZz#ORLEY Lumberjack ZEALTOJZIRELET LUV QT ZHEELET 27U vILT
AbL=Y/—FEtoOJzmRLET,

BREZRRTEIHWVEEIE. TI7ZAILYR-MIBBLEHE I,

WEL7OJ 2T V=AMLY R—-MIEELET, BERL LTV 'OT T 71 ILEES

A—HA2E—T A XEENBD FT

StorageGRID V7 b= 7D 7w 74U L— 4RI, Grid Manager % 7=|&Tenant Manager® 1—4#4 > X —7
TARAPEECHDICRE LBV LD HD £,

FIE

1.

EERALTVAC L ERBLEY "HH— F SN TNS Web 75747

HR—bEINB TS5 THIE. StorageGRID D =X ICEBINBZFTERHD £,
()  #FALTL5StorageGRID DA~ 3 > THHR— b TN TVE T STHEERAL TS C
LRRELET,
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422: Unprocessable Entity

Validation failed. Please check
the values you entered for
errors. Test connection failed.
Please verify your

Unable to
authenticate, please verify

configuration.

your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839

422: Unprocessable Entity

Validation failed. Please check
the values you entered for
errors. Test connection failed.
Please verify your
configuration.Unable to
begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed
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VYOI DR B>TVET

a FRAX—TIICHE>TULWEWSEEIFE. FECZAx—T I

b. X bT =07 =TI OREHLREFT. BEPHFETLERN RV CZHERLE T,
C. F—TJILCEEN B WERIF. TI7ZAILTR—MIBEVEHELTZEL,

() EEWH/ AZPASVEETE. IS—SHE BB LABDET,

NICUYINYT7d—N=3>
IS—MNICUYITDNY T 7A—N=3THBBRIE. TIZANLYR-MIERL TS
LYo

StorageGRID & 2 7 LNBEEFICE>TWVWT, XY M T—TARY b ZRA L) —IZIBTEAL
SA. U INy T 7R F—N—S5 T B3aEENRHD £5,

3 FERE B >TWAMEERALIES. T5—AV > E%x )ty hLET,
a HR—K*>*Y—JL*>*JUy R RO * ZERLET,
b. site *>* grid node_name >* SSM * > * Resources * > * Configuration * > * Main * Z#iRL £,
CIHRIEIZ—HAUVrZIVEY RIS * | ZFRL. ["EEZERAISZ* 127 )vILET,
R
"TI—L—E (EROZXTL) "

FIEIHAT 5 —
5y R TEAIOREICEY MBI RE T B EREMD B D 7,
B2 ORAORENRET 31581k, PR LD 4 DOHNENTP YV —IMEESNTHD. ThEh

Stratum 3 UL THZ L ZHRLEFT. TNODTRTONENTP V—INEREICEEL THD.
StorageGRID @/ — R\ 7 VLR TEZ L ZHRTIBENHD £7,

WD "AEENTPY — ZDIEE" AE L RJLDStorageGRID 1 >~ X k—JLDIBEIE. Windows
@ Server 2016 & D gID /N — 3 > DWindows TWindows Time (W32Time)t —E X &R L AR W

TLIET V. UFID/N—2 3 2D Windows DX A L —E XISHEEN+2THEW=8H.

StorageGRID % £ DEEERE TOMERIE Microsoft THR— M INTULEE A,

Linux : v b —JEGEOR—E

Linux RRX FTHRIXFENTWLS StorageGRID U w R/ —RDxy b7 —JFFUICHEENRE TSN
HOET,

MAC 7 RLXDoyAO—=>7

vy hDO—JDMEIZ. MACTRLROVO—Z>J%FERALTHERATEZIBELRHD £, REKI+E
FARALTWREEIE. ERYvET—JDMAC 7RLZXZO—Z>TF—0fE% /) —RER T 7L T T true
1 ICERELET, COREICED. StorageGRID A>T FD MAC 7 RL AN HKX D MAC 7 RL X% {E
BI3&L5ICBDET, /—FREBHRT7 7AILEZERT 3IC1E. OFIEZESRL T2 E L "Red Hat
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Enterprise Linux X 7zl& CentOS" F7zi& "Ubuntu ¥ 71 Debian"s

Linux R X b OS TERAT3ENDRESR Y kD=0 4> —T 214 A1ERL £ J, Linux 7~

@ Ak OS [RA & StorageGRID AV T FHICALARY b T—0A4 2R —T 114 R Z2ERT B L.
NAN=NAHF—TTOZIZAF v AE—FHBERICH > TLARWESG. KRR b~ OS HEEREE
ICRBZehHDET,

MACYZ O—=>J DA %x—TILDFERICDOWVWTIE. DFIEZ B L T 723V "Red Hat Enterprise Linux
F 7zl CentOS" £ 713 "Ubuntu X 7zI& Debian",
JAOSXAF V¥ XE—RTY

MACT7 RLZoO—Z>J%FERET. NAN—NAHF—ICLX>TEIDEHTSNTEMACT KL ZUADMAC
FRLADT—RZIARTDAVREZ—T A RATERETESL5ICF35HE1E. [Promiscuous Mode]

. [MAC Address Changes]. & & U[Forged Transmits] C. fREX 1 v FELUVR—FTIL—TFLRILDEF
a) 74 70O/INT 1 D[AcceptliCBRESNTWVWA CE ZHERLF T, REXAM v FICHRESINLEIX. R—F
TIN—=FLRILDEICE>TEEETETBR7D. AADLARNILTHRENFRL THBZ CZHRL T IEEL,

TOZRF v AE—ROFERAFEDFMICOVTIE. DFIEZESERL T 2TV "Red Hat Enterprise Linux &
7=1& CentOS" £ 7=I& "Ubuntu % 7=|d Debian",

Linux : /—F®DX7—X X% Torphaned] TY,

orphaned REED Linux / — K. @H. StorageGRID H—EXF7ld/ —ROOIVTFFEFIHELTWLS
StorageGRID / — R TF—EVHAFHETELELIECEZRLTVE T,

CDRRIICDWVWT
Linux / — K7 orphaned JREEIZAR 2 ToIZEIF. RO K SICTHBEREZRITL TSI L,

*OJTIS—eXyt—2JZMERLET,

*/—RZzEEHLTHET,

CREBICIGLT, AV TFIVOYOOR Y RZ2FERALTREFEDO/ — ROV THEEFELELET,
cJ—FZzEEHLET,

FIE

1. H—EXFT—E> ¥ orphaned IRKED / — ROEADOT ZHANR. BHSHNABIS—OFHHLARWMETICE
TRIXYE—HBRVHEERL £,

2. IRZA Moot & LTOYA>F2h . sudo RRZER D7 AUV bEFE>TOJI>VLET,
B RDAR Y RERITLT. /—ROBEEFHZHITLET, $ sudo storagegrid node start node-

name
$ sudo storagegrid node start DC1-S1-172-16-1-172

J—RHMIZLTVWBIEE. BEIXICEDET
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Not starting ORPHANED node DC1-S1-172-16-1-172

4. Linux B5. AVTFIVI>H KU StorageGRID / —REHIFHIL TWBITARTO IOV X EFELELFE

¥, il : sudo docker stop --time secondscontainer-name

DHE “seconds' T. AVTFHTDELEEFEIZIMEEADILET GEEIFI5DUT) - il :

sudo docker stop --time 900 storagegrid-DC1-S1-172-16-1-172
S. /—R%=BEH:HLEFJ, storagegrid node start node-name

storagegrid node start DCl1-S1-172-16-1-172

Linux : IPv6 Y R— D ST a—FT4 0% 1TF0WET

Linux 7R X ~IC StorageGRID / —RZ A YA F—=JLLTWT. IPv6 7 RLZADBBEECHEDIC/ — ROV T
ICEIDHTENTUVRWESRIE. A—FRILTD IPv6 HR— bDEWENBREBERZZCHHD FT,

CDRRAIICDWT
Grid Manager DRDIZFAT. Uy R/ —RICEIDHETSNTWVWS IPV6 7 RL XZHERTEF T,

*J—FEERL. /—FZERLET, RIS, [BIEIFZTOPFIPTRLI* DBEICHB [ ET5IC R ]
ZERLET,
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DC1-S2 (Storage Node) & X

Overview Hardware Netwaork Storage Objects ILM Tasks

Node information &

Name: DC1-52

Type: Storage Node

ID: 352bd978-ff3e-45c5-aacl-24cT2782061a

Connection state: O Connected

Storage used: Object data % @
Object metadata 0% (7]

Software version: 11.6.0 (build 20210924.1557.00a52b9)

|P addresses: 172.16.1.227 - eth( (Grid Network)

10.224.1.227 - ethl (Admin Networik)

Hide additional IP addresses ~

~
Interface = IP address =
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Network) fd20:328:328:0:250:56ff:fe87:b532

cHR—k*>* Y=L *>*FJ )y R bROD* Z&IRLE T, RIS, * Node* >* SSM * > * Resources *
EIRLET, IPV6 7RLZDEDYHTENTWVWBRERIE. "Ry NIJ—=OF7RLRX*] £>3>D
IPv4 7 RLZDTFICRRINE T,

IPv6 77 R L ZHRIRENT . /—FD Linux R MIA YR E—=ILETNTVWBIHEIE. ROFIEICHK>TH
—XJLTIPV6 HR— b ZBMICLET,

FIE

1L RZAMZroot & LTAT A>T 3D sudo tERRZROT7HU Y b afFoTOJ1 > LET,

2. DAYV R%ZEETLET, sysctl net.ipv6.conf.all.disable ipvé
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

BWRIZ0ICBDFT,

net.ipv6.conf.all.disable ipv6 = 0

@ HERNAOTHWBERIF. ARL—FT A VIV RATLORFaAXY FTEEAZEERERLTL
72E V) sysctl BRAE - RICEDFIIC. EZ 0 ICEELXT,
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3. StorageGRID /—ROYFTF+%ASILE Y, storagegrid node enter node-name

4. xOIAXY RERITLET, sysctl net.ipvé.conf.all.disable ipvé

root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

BRIZ1ICEDFET,

net.ipv6.conf.all.disable ipv6 = 1

@ FERMN1 TRVWEES. COFIE IFEAINEFEA. TVZHILTR—MIBEVWEDLEL
=30,

S. AT FHEKRTLET, exit
root@DC1-Sl:~ # exit

6. rootE LTRDT7 71 IL%=MRELX T, /var/lib/storagegrid/settings/sysctl.d/net.confo

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

1 RD21TFTZMWLT AV MRTZBEIRLET. R, 7717 ZRELTHALE Y,

net.ipv6.conf.all.disable ipv6 = 0

net.ipv6.conf.default.disable ipvée = 0

8. DAY R%EITLT. StorageGRID > T+ %=BiEFHL £7,

storagegrid node stop node-name

storagegrid node start node-name

NEB syslog T—NND STV a—FT4 0 %1TVWET
RDOTKIC. AEE syslog T—NDIS—Xyvt—J el AEERLE S,
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ITo5—XytE—ITY
RAPBZBRTEEEA

BEHhMESEnELL

Fy RT—=JICBETETFEA

RAMIEETEEEA

BIE S LR SNBW0AE

syslog H—/NICH L TANL=FQDN % IP 7 RL RICEERTET £ HA
TL 7o

1. ADLFERA MR ERESELET, IPPRLAZEADLIZES
lF. WXY.Z (Rv I\ﬁ*mf@iﬂz) RICODERIPTRLATH S
CK%EEWL\L/T<TL_

2.DNS H—NHDELKRESNTWVWB I EZRRLEF I,

3 &/ —RFHDSDNSH—NDIPT7RLRAICTIVELRATER L=
mLEJ,

syslog —/\A®D TCP £7=I1E TLS #EHMEE S EF Lz KR l\O)
TCPAR—FXIETLS R—bZ )XY LTWVWBRH—EZXDEBUND.
FATIA—IBT IR TOYv I LTVWBEEEELHD £7,

1. AAIL 7z syslog H—/ D FQDN £/ IP 7 RL X, R— b, &K
v7ORIDELWVWC EERESELTLIETWV

2. syslog t—EZXDHRI LD IBELTR—FEUIVLTWS
syslog T—EVERITLTVWBR 2 MELE S,

3. T7AT7IF—ILH /) —REH5 syslog H—/N\D IP HLUVR— kA
D TCP/TLS HHEADT7 7RO v L TLWAWZ 2SR L
9,

syslog ' —NIFEEEH SN TRy FEICIEHD FEA. IL—4&
DL DR RENT/ —KHh5 syslog H—/NICT R X yE—I% 80X
TERN S/ %ERTICMPEEX v tE—U%RLE LT

1. syslog H—/ADIELWFQDN £7iE IP 7 RLABADTNh TV
CCERERLTLIET W,

2. RRINE/—RIZOVWT, Uy RRY D=0 H TRy M
A, BERy bT— 7‘&7*‘/#']11\ BELUOIZA47bx
WRD—OF— bz ZERLET, BESNBZRY bT—04
VR—=TIARET—boxAa (VR BE. £REI7107
R) ZENLTRS 70 v Ih syslog H—NIZIL—FT 1> EN3
LOICHRESINTVWBR e EELE T,

syslog —NIFEFEES SN TRy b EICHED FT (RRecni/
—RDJ)YRIP, BEIP. ££IFIV5147VMIP 7R L RICERH
INBZ3HTIRYER) o /—RIETRAMXyE—CFXELELSELEL
7ehd. syslog H—/\D MAC 7 R L XIZXFF % ARP BERADIGE ==
FELEFEATL

1. syslog H—/NDIELW FQDN FRIEIP7RLADPAAINATVS
CrEREELTLRES

2. gyslog T —EXEZRITLTVWBHRI D BEHL TWS & x2HERL
£7,
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ITo5—XyE—ITY
BHD XA LTI RLELT

IN— ~ =l & B EEDTIT SN
FLE

TLSEERAETS—TY
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BIE S LR SNBW0AE

TCP/TLS #EHmAEITINFE L1=H syslog H—/\H 5 DIEEHDRE
BIREINIFEBAT L L—TFTa VIDBELLERESINTULERLD,
T7AT7 04— IHIEEEZREETICES 7o v o ROV FLTWVWS
AJREMN B D £ (—ARIVAERTE) o

1. syslog H—/NDIELW FQDN 7 IP 7 RLZBALINTWVS
SRR L T TV,

2. RREINE/—RIZOVWT, JU YRRy hI—0H TRy R
A, BERY NI —OH TRy FIR M BXKUVIFA4T7V R
D=0 — bz A7 LE T, syslogh—/NICEET S F
EDRY N IT—=0A R —=T A RBLVOT—boxa0 (U
k. B, £EV5047008) 2#FERLT. b5 T710v7
Hsyslogh — /NI —T 1 VT INBLSICRETNTVR %
HERL XTI,

3 T7A4T7 04— ILICEL>TsyslogF—/NDIP &L R—KURSE

NTW3B/—RH5DTCP/TLS EHRADT7I/EINTOv o Eh
TWEWI e x=mERELET,

syslog H—/\A®D TCP #FFEIFIEER ICHIISNE LA, EDEEALS
NELE, CNICIFXRDKLSBREBALHD £,

* syslog U —N\HDEEREHE/IE) T— S ShicalgEEDL' B D £9,

* /—RY¥ syslog #—/N\TTCP/TLS REHNEBRDIHENDHD F
ERS

CHE T 7ATI4—ILHT7 A RIVIKEED TCP iz L TL3A]
BEMDHBD £,
* syslog ' —/\DHR—r%& 1) 2> LTWBIE syslog B —/N\H$ER =
FACT-rIgERHD £7,
a. AJ1L 7z syslog —/N®@ FQDN £7zIE IP 7 RL X, R— k.
BLUOZORINDAELVWC CZRERL TS ETL,

b. TLS #FH L TW3IHEIE. syslog H—/NTH TLS HMER S
NTWBZrZzMRLEY, TCP ZEFERLTL3HEIE.
syslog ¥ —/\H TCP ZFHAL TVWA ML £,

C. 74 FILIKRED TCP #EZRAL B L DICHET 717U+ —IL
HRESNTULWRWVWI E 2B L F I,

syslog —N\HD' 52 LT —/\GEEAEZE DY 8 L7 CARERAE NV KR
WBLVI 07 MERBECEBRMEARHD FEATL .

1. CAREEAENY RILE LUV I 147 MEAE (FET358) B
syslog =N tEDH—/\GERRE C EMMELH B e =B L £ T,

2. syslog H—/NOH—/\FEREEZICEEIND IP {EX 7zl FQDN fEH
BENATLWB L ZERLEY,



ITo5—XyE—ITY
AN TSN E LT

TLS vy a AR TLELE

BEROBRICKBLEFLL

BIE S LR SNBW0AE

syslog L O— K syslog H—NICEmX I NR <R D, StorageGRID A
EFERZEETEAR<ADE LT

COIZ—MKRRSNIT Ny O ZRE LT IL— FNRRE Z8HE
L&,

syslog U —/\MTLS v 3> %Z#& 7T L. StorageGRID H'RE%Z &
TEEt Ao

1. COIS—DRRSNIcT Ny I OJZHE LT IL— FMNRE 245
ELET,

2. Af1L7c syslog ' —/\D FQDN F£7zld IP 7 RL R, R—bk. &
C7ORIDELWVWC EEZRESELTLIETL,

3. TLS ZEHL TW3HE(IE. syslog H—/\TH TLS BMEHE TN T
WBZ xR LEYT, TCPZFEALTWBIFEEIE. syslog H—
NH TCP ZERALTWA e =R LE T,

4 CASEFRZENY RILE LV I S1 7Y MIERZE (FET358) B
syslog " —/N\DHY —/N\GEEAZ r BN H B & #HERLF T,

5. syslog H—/\DH—/NFEEEICEBEINS IP EX 7213 FQDN fEH
BENTVWSCERRLET,

syslog T —NDRES LUV T A MIFEATNTVWSZEE ) — R RE
TNTWVWBE/—RICTRAMERZERTEFEA. 1 D2ULED/ —RH
FIELTWBaEEMERH D X7,

1T BRENG STV a—T4 VIFIRIK-T. /—RAA>SA
VT BEBEBINTOY—EXARTIN TS C CZRERL X
ER

2. RRIN/—RTmiscd Y —EXZHBiREIL £,
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