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KMS setup

Create a 5torageGRID
clientin the KMS

\

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

.‘_

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS

KMS process

>

configuration

v

Appliance connects to

Yes

Power on
or reboot?

Mo

> KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS
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Configuration = Key management server

Key management server

If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an external key management server (KMS) to manage the

encryption keys that protect your StorageGRID data at rest.

Configuration details Encrypted nodes

You can configure more than one KMS [or KMS cluster) to manage the encryption keys for appliance nodes. For example, you can configure one default KMS to
manage the keys for all appliance nodes within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site,

Before adding a KMS:

= Ensure that the KM5 is KMIP-compliant.

» Configure StorageGRID as a client in the KMS,
= Enable node encryption for each appliance during appliance installation. You cannot enable node encryption after an appliance is added to the grid and you

cannat use 3 KMS for appliances that do not have nede encryption enabled.

For complete instructions, see Confipure key management servers,

actions v | | Sea Q Displaying Grieresul

-

KMS name = Keyname @ 2 Manages kiys for @ Hostname @ Certificate expiration @ 2

KMS 56G-Global nmakmipdcl thales1.vtc.englab.netapp.com and 2 others. & Al certificates are valid

2.
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Add a Key Management Server

o KMS Details

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If you
are configuring a KMS cluster select Add another hostname to add a hostname for each serverin the cluster,

KMS name @

Key name @

Manages keys for @

Port @

2626

Hostname @

3. KMS £ K U'E&TE L 7= StorageGRID 7541 7 > b D1E#HR%Z KMS TAHNIL £,

TJ4—JLR Bl

KMS% CDKMS ZHETZDICRIIDOOH DR T VRET, 1~64 XFTHE
ELZFY,

*—% KMS D StorageGRID 754 7> FDIEERF—IT A1) 7

Ro 1~255 XFTHEET IR ENDHD 9,
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Add a Key Management Server

@ KMS Details 0 Upload server certificate

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS] or a certificate bundle,
The server certificate allows the KMS to authenticate itself to StorageGRID.

Server certificate @

Prievious

2 SHRET 7ML ETyFO—-RLET,

Y —/NFERAEDX 2T —ENRRENE T,

Add a Key Management Server

@ KMS Details o Upload server certificate

Upload & server certilicate signed by the certificate authonty (CA) on the ¢xtemal kéy management server (KMS) or 3 Certificate

bundle. The server certificate allows the KMS 1o authenticate itsell o StorageGRID

Server certificate @

\-/ Corl.pem

Server certificate details Uploaded successfully ~
Metadata

Sulbiect DN M ] bdd S ] b= 354 3 34-308%8 32454 Sl M VD= nmanghar

Sarial mumber FEAC 322 COETT YR IABDDT- 62813209

LLues DM CEUSSTaMD L= 0alc amp Qo Gemalto, TN MeySedure Root CA

Pssued on FOX205- 23T 161524 0002

Lapeires o S0 2T LG 1524 O00T

SHA- 1 fingerprint DFAFAR- Y 346054 -CoF - TAOT-D0:1 7-54:-88-00:1 1 DB: 38 (8

SHA- 256 Bngerpeint TSE080. TRCT.CF AT A DARAAMEGF CO Lo C T 0T A58 20 BF S8 05 02 D6-F R TO:20:01

Alternatree names
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FIE
1. 27y 73 (US4 TV MERED 7Yy FO—R) *T. V347> MEREDHZHRZERL Y,

Add a Key Management Server

tf,:“ KMS Details G) Upload server certificate o Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the external key
management server (KMS), and it allows StorageGRID to authenticate itself to the KMS,

Client certificate @

Browarie

Client certificate private key @

2. 9SAT Y MERET AN ET Yy TO-RLET,
T3AT Y MERAEDAZ T —INRITEINE T,

3. US4 TV MIREOWERDISHZERLE Y,
A WEBT 7Ty IO—RLFET,
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Add a Key Management Server

() KMS Details («) Upload server certificate ° Upload client certificates

nanagement tarver (KMS), and it allows StorageGRID to suthenticate itself to the KMS

Client certificate g

v/n: pdm
Client certificate detalls Uploaded successfully ~
Metadata
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M KMS ICH BB EIE. #1L LW F—FEH —/\H Key Management Server R—J DRICBIINE T,

KMS %#EBiNd 3 . 9 <IC [Key Management Server] R—J DIEEAE X T —4 X B
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