B —/\GEBAE Z 5 E
StorageGRID 11.7

NetApp
April 12, 2024

This PDF was generated from https://docs.netapp.com/ja-jp/storagegrid-117/admin/global-certificate-
types.html on April 12, 2024. Always check docs.netapp.com for the latest.



BR

H—/\EERAZE Z R E
HR—bINTVWBH—NFEBEDR 1T
B4 VA2 —T 1 ARAEERTE
S3 B KU Swift API SEFBZE % RE T S
Grid CAEIFAEZIE—9 3%
FabricPool O StorageGRID sEFHE%#REL £9

N =2 A A

12
13



H— /N\JRAEZ 5 TE
HR—rEINTWBHT—NIEBRED X1

StorageGRID & X 7 LA Tld. RSA F7:1& ECDSA ( Elliptic Curve Digital Signature
Algorithm ) TEES{LENIc A X Z LHRAEDN Y R—FEINET,

ERIUF RS~ DS RA TIE, Y —NEBEE A T B LTV ELENBD £ 5.
e Z1E. RSARESICIFIRSAGEFHENNE T, ECDSARESICIFECDSAGERAENRETY, &

(@ BELTKESV wF1 U7 TREEEET 2 ¥— \TFABL EEMEOBUAZ 2 Lt
10T RS —ERET HPAE. RETETET —BHICT 74 hOEF2 )T 1R
US—IRLET",

StorageGRID TRESTAPID Y 4 7> iz RE&E T D HEDFMICOWVTIE. Z8RL T ZE L "S3
RESTAPIDOT X2 l) 574 #HE" £/1% "Swift RESTAPIDEF a2 ) T =2H/ELETIT"

BIEA V2 — T 1 RFEAEZRTE

T7AINDEEA VZ—TJ A AGBREZE—DH XX LRAEICETHZI D . O
—HNRT VY RIR—D v T IR =DVICT7IERTBRICEF 2T DE
EDRREINEBLLEBDERT, 774 NDEIEA VZ—T o1 AGBEICRTH. Fil
WEERBEZ &£ 5 cHTET £,

CDRRAIICDWT

TI7AIETIE B/ —RILI U YR CAICK>TELINERAEN 1 DFDOETENET, Ch
50 CAERIAZIZ. BE—DOHBEITZNIAFILEEA VX —T 11 AFAEE L UXNN T 2WERICE S
ABENTEET,

Grid Manager & & U Tenant Manager ADIEGRFC I S04 T > bHRA NAZHEERET 2REBEHLH 35813,
B—OHRAZLEEBA V-7 21 ADIHEENIRTOER/ —RIZHLTERSINZ O, T1ILRA—
REEFAE R7-IETILF RXAVEEBAEC L TIEE I BI3BELHD T, )Y FRDIRTOEER ./ —RIZ—
M2 NhRRZLAZTZERL TLEIL,

REEH—NLETITSBRERHD FT, £l FALTWVWSIIL—EREER (CA) IC&>TE. 2—HH
Grid Manager & & U Tenant Manager AND 7 7t XIZERAT % Web 75 U4 Grid CASERAEZEZ 1 > X b—
IWIBTCHBBEICBEDFT,

H—/\FEFAZEDMEIC &K > TUEDFE INBWVWE D ICTB7eHIC. oY —/N\FERZDEM
HARRHYE D < &* Expiration of server certificate for Management Interface *77 2 — AV~ L) i —

()  chEv. smCSLT. [(FO-AL] 27T [PEET] > [eFausac] > [
*EEAE ] ZEIRL. BEA VA —T A RFBREOBEMIRZ KR YT 5 & T IREDIE
BREDBMHARZHEE TET £ 7,


https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/admin/manage-tls-ssh-policy.html#temporarily-revert-to-default-security-policy
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/s3/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html
https://docs.netapp.com/ja-jp/storagegrid-117/swift/configuring-security-for-rest-api.html

IP7RLRATIERL RX1 V%% #EHAL T Grid Manager % 7z1& Tenant Manager ([C7 7+ X
FB3HEIF. ROWTNHADHZEICFEBAEDI S —NRRIN. NANRXFTBEF T a>idgHh

@ DEEA
* ARZLEEBAVE—T 1 RFAAZEOERHERITINF T,
* HBRICARZLEBAVE—T A RFAREZT 7 4L DY —/\GEBREICRL £ 956

HRAELEBA VA —TJ 11 REAZEZEMLEFT

ARZLDEEA VR —T 1 RFAZEZEBMT 3ICIE. Grid Manager ZfEA L TIMBOIBEZIEET 5
h. EERREEERL T,

F&E

1. [ * configuration * > * Security * > * Certificates *] Z3ZEIRL £ 9,

2. O-NIL* 12T T, FEBAUR—T o REAE | =BERLE T,
3. [*ARELIFAEZFERAYTS | ZBIRLF T,

4. FFREZ 7w O— R ERIFERLEF T,



ARREZE 7Yy TO0—-F 93
MHELY—NFERET7 7MLz 7y7O—-RFLET,

a [ARZEO7 Yy 70— R [ ZFERLEX T,
b. RELY—NFARET 7ILET7YyFO—-FLET,

s H—NERRE *  ARAZLY—NIEEBET 1)L (PEMI>O—FR) o

* SEBRZOMERE - H XX LY —/NEBAZEOMBET 71 (.key) o

() EC WL 224 EY UL THBZHNELH D £9, RSATEZHIL 2048 £ v
RAEICTZRELAHD 9,

* CABundle : SHREFEITR (CA) DIEEZSTCE—DA T3> T 71l CD7
7AILICIE. PEM CTIYO—REN=R CAFFRRZE 7 71 LA SEAZEF T — Y DIEF TE
HELTEENTLARELNHD X,

C.[*IFRZNFM * 1 ZEBHEL T, 7y 7O—RLERIEEEOXAEZT—2ERRLET, 77>
a>OCANYRILET Y FO— l~ L7cmalE. FAENMBD X TICKRRINE T,
P EIRAE T 7 AIINEFRETBICIE. *E

SEFRZEDA U O— R * ZFRLE Y, FAARENVRIL
ZRETBICIE. *CANYRILOAT>O—R*ZFERLET,

AAE T 7AIILDBRIEA D O—REZEBELE T, IEFzMITTI 7ML ZRELE
_g- . pemo

Bl

storagegrid certificate.pem

* SFRAZEORNAZ I — L THIDIBFRICBED T3 1CIE. *SEBBED PEM OO — * F7l *
CANYERILPEM @O —* EZ&ERL T T L,

[#7F (Save) ]%&IRL £, + Grid Manager . Tenant Manager . Grid Manager APl . %
7zl& Tenant Manager APl ADLED TR TDHFH L WEFICIZFA XX LOEBEEA VX —T (1R
SAERRENMERAINE T,

SEERZE D4R

H—NIBBE T 71 IILZERLE T,

@ ABFRETIE. NEBOFEARBICE > TERENICA I Z LEEA VX —T 1 XA
SEEATAHCEHELTT,

a. [*EIPREDEM * | ZRIRL T,
b. FEAEBRZIEEL 95

74—k A
RXA 2%

AEAZICE OB 1 DU EDFTRER R X1 >, BHEDE XA VR%ER
T DAL A—RFELT* ZEBLET,



SIUII:I

Ja4—ILK BH
IP SFBEZICE®H 312U LEDIPT RL 2,

B (F7>3Y) SFEREFREEDX.509 72 T b EI1diR% (DN) .
D74 —=ILRIEZ AN LBWVGE. £RINBRAETIE. &Y

DREAXAVRELZIPTRLIDNY T o bL@s (CN) & LTfE
3 Rey g S

BB ERRICEERRZ OB MEARRD YIN 5 B &

*—ERADIRKEZ FBRTNTUVWBES (T 74 bEIUHE) | £-EACHRT—
EMLEY ERYRRDEM S NIEERRZ ISEMENE T,

o DRI, SIREICEENSF—DENZERLE T,

ESIAZEICINS DILEEENS ENTUVBIBEES. dLWIS1 7>+
TEGEOBENRETIBEERE. COFITVIRYIREAVD
FFXICLET,

C. [*Generate (&%H) 1%&ERLZFT
d £ INTEARAZED AR T—RERT T DICIE. [FIFBZ0EMH ] =:8IRL £ 9.

FERRET F AN EREFET BICIE. [EEAZEOX U O-R | Z#ERLE T,

AERE T FAIILOAF R TV O— REEIBELF T, IRFEMITTI7MIILZRELE
9 .pemo

Bl storagegrid certificate.pem

" SERAE OB I — L THOIFBARICAED T B ICIE. *EEBAE D PEM Z I — * Z3&RL
9,

e [1R7F (Save) ]%#FERL F£J, + Grid Manager. Tenant Manager. Grid Manager APl . &
7=1& Tenant Manager AP ADUBED TR TOFH L WEFICIEH R ZLDEERA VX —T 1R
SEBHEDMERINE T,

- Web TS UHHEHREINIEZHEETBICIE. R—=2PZ2VTLyalTLREEL,

@ FLWEERRE Z 7y TO— R ELIBERLch & BEY ZAAEOEMHART 5 — ~HY
JIVT7ENBETICERKR1BAIDDET,

CAHARBRLDEBA A —T A AFAEZEMNT % . EFAFPOIERREOFHARIIAZERIEET VX
—J I RADIAEER—JICRTINE T, + REICIHCTABAEZE PEM 24Uy O— R ZEIFOE—T
TET,



BEAVE—T A ADT I+ bDFERAEZ X+ 7

Grid Manager %t & Tenant Manager ##: CDT 7 # )L FOEEBA VX —T7 =1 XFAEEFRT 5 LS IC
RIEHNTEET,

Flg
1. [ * configuration * > * Security * > * Certificates * ] Z3&RL £ 9,
2 rJO-—NIL*1R2TT. EBAVR—T A RFAE * | Z&ERLE T,
. [*TT7AINIRAEZFER TS | ZERLE T,

BEAVA—TIARADTIAILNDFRAZZE VI T TR, RELICHRILT—NGEBBE T 7 1)L
IFHIBRS . S XT LS AN TELBLLEBDET, UBRIRTOFHLWISA T MEGICIE. T
T FDEEBAVA—T o1 ARAENERINE T,

4. Web 7S IHHEH SN EZHRTBICIE. R—=PZ2VTLvialLTLIETL,

20V T EALT. FiLLWVECEBRBEA VA —J 1 AAREZERLET
RANRDBEBEEDNVERGEIE. RV T 2FERLTEEA VX —TJ M AABEZERTETET,
EXZRtRT BHIIC

CBEEDT UV AMERDNUBETT,

c HEATAENTEF XY Passwords.txt 771 J)o

CDRAZIZDWT
ABFRIBETIE. NEBORARICE > TERENIARAEZ AT I EHRELF T,
FIE
1. ZBE/ —FOTELEH R X1>% (FQDN) ZBIEL £,
2. TSARVER/ —RICOJA1YLET,
a XOIARYRFZASNILEzT, ssh admin@primary Admin Node IP
b. [CEBEHINTVWB/NRT—RFZASLET Passwords.txt 771 Jo
C DAYV REASL TrootiCtIDEX £, su -
d ICREEHEINTVWBENZIT—REANILFT Passwords.txt 771 )L,

root LTOJA >3, 7OV TR BSZEDHLDET ST ¢ 4,
3. HLLWBCELIHEERFERA L T StorageGRID #58EL 95

$ sudo make-certificate --domains wildcard-admin-node-fgdn —--type management

° DIFZFEH --domains. TIIRA—FRZFEALT. IRTOEE/ —RORLEH R X1V HRZRL
£9, #ll: *.ui.storagegrid.example.com 7ML RA—R*ZEFEALTERLET

adminl.ui.storagegrid.example.com $KX admin2.ui.storagegrid.example.coms

° BRTE --type T ! management BIEA VA —T 1 ADAEEHREL XY, ZDIEAZEILGrid
Manager ¥ Tenant Manager CfEEB SN £ 9,



° T A ETIE. ERENIEEEAZ OB RERAIE 1 M (365 H) TY., COHEZIBET 3HIICEEEA
EBERIT VBN DD E T, ZFEATEEY --days T 7 AL FOBWHAMZ LETT3518

FERAE OB, TIHED £9 make-certificate ZRITLET. BEI ST
(i) > ~#'StorageGRID LFLERIY — 2 L RIS B & 5Ic LT S L, FASAT
WEWE. 7517 MGEREEIEE T 3ARENBD 57,

$ sudo make-certificate --domains *.ui.storagegrid.example.com --type
management --days 720

HAICIE. BIEAPI V547 FTRERNT ) wIEENSENTUVET,
4. SEEEEERLTCOAE—-LE T,
BEGIN #Z' X END 7 HEHTERL TLEETL,

S. ARV RIzIHA5OJT7IMLET, $ exit
6. SEAENRESNICZHERLE T,
a. Grid Manager IC77EXLET,
b. [ * configuration * > * Security * > * Certificates * | Z#IRL £
C[rJO—NIL*]2TT. "EEA VT A RFBEE 1 ZBRLET,
7. AB—=L7NT )y UIREZ RT3 L SICBIEBISA 7V 2R EL£T, BEGIN 5 £ END 24
ZEHTLREEL,
BIEA VR —TJ A AFAAEZA U O—FFIFAE-LFT
BEAVR—T7 1 ADFAEORATZFELIFIE—LT. MOBFRATHERTZENTEET,
FliE
1. [ * configuration * > * Security * > * Certificates * | Z3&RL £ 9,
2 rJO—NIL*1R2TT. EBAIVR—TJT A RFAE * | Z&ERLE T,
3. [Server] # 7 £7:I& [CABundle] 2 7%&R L. fAEZ AU >O— R FFOAE—-LE T,



SERAE T A FIECANY RILEAIYO—RLET
SERRZE X /IFCANY RIILEATO—RLEY .pen 7704l 723> CANYRILZER
LTW3BHEEIE. NV RILHNOZIEREN B TR TICKRREINE T,

a. [FFRZEDA T O—R | £IE[CANYRILOA D> O—R | & RL X9,

CANYRILZEAD>O—-—RTBIHE. CANYRILOEAVA)RTICH DT NTOEREN
B—D771)le LT Y >O-RFENET,

b. FERAET 7ML DRFE AT Y O— REZRELE Y, HRFEZNITTIFMILZREFLEY

. Pemo

f : storagegrid certificate.pem

SFAAEZE X /-IFCANY RILPEM 2O —LTLET WL

AAEDCTF X b2 IE— L THIDBZARICAED T TS RE W, 7723 >D CANY RILZFERL
TWBIEEIE. NY FILADOERIBRENIRBEOY TR TICRTEINE T,

a. [Copy certificate PEM* (GEBBZD O —) ] £7=id [* Copy CAbundle PEM* (CA /N> KRJL
PEM ®OE—)

CANYRILZEIE—FBHA. CANYRILOEAYR )R TIZH BTN TOIMEREN—HEIC
AE—chEd,

b. AE—L7/EBEEZTF I NI T4 RICBEDFITE T,
C HBFZMITTCTEFRANI7AILERELET .pemo

Bl storagegrid certificate.pem

S3 B KU Swift API SFRRZ%RTE T 3

AML=2/—=FFFO-RNZUHIY RRAY EADS3/ Swifto 5417 > Mgkt
ICERSNE Y —/N\GERZEZE SR TCD VAN LIEDTEE Y, ESHIADNX
S LY — /NGEEAZISHERICEBE DD DT,

CDRRAIICDWT

TFTIAIETIE. TRTORL—=/—RIZ, Uy R CAICK > TELINT X509 H—/\FEFAEHNE
TENET, INH5D CAEBLIAZEIF. BE—OHBEITZIHAXLY—/N\FRAES LU T I2WEBRTES
BRBZEWTEET,

1 DOARZLYF—/NGERAEN TR TOR ML =2/ —RICH L TERSNE D, ARL—=JI Y RKRTAY
MADERIFICT 5172 bHRR NRZHR T IHEDHB5EF. T FA— REEREXLEIIILFE
AA VAR L L THRRET 2UEN DD E T, JI Y FRDIRTORA ML =2/ —RIC—HT B3R X LGE
BAEZEZL TLETL,

H—NTORENTT LS. FRLTWSBIL—FEREEE (CA) IC&oTId. AT LANDT I RICHER
93 S3 XTclF Swift API 754472 MUY R CAREAEZ M VA b—ILT B EDREICRDHBEN D



D&,

H—/N\FEBBEDMREIC & > TAEBEAFINABWVWKSICTE=HIC. IL— Y —/N\EEEEDE
ShEARR HYED < & * Expiration of global server certificate for S3 and Swift APl *7 5 — kHY k1)

() H-ch#Ed. BECHLT, BEOIRBOEMMBERRT I, configuration * > *
Security * > * Certificates * ZZER L. S3 H &K U Swift API SEEAZ D ERHEARZ Global # 7T
HRLEY,

S3B XV Swit DA AR LAPIFERREZ 7w 7O— R FIEERTEFE T,

S3 H & U Swift D XX L API SEFAZEZBML F 9
F&
1. [ * configuration * > * Security * > * Certificates * ] Z3&RL £ 9,
2. Global * #7T. *83 &k U Swift API GEFAE * ZFIRL £ 9
3. [* W AR LFIFAEZFERTS * | ZFRLF T,
4 FERREE 7y TO— R ERIFERL £,



FAEREZ Yy 7O—KR93
WEBRY—NFERZE 7 7ML ET7y 7O—RLEF T,
a. [FAERRZED 7y 70— R | Z&RLF T,
b. UBLH—NAAZE T 7ML 27y TO—RLET,
Y —NEEERE * I ARFLY—NERET 7L (PEMI>O—FR) ,
* SIFREDWERE | W XX LY —/N\FIFAZOWBEE T 7 1L ((key) o

() EC WL 224 EY UL THBZHNELH D £9, RSATEZHIL 2048 £ v
RAEICTZRELAHD 9,

* CABundle : ERBREITRIEBOIEBEX*SLCE—DA > a > T 710l CDOT7AILIC
&, PEM CTI>O—RENER CAGEERE Y 7LD SEEAEF I —VOIEF CERKELTE
EFNTLVBARERDHD £,

C. SFEAZDFMZBIRLT. 7Y TO—RLIEHARRLD S3 BLV Swift API SERAZ CCICX AT
—REYPEMZXRRLET, £ 7>a>DCANYRILET Yy 7O—RLEESIE. KIHAEN
MBEORTICRTREINET,

FERRET 7 AN EZREFET RIS, FEAEOR Y O—R * ZBERLE Y, EAENVRIL
ZREFETBICIE. *CANYRILOAT>O—R * ZFRLET,

SERRZE 7 7MLD& RV O—REZIEELEF T, IBRFZMITITI7 7ML ZRELE
9 .pemo

Bl storagegrid certificate.pem

* SFBBEORNAZ I — L THIOSFRICEED (I3 ICIE. *FEBBEZEO PEM OO — * F7ld *
CANYRILPEM @O —*#BIRL TLIEET L,

d. [1R7F (Save) (Z=BRLF T,

LEDF LW S3 BLU Swift 754 7 > MEKICIE. D AR LY —/N\GEREIMERINE T,
SERRZ DR
H—NBBE 7 71 IILZERLE T,

a. [ SEBAEDLER * ] BBIRLE T,
b. SEREERMAEIEL £ 7

S&

T4 —ILR STl

RXA % AEAZEICE OB 1 DU EDTRERA R X1 >, EHDF XA R%ER
I DAL A—RFELT* ZEABLET,

IP SFEEZEICEH 31U LEDIPT RL R,



SIUII:I

Ja4—ILK BH
B (F7>ay) SEBAEFREE DX 509 I U b EI3HA% (DN) .
CDT74—=ILRICEZASDLABRVSEE. £ INZAETIE. &)

DREAAVRBEEIIPTRLINY T2 o M@ (CN) & LTfE
RAENnEY,

B2 BE ERRICEERRE DB RHARR D IN 5 BE.

F—EADOIRKEZ FIRTNTVBIHEE (T 72 EXUHE) | F—ER Ry —
EBALES ERLRD ER S NIEERRZEICEMENE T,

o DHERIEEEIL. AIRZEICEENSF—DENZERLE T,
AGEREICINS DIGREREED ZE TN TVBIHE. dWIZT1T7 2k

TEROBEI’RETZHEZHRE. COFIVIRYIRZEF VD
EFICLET,

C. [*Generate (4£8%) 1ZERLZXT

d. Certificate Details * &R L T. EMINTcHIXZ LD S3 LU Swift API SEFHED X X7 —4&
Y PEMZ&RRLET,

FEERE T AN ERET BICIE. [FEREOX U VO— R | ZERLE T,

ARAET 7 AIILDORFIE A TV O—FEZEEELE T, ILEF2HITITI7MIL2®ELE
-g- . pemo

Bl storagegrid certificate.pem

* SFBAZEORAZ O — L THIDERRICEE D (FIF B 1CIE. *EEBBEM PEM # JF— * ZEIR L
£9,

e [1R7F (Save) |Z=BIRLF T,

DBEDFH LW S3 B&LTU Swift 7 547 > MERICIE. ARELY—/NGEAEMERAEINE T,

S. ZTHEFEIRLT. T74JL LD StorageGRID H—/\SEBAE. 7 v FO— R 3N/ CAEBLKIEE, /-
FEMRSNTEHRRZLRAZEDA I T—RZRTLET,

C) FLWEERRE Z 7y TO— R ELIBERLch & BEY ZAAEOEMHART 5 — ~HY
JIVT7ENBETICERKR1BAIDDET,
6. Web 7S UHDEH SN ERRTBICIE. R—=PZ2VTLyia L TLREREL,

1. AZARZLD S3 H &V Swift API GEFAZ ZEBMT 5 & FEAFDH IR LD S3 & U Swift API FEEBE D
FHEZREEBAZ B ERD S3 B & U Swift APl DEEBAER—JICRRENF T, + BEITS L THERE PEM Z
AoO—RELIFIAE-—TETET,

10



S3IBLUSWiIft DF 7 +J)L D APIEEFEZEZR U X LT

ARL—=2 ) —RADSIBELUSWIftY T4 7 > MMEETT 7 )L bDS3E K USwift APISERRE = FH 9 5 &
SICRIENTEET, 7oL O—RNSTUH IV RARA Y MIET 7 )L FDS3E K USwift APIEEER
EXFRATT A
FI@

1. [ * configuration * > * Security * > * Certificates * ] Z3&RL £ 9,

2. Global * # 7 T. *S3 &KV Swift API 5IFEFZE * #3&IRL £ 9,

B [*TI7AILNERRAERFERT 3 * 1 ZFIRLF 9,

S3BE L USWIft APIOSZ O—NILFERRZED T 7 4L bN—=2a> xR N7 T2 BELEARZ LT —

INEFRAZ 7 71 ILIFBEIBR SN, S RXTLDB VAN TR IFTEEFHA A NL—U —RADOUE
DFLWVSIE LUSWIfty 51 7> MMERICIE. T 7 4J)L FDS3H K USwift APIZEBREZENERAINE T,

4 ZBEHERERL. T4 LD SIH LU Swift APISERAEZZ U X R 7 93ICIE. T*0OK ] ZFRLET,
Root Access MR H ZBIET. S3I P LU SWift APl DA XX LEFBZAO—RNSYY IV RRAY b
DEFGICEALTVWESEIE. 774D S3E LU Swift API SEFBEZEZFARAL TT7I7EXTEHLLAS
O—RNSUHIVRRAVEDI)AMRRREINE T, ICEAFFT"O—RNSUHIVRKRA VA
RETDH" HEEZTBZIVRRA Y b EiREXISHIBRLE T,

5. Web 72 UHDNEHMENICEZRHRTBICIE. XR—=2Z2)TLvy2al TS,

83 5L U Swift APIGERRE # XU > O— R X7clEFAE—LET
S3 H &V Swift API FEREORB ZREELIEIC—L T, OBFHTEMBT BN TEET,

FE
1. [ * configuration * > * Security * > * Certificates * ] Z3&RL £ 9,
2. Global * # 7T, *S3H KU Swift API SIEFFZE * #:&IRL £ 9
3. [Server] # 7 £7:I& [CABundle] 2 7%:&R L. fAEZA U >O— R FFaE—-LE T,
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SEAE T 7AIILEIE CANY RILZA D >O—-RLET
ERRE X IECANY FILZA O >O—RLFET .pem 771 77> 3>D CANY RILZER
LTWBIHEIE. N2 FILAORIRAZEMIRBEDO Y T2 TICKRRENE T,

a. [FERZEDAH U O— R ] LIZ[CANYRILORY>O—F ] Z#RLE I

—

CANYRILZEAD>O—-—RTBIHE. CANYRILOEAVA)RTICH DT NTOEREN
B—D771)le LT Y >O-RFENET,

b. FERAET 7ML DRFE AT Y O— REZRELE Y, HRFEZNITTIFMILZREFLEY

. Pemo

Bl storagegrid certificate.pem

SFAAEZE X /-IFCANY RILPEM 2O —LTLET WL

AAEDCTF X b2 IE— L THIDBZARICAED T TS RE W, 7723 >D CANY RILZFERL
TWBIEEIE. NY FILADOERIBRENIRBEOY TR TICRTEINE T,

a. [Copy certificate PEM* (GEBBZD O —) ] £7=id [* Copy CAbundle PEM* (CA /N> KRJL
PEM ®OE—)

CANYRILZEIE—FBHA. CANYRILOEAYR )R TIZH BTN TOIMEREN—HEIC
AE—chEd,

b. AE—L7/EBEEZTF I NI T4 RICBEDFITE T,
C HBFZMITTCTEFRANI7AILERELET .pemo

Bl storagegrid certificate.pem

REE B R
* "S3 REST APIZ{EHT 3"
* "Swift REST APIZ{EH 3 3"

*"SBIVRRAVEDRXAVREZRE"

Grid CASIFAZE = 1 —9 3

StorageGRID (&. REFDEREEE (CA) ZERLTHTM NS 71 v o ZFRELF T, It
HOIMBEEZ 7y 7O—RLTH. COMREZIEFEEINEFEA

TEEZBAIA Y BH0IC
* ZFEA L T Grid Manager ([CH A >4 LET "UR—EENTWVWS Web 7574

*BEDT Ut AERNBETT,

CDRRAIICDWT
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