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Single Sign-on

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Semices (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

@. Go to your identity provider's sign-on page: https:ﬁadZU‘lEn.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SSO for each of the relying party trusts and you are ready to enforce the use of SSO for StorageGRID,
change the SS0 Status to Enabled, and click Save.

2. )YO%BRTBN. URLZIE—LTITSUHICEED T, FAToT4 T« 7ONAZ DY A
IHFIR=DIZTIEALE T,

3. SSO %{EMA L T StorageGRID |ZH 1 V1 > TEBZ I EZHRT BICIE. *ROVWTNHDH 1 ~C
A1 *ZERL. 75T VEE/ — FOAEFAE ID Z:BRL T 121> * ZFER
L9,

You are not signed in.

 Sign in to this site.

I S5G-DC1-ADML j

4 Jx7L—Ty RA—H¥DI—HRENIAT—RZANDLET,
°SSOHA VA UEIVOTTY MUEHRINT B L. DXy E—CHRRENET,

+" 5Single sign-on authentication and logout test completed successfully.

° SSOMEBHRMTBE. T5—AXyt—IDRTEINET, BE ZEEL. T5UHFDI v+
—ZHELTPOELTLRE L,
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S ALFIEZ#RDELT. Uy FROEE/ — R I LIC SSO #Ehiiz L £ 95

Azure
FE
1. Azure R—ZILDI I TIYA 2 F o R=JICBHLE T,

2 [ ZOF7FVr5—>2arETANTS | EFRLET,
3 JxFL—FTyRA—FDILTOIVILEAALET,

°SSOHA 1 EXVOTTY MUEBLNEINT S E. HDXyE—IhRRENE T,

+" Single sign-on authentication and logout test completed successfully.

° SSOMEHRMTBE. TS5 —Xyt—IDRREINET, BE ZEEL. TZUHFDI v+
—ZHELTPOELTLREL,

4 BLFIEZHEORLT, JVy RRDEE/ —FTEIC SSO #He ML 7,

PingFederate
FIE

1.

StorageGRID > VI IIWNHA VA R—ST YU RARYIRE—RAYE—CDRIID ) >0 % #E
RLET,

—EIC1 20O EBIRLTTAMLES,

Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connactions for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
o https./f fidp/startS50 ping?PartnerSpld=5G-0C1-ADM1-106-69
e https// fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2. 7x7L—TFTy RA—HDILTUIvILZAALET,

°SSOHA U1 HELUVOTTY MUEBHKINT S L. BDXyE—IUhRRENE T,

+ S5ingle sign-on authentication and logout test completed successfully.

° SSOMBEHRMTBE. TS —Xyt—IDKRRINET, BE ZEEL. TZUHDIvF
—ZHELTPOELTLREL,

3. MDD UEEIRLT. VY RROZEE/ —RD SSO #EmxiL£9,

IR=SOBMEARHDINE LTl EWS Xy E—INREEINLHZRIE. TIIHFT RS * )



REVEZEIRL. LT vIILZEBEELTIIETE L,

VTN A A EBMILET

SSO ZHHALTEEIE/ —RICHA VAV TEZ R L5, StorageGRID & X7 L2{KT SSO %=

BMICTEET,

SSO BEMICHE>TWVWBIBEIE. IRTOI—HH SSO %##MA L T Grid Manager . 77>
FRR—V v, JUy REEAPI, BEUTFY NERAPI LTI LR EUBNBD E T
A—7AJ)L3—%1% StorageGRID IC7 VR TERLLBEDET,
FIE
L [*BRE*>*TIERGFE *>* VTN oF> | EERLET,
2. SSO X T—HR X% *Enabled * ICEBEL £ 9,
3. [1R7F (Save) |%EBEIRLZET,
4. BEXyE—IU%HERL. T*0OK1 ZFERLEFT,

VTN AFIDBEMCED LT,

Azure R—ZJILEFERELTED. Azure AN 77t XIFEATZIVE2—2H5

StorageGRID IC7 7t X 9§ 35E1E. Azure R—AZ)LA—HH' StorageGRID 2—H LTH
FFAEsnTWwW3 (7x7L—7v RIIL—THDOI—HH StorageGRID 21 > R—FTNTW
%) CeEHESRLTLIEEW, F£7ld. StorageGRID (CH 1 >+ > § B HilC Azure Portal h

5077 bLET,

AD FS |CFEFREFBEGHEZIERLET

Active Directory 7T 7L —> 3> % —EX (ADFS) #fERALT. >XTLADEIE

/ — R CICIRREFIREEHEZ RN T 2 BD H D T PowerShell A > R Z{EFH

9 Bh. StorageGRID 'S5 SAML XA F—R%Z A VR— 93D £lgT—32%ZF

B TANT B LICK-T. APREFREGERZERTE XY,

e Z MY 3
* StorageGRID D> VT INGA > F > %ZH/KEL. SSO XA T L TADFS ZFEIRLFX LT

* * Grid Manager D> VTN A VA IR=IJTH YRRy I IE—R*HBBEIRENTVET, 2BRBLT

KFEEW'YYRARYIRE—RZHERT S

* VRTLADOEEE ) —ROFRLEBEM R X1 2% (FEIP7RLR) CHRAEFAE ID ZHEELTH
TET, INS5DfEIE. StorageGRID D> > F B AV FUR—=SDEE ./ — REHT—TILICHD F

ERS

SEBIERIMEEMIE StorageGRID ¥ X7 LNDEIR / — K C L ICfel T BRENBD &
() v BB/ —RCrICIREBNAEEEEFRT 5 LT I—FIRER — RISHLT
BEILTA VAV I TAVTIRTBIENTEET,
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* AD FS TOIIBREFIAEGBEDOIEMERN HBH. K7cld Microsoft ADFS D RF 1 X > b EBRTES

BEHHD T,

* ADFSBIEX+ w1 %FERALTLWT. Administrators ZI)L—FICB L TWBARELRHD 9,
« SIFREFBEEEZ FHTER T 3HEIE. StorageGRID BB VX2 —TJ 1 ABICH AR LIIEE%

Tw7O—R$3H. AR TIIHSEBIE/ —RICOJA VT IHEERELTHETET,

CDRARTICDOWVWT

LUFDOFIEIZ. Windows Server 2016 AD FS [CEZE L £9, AION—23>DADFS B L TWVWEIHBE
&, FIE ICHTHEEVWDLHD £T, FEABELHD5EIE. Microsot ADFS D RFa XY b EEBLT
<TETLY,

Windows PowerShell Z{EfH L CiEFREFN BAEGEZERLET
Windows PowerShell Z £ L CEERAEF AEEBEZEGEICERTET £,

FIE

1.

18

Windows D XX — kX Za3—Hh'5 PowerShell 7 A>E#HI v L. *BEEL L TERT*EERL
x9,

. PowerShell AR R7OYF R T OO REASALE T,

Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata"

° DIFE Admin Node Identifier Tld. B/ — NODIBEFIAEIDZSingle Sign-OonX—
ICRTRSNBEEDICAALET, #l: ~SG-DC1-ADMIo

° DIHE "Admin_Node FQRDN'Z27 Vw2 L. RAILEE/ —RFOR2EEH XA 2ZAILET, (
MEICIGLT. /—ROIP7RLRAZRODICFERTEET, £7ZL. IPFPRLRAZASLEES
)é\ ZDIP 7 RLADREDL L EITIFAIAEF BEEHEZEHN I IIBERTI2HENHD XY

Windows Server Manager T. * Tools * > * AD FS Management * Z3&ERL £ 9,
AD FS BV —LHARRENZE T,

F*ADFS * > * sIEAEFIAEEHE] 2FERLFT T,
AFAERAEFEDOY X FARTREINE T,

# L <ERX L 7EERRZERBEERICT 7 L XFIHR ) & —Z2BML F 9,
a. {Epg LIcEIPREFI REERZRRL XY,
b. FHZzEI Vv I L. *TIERFIER) S —DiREE* Z#RLEX T,
C. VUERMHHRY S —%ZRLE T,
d [*@&M (Apply) ]%Z3FERL. [*OK ZFERLEXT

- #T U BB L 7EEREFAEEHEICERRITRU S —ZEBMLE T,

a. {Ep L 7-EEPREFIAEEEEREL £ 9,
b. EEZzE Vv I L. [*JL—LRITRIS—DiREE*] ZFRLEXT,



C.[*JL—ILEM*] ZERLFT,

d [JL=ILTF>TL—FrDER] R—IT, URrHS [*LDAPEMEIL—LELTEE*] %
EIRL. [*A*] ZFRLETS

e [JL=IDRE] R—TJT. COIL=ILDORTRBEASTLET,
=& 21X, ObjectGUID to Name ID X ASJL £ 9

f. B4R 77T, *Active Directory * ZEIRL £ 95
9 YvEYTT—T )LD LDAP [BE5IC. * objectGUID * L AN L F9,

h TvEYIT—TINDOREIL—LEZATFHIT, ROV THEIUII D5 * 45 ID* Z:&ERL £
ER

Lo T5ET) ZFRL. T*OKJ Z&ERLFT,

AEF—EHERICA VA — SN L ERBLET,

a. sffREMBEEEZA )y LTaONT 1 ZHET £ 7,
b. [Endpoints] . [*Identifiers] . &L U [Signature] 2 7D 7 1 —IL RIMEDNANTNTWVWSR L&
BLET,

ALF—AARONBHWERIF, TTFL—Sa Y XEF—2DT7 RLINELWC L 2HRT 3
M EZFETANILET,

rFEEDFIEZ#EDRL T, StorageGRID Y AT LARAD TR TOER/ — RIS L CARREFN REEEE
BRELEY,

. 587 L7c5. StorageGRID ICR > TINRTDIEAZEFAEGFEZ T AL, ELLKHREINTWVWBR L

ZHRLET, 2BRBLTIKLETVWY YRRy I ZE—-FZ2ERAT 2" FIBICOWTIE. 28RL

JI7L—2ar AT —R%A( 2 R—hLT. SEREFREERZFRLET
SAREFNPEEBEDMEE 1 VR~ b TBICIE. SER/ —RD SAML XZF—RICT I XL ET,

Flig

1.
2.
3.

Windows Server Manager T. *Tools * Z3#{RL. *AD FS Management * Z3&RL £,
Actions (722 3>) T. *Add GEEAZERBEEEDEM *Z&RLE I,
[KSTFIR=IT. [*IL—LWIE*]1ZFRL. BB 1ZBIRLET,

[*FAYIA2FFO—ALRY bT—0 ETREATN TV SEIRENAEICEET ST -4z 1V R—k
T3 EERLET,

*TJITFL—a3 o XATF—R2T7RLR (RAMEERIFURL) *IC. COBE/—RFD SAML X&F
—ADGFAE AN LE T,

https://Admin Node FQDN/api/saml-metadata

D3ZE “Admin_Node FQDN' 227y o L. MLEE/ — ROZTLEHE XAV REZANLET, BE
IKISCT. /—RFDIP7RLZZRDODICERTEXR Y, 72lEL. PP RLRAZANLIGE. €D IP
7 RLZBED e L E ISR RECEZEM I CIIBIER T 2RENHD ET) o

- AEFAEFREEEDENY « ' — F2X1TL. APASFAEERZREFEL T V¥ —FZHALCET,
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7.

8.

9.

10.

RINBEANT D EF. BIE/ — ROAZEFAEE D ZFRALE Y. Chidk. Grid
Manager D> > T IIH A U F U R=JICRIREINBZBHREF>T<KALTY,. #l: sc-
DC1-ADMlo

JL—LIL—=)LEBMLET,

a EEEEIVYIL. [*"IL—LERFRI—OFEE*] ZFRLET,

b. [*JL—/LEEM* (Addrule*) ]%

C [I=IT>TFL—rD&ER] XR—IT, URXLHS [*LDAPEMZIL—LELTEE*] %
BERL. [*&RA*] Z#RLET,

d [JL—ILOBRE] XR—IT. COIL—ILOXRTBEATILET,
7= ZIE. ObjectGUID to NameID ¥ AHJL £7,

e. BMX 7T, *Active Directory * Z&RL £ 9,
. IyE>d7—7ILD LDAP BMFIIC. * objectGUID * E AFIL £

9 RvEYIT—TILDREIL—LEZATHT, ROV TITVII DS * 451 ID* ZFRL X
ERS

h. T5E71 Z#RL. T*0OKJ EFERLET,
XBRT—RZHNEEICAVR—bENZ e ZERLET,

a. AEBRENAEGEEZR VY v/ LT FONT 1 ZRE 7,

b. [_Ejr;:j;cg_nts] « [*Identifiers] . & & [Signature] X 7D 7 1 —JL RIZENAIINTWVWE = HE

AEF—ARRONEHRVERIE. TIFL—2avXEF—2DOF RLANELWC L ZRBT
b EEFHTANLES.

LEEDOFIEZ#EDIRL T, StorageGRID ¥ X T LD IANTOEER/ — RIIx L CitAZEFIREEEZ
BRELEY,

57 L7c5. StorageGRID ICR> TIRTDIAEFAEEEZTA ML, ELLKEETNTVWE L
FHRLET, 2BBLTKETVW' Y YRRV I RIE—RZEHTZ" FIBICDOWTIE. 28RL

AIPAENAEERZFH TERLET
SIRAERIAEEEDT — 8% VK- LAV EBBRLIISEE. BEFHTANTEET,

FIE

1.
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Windows Server Manager T. * Tools * Z:#RL. *AD FS Management * ZEiRL £7,

2. Actions (722 3>) T. *Add (GIFAZFIAEERODEM) *ZBRLFT,
B [&DTEIR=JT. [*"IL—LWIG* ] ZHERL. [FB*]ZBRLET,

4,
5

[ ERERIAEICET 57— 2 FMTANT 3 | ZBRL. [ RN BBRLET,

- AEERAEF AEEEDEM Y « F—FZ2RTLE T,

a COEE/-FOXRTBZANLET.



BEMZRERTZOHIC. BIE/ —FOIRAZEFAE D Z2EALTKREEV, COID & Grid
Manager D> > I IHA 2 F >V R—JIIRRENET, fl ¢ sG-DC1-ADMI,
b. 7> 3>D b= VESIAEZRET S FIBIFERL TIEIL,

C. [URLDEZE]R—T T, *SAML2.0 WebSSOZO R IILDHYR— b Z2BMCTZ*FTVvIRYIR%E
FUICLET,

d B/ —RDOSAMLY—EXRIYRKRAV D URLEAALET,
https://Admin Node FQDN/api/saml-response

DI5E "Admin_Node_FQDN' T. B/ —FDRLEHHIF A1 HZANLET, WEICGLT.
J—RDIPT7RLRAZRDODICERATEEXT, £lZls PV RLRAZANLEBE. TDIPT7RL
ADEDL O EICIFERAENBECEZEM I LIIBER I ILENDBDEY) o

e. Configure Identifiers X— T, EILEE ./ — FOEAEFIAE ID Z#8EL £,
Admin Node Identifier

DA Admin Node Identifier Tld. BIE/ — FOIAAZEFRAEIDZSingle Sign-onR—Y
ICRTENBEBDICAALEY, Bl "sG-DC1-ADMIL,

f REZMRL. IAEFREGHRZREL . V¥ —FZRALE Y,
[VL—LRTRIS—DRE | XA 7O Ry I ADRRTEINET,

@ AA4T7OTRYy I ZANKRRINBZVIEEIF. BEZEIUv I L. *TL—LETRUY
—DifR&E * = ERL T,
[ZL—LI—IL] D4 F—RZRIBIBICIE. [*IL—ILDEM*] ZFRLIT,

a [I=ILTYTL—brDFER] XR—=JT. UXbH5 [*LDAPEMZIL—LELTEE*] %
ERL. [*&RA*] ZBRLET,

b. [IL—IDERE] R—JT. COIL—ILDORTFZEANLET,
7=t ZIE. ObjectGUID to NameID ¥ AL £7,

c. B X ~7T. *Active Directory * &R L £ 9
d Ty > I F—7 L0 LDAP BHFIIC. * objectGUID * t AL £

e. XvEYIT—TINDREFEIL—LEATHT. FAOYTRIVUI DS * &A1 ID* ZFRLF
ER

f. TET7) Z3RL. T*0OKJ ZRRLET,
. SEEREFBEGEEEZA Vv LTTONT+ EHEE T,
- [*Endpoints] # 7T, >>Z)lOsg 77k (SLO) DIV RARAV M ERELET,

a. T*SAML ZEN) ZF#ERL X I,
b. [* Endpoint Type*>*SAML Logout*] %R L £
c. T*Binding * > * Redirect * | #&RL £7,
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d. [Trusted URL] 71 —JLRIC. COBEB/ —RHh650>>5)IlOsg 7ok (SLO) ICfEAT S URL
ZANDLET,

https://Admin Node FQDN/api/saml-logout

D%HE "Admin_Node FRDN' %22 1) w2 L. B/ —ROREEBHR XM >BEZANLET,. WEIIG
LT /—RDIP7RLRAZRODICERTEEXYS, 7=75L. PT7RLAZANILIEBE. FDIPT
RLZADED 27 EICIFFAEREFRECHZEN I LIIBERTI3HRELRHD £T) -
a. *OKJ Z&#ERLZXY,
9. [* Signature*] 2 7 T. COIRREN BAEEHEOEBELIIHSZSZIBELET,
a. WA LFEAEZEML XY,
* StorageGRID IC7w 7O— R L7 AR X LEEIAEN H 2155 1F. ZOHEEZERLET,
* ARRZLEEAEDRRVERIF. BIE/ —RICOJ1 > LTURBEHLEXYT /var/local/mgmt-api
BIE/—RDTo LI MJIZZEMLEY custom-server.crt SEFAE 7 71 )L,

EIBIE —RDT T A MNEBEZFER (server.crt) IERINEFLHA. BIE/— R TE
ENRELIEE. /—RZVAN)TBRICT 74 COFERENBER SN 1. RS
MBEEEHEZEN T I2HELNDDET,

b. [*#H (Apply) 1%Z3&ERL. [*OK] ZFEIRL X,
SERREFBEO ONT s MERESINTEHLESNE T,
10. FEEDFIEE#EDIRL T, StorageGRID ¥ 2T LRDITANTOEIE / — RICx L CEEREF BEEHE
RELEY,

M. 527 L7 5. StorageGRID ICR> TIRTOAEFBEEEEEZTA ML, ELKERETNTVWBR L
HHESELEFT, 2BBLTKETVW'Y YRRV I ZAE—RZFERTS" FIBICDOWTIE. Z8BL

Azure AD TI VR —TJSAXT7 TV r—oa > #ER

Azure AD ZfEFRAL T, Y RXATLARADEE/—RICICIVE—TSAXT7F)r—=3
B L £

ERZRIRY BH0IC

* StorageGRID Q> YT IIN YA A > DOFEZRRAIE L. SSO X1 F LT I*Azure* 1 Z:FERLEL
TCo

* * Grid Manager D> VTN A VA IR=ITH YRRy I IE—R*HBBIRENTVET, 2BRBLT
KEEVWHYRRYIRE—RZFERETS"

c SATLHDEE ./ —RIIZ*Enterprise 7 ) r—> a3 & *#HELTHET XY, CNS5DfEIE.
StorageGRID D> > I WA VA R—SOER/ — FOFAT—T A5 IE—TEF X7,

StorageGRID Y AT LTEE/ —RICICIVR—TFSAXT7 IV r—>a > = ERT 3
@ MENHDET, B/ —RICICIVE—TFSAXT7 IV r—>a 2BEETRL

T, A—HEEDEE/ —RICHLTHRLICH A VAV I BAOTORTRZENTERE

ER
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* Azure Active Directory TZY R —F A X7 TV r— 3 U EERLICREDH S,
CTFUOTATHBY TRV T a>%R D Azure THO Y MHWMETT,

*Azure ATV M. JO-—NIVERBE, ISORTIVT—2aVEBE. 75— a VEEE,
H—EXTFV I NILORBEOVWINHADOO—ILAEIDH TSN TS,

Azure AD ([CT7 1 ALET
Flg
1.1cag14 > LEd "Azure R—% )L
2. |Z## L £ 9 "Azure Active Directory DE&",
B BINGBA TSy "TUA—TSZAAT7T)r—o3 0%

ITVR—=FSAXT IV r—a> %R L. StorageGRID SSO FREXRFZFL X

AzureDSSOERTE % StorageGRID ICR1ET B ICIE. AzureZ R L TCEBEB ./ —RZEICIVE—TSA4XT7 T
Dr—2a BRI BRENHDET, 7xT7L—23a>ARXT—4D URL & Azure 5 IE— L.
StorageGRID D VT I A VA IR=SOWIET B * T TL—3 > XZT—2D URL* 74 —ILRIC
BED ST E T,
Fli&
1. BB/ —RTLICRDOFIBZEDIRL £,
a. Azure Enterprise 7 U r—> 3 >RA VT, *FRT7 SV r—>a3> *#FERLET,
b. T*WMBO7 V=3 % RT3 1 ZFRLET,

C. &HIICIF. StorageGRID DL I IINH AV FIR—DOEER/ — REFEET IS5 IE—-LIc* T
VR=TFSAXTTVr—3> B #ANILET,

d FvSU—(FvIU—LUAN) TRODNSBRWMBDT T Tr—> 3> HE* SOF R Z&ERL
TeFFICLET,

e. [*Create* ] Z#ERLFT,

.20 *Getstarted* V>V IEBIRLET, VTN YA VA * Ry IR/ ETDIH. EX—2>D
OO T )OO ERRLE S,

g [*SAML* ] Ry I RZZERLET,

LTI TTFL—=a v XAETF—42URL* ] #OEF—LEXJd, COURLIZ T* 57w 3SAML
BAAE | ICHDFT,

i. StorageGRID > > J VA >V F > R=JICHEL. FRLIE* IV —TFSA X7 T ) r—>3> 4
IR * 7T L—>a v XET—4 URL* 74 —JLRICURL ZB5D {7 £ 9,

2 REB/—RDT7xTL—2arXE257—4%2 URL Z#BEDfH1F. SSO BEICHERZDMODEEETANT
fTo7=5. StorageGRID D I IHA VA IR—IT M FF ZFIRLET,

B/ —RICICSAML X 2T —42% 8O >O0—RLET

SSO &REZFREFELT=S. StorageGRID Y XA TLADEIE/ —RTLICSAML XZT7—R T 7 ) Z2Hd 0>
A—RTEET,

Fig
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