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grou ps Operations on groups
| /org/groups Lists Tenant User Groups
Hame Description
type filter by group type
string
(query)
limit maximum number of results
integer
(query)
marker marker-style pagination offset (value is Group's URN)
string
(query)
includeMarker if sef, the marker element is also returned
boolean
(query)
order pagination order (desc requires marker)
string
(query)
Responses Response content type applicationfjson v
Code Description
200
Example Value Model
{
"responseTime": "2018-02-01T16:22:31.0662",
"status": "success",

"apiVersion": "3 S
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GET https://{{IP-Address}}/api/versions
{
"responseTime": "2019-01-10T20:41:00.845z2",

"status": "success",
"apiVersion": "3.0",
"data": [

2,

3

BRIBAPIN—a3 HEIBELTLIETL

INZANTGA—RZFERLTAPIN—=2 a3 Y ZIBETEERT (Japi/v3) Flld3Avy A — (api-Version: 3
) o MADEZIBELLBRIE. ANy A —ERNIELDHERINE T,

curl https://<IP-Address>/api/v3/grid/accounts

curl -H "Api-Version: 3" https://<IP-Address>/api/grid/accounts

JAXYAMIJIITA ST +—2 1) (CSRF) DBALE

CSRF b= & ERAL T vF—IC& B85 =58 T D . StorageGRID (CXFd 570
OXGAM)JIITRA T +—1!) (CSRF) WEAEHSCZENTEET, Grid
Manager & Tenant Manager (Z Dt ¥ a2 57 = BFICEMICLE T, o
APl 54T M. B2 VRHIC DBEZBMIC T INESIH ZBIRTET X,

WEENRDOTA b (fc&ZXIE. HTTP 7 #—L POST ZERALT) NOERZ MU H-TE 358, U1
AYLTVWBRA-—TFDIyF—ZEALTHEDERZRRE I XETET X I,

StorageGRID Tld. CSRF k—% > % fEH LT CSRF A< e N TEET, B LREE. BED
TJ9F—DORBDHFEDA YA —FTIIIHFED POST/NNTA—ZOABE—HTEIHNELNHD £,

COKBEXBNICTBICIE. ZREL XY csrfToken /INTAXA—HDE true FREF TIo T 7 AILMETYT

falseo

curl -X POST --header "Content-Type: application/Jjson" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

trueDIZEIE. AT GridCsrfToken 7w F—I|E. Grid Managerds KUADT A > VIZS5 A LR{EEE
BALTEESINZET AccountCsrfToken 7w F—I(&. Tenant Manager\DH - >4 > TlEZ VR LIRXMET
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BESNET,

Ty —H1EFETZ5EIE. SXATLOREEZZTETETEZIARTOER (POST. PUT. PATCH.
DELETE) ICIZZROWVWITNHIDEEFNTUVWIRELRHD £9,

* o X-Csrf-Token CSRFh—2 > vFx—DENPAN YA —IIRESNTVET,

CIVRARAVEID T A—LAIYA— R EINAX ZZRITANDSIBE | AcsrfToken 7 A—LIT>J—R
INTEERDAX/INT XA —Z,

CSRF REZHRTETBICIE. ZFEALTLIEIV "Grid B API" £/l "7 F > FEEAPI,

CSRFh—0 >0 wH—DREINTVWBRERTIE. HBEEINET "Content-Type:
application/json" CSRFEN S DREN T SIBILEINBZ=HIC. JSONERDAXH
MBRIRTODERDAY R —,

gy RI7xzTL—a iERzERTS
FFYRIN—TEFF Y b A—FOIO—VEFRLET

Ty RIzTL—2 a3 ERzERTREESMFTLLWT U MIBIDE TS NTWVDS

ae. TDTF 2 MIEREIC1 DD StorageGRID & X 7 Lh 5 Bl D StorageGRID & X
TLIZLTD = rENET, TFURDRLTFUS—FRENBE. V—RTF 2 RTE
mEInNeIRTOIIN—TeA—HRTF R0 Rx—=aryrrFoMNMioO—z=>7&hn
9,

T+ FHRAICVER S f-StorageGRID & X 7 Ll T+ F®D _source grid TY, T+ rHLTUT
— TN TUWBStorageGRID & X7 Lld. TF > b®D_destination grid T9, MADTFH> 7 HU VK
IS 7HTO2RID. &l B2 A RL—203—8 BLUVEIDETONMERIPREIL TH D, L.
TATAX%—>3a>TF > MIEERMIFroot I—HD/NZAT— RABRESNTVEEA. FHICOVWTIE. Z
BRLTKEEVW"T7AD Y 7O C3EATIN BV "FFAISNTF VY R ZEET S

TFYETADYMEROIO—Z2JE. TRETY "I Uy FELT ) r—=2a3 " Nry b 24T2xD

bo MADT )Y FICRALTF Y FIIL—TEA—YHEESNTVSRLH. EE5DT7 Uy RTHWIET B
NTY AT MITIVERATEE Y,

THhOYENIO-2DOTF 2T —=0 70—

T+ > 7752 MIC* Use grid federation connection *#RHD H 215 a1E. 7—20 70O0—K=zREEL T, JL
—7. A—Y, S3T7IVERFX—% I/ O0—=VFTB3FIEERRL T,
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Permitted

Sign in to tenant
tenant account 0

on source grid

Yes,
e Configure same identity tenant Using No
source on both grids

4 identity
federation?
¢ + Yes, grid

Optional, create
P Create local groups and

Create federated
e . federated groups on .
groups on source grid . users on source grid
source grid
StorageGRID imports StorageGRID clones
\—b federated groups to local groups and users
destination grid to destination grid
e Create 53 access keys ‘—‘

Optional: Clone 53
e access keys from source
to destination
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TY=RTVY RELRBTRTA %X =237 )y ROVWTIH T, EDTUY REDNTY MIT o€
ALFEY,

e BHEIZIGL T, 8377t XF—%2o/0—=VJLET

mWAEDT )Y RTRLT7I7ERF—%2FERALTNT Y MIT V2R T I2HREBENRHZHBEI1E. V—XJTUYRT
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Tenant source grid Tenant destination grid

Create local group —t - Local group cloned
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Create local user Local user cloned
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Tenant source grid Tenant destination grid

Create S3 access keys Create S3 access keys
for source for destination

Optionally clone access
Create S3 access keys —+—p ceys with API
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MEDT AT« R—>avF+y MIoO—=VFEnES,

TRATAFx—2ayJ )y RICBMENI I —T6L01—HREIO0-YEhEEA

o0—Z>JF TFRDY—RTVYRDSTFUNDTRT4FZ—=23>J )y RICDAHFRTINE
T TTFVMDTRT4XZ—2a3 VIV RTIN—FA—HFEERETIEA VER— s LT5
&. StorageGRID IFCNH5DBEEETF Y bDY—XJ )y RIZZO—ZVJ LEEAS

Tenant source grid Tenant destination grid
@ No change 4—+— New useror group
® No change 4—1— New S3 access key
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Tenant source grid Tenant destination grid

Edit or delete
group or user

—t . @ No change

Edit or delet
@ No change 44— I orgelete

group or user

APIZfEELTS3 77 RX*x—%2/0—=-VJLET

T+ > FT7H T M Use grid federation connection *#fRHWH 2B Sld. T+ bE
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MIS3T7 U EAF—EFEHTI/O-ZVITEET,
EXZ R BRI

* T T HT> MCIE * Use grid federation connection *#EEAEID H TSN TLWET,

c Uy RTzTL—2 3 VERIFSDEEREAICE>TVWET,

cHEFEALTTF Y FDY—XF1)w RTTenant ManageriCtf 1> LTHTET "HR—FThTW3
Web 7 5 o™,
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MEFRZBEL X3
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1.V —2X4'1)w R TTenant ManagerzffAA L. "HMEO7VtAF—%{EfLEI" 24T >>O0—RLET
.csv 771 )bo

2. Tenant Manager® EE3T. AL T 74 > %ER L. *[API documentation]* % #IR L £,
3. [s3* 2oL 3T ROTYRKAY FEBIRLE T,

POST /org/users/current-user/replicate-s3-access-key
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Jorgfusers/current-user/replicate-s3-access-key Clonethe current user's 53 key to the other grids. i

4 FELTHTLETV I BERLES,

3. body 7F X h7Rw U X T. AccessKey & & U secretAccessKey DT> bUFlZE, o>O—R LT
o CSV* T FAIDIEICEEZHRZ T,

BEXFH e —EF AT THATLIETL,

hod}' * feguired

(body)

Edit Value | Model

i
"accessKey": "AKIATOSFODNN7EXAMPLE"™,
"secretAccessKey™: “wlalrXUtnFEMI/KTMDENG/ bPxRFICYEXAMPLEKEY™,
"expires": “2028-80-04T06:00:00.800L"

1
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2. Tenant Manager® EEZBT. NILT 74 I %FR L. *[API documentation]*%=#RL £ 9,
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a. [Userslto> 3> T, ROITYVRKRAV M EBEIRLETD,
GET /org/users

b. FELTAHTLIETVW | ZBIRLE T,

C A—HZBERITILIIFEATINIXA—RZIEELET,

d. [* Execute] Z:&RL £,

e BRIZF—ZFHOAI—H—ZRRL. *d*Tr—ILRODEFESZIE—LFT,
4. *s3* 2> a>T. RDIYRRAY EEERLET,
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POST /org/users/{userId}/replicate-s3-access-key

I forgfusers/{userld}/replicate-s3-access-key Clone an 53 key to the other grids. P

O FERLTHTLIETWVW ] ZF;RLF T,

6. [userid] T+ X bRy XIZ, AE—LT=2—HIDEEEDFITE T,
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gy RELZFV =23 z8EBLET
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DINTYRETFHFYNDTRATaR—=3 >y REONTY NEITH TPV b %
BEMICL U —bTEEXY, UV RBLTUT—oa>id. —FEEIEEADA
FTERITTITET,

JUy FELTVTr—3>07—-o70—

RDT—270-KIE 2207 )y FEONTy FETI VY FELTIVT—2 320 2RET5FIRZzFL
HHDTYT, CNOSDFIBICOWVWTIE. UTTHELCEHALET,

22



Tenant Create versioning-enabled
user bucket for source tenant

v

Create identical bucket for

destination tenant
Replication
One in one or both Both
directions?
Enable cross-grid replication Enable cross-grid replication
for only one bucket for both buckets
. .. New object version
Add or deI:;V D‘:};ec‘cln source y T
ucket destination bucket

. Delete marker
D[Eilelte c:-blecgrc.)m SDULCE —p replicated to destination
{delete markerinserted) (optional)

v

Delete object version | Object version is not deleted
permanently from source from destination
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Default retention period *I&. CD/N7w MIBMENTEFHLWA T 0 bZEDIAATKEAD SHRIFT
ZHBITY, 1~36,500H. F7lF1~100FEDEEIEEL £,

7. TEBEZREF Z#ERLEI,

Cross-Origin Resource Sharing (CORS ) DRTE

SINTY FENTY FROFA T T MDD XA UIZHBZWebT7 TV r— 3 >h
BP0 ATERELDICTBICIE. £D/N7w kIZCross-Origin Resource Sharing
(CORS) ZREL XY,

ERZFIR Y BHiIC
* Tenant Manager ICIEZFERALTHA>A >V LET "TR—FENTWVWS Web 7574

cHRRESNIA—HITIL—FICBLTVWBHRELRHD X "IARTD/NT vk £/zlFRoot AccesstER % &
BLFET" CNSDIERIZ. TIL—FFENTY b RS —DEROBELD HELINE T,

CDRRAIICDWT

Cross-Origin Resource Sharing (CORS) & $23 RXA>DUZA47 >k Web 7 XU 4r—> 3 UH B0
RXAYDUY—RIZTIEATERELSICT R XU T HEEETT, e xiE. CWSS3NT v hEfE
Bd32LEXY Inages 95714 v IR ELEFT. DCORSZFRET D Images N7 v b ZFEHT S .
ZDNT Y FARDOERZWebT 1 MMIRIRTET XY http://www.example. como

INTw EDCORSEE®ICLET

FE
1. TXFAMIT2%=FERALT. BREEXMLEER L X,
ROFIE. S3 /N7y D CORS ZBMICTA7=HICERATND XMLEZRLTWET, ZDXMLTIZ.
FARTDRXANINT Y EADGETERDEEHEFRISNTUVETH. ICLHAFH TN TULEEA

http://www.example.com POSTER CHIFRERZXFET DR XA Yo BERAYA—IFITARTEHFAITN
F9.
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<CORSConfiguration
xmlns="http://s3.amazonaws.com/doc/2020-10-22/">
<CORSRule>
<AllowedOrigin>*</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
<CORSRule>
<AllowedOrigin>http://www.example.com</AllowedOrigin>
<AllowedMethod>GET</AllowedMethod>
<AllowedMethod>POST</AllowedMethod>
<AllowedMethod>DELETE</AllowedMethod>
<AllowedHeader>*</AllowedHeader>
</CORSRule>
</CORSConfiguration>

CORS & XML OFFICDOWVTIFE. ZBBL T E L "Amazon Web Services (AWS) RFa x>
k : T Amazon Simple Storage Service Developer Guide"s

2. &vw < 2R — R T* View Buckets Z3EIRY %', storage (S3) > Buckets *%EIRL £,
B RMSNTY MEZTBEIRLE T,

NT Y EDFHR—IHRRTIINET T,

[Bucket access]Z 7 T. [Cross-Origin Resource Sharing (CORS) [*7d—7 1 4> &ZERL £,
[Enable CORS]|F Tz v IRy I R%2AICLET,
CORSEREXMLZ TF X bRy I XICBEDFIF F T,

BBz REFl ZFRLEFT,

N o o &

CORSEREZZEEL I

FIE

1. 7F ARy I AOCORSHEXMLZEHF I 5\ *Clear *ZERL TP HEL XTI,
2. TEBZREF) @FERLET,

CORSHREZEMICLEXT

Flig
1. [Enable CORS|F T v IRy I X% A 7ICLET,

2. TZEZREF ZFRLET,

NTy NROA T U bZHIBRT S
Tenant Managerz B L T, 1DULEDONTYy FRADA TP U b EHIRTEE S,
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ERFHECEH
CNSDFIEEETIBENC. KOBISEELTLET L,

cNTYFROFTT U F%ZHIBRY 5 &, StorageGRID |&StorageGRID & X7 ARDIARTD ./ — R &
A D5, BIRLEBNATY NADTRTDA TV MEITRTDA T FN—=D 3 0 EFTLIC
HUBRL £ 9, StorageGRID (. BHETZA T TV M XXT—RBHIBRLET, COBRZEETZI L
IFTEFEEA-

ATV OM AT I BLURARMLEBOBICE >TRR. N7y FRADIRTOAF TS Y
b DHIBRICES. BB, BEICK > TRIBBEAN DB EDHDET,

cNNTYNIDBHBHE'SIA T POV IDNEMCED £FLI"DFBEIF. _F DRE. * Deleting
objects : read-only *REED X XICHBeHHD XTI,

C’ SIFATTx o/ bOvIZFERIBZNTY MM IRTOA T2 FOFRKHARISEL T
)—HILER—=)L RO EFRE D £ T. * Deleting objects : read-only *IREED £ XTI,

c AT U FOHIBRE. Ny hDIREEIX* Deleting objects : read-only *Td, ZDREDIZE. NT v
MIFLWAT STV M ZEBMTBZCIETEEEAS

*IRTDA TV bHRIRESNB &0 N7 METAFBDERBREDOEIICHRDET, ROoLWFnhz
RITTEET,

c Ny FEBFASE—RICEL. HILLWA TV T/ MCBRALEY
C Ny R EBIRLES
c Ny hRIEBETHERTER LS. HANDBAE—ROEFICLTHEET

*NTYRTHTOTY bON—=2 3 VEEDNBEMICR >TWVWRIBE. TNSOFIEORBEICNT v bR
DHIFRY —A—DHIRENBZ CEEHD EFEA. IRTOFA T2 U hHHIREShHEIIN—2avE
BaENNTY b ZHIRT 2356513 BIFOHIRY —A—Z2 IR THIBR T 3BENHD 9,

*ZERATREE Uy FEL T =2 a " RORISEREL T RZEE W,
c CDA T IVEFERALTH, OT VY RONTY bDSA T MMIHIBREhEFE A,

N =ZNTYMMIFLTIDA T arvzBRIZE. B5—ADT VY RODTRT4HF—>3a VN
Ty MIA TS M%EIBIY S &* Cross-grid replication failure *7 > — kAU H—3NE T, B
DTNy RONTY MIATO I bHEBMENBVWC EZRETETRWVEEIE. "J Uy REL T
T=oavEEMICLET BV ILTHSE. IRTONTY MF T EHBRLTLIES
LYo

ERZFms 3HIC
* Tenant Manager (ZIFEFRALTH A Y1V LET "HHR-FEINTVS Web 75 T4

*HRESNA—HTIL—TICBLTWVWBRENRDHD XY "root”7” 7t XHE[R"s COMERIZ. JIL—TR
Do —FBNTY FRUS —DHERBRES D BEBREINE T,

FlE
1. &< 2 7R— KT View Buckets %3#R 9 3. storage (S3) > Buckets *Z#EIRL £,

NT Y bR=IDPRTEN. BIFED S3NT Y bHRITARTRREINE T,

2. BEDNT v fD*[Actions]* X = 2 — X 1o ISFFAR—JEFRLE T,
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[F7oSav]AZa—
a ATV MZHIBRIZENTY FOF v IRy I REERLET,
b. >[Delete objects in bucket]* &R L £ 9,
FENR—Y
a FMZERTRIBINTY FEEERLED,
b. [Delete objects in bucket]* %2R L £,

3. AT OJR Yy I ADKRREINIS, FFlEHEEL. *Yes LATTL T OK*Z:ERL £ 95
4. HIFRLIED RIA SN B ETRE XY,

Bk

e NTY FDOFEHR—JICEBO T ZANTFT—HRIRINE T, ETRRN—F. BIFREShxT
VIV bDEIGERLET,
I (FGAHAOER) 1 1F NTY FOFHR—STNT Y FROBHEICKRTEINET,

° [Buckets] R—ZTNY v F5D#EIC T (Deleting objects : read-only) | Y RRENET,

Buckets = my-bucket & Success x
Starting to delete objects from one bucket.

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 3

View bucket contents in Experimental $3 Console [

A All bucket objects are being deleted
StorageGRID is deleting all copies of the objects in this bucket, which might take days or weeks. While objects are being
deleted, the bucket is read anly. To stop the aperation, select Stop deleting objects. You cannot restore ohjects that have
already been deleted.

0% (0 of 3 objects deleted)

Stop delsting objects

S MEBDERITHICHKEBISKRL T, [0V FOHIBROELPZBRL TFOLAZEILELEF T, RIS &
B (ZJt L C[Delete objects in bucket]* &R L TFO X ZBRAL X9,

[Stop deleting objects]*ZFEIRT D . N7Tv MEETAAE—RICEDEIH. HIFREShATo o b
ICT77EALIEDVRMZLED TS CIFTEEHA,
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6. MUBHET T HETHEET.
N7y MBEDBE. RT—RINF—FEHFINETH. N7y MIFARDEAOFETT,

Buckets = my-bucket

my-bucket (read-only)

Region: us-east-1
Date created: 2022-12-14 10:09:50 MST
Object count: 0

View bucket contents in Experimental 53 Console [

Q Bucket is empty but is still read-only.
This bucket is now empty.

= Toremove this bucket, select Delete bucket.
« To return this bucket to write mode so it can be reused, select Stop deleting objects.

Stop deleting objects ‘

. ROWITNHZRITLET,

cR=TUERTLT. N7y rZHRAMDBERAE—FROIHICLET, It XE ZONT Y L ZFHH
WOERE-—FOFRICLTHECE, HETHEATSETBELIIINT Y FRZEFHNTEET,

e N7y hEHIBRLET, 12DON\T Y F%xHIBRYT 3355 1%. [Delete bucket]* % #IRL £ 9, #EHDON
v b HIFR T 315513, [Buckets] R— T IZR > T[Actions]>[Delete * Buckets]Z#ER L £ 7,

TRTOA TS FOBIRBICN—Y 3 VEBSNLNAY v FEEIR TS BLBS
() & EBI—P—PEoTWBIEABDET. N7y FEHIRTBICH. BOOTA
TOHBRRT—N—ZHIRT SUBEDB O 7

cNTy b EETAAHE-—FICRL. BEIIISLTHLWA Tz FRICBRABLEY. 120N\ T Y

k23 L T[Stop deleting objects) = #EIRT 5D\, [Buckets]R—JICR> T EHO/NT Y MIXFL
T[Action]>*[Stop deleting objects]*Z &R L £,

SINTY FEHBRLET
Tenant Manager ZfEF L T. ZD S3 /N7 v FZHIBRTE X9,

EZFRT BRI
* Tenant Manager ICI3ZERALTH A1V LET "HR—FENTWLS Web 7574,

CHERRESNEA—HIIL—FICBLTVWBHRELRHD FT "I ARTD/NT v k £/-lERoot AccesstE[R % &
BLET" CNSDIERIZ. TIL—FFENTY bR —DHEROBELD HEBELEINE T,

71


https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html

* HIBRS 2N\ Y EHZETT,

CDRAZICDWVWT

UTDOFIETIE. Tenant Manager ZfEFA L T S3 /N7y b EHIBRT B HEICDODWTEHBALE Y, ZFERALT
SINTY RZEHIBRTZZCHTETEY "7 FEEAPI" £7:13 "S3 RESTAPI",

T2 b BRTHRVAT O bN=2 3> FREBY—A—DEFENTVBSINT v MIRIFRTE
FHA. SAN—UaVEEBA TSV FOHIRAEICOVWTIE. ZBRLTLK W' AT 7 FOHIRRA
5"

Flig
1. & 27R— R T View Buckets ZEIR9 5. storage (S3) > Buckets *%3ERL £9,

N7y hR=UBRRIN, BED S3NT Y bHTRTRRINET,
2. BEDNT v D*[Actions]* X = 1 — T IIEHAR— S #FERLE T,
[7ovary]Xza—

a HIRRIB3ENTY bOF v IRy I REREIRLET,
b. >[Delete Buckets]* Z:#R L FJ,

HER—
a. F#MlERRIDINT Y FEEERLET,
b. [Delete bucket]*Z#RL £ 7

3. A A 7OV Ry I ADKRREINIS. [FV'EBRLET,

StorageGRID (& BN\T W bDETHDZZzHERLTHS. ENT Y FZHIBRLEF T, COUNIBICIFH
DPHDOBEehHD £7,

NTY EDETHEWGEEIF. T3 — Xy tE—UHKRRENET, N7y bZBEIRT 3a1IC. N7y FRD
TNRNTOATI I bEHIRRY —ND—ZHIRT 2RED DD T,

Experimental S3 Console Z{FH L £
S3AVY—IZERALTSINTY MDA TPz b ZRRTEET,
S3AVY—I)ZFERALT. ROREZERTIBZ_LCHTETEFT,

AT UM ATV MN—=—Uar. BLRUTAILADENMCHIFR

CHAITTT VU MDRFZEET D

CNTYRCETHINABTA Iz b EaBHELVOIAE—T3

CFATPIUONRIEEELEY

ATV RDAET—RERRLET
ATz OhEAIIO-RLET
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Name Last modified on
used
2021-12-03
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@ 04_Tenant_Users_Guide_11.5.pdf 1.07 MB
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Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as
a target for a platform service (CloudMirror replication, notifications, or search integration). You must
configure an endpoint for each platform service you plan to use.
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-
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Create endpoint
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R— b ZIBELAEWVES. HTTPS URICIZR— F443HDMER SN, HTTP URIICIZZR— R8OMMERINE
ER
7 Z1E. StorageGRID THEX RINTWA/N7T Y D URIHEXRD K SIZHD £,

https://s3.example.com:10443

CDFITIE. s3.example.com StorageGRID /N1 7RAZSEU T« (HA) ZIL—TDREIP (VIP)
DDNSI > b, BLUERLFT 10443 O—RNF Y IV RERAV M TEESINTAR—bERLZE
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ERS

@ BE—mfEE (Single Point of Failure) Z[E# 9 2782, ARG ETOO—RNS I VT
J—ROHAG =TI 2RELRHD X9,

FE#RIC. AWS TEXRINTWLWANT Y FD URI IFRDESICHD £3,

https://s3-aws-region.amazonaws.com

I RRA > D CloudMirrorL U7 —> 3 > —EXICERAINBIZEIE. URICNT
() v rBEEHBUTIRES W, A7y M TURN ) 71— L RICEDBUENB D
£,

3. T RRA > k® Unique Resource Name (URN) ZAALFT,
(D) TUREAY FOERBICTY KEA Y FOURNEEE T3S LIETE £ A,
6. T*Continue* ZFERLET,

7. T*EREER1 71 DEZFERL. BRELBILT VO VvIZEANEE Ty TO—-RFLET,

Create endpoint

@ Enter detalls o %l_e_lfi.:fauthentlc.atlontype

Authentication type @

Select the method used to authenticate connections to the endpoint.

Anonymous W

Anonymous

Access Key
Basic HTTP
CAP {C25 Access Portal)
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BEITZILTUIYILICIE. TATA43x—23 >V =W BETAHERNMVET Y,

SRES A T
E%

TIERF—

EARHTTP

CAP (C2S
Access Portal )

&R

FATAR—YIAVADEZT VLR %
FaLFEd. EXaUToHEMICHE
TWBIYRRAY FTOHEREL F
ER

AWS FERD I LT vILEERLT
FRATAZ—2 a3 e DFEHREREL F
ERS

A—HRLNRRAT—REBALT, ¥R
F4R—S A VADEBEERELET,

AEREC X —Z AL TT AT R—>
I UNOEHRZRAEL 9

8. T*Continue * ] Z3&RL X7,
9. Verify server * DS A RAVEEIRL T, TYRRAY MAD TLS EFORESEZBIRLE T,

gLToTvIL
SREE%A Lo

*T7UEXF—1D
=Ly bhT7IERF—

C A%
* NRT—F

© —HRR7RERER URL

* H—/NCAZIHE (PEM 7 71JL®D

7w 7O—R)

* US4 7> MEEE (PEM 7741
L7y 7TO—FR)

*USAT Y AER (PEM 774
D7y FO— K. OpenSSL EES
k. FLEBStEINnTLZAW
WE R )

CDSAT Y MIBHEDINZATL—X
(A TF>3ay)
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Create endpoint

: Select authentication type Verify server
@ Rter details @ Optional o Optional

Verify server

Use this method to validate the certificate for TLS connections to the endpoint resource. If you select "Use custom CA certificate," copy
and paste the custom security certificate in the text box.

© Use custom CA certificate .

Use operating system CA certificate

Do not verify certificate

Previous

SERRERELD X1 e

H AR L CASIRRE%FEHRT 3 HARZLODEX 2T RRAEEFERLET, COREZERLICG
BlE. HRZLEFxa2)T5EEE% *CAGIFAZE * TXF X MRy Y
=L TEEO T E T

ARL=TA VIS RTLDCA ARL—=FTA VIV RATLIA VA R=LENTVET I AL ED
AIRAEEERALET Grid CASERRE Z A L TERHRizFREL X9,

ERREZMEEL BV TS 7ZET W TLS #EuCERSNBRRZ IR T NE A, COF T aviF
TFXFaT7TIEHD FEA

10. [*TZAFEIYRRAY FDERE ] ZBIRL T,

CHELEILTUOvIIZFERLTIY RRA Y MIT IV EATEIIBEIF. BZEERAD Ay tE—
UHRTEINET . TV RRAY MAOERIE. B A LD 120/ —FHSKREEETNET,

c TV RRAY ORIV KRMLIIZEIR. T5—XvtE—IUHRERENET, T5—ZEBET B
ICIYRRAV b ZEETIHENDHBZHEIE. * T FRA Y FOFHRICRES * 2:FRL TERE
BHFLET, RIS, T*Testy ZFRL. TURRAVPZERLET, *

@ TFHFRNTHAORTTSY b T 3—LT—EZXDBEMICHE>TLAEWVE, TV RARA
> hDIERDEB L £, StorageGRID BIEEICHERVLEHLE LT L,
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IVRRAYEDORENTT LIES. EDURN ZERALTTSY b7 4 — LY —EXZRETEE T,

REEE IR
"I RITA—LY—EXODIVRARALAYFD URN ZIBELTL L

"CloudMirror LU 7r—> 3 >R ELET"

"IN MBRZERET D"

"RERET—EXZHRET "

T2V bTA—LY—EXIVRRAYMOERZTANLEY

729 T A= LT —EIRNDOEGHEEINZEIE. T2 RRAY bADERZ T
AMLT TRTAR=23 V)Y =RBEFEETBZE. BLVEELILILT Vv
IWTT7OCRATERCZHERTEED,
FEZ BT BHIIC

* Tenant Manager |CI3ZFERALTH A1 LET "HR—FENTWS Web 7 504",

CHEERENIA—HFTIL—FICBLTVLWBHRELRHD £9 "I RRA > b £7lERoot AccesstER = B2
LExd"

CDRATICDWVWT
StorageGRID (&, 7L 7> v ILICIELWMERDHBZHDE SHZRIEL FE Ao

Fg
1. kL= (8S3) *>* S hITA—LY—ERDIVRRAV M *EFRLET,

Platform services Endpoints R—IHBRREN, REBADTZY b T4 —LTF—EXIVRRAV LD
JZ DRI EINE T,
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use.

4 endpoints

Display name @

lasterror @ + Type® =

Platform services endpoints

URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1

my-endpoint-2

my-endpoint-3

my-endpoint-4

53 Bucket

9 2 hours ago Search

Notifications

53 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. i T AT BIVRRAV M EERLES,

92

IYRRAY FOFHER—IBRTEINET,

Overview
Display name:

Type:
URI:

URN:

Connection

my-endpoint-1 #

S3 Bucket

http://10.96.104.167:10443

urn:sgws:s3:::bucketl

Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection




S [#HDTA N * ] EEIRLET,

CRELIEILT YOV EFERLTIY RRA Y MIT IV ERATELIGEIE. HNZETRS X vt —
VHRTENE T TV RRAY MAOERIE. BV D120/ —FHSKREEETNET,

e TV RARAY MDEIENKBLIZIHZEIE. TT—AXvtE—IRKRREINET, T5—%EIET D
ICZYRRA Y b 2EEITINEDH Z5EIE. [ * Configuration * | ZZIRL TIBEHREZEFHL
o RIS, [TAM]ZERL. EEZREFELF T, *

TS5y ITA—LY—EXRIVRRAV b 2iRELET

TS5 rIA—LY—EXIVRERAVMOEREZREL T, &HI. URI. XIEZFD
MOEFMZEETET XTI, IR BRYNDI LTV ILEZEHFLIED, 71—
WA —=NN—RD/Nv 2 7 v S Elasticsearch 1 > T v XA %8I LSICURI ZEE LT
DITBZECHRBERBEDNHD FT, 7Yy b Tx—LHT—EXITYRAEAC> FDURN
FZEETET XA
EE =R BHIIC

* Tenant Manager (CI&ZFRELTHI 1> LET "HR—FENTWLWS Web 757",

cHERERESNA—HITIL—FICBLTVLWBHMRELRHD £9 "I RRA >k £7lERoot AccesstER = B2
LEd"
FIE
1. kL= (S3) *>*FSwhITA—LY—ERDIVRRAV M *EFRLET,

Platform services Endpoints R—IHBRREN, REBADTZY b T —LTF—EXIVRRAV LD
X DRI SINFT,

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to
use.

4 endpoints Create endpoint

Displayname @ < Lasterror® < Type@® = URI® = URN® =

my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—Z 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:examplel
my—endpoint—4 S3 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucket2
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2 RETAIVRRAV M EBEIRLET,
IYVRRAY FOFEER—OHRTRINE T,

3. T *Configuration * | Z#IRL X9,
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Overview

Display name: my-endpoint-3 #

Type: Notifications

URI: http://10.96.104.202:8080/

URN: arn:aws:sns:us-wast-2::examplel
Connection Configuration

Edit configuration

Endpoint details

URl @

http://10.96.104.202:8080/

URN @

Authentication type 0

Basic HTTP ~

Username @
testme
Password @

T Edit password

Verify server 0

Use custom CA certificate
@ Use operating system CA certificate

Do not verify certificate
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4 PEICIELT. TVRKRAI Y MDOREEZZELE T,
() IUERAYFOERBICIY RETY FOURNEEET 5 LIFTSE $H A,

A IVRRAYMDORTBEZEEITBICIE. BETAAVEBRLET #H
b. XEIZIGLT. URIZZELZ T,
C. MBEIZGL T, BRI TH2ETELEXT,

. 77‘l22=\’— SREEDIZEIE. BBICIGLT M1*S3 +—iRE] #&#IRL. HFILLWTFI/EXF—
=Ly hT7UOERF—ZMD[IFTZET. F—Z2ZELXT, Z{EE’#—’V/-E}L?%%
ELHBZHBEIE. *Revert S3 key edit * #3&IRL £,

* Basic HTTP REEDIZE . BEBIIGL TA—HRZZEELF T, HEICDLCTNRAT—RZZE
TBICIE. T*NRT—RZiRE) 28R, HILLUWART—RZAALET, BEEzF vl
TBRIHENDHBHEIF. *NRT—FOREZTICRET * ZERL T,

* CAP (C2SAccess Portal ) SREEDHGEIE. —FRHNAEI LTV vILURL XA T3 >ny
SAT Y IRRBNZATL—X%ZZEL. BDEICIGCTHLWIERECRB Y 7rILx 7y O—
RLETS

@ T347 2 bERIZ. OpenSSL EESILERA X IFBESL TN TULR VIR
NTHIVEDHD X,
d BEIGL T, Y—NZRATE2HEZEELFT T,

S. [EBDTRAMERE ] ZFRLF T,

CRELIEILTYIOVvIILEFERLTIY RRA Y MIT IV ERATELIGEIE. HNZETR S X vtE—
PHREREINE T, TVRRAY bADERIE. ETA D120/ —RHSKEIESNFT,

c TYRRAYMOREADKRBLIIZEIF. T —XvE—IBRFENE T, TVRKRA Y RS
LTIS—ZEBEL. [EEDOTAMLREF]ZERLE T,
TS5y T4 —LY—EXRIVRRAY b ZRIBRLET

BETZTIY T+ —LY—EXDNRBIZLSTIHZEIE. TV RRAY MZHIBRTE
9,

EXE =AY 580IC
* Tenant Manager |CIdZFERALTH A 1> LET "HR—EENTWS Web 7 504",

CHERRESNIEA—HIIL—FICBLTVLWBRHRELRHD £9 "I RRA > b £7lERoot AccesstER &= B2
LXd"

FIi&
1. ZbL—2 (S3) *>*FSYNIH—LY—EXRODIVRRAV b *ZERLET,

Platform services Endpoints R—IMRREN. BEBRADTSY T — LT —EXIVRRAV LD
YR RHRRINET,
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use.

4 endpoints

Display name @ =  Lasterror @

-~
-

Platform services endpoints

Type @ = URI@ =

(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service

Create endpoint

URN® =

my-endpoint-1

my-endpoint-2 € 2hoursago

my-endpoint-3

my-endpoint-4

53 Bucket http://10.96.104.167:10443

Search http://10.96.104.30:9200

Notifications http://10.96.104.202:8080/

S3 Bucket http://10.96.104.167:10443

urn:sgws:s3::bucketl

urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2

2. BT 2BEIYRRAVMDF v IRy I RZERLET,

FRPDOTSY N TA—LP—EXIVRERA bZHIBRTD . TV RKRA Y M =ER
FTRIIARTONTY MWL T, BEETEZ TSy M T7A4—LY—EIDNEMICED X,
CD ZTTLTOVWRVERIFIRTHESINE T, HTLLEKRIE. BRI/ URN ZBERLAL
EDIENTY FREZZEETDET. 5ITHMIERINE T, StorageGRID (FCNH5DE
RELBERELRIS—C LTHRELET,

B [*Tooa>r*>*TUVRRAVMDOHIR ] ZF8RLE Y,

BRXvE-—IhKRREINE T,

Delete endpoint

This might take a few minutes.

external resources.

Cancel

Are you sure you want to delete endpoint my-endpoint-107?

When you delete an endpoint, you can no longer use it to access

Delete endpoint
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4 [*ITYRKAY FOBIR | BBRLET,
IS5y R T A —LH—ERDIYREAY FIS—D RS TINS a—F 4 VI EFVET

StorageGRID " S w b 7 A —LY—EXIVRARAVMEBELELSELIZETICT
T—HRETIE. Ay ah—RIZXAvE—INRRRIENE T, Platform services
Endpoints XR—T D Last error 7id. T5—HD"RELTHSOREEZRLE T, TV KRR
A2bDI LT ILICEEMITENTWVWBIERDIEL K BWEEIE. T5—I3FKR
INEE A

IS—DEELIHDESHZEERLET

BETBURICT S Y b T+—LY—ERITY RRA Y FIS—HEELHBEIE. Tenant Managerd v a
R—FRIZT7 =M XYyE—IUHRREINET, TSIV TF—LY—EXDIVRERAY MR=IZEEIL
T, I7—DOFHEEIETETET,

a One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

Ay aR—RICRRINBZDLEIL TS —IE. [Platform services Endpoints] R— D ESBICH RSN E
To FHFlBIZT—XyvE—C2RRTBICIE. ROFIEEZRITLET
FlE

L IVRRAVEFDIRNT, IS—HDRELLEIVRRAIY M EERLED,

2. TYRRAYFOFEAR—I T, *"#Ei*Z2BRLET, CORTICIE TVRRAY FORFOIS—

L. TS—ARELTHEDBBEENRRINET, FOX T AVEaCTS5— € B%E 7 AU
‘:%Ebibt__o
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Overview A

Display name: my-endpoint-2 #

Type: Search

URI: http://10.96.104.30:9200

URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW.)

IS—HWERERFCTHINESH ERRELET
—EDOILS—IF. FBRED [*Lasterror* ] T SHmEIRTRINZBEDLHDET, T7—HIREREL
TWBAHESHERERLIZD. BRBEADIS—%T—TILH SBEIICHIFR LD T3ICIE. XOFIEEE
1TLET,
FIg

1. IVRRAYEEBIRLET,

IV RARAY FOEHAR—IHARIINE T,

2 BES>ERETAM ERBIRLET,
[EHFDOT A ¥ ZEIRT B L. StorageGRID TSy b T4 —LP—EXIVRERA >V MDEFEETSC

& BLUVRAEDILT U VLTIV ERATEZEZBIALE T, TV RRA Y bADERIZ. T F
D120/ —RHhSEEEENET,
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IVRRAY SIS — DR

IYVRERAY FOFEMR—TD [ Lasterror* | XwtE—C%FEHALT I5—OREREZFETETET, —
OIS —Tld. BE EZRRTB1DICTYRRA Y FORBENMEICRD XY, fcr xlE. StorageGRID
ICELWTZ O ZERDBWVWD. 7IOEIAX—DEARYINICE > TWBRTOHICT AT %—>3>D S3NT
W MIT7 7L ZATERWVWESE. CloudMirror DTS —WRHEETEZEHAHDEFT, XvtE—JIF' TV RKRA
VN OBERIBRECIIHBET IV CRAZEFHITIHNENDH D £ 9 55MIE 'AccessDenied' £7=1d
InvalidAccessKeyld' T¢

Io—ZRTDIDICTY RRAY b ZIRETIHENHDHEIF. ["EEOTRMRERE L Z:8RT
3. StorageGRID IC& > TEHINIEI Y RARA Y MRIEESN. MEDIL TV vILTRERETESC
EHRERINE T, TURKRAY CADESIE. S D120/ —RASKBIESNET,
FiE

1L IVRRAVEEBRLETSS

2. TVRRAY FOFEAR—I T, "B ZHEIRLET,

B MEBIZBLTIVRRI Y FOREEZRELF T,

4 B >ERT AN EBERLET,

MEBRERIPEVIYRRAI Y MILTYIYILTY

StorageGRID IC& D TS b T4 —LP—EXIVRRA Y MDIREIETIE. TV RRAVEDILT V¥
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled ~

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>

<;Repllcatichcnflguratlcnﬂ

StorageGRID BIEEHW T )y RIR—=I v /135U w REEAPI 2FEALTET >
() 7H9 0TSy b T A— LY —EREEMICLTEAENBD £, RE XML DR
ERICIS—HRELBEIE. StorageGRID BEEICERHVEDE LT L,

1 LT —=2a hELKRESNTWVWS C EZEBLE T,

a LU= g RETIESNLL S-S 3 0BSEEI-IA IS Y —IANT Y
ICEBMML £,

ARRDFITIE. LT v PR 12020 ) IC—T2A4T2I LTIV T—FENhET,

b. ATV MR TFRATaZ—2a>NTy MILTUT—rShicC e 2R LFET,
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A ZDNEWATD I MIOWTE LTV —2 3 Y OFREBRENECRD £,

R ER
"I5Y R T A= LY —ERIY KR Y R EERLE T

ARY MBRZRET B

BRI —E X &, 3 DD StorageGRID 725w b7 4#—LTT—EXDS3ED 1 DT,
NTy bOBRIZBICT B L. FBELIAARNY MMIET3EHMZ. AWS Simple
Notification Service ™ (SNS) ZHAR—brTB3TXT4 R —>a VY —ERICXKEFETE
9,

% BAAT BHIC
CTFIURNTHAIIERDT T Y b T +— LT —E XH'StorageGRID BEIEEICL > THEMICTNTLS,
c BHIDY —RELTHEETZNTY FEERLTH T ET,
CARYMBRHIDTRTA X =23V LTERTEIY RRAY AT TICFEL. URNAREShTW
ZRENHDFT,

*HRESNLI—HITIN—FICBLTVWBRENRHD T "dAXTD/NT v FTzldRoot Accessi&ERz &
BLEIT" TNHDMERIE. Tenant Manager ZER L T/N\7wy b ZRETIRICTIL—TFR) > —F T
WENT YRR —DMRBRRELDBHELEINET,

CDRRAIICDWT

AR MNBRERETDE. V—ZANT Y NRDFA TS U FTEELILARY MOIRET B -CITENDE
BRI, AT F—>3a>YI Y RARA Y b LTHERINS Simple Notification Service (SNS) D hEw
JICEEINE T, N7y FOBREBMICT 3ICI1E. BRBERHRE XML ZER L CER T 2H%EHLHD
F9, BHIFRE XML TlE. BT AT %—>3 Y LTARY MBIV RARA > D URN ZFERT 24
EAHDFET,

AR MBRE ZDEREHED—MMIRIBTRICDOVWTIE. AmazonD RF a2 X hEBBL TS
L\, StorageGRID H'S3/N4T vy b DBRIFZEAPIZ EET B 5EICDVWTIE. SIS T T FUr—2 3
VERETEIFIEZBRL TV,

ATz REETHZINT Y bDARY MERNEBEMIC LGS, BHITEHNREDREFEFRICEITINLL
B L TOIFRETNET,
FIiE
1. Y—ZN7ry FOBHNEEMICLES,
o ARY MBHIEBAMCT BHICHNBERBERERTE XML =, S3 B APl TIEEINTWLWBIRBICHKES
TTFAMIFT X TIERLE DS

*XMLZRETBICHTc>TIE TATA =23V bEYIELTARY MBIV RRA2 B
URN ZfEL X9,
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

2. Tenant Manager T. * Storage (S3) *>*Buckets * Z#RL %7,
3 Y—=ZNT Y bOZETEERLET,
NTw EOFEAR—CHRREINE T,
4 FSY R TH—LY—EX> AR MNEM* Z8IRLET,
S [ARY MNEHMZEBMITA*FTvIRYIREAVICLETD,
6. BHRE XML ZTF X bRy I XD T *EEZRE * 2ERLE I,
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Bucket options Bucket access Platform services

Replication Disabled v

Event notifications Disabled ~

Enable the event notification service for an 53 bucket if you want StorageGRID to send notifications about specified
events to a destination Amazon Simple Notification Service [(SNS)

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
® You must have already configured an endpoint for the destination of event notifications.
® You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

<NotificationConfigoration>
<TopicConfiguration>
<Id>»Image-cregteds,/ Id>
wFriters
<5 3Key>
<FilterRule>
<Hamerprefix<;/Hame>
“Waluesimages,/ <,/ Value>
</ FilterBule>
</ 5G3Key>
</Filters

< Toplcssrniaws i ens ius—ecast—1 050340850352 =gwa—topics/Topic>

StorageGRID BIEEN T )Y RYRXR—C v I3 Uy REEAPIZFEHALTETFH >+
THAHIEDT Sy b T7A4—LF—EXZBMLTELHBELRHD £9, FHE XML DR
EFERICIS—HRELIBEIE. StorageGRID BIEEICERVWEDLE LT UL,

1 ARY MBRIPELSKERESNTVWE L ZREELF T,

a. RE XML TRE LB Z NUA—93ERZR/mTRIFZY —ANT Yy FROA T2 T MIHL
TEITLET,
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COFITIE. ZERALTA T FHMERINBZTEICARY FBRIDEESINE T images/
TLI74v7I R

b. F2F 4% —S 3D SNS kv UISEAARES NS L EREL £,

e ¥, TRATa0x—>3> bE WU H AWS Simple Notification Service (SNS) THRIX LI T
WBIBEEIE. BRAHAEEINSA—HICEX—ILERXRETELSICH—EREZRETETE I,

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"1111111111111111111"
bo
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements": {
"x-amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name":"testl",
"ownerIdentity": {
"principalId":"1111111111111111111"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.]jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

TRAT14 R —> 3> ey IICBRDEVHE(E. StorageGRID BFHIDY — X /N7y FHIEL < RFE
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SNTVLWET,

R EIER
"INy ROBRIICDOWTIERRE L £
"S3 RESTAPIZ{EHT 3"

"IV NI ALY —ERIVRRAY b ZERLET"

BREMEY—EXZERATS

BREHREY—EXIE. 3 DD StorageGRID 75 h 74 —LHY—EXDS5ED 1 DT
To COY—EXRZBMICTRE. AT HMER. HIBRES NIz T £HIEFD
XRAT=ZRIATHREHEINTCEEIIC. TRATAXRX—=2aVOREBEA VT VI RICAT
DIV MART—RZXETETEXT,

TR IZ—J v EFRAL TREREEZREL. 71 XA L StorageGRID 5RE XML /N7y MMIBERATE
F9.

BEHRAEY—ERXTIEA T I M AT —EIBRT AT 22— a VICEETNhBZH. FD
() ®WEXMLIE_ X7~ SEHRE xml_ LENET, COREXMLIE. 1> MERESE
BT B1HD _BRIERE xml_ EIFEBED T,

EBRLTKETW'SIIVSAT YT TV r—2a > aRET2HDOF|E RDAXEZ LD StorageGRID
S3 RESTAPI MLIBDFHAIC DWW TIE. UTEBBL TSI,

CINTY ROXET—2BHREZHIRLET
» GET Bucket metadata notification configuration

* PUT Bucket metadata notification configuration @ A< > KT

REEIEHR
"BRBESHEDO XML ZHREL F 3"

"XRAT—RBHICEENTVWER AT M XEZT—42"
"REBEY —EXTERSINS JSON"
"REREY—EXRERETS"

"S3 REST APIZ R 3"

BREREAD XML ZRELET

BRERET—ERIF. RICEENZ—EDIIL—IILZFERLTERELET
<MetadataNotificationConfiguration> XV
</MetadataNotificationConfiguration> X%, FIL—JLIE. JL—ILIRE TIEE
SNfeA TV b LU StorageGRID B'5ZFDA TP T FDX AT —A%EFEET
BTRATA4X—>a>ERELET,
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FTCTOMIFTO IO MNRDTIL T4 Y IRATITAINRIITEET, T RIE WS TL T vy
ADA TV TV FDART—REFXETETET images Z1D2DT AT F—>aAVIl. FLT1 v I ZADD
ATV MDA RZT—RIZEBMLEY videos BID/ —RICBEBILEFT L 71 v I ADEELTUVSER
TEIFBEWNTIERL, RERIIEEINET, EXIE. TLITavIADBDATZ U MIHTBIL—IL %A
Zﬁ@%&fﬁf‘? test L 74 v I ADPMFWIA Tz FO2BEBDIL—ILTY test2 IFFAIINTUVEE

TAT4 %= avid. BEBEY —E XBIC{ER S N7z StorageGRID T RR-1 > @ URN ZFERL T
BETIVENHDEFT, CNHDI Y RKRA > ME. Elasticsearch 75 X2 EICERINTVWR I VT Y
VR TEBRLET,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

RDFTIC. ARXT—2BHEERE XML OBZZRLE T,

R Bz WA
MetadataNotificationConfiguration X&4%F—A@BHTA TS T METFATaHR— =R
DR—ITY VOEREICERINZIL—ILBOO>YTFHRYT,

1 DU LD Rule BRZ=ZSHET,

JL—IL BELEA YT YIRIIXAZT—2%BMTZHE  [FL,
BH3ATTU b ERETSIL—-ILBOOYTF
Y,

TLT74 v I ADEELTVWBIIL—ILIFIESINZE
ERS

MetadataNotificationConfiguration & ICE N TL)
9,
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B2 B! AZE
ID IL—=ILO—EDHF- RIRY-3

Rule ZRICEENTULE T,

2AF—R2R Status |CI& T Enabled 1 F 7zl T Disabled 1 Z$EE (XL
TEXET, BB >TVWBIL—ILICDWVWTIHIRE
NEITINEFH A

Rule ERICEENTULE T,

TLI7a4vIR TLIT4vIRE—RHTZATSco MMIIL—=ILH 1L
BEATN., TOAZT—RAEE LT T 1 R—
S avICRESNET.

IRNTOATD TV b ZRETBICIE. ZOTLT
1YIREZEELEXT,

Rule BRICEEXENTULE T,

S5 IW=ILDTRT4X%—3>OAVTFHRT, (=4
Rule BRICEENTLE T,
URN AT TV MAET—ADREINDIT AT %— 3L\,

>3 YD URN, XOFONT 1 %2FD
StorageGRID > KRR > b®D URN %Z18E T 34
ENHBDET,

*es3HBHDIL XY M THEIUENRHDFT,

* URNDOKEIC. XZT—EH SN D 1> Ty
TREZATZ. ODEANTEEI BHBENHD X

9 domain-name/myindex/mytypeo

I > RARA> & Tenant Manager £7ci377F > b
EEAPI ZEBLTRELE T, FRIFXRDEED
T3,

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype
*urn:mysite:es:::mydomain/myindex/myty

re

T2 RRA Y MIRE XML Z3XET BHICKRET B
BEDRHBDET, £5LBVE. 404 TS5 —THRE
MERBLET,

Urn |& Destination BRICZENTWVWE T,
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B TINDART—2BHRE XML 2fEA L T, BMED XML Z1ER§ 3 A Az CEE T,

ABTF—HBHNHRE  RE DIRTDOA T bERRICLIERETT

COFITIE. IRTOA TPV bDATI LTI MAZT—RIPELCT AT X —2aVIIEEINET,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws—-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2DDI—ILZEEEC AT —2BHHE

COFITIE. LTV IR ITBRA Tz MDA TV M XEZT—2%EEELEXT /images HY1
DDTATAFZ—=2aAVIIEKBFEIN. LTV IRI—HITBZA Tz MDA TV EXEZF—2H5E
EENET /videos 2BBHDEELRICEKEINE T,

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>

</MetadataNotificationConfiguration>

E e E:
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"S3 RESTAPI%Z T 3"
"XEAT—RBRUCEENTVWE ATV b XEZT—4"
"REHRET—EXTER TN S JSON"
"REREY—ERERETS"
BRGAY—CRERELET

BERET—EXTIE. AT 0 bHMER. HIBR. FIEEFDXET—2 | RTHE
FINBTVIL. TRATAZ =23 >DBRAVTVIRCA TSI M XEZT—2H
EEINET,

EEZBIAY /I
CTFIUNTHIIERDT Ty b T +— LY —E XH'StorageGRID BIEEICE > THEMICTNTWLWS,
CAVTIVIIA VTV I RE[ITZSINT Y FEERLTEEET,

* BREREV—ERXRDTRAT4HR—2a> e LTERTZIVRRAY AT TICIFEEL. URNARES N
TWARELRHBD X,

CHRESNTA—HFITIN—TICBELTVWBRRENRHBD £T "I RXTD/\7 v~ E/zlFRoot AccesstEfR z &
BLET"s TNOSODIERIEZ. Tenant Manager ZfER L TNAT Y b ZHRETBIRICTIL—TFR) > —FT
ENTy RS —DIERBREL D BEBEINE T,

CDRAIICDWVWT

V=2ZNTy IR L TERERET—EXRZRELBE. 772 b 2EREFRIEFT TSI MDXAET
—R | BRI EBHFTRE TPV MERT—EDNT AT FZ—=2a VIV RRA YV MIEEINET, T
TICA TSz MHEENTVBNT Y F TRERET—EXZBMITI . BEFEOA T I MIBETS
XZT—ZBHIEBFNICIFEEINEF A BBEOA TP TV MDAXERT—EADNT AT 42— 3 VOREKR
AVTYIRZEBMEINBESICTBICIE. ATV CEBHIZIRELHD XY,

FIE
1. REREZBMICT BIOICHEBARIT— 2B XML ZTF XA I T« X TEBLE T,

* REMEADKRE XML ICEHT 3IEREBRLTILETE L,

*XMLZRETBICHTc>TIE TATA =23 e LTEERMREIY FRA> D URN ZER L
9,

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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2. Tenant Manager T. * Storage (S3) *>*Buckets * Z#RL %7,
3 Y—=ZNT Y bOZEEERLE T,
NT Y OFER—IHRRINET,
4 TS5y kI xr—LTY—EX>RBREKRE*EEIRLEY
5 [REMEEZEMCTR"FTvIRYIREFVICLET,
6. TEXRRY I RIART—ZBHFREZD AT, *BEEZRE* ZFIRLET,

Bucket options Buchket access Platform services
Replication Disabled “
Event notifications Disabled W
Search integration Bisabled e

Enable the search integration service to send object metadata to a destination search index whenever an abject i created, deleted, orits
matadata or Lags are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
* You musk have already confligured an endpoint for the search integration serviee.
& You must spacify the URN of that endpoint in the search integration configuration XML for the bucket you want to indesx.

Enable search intagration

<MetadacalincificacionConfigurations
LRule>
#5tatustEnabledd/Status>
LPrafixyc/Prefins
#hestination>
<Urnrarn:awWssesius-east-1:111T11T131111] sdemain/mydoma in/myindex/ mytype</Urn>
#/Deatination>
</ Rule>
< /MetadatalotificarionConfigurationy)
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StorageGRID BEEEMN T )y RYX—C v X IFBEAPI ZFERBLTETFHF N T AT Y
(D) FOTSYRTa—LY—EXEEMICLTEUBLNBD £, BE XML OREHICT
S—hRE LB EIE. StorageGRID BEEZICERVWEHELIZT L,

[ BRERET —EXDNELSRESNTVS I EZHRLE T,

a. WE XML TEESNIAZT—2@8MZz NV A—923BUZRmIIA T b2V —INT Y IC
EBIML &I,

ARRDBITIE. N7y MIEMSNEIRNTOFA TPV bHXET—2@HZ U H—LE T,

b. T TV FDARET—REZTZZT ISON RFa XY D TV RRA Y FTHEESNIERA
ITYVIRCEMENC BB LET,

TR
HEIZHL T, ROVWITNDDFAETNT Y FORKRREZEMNICTETEY,

* Storage (S3) > Buckets Z##R L. Enable search integration *F T v IRy I X% F 7ICLE T,

* S3API ZEFEFERA L TUL3EEIE. DELETE Bucket X 25— 4 BHER=ZFERLEX T, S3 9517
R TVr—o g3 %RETEFIEEZBSBL T,

REEIER
"BRERET—EXICDOVWTIERET 3"

"IREREAD XML ZRELF I

"S3 RESTAPIZfER T 3"

"TIYRT ALY —ERIVRRAY M ZERLET"
REMEY—ERATER SN S JSON

INTy N TTRERET—EXEZBMICTDIE. ATV MDART—RFTI2TD
B, B#FH. HIBRATHONBIOIC. JSON REFa X MDBERINTTRT A R2—
IYIVRRAYMIEEEINE T,

RO, F—2BLATP TV bDBEICERINDISONZ/RL TWVWET SGWS/Tagging. txt &, & W
SEAFDNT Y MERINET testo o test NTw MMIN—J 3 VEBINTLWAW D, 2FRALE
9 versionId ¥ HZETT,
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"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1"

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"
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