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# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax

documentation

vm.max _map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr_active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvé4.tcp slow start after idle = 0



# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipvé4.tcp rmem = 4096 524288 8388608
net.ipvd.tcp wmem = 4096 262144 8388608
net.core.netdev max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking

net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc_threshl = 8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipv6.neigh.default.gc threshl = 8192
net.ipvé6.neigh.default.gc thresh2 = 32768
net.ipvé6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router

net.ipv4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts = 1

# Increase the pending connection and accept backlog to handle larger
connection bursts.
net.core.somaxconn=4096

net.ipvé4.tcp max syn backlog=4096
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sudo 1n -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>
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sudo 1In -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping
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You Configure

Linux AL —F 4 VI RTLIE. 1R M=ILFRIET— . FRIEA2—T 1A XDFR Y b7 RE
ICensXYZ AR —T A AEBEMIERLET. 12— T 214 ADT— MRICEFNICESH TS LS
ICRRETNTVR BRI ZUMNMIMBEBRREITHD FHA. HETREIOELATIVEYIHIELL
BETEBZLSIC. ED ensXYZHED StorageGRID %y T —2 (FUw R, B, £330 7>
) ICRIELTWADERETDIHELNHD 9,

C DRIIEHD StorageGRID / —RZRLTVWETH. BEIICOERZS I/ —RDO VM IZERL F
ER

AAYF1DWIERA v FDHZEIF. 1> F—T 14X 10G10G; ICEFRSNTR—FbZ2T7I7ERXE—RL
LTEREL. @74 VLAN ICEEE L 9,

52 : LACP R> KR%&{ER L7 VLAN DIEiX

F2ig. 2y bT—=0A>2—=—T A RADRTA >V ITHESLCERALTVWS Linux T4 A RJEa2a—>3>T
DVLAN 1 VR —T 24 ADERICE T3+ 0 RM#EIH 3 Exmilcc LTWET,

CDHRTICDOVT

B2 TIE ARADORZE VLAN R=IDRF—LZERAL T ERAERRINTORY MJ—IHEHiEZ &8
—DRAEDIANTD/ —RTHEIBFAEICOVTHBLET . CORlIE. AT AZILRZ MIFICEY
LEY

CORZBET BTHIC. BT —REVEZ—ICTVy Ry bI—=0 BEBERXY T—0, V5472 bRy
FO—JRIC3 DO TRy bHHBELFET, TTRy MIERID VLAN (1001, 1002. 1003) LI
HD. LACP RV T >INt bZ>YUR—F (bond0) THRAMIERINET., CDFE. RV RIC
bond0.1001 . bond0.1002 . & & T bond0.1003 M 3 DD VLAN 1 > X —T A XAZREL FT,

BILHRAMED/—R2y D —2IZ84 D VLAN & J Ry FHARBRIGEIE. R RICVLAN 1> X2 —
T4 RZBMLTHRIMIRYEYSTEET (KD bond0.1004 £ RR) o
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ensl23
ens234

ensd56
ens567
ensb78

i
i
:
i
i
i
i
:
| T ens345
i
i
:
i
i
i
i
:
i

bond0.1001

bond0.1002

bond0.1003

FIE

1. StorageGRID % F 7=V DEFIFERTEZ2IRTOYIBXRY NT—0A4 VX —T 24 %8 —0D LACP
RORELTXEDHET,

ITARTORRA DAY RIZEIL%EHT (bond0 RY) ZFEALTLIEE L,

2. CORYRzEET S BTN R ELTERATBVLANT > Z—TJ 1/ XZER L F9," using

the standard VLAN interface naming convention “physdev-name.VLAN IDo

FIE1 £ 2DENENICOVWT. Ry FT—2 D VI DRMAUDKRIFICH BTy PR A v F THEYLHRE
ZIIOBELRHBDEFT, TYPRAYFDR—bH LACP R—rFrRILICEHWLTHRS VI LTERE
L. BEBERIANRTOD VLAN ZFHFa] T 23BN HBD FT,

CDRARZEDXRY D= RAFT—LICERTEZ Y>> TILDA A —T o1 AEBRT 71 ILHR
HEINTWET,

B EE IR
"/etc/network/interfaces MI"

RAMZARL—C%EET S
BRI MITAOYVYIRAML—UR)a—LBBDYETAIRELRAHD FT,
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ERZFIm Y HIC
UFDrEY I T, CORRVZRITIBLDICHVELRIBTRZEAL TEET T,

"ARL—SENT AT RDEH"
") —RIAVTFFOBTEH"

CDRAZICDWT

JOvY « AbL—=2 R a—L (LUN) ZRIAMCEIDETREEF A NL—VBHORZFEALT!
ROEEZRELEY

* BRRAMIBERR) 2—LOE (EDRIAMIBATS/ —FORLZA FITISL TEEB)
" EBRVA-LORRL—=IOATIY (YRTLT—RFLBEF TSI T—4)
* BRY2-LOYAX

RZ MC StorageGRID / — RZBA TR EE. COBRICIMZ. SYIEAR) 2—LIC Linux h5EIDHT
SNk BB ZFERALEFT,

C) INSDRYa—LZN—Ta42aZ>J. T4—IY b IV FIBRBREIDD EH A
R a—LHRA D SRHETETECZHRI BT TAEAE T,

Mrawl ICRDEFHRETNA R « T7AILUIERALABEVWTL TV (/dev/sdb Tt ZIE. ) RUa—LED
D2 MZEERT BRIC. CNE5DT77AILIERA D) T—REIZEDZ ZeHhHD. X7 LOBEY)RIER
HELFYJ, iSCSI LUNYDevice MapperVNILFNRAZFERLTVWEBEIE. TIYILFNRXRIAITR
EERATAICEESTLTLIETL /dev/mapper T4 L2 FU BICSAN M ROJICHBEI L —IA
DRERY N T—ONZADBEENTWVBIFE, £k, PXATLTERINDOY 7 ) VO % TERT S
CHTEEXY /dev/disk/by-path/ Z0Jw I LXT,

Bl

1ls -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sr0
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
../../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl
-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-part2
-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

../../sdb
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 ->
../../sdc
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
../../sdd
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BRIFAVAM—ILTEICEBDET,

N50TOYvIRAML—UR) a—LOFNZNRICHODRTVEFIZEIDH TS L. StorageGRID D&z

TNDA VA= ILRUBEDOA Y TF Y ADFIBHNEEICED £, TNAAIYN—TILFNIARSANZE
FALTHBRX L=V R) a—LADOT7 72 AZRRILT3HFEI1F. ZERTEIEHNTETET alias 7+

—JLRICAAILZET /etc/multipath.conf 774 Jlo

Bl

multipaths {

multipath {
wwid 3600a09800059d6d£f00005df2573¢c2c30
alias docker-storage-volume-hostA

}

multipath ({
wwid 3600a09800059d6df00005df3573¢c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005df4573¢c2c30
alias sgws-adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005df5573¢c2c30
alias sgws-adml-tables

}

multipath {
wwid 3600a09800059d6df00005df6573¢c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573¢c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573¢c2c30

alias sgws-snl-rangedb-0

HUCED, TTOVITNARELTRRENZIA U T7IDER SNET /dev/mapper "X M EDTF
1L I8, BEMIEBOAXA DT F O ZANEBOBRICTOY I AL =R ) a—LOIBENRBE T &
IZ. KOO TV, BN BZ BB ZIEETT XY,
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StorageGRID / — R D#17% & U'Device Mapper< L F /N ZADFERE%Z HR— T 37-0ICHE
AML—=—CZRETDHEIE. EBOEZERLTA VA M—IILTEFET
@ /etc/multipath.conf HERMEINILIRTDHEI b FRAMTHEAT S Docker X kL

— AR a—LHEBBIRITFELTLETV, T T7X%ZFEBL. & Docker A AL —
R)a—LDOLUNDIAVTRCR—7TY FORAMGZEDDLEREIRTUVDT. COHE
THRETHICEHELED,

R TSR

"AML—=TENT =X RADEMH"

"/ —ROAVTFTORITEHR"

Docker A AL —S R a—L%=FBELEFT

Dockerz 1 > A =)L BH]IC. DockerR hL—R) a—LEx 74—y LT IS
NIV NTBIREARHD XY /var/lib/dockero

CDRAZICDWVWT

DockerR b L—U R a—AICO—AHIA ML= FEHTBZFET. 2RI MNN—FTo2avil+an
BRAR—ZAHWHZD5EIFE. UTOFIEZ XA Fy FTEFXT /var/libe

FIE
1. Docker A RL—UR) a—LICT 7AWV AT LAZERLE T,

sudo mkfs.ext4 docker-storage-volume-device

2. Docker A RL—URYa—LEYTDVRLET,

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker
3. Jetc/fstab | docker -storage-volume-device DT> 1) ZEBML £95

CHUCED RRFDOUT—=FRICA ML =R a— LA EBNICEYT Y FENET,

Docker #z1 > XA k—JL 93

StorageGRID ¥ X5 L%, Docker A>T FDESF L LT Linux ETERITEINE

9, StorageGRID - > X b—JL 9 BHiIC. Docker Z1 > X M—ILTZHREHRHD X
ER

Flig
1. FALTWVWS Lnux T4 ARJE2—>3 > OFBICHE>T Docker 21 A R—=JLLE T,
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@ Docker D' Linux 7«4 A R E2a—> 3 VICEENTULARWEEIE. Docker D Web 1 k
AT O0—-RTEET,

2802 D20 OI Y REFETLT. Docker hERMEIN. EFSNI 2R LET,

sudo systemctl enable docker

sudo systemctl start docker

B DAYV REANLT. BEHR/N—3 20D Docker A1 YR h—)LEN=C & &#HEL T,

sudo docker version

II2AT7 Y —NON=23VIF 1 MO UETHIHBELDD T,

B
"RARZ R L—VERET 3"

StorageGRID RA M —EXZA1 VXA M—=I)LT DB

StorageGRID 'R X b —EX%Z A1 > X b—)LF BICIF. StorageGRID @ DEB /\vw 7 —
CEERLET,

CDRRAIICDWT

MUTFOFIETIE. DEBNY T —IDERAMF—ERZA VA M—ILTE2HEZHALEFT, Flew 12X
F—ILT7—AATICEENTVBAPT UIRI MU X BT —4%ZfERALT. DEBN\y 77— %2 E—FTA

VAR=ILTBRIEHTETET, FALTVWS Linux AXL—T 1 YT AT LD APT URI MUICEET S
FlEZERLTLIEE L,

Flig
1. StorageGRID ® DEB N\ —J%#@EADHRRA MIOAE—92Hh. HEXANL—JICETET,

fezIE ICRBLEY /tmp T4 LI b ROFIETIAYY ROBIZFERTEET,

2. RIRZAMZroot 7H Y bEfld sudo #ERZFOFHI Y hTOFA> L. KOOV REZETLE
ER

HAVAR—ILTBZHEDHD XY images N T —PZRANI. BEY service Ny Tr—T2%B,
N T—=2PNDTa LY MUICEERELTZBEIE timp a2 Uy o L. EALENARICIGELTOT VR
ZZBELEY,

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

12



sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

StorageGRID N7 —2 %A VX h—JLF3ICIE. Python 2.7 B4 > A h—J)LETNTW3
(D MEBHHDEXJ, o sudo dpkg --install /tmp/storagegrid-webscale-
images-version-SHA.deb 5T 7§25 F CAV Y RIFKML £,
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