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b. EEOIMIEININTWVWBE T LI MIICBEILET, ANTZATUR cd
/var/local/audit/export/

C. grep ZfEA L T Object Lost (OLST) BEEXvE—J%MHLET, ANNTSIT R grep
OLST audit file name

d XwtE—JICE&FNTVLWD UUID OfEZXELE T,

>Admin: # grep OLST audit.log

2020-02-12T719:18:54.780426

[AUDT: [CBID(UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM (UI64) :1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32) :12448208] [A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

S. AL XY objectByUUID AV Y REMA L THANF (UUID) THID IV hEERL. T—&ICY
RIDBHZIHESH%=HETTET,

a. Telnet T localhost 1402 |C#E#i L T LDR OY Y —IJLICT7 7L AL F T,

b. A779¢353<> K /proc/OBRP/ObjectByUUID UUID value

CDRIDFITIE. #FEDOA T TI MTT UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311
IZIF2DDGFAARRENT

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {
"CSIZ (Plaintext object size)": "5242880",



"SHSH (Supplementary Plaintext hash)": "MD5D
0xBAC2A2617C1DFFTESS59AT76731E6GEAFSE",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLIN\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

2BBDHITIE. ZIEELIA TP T FTT UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUID D H 1z MR L. WY LAEZERITLE T,
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(D CoFEoTR—MOLTH. FEZALYH— MCBRLADE T,

FliE
1. BB/ —ROEBEBEOI T, 7TV MEETIAREMDOH BB HEELE T,
a. gy r/—KricOv1>L %9,
LRDODIYY FZANILET, ssh admin@grid node IP
i [CEBEINTWBNAT—REASILET Passwords.txt 771 Lo
iii. xDAY > REAFILTrootiCIDEZ £9, su -

V. [ICEEE SN TUVWABNRT—RZANLET Passwords.txt 771J)Lo root LTOY 1> 3
Eo 7OV T DS EDDERT ST 1 4o
b. EEOJ/HEAINTVWE T LI MIICBEILE T, cd /var/local/audit/export/

C. grepzERALTZREBELET EROAREUNHZA TV MIBEE[MTONTUVIEEAYyE—
D"HATFAILSEELER T, ANNTBIXY YK grep uuid-valueaudit file name >

output file name

Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about lost object.txt

d. grep ZFRALT. COHEHIT 7ILH5 Location Lost (LLST) BEEXvE—I%HHLET. A
$19%30X > R grep LLST output_file name

B

Admin: # grep LLST messages about lost objects.txt
LLSTEEX v =R Y TN Xy =D DESICBD ET,

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP(FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG4) :
1581535134379225] [ATYP (FC32) : LLST] [ANID (UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UIG4) :7086871083190743409]]

€ LLST Xyt —2TPCLD 74 —JLRENOID 71 —ILRZEERLE T,

PCLD OfElx. RELTWBL TV — ATz FAE—ADT 14 RITLDREHRINRT
9o NOID OfElF. ATz bOAE—DEFETDHEMDH S LDRD./—RID TY,
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T2 CDFADROD SIIBERIE. TPV 2RI NTTEZHBENHDFT,

a. ZOLDR./ — RIDICEHE[MITSENTWE R ML —Y/ —R%3EL 9, Grid Manager T. * support *
>*Tools * > * Grid topology * ZZEIRL £9, Xic. *_7—&E>&— _*>* X+L—Y/—R
_*>*LDR*] ZEIRLZXT,

LDRY—E X® ./ — RIDIZ. [Node Information]7— 7 JLICKRTRENEzT, CDLDR%ZHRX ML TL)
BZARL—=/—RHBEONBZET. BAML—2/—ROBHRERELE T,
2 BEBEXyE—VTEESNTWVWER N —J /= RIZA TPV MHEETIHESHZERLE T,
a gy R/ —RiIcOg1>LET,
L ROATY RZANILEFT, ssh admin@grid node IP
i. [ICEEEEINTVWBNZAT—RZANLET Passwords.txt 771 )l
iii. DAY REASIL TrooticIDEXFF, su -
V. (ICEEEEINTWVWE/NZAT—REANILEFT Passwords.txt 771 Lo

root LCOJA>T2E. OV EDBDSELDET T 1 4
b. AT TV MDD T 7AILNADFETEIDNESHEERLE T,
FITST IV bDT7AILINRICIE. LLSTEEX vE—J0 PCLD OEXERL £,

ez RDESICADLET,

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6"'

C) ARV RTIE ATz F 77 IUNREEIC—FEF| AR THA. %X FE%=ITIT
—7LEY,

" ATV FONIDRODSBRVEE. FT2x MEkbn, COFIE ZFEALTIUI T
TBILIITEEEA. TVZALYR=-MIBBULEDE I,

" ATV CNRBROD o GZEIF. ROFIEICEAF T, ROoN oA TPz I b%
StorageGRID ICJ A 7 TE X,

B AT U MNIBRON2FFEIF. TP % StorageGRID IZU X R T7LET,

aFLAML=2/—RD5 ATV T 71ILOFEEZZEL T StorageGRID TEIETE 3 &
SICLFET. ANNTSIXY YK chown ldr-user:bycast 'file path of object'

b. Telnet T localhost 1402 |C#E#H L C. LDR OV —IJLICT7 2R LFET, ANTBITYVK telnet
0 1402

C. ANI9T5AXY>V K cd /proc/STOR

d AF19%37 > K Object Found 'file path of object’

eI RDESICADLET,



Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tN6"

ZHITLET object\ Found AXVRIE. JUYRIZATO I bOGARZEBHILE T, £ 7
IT74TRIM RIS =D rD)AH—EN. RUS—DIEEICRK> TGEMDOAE—PMER SN E T,

ATITH MHRROD LR FL—U ) — KBF TSV DBER. 4251 Y OEE
DRFL—U ) —RICATOT Y b EIE—TEET, IY 51 YOI RL—J )~k
(D) ®warlocalirangeds 71 L& RUIcA TS T4 MERELET, RIC, BIE ZRITL

¥ Object\ Found ANV RZFEAL. 7TV MADT7AILNRZIBEL X
ED

" ATV P ZA T TERVGEIR. ZFITLET Object\_Found ARV FAKRHML F
To TUZAIYR=-KMIBBLEDE LI,

* A7 b StorageGRID ICIEEICU X M7 INBEIF. B EEZI 2 X vE—IHRRE
nE9, fl:

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

ROFIBICEAFT T,

4 F T U bH'StorageGRID ICIEFIC R R 7 EINFIBEIE. FTLWSFAAMERINTWVWS e =R L
9,

a AN935IY>K cd /proc/OBRP

b. AZJ$ %< >R ObjectByUUID UUID value

RDFE. UUID 926026C4-00A4-449B-AC72-BCCA72DD1311 DA T U M 2 DDIFANH S
CERLTVWET,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~

BCCA72DD1311

{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
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"META": {
"BASE (Protocol metadata)": {

"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFSE",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17

.880569"

.934425"



a. LDRIOAVY—=IDIBSHAIVTIRLET, ANTBIATUR exit

5. BIE/—RH 5. BEBEOVEZRRELTIDA TSI h%E ORLMEB XA v E—STEL. BEBICKHLET

BERZATHAVILERE (ILM) IC&>TCAE—PEEINTWVWBRZ CE2EELE T,
a gy R/ —RiICOg14>L%E 9,

L RDIYY RZANILET, ssh admin@grid node IP

i [CEBEINTVWBNRAT—REASILEXT Passwords.txt 771 Lo

ii. DAY READIL CrooticIDEZ X, su -

V. [CEEEINTWVWB/INRAT—REZAHNLEFT Passwords.txt 771 )L, root& LTOTA>T 3
E. AV EDDSZEDHLDET $IKT L 4

b. EEOJHRIMMINTVWET A LI MIICBBILEX T, cd /var/local/audit/export/
C.grep ZfEALT. #7200 MIBEMITONTWVWBREEXyE—JZ AT 7ILICHEBELF T,
AJIT35IX 2K grep uuid-valueaudit file name > output file name

Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages about restored object.txt

d grep AL T. COHHI T 7ILH5 Object Rules Met (ORLM) BEEX wvtE—I %t L £
Jo AJITSIX K grep ORLM output file name

Bl

Admin: # grep ORLM messages about restored object.txt

M{TFiE. ORLM BEEX v tE—2DfITY,

[AUDT: [CBID(UI64) :0x38186FES3E3C49A5] [RULE (CSTR) : "Make 2 Copies™"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) :ORLM] [ATIM(UI64) : 15633982306
69]

[ATID(UIG64) :15494889725796157557] [ANID(UI32) :13100453] [AMID (FC32) :BCMS] ]

a BEAEXYytE—ITLOCS 71— ILFZEELFT,
CDT«4—JLRDCLDIDfEIF. AT xo bAE—DMESNTc/ —RID &R a2—LID T,

COXytE—JiF ILMAERTIN. 220472z bOAE—DI Uy RRD 2 DOIGFRICIER TS
nicCezmLTVWETY,

11



6. WBRA TV MEREF TSIV MDAV Z)EYMLET" ZIUYILET,

BRATOz O MR EBEA Tz O MDA R )Y RL
=3r)

StorageGRID )Z?A%Eﬁ’kb\ SREINTCIRTOEERA T 7 MHERICKDN
TWBZ Y. FLIFER LT I—LTHBD _EZMHERTET /-5, Lost Objects BEDE
Zz0ICUtEYy hTEFT,

EXZ R T 01
* ZfEHA L T Grid Manager ([CH 1 > A1 > §23REBAHD X "HR—FETNTWLWS Web 75T
*RBEDT IV RERNMBETT,
CDRRIIZDOWVWT
Lost Objects HI > RIFRDEBESHDR—IHh5 )2y FTEFET,
* *HR—k *>*Tools * > * Grid Topology * > * _ Site_ *>* _Storage Node_* >* LDR * > * Data Store * > *
Overview * > * Main *
. *-'j-/—ﬁ_l‘ *>*\\/_)L*>*7‘U‘yI\\\I\/—J—:D\)‘*>*_-|j-,r I‘_*>*_X|\[/_>“/_F_*>*DDS*>*
T—RART*>*BE*>* X1+
NS5DOFIEIX. ldr>*Data Store* R—ISHh65AhT U EEULY N TE3HEZRLTVWET,

FIE
1L HR=—b*>*Y=)L*>*JUy R bROD* ZZRLE T,

2. BEFIZLOST 7S —LBRELTVWBRRA ML=/ —RICDWVWT. M*Site*>* X bL—Y/—FK
__*>*LDR * > * Data Store * > * Configuration * | Z3ZRL £7,

3. I'*Lost Objects Count* ZUtzw b1 Z&ERLE T,

Overview Alarms Reports | Configuration |

fvtain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes .

4 [EEOERNZIVvILET,

Lost Objects BMEHD 0 ICU £y TN, *Objects lost* 7T — & LOST 7S —LHRBRINET, TNn
ICIERH DB e HD£T,

S MEBICIHRL T BRATP IV M ERET S 7O TEBAINLAREEDLH B, £DMOEEREDE

12
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Z)EY hTEET,

O]

. [Site>*Storage Node*>*|dr*>*erasure Coding*>*Configuration*] ZZER L £ 7,

I Reset Reads Failure Count | ¥ [ Reset Corrupt Copies Detected Count | Z#3ERL X7,
C[EEDERNZIVvILFET,

d. [_;__'U"f k_*>* XkL—Y+ /—RK _*>*LDR*>* Verification * > * Configuration * ] %#:3&R L £

e. [ Reset Missing Objects Count | (REFA T2z FED UL v ) KU T Reset Corrupt Objects
Count] (A IV DUt Y ) ZFERLET

L RBESNA T U MR BETH D C EHHEELIZEIE. *[Delete Quarantined Objects]* %z :ER L £
ER

o
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