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StorageGRID dashboard actions |
~  You have 4 notifications: 1 @ 3 A
Overview Performance Storage ILM Nodes

Health status @ Data space usage breakdown @ Lt

2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License

Data Center 1 0% T79.21 KB 1.247TB

Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1

0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid

Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
v
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StorageGRID dashboard

Clone active dashboard
~  You have 4 notifications: 1 @ 3 A ’ "
Manage dashboards

Overview Performance Storage ILM Nodes
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Configure dashboard
Crawrviaw ' Performance . SEorage . L . Hodea . + Add tab
Tab name
Overview

Select cards |

5 M L M L XL
Health status g Data space usage breakdown @ e
3.50 ME [0%) of 3.09 TB used overall
License
1 Sitename S Data storage usage o Usedspace 2% Total space &
Data Center 1 0% LTIMB 1.247T8H
[rata Center 2 0% 521.11 KB 926.62 GB
Beina Data Center 0% 790.21 KB 526,62 GB
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Nodes

View the list and status of sites and grid nodes.

O\ Total node count: 12
~
Name 2 Type = Objectdataused @ 2+  Object metadataused @ % CPUusage @ =
StorageGRID Webscale Deployment Grid 0% 0%
A DC1 Site 0% 0%
€ bcrapmL Primary Admin Node 6%
@ oci-ArRC1 Archive Node 1%
Ay DC1-GL Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-S3 Storage Node 0% 0% 4%
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NYC-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaa8-9c7a-4901-8074-47054aa06ae6
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth( (Grid Network)

Show additional IP addresses w
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cwmrpsyy @ BRI BEETS Uy RICEESNTOE A, EXIE. /—
KRR/ — R EDY—E XBEZICS vy RS SNt J—RAY T— hATHB. VT L
ITDT VT L— RETHBBEDERNEISNET, 1 OULEDTS— FATF 51 TIohio
TOWBELEMLBD 7,

cpegs @ —rAYUY RICERIATLET,
* *StorageUsed * : AL —2/ —FDdHo

°*QObjectdata* : AL =Y/ —RTHEATNTWVWSR ATV b TF—RIEHRATRERETHFAR—X
DEE,

° *Object metadata* : AL —Y/ —RTHEAINTWVWER AT LI M AXET—RICERATEREET
ZAR—ZDEIE,

YT TTN=T3arr I J—RIZAVA—=)LENTLS StorageGRID D/XN—2 3 >,

CCHAILN—T* (BB —R&T—brOzA/—RDHe /—RDXY ST—DA2RZ—T 4 IHNA
TRAZEVTATIL—TICEENTVBIEE. BLUVEDA 2V EZ—T A AN TSAIVA>EZ—T
AADESHDRREINET,

* *ipaddresses* : /—R®DIP 7 KL X, Show additional IP addresses * =2 ) w2 LT. /—F® IPv4
BELUVIPV6O FRLREAVA—T A ADIVE>Y T ZRRILET,

7Z7—Fhk

[Overview]Z 7 D[Alerts]Z 7> 3 Villd. BRRSINEFT "CO/ —RIREFZELTVWE 77— FT. U1
LY MESNTWAEWT Z— R 75— hAZERT I . ZOMOFMHEHERINZIXUGENRTIN
9,



Alerts

Alert name & Severity @ 2 Time triggered & Current values

Low installed node memory [4
o Critical 11 hours ago (7] Total RAM size: 8.37 GB
The amount of installed memory on a node is low.

DT Z—hHEENET "/ — FOEHIRFE"
[N—ROzT7]142T2RRLET

Hardware 2 71l &/ —R®D CPURBAXREXEVFERE. BLVOT7 T4 7V RIC
BEd3EMD/N\N— R T 7IBRARTIEINT T,

IARTD./—RD Hardware (/\—ROx7) THBRRINET,

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
SH% 100%
30%
75%
25%
20% 50%
15% '| L
25%
v A e
5% 0%
14:00 14:10 14:20 14:30 14:40 1450 1400 1410 14:20 14:30 14:40 14:50
= Hilization (%) = Used (%)

RIOEARZRTTZICIF. I 7FLIBISTOLICHZ A FO—-ILOWVWTIhHZERLE T, 1 B 1
BH. 18[. X1 HAOHBEOBRERTTEE T, v ARZLOMERZREL T. BROHEHEZ
BEITBHEHTETET,

CPUMARE X EEAXROFMZHERTBICIE. B FTICA—VIZEHbEXT,



Memory Usage &

100.00%

2020-05-20 14:08:00

75.00% == sed (%1 44.70%

Used: 11.30 GB

50.00% Cached: 6.55GB
- BUffers: 14256 MB

25.00% = Freg: 7.2B8GB

= Total Memory: 2528 GB

0%
13:50 14:00 1410 14:20 14:30 14:40
== {[ged (%)

J=RBTTISAT VR —RDFEIF. TTIATVAN—RITT7ICET 35 EERESCEI/>a>d
RLEINET,

~

TSATVRA ML=/ —RICEAT3EHRERTLET

J—=RR=JZIF. BT TSAT7VRAL =S/ —ROY—EROBEME, IRTOIVYEa—Fa V>
I TARITNA R, BELORYy b T—=20 )Y —RICETRERPIREINE T, XTI, A L= N\—
Roxr7, AbAO—Z77—LOTT7DODN=3> ZYbIT—DU)Y =R, Ry cIT—DA42032—T x4
AHRREINET, XY LT—=UT7RLR, BLUVT—H2DEZE,

FIg
1. J—RR—=IJT, 7TS5AT7VRRAMN L= —REZBIRLE T,
2. T*#IE* ) %=&RLFT,
Overview % 7 ® Node information 27> a Iid' / — RDO%&ET ' 24 7D #FRELARY ' / — ROl
BREHRHARTINEITIPTZRLADYY XA MZIE. ROELSICETRLADA VA —T 14 REGHEENE
ER
c*eth* 1 J)wRRy D=0, BEBEXYNIT—U, £EIFA4T7 bRy NT—D,

c*HIC* 1 T FSATYAD 10, 25. F£7=1Z 100GbE OYER—rD 1 Do THEDR—ERY
T4 >4 LT, StorageGRID DT Uy KRRy hT—2 (eth0) £IFAT7> Ry cT—2 (eth2
) ICHERITEERY,

cr*mtc* TV TSATYALEDYIE1GE R—FD 1 D0 1 DULEDMTIC AV EZ—T A ADNRYT

4> ENT. StorageGRID By hT—0 14242 —T 114X (ethl) DEHINTVWET, T
— R R —DEMERO—HILICEFETI-0HIC. o MTC 4 > &2 —T 1414 R =—BMICERT
FXI,
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

1Dz f0890e03-4c72-401f-3292-245511a38e51

Connection state: & connected

Storage used: Object data ™ @
Object metadata 5% @

Software version 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth (Grid Network)

Hide additional IP addresses A

Interface & IP address &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mitc2 169.254.0.1

Alerts

Alert name 2 Severity Q =2 Time triggered % Current values

ILM placement unachievable [

© Major 2hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

=l
4

Overview (MIE) #TDAlerts (75—Fbk) T avilid. /—ROT7OT14THBT7S5— bHKR7
nxJ,

B TTIAT YV ADFHMIBERERRT BICI1E. [ *Hardware * | Z3&RL £9,
a. CPU Utilization & T Memory ®J' 5 7 T. —EHI®D CPU BLXUXEVFEBREDEEZHELF
T BIOEIRIERTT BICIE. T 7FRIEIST70LEICHZ > bO-ILOVWTNHAERIRL £

T 1HE. 1H. 18E. Fid1 hBOHEDBHRERTTEET, . hAZLDOEREZR
ELT. BROHEFEZEETHILHTEXT,
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15% 1
25%
e
5% 0%
14:00 14:10 14:20 14:30 14:40 14:50 1400 14:10 1420 14:30 14:40 14:50
- Lltilization (%) = Used (%)

b. FIcX2O—-ILT. P7F7SATP7YADAVR—Y hDRERTLET, CORICIE. 7T547
YADETFIVEG. A hO—5%. DUTIILES. PPRLA EAVR—XVFDRT—RRAKBY
DBFWHAESENTUVET,

@ Compute Controller BMC IP . Compute hardware %2 ¥ D—&8D 7 1 —JL Rid. D
BEF DT IZAT7 VR L TOARREINE T,

AL=22z)T70aVR—Y EIRERY TILIDRBICEENTVWIHREIEF. 75347V
T—7IDOTOEBDT—TILICRREINET,



StorageGRID Appliance \f
Appliance model: @ SG5660 j;
Storage controller name: @ StorageGRID-5GA-Labll i
Storage controller A management IP: @ 10.224,2.192 g‘;.
Storage controller WWID: @ 600a098000a4a707000000005e8ed5fd 3
Storage appliance chassis serial number: @ 1142FG000135 E
Storage controller firmware version: @ 08.40.60.01 3}
Storage hardware: @ Nominal ||| j{
i
Storage controller failed drive count: @ o} ||| }
Storage controller A: @ Nominal il f
-]
&
Storage controller power supply A: @ Nominal ||| P
!

Storage controller power supply B: @ Nominal ||l

Storage data drive type: @ NL-SAS HDD
Storage data drive size: @ 2,00TE i
Storage RAID mode: @ RAIDG E
3
Storage connectivity: @ Nominal 1
Overall power supply: @ Mominal ||. i}
Compute controller serial number: @ SV54365519 Ii
N
Compute controller CPU temperature: @ Nominal ||| ¥
Compute controller chassis temperature: @ Nominal | I 1 %
3
J
|
;
Storage shelves l
Shelf chassis serial 3
I

S Shelfp @ = Shelf status @ = IOMstatus @ % ¢
number @ {
{
SN SV13304553 0 Nominal N/A i
i
< E
b

Appliance 7—7I)LD 7 1« —)L K EiBA

TISATADETIL SANtricity OSICRR I NS Z DStorageGRID 7 7514 7V ADET
ILES,

AhL=oa>rO0-34 SANTtricity OSICR R I N3 Z DStorageGRID 7 754 7 > AD%
Blo

AhL—=oa>rO-ZADEE XAL—2a0O-FALOEEBER—F1DIP7RLAZDIP
IP & ARL—COREE NS TN a—Ta4 2093728
IZSANtricity OSICT7 7 29 3BICERL £,
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14

Appliance T— 7LD T 1+ —JL R

GG

L= FO0-5SBOEE X LL—2aO2MO—5BLEOBER—M1DIP7RLAZODIP

IP

AL—=22>b0O0—7 WWID

AML=2F7FSATVRDY v
2D ) T7INES

AL =222 bO0-50D7T7 7—
LT T7N=23>

AML=IN—=FKDxT7T

A=y bO—-SOBEER
SATH

AbL—=Ta>b0O0-FA

AL =2 b+0O0—-58B

AbL—=SF—=2RSATDRA
7

3. AL—COMEZ NS TN a—TFT1 2T T30
ICSANTtricity OSIC 7 72 X T2 RICERL £,

—EOTTSATVAETILICIE. A=Y FO—SBOEEH
TNTULEHEA

SANtricity OSICKRRENZ X kL —2 > O—F DWorld-Wide
Identifier,

’
‘s

TVISATADY v —2 D) 7 ILES,

CDFPTSATVRAORA L= b O—FEDT77—L0 7D
/\\_93 \/o

ZhL=20YbO—5N=RITT7DLEWNRIT—2

X, SANtricity System Manager "5 XA L — N— ROz 7DEZFE
BOXRT—RADREINTIHBE. StorageGRID ¥ X T LD 5HIR
HFINEFJ,

27 —2ZH TNeeds Attention] DIFEIF. F 9 SANtricity OS% fi
BLTRhL=—>Oa>bO—-5%HEEELET, X, AYEa—T+
A RO—JICETR3 7S —LDMUIC AW e 2R LE T,

RESRETRVWR S 1T D,

A=Y bO-FADRT—RX

ARL—=JaYbO—F5BODRT—RA—8DT TSATVRET
JLICIE. R L= hO—SBAMBEINTULEEA

£ AbL—=22bO0-S0BFREADIT—H R,

£ AML=2aYrO-SDOEREEB DRXT—H X,

TISATYRARNDRSATDEA S HDD (N\—R RS+ )
¥SSD (VYUY RRTF—FRZA4D) BE,



Appliance T— 7LD T 1+ —JL R

AbL=STF=2RSA4TOHA
z

A kL— RAD £E—R
2 kL — s
BREBLMA

aAvEa—FT«q>rareO—3
BMC IP

IYEBa—F7a4>J31>b0-—7
DI TINES

AYEa—FT4>YJIN—FDx7

> bhO—50 CPURE%HE
LExd

> bhbO—Sov—C0OBE%RST
BLEY

A=z TT—=TILDF
SINTIv =0T UTIES

Bz
12DT =2 RS TDERHYA X,
*FE MRS TV T ZFERAT B/ —FOBREIFR. EEALTSRKET

WESTILTDT—ERSATOHA I KHDIC. BHEHRS
ATHAXES T TICE>TERBEERHD T,

TISAT U RHREESNTLS RAID E— kK,
A kL= EHDRE,
TISATVADIRTDEFEEDAT—R X,

AYEa—TFT+ >3 O—7KHD Baseboard Management
Controller (BMC ; R—XX/AR—REEI> O—3F) R—rDIP 7
FLZ, COIPZFRALTBMC A >&2—7 x4 UKL, 77
AT VAN R T72ERELUVEHL Y,

CDT+4—ILRIF BMCZHEL TWERWT T4 7V XETILIC
MLTRERINEEA-

IYEa—FT+4>J2>bO0-502 ) T7ILES,

aAVEa—FT4>JA A= N\N—RITT7DRAT—RR, TD7T
«4—=ILRIE. AYEa—F14>YIN—=—RITT7ERANL—=SN\—RD
T T7HRERESNTUVWEWVWT IS4 7V RETILICH L TIERR S
nExt Ao

AYEa—T4>J2>b0O—50 CPUDBRERT—RZ,

AYEa—FTo I bO—SDBRBEXT—H R,

Bz
A=z 7ov =D ) 7ILES,
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AL=22 LT TF—=TILDF

>x)L7 1D

SIINTRT—RR

IOM DX FT—4& R

FZ1720v k

F—BRSAT

[[shelf_data_drive_size] ] T—%

FSATDH1X

*ywiaRs47J

FrvPaRIATHAX

BEAT—H

B
A L= o)L T OBIEHRIF

*99 ! XhL—varbO-5> L7
* 0 ! YIRS TILT
‘1 28BDIR>TILT
o JE D YRS T )L TIE SG6060 ICDHBERINE T,

AbL=U2 )T DEFRNBRRIT—R R,

RS TILTDABAES 2a—I)L (IOM) DRT—R R, kRS T
LT TRWEEIZNA,

ARL=Y )V 7DEBREEDEENBIT—3R 2,

APL=22 ) LT7ORAT—DRT—8 R, NAIZ. 2 TILTICR
A7 —HMEHINTLRWES,

AbL=22 TV TDART 7 2 DEENBIAT—H X,

ZARL=JYTIILT7ADR ST ROy b DEL

A=Y TILTHD. T—RAL—JICERATNZ R4 T70
o

A=Y TILTAD A DDT—RESATDRMY A X

A=z THDF vy a2 LTERATNE RS1 T O

ZARL—IS T TATRNDF vy a RS TOYA X, HEH.
FryLaRS1TOYAXETRTAL TS,

ARL=YTILTDRERT—R o

a gRTDRAT—RZN 'Nominal | THBZ L ZMHERLET,

2T—=RZH TR THWSEIF. WEDT7S— %R L £9, SANtricity System Manager %
BLT. INSDN—FRI L T7DED—PZHERITEI_LHTELT, P7TTATVADRBE XY
TFHUADOFIEEZESRL T 2T,

By FT—JDOBHRERTIBICE. T*R2ybT—0* ) ZFRLE T,

Network Traffic 7 5 7ICI1&. 2y N T—I S T4 v IL2EOYTIUHARTRINE T,



1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 kb/s
500 kb/s
450 Kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 10:55 11:00 11:06

== Received Sent

a XY hNI—=JAR—T A REIIa>z2HEBLET,

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

etho 00:50:56:A7:66:75 10 Gigabit Full Off Up

RDFEXIC. Network Interfaces T— 7 ILD * Speed * | DE%GEH L I-EEZFERLT. 7TS514T7 >R
EF®D10/25GbE %y b D=0 R—= DT IOFT4T I NV IT7YvTE—RELACP E—RDEBE5%(E
BI3LSICRESNTULSh ZHITLE T,

() coRofiE 420U INTATERINTNGC LEMRE LTLET,

J>o€—FR RoT4>VJE—FR &4 @ HIC HBEINBZT) R
) >2%FE (hicl . DSAT7 Ry D
hic2. hic3. hica) —7FE (eth0.

eth2)

T —k LACP 25 100
EE (Fixed ) LACP 25 50
EE (Fixed) FTOF1TINwIT7w 25 25

-7
T —k LACP 10. 40
EE (Fixed) LACP 10. 20
EE (Fixed) TOTF«4 71 Nwo 7w 10 10.

Vi
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Eﬂ
nn
HD
7

[}

=5
ZERLTLIEE W,

b. Ty hT—U8&E1 €U/ a>zmBLET,

Receive 7— )L & Transmit T— 7 ILICIZ. &Ry T —J TEZE

LUV EOMDEREA M) v IDRRTINET,

LTLEETW"RYy D=0V %58FET 5" 10/ 25GbER—

b DERTEDEFMHICDWLWTIE.

8

SNTNA MEENT v B

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l. 0 1k 24,032 1h 0 1l o 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =%
etho 3.64GB 1k 18,494,381 1l 0 1h 0 il 0 1k o il

S5. [*Storage* | ZFEIRT B &, ATV T —REFATS TV MAERT—RIFERINTWVWE AL
—JDEIE. BLUTARITNAR, R)a—L, 7TV X MTPICEATRBEHRNT S TICRTE
nxJ,

Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30

50.00%
= Used (%) 0.00%
25.00% Used:; 17112 kB
= Replicated data: 171,12 kB
i 4 = Erasure-coded data: 0B
= 1430 aan T 14ae=iciak 310.81 GB

= |lsed (%)

18



https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html
https://docs.netapp.com/ja-jp/storagegrid-117/installconfig/configuring-network-links.html

Storage Used - Object Metadata @

100.00%
75.00%
2020-08-04 14:58:00

S0.00%
= Used {%): 0.00%
— Lised: 539.45 kB
e Alloweid: 132 TB
= Actual reserved: 300TB

0%

14:50 15:00 15:10 15220 15:30 15:40
== ||zed (%)

. FICR2O0-LLT. R a—LEATS TV PR MTPICERAIEERIA ML —CRERRTLE
ER

BT 14 2 DWorldwide Nameld. SANtricity 0S (7 754 7Y ADX b L—T Oy bO—S ICHEHKE
TINTWVWBRBEBY 7 bhUx7) TEEDR) 2a—L7ONT1 E LTRREINS AR 12— LDWorld-
Wide Identifier (WWID) ¥R T3,

RVa—LITYERAYMMIEBET BT 1 R DHAWMD L EZAHDFETEREZHBIRTED LS

IC. Disk Devices 7— 7LD * Name * FICRRINBABTORIDEBS (DX D, sdc_sd,sde) H
Volumes 7—7JL® * Device * FNRRENZMBE—HLTWVWBR e ZHERLET,
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE il Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Sie @ = AvaHzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
o000 107.32 G 9644 GE 1l 12460 KB 1l o bytes 1l 0.00% Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

TISATVADER )/ — RS —hUxA/—FICEAT2EREZRTLET

J—RR=JICIF. B/ —RFIZTF—bIx14/—RELTERINZ R —ERT7TISAT72RADY—
EXDBEMEIARTOOAYEa—FTa VI TARITNARA, LUy bT—=0 1Y —XICET BIER
HRRINET, XEU, ARL=IN—=KRIxT7 XYy bhT—=0V)Y =R Xy IT—=0A4 2 —=TxA
2. XY RIT=UF7RLRABHBRRTEET, T—4EEXZELEFT,

FiE

1. Nodes R—=J T, 7TSAT7VROERB ) —RERETISAT7VRAOT— b xA/—FZBRLF
ER

2. T*BE > ZBRLET,
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Overview % 7 @ Node information 2> a Il / — RO 2441 7'ID' EFRERE ' /— KD
BEBEBRHIPRRISNEITIP ZTRLIDU X MMIIE RDESICETRLADA V=T 14 RADEEN
£9,

cradlb*BLV *adli* : BERY N I—D AR —TTARATTITATINYIT YT ROT
4 VO PMER TN TVLWARABERICRTEINE T

c*eth* : Uy RRYy cI—0, BEBRYNIT—D, £EIVZA4T7> by D=2,

C*HIC* [ T SSATAD 10, 25, F7lX 100GbE DYIER—bD 1D, TNHEDAR—bERY
T4 %2 LT, StorageGRID DF 1w R%Zy kT —2 (eth0) U477 Ry bT—72 (eth2
) ICERITEERY,

cr*mtc* (T TTATVALEDYIR1GDE R—FD 1D, 1 DU EDOMTC A >R —T 414 ADRT
47 ENT, BBy, I—I4>2—T 214X (ethl) DMERINTVWET, T—2E>2—D
BMEAO—HDILICER T3S O MTC A > 2—TJ 114 A =—BNICERTEX,

10-224-6-199-ADM1 (Primary Admin Node) &2 y

Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Node information @

MName 10-224-6-199-ADM1

Type: Primary Admin Node

D: Gfdc1830-cada-4493-acdd-T2ed317d35fb
Conrection state: 0 Connected
Software version: 11.6.0 (build 20210928.1321 66ETeed)

P addresses: 172.16.6.199 - eth0 (Grid Metwork)

10.224.6.199 - ethl (Admin Network)

47.47.7.241 - eth2 [Client Network)

Hide additional IP addresses A

A~
Interface ¥ P address

eth2 (Client Network) AT.47.7.241

eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0

eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0

hicl A47.47.7.241

hic2 A7.47.7.241

hic3 A7.47.7.241

Overview (MIE) #TD Alerts (7>—FF) Eo>avilid. /—ROT709 74 TRT75—EHRRT
nxd,

3. TISAT IV ADFHMIERERT T BICIE. T *Hardware * | Z3&IRL 9

a. CPU Utilization & T Memory ®J 57 T. —EHIE®D CPU BLUXEVFEREDEEZHEELF
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I HIDHAREZRTIBICIE. IS T7FLEZIZT7D0LICHZ I O-IILOVWTNDZERLET
o 1R, 1B, 1:8BB. 1 WAOHBEDBRERTTEET, . DAZLOERZRE
LT. BROEFEZEET S LHTEXT,

Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
5% | m
2.50% WWV U WU \] U\M l UU\N UU\I U\/UWU 2
0% 0%
17:20  17:30 17:40 1750 1800 1810 17:20 17:30 1740  17:50 1800 1810
== Utilization (%) = Used (%)

b. FIcRuO—ILT. 7FXSAT7YROAVER— bDORERTLET, CORICIE. ETFTILE.
SYFTIINES, A O—ZT77—LI7x7DON—=23 > FEAVER—X VMDA T—RRABEDIE
WS ENTLED,

StorageGRID Appliance

Appliance model: @ SG100

Storage controller failed drive count: @ 1] il
Storage data drive type: @ 55D

Storage data drive size: @ 960.20 GB

Storage RAID mode: @ RAID1 [healthy]
Storage connectivity: @ MNominal

Overall power supply: @ Mominal |||
Compute controller EMCIP: @ 10.60.8.38
Compute controller serial number: g 372038000093
Compute hardware: @ Mominal |||
Compute controller CPU temperature: @ Mominal |||
Compute controller chassis temperature: @ Nominal ||.
Compute controller power supply A @ Mominal | | I
Compute controller power supply B: @ MNominal |Il




Appliance 7—7I)LD 7 1« —)L K EiBA
TISATADETIL Z @ StorageGRID 7 7514 7V ADETILES,

L= bO0—-S0BEER REBRRETEVR ST,

S1 7

ARL=UF=BRSATDEA TTSATYARDRSATDEA T, HDD (N—=R RS54 7)
7 ¥SSD (VYUY RRTF—hRZAT) ¥,
§hb—§?—&ﬁa47®ﬂ4 1 2DF—=E RS TDRMY 1 X

A ~L—Y RAID £—R 775472 RDRAID E— K,

EREBLMH TTSATYADTRTDEREBOXT—4 R,

AYEa—FT+a>7a>b0—7 AYEa—7T+ 73> bO—3AD Baseboard Management

BMC IP Controller (BMC ; R—XXAR—REEI>+O—7F) R—rDIP 7
RLZ, COIPEFALTBMC A4 —J T+ RUE KL, 77
SATVAN—RO T T72ERBLIUVEMTZI N TETET,

CDT74—=ILRIF. BMCEZEEHLTWAWFTISA 7Y XETILIC
WLTIERRSINEH Ao

aAvBa—Fo>JaArb0—> AYEa—FTa>72>rO0—-S02)7ILES,
O TINES

AYEa—FT«a4>IN—Rox7 AVEa—FT«4>F7A>rO0—5N\—RITITT7DIXT—R X,

JI>hO-5DCPUREZHAE AYEa—T4>/2>bO—5DCPUDRERXT—R R,
LET

AV RA—5Yv—20BREZ IVEa—FT Y/ O—SDREXT—H X,
BLET
a gRTHRT—RZXH [Nominal | THB L ZMBLET,
RT—RZH TR THRWERIZ. REDT 5 — FZHERLEY,
4 By bT—UDBRERTIBICIE. T*RybT—0* ) ZBRLET,

Network Traffic 75 712, XY R T—O S T4 v ILEODYIIDBARREINET,
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1 hour

650 Kb/'s

600 kb/'s

550 kb/'s

500 kb/s

450 kb/s

10:10 10:15 10:20

== Received Sent

10:25

1day

1 week 1 month
Network traffic @
10:30 10:35 10:40 10:45

Custom

10:50 10:55

11:00 11:06

a XY hNI—=JAR—T A REIIa>z2HEBLET,

Network interfaces
Name @ 2  Hardwareaddress @ = Speed @ Duplex @ =  Auto-negotiation @ =2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:T1:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:80 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full Oon Up
hic4 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

RDRDEY ET—=0 A2 BZ—=T 1A ADEKRD T *Speed * | F|DEZFERLT. 7S5 T7VRE
D4 DD 40/100GbE Ry 8T —=UR— DT IO T4 T I NI T v TFTE—RELACP E—FDLH
SZEFERTALSICRESTNTVSINZHERL TLIZE L,

CDERDEIE.

®
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TS~ K

EE (Fixed)

EE ( Fixed )

THU— b

EE ( Fixed )

EE (Fixed)

RyT4YJE—F

LACP

LACP

TITA4TIINYITT Y
7

LACP

LACP

TIOTA4TIINvIT Y

N

b. Ty bT—U8&fE €I a2 ZRBLET,

@4 D HIC
) > 2&E (hicl.
hic2. hic3. hic4)

100

100

100

40

40

40

HBESINDTUY R
ISATY Ry D
— O &E (eth0.
eth2)

400

200

100

160

80

40

RESLUVEET—TIICIE. &Ry FT—ITERESNINA MENT v ML BX VDM
DREEIVEEA NI Y IRRTEINE T,

Network communication
Receive
Interface @ =+ Data @ = Packets @ = Errors @ %  Dropped @ = Frameoverruns @ = Frames @ =
ethd 2.89GB 1l 19,421,503 1lh 0 1k 24,032 1k 0 b 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ =2 Collisions @ = Carrier @ =
etho 3.64GB ik 18,494,381 il o 1l 0 1l 0 1l o il

S H—ER TISATVREDT AR « TNAREELUVR) 2—LICEBTZBHRERTIBICE. T

Storage * | ZERL X9,
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DO-REF-DC1-GW1 (Gateway Node) & X

Overview Hardware Network Storage Load balancer Tasks
Disk devices
Name @ = World Wide Name & = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) N/ 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s
Volumes

Mountpoint @ =  Device @

1p

Status @ =  Size @

TS

Available @ 2=  Writecachestatus @ 2

-

/ croot Online 21.00 GB 1473GB 1h Unknown
fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown
BB R

"SG100 & U SG1000 H—ERXRT7FZ14 7V X"
[RybT—5 ] 2TERRLET

Network Z JICld. /—R. Y1 k. FRIEFETVYREODIRTORY N T—014 R
—JIARATRERZENIERYNTI—I ST v IDRT ST TRRINE T,

Yy bT=0RTIE IRTD/—F, YA b BLUVT VY RF2BFICHLTRRIEINE T,

RO ZRTTBICIF. V7 7FLIFITSTOLICHZ A FO—-ILOWVWTIhHZERLE T, 1 B 1
B. 18[. £E1 HAOHEORBRERTTEET, Flew ARZLOMERZREL T. BROHEHEZ
BETHIEDHTETET,

/—FOBE &/ —FOYERY b T—TR—MIEITBZBHRERY b T =042 F—T 11 ADRICKTR

ThEJ. Ry bT—=IBEFET—TILICIE. &/ —FOXZENIBOFME. RS N\DSHRESNIEESD
D UANKRTEINE T,
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DC1-S2 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks

1 hour 1 day 1 week 1 month Custarm

Mcawork traffic @

E50 kbis
£00 kbi's
S50 kb's
B kb/s
450 kbs:
1005 1010 10:15 1020 1626 1030 1033 A0 143 05 1655 11:60

== Received == Ser

Network interfaces

Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =

ethi 00:50:56:4T:E8:1D 10 Gigabit Full Off Up

Metwork communication

Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =
ethi 30468 1ls 20403428 1l o ik 24,899 il, | o ih
Transmit
intarface @ = pata & = Packet: @ = Errors @ = Dropped @ = Collisions @ = carrier @ =
ethi 36568 1l 19,061.847 1l, o ik | | [ |
BTG

"y T —OEBRENT AT REERLEY"

Storage (AL —2) #7%RRLET

AhL—=227TICE ARL—2 O AN EOMD R ML —PEERRTEINE T,
ARL=2RTE IRTO/ — R EF A b BLUVT VY REFICHLTRRINE T,

Storage Used 7' 5 7
A= /=R BHA b BLUVT VY REEDNNRTHBZHEIF. ATV MT—REA T U b

X AT — 2 T—EHRIC D> THERASNTVE A FL—VOBERT IS TN ML —UE T ICRFSNE
¥
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7y 7Y L— RRPUMRER Y, /— KBS Uy RICERSNTORVEEE. BEDE
() pEBTEBLA. B FELUTY Y FOBTHENSBRASNBEABD ET. /— Ki
51y KICBEHSNLS, BHRET S F TR,

DC1-S1 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - ohject metadata i@

100% 100%

75% 75%

50% 50%

25% 25%

0% 0%

1530 1540 1550 16:00 16:10 16:20 15:30 15:40 15:50 16:00 16:10 16:20

— sed (%) = Used (%)

TARITNAR, R)a—L, BLUVATZ I MIT—TINZBHLET

IRTD/ —RHBPFRTHZHEE. /—REDT 1 RITNAREAR) 2a—LOFANKRTIINET, X b
L—/ —RDiHAE. Object Stores T—TILICE A L =R a—LDBHRHOIRTIINE T,

28



Disk devices
Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled
Object stores
cé = size @ = Avaiable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health @ =
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs
EPEAE

"AEL-UREZER"
JUy R/ —RZ2VT—=hrT3ICF. RRI2T=FERALET

Task Z T TIE " BRLIc/ — FZ2BEFBTEEIIRTOD/ —FRD[XRT | ZTHEK
TENEJ,

TEEZBAIA Y BHIC
* ZfERA L T Grid Manager ([CH 1> > LET "UR— SN TWVWS Web 757"
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* Maintenance Z7-|3 Root 77t RtEBENNETT,
s OEYIZVINRTL—XZRELE T,

CDRRAIICDWT
[ZRV 127 %2FEALT. /—RZVIT—=FTEXY, 7TSA4T7 R/ —RDIHEIE. Task X T %=FERAL
T TTIIATUVREZAXA YT FIVRE—RICTBRECHTEEXT,

*Task #THh BT )y R/ —KREYT—rdB8. =4 v /=K Treboot AX Y RAEITEINE T,
J—=REDVI—=FTBE. /=Ry Yy IV LTHBEFHLET, IRTOY—EINEENICER
INE9,

A=/ —REDVT—=RTBBEIF. ROSITEELTLESIL,

° ILM JL—)LICEX D ;A HEIEIC Dual commit BMEE I NTWBIHE. £7id)L—)L T Balanced H'8E
TNTVWT, BEBRIRTOIOE—ZIEBICERTE A WEEIE. StorageGRID (7= ICEXDIAF
NcATO I b2 EEBICACLYLI D2 DO ML=/ —RICOZI Y RLTHEDS ILM %5E
LET. 1 201 FTEBDINL—/—RZEYT—rF3E, U= RIFIhEDATS
TV MITOERTETRVEENRHD T,

cARL=S/—=ROUT=FrRHEIARTDA TSI MITIERATEDRLSICTAICIE. /—FR%E
)T =T3RS A RTOATS U FOBDIAHZER 1 BRIELEL F T,

CUYIOREOEERPIAML—2OY FO—ZORER Y. FHEDFIEZEITT S 7-®HIC StorageGRID 77
TSATVADRA YT TV ZAE—RADYIDBIDNREICRZBEDHD £9, FIEICOWVWTIE. =80
LTLIETW' T ISATUREXYTFVAE—RICLETS

@ FNIC. StorageGRID P FSA TV REX YT TV RAE—RICT R . PFTZA4T7 2 RIC
DE—FT7IECRXTEIHRLRBRBZICHHBD FT,

Fig
1. [*nodes (/—R) 1=BIRLET

2. )T=r$3T )y R/ —RzBERLET,
3. &RV * (Tasks*) 1R T=HEIRLFT,

Overview Hardware Network Storage Objects ILM Tasks

Reboot

Reboots the node.

Maintenance mode

Places the appliance's compute controller into maintenance mode. Maintenance mode

30
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4. [Reboot] Z3ERL £,
RBOS A TOY Ry I ADNERSNET

Reboot node SGA-labl1 X

Reboot shuts down and restarts a node, based on where the node isinstalled:

& Rebooting a VMware node reboots the virtual machine.
# Rebooting a Linux node reboots the container,
* Rebooting a StorageGRID Appliance node reboots the compute controller.

Attention: When the primary Admin Node is rebooted, your browser's connection to StorageGRID will be lost tempararily.

If you are ready to reboot this node, enter the provisioning passphrase and select DK

Provisioning passphrase

sessssee (O]

@ TSARVER/ —RZz)T—bg3L. H—EXDELARIZT > TH L Grid Manager D
BHEN—EICKRONE e Z S E 3R A 1 7O Ry I ANKRREINEF T,

S. 7OEY 3=y I NRTL—XZANL. T*OKJ ZZFRLFT,

6. /—RHARIT—FrTRFETHEET,
H—EXADND vy bV TBETICREANIDBZBEDHD T,
J—RDUT—=FrRE /=R *R=DDEAICTL—DT > (Administratively Down ) hFRRIN
F9. IRNTOY—EXDBURABINT/ —RFAERICT )y RIZERINZ ., T/—F* ] R=D

ICIRERBRIXT—EZINRTEN (/—RROEQICT A AVHRREINARWY) ( PI—bDTIT17
TIFBWVWI L, BLV/ = FRT Uy FICEBISNTVS ZENRINE T,

[P0 1 R2TZRRLET

[Tz b 1271013 ICET BBHRMARTENET "S3" H XU "Swift" EXDIAHE
B raid it LERDRERTI,
BARL—U/ =R YA b BEVTUY RRAEQT TSI FETHRFSNET, AL—U/— R

PRRTHIHEIF TTPTT MR XET 20T VPN I I 502 RIRECET 3BHRORTIN
9,
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DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
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NetApp-SGA-108 (Storage Node)

Overview Hardware Network Storage Objects ILM Events Tasks SANtricity System Manager

Use SANTtricity System Manager to monitor and manage the hardware components in this storage appliance. From SANtricity System Manager. you can review hardware diagnostic and
environmental information as well as issues related to the drives.

Note: Many features and operations within SANtricity Storage Manager do not apply to your StorageGRID appliance. To avoid issues, always follow the hardware installation and
maintenance instructions for your appliance model

Open SANfricity System Manager (4 in a new browser tab.

=  SANtricity® System Manager StorageGRID-NetApp- Preferences | Help ~ | admin | LogOut fim
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Data space usage breakdown
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DASHBOARD

e 8 ‘ Nodes

Cumeng View the list and status of sites and grid nodes.
Resolved
. Q\ Total node count: 14
Silences
Rules
Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
Email setup
I NODES | StorageGRID Deployment Grid 0% 0%

HENAS ~ DataCenter 1 Site 0% 0%
LM

& DC1-ADML Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SINTOME 9 DC1-G1 Gateway Node 10%

& ocis1 Storage Node 0% 0% 29%

TNy RE BEDT—REVZ—HA b BTV Y R/ —FZBRL, "Xy hT—0*XT%E
RLET,

CDXYRT—=OCZTav DT ZTICE JVy FeEk T—2E28—H1 b B/ —FDxX
YhID=ObS3T10 v DBENRTEINE T,

1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kbfs
550 Kb/'s
500 kb/s
450 Kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55 11:00 11:05

== Received Sent

a JUy R/ —REBRLBEE. R—S0 T* Ry hI—J(Y8—TI(R*) €723V ET
Z7D—)LL¥_§_O

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

etho 00:50:56:A7:66:75 10 Gigabit Full Off Up

b. 1)y R/ —KHBBHEE. FICRIO-LLTR=—YD T Fy hI—UBE* ) £0>aV%
BRBLET,
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RESLUEET—TIICIE. ERY FT—ITERESNINA FMRENT v b BT EOM
DREEIVEEXA MY IDRRTEINETT,

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l. 0 1k 24,032 1h 0 1l o 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1k 0 1h 0 1l 0 1k o il

3. b T4 v IRERI)S—ICEEMITONIEA M) Y IZFERALT. XYy bT—O 5Ty IZ2EBERL
9,

a. * configuration * > * Network * > * traffic classification * &R L £ 9,
[Traffic Classification Policies] R—UHRREIN. BIEOR) > —HT7—TILICU I REINE T,

Traffic Classification Policies

Traffic classification policies can be used to identify nedtwoark fraffic for metrics reporting and opfional traffic limiting.

|+ Create || # Edit| | % Remove | | i Metrics |

Name Description 1D
ERP Traffic Conirol Manage ERFP trafiic into the grid cd9aibc7-pB5e-4208-D6I8-TedarYe2csTd
*  Fabric Pools Monitor Fabric Pools 223b0chb-6968-4646-b32d-7665bddc294b

Displaving 2 trafiic classification policies.

a RUS—ICBEMITOENTWVWEARY NT—J1BIE%ZRTJ T T7EFRRT BICIE. AU —DERICH
BATOa RV EEIRL. [*Metrics] 22w LET,

b. 7S5 7%BERELT. RUS—ICEEMITONTWVWERRY N IT—I ST v I %IBELET,
FS 70w oRERIS—DRYENT—D ST v I %FIRTBELSICHKTTTNTVWBRIESIX. b

714w IDHRESNZEEZAML. RIS —DRZ—IZ2H\mL LEEITEIDNESHZHILE T, B
R "BEICHLT. B3I T0 v IR —ZR/BLET

ESEdE:
TRy bT—=0 BTERERLET

"/ — FOERUREZERLE T
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* Root Accesst&[R & 7cld Tenant AccountstERRDMHE T J o
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[Tenants]R—JCIE. BEDIARTDTF Y R THU Y FOEKXRBRIPRRIEINE T,

FIE
1. T*tenants* | ZFEIRL XS
2. [Tenant]R—JIIRREINZBHREEZLF T,
BT TV FDERBEHBEIR—R, J+—R2FBEXR, I1—R. 7Tz bMIDKRREINET, 77

YV RICO A —EAPHREINTULARLIES. Quota Utilization 7« —JL R ¥ Quota 71 —JLRICIZFRZ v a
RRRINET (1) ,

EREHAR—ZADMEIFHEEET T, CNSOEEMEIF. BRDAAHDEAIVT. 2y b
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Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

Export to CSV Search tenants by name or IC O\ Displaying 5 results

Name @ = Logicalspaceused @ =  Quotautilization @ = Quota @ = Objectcount €@ =  Signin/Copy URL @
Tenant 01 2.00GB 10% 20.00G8B 100 -] I_|:|
Tenant 02 85.00 GB 858 100.00 GB 500 4 [0
Tenant 03 500.00 TB 50% 1.00FB 10,000 <1 0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —)] |_D
Tenant 05 5.00GB 500 4] 0

3 MEILHL T, YA YA YUV IRBRLTTF YN TAUVY MBI YAV LET 3] [T 21V
URL®D OE— (Sign In/Copy URL) FIICKRREINET,

4. REICISEL T, [URLOOE—]) VI EERLTCT Y DY A VA UR—=JSOURLEZ OAE—LET I_|:|[
4 >4 >/ URLOIE— (Sign In/Copy URL) BICRREINET,

S. MEICIEL T MCSVICZT IV RR— M EBIRL TZRTRBLUVIIRAR—FLET .csv IRTDTF Y
b DERRRDEZZIT T 71 o

ZRHDMREIT BN ZHRTDIA Y E-—IDNRREINET .csv 771

DARE .csv 77 IUIRDFDKSICHEDFT,
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iTenant 1D

112659822378459233654
53(9&5823411254?8536&5
103521145586975586321
§425136598?569885632
{36521587546689565123

Display Name Space Used (Bytes) Quota utilization (%)

Tenant 01
Tenant 02
Tenant 03
Tenant 04
Tenant 05

2000000000
85000000000
60500000000

4750000000

5000000000

10
85
20
95
Infinity

Quota (Bytes)

20000000000
110000000
150000
140000000

Object Count

100 53
500 53
10000 53
50000 S3
500 53

Protocol

ZEACCEDTEEXRY .csv IT7MIINZRTLY RS =R FUT—2aVIlREFETZCCH. LT
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Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%
Protocol: S3 Logical space used: 85.00 GB
Object count: 500 Quota: 100.00 GB
m | Edit | Actions. w

Space breakdown Allowed features

Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

o 25% 50% 5% 100%

bucket-0l @ bucket0z @ bucket03

Bucket details

Q Displaying 3 results
Name @ 3 Region @ 2% Spaceused @ % Objectcount @ %
bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50

R=D EERDT 2 FOBMBEZEELE I,

FHR—CDOIDEIT VI THY MDA TP b U+ —2ERR, ERBHREINR—
A I A—BDRERE. T2 FOBEBRIRTEINE T,
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CDTZTICE. TTYRDITRTOSINT Y b (FESwit AV TF) ODAR—EHEBEDOSEHRT
TNnX9,

CDTFYMIUF—EZDRESINTVBBEIE. 74— XOERBABRECEKDBENTF A NTERR
SNET (B: 85.00 GB of 100 GB used) o ZA—ZADERESNTLVAWER. TV DU +—
RUIIEFIPRT. TFXMIIIMERBEADAR—R (ffl: 85.00 GB used) o B TIF. ENTY LF
XAV TFDIA—2DBNEETRLET. TFYMRA ML =20 3—2% 1% LU EHDD 1GB LU L
BLIEHZEIE. 74— 2DMARECBBRBREN T S TICRREINET,

BOST7ICh—VIilzabtEde. BN\T7y bEFIAVTFTEASNBZA ML —DZHERTEE T,
LEIAR—ZAEITRAVMMIA=VILZEOEBR L. BDDRA ML =204 —2ZHRTETE Y,




Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining (15%).

M bucket-01: 40.00 GB

0 25% 50% 5% 100%

bucket0l @ bucket0z @ bucket-03

Y+~ REREINBOREBESVTED, BEICL>THBET 5 LABD E
To TLERIE. TFHY DU A —2%EBZ3HE. StorageGRID T+ b AT o
FOT Y TO—REMALEE SO 4 — 2% F Ty o L, HLUBRDABGEESL &
() 9. 772U, StorageGRID Th. ¥ #— 2 EMBBLINE S HELIT BHEIC. BEDT
Y FO— RO XFEESNEE Ao 4TI FHUIRSNIIRAE, & 4 —RERE
PEHESINS ETF > MH—BHICH LWL TV LY hET Yy TO— RTEB BB
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T DU A—2FBXRIE. TF > bH StorageGRID (C7y FO—RLEATZ oI b

@ T—ROMBE GEYAX) ZRLFET. 74— 2FARIE. ChoDoFT2oz o E
KUVEFDART—ADAE—%BINT 2 T-DICFERATNZ AR—X WEH1X) KL
TWEHA.

™ Tenant quota usage high*] 75— RIL—ILZBMCT D . TFY DI +—2%EH
@ BLTLWAHESHZERTETET, BMITRE. TFY DI +—2D 90% HMERE
NEEEZICCDTS— MR MIA—CNET, FIBICOWTIE. ZBRBLTLKIZEWVW" TS

— ML=l ZiRE"S

4. 27T, [Bucket details (/N hDFFM) *"EREELE T,
RORKIC, TFHERDSINT Y b (FFESwitA>T7F) ZRLET. FRABAAR—XIE. Ny bk
FFAVTFTFROF TSIV T—2DHMBETY, COEIE. ILM AE—C ATV MXEZT—4&
ICBEBRRARL—ZAR—ZAZRLTVWBDITTIEHD £E A,

S WMEIZH LT, l*ExporttoCSV* ] ZFERL. EN\7 Y bELFOAVTFOFEREDEEIL .csv 7
7AW ERRILTIVAR—FLET,

@ 42 OS3TF+>Y FDARRA .csv 77 IIERDBIOLSICHED T,

Tenant 1D Bucket Mame Space Used (Bytes)  Number of Objects

64796966429033923647 bucket-01 838717711 14
64796966429038923647 bucket-02 21747507 11
647969664290338923647 bucket-03 15254070 3

ZHCCENTEEXT .csv T7 AN ZRTLY RO— T TVTr—2 a3 |lZETZCH. BEMET
FRAITZEHTETET,
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ALERRLET, ZBBLTLKIEETVW'THF R T7AD YV R ERELEZF I TNSDOREOVITNHEE
B9 230EBLH D55,

7. 77> ~IZ* Use grid federation connection 1&fRH 4 2 3HE 1&. HEIZIE L T Grid federation *X 7' 7% iR
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You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Upload verification file Actions 2arch O\ Displaying 1 connection
Connection name = Remote hostname @ 2 Connection status @ =
@ Grid1-Grid2 10.96.130.76 & Connected

64



https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-overview.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-create-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/grid-federation-manage-connection.html

B MERIHZDT VY REDITRTOTFY R T7HOY MCET3ERBERERTT SICIE. [Permitted
tenants]*X JZERL £

CDRTTIE. ROBFERITTETET,

C"FFRICNTWVWBRET T Y FOFHER—CZRRLET
° BEHMOFMR—2ZRRLET, 2BRLTKLETVWEHEDERZRTLET,
cHATNTVWET TV hEEERLET "HEREZHIFRLES

c Uy REAL TV =2 avICIS—HRUWHAESHZHEL. RBOI>—HH235EI1FIUVTL
F9, ZBRLKETVW IV RTIzTL—23 VIS 2T TINoa—T42095"%

G T’Id fEde ratIO n I8 Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants

Remove permission ‘ Clearerror Q Displaying one result
Tenantname = Connection name < Connection status @ = Remote grid hostname @ = Lasterror @ =
@ Tenant A Grid 1-Grid 2 Q Connected 10.96.130.76 Check for errors
g 7‘||]
- —
BEDERZRTLEY

BEDT )Y RT7I7L—> 3 VEROFHERTTE X,

FIE
1. [Grid Federation] R— TWINHA DR T % ERL. T—TILHhSEFRREEIRLET,

BEROFHER—ITIE. ROBEERITTIET,
cO—NILELIVIE—FDRI b R— b BRAT—F B, ERICETZ3ERNLBIT—%
AfBEHRERTLET,
° NDEREFERLEY "RE. T EIEHIFR

2. BEOEHERT LTV L E I Permitted Tenants]* X 7 ZBIRT 3 . ZOEHTHAIINTVET
> MMCEYRFENRTIEINE T,

CDRTTIE. ROBFERITTETET,

c AT INTVWBETT > FOFHER—SERRTLET"
o T b OMEREEIR L E T BT ERLET,

e JAORTUY RLFUTr—2a3aYvI5—HR0HESHhzRRL. RBOIS—%Z2JUT7LFET. %=
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Grid 1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: Q Connected
Permitted tenants Certificates
Remove permission | | Clear error aarck Q,

Displaying ane result

Tenantname = Last error 9 =

© Tenant A Check for errors

- BEDOERZRTL TVEHEIE. FIRAEIZTZ2EBRL T COERTIRATLAICE>TERSNIY

—N\FEAEC IS4 T7 > MEAEERTLF T,
CDRTTIE. ROBIEZRITTEEY,
c "ERGIAZE T O0—7T—>3a > L &I

° B EY RIAAEARTELIIFA TV OO—RI3H. SAAEPEME O —9 3I1Z1E. * Server £7=1d
Client*ZERL £ 9,
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certifi

Server Client

Download certificate Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:56:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.0002

Expires on: 2024-10-03T19:05:13.0002
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1. [* alerts] * > [* Rules] &KL £,

[Alert Rules] R—IHRREINE T,

Alert Rules B¢ Leam more
Alert rules define which cenditions trigger specific alerts.

You can edit the conditions for default alert rules to better suit your environment. or create custom alert rules that use yeur own conditions for triggering alerts.

<+ Create customrule | # Editrule || % Rem

Name Conditions Type  Status
Appliance battery expired storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"} Biorait | Eniisd
) letaul nabled
The battery in the appliance’s storage controller has expired. Major > 0
Appliance battery failed storagegnd_appliance_component failure{type="REC_FAILED BATTERY"} Default | Enabled
< efaul nabied
The battery in the appliance’s storage controller has failed. Major >0

Appliance tiattery hasinsuficlont lsamed capacily storagegrid_appliance_component failureftype="REC_BATTERY_WARN'}
' | The battery in the appliance’s storage controller has insufficient Default | Enabled

learned capacity. Major > 0

b USSR, AL S L LT storagegrid_appliance._component_failure{lype="REC_BATTERY NEAR_EXPIRATION'}

The battery in the appliance’s storage controller is nearing Default | Enabled
i Major =0
expiration.
Appliance battery removed storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"} Default | Enabled
efault | Enables
The battery in the appliance’s storage controller is missing Major > 0
Appliance battery too hot storagegrid_appliance_component_failure{type="REC_BATTERY_OVERTEMP"} Default | Enabled
=] efault | Enables
The battery in the appliance’s storage controller is overheated. Major >0
Appliance cache backup device failed storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"} Defauli | Enabled
=] efault  Enable
A persistent cache backup device has failed. Major > 0
Appliance cache backup device insufficient capacity storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"} Defauke | Enabled
2 efault | Enables
There is insufficient cache backup device capacity. Major > 0
Appliance cache backup device write-protected storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'} betault | Endbiod
efault  Enables
A cache backup device is write-protected. Major > 0
Appliance cache memory size mismatch storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE MISMATCH'} Default | Enabled
) efault | Enable:
The two controllers in the appliance have different cache sizes. Major >0

Displaying 62 alert rules
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Unigue Name

Description
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(optional)

Conditions ©

Minar

Major
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Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v
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1. [* alerts] * > [* Rules] &R L £ 7,

[Alert Rules] R—IHRREINE T,

2 RETERTS—MIL—ILDSTAREVERBIRLET,
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9o [Unique Name]. #ZE ]. & & U'[Recommended Actions]D 7 « —JL RIZEMICHR>TED . RET S
cKlFTEEE A

Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
4
Recommendad Actions (optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for a StorageGRID node.
See the instructions for your platiorm:

« Whiware instaliation
= Red Hat Enterprise Linux or CentOS instaliation
» Ubuntu or Debian instaliation

Conditions @
Minor
Iajor node_memory_MemTotsl bytes < 24080800020
Critical node_memory_MemTotal_ bytes <= 12800820204

Enter the amount of time a condition must continuously remain in effect before an alert is friggered.

Duration 2 minutes v
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ELTRREINLBLBREETHAFOBENDHD XTI,

EEIE TIAILEDTS—RL—LEENCTE L RHEEINERA. 75— L—
() rEich-oTLEBAR. BARLEERT TS BB ET, WANGIIEN RY
SNBOVEREMED B D £ 7

5. AXRRZLDT Z—FIL—ILDOBEIF. ROBBREVBEBICISCTEHLE T,

() cComBEFIALIFOTS— M- L TIHEETS A,

71—k B
—RD%H] CDIL—ILD—ED%RE. 77— kIL—IL&lE. [Alerts] R—IIKR

TREN. EFA—ILBHOBRICHEDET, 75— FIL—ILD%EH]
I3 1~64 XFETIEETIT X,

B HEELTLVIREOHE, #BIE X, 75— MR—JUBLVE X—)L
BHICRREINZT7S— b X yvtE—ITd, 75— MIL—ILDERA
. 1~128 XFTHEETET XY,

e

&
ik

N30 AE REBICIGLT. COT7S— MR H—CNI-e FICRTTIHRES
N3 AEZIBELE T, #HBEINZIWUAEEZ T L—>TF X+
(EHI—RFARL) TAALET, 75— MIL—ILO#HREINZ L
FHiEIE. 0~1. 024 XFTIEETETFE T,

#

6. Conditons €273 >T. 1 DUEDT7TS—FEKRELARILD Prometheus XE AT F/IEEFHL X,

@ RELILT 7AIL DT - IL—ILOZRHEZTDEICRIBEIE. BELIZGDOEMH
ICHB 3 DDRZERLET,

Conditions &
Minor
Major node_memory_MemTotal_bytes < 24088086880
Critical node_memory_MemTotal_bytes <= 14000000028

b

BPEDT S — FOEGEET LB, EFNOEGIEASNS FTEENERAIA
() BUCLAEBDET. L—LOVTNDORENREHT SNEFHAT, B NLEN
75— MCRBMENET,

BEARNIF. BE. ROFEATHEELE T,
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[metric] [operator] [value]

ROXFHICHRIZHB D FEAD, I—FA Y 2—T A X TR 1TTERINET, HBLH 120
ADRBTT,

ROKXTIE. HB/—RICEHINT RAM DBFEH 24, 000, 000. 000 /N1 bk (24GB) K& TH
BBRICTI— DRI A-CNZET,

node memory MemTotal bytes < 24000000000

7. [* Duration* (BRI *) 1 74— RIS, 75— b MUH—INBZ X TICRGEHDBRENICEN TH I
ELH2EEEASIL. BEOHEAMAEZERLET,

KD true ICB ST EEICT LT S— 2 bUA=TFBITIE. T*0* 1 EANLET, —HFHRKR
TT75— bR MUA—ThBWVWELSICTBICIE. COEZAEL

TIAILMIEENDTT,
8. [1R7Z (Save) |%&FERLZE T,
FIANRDTS— k- L—LERELIBAIE [R1 7] ASLIC Default L RRSNFTF T+

IWRFERIFHDREZLOT S—IL—ILZEHIC LT-HEIE. * Status * 51IC * Disabled * E RSN E
ER

75— b IL— L& ik,
TI7FINENFERIEARRZLDT S —MIL—IILOBE | BHOKREZEETETEI,

TEEZBAIA Y BHIIC
* ZfERA L T Grid Manager ([CH A > LET "UR—FENTWVS Web 75T

* Manage alerts % 7z|ZRoot accesst&RHNHNET I,
CDRRIIZDOWVWT
Fo—RMIL=IZENCTDE IL—ILORIEFHESINT . 7I—rErUA—NFEA,

BEIE TIAIL DT S—RIL—ILZENICT B CRFERINEEA. 75— FIL—ILD
(D)  ®hcuoTVaBaR. BEABLRERT TSR BZET. RANGEEA RE S AAL
M B D £

F&E
1. [* alerts] * > [* Rules] &R L £9,

[Alert Rules] R—IHFRREINE T,

2. ENFEIEBMCTAITS—RIL=ILDOSTAREZVEBIRLET,
B [*IL—ILDMRE * ] &Z#RLF T,

EditRule #4700 Ry I ADKRREINET,

A [BUFzv IRy IREFADELIFFTICLT. TOT7S5— MIL—IDBREBHICHE>TVBEHNESH
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ZHERLET,
— ML= Z2EHICT B L. L—IILDOHIFFTHES NG, 75— MIMIA-ThEEA.

@ BEDODT7S—rDT75—RMIL=ILZENNLIZBEIE. 75— MDT7 9T TRHRT7S—F
ELTRRINBLLBIZIETHRFONELHD XY,

5. [1R7F (Save) | %&EZEIRLZET,

o Y X, *RT—ARZX*FIRREINET,
HRARZALDT Z— MIL—ILZHIR
RBEBST2HRBZLDT Z—RIL—=ILIZHIBRTE X9,

TEEZBAIA Y BH0IC
* ZfFERA L T Grid Manager ([CH 1> A LET "UR—FENTWVWS Web 757"

* Manage alerts % 7z{3ZRoot accesst&RHNHNET I,

Flig
1. [* alerts] * > [* Rules] &R L £ 9

[Alert Rules] R— I HRRINE T,
2. BB HRELDTZ—MIL—ILDFIARZVEERLET,
FIAILEDTS—MIL—ILIGHIBRTE EE Ao
3. [*ARZLIL—ILEHIBR* 1 ZBIRLET,
RDRATATRY I ADNKRENET,
4. T*OK*) ZFRLT. 75— FL—ILEHIBRLET,
TI3—bDTIOTATRAVARYADB 115G 10 DURICHEREINE T,

N

S—hEMZEEELET

‘-J

— b SNMP @Rl ZREL XY

7 o — MRAERFIC StorageGRID Hh'5 SNMP @%1% %59 % ICId. StorageGRID SNMP
I—‘/I fzBICL. 1 DUED Sy TEERZRETIVENDHD £,
Grid Manager £7:137'J v REIE APl ® SNMP LY R7R- > kT * configuration * > * Monitoring * > *
SNMPI—Y x> b *F 73> %@EHALT. StorageGRIDSNMP T—2 Y M EBMICLTERETE £
Jo SNMPIT—Y Vb 3D2ON—=3 DO SNMP O R JLETARTHR—FLET,
SNMP T—2 Y bDRREAEICDOVTIE. ZBRBLTLKIETVW'SNMP ICL25ERZFERT 5%

StorageGRID SNMP T— 1 > FDRERIC. XD 2 BEDARY FAR—RDBHERETEE T,
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* FSYTIESNMPI—2 Y ML > TEEFEETNZEH T, BEV AT LICLZERIGEIIHEDHD FE
ho BTV TE PI3—FHRMUA—ENTWVS%RY. StorageGRID NTRISHDEENRELELC L
ZBIEI AT LIBT3 OIERINE T, Ty Tid. SNMPD 3 DDN—23 Y §FARTTHR
- '\én—tb\ijo

CBEBHIE RSy TEBUTVETH, BEIXTLICLZERLENUETT, SNMP T—2 x> MO —TEREF
BRICEREEzRELRD o158, BENEZRET 50\ RABHETEICES S X T, BHZHEX
ELEY. 17 #+—LALIE SNMPv2c KT SNMPV3 THR— TN E T,

Sy TBHMELVA YT +—LBRIE. T AN EELRIEARZLT S — DRV TIHDEKRELANILT K
AH—ENIESTITEEBEEINE T, 75— bD SNMP BRIZELETBICIE. 75— DY ALV RAZRET
BRENBDET, 2BBL T LTV Y I —h@ERZTA LY MET 3%

StorageGRID BIBICEHDEIE/ — RASENTVBRIFEEIE. T3V ER/ — R T75— M@

1. AutoSupport X wt—0 SNMP RSy A YT+ — L. BLUREKD 75— LBHNOBEXEECR
DET, 7TTATVER/ —RHIERATEIAHCRZ L. HOBE/ — RHAS—FNICEBHMIEEINET, &
BELTLIETVWEE/ —REES

FS—hADE X—LBHNERELET
T7o—bFRERICE X—ILBHDXEINZELSICTBICIE. SMTP H—NICET 318
WEIETIVNELRHDF T, Fl-. 75— MBHIOZEEDE X—ILT7RLXEZAN
ERPAE- N DEER

TEEZBAIA Y BHIC
* ZfFERA L T Grid Manager ([CH 1> A LET "UR—EENTWVWS Web 757"

* Manage alerts % 7z|ZRoot accesst&RHNNET I,

CDRAIIZDWVT

TPo2—LETZ—MIMNRDIRATLATH D=0, 77— BRICERINDS EX—ILEREIF. 7T7—LE
H & AutoSupport X vt —JICIFFERINE A 272 L. IRTOBHICEIL E X—ILY—N\%ZFEHTE
£9,

StorageGRID IRIBICEHDEIE/ — RHASFENTVIBRFEIE. TZAIVER/ —RHAT75— M@

1. AutoSupport Xwt—0 SNMP RSy A Y T+ — L. BLUREKD 75— LBHOBLEEXEE R
DET, TTATVER/—RHIERATEIAHCRZ . HOBEE/ — RO S—FNICEBHIEREINET, &
BELTLLIETVWEE ) —REES

Flig
1. [* alerts*>] > [* Email setup*] Z:&RL £ 9

[BEFXA—ILDHBRE | R—IBRRINET,
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Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These seftings are not used for alarm nofifications and AutoSupport See
Managing alerts and alarms in the instructions for monitoring and troubleshooting StorageGRID.

Enable Email Notifications @

2 [EX—ILBRNZBMNCT B Fv IRy IREFVICLT. 77— bDRESNILIWVMEISELZE
FITBREX—IILDXEINZLSICLET,

BEFA—JL (SMTP) H#—/\—. Transport Layer Security (TLS) . BFX—ILT7 KL X, LUV T+
IWEZEooaVhRREINET,

3. BFX—JL (SMTP) H—N—+t4> 3> T. StorageGRID ' SMTP H—N—IZ 7 &+ X9 3 7=
BIERZANDLET,

SMTP ' —NTEERENHELRIBEIF. I—FRENIAT—FOREZIEET 2HELDHD 7,

J4—ILK ANTHATUR

A= )L =N SMTP H—N\DZELEE K X1 >% (FQDN) F£7EIP7RL X,

K=k SMTP 4 —N\AD 7 7t RIZEHRAT 3KR— ko 1~65535 DEFE THE
ETIUNELHD XTI,

A—H% (FF>3Y) SMTP % —N\TRIANMRELRIZEIT. REEICFERTZII—HEEA
ALET,

INZAT—K (AF>3Y) SMTP H —/N\TEEEWHNERIGEIE. TEREET RO D/INRXT—R
EANILET,

Email (SMTP) Server

Mail Server @ 10224 1.250
Port @ 25
Username (optional) @ smtpuser
Password (optional) @& | sosesss

4 [BFA—ILTRLZREI23 2T RMEEBLERBEDEFX—ITRFLRAZANLET,

a. *xfz ?X—)LJ FLZX*IZIE 75— bBHOXERTT FLRE LTERT3EMREFX—IL
TRLRAZEELF T,
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5.

86

5] : storagegrid-alerts@example.com

b. [REE 1€V a>T. BFA—NIRAMIEILEFA—IT RLRAZANTZD. 75— bHEE
LIcEEICEFA-INZRETHIHEN DB I —T—ZANILE T,

TIRATAAVZERLET 27 )vILET,

Email Addresses

Sender Email Address & storagegrid-aleris@example.cam
Recipient 1 & recipient1@example.com x
Recipient2 @ recipient2 @example.com + X

SMTP H—/\ & @D&fE(C Transport Layer Security (TLS ) DRERIFEIE. Transport Layer Security (
TLS) €22 3> T *Require TLS* &R L £ 9,

a. [CASEBAZ *] 7«4 —JLRIC. SMTP H—/N\D#HBICERT 3 CASIEAZE# AN L E T,

COT1—ILRICARZOIE-LTHOMIFZC . "B 2BRLTI 7ML Z#RT B
EHTETE,

BHFRITNER (CA) OIFAZESTCHE—O T 7ML ZIEETANERHDET, COT 71l
ICld. PEM TIYO—REN-R CAGBBZ T 7L SAZEF T — Y DIEECTEZELTEENT
WBREHLHD £,

b. SMTP EX— /LY —/NTEX—LEEEDLRHEADY 717 > MEREZRE T IXLEN DB HEIE. |
ATV MEREZXEBI F T v IRV IR ZFUICLET,

Cl[*UTATYMIRAE*1 74 —JLRIC. SMTPH—NIZEETS PEM TIYd—REINI 54
7 NEBREE AN LE Y,

CDT1—ILRICARZOIE-LTHOMIFZC . B8R 2BRLTI 7ML Z2#RTZC
EHTETETI,

d. [Private Key] 7+ —JLRIC. 251 7> MIRZEOWEREESLTNTOVEVPEM IV I—RT
ABLZEFT,

CDT4—IRICABZIE—LTHD[RIFZI D, T+BR) ZFRLTI 7ML ZERTBC
CHTEEY,

C) EX=ILDEyYy 7y T2 RETINENHZHSIE. MEOT7AVEERLTIOD
T14—ILREEHLET,



Transport Layer Security (TLS)

Require TLS @&

CA Cerificate @

Send Client Cedificate @

Client Cedificate @

Private Key @

-----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMHOPQRSTUNIWKYZ1234567898
-----END CERTIFICATE-----

Erowse

-—---BEGIN CERTIFICATE----—-
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----END CERTIFICATE-----

Browse

-----BEGIN PRIVATE KEY-----
1234567898sbcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVIKYZ1234567290
-----BEGIN PRIVATE KEY-----

Browse

6. [ 74ILR]EI2a>T BEDTZ—FDIL—IDTFALY METNTULWAEWVWERD, EFX—I)LE
ZII5T7I—FERELANILZERLET,

EXE

5198

IA1FH— XPv—, JUF«4Hh 7S5—HkIL—IL®D Minor. Major. Critical DW\FNHDEEITET-

ILTY

XS v—, JUF4HILTY

TN SIS, EX—LBRNEEINhE T,

77— kJL—ILD Major F 713 Critical D&MD RSNz T,
EX—JLBHNEEINE T, x1F+—75— bOBHISEEINZE

Ao
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EXE A

BEARLBEEDH 77— MJL—IL® Critical ZEAHEI-INTZE EICDH. E X—)LB
HHEREFEEINE T, Minor7 5 — h¥Major7 5 — FDBRIFEE I N
FtHAo
Filters
Severity @ ® Minor, major, critical Major, critical Critical only

ILEX—)IOREZTALTE2ER:TES. ROFIEZRITLE T,
a [TAMX—ILDXE] ZZRLET,

TAMBEA-IDRESNICIEZRIBEREA Y E—IDRTEINET,

b. INTDE X—IZREEDRERY IV RXZRARNT, TAMHE XA—IHRESNII e ZHRLF
ERS

@ HALURICEFA-IIUDRETNRVGEE, L *EFX—IILENIZ—*T75—h
NhUA—SNIZEIF. REZHRL THSBHITLTIIESE L,

C. MDEE/ —RICTA>YAY L. TAMRBEX—ILZXELTIRNTOT A DO SOEGZHIL X
ER

75— NEAETR FTHLFE TATOER) — RICHA 21> L TRERRETY
()  auEHr®bET. CNICHL. AutoSupport X vt — I RRRD T 5 — LEHDT
FTIE TATOERS — kD57 X MBEX—LARESNET.
8. [1R7F (Save) | %EZEIRLZET,
FZMBE A—LEREL THRERRESNE A, [RIF (Save) | BBRTZUBAHD 7,

EX—ILRENMREFINET,

77—k EX—)LENICEEH I NS ER

SMTPE X—/LH—NZRETDE. 75— MIL=IDYA LU RTL>TELEINTVWARVWSED, 75—
AR UA—SNIEEFICE XA—ILENDEEDREEICEEINE T, Z2BRLTLIZEV " T T — MEH]
ZALYMET B

E X—ILBHICIZTRDBEWRDEENE T,
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Jobh storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Joh storagegrid
Service Idr

(5)

Sent from: DC1-ADM1-225 \-—/

J—I7T b FiA

1. 77— rDHEIE. EDTZ—bDTIT4TBAVZAZY ZDE,

2. 75_ F@ﬁgo

3 7T — bOHRIN BTG E.

4. TI3—rDTIT4TREADVIZVRICET 2FMITR. WREBRD/—ReHA b 7
Z—hrDEKRE. 77— MIL—IHA M) A—ENT UTC K. FEZRFT3P 3Tt —
EXD&RIBEDNZTENE T,

3. BRZXELIEEE ./ —FDHRI Mo

75— bDTI—FMHE

StorageGRID (&, 75— rDBREUH—CTNEEICKED E X—ILBHINEEINGEWVEL DI, BHDT S
—hrZREICBHICECDET,

StorageGRID TEHDT7 S5 — b % E X—I)LBHITYIL—FTBHICDVWTIE. ROXREBBL TS
(AW
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BIE

77— h@EFlid. FLRFIDT S5 — MMIDHEH
ENEY, BRIVERD 2 D07 77— bHREKFIC H
UA—ENB L. 2D0DE X—LBHMNEEINE
ER

BED/ —FOFEDT 5 — FHIEHROEREDL
SWMEICELTSEIR. RBDEXREOGWVWT I —F
ICBL TOHBRIDEEEINE T,

HB7 77— HIHT ) H—ENiGEE.
StorageGRID |3 2 DfF > Th H@BHZXEEL £,
COREARICEI L&D T Z— hDUEMNMZH R UA
—3INFIHA. StorageGRID IZFTARTDT S — h %
ROIDBHORPADIIN—FIFEHFET

FLC&BIDRDT S — D b H—ENHE.
StorageGRID (& 10 BEF> THSFH L VB ZEEL
¥9, HLLEBATIE. UEICRESN=DDHE
DT 7I9T4TRBT7S5—F (ALY MEENT
WAWREDT7Z— k) NIRTHRESNET,

FBICBRIDIREDT 5 — b HEBDHD. TDS5D 1
DDV T— bHEERINIIZE. TDT 5 — bHE
RENT/—FTTS—rHBERELTHHLL
BRIFEEINEE A

StorageGRID (&, 75— hFDIARTDA VXXV R
DERENDZID. 77— MIL=ILHBTFAL Y MES
N3FT. THZCICE X—L@HMZXELFT,

TI3—hFEX=)LBRHIDLSTINSa—Ta>T

I

*T753—hAR2DOO/—RTREKBICKI AT
NEJ. 1 DOBRDADEEETNE T,

* 7S5—hrAIWF/ —FR1TRIUA—CN, 75—
EBlZ/—R2THEBICKIA—CNET, 2D
DBEBHDPRETNETIZTI— M1 DT DXE
INEY

*F7I7—FADKRUA—TN. Minor. Major.
Critical D& 75— b LI WMEIOELZBEEK
TS— MWL T1 DOBHANEEINE T,

- TI—FAIK /—R1TO08 : 00ICkAH—
TnFEd, BRIFXEINEEA.

J—R20D08 01 T7I—FADRKUA-C
nNEJ, BHIFEEINTE A

08:02 T. 75— hDEAADA VARV A%HRE
I RBEBHMNEEINE T,

- TI—FAIK /—F1TO08 : 00ICkUAH—
TNFET, BHIN 08:02 ICEEFEINFT,

7S5—hAlWE. /—R2M08 : 05 ThUH—
INFEIT, 2EIEDEHIES ¢ 15 (10 H1.)
ICEKESNET, MAD/ —RHARETNE T,

- TI—hFAR/—F1IZHLTHRIYA—CNZ
T BAIMEEINE T,

T7I3—hAD/—R2IZLTHRIYA—CNZF
Yo 2EIHDBHNAEESNE T,

TS5—RMAIE/—R2ICOVWTHERINELT:
P =R 1ICRLTETI9T4 THRFETY,

TI3—FAD/—R2ICHLTEBENIA-C
NEd, /—R1OT7S—bDERLTITATRH
e, mLLERIIEEINEE A

.3B8RBIC/—R1DT7S—FADRNIH—T
NnNEd, BHNEEINE T,
T o= FADERINTUVWERVLA. 1L > ME

TnTLzoMD@EAIZ3 A 15 8. 38 22
H. 3B 29 HRLICEEINE T,

* Email notification failure * 75— kD U H—NHFE. £IEFTXAM TS —FE X—=)L@H%EZET
FRVERIZ. KOFIEICH> THIE #ERALET,
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TEEZ BT BHiIC
* ZfEA L T Grid Manager IZH A >4 LET "HR—FENTWLWS Web T T4

* Manage alerts % 7z|dRoot accesst&RNHNET I,

FI&E
1. REZHERLFT,
a. [* alerts*>] > [* Email setup*] Z3&RL £
b. E X—JL (SMTP) H—NORENELWC & ZHEL T,
C. ZEBEDEMBREX—IITRLANMBEESNTVS ZHRLET,
2. ANLT 1 W 2ZHERE L. EX—IILHERX—ILT A LRICEFEEINTVWAVWC e 2R LE T,

3. X—LEBEICEHVEDLE T, XEBTRLADSDOX—INTOvIINhTVWAWC L ZzBR LT
e A

4. BB/ —roOJ 770 ZREL. TOZAILTR-MIERLET,

TOZAWYR—NE OJDOERZEZEICHMECRRZHFELFT. fLeRiF. BELIY—NICER
IBEZFIC. prometheuslog 7 7 I IILICTS—HRRINDZIZEDHD 9,

ERLTKLESVW' O T 7ML ES AT LT — 22 NE"

TI—h@EMEYALYMET B

HEICIGEC T, Y1 L VX%
ERS

VEE % BRIAT H0IC
* %{EA L T Grid Manager ([CH 1 V1> LET "HR— 3TN TWLWS Web 7 574"

* Manage alerts % 7z|dRoot accesst&ERNHNET T,

ELT7S— hEMZz—RrICFELETZ e TER

K

CDERTICDWVT

TI—RIL—LiE FUy R B—Yo b, FriEE—/—RE. 1 DU LOBEBABICHLTY ALY
METEET, 8FALYRIE 1207 5— bL—LELETRTOT 5~ FL—ILOTRTOELZ S
ELET.

SNMP I—2 x> hZBMICTBE. TALYRIEFSNMP b Sy TELVA T+ —LBIMFILFT,

PS5k L—LEFALY MET BBAEERNUETE, 75— FEFALY MET B L.
() EABUEERTTEABEET. BREL S > TV BMEARES NG VRN S0 %
7,

@ TI—LETI—MER &2 DO RTLTHBTcH. COMREZERALTY 5 —LEBNZELETY
BILIFTERE A

Flig
1. [* alerts * > * silences* | ZFEIRL £,
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[Silences] R—IHRRINET,

Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire agrid, a single site, or a single node.

# Edit || % Remove

Alert Rule Description Severity Time Remaining Nodes

No results found.

2. T*Create*] ZERLEJ,

[BEDIER | R4 707 Ry I ADBKRREINET,
Create Silence

Alert Rule T
Description (optional)
Duration Minutes

Severity () Minor only ) Miner, major 0 Miner, major, critical

MNodes ) StorageGRID Deployment
i Data Center 1
o DC1-ADMA
2 DC1-G1
_ DC1-51
) DC1-52
' DC1-53

3. ROBHEEREIIASILET,
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Z14—ILEF
7Z—hkIL=I

Bz

HAME

EXE

GG

BALYMETB75—MIL—ILO%RE, 77— bIL—ILAMERNICA > TL)
BHBETH. FREDT 74N M ELEARZLDT 5 —MIL—ILZERTE
9,

CF I CORAATATRY I ATIERELEZRGEZFEALTIRTDOTZ—
IW=IZEHALY METRESIE. T*IRTDIL—IL*] ZEIRLE
ERS

MEBIZIGL T, YAILYROBE, 72 z1d. COY1L>XOENE AN
LEd,

COHAL U REEMCLTHE<HER (9. K. £ 8% - 1LY
2EBHCTETZHBIZ. 59051, 825H (58F) T,

CFE TSR ZREBTALY MELBWTLIEE W, 75—
W=D ALY MEETNTVBIHEE. EABWENTT LAEVHET D,
BANGEENMMREINGVWCEDBD ET, L. *—EXTTS
ATVRAVDIBLE* TSR * A NL=2T7TFSA4T7 R 0 I1ELE
*TI-hRE BEDRRMNAREICE>TTYS— A NUA—-CNc
BRI R AL X 2RI EUENDD T,

ALY METBT75—FDERE, BRLELEXKEOVWINNTTY S — b
NEVA—SNISHE. BRIFEEINEEA.

COYALYRZERIS/—Fo 75— FIL—=Ib. FiFT ) v R,
B—YHAb FLBE—/—FLOIRTOIL—LZIMHNTEENTETE
Yo Ny FEFZBIRKRIR 558 IRNTOYA hEIARTDO/—F
ZHALYMELE T, YA MEEIRTBE. EDOYA LD/ —RICOAHY
1LY RADBRINET,

SECHALUATEICERD ) — R REBEROY 1 F2EIRT S LIET
FECA BLTIT—bIL—ILZERD /) — FTIFEEOY 1 b T—EIC
BFLETBICIE. BMOY ALY IR T 2HENHD T,

4. [1R17F (Save) (1 Z=BIRLF T,
S. BARAUIN B HIICEE X /I3 T §BICIE. YA L VR EREF-IIHRTET X,

A=
ALV RAERET D

BTk

a. [* alerts * > * silences* | ZEIRL £ 95

b. 7—TIT. WEITIHALVRDSPHAREVEERLET,
c. T*iR&E~1 ZFERLET,

d BE . RO, BRLILEKRE., LENREBZ/—FZ2EELE
EXS

e [fR1F (Save) [ &ZFRLET,
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FFay =FA

T L XEHIRT S a.
b.
C.
d
REEI154R

[* alerts * > * silences* | &R L £ 7,
T—T7ILT. IR 3 VALY RDTIARZ U ZBIRLE T,
M~ Bk ZFERLET,

- COYA LU RZHIRT B E 2T BICIE. T*OK ] Z&#RLE

EXS

c A ICDT I RNUA-ETNBE BIOYALURATELESN
TULWRLWHAED) BRIDXEINELSICHEDE LI TOT75—F
NRERVA-TNTWVBIHEIF. E X—)LEXTIE SNMP @R D%
BT I—MR=ZOEFICHADD B HD FT,

*"SNMP I—Y x>V hEHRELEFT"

N
af

S—h—

CD) T 7L >RXTIE. Grid ManagerliCRAREINZT 7+ TS5 —bERLET, #
BINZMOFEIE. BELIETS— X yvE—JICBEHINTUVET,

BEICIGEL T, YRTLOEEAEICEDETHRARZILDT S—MIL—ILZERTEFT,

—EDOT T I T Z— b TIFHER TN E T "Prometheus $5IZ",

TISATADT Z— bk

77— b4

TISATIADINYT)DERN
BAAME T L

TISATADNY T )ICHEE
NHOFET

TISATRNY T DFEER
ENFTELTVET

TISAT Y RINY T ) DBRER
BRAEDVWTWET

TISATRADINY T IUHED
AEhFLL

TI2ATUAD/INYyTI)HEE
ICH>TWET

94

=B

FTTISATYAOIA ML= b O—-SONy T OBEZNEIRAR T
LElL7.

FISATYADIA ML= A—SONY T UICEERRELE
l./TCO

TPISATVADA L= bO—-5ONy T TERRENTE
LTWET,

TIZATVADQRL =202 bO—5D/N\y T OBMEARANED
WTWE T,

N
NI

TI2AT7VAQIA L =22 bO—5DONyTUBBD FH A

TI2AT7VAQRA ML =22 bO—-5D/N\Ny T UHEERL TUVE

o
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7
7

NN
\J|

TTISATAF v yaNNvy
T TTFNA RBEBENREELF
L7

TTISATAFXvyTanNvy
T TTNA RNTDHBBEND
hEtHA

TTIS5AT7ADF v yra N
IT T« TINAZADEZAH
{RFE

TISATUADFvyoaxXE
A ID—HLIEA

TIS5AT7>RAEa—FT1>
3> hO—>vy—20REN
S9FET

TIIATAOIYEa—T+«
7> bO—>0 CPURENS
EREEX]

TISATAOIAEa—T+«
YAV bO—-5ZMHERI B3HE
NHOFET

FISATYRAVYEa—F 1V
A bO—-SOEFREEBEAICR
EhHhxd

FISATYRAYEa—F 1V
JaA>bO—SDEFREEB ICH
EhHDOEd

FISATYRAVE =T 4>
JN—FYI7EZRDT—E R
PMELET B

TTSAT Y ADDAS K51 &
EhRHTNELE

F7>YADBMC@ELS—

=EA

N—XA—REEIO>O—F (BMC) tOB@BEIEDLNE LT

KGN F vy aNy I TV TTNARATEENMRELE L.

FryvianNyITvITNARTRBRENHD FHE A,

FrvianNyIT7vITNARIETAAMRESINTVE T,

TSAT7VAO 2800 O—Fd Frv v adAINEABDF

7
ER

StorageGRID 7 754 7> XQAYEa—FT4 > Y FO—S DR
ENRHo LI WMEZEBR X LT

StorageGRID 7 54 7> X2QAYEa—T4 > A2 FO—5D
CPU BENAITDL T WVMEZBR £ L7

StorageGRID 7 54 7> 2O AYEa—T4 > 3> O—5T/N\
— Rz T7EEIMEHINE LT

IYEa—T+4>J3>rO—-Z0BREBEAICEENHD F7,

AYEa—FT4>J2A2bO0-50OEFREB ICEELRHD I,

ARL=SN=RIOTT7DRT—RRAZER/ITI2H—EIDELELFL
TCO

TISAT O ADEEEHREX L —
SNFL7o

Y (DAS) RS+ JTRIEHLRH
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754 7T ASSDDEKARLGEL
.3—

TISAT VAR ML=V R
O—> ADEE
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O—>/\—Ro T 7HE&E
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SIDII:I
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EEEGEINL— (DAS) FSATOVUEILRH, ChiE &
BELIBWMOALBRASNIGRICEESNSIRRTT,

R

TVISATADT7 72y MIE@EMNMREENE LT

PTIS2AT7 VAR ML=y bO—ZdEa—FTo>45J > k0O
— S DR TFibre Channel) > OREAEH N F L1

Fibre Channel HBA 7/R— F TREEAREEL TULSH. BEHAFELTUL
£,

SSD ¥ v v allEAIN TV FSA THRELRKETHD FE
Ao

AVR=AXI M INYTIFVYZIXZ=DHBODFEA

StorageGRID 7 754 7V ADR— A LACP R RIZBMLTULE
Ao

TISATIVRADZY FT—04A4 22 —T x4 XH—K (NIC) |CRIE
MEEHEINE LT

StorageGRID 7 754 7 > ADERH . RSN IHEEED 5%

LTWLWET,

TTZA4 T ASSDOSEAREENHKEINTVLE T,

StorageGRID 7 754 7Y ADA ML —T Y FA—5 A TREEHLNHE
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StorageGRID 7 754 7Y ADA ML —Y Y FA—35 B THEEHLNHE
QEL/TCO

StorageGRID 7 7SA 7Y AD 1 DULD RS A T TEENRHEELT
WBD\ FRIBFRELKRETHD A

SANtricity VY 7 kD = 7H 5. StorageGRID 7 7S 4A4 7V ADAVR
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77— b4
VISATRAAL—=UOV b
O—S0EREEA ICEENRE
LELT

FISATYAZA ML =YYk
O— S OBREE B ICEENRE
LEXLT

TIS2ATIRAA ML= N\—R
DIT7EZAOY—EXNELT
%)

TISAT VAR L= 1)L
INTIL—FREICBED XY

TSA4T7Y
7=

ADBREHEBE L F

N

TISATADREL VY-
moATnEzLE

T4 R 110 BIEEICEL

AML=2F7FSATVRADT 7
YTEREMREENFILE

AbL=27TF5A4T7RX ML
—JoEHRNTIL—FEhFL
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LTWET
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StorageGRID 7 754 7 > ADEIREE A H'\
5@ L TWET,

WRINZBEEED

StorageGRID 7 754 7> ADE/IFEEE B A, #HREINIEMFEED

S5EBLTWET,

ARL=N=—RIIT7DRT—RAZERTZIH—EINELELFL
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TPISATVADA L= bO-507 7>y ~THEEDE
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ICEIEDHD T,
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A7V bR SL—2 APIEERREDHARYINICE 52 ETOHK.

storagegrid_service_cpu_seconds TIEEL £ 9
1V =ILEICCOY—E XD CPU ZEMA L 7R D &5t

storagegrid_service_memory_usage_bytes

COH—ERPREFEALTVWBXEY (RAM) OBE, COfEIX. Linux D top 1—F« )57+ T
RES ¥ LTRRINZMELRELTY,

storagegrid_service_network_received_bytes
AVAM=IIRICCOY—ERDNZRE LT —FDHRBE,

storagegrid_service_network_transmitted /\-1 ~ %X
COY—EZADSERETNLT —XDREE,

storagegrid_service_restarts

Y —EXDBEF T NEH.

storagegrid_service_runtime_seconds
A4 2= )LRICH—EXNRITEIN TV IG5,
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storagegrid_service_uptime</1> Z18EL £ 9
FIEDY —E XBREUEICY — EXNRITIN TV RBDO &,

storagegrid_storage_state_current
AbL—oH— tZU)IET’_@b(ElEo IETELJIKU)K&BD'C?O

*10=A4771>
*15=X>TFUX
* 20 = AHOEA
*30=A2FT1V
storagegrid_storage_status D& SICIEEL X
APL—PH—EROREDIT—H R, BREIRIRDEED T,

*0=I5—%L

* 10 = BT
*20=FEFAR—AVPFRELTVET
*30=RJa—LZFATETEEA
*40=T5—

storagegrid_storage_utilization_data_bytes
A=/ —=REDLTIVT— ATz O T —REA LA Yy—OA—Ta I FTz IO T—4
@?E/IEI:IEd-ﬂ’rZO

storagegrid_storage_utilization_meta_allowed_bytes
FITCTUVMAREZT—RIERATEZEAN L=/ —RODAR) 2—L0 LOEFAR—R, TODfEIE.
J—RTAXRT—=ZBICVHF—TENTVEIRBOIR—IAELDHBINES<BDET, ChiF. EER
T—EAR—MIB (OAVN72 3R BERY) PRRON—RIIT7HELPVY I NI T7OT7vTTL
—RIZBREBER )Y —TIR—IAD—EPHUBBRIZDTT. 7TV 1T M ART—RBADHFTIR— X,
FITOxV bO2ENLTREZHEL X,

storagegrid_storage_utilization_metadata_bytes
ARL—=UR)a—L0EDATITI MXEZT—2DNA MM

storagegrid_storage_utilization_total_space_bytes
TARNTDATZT IV FRARTICEIDETONTVWB X ML= AR—IDIERE,

storagegrid_storage_utilization_usable_space_bytes

TSI RAPL—CAR—RODEDBE, A L=/ —REOIARTOA TS TV F X NTOER
AREAR—XZ /L TEHINE T,

storagegrid_swify_data_transfers _bytes_EYDiA# EH
BEDRiEIY £y FURBICCDRA ML=/ —RICEDAEFN T —R DA E,

storagegrid_wift_data_transfers _byts_retrieved
BYOREIEIY Ly FMRICSWit 7547 MDA ML=/ — RO SHAH LT —XDMBE,
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storagegrid_swift_operations_failed | * WS TS —HDHEL XL

SCB L 7= Swift SLEE (HTTP X5 —A X J— R 4xx ¥ 5xx ) DA%, Swift DREFT S —HAERDD DIk
REFET,

storagegrid_swift_operations_successful
BRI L 7= Swift SLIB (HTTP X 7—&2 X 01— K 2xx) D,

storagegrid_swift_operations_unauthorized
SEET Z —HRETHRE L 7 Swift S (HTTP X7—4XXJ— K 401. 403. 405) DHE

storagegrid_stenantUsagedata_bytes
THORDERTOATO TV FDFRET 1 X,

storagegrid_stenantUsageobject_count
TFHOEDA T U DO,

storagegrid_tenant_dusation_QUOTA_bytes

TFIORDA TS MIERATEZRIBAR—RADEABE, 7 +—XIEEEIEELRVIGE. FEHA]
BER AR—XIIEFIFE T,

TATOEEDOY X FERGLET
IRTDIERDU R ZBRFTBICIE. Ty FEEAPIZERAL XY,

1. Grid Manager® EEBTAILF 74 2> %ER L. *[API documentation]*Z R L £,
2. B BB ERELE T,

3. #E1TLEJ GET /grid/metric-names .

4 @EwREZHAI>O-RLET,

TI—LOEE EROPZTL)

T7o5—LDEER (RO RTL)

StorageGRID 7 5 — LY X T Lld. BEDOHERICKRE TSI A DIBERZHET
BIDIFEREINBIWERD ATLTT,

@ WROT7S—LPRATLIFEIEHEIHR—FINETH. PS—FXTAITIEKRERX ) Y
EABD. FVWPTLHR>TVET,
S—LUFR (LAY—RXTL)
LA =75 =Ll HEICHHHAE 2 DOT7 5 —LIZZADWVWTNNIB TR TEED,
* T7#I b7 S—LIFStorageGRID Y X T LT EICHETNTED, BETZCIETEFEHA, 2
L. JO-NIWARBRLT7Z5—LZFELT. 77N I—LZEMLIEDEEELIEDTE L
NTEFEY,

c JO—NIHARZLT Z—LALlE. StorageGRID X7 LDEFEDRA TDH—EXAITRTDAT—E R
EHRLET, JO-NLARRLTS—LEERLT. FIAILNTS—LELBETELNTES
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o FILWIO—NILADRRZLT Z—L%ZERTZIEHTEEXY, Nid. StorageGRID > X7 L
ICDOWTIBORRZEBER T2 HEICRIIBF T,

FI—LEUA—-OPYvY (LAS—XTL)
StorageGRID BN, 237 7—LIFR (FIAIEERLIFITO-NILAREL) € T75—LOEKREL

NILDOBAEHEICKH LT true EFHESNE LS WMEICET S L. ENETOTS—LHMIA-ENZF
ER

#Uw2oL%E €& (Color) T7o—LDEKX Bk

ED E
r HE AR J—=FRRIIy RICERINTLEIA EEWRK
ETIRIHD FEA. BEOBEICKEIZHD T
Ao
BLWALIY NA1F— J—RIETUy FICEGEINTVLETH. EELRK
ETIEHD FE A FRIICEEICRET R8N
DHODET, THICERBREBICHESHEVKSICH
BENBETT,
O mWA LYY ATy — ( J—RIEIUY FICEGEINTLETH EELRK
Major ) RETIFHD FEA. TTICIMEICRENRATLE
To TRAL—2 3 Y ZHLSDICBRREXIGH
2TY,
o Zin B J—RIETUY FICEGEINTLETH EELSRK

EBTIEHDFEA, ERICHELECA>TVE
To B ICIEZTCICHAT ZHEDN DD FT,

To5—LDEREEXMIGT S LILVVEIZ. IRTOHEREICKRETETET, SBE/—REDONMS H—E
2l BESNFLITWMEICES L TIREOBMHEZ HGEMNICERLET, 77—LDRNUA—-—TNB . 5
ELIciEYELEICEBIMAEREINE T,

BRELANILD TNormal | DIFE. 7o7—LIEMJA—EhFEHA,

BHEIZ. ZOBMICH L TERSNTVLWSENLT Z—LOVXMIBS LTFMESNE T, 77 —LDY
AMIRDIEFTF v 7SN, BEICHLTERSNICBRT I —LZECRYIDT 5— LY 5 ADNE
TNEY,

1. 7S5 —LDEKEM T Critical ;] 5 'Notice | FTOZO—NILHRABZLTS5— L
2. 7S5 —LDOEKEMD T Critical Down ] 55 [ Notice ] ICFRETINTWB T IAILETS—LTY,

NMS —E X, ENDT7S—LYV A TEREICHTZ2BMARTS—LEZEHETZ . TDISARNTDH
FME L. NMS —E X E. MOBEIELZOEBEVNI SR EIFEBRLEEA. 2FD. HIEMICHLTI/O—
NILVARZLT S—LHOEMCHE>TWVWBIEES. NMSH—EXFFO—NILAREZLT 5—LICXLTOH
BUHEZFMMELE T, T7A4II N7 S—LIFFHEINEFFA. LD >T. HEI3BHOBENRT 7A4ILETS
— LT S—LDORIH—ICHBELRREEFBLLTVWTH, ALEMD (EELREEF/L-IHV) FO—
NILVARZRLT S—LHWEMEBEIE NI A—CNFEFA, 753—LIEMN)A—NT. BRISEEINEE
/LIO
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T7I—=LDK)H—B

ROBZEBEIC. JO—NIVARRLT S—LETT AT I—LDNIA—=FEIODVWTERBRLTLES
Lo

RDBITIE. RDORICRT LD, HBBIBEICHL T/ O-—NILAREZLT S—LETTHIL LTI —LHE
BINTEMIHE->TVET,

JO—NIVHARZRLT7S—LLEWME (B 774 EDT7S5—LLETLVE (B%))

)
AR 1500 X & >=1000
N1 = 15. 000 XL >=1000
XTv— (Major) 15. 000X L >=250,000

fEH 1000 DEZICCORMNMFTMEINDI E. Po—LIFMJH—CNT, BRIIREINEE A
JO—NIWAREZLTS—LIET 7N NT7S—LEDEBEINET, 1000 EWVWSEIZ. FO0—-NILARXE

L7 7—LDEDERELNILOLEWMEICHELTVWEREA. TORER. 75— LLANJLIE Normal & 5T
SNhEd,

COYFVADBHBETIO—NIVADRAZLT Z—LZENICLTH, AHBEDLDFEFEA. HILLWI I —-LLA
IRV A—ENBZDHICIE. BREDNBFHESNIBENHD T,

JO—NIVARZLT 5 — LI EDNCRETREEE’BFMMEINS . BEERTI7AILETS—LDOLEWV

EBICERS LTEHMESNE I, TODRER Notice LNILDTS—LHAMUAH—EN, IEELIEIEICE X—JL
BHNEEINET,

BLEXKEDTZ—LTY

BLEBYED 2 207 O0—NILARRLT Z—LOEREHNELHEE. 77—L4ld TEHNSTI OBLETE
mEINEd,

fc& ZIE. UMEM A 50MB IC A - TeimE. RAPID 75— L (=50000000) (FhUA—ShFIH 20D
TO7Z—14 (<=100000000) I&kUA—NFEHA

Global Alarms
Updated: 2018-03-17 16:05:31 PDT

Global Custom Alarms (0 Result({s))

Additional

Enabled Service  Attribute Severity Message Operator Value Recipients Actions
¥ |S5M =] | UMEM (Available Memary) x| |minor | underst [= =] [s00C | 2000
¥ |sSM > | UMEM (Available Memaory) | |minor | Jundertoi |== =] [100C | 2000

7o —LOIEFZEHICLIHEE. UMEM A 100MB ICTFA 3 & RAID T Z— L (<=100000000) |k k1)
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A—ShFETH €OTFDF7S5—L (=50000000) [FhUA—ThEEA.

Global Alarms
Updated: 2018-03-17 18:05:31 PDT

Global Custom Alarms (0 Result(s))

Additional

Enabled Service  Attribute Severity Message Operator Value Recipients Actions
W |ssm _~| | UMEM (Available Memory) | |Minor _~| Jundertoi | <= +| [100C | 2000
W |s5M ~| | UMEM (Available Memory) | |Minor | |underst |= ~| [s00C | 2020
Default Alarms
Fiter by | Disabled Defaults »| g
0 Result(s)
Enabled Senvice Attribute Severity Message Operator Value Actions
Apply Changes .
]

BHICIE. 75— LDREFRIIV—EXOREDEENHRESNE T, 75—LBHIFE X—)LFIZ
SNMP TXETE X9,

HBTS—LLEFWMEIOZELLETICERO 7S —LEBHNERESINAEVWLSICTREOHIC. 7S5S—LDE
RKENBMDIREDT7 S —LDEXREICBSLTFIvIINET, BEHNLGVEE. TFNUALEDT7I> 3>
IERITEINFEFA. 2FD. NMSH—ERIF. PXATLOERZMGTDICH-D. HRIBHEDT7F—LIK
RENODTRELIECIICOAT I —LEERL GEBHEZXELE T, BEOFLLLIWMEISEL-C 2
BREINISEEIE. P2 —LOEREHLNEDLD, HILLBHNAXREINE T, £EH Normal LRILICED

. T7S5—LIFTVTEINET,

75— LREOBHICKRTEINS U A —EF. NMEIRUT 3HICEEREATNE T, L >Te 1.9999

DREMEIFLEVMED T20KE OT7S5—LZ b JA—-LETH PI—LEBAICIF ) A—EN 2.0 &K
TCNEY,

FLULWH—EX

FLWI Uy RS — R EiE 1 FOBIMICE > THLLWY —EZDBMSNB L. ZTOY—ERITET T #
LTS —LEIO-NLARE LT 5— LHBESNET,

T7I—LT—TI

T—TINIRREINDTS—LEMIE. PXATLLANILTEMNCTZCHTEFRT. 7—7ILADE < D
TICHLTT7 S —LZENCT BRI TETEEA.

= X, RDFKIC. Critical LNJL®D VMFI ( Entries Available) 75 —L% 2 D;xL &9, (*support*
>*Tools * > * Grid topology * Z3#ERL £9, XIZ. * AFL—Y/—F _*>*SSM*>* Y —X* | %&
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ERLE T, )

Critical LRXILDVMFI 7 S— LA U H—=ENBVWE SIS, VMFIZ S —L%ZENCTDIENTETES
(Critical LRNILD 7 5 —LIEFHB EBRTRICKRRIINET) o FEL. ROTDI1D2DT7T—LZEICL
T. —ADVMFIT7 5 —LHCritical LRNILDT 5—LE LTRRIN, BI—ADROEFICHDELSICTS
_ElFTEFEE A

Volumes

Maunt Paint Device Status ‘Size  Space Available Total Entfies Entries Available  Wite Cache
! sdal Online 55 © 106 GB 7.46GB 5 & 655360 559 263 1 1 Enabled
fratflocal sdad Online B @ 634GB 594GB T © 3932160 3931842 5 % Unknown
Warflocalirangedti0  sdb  Online 25 &) 534 GB 534GB 5 @ 52428800 52427,856 I @ Enabled
Narllocalirangedb/l  sde  Online 5 ) 534 GB 53468 I @ 52428800 52427848 T % Enabled
Narflocaliranged/? sdd  Online 25 @) 534 GB 534GB T € 52428800 52427.856 [ & Enabled

L e e

REDT75—L RO RT L) ICHERIGET S

SRTLEMNT S — A@L‘EL\TE(;J\_jé E ERDT7 =LV A—NET, LAS—TF7—LD)
ANZWNEEO VT IB581E 7oI—LZHERITZIEHNTEEXT,
% BAIA T H0IC

* Z{EA L T Grid Manager [CH A1 V1 VT 3MEBEAHD T "HR—EEnNTWLS Web 7 ZTH"

* Acknowledge alarmst&fRHHRE T,

CDRRTICDOWVWT

LAHS—T75— A/Z?Atiél*‘h HR—bENB7H. FILWLWT S —LHEET BT, Current
Alarms R—=JS DL A =TS —LDJ X LHENMLET, BE. 75—LIZERLTHEFVEEA (75—
Hbcko'C/ZTAb‘E’P?K BBD) o oo P —LEHRBEAICTZEHTEET,

BBICIGL T 7= AT LICREICBITLIESGE. LAY =TS —LZEHNICL
() T FS-LARUA—TABVESICLED. LAY —TS—LOKISBITALD LA
£51ETBLNTEET,

75— A’&Eﬁmﬁ’é . TEOTS—LIFT ) w RIYRZ—2 v O Current Alarms R—JICRTSNG< D F
o Tcl2l. P5—LDPROBEARELARILTRIH—NZHD. RSN THURETISESIIBRTET,

@ WRDT7 T =L AT LIFFIESHMESYR—bEINEITH PI— b RTLICIEKREGRA) Y
EHHBD. FEVWRTLB>TUVET,

FIiE
1. support>* Alarms (L3> —) > Currentalarms * ZERL £ 9,
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions far monitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 09:41:38 MDT

= Shﬂw A nowi—edged Alarms {1 1 of ‘F]
Show | 50 ¥ | Records Per Page Refresh

T—IILTH—EXRLZ#ERLET,

FEIRLIEY—E XD Alarms R THRREINEF S (* support * > * Tools * > * Grid topology * > * Grid
Node* > * Service* > * Alarms * ) o

Overview \\ll Alarms \| Reports \\l‘ Configuration \.l

Main History

Ay . . .
v Alarms: ARC (DC1-ARC1) - Replication

Updated: 2018-05-24 10:46:48 MDT

Apply Changes *

3. 7I—LD*Fryv IRy IR ERL. (EEOEAZ7VYILET,

Ay aR— R FfzlF[Current Alarms]R—JIC T S — LABRTREINBLLBD £T,

TE_A%EEWL\L/_C:E) 1@0) EE/ I\LLLIL%D*hiﬁ/Do %@TL_&)\ B'J@ EE/ N
() 258y ak—FERRLIEBE. 7O« IBTS—LAEISHIRRING C LN
BDET,

4 BEIZIFL T, BEREHIDT 7 —LEZRTLET,

a. support>* Alarms (L-A>—) > Currentalarms * Z#RL £9,
b. T*HEREAT T—L%ERR] ZERLET,

BREADT 7 —LHRRENET,
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for menitoring and troubleshooting StorageGRID.

Current Alarms
Last Refreshed: 2020-05-27 17-38:58 MDT

¥ Show Acknowledged Alarms

(1-10f1)

Service _E"Wﬁm: ‘:'_'; ck

Show |50 v | Records Per Page | Refresh

FIFINETZ—LDERTR REERD> T L)

TARTDTIAIN DL A —TS5—LDV R NERRTEET,

EE%FIRT B HIC
* Z{EH L T Grid Manager ([CH 1 > 1 > 2RBHRHDET "HR— SN TWLWS Web T Z T,
CBEDT Ut RERNUBETT,

CD RRDT S =L RATLIBEIEHMEITR—bEINTTH PS5 bPRATLICRBKEGAD v
EHHD. FEVWRPT<BL>TVET,

FIE

1. [support>] > [* Alarms (legac)>] > [ Global alarms] ZZER L £ 9

2 [T4IEEHE]IT ["BEI-R ] ERB["BER ] ZBRLET,
3. [FLWICIE. TREVRIZANALES, *

4 KMz Vw2 LET i £7cid. Enter F—Z#L X7,

IRTDT I AN ST S—LHBRTEINEFT,
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Global Alarms
\ipdated: 2018-03-01 15:13:02 MET

Global Custom Alarms (0 Result{s})

Default Alarms

Filter by | Aftribute Code T equahsé* | ‘

221 Result(s)

Enabled Service Attribute Severity Message

[Q5Z (Number of &

b Objects) Major Greater than 10,000,000
1QSZ (Number of i) -

v Objacts) Minor Greater than 1,000,000
@S2 (Mumber of )

v Objects) Niotice Greater than 150,000

= XCVP (% =] Foreground Verification
Completion) Motice Completed

# ADC ADCA (ADC Status) ;ll'f;inur Error

] ADC ADCE (ADC State) “rleotj-ce Standby
ALIS (Inbound =]

v ADC Attribute Sessions)  Notice el

= ADC ALOS (Cutbound i | Over 200

Attribute Sessions)  Motice

BEDT 5 —LET S5 —LEEDOHE (RO X T L)

DS a—T42JTIE BEICBEDT S—LH M) A-ENIEEZRETEI I,

ERZRImY BHIC

* ZfERA L T Grid Manager (CH 1 VA VT 2HENHDET "FHR—FSNTWLS Web TZ5TH,

*BEDT VL AERIPUBETT,

Operator Value

=

10000000

1000000

150000

100

10

10

100

200

Zdl
2l
q
2l
g
sl
i
sl

@ RDT =LY AT LIFFIEHMEIYR—bEINEITH 75— b RTLICIEKREGRA ) Y

EHBD. FEVWRTLB>TUVET,

FIE

1. —EOHBICA VA —SNIcIRTDTZ—LDI X +ERRTBFIBEIF. XOLEDTT,

a. [support>] > [* Alarms (legac)>] > [ Historical alarms] Z &R L £ 9
b. XOWITNHhZRITLET,
" VWIhHhOEZz )y I LET,
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" ARZLEEAZANDL. *ARZLII) 720Uy I LET,
2 HEDODBMICH LT S—LN M) A—SNIEEZRRT 2SI, ROFIEZETLET,
a PR—k*>*Y—=)L*>*JUy R MROD* Z@8RLET,
b. grid node>*service % 7=|% component*>* Alarms > History * Z3&{RL £ 9
C URrHhSRMZERLET,
d XowgnhzxRTL£7,
s WINHDOEEZ ) v I LE T,
" ARZLEEREZANDL. *ARZLII) 72Uy I LET,

TI—=LIFFHLVWHDOHSIEEICRTINET T,

o®

[ ALARMS HISTORY REQUEST] 7#—AICRICIZ. [*EBE*] #2000y oLEd,

JO—NIVHRARLT S5 —LDIER RERDS T L)

MEDIZATLTIO—NIVARRLTS—L%ZFEAL TREDEREHICHLL TWBRHEENHD ET, J
AO—NIWARBZLTZ—LTIE T7FIL T I—LEDBEBRINDZI TSI —LLRNILZRELED. 77+
W7 S—LDBVWEEZERLIEDTEET,
VEE% BIAT H0IC
* Z{EA L T Grid Manager (1 V1 VT 23MBAH D ET "HR—EINTLS Web 7 F 7"
CHFEDT UV AMERNBETY,

@ WRDT7 T =L AT LIFFISHMESYR—bEINEITH VI b RTLICIEKREGRA) Y
EHHD. FEVWRT<B>TVET,

JO—NIWAREZLT S—LIBT 74N ET7I5—LZLEELET, TIAIIL T S—LDOMEIF. E5LTH
HEBIZEUNIZEELBVWTLEIW, TIAINSTS—LZEETBR L. 75— LERBIETORELE
RLEBLRBERADD FT,

TI—LHREZEETIHGEIFERL TSIV, ILERIF HB377—LDLEWMEZS|E
(D toasr. BANGEENRESNEVTRESBD ET. 75— LOREEEET HHik.
BERICDVWTTIZANLYR— T L TLLIZE L,
FIig
1. [support>] > [* Alarms (legac)>] > [ Global alarms] Z &R L £,
2. 590-NIVARBZRLT Z—LDT—TILICFHLWTZEMLE£Y,

CHLWTI—LZBMEBICIE *Edit*ZI Vv ILET @ (RYIDIYHIDIBE) Kicld*
Insert* ZAALET Q71 I"
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- Global Alarms
Updated: 2018-03-18 14:00:28 POT

Global Custom Alarms (0 Result{s})

Enabled Senice  Attrioute

¥ [ARC »] [ARCE (ARC State) ] ® [notice +] [standoy [=
W [arc =] [aRoQ (Objedts Queued) | ® [Winor =] [atieaste [>= =] [50oc | 7090
¥ [ArRc =] [AROQ (Objects Queued) | W [Notice v] [Atieast: [>= +] [300¢ | 700

Default Alarms

Ferby | Attribute Code  +| equas|AR" 2

9 Result(s)
F ARG ARCE (ARC State) Z Motice  Standby
F  ARC AROQ (Objects Queusd) £ Minor Al least 6000 >= 6000 gl
F ARC AROQ (Objects Queved) o) Motice At least 3000 >= 3000 gl
= ARC ARRF (Request Failuras) & Major At least 1 »= 1 _-?II
F  ARC ARRV (Verification Failures) & fajor Al least 1 >== 9 d
~ ARC ARVF (Store Failures) F Y Major Af least 1 = | fil
7 NMS ARRC (Remaining Capacity) 2] Notica Below 10 = 10 2l
= NMS ARRS (Repository Status) & ajor Disconnected #=- 1 d
[ NMS ARRS (Repository Status) 2| Notice Standby == 19 24l

Apply Changes *

cTIFANNTS—LZEETBICNE. TIALNSTI—LZ2RELET,
L[ 740 2&E]T ["BEI-—FR*1FLEF["BEL | ZBRLET,

i. RENFFNZEANLET,

ANZFHEIBET AN TIILRAD—RZFEBELEFT Bl a??2?2?2FklEAB*) . TAREUZR
7 (%) I3EBONFEERL. BT (?) FE—DODXFERLET,

iii. REDZZ) v LEYT UERITH. *Enter* ZIHL X T,
v. EROVZLT, *AE—*=zoVvoLEdT glz2v Vv I LET,

TI2ANSTS—LPTO—NILVARXZLT Z—LOT—TILICIE—CNFT,

3. JO—NIARE LT Z—LOREICKELEEEZMRFT,

Rl
B3

Bz

CDFTVIRYIREAVEIATICLT. 7o5—LEBWE
IFEMICLE T,
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RHL
B

i

REEDEM

4 [EEQOER N ZIVYILET,

122

=EA

BIRLIET—EXRFHIFOAVR—R I MMIZYETIIRTORED
2D 5. ERENROBMO&EIE - REBRLET, BEICEAT
BEHRERTTDICIE. *BER*ZI7VvILEFIMEIIYIL
£9,

TI3—LDLARNINERTTAIAVETHER b

77— LDEHTY (fl: connection lost . storage space below
10%) o

EDOLEWMEICKH L TIREOREIHEZT A TR 1HDEEF !

c=FLWL

> EKDKREL

< &DPhEL

*>= KDRFTVHNFELV
* <= T
"FELCBDEEA

T7I—LDOLEWME, EREFZEALTEEDOEREDEICHLTT X
PLET, 1 DOME. IO THRE LIBESERE (1 :3) « F
l3BEC Rz H R TR >V A M ZANTEEXRT,

TPoI—LDB M) A—NTICEHNZRITIE EX—IL7RL R
DEBIMJURRTYE, . [Alarms>*Email Setup*] R—JIZERE
TNTVWBEX—=UYHIURMIMATITONET, AVITRYI>T
BELET,

EIXR—U DT X M EBETBICIE. SMTPH—N—DEY b7 vy
THRETY, X—)YJ )X MZEBMY381IC. SMTP ARES
NTVWBRZezZHERL TSIV, ARELTZ—LOBHMT. /0

—NNIVARBRLT Z—LERIFTIAINETS—LOBHNZE LEST
BIENTEEY,

ROBEEITS12HODAY FA—ILREY P 1TERELET
[+]gp 71 IV ITZ2/ALEY

1D TEHIRL E T

M TELFICRSYILET

gl ITEIE—LET



75— LOEMYL RO T L)
WERDT7 S —LYRTLDT Z—LIET I AL TEMCBE > TVWEIH FELBT I —LIIEMCTSL
MNTEFET, FILLWP I PO XTLICRRIIBITLEDH LIS, VT I—LZEMTZECHTETET,

@ WRDT =LY RTLIFFIEHREYR—bEINEITH TS FIRXTLICIFKREIBA) Y
FABD. EVRPTLHE>TVET,

TI7 AW ET S —LOEML (LAS—2 T L)

AT LEETUVWINDDRRDT 7 AINTS—LEEMCTZEHNTEET,

EXEZRRY S/IIC
* ZfEE L T Grid Manager ([CH 1 > 1V 23HEBERHD XTI "HR—FETNTWLWSE Web TZTH",
BEDT Ut RERNUETT,

CDRRAIICDWT

RETS—LHBFIA-CNTVBRMEDT S —LZENCLTH, BEDTS—LRBIZIVTENEEA. R
ElZDEMEDN TS —LOLEIWMEZBRZET7 S—LHEMIHDET, £ld. NIA-SETS5—L%
)7 TEET,

FLWTS—FSRTLCRRBTTEE TR, HROT 5— LEFDICLANT S
(D) v 25LB0E. BARMBERT TR AZET, WANGRENRE S NA AN
LEDET

FlE
1. [support>] > [* Alarms (legac)>] > [ Global alarms] ZZER L £ 9
2. NI BT IAINNTS—LERERLET,

A [TIAINRTS—L]EI2a>T 7«02z > "BEI—R*TIqILR]EE [ EBHES
1 EERLET,

b. REXFHNZANILET,

ANFEEET DN T A—FZFERALET Bl a???2 ?2EEAB*) « VTREURY (
*) IFEBONFERL. RET (?) FE-—OXFERLET,

C KENZTZVYILET e@pzfIhH. *Enter* Z#HLFET,

@ [*Disabled Defaults] ZFEIRT 3 & REFBEMWICHE > TVWBI IR TOTIAIL TS —LD
DR MHRRRENFT,

S REBRIVILHS, [RE|7AA2ZV Vv ILEST 20 )vILET,
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Global Alarms
; Updated: 2017-03-30 15:47:43 MDT

Global Custom Alarms (0 Result(s))

Enabled Service  Attribute  Severity  Message  Operator Value Additional Recipients Actions
m 2OA0

Default Alarms

Fiter by | Aftribute Code | equals |U* Y

3 Result(s)
F  S5M  UMEM (Available Memory) ® Ciitical  Under 10000000 <= 10000000 gl
2 S3M UMEM (Available Memory) & Iajor Under 50000000 == 50000000 _?‘I
r S5M UMEM (Availlable Memory) 2 Minar Under 100000000 <= 100000000 ;?"

Apply Changes $

ERLETZ—LD*Enabled *F v IRy IADNT O T TICHED FT,
4 [BWMFTvIRYIREZFTICLET,
S [EEDEA N VYU LET,

T4 TS5 —LIFEMTI,

JO—NIVARZLT 55— LDOEME (ERDL T L)

AT LRETREDIO—NILARZLT S—LEENTEZEHTEET,

1EXZBtad H0IC
* Z{EA L T Grid Manager ([CH A > 1 VT B3BBAHDFT "FR—EINTULS Web T ZTH"
*BEDT U AERIHBETY,

CDERIICDWVWT
BRET7S—LDBPMN)A—SNTVWIEMO 7S —LZENICLTH. BEDOT7I—LIEIVT7EINEEA. R
BZ0OBMNT7S—LOLEIWMEZBR R T T—LDEMILDET, £hiF. MIA-—CNT75—L%
)7 TEEY,
Fli&

1. [support>] > [* Alarms (legac)>] > [ Global alarms] Z &R L £,

2. Global Custom Alarms 7—7JLT. *Edit* 22Uy I LES g 2oV v I L&D,

B [BMFVvIRYIREFTICLET,
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d Global Alarms
Updeiwd 20168-02-21 11.21:08 POT

Global Custom Alarms (1 Result(s))

Enabled Semice  Altribute Severity  Message Operator Value 812 Actions

[ ~] |RDTE (Tivoli Storage Manager State) =] B wzjor =] fomne [= <] [0 | 30

Default Alarms

Fifler by | Disabled Defaults | 0

0 Result(s)
Enabled  Senice Attribute Severity Message Operator Value Actions

Apply Changes *
4 [EBOER 20 Vv I LET,

JO—NIHREALT 5 —LITFEMHCE>TVWETD,

FUH—ENTS—LDIVIT KD AT L)
FWTFS—LDN MU A—INFBEIF. BEETICOVT7TEED,

EE=RIRT 2 HIIC
cHEHEBELTHELHUENHD X9 Passwords.txt 771 o

RET7S—LDEIVA-—SNTVWEEBHD T S—LZEMILTH. 75—LRBIITEINEEA. DTS
—LiE. BUDSEDL ST EIICEMICADET, P75—LZHEIZCcH. BHEDOEL (75— LOKE
DEAL) ZRFLTICTI—LZ2I TV TLEVWESIE. NIA-—SNETS—LZIUT7TEET.
3. ERDHEODELEVEY (REBMAY) ICRLTT7S—LZTICZUT LIEVWSERICENTY,

1. 7o5—LZ@EMLET

2. 74 VER/ —RICOJ1>LET,
a XMOIARYRZASNILET, ssh admin@primary Admin Node IP
b. [ZEEEINTVWB/NZRT—FZANILET Passwords.txt 771/,
C. DAYV REASIL TrootictIDEX £, su -
d ICREEINTVWENZIT—REANILET Passwords.txt 771 Lo

rootE LTOTA>d3E. 7OAVTEHEDEEDLDET T 1 #

3 NMSH—EXE=BRLEY, service nms restart
4. BB/ —KH600T7TRLET, exit

TS —LhERENE T,
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77— LOBHORE ERDRT L)

StorageGRID 2 X T LTId. EX—JLEZBFNISEKETET XY "SNMP BH" 75 —LHA MU H—CNhB
M H—EXORENED- L &,

T4 ETIE 75 —LDEX—ILBRIFEEINEEA. E X—ILBRDIFEIF. EX—IILT—NZHRE

L. EX—IREEZIEEITIVENDBD FJ, SNMPBHDIFEIF. SNMPI—2 1Y b Z2RETIHE
NHO X,

TI—LBRIOZAT ERDSRT L)

LAS—7S5—LHRUH—TNB . StorageGRID Y X T LIFERELANILEY—EZRED 2 BED 7
ZT—LEHZEELET,

BEAEL AL OB
BIRLIEERELARNILDLAS =T S—LDN NI A—CNBZ L. 75—LE X—)LBHAEREEINET,
CER
*NAT1F—
* XT¥v— (Major)
cEE
A=DU2 TR ME BRUICEREDT S—LICEAETZIRNTOBMZZELE T, . 77 —LDRE

RENTEH. BIDERELANICE ST EICE 2T PI—LLRNILDERESNICE EICHBAINEEIN
9,

#f — 2 ZREDER

H—E ZREDBAIG. H—EZ (LDRH—E P NMS H—EXHY) MERLIH —E RREICH > e
LE. BEUBRLEY —ERRETH B LETREINET, F—E XREBMIE. F—EZDRD
Y- ZREIC A ST L E, FRBTORBICB > LS CHEINE T,

* FHTY

© BRMGEL

A= 2T YR ME BRUREOEEICEIET 3TN TOEBNERELE T,

T7o5—LBAE X—=I)LY—NOHKE ((ERKEDZTL)
RRDTZ—LD ) H—ENTfr ZFIZ StorageGRID H'5 E X—)LiBHI%ZXRET BICIE. SMTP X—)LF

—NREXIBETINENDHD FJ, StorageGRID AT LIFEFX—ILDAHAEZEEL. BFA—ILEZE
IBHLIFTEFEAS

1EEZBIR Y BH0IC
* ZfEA L T Grid Manager ICH 1 > > I 3RBHHD XY "UR—FETNTWVS Web T TH7%
*REDT UL ERDIBETT,

CDRAZIZDWVWT
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UTOREEFERAL T RERDT7 5 —LE X—)LIBEI L AutoSupport E X— )L X vt —JICEHBY % SMTP
B—NZEEZLET, INSDHREIF. 75— MBRICIIEAINEE A,

SMTP % AutoSupport X vt —>0 7O RJLE LTERT 3HEIE. SMTP X—)LH—N\%
() BEABOTEMNBDET, 75—LDE X—LEAICIZAL SMTP ¥ —/\EAS NS 1
B. COFIEERF YT LTHEVEE Ao BBRL TS "StorageGRID DEEFIE

SMTP IZ. E X—ILORXRERICHR— TN TVWEHE—DTONIIL T,

FlE
1. support>* Alarms (L > —) > Legacy email setup* Z3&RL £9,

2. [EBFA=I ] AXZa—h5. [Server] ZEIRLET,

[Email Server] R—UHRREINE T, CDR—IE. AutoSupport X wEZ—TFHD E X— )L —/\NDE%
EICHFERAINE T,

Use these settings to define the email server used for alarm notifications and for AutoSupport messages. These settings are
not used for alert notifications. See Managing alerts and alarms in the instructions for monitoring and troubleshooting
StorageGRID,

. Email Server
. Updated: 2018-03-17 11:11:588 PDT

E-mail Server (SMTP) Information

Mail Server |
Part [
Authentication Username: ;root
mﬁ"‘ Password: juuuu
From Address |
.Tcs: i

I” Send Test E-mail

Test E-mail

Apply Changes *

3. XD SMTP X — LY —NEREZEBML £,

T5H Bz
X—=JLH—N SMTP X—JLH—NDIP 7 KL X, UBTICEE ./ — FTDNS Z&

ELTW3IBEIE. IPT7RLATIIABLSKKRIAMEEANTEZ T,

R—b SMTP X—= )L —=NIZT IR T B1HDR— bHES.
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T5H =EA

B SMTP X—)LY—NDFEZFFI L E T 77 4L hTIE. 58EEIE
F7TS,
WA LTIV SMTP X =LY —=NDI—HLENRT— R, FREENF VICKRES

NTW3B5EEIE. SMTP X—=ILH—NIZT7 9t RX$T3E=H01—1
BENRT—REZEETIHNELHD £,

4 [EETTRLZ*IS. SMTP H—N—HDEETEFA—INTRLRE L TRHTIENREFA—ILT
RLZEAALET, CHE. EX—IIAvE—SDEETEAZNRBE X—ILT7RL X T,

S MEIZIGLT. TAMHE X—IILZZEELTSMTP X— )L —NDERENELWZ e #HERLE T,
a [BEFA—INDTFRI>BENRY IR, PTVELRTEZT7RLRA%E 1 DU EEMLES,
1 DDEX—=IL7RLRAFERIFEX=ILTRLRAOAVIXYIDD) A EZANTEES, TXA A
EX=I)LEXELTHNMS H—EXTIEKII LD ESHDRERINABWH. TANZEBEDOS
BRY I AR TETIRELRHD X7,
b. [ TR FEFA—ILDZEE*] ZFBIRLZE T,
6. [BEEDHEA %20 voLET,
SMTP X— L —NDREIMREINE T, TAMHE X—IILDBEHREASILIEIZEIZ. FOE X—)L
HEES niioTxrx—wujétx—wﬂ—ﬂtﬁﬁén\Eﬂ#:—#am%%éniﬁho@
BOBE ) —RHADHBVATLTIE. BBE/ — RIS EX—IBEETNET, TAMHE X—JLH
RBiFiE. SMTP X—)LHY—/\D3 EtatIEL,Q NMS H—E R IE X — LT —NICIERICESE L TULE

o NMS H—E R & X— LY —NDEFICHENH ZHEIE. Minor EXE L ANJLD Legacy MINS  (
NMS Notification Status ) 7S —LHW MU H—ENZET,

TI3—LEX=)T>TL—rDOER (ERDDRT L)

EX=IT>TL—hrZFERLT RDT7S—LE X—ILBRHIDAYE— TyvRZ— BLUVHELZHR
BAIAZATEEY EX—INTUTL—b2FERTIE. ANICALHRBZEC—ROBMESETTE LA —
YT UZXMMIEETEET,

TEEZ BT BHiIC
* ZfEMA L T Grid Manager ICH A > YT RRERBHD T "TR—ESNTWVS Web TZTH"
cREDT UL AERNBETT,

CDRRAIICDWT

LX_FUJEX/E#&@}EH LT RO T7 5 —LBAICERIBZEX—ILTYTIL—brZzEHRLET. CNOSDRE
¥ 77— b@RICITERTNEE A

X=U 2T X TEICERGZEREBERDPVEICBRDZFEDDBODE T, T FL—MId. X—IXvt—
POAXIFEENTE Ao

Fli&
1. support>* Alarms (L A< —) > Legacy email setup* %Z:#RL £9,
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2. [EF A= AZa—H5. [Templates] Z3ERL £,
3. [#& (Edit) 120UvoLET, @ (Ffid*Insert*) Q7AIAVNIBIADOT>TL— FTIEH

WER) 20Uy I LET,

Email Templates
Updated: 2018-03-17 11:21:54 PDT

Template (0 - 0 of 0)

[ Subject Prefix Header Footer Actions
MName

All Email Lists From SGWS|
|Temp|ate One |Notiﬂcatinns l@@

Shnwl 50 vI Records Per Page Refresh |

4. FHLWTICRDIEEZEMLE T,

=1
FoTL— 4
B DIETEEF
Ny —

Ty R—

S EEDEANEIIYILET,

Apply Changes ’

Bz

TY7L— L OERICERT 2 —EDRAE. TYTL—MAIZERT
TFRtA

T2, EX—ILOHHDEBICKRRIEIND LT vIRXTY, L
T4V IREFEARTRE A=) T I XEEHEICHKEL. BHEE
BTEEI,

R, X—ILAXDEHEICKRRINEIANYRZ—TFIAITT, AvH
—TEX A EFERT I . SHBCEFFAREDBEREZ AXDFIICEE
TEEd,

R, XVvtE—YARXDKEICRREINZ TYR—TFIANTY, 7
wARA—TEXIANEERAT R L. BEREDEFEE S Web 1 bAD
DoORBRED)IA VA BHREANDKREICEEETETE T,

BHIOFHLWT > FL—EDEMENE T,

TI—LBHDA—U TR SDVERN (ERDS R T L)

A=) M2FERATZE. W7 I—LD M) HA—ENce I —EXDRENE L - T- & T IS@EH
HERETZEDTEET, 775—LDE X—JLBHEXRETBICIE. DECEDH1DDOX—=D VTR~
HER T AU ELHDET, 1 AOZEBICBREEETDICIE. 1 DOEX—ILTRLAZEUAXA—-Y
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JVZMZEHRLEFT,
TEEEBAIAT BHIC
* Z{EA L T Grid Manager (1 V1 Y §23MRBAH D ET "HR—INTULS Web 7 F 7"
*HEDT IV RAEBRIBETT,
CAX=UVITVRMIEX=ITY>FL—F (ARRLDOAYHE—, TyvR—, %) ZIEETIHEIE.
TYTL—hrZERLTEKBELDBD T,

CDRRAIICDWVWT
UTOREZFERAL T, RERKDT7S—LE X—)LBHICERTZIA—-D IV MZEELET, CNHD
REIE. 77— MBHRICIFERAINEEAS

FlE
1. support>* Alarms (L 7> —) > Legacy email setup* Z3&RL £9,
2. [EX=)L] XZa—-H5 [*URK*] ZBRLET,

3. [#R% (Edit) 120Uy ILET. @ (Ffld*Insert*) B F7AAVIRVDA—UVTUZLT
BREWMER) 220 vILET,

Email Lists
Updated: 2018-03-17 11:58:24 PDT

Lists (0 - 0 of 0)

Group Name Recipients Template Actions

! ! | =1 20Q
Shnwl 50 vI Records Per Page Refresh |

Apply Changes *

4. FHLWTICRDIEEZEBMLE T,

I5H SHEg
JI—T% X=) G A ZHANTEZ2—EDEHE. X—U 2T X NAISEE
TEFEtHA.

AR AV YTV MORFEEELTH, £DOX—-U 2T
VR~ 22 ERY 3MOSRICEBRIRRENEETA. FILLX
=TV BZ2FERITEELSIC. REBFHDBEMZ INTF
BTENIIVEDNHDET,
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T5H =EA

ZEE BHOEEHREGIBEIMOE X—IL7RL A, BEFADAXA— >
YR, FEIFEX=ITRLRABEELUX—Y YT YR EHY
I TCXY->TEELE T,

AR PBEFAATRLADEBRDOX-U VT ZIMIELT
W2IBEIE. BRlZ bV A—9B3AXRYEHEETZE. 18D
BFA—IIBHNOANEEINE T,

FYFL—hk MEBIZIHELC T, EX=ILTYFL—rEFEIRL. COX—1 25
ZARDITRTODZEBISEEINZIEHMIC—EDA YL —, TvA
— BLUOHBEZEMLE T,

5 [ZEDOEA &I v LET,

HLOWX=U TR AR ENE T,

To—LDE X—)L@HDEKRE XKD XT L)

WRDT S =LY RTLDEX—)LIBHMZZETBICIE ZEBEBNMAX—V VI UIRDAYN=THD. D
1) 2 b HY[Notifications] R—JICEMINTWVWIREDRH D £, BRI, IEELEERELARNILOT Z—LH
R)A—INBERCH —EXDREDNZEDL S THBRICDAH. REBICE X—ILZEETILIIKREIN
TWET, CORDH. ZEBRIZEIIVENHIBMNDAZZELET,

EXEZRRY S/IIC

* ZfEHE L T Grid Manager ICH 1 > A1V 23HERHDXT "HR—FETNTWLWS Web T 5T,
BEDT Ut RERNUETT,

*REFEADE X=X SDHBETT,

CDRRTICDOWVWT
UTOREZFERALT, EROT7S—LOBHMZRELET. CNSDRER. 77— bBRICIFERINE
Ao

EX—IT7RLR (FLIFVRE) DMEBOX—DV VT UIMIBLTWRIHE. BHlZ ) HT—9351X>
EORET B L EX—LBAIF 1 BREITEEINT T, It EXEICBRBSIRTOT7 5 —LDE
MERETBHLOIC. BEBARD 1 DOBEEBEIIN—TZRETETET, o HOTIL—TF EXEH
Critical D7 2 —LOBHDABBEL LFE T, MAD X MIFAETE £, Critical LNILDT S —LH Y
H—h2 BN 1 BEITEEEINE T,
FIig

1. support>* Alarms (L 77> —) > Legacy email setup* ZERL £7,

2 [EBFA—IL ] AZa—H5. [Notifications] Z:EIRL 9,

3. [#RE (Edit) 122U vILEd. @ (Ffkid*Insert*) @ 7 IV RYIDBEMTIIAWVES) %=
20w oLET,

N BFA-INVRB ] TA=UYIT VI ZERLET,
A DUEDTS—LERELANILEY—EIREZERLET,

[S2 B S
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6. [EEDER N ZV Vv I LET,

BRLIET7 S—LERELANILFLRBY—EIREOT7S—LH NI A-FLRBEEEIND . X—UY
T ZXMIERAAEEINE T,

A=D2YTVR+ ROV RTL) OF7 Z—L@HZFELET S
AX=DYJVIATTS—LICETZIENZRELABVELDICTBRICIE X—UYTUIMDT 5 —L@EH%Z

FLELET, LezE ICBITLEHEIC. GVWTI—LICETZ2E8MZE 77— b EX—JL@MZzFELET S
CENTEET,

TEEZ BT BHiIC
* ZfEMA L T Grid Manager ICH A > VT 2RERBHD T "I R—ESNTWVS Web TZTH"
CREDT UL AERDBETT,

MUTOREZFEALT. LAD—TFI5—LYRTLDE X—ILBHZELELEFT. CNOSDOREIF. 75—
FEX—JLBRICISBEBAINEE A

@ fﬁﬂ%@??—h?]?htiﬁ%ﬁ%ﬂ?ﬁ— EENFITH. 75— b RTLALIIEKREGXA Y
EABD. FEVWRTLHR>TULET,
F&E
1. support>* Alarms (L > —) > Legacy email setup* Z3&RL £9,
2. [BFAX=IL] A= a—h5. [Notifications] ZZIRL £,
3. [#R&E (Edit) 1ZoUvoL&EY, @20 )vILET,

4. [Suppress|T. BLETEAX—V VT VR NDREICHZF TV IRY I REZFEIRTZH. D LEIRICH
%*[Suppress]*ZEIRL TIRTDOX =D VT U R EBIELET,

S [EEDER N ZEIUvILED,

BIRLIEX =T VXML TEWT S—LBHMELEETNE T,

KDV I —LERTLET

SATLEEUL T T—LOLIWVMEISETDE. 7o7—L (EFEDRXTL) BEUH
—SNZXT, BET7IT+0THB75—LIFE. CurrentAlarms R—SHSERRFTEF XTI,

@ WRDT Z— LY RTLIFFIEHEYR—bEINEITH TS FIRXTLICIFREIBA) Y
EABD. EVRTLAE>TVET,

1EE=BIR Y BH0IC
* Z{EMA L T Grid Manager ICH 1 > VT RHEDRDHD T "FR—FENTWLS Web T T T

FIE
1. support>* Alarms (L-77<—) > Currentalarms * %3#&RL £7,
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The alarm system is the legacy system. The alert system offers significant benefits and is easier to use. See Managing alerts and
alarms in the instructions for monitering and troubleshooting StorageGRID
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Audit Log Rate = 2 x S3 Operations Rate
Audit Log Average Size = 800 bytes
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Audit Log Rate = ((2 x P) + (1 - P)) x S3 Operations Rate
Audit Log Average Size = (570 + K) bytes
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Application Log Rate = 3.3 x S3 Operations Rate
Application Log Average Size = 350 bytes
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Application Log Rate = ((3.2 x P) + (1.3 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (240 + (0.4 x K))) + ((1 - P) x (185 +
(0.9 x K))) Bytes
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SNMP agent

You can configure SNMP for read-only MIB access and notifications. SNMPv1, SNMPvZc, and SNMPv3 are supported.
For SNMPv3, only User Security Model (USM) authentication is supported. All nodes in the grid share the same SNMP
configuration. The following MIB files define the objects and notifications for StorageGRID:

B /ETAPP-STORAGEGRID-MIB.txt: Defines the alert table and notifications |traps) accessible on all Admin Nodes.
B £5-NETAPP-06-MIB.mib: Defines objects and notifications for E-Series-based appliances.

B MIB_1_10.zip: Defines objects and notifications for appliances with a BMC interface.
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—2 1> bIEStorageGRID ¥ R FLDY )y RIDZAZ a7 AT LTERAL
9,

HEIZIG LT Other Configurations 722 3 > M Agent Addresses X 7 ZERL £,

CORTZFERALT DERIFERO"VRZVYT - FRLRA"ZIBELET NbldE. SNMP I—2
IV MBI TUESETES StorageGRID 7RL A TS, FEI—J TV M7 RLRICIE. 182 —Xy
ORI, EX ORI, StorageGRID %y T —0 BLUA T 3> TR—EMHEENFE
ED

I—Cz Vb7 RLRAZRELBWVES. 774 MDY RZVT 7 RL XIET R TDStorageGRID v
kD —2DOUDPAR— ~161TY,

a. *Create* ] #ERLFT,



Create Agent Address # 7OV Ry I ANKRRINE T,

Create Agent Address

Internet Protocol (@) IPv4 () IPv6
Transport Protocol (@) UDP () Tcp
StorageGRID | 6rid. Admin, and Client Networks v
Network
Port = 161 T

b. 1> &—wy r7ORIIL*DBERIF. COTRLRICIPVA L IPV6 DELESZERTI3NEEIRL
£9,

T 74 N TlE. SNMP (Z IPv4 ZERL £9,
C. [*Transport Protocol] ICld. CDOF7 RLXTUDP & TCPDEES5%ERAT AN EERLET,
F 74 ~TlE. SNMP (3 UDP ZFERL £,

d. StorageGRID Network*] 7« —JL R T, /I!)—%R{59 % StorageGRID v b7 —U ZZEIRL ¥
ERS

gy Ry cO—=0, BEBRYNT—0, UF5A4T bRy NTJ—2  StorageGRID |&. 3D
DY RT—TOFARTTSNMP VTR YRV TERIREARDHD FT,

" Grid ®*y cT—72
rEBERY NT—7
COSAT I RRY NT—D

@ StorageGRID £ DIV A7 > MBEDEFa U T ZHRTBHIC. V51T
fRy bD—VRADI—S Y b7 RLRAZERLBEVWTIZE0,

e [Port] 71 —ILRICIEF. #F>3>T. SNMPI—J x> b)) v RV §BR—hESEANLE

o
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SNMP I—2 x> bDFT 7 # )LD UDP R— kiE 161 TEH. RERDR— bEBESIZIERICAT
TEET,

SNMP IT—Y x> b %1R1F$ 5. StorageGRID IC&K > TRHEB 7 717U+ —ILDT
(D -V hrTELRA—FHEBNICEEET, ChE0K— FADT L XBNET
FATIOA—I)LTHRAINTWVWBR xRS L TSIV,
f. T*Create* ] Z:&#RL T,
I—Cz Y b7 RLZADMEER SN, T—TILISEBIMEINE T,

Other Configurations

Agent Addresses (2) USM Users {2) Trap Destinations {2)

|4 Create || # Edit || % Remove

Internet Protocol Transport Protocol StorageGRID Network Port
IPv4 UDP Grid Network 161
® | |Pv4 UDP Admin Network 161

9. SNMPv3 Z{EFH L TLW3315&I&. Other Configurations £ 3 > ® USM Users Z 7 & EIRL £ 95

COET=2ERALT. MBOREERIFN Sy ITELVA YT+ —LDOREZFFAIETNTLS USM 21—
HeERELET,

() CoFEE SNMPVI F7zid SNMPv2c D& E (R LTV 3 HAIEERS N E A,

a. *Create*] ZFERLET,

[Create USM User] 1 7OJ Ry I ANKRREINE T,
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Create USM User

Username @

Read-Only MIB Access ©

Authoritative Engine ID @

Security Level @ (@) authPriv authNoPriv

Authentication

Protocol @ SHA
Password
Confirm Password
Privacy
Protocol @ AES
Password

Confirm Password

b. Zd USM 2—HD—EBD *21—H&Z*E# AL,

I-—HFHDORAXFHIINZNF T, ZAXFIIMEATET T A, I—VOERRIC I - ZEEY
BlLlFTETEEA

C. ZOIA—HICMIBADHTEAEDERT V7t X% T 555 &. *[Read-only MIB Access|*F = v 77K
WO REFICLETD,
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[Read-Only MIB Access] %3#3R9 % & . [Authoritative Engine ID] 7 «+ —JL RIZEMICHED £7,
() #AROBAMBT V&2 EHOUSMI—HFICIE, TV VIDERETE £ A

d Coa1—4% INFORM 5B THERAT BB COI—HDEROHZ T ID* ZAALEF
ER

() SNMPV3 1 > 7 #—LDEEXICIZ. TPV ID#F>21—HBETT, SNMPv3
ESw FPERELICIE. TP VIDEFE DI HY%2SHRCIETETEE A

EETIZIOVVIDIE. 16 EHTS5~32 /N1 T,

€. USM 2I—H%Dtxa)Fa LANILZERLET,

* authPriv * :DIL\DEK.7)7’(/\/_ (E 'ﬂ::) tﬁf?bijo nlu\nJ-.Ejol:l I‘:UI/(\:/\ZI? " j-'?)ck
O7ZAN—7AORINENRT—RZIBETIHENHD £,

*authNoPriv * | COA—HIFIFRFEBEL. TN —IEH D FEHA BESEAEL) . RS
ORJINENRT—RZIBETIHREHLHD XY,

.. 2O2A—UDEREEICERTZNAT—REANIL, BROHICHS—EANLET,
C) HR—FEINTWBEREEZO M 3J)LIE SHA ( HMAC-SHA-96 ) 7213 T,

0. [authPriv] Z&R LB EIE. COA—YDRTSANY—ICERATZ/NRT—REAAL, BELE

o

() ¥E—FSATLBTS1/A>—FOLLIZAES DBHTT.

h. T*Create* ) Z3EIRL X,

USM 2—HHPMERE . T—TILICEMENE T,

Other Configurations

Agent Addresses (2) USM Users (3) Trap Destinations (2)
|+ Create || /' Edit|| % Remove|
Username Read-Only MIB Security Level Authoritative Engine ID
Access
user? i authMaoPriv
user] authMoPriv B3AT3C2F3D6
® | userd authPriv 590359E801256

10. [[select_trap_destination, start=10] tiDRELZ V> 3> T by TEXERRXTZERLET,

kS w FEEKZ T TIE. StorageGRID b 5w FEIFBIHDXEENL%E 1 DU LEEETETF X, SNMP
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I—Y Y bEBEMCL THRE%:EIRY % L. StorageGRID IFEE S NIRZEELEADBEHDIEE
ZHEBLET, BT - MUH—NeZICEEINET T, EEBEHIZ. YR—FTNhTWS
MIB-Il T>F« 7« (ifdown * coldStart 2 ¥) ICDWTHEEINE T,

a. *Create* ] #ERLFT,

bSyw TEBROERA A TATRY I ANKREINE T,

Create Trap Destination

Version (@) SNMPvI SNMPy2C SNMPV3
Tvoe @ Trap
Host @
T_[‘\ 0 - -
Protocol @ (@ UDP TCP
Community String I
@) Use a custom comm nity strir
t..l;'._ :_r munit
Strin

a. [*Version] 74 —JLRT. COBHIZERTS SNMP N—2 3 > ZFRLET,
b. BIRLI=N—2a VIS Te 74 —LICANLET
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N—=23>

SNMPv1

(SNMPv1DI£4&. SNMPI—
STV hEINSY TDOREEZEE
TEFTd, 17 +—LIFHR
—rINTLEEA) »

SNMPv2c DIFH

COBEREEELET

[*Host*] 7«4 —ILRIC. by THRET S IPv4 £7215 IPV6
T7RLR (7213 FQDN) #ZAHLZET,

- *Port* ICIE. RIDEZERTI2URELHDIH5EZRE. 77

Ak (162) ZEALTILET V. (162 (& SNMP k5w
TORER—FTY) o

Protocol (ClZ. 77 #JL bk (UDP) ={EHALEd, TCPH
HR—rINTWLWET, (UDP IXEED SNMP ~Sw 77O
F3OJLTT) o

. SNMP Agent R—JThSy FOdIa=ZFohHEESTNA TV

BEIF. TI7AIIN MDY TAZIa -T2 ERBTZIH.
DESYTIEEXRDHRARZLIAZ2aZTAANIYTRZADL
£9,

NRABZLAZ2ZT4 AR T DERAXFHIFIZNF T, 2
BIEEATEXE Ao

- hSY TR YT+ —LICSEEZERAT 3D E S ER

LE9,

. [*Host] 71 —ILRIC. bZwTFZRET S IPv4 £7:1d IPv6

7RLR (FfIEFFQDN) ZAAILET,

*Port* ICId. BIDEZERT IHENHIHGEZRE. 77
FILE (162) ZEELTLLETV, (162 & SNMP k3w
70@*%2%7.'—2_1\_C3_) o

Protocol (CIZ. 77 #JLk (UDP) ZERALXY, TCPH
HR—FINTVWET, (UDP IFIEED SNMP k> v 77O
FJJLTY) o

SNMPAgent R—JThSy AT a7 MEETNTVS
BEIF TIAIINMD Sy TAZT 2T 2 EBTIH. C
DESYTEEEONDRZLAZ 2 =T XY VT EATIL
7,

ARBZLAZI2=ZT4 AN VT DORANFHIINZXFET.
HISERATET X Ao



N—=23> COBHREEELEY

SNMPv3 L NSy TEREIBA YT —LICEEZFERT 3D 5D ZER
L&,

i. [*Host*] 7«4 —ILRIC. FZvTEZIET S IPv4 £7-13 IPv6
7RLRX (F7=IZFQDN) #ZAHDLZET,

iil. *Port* (CIE. BIDEZERT2HENDHBIHEZRE. T7
Ak (162) ZFAL T TV, (162 & SNMP kS v
TDIRER—-FTY) o

V. Protocol ICI&. 77 #JLk (UDP) ZfERLZ*d, TCPH
HR—bETNTWET, (UDP IZEZED SNMP ~Z w70
FJILTY) o

V. RELICEAT 5 USM 1—HERIRL T,

° [*Trap] Z:#R LB EIE. 1EROHZ TP ID %HF-
BWLWUSM A—H77EIIHARTIEINE T,

° *INFORM Z:&R L -5 813, HEROHZ T ID =25
D USM I—HDANKRREINFTT,
c. *Create*] Z:ERLET,
rSw TOXRERMER SN, T—TILICEMENE T,
. SNMPT—2 x> FOREDNTT LIcH. MREZERLEY,
HILOWSNMP T—2 Y hRED TV T 1 TICBD X,

BB
"7Z—bhERZEYIL Y METB"

SNMP T—> x> hZEHLET

SNMP BHIDESNt. IS a2 =T A YITDEH. I—C T FT7RLR. USM
A—%. FSyv TOXRELEDEMPCHIBRZITO ZENTEXT,

TEEZBAIA T BHIIC
* ZfER L T Grid Manager (CH A VA VT DHRENHDET "FR—FINTULS Web T TH,

* Root AccesstERD N ET T,

CDRRATICDOWVWT

EEHIBLUIC'SNMP T—J Y FOHRE'ER T TITo1EEZ I v b3 3ICIE. [SNMP Agent]R—
COTEICH B MREZBIRTIVENH S CITFRLTLIEEL,

FI&E
1. * configuration * > * Monitoring * > * SNMP agent * R L £

SNMP Agent R—IHRRINE T,
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S IRTDT )Y R/ —RTSNMPI—o x> hE2EMICT 335513, [Enable SNMPI*F T w IRy I %

Z7IZL. [Savel*EZEIRL £,

SNMPI—Y Y MEIARTDI VY R/ —RTEMCBE>TVWEY, HETI—T > b zBEEMIC
L7=84. LEID SNMP S/ EIZFREINET,

MBS LT ASILTME% * System Contact * & & U * System Location * TE#H L £,
- WEIZIELC T, StorageGRID SNMPI—2 Y b5 b Sy THELUVA YT+ —LBHMZEELABEVLD

ICT3%E1E. *SNMPI—2 > B EBMICTB*F TV IR Y IREATICLETD,

CDFTVvIRYIRZATICTBE. SNMPI—2 1Y MITARDERDOMB7 72X ZHR—KL
FIH. SNMPERIFIEEL FE Ao

BYNCERRECNTULWAWIO R I X v E—2%R(F L7 & TICStorageGRID SNMPIT—2 1 > R HV5ER

EJ-.E ~Z /7075\ ;é'fn NEWVWKDICT BT [I:IIL;\IJE ~Z /7%%)&‘&-?%] FI /7/_.'_\ /71%7.!-7‘0._ LX
ER

SNMPv1 F7=l& SNMPv2c B3 25813, BEICISLTAZS 2T A NI T2 a>m=EHL
£9,

Dt a>rDT«4—)LEIE. SNMPv1 £7zlZ SNMPv2c TOOAZI 25T 4 N—XDFREEICFEATIN
F9., CNB5DT 1 —JLRIFSNMPVIICIEBERINEE A

C) FIANIDAZI2a=F AN VI EBRT 3HEIE. BIICTARTO Sy FEEL
THRZLDIAZI2=FT1 AN VIR ERTZREARBHD 7,

CI-VIV T RLRAEZEFHTZHEIF. [FOMORE| LI a D[ I—CT VAT RLR4T%
ERLED,

Cther Configurations

Agent Addresses (2) USM Users {2) Trap Destinations {2}

| 4 Creats | | & Edit | | ® Remove

Internet Protocol Transport Protocol StorageGRID Network Port
IPvd UoP Grid Metwork 161
% | |Pvd UDP Admin Network 161

CORTEFEBLT DELIFERD"VR=Z2T - PRLR"#IBELEYT Cnbid. SNMPIT—2
TV DTV EZETES StorageGRID 7 RLATY, FI—J TV M7 RLRICIEF. 17—y
7Ok, X 7O R3JL. StorageGRID Xy kT —2, R— kB EENE T,

a I—Yx b7 RLRAZEMY BICIE ER]*ZFERLE T, RIS, SNMP IT—2 x> hOREF
JBICEEE TN TVWBR I -2z b7 RLADFIEZERL T I L,

b T—Yx Y b7 RLRAZRETZICIE. PFRLADIOARE D ZBIRL., "HREZERLET, X

IS« SNMPI—C Y FOFREFIBICEHINTVWRI—Cz Y R 7 RLRAOFIEZEBRBLTLIES
Lo



C I—YxYh7RLAZHIRTZICIEF. PRLADS DA RV ZERL. [HIRRPZERLE T, X
IC. OK*ZFERL T, COFFLRAZHEIBRT B ez L T,

d ZE#I3I v hT3ICI1E. [SNMP Agent]R— 2 D TFERICH B *[Save]* # &R L £
8. USM 2—H%E#FH T 3ICIE. Other Configurations £ 3> T USM Users Z 7= ZIRL £95

Other Configurations

Agent Addresses (2) USM Users (3) Trap Destinations (2)
|+ Create || # Edit || X Remove|
Username Read-Only MIB Security Level Authoritative Engine 1D
Access
user? v authMaPriv
useri authMNoPriv B3AT3C2F3D6
®  userd authPriv 59039EB01256

CDRT=EALT. MBORBRERXLB SV TIELIUVA YT+ —LDOREZFRTIINTWVS USM 21—
HeERELET,
a. USMA—H7ZEMY BICid. *WEH]*ZZRLE T, RIS, SNMP T—2 x> FOREFIED USM
I-HRITOFIEZERL TIIEE L,
b. USMA—HZMFET ZICIE. A—HFDSTARE U ZRIRL. "REZBRLFT, XIS, SNMP
I—2xY hOREFIED USM I —HRITOFIEZSBL T LI L,

BEOUSMA—HDI1—HRIEZEETCETEF A, 1—HLELTETINELAHZESIE. 1—F%H
BRLTHLLWIA—YZERTI2HRELHD XY,

A—HDOMERDHZ TPV ID ZEBMELIFHIRLIEBE. TOA—YHBRETA T4 F
C) —2avICRLTGERTNTWVWB EEE. FIBDHBICR->T. TRATAR—>a>%iR

EFXISHIRTAIHRELNHD £ SNMP ~Z v TDixER,. £5LRLVWE. SNMP IT—

IVABERRGFELIESICRIATIS —HDEELE T,

a. USMA—HZHIFRT BICId. - DI VFREZVZERL. [HIRZ#RLE T, RIS, OK*ZE
RLT. COA—YDHIFRZREELET,

HIRRL7cA—D RSy TOXRELXRE L GEIRTINTULBIEEIE. FIBDFHEBICRKE >
T, RELEEZREL-IJHIRTIHELRHD T SNMP ~Z v TDEEKR. £5LE
W¥¢. SNMPI—C 1Y bREZREFELICCEICKEIETI S —DEELEX T,

b. ZE%# 13 v b T BICIE. [SNMP Agent]R— D TFERIC & % *[Save]* Z BIRL £ J,

9. [[snmp_trap_destination, start=9] k5w FXEHXZEFH T BICIE. [ TDOMDOBRE | I a>D[ Ty
TREF IR TEERLET,

kS w FEEFKAZ T TIE. StorageGRID kS FEFISBHOXEEL%E 1 DU EEHZETEFE T, SNMP
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I—Y Y bEBEMCL THRE%:EIRY % L. StorageGRID IFEE S NIRZEELEADBEHDIEE
ERBLET, BHIE. 75— hET7 =LA NI H—CNICSICEESINE T, EESEIX. YR—
EENTWB MIB-l T> 7« T« (ifdown % coldStart 2 ¥) ICDWTHEETNE T,

a. hZvTXERZEMT BICIE. (R Z#ERL £ 9. RIC. SNMP IT—J x> bOREFIED b+
Sy TXERDOFIEZSRLTIZE L,

b. FZyw FEERERETBICIF. I—FOIOAREVZBIRL. "REZEIRL £, KIC,
SNMP T—2 Y b DOREFIED b5 v TEEFRDOFIEZSRL T LT L,

C. +SyTIEERZHIRT BICIF. EEFXRDITVAREVZERL. HIRIZERLET, RIZ. OK*
ZERL T, COXEEDOEIFRZREL X,

d ZE#I3Iw hT3ICI1E. [SNMP Agent]R— 2 D TFEBICH B *[Save]* & 3&IR L £
10. SNMPI—C Y bOREZEFH LIS, (REIZBEIRLE T,

MIBT7 71 JLICT7OEALET

MIBZ 71 ILICIE. VY RRD/ —ROEEBRRIY —R Y —EXDFONT1 D
EHBCIBHRIESENTUVWET, StorageGRID DA T ¥ b BH%=EEHT ZMBT 7
AINCTIVERATEET, cNDT77AILid. )y ROBERICIRIIEE T,

H#BBLTLEIVW'SNMP [CLBEREFEHATE"SNMPELUMIBT 71 IILOGEMICDOWLWTIE. Z8BLT
<TETLY,

MIB7 71 IJLICT7OEALFET

=2}
1. * configuration * > * Monitoring * > * SNMP agent * Z#iRL £ 9,
2. [SNMP agent]X— T, 47 >O—R323 771N ZERLET,

° * NETAPP-STORAGEGRID-MIB.txt * : $RXTOEE ./ — R TP I RARER T 5 — b T—TIL LB5
(bZv) ZEZLEDS

° * ES-NetApp-06-MIB.mib * : EZ ) = XR—XDT FSA TV ADA T CCBHZEERELET,

°*mib_1_10.zip* :BMCHA Y2 —J A R&FHT 27 ISA TV ADA Tz bBHZEELF
ERS

3. UBIZIEL T, EEDStorageGRID J/ — RDRDIEFFICHBMBT 7 AT IR TEE T,

/usr/share/snmp/mibs

4 #EBELZXY storagegrid MIBZ 71 JLDOID :

a. StorageGRID MIBDJL— kDOIDZEUYE L £ 9

root@user-adml:~ # snmptranslate -On -IR storagegrid
F58R 1.3.6.1.4.1.789.28669 (28669 |3 IZStorageGRID MOID)

a. iz, V) —2{EDStorageGRID OID%=grep TIEEL £9 (BAD T ZERAL TITZHELET) o

root@user-adml:~ # snmptranslate -Tso | paste -d " " - - | grep 28669
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®

MIB7 7 T LOAR

o snmptranslate XY RIZIE. MIBOBERICRIDZL DA S>3 >hiHDxExd, D3
I Rid. FEDStorageGRID / — R TEHRATE £,

IARTDOAT T idStorageGRID OIDDOTFICH D £96

A Rl 7Yz kD (OID) B
v k7w SStorageGRID TV 7« 7« BDOMIBE
91_}Lo
MIBA 7T k
FITSxTU M 72z ~ID (OID)  F#BH
activeAlertCount 1.3.6.1.4.1.4789.28669.1. gctiveAlertTableAD 7 75+« T8 75— kDL,
3
activeAlertTable DE& 1.3.6.1.4.1.4789.28669.1. StorageGRID D7 VT« T RT7Z—bDT—T Lo
4
activeAlertld 1.3.6.1.4.1.4789.28669.1. 7S —+rDID, BIET7 VT4 T HBT7S5S— DY
411 m?@&_%ﬁ?o
activeAlertName D B& 1.3.6.1.4.1.4789.28669.1. 75— ~D%&HI.

activeAlertinstance M Bg

41.2

1.3.6.1.4.1.+789.28669.1.

To—baERLIEIYTa T4 D% BEIT/

41.3 —R4) .
activeAlertSeverityDBg  1.3.6.1.4.1.+789.28669.1. 75—~ DEKE,

41.4
activeAlertStartTimeDfg  1.3.6.1.4.1.+789.28669.1. 75— rA U H—EhicHE,

BHIRAT (F5vD)

4.1.5

IARTOBHICIE. BENA Y RELTROZEHHESENE T,

e activeAlertld
* activeAlertName M B&

* activeAlertinstance DB
* activeAlertSeverity DB&
* activeAlertStartTime D Bg
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WS A T F72xZ D (OID)  FiEA

activeMinorAlert® Bg& 1.3.6.1.4.1.+789.28669.0. FAEHMinord® 7 Z— bk
6

activeMajorAlert D B 1.3.6.1.4.1.+789.28669.0. MajorEKED 75— bk
7

activeCriticalAlert D B& 1.3.6.1.4.1.4789.28669.0. FAE M CriticalD 7> — ~
8

BN StorageGRID 7 —4#ZNEL £

Fry—be I 72 FERLET

ISR LAR—r%ERALT. StorageGRID > X T LDKEZEHRHL. BEDONSTIL
SaA—TA VT TIOIELHTEET,

J570847

72 7I21E. FED StorageGRID 15X EMHDENFXF EHTRRIINE T,

Grid Manager¥ v > a7R—R(Zld. Uy ReBH A N TERABERA ML SR F e OHh— RHRRRT
nxd,
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Data space usage breakdown ¢

1.97 MB (0%t} of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space
Data Center 3 0fa 621.26 KB 926.62 GB
Data Center 1 0% 798.16 KB 12478
Data Center 2 0% 552.10 KB 92662 GB

Metadata allowed space usage breakdown @

2.44 MB {096) of 19.32 GB used in Data Center 3

) Metadata space Metadata used Metadata allowed
Sitename = = =
usage space tpace
Data Center 3 0% 2449 MB 19.32 GB

e
Y
-

Tenant Manager4 v < 2 7R— R D[Storage usage]/SRZILICIE. ROBHRHARTINE T,

*TFFHFYRDEANTY N (S3) ¥xaY 7+ (Swift) U X+
CEBRARKDODNTY bELIFOAVTFOBREY A X %=RITIET ST

C FRBAAR—ADES . 74—EDBRETNTVBREEIE. BODDAR—IDELEE
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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage @ Total objects
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining
N e i
objects
Bucket name Space used Number of objects
Bucket-15 969.2 GB 913425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9GB 583,245
1C: 3341 1240 0546 8283 22048
Bucket-03 403.2 GB 981,226 .
/ Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ Sselectanabled
@ 8 other buckets 14TE 3,007,036

F 7. StorageGRID DIEEXEMDELERT T S 71E. Nodes R—T ¥ * support * > * Tools * > * Grid
Topology * R—H5HRZENTEFT,

TSTICIERD 4 BELHD £,
* *Grafana Fvy— bk * | /—RKR=IJTRTRIND. Grafana Fv— k. BEDOZBICHS Prometheus

BIEDED IOy MIERINET, fceziE. A RL—2/ — RO *nodes * > * Network * 4 7'1Z1&.
XY bRI—=O T T4 v OIERAT S Grafana Fry— MBS FENTULE T,
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Overview Hardware Hetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custarm
meswork traffic @

E50 kb's

£OD kbi's

S50 ks

500 kb=

450 kby's

1005 12:10 10:15 1020 10:28 1034 10:35 HEAD HiEAS 1053 1655 11:60

m Received = Serd
MNetwork interfaces

Name @ & Hardware address @ = speed @ Duplex @ Aute-negotiation @ = Unkstatus @ =

ethil 00-50:56:4T:EB-1D 1 Gigabit Fall OF Up
Metwork communication
Receive

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =

sthi EXTTel-T | 20,403,428 1, ol 24,808 |l | 0 th
Transmit

interface @ = pata B = Packets @ = Errors @ = Dropped 8 = Collisions @ = Carrler @ =

ethi 365GE 1k 15051947 1l o 1l | ol a il

@ Grafana 7+ — k&, *support * > * Tools * > * Metrics * R— T TERTE 2 BRIHEEREFH
DRy aR—RICHFENTULET,

MR T ST L ) —RR=IJE KUY * support * > * Tools * > * Grid topology * R— (/577>
ER) DOBEIRTIET T —FEOHEIET S T72FERAL T, BAE (NTPRAKEA 7€y bD
ppm R Y) ZEHE StorageGRID BEDENTOY bENF T, EOREHREOBBICEHLET—ED
MfET7Ov rENET,
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NTP Frequency Offset (ppm) vs Time
2010-07-18 16:32:15 FDT te 2010-07-18 17:32:15 FDT

2 29.24

o 2923

=

E 29.22

o 29.21

i

=

B 29,20

=

= 29.19

=

g 29.18

L

-3 29.17

P_

Z 29815

29.15 I I | | |
16:33 16:43 16:53 17:03 17:13 17:23

Time {minutes)

CCEIISTF L/ —RR=IUBIUVYR— > Y=L > JYy R MROY R=T (JSTTA
OVZER) HOFRTEIET W T—FEOHLID) T2V MY —EXDERDELRY. BE
DRMEEDCTOY MIBEY S T7HMERINE T, Y Z 73RS Z 7ICUTVEITH. RO TDEB
DOERDMEVRBICHED T, EOEHHEADEBICELE T—EDERTTOY FENET,

Service Load ©9 vs Time
2010-07=19 140502 PDT 1o 2010=07-12 153002 FOT

0,050+

L]

0.0854
0.0804
0.075+
0.070-

L

0.0654

0.060

0.055+4

0.0501 |

| I | | | | | |
1406 14:16 14:26 14:36 1446 14:56 15:06 1516 15:26
Time (minutes)

*JZT7DRICIE. BIOBEDTSTT7AAYTREINZDDLHD ET i Fow RANEBD T,
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1 hour 1 day 1 week 1 month Custom

i P
From: | 2020-10-01 2 | 45 PM | PDT
L L
Eal e
To: | 2020-10.01 01 10 PM | PDT m
v v

Lost Object Detected &

in

0.3

o - - :
12:45 1230 1235 13:00 1305 13:10

== Total

2

PRI ST IHR—R > Y=L > )y R RO R=JTERTEEY (USTT7IY
ZERLET) MT—REDOHEID) KRBT ZTZEBLT. A5 M200 AZUNA FTS5A2D
WINHh DREZXRIBEENTOY FShE T, KBTI ZTI3IFANIRT Z 7 ICBUTVWERIH EHNES:
LTEST . RIDRREICTIDEDL S CMEHRATRIREINE T,

LDR State vs Time
2004=-07-09 16:40:22 1o 2004-07-09 17:17:11

s tanflb'ﬂ" B . . - » "
Offline

1641 1645 1649 1653 1657 1701 1705 1700 1713 17':'1’?
Time = Minutes

E e E:
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"Nodes R—JHRRLFI"
"Jw R bkRODYY —ZRRLET"
"R — AR R

727 DRI

IS5 DHEICERINSIREBICIIBEDEHEKDHD X7,

H> )L =17
— LR—bFINZEMEIZEVEDORETCIOY FENET,
BEVROBEOERDEWVRIZ. FORMEEOEBROENRRZ _cERLE
r T, T/, HEZERLTIEHICTEZVT ] SNTULWET, BULMRIZNE
TigERL. BLRIIREKEL SRIMEE TOEREZRLET, BLEEDES

B WBEY 77 TRAT — 2RI IeOICERINE I,

S — T=EZNT70Y FETNTLRVWZEADEDIE. BIEENMERTES BN ol L%
TLEY, ERBIF. BREZLR—-bTEZ3FT—EIXDREICIGLT. & JL
— FEBFITL—CBFEORHEEICRDET,

BUBDOERIE. Y—EXORENTRALGIOBMRMEN L R—FENT. —8BF
TIFIRTORLEZHRETE LN > cHHEEZ R L £J,

JL—DERIF. BEZLR— b33 —EXNEELOERTIELELTWS
OIS, —HRICFIRTORBEEZEIS TS Ah o IcEERZR L E I,

Bhofeh BEZLR— b33 —EXNEELDEHTELELTWSOHIC
BHEZRSTE AL > IcEREEZzRLE T,

‘ JL—rE0hEEBE0ERIZ. Y —EXDRENFBELI-OICBEEZSETE
TS0 7KRRLET

J—RER=DIZIF. AFL—CRERPIIN—Ty b EDRHEZERT B 1OICERICTY 7€ X T BHED
HBTZT7TZITHNEFENTVEY,, —BDT —R BTV Z ALY R— b &EHEL TULBIHFEIE. TR
—hk*>* Y=L *>*JUy R RO * R=DZERHLTHOFv— M7 72X TEET,

e ZBta T B HiIC
ZfEA L T Grid Manager ICH A A VI B3RERHD X9 "THR—FENTWVS Web T ZTH

Fig
1. [*nodes (/—FK) 1ZZRLEITRIC. /—R. 1. FETVy R2EERRLET,
2. BHRAERTTZRITEERLET,
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—EBD AR T, Prometheus ISIZEQEDORZREN Oy MIERAINDS 1 DU LED Grafana Fvy— kA
HDFET, fceziE. /— KD *nodes * > *Hardware * 2 7|Cld. 2 DD Grafana Fvy— bHBH D F
ER

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15%
J 25%
0% \/ [\ﬂ \
5% 0%
14:00 1410 14:20 14:30 14.40 14:50 1400 1410 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)

3. RBEICIGL T, J3T7ICh—VIieELE3 L. REDKRDHFHAENIRRINET,

Memory Usage ©

100.00% c

2020-05-20 14:08:00
75.00% =Jgad (%) 44.70%
Used: 11.30 GB
SO.00% = Cached! 6.55 GB
i = Buffers: 14256 MB
25 DD% = Frea: 7.28 GB
( = Total Memory: 25.28 GB
0%

13:50 1400 1410 14:20 1430 14:40

== | [5ed (%)

4 BEICHLT. BEDBUPERDI S T72RRIBELHTEFT, /—KR=IJDT—TILT. I3
T7AAVEERLET w27 )y I LET,

(D) 571 TRTORBLRMTERTE 3D TIdH D Ft A

B RS/ =R [ ATV IMIZTT IST77AAVEERTEET M A L=
J—=RICRHLTHNLIEX T =2 XTI DRz R TEE Y,
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- Reports (Charts): DDS (DC1-S1) - Data Store

. , YYYYMWDD HHMM:SS
Attribute: | Total Queries - Successful v | Vertical Scaling: Start Date: | 202170924 13:24:01 |
Quick Query | Last Hour v | Update | Raw Data: | End Date: | 2021/0/24 14:24:01 |

Total Queries - Successful vs Time
2021-09-24 13:24:01 MDT to 2021-09-24 142401 MDT

32,000

2 31,000+

(*]

(=]

o |

w

wn

L

& 30,0001

o :

o

™

+—

(=]

'_

29,000+ | [ | | [
13:25 13:35 13:45 13:55 14:05 14:15

Time (minutes)
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. Reports (Charts): DDS (DC1-52) - Data Store

Attribute: | Total Queries - Successful

Quick Query: | Last Month

. : YYYIMMWOD HHMM:SS
v | Vertical Scaling; Start Date: | 2021/08/24 13:15:45 |
v | |updat= | RawData: O End Date: |2021/03/24 13:15:45 |

Total Queries - Successful vs Time
2021-08-24 13.15:45 MDT to 2021-09-24 13:15.45 MDT

Y

15,000
2
i 10,000+
[+1]
L=}
(%]
o |
)]
¥
w
z 5,000+
4]
= |
o
®
s
0
|
Aug 25

|
Aug 29

I | | I |
Sep 2 Sep 6 Sep 10 Sep 14 Sep 18
Time (days)

|
Sep 22

(£

cf2* I AMNL=/—RD[ATDPTO M| RT T 774 %EBIRTEET h —EDHR
ICHERESINTBRA T 7 bOED Grafana 2 7 2 SR 3% 50

Object Counts

Total Objects
Lost Objects

%3 Buckets and Swift Containers

1
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1 hour 1 day 1 week 1 month Custom

F. Y
From: | 2020-10-01 2 | 45 PM | PDT
L L
Eal e
To: | 2020-10-01 03 |:[ %6 PM | PDT m
v v

Lost Object Detected &

=k
on

0.3

12:45 1230 1235 13:00 1305 13:10

== Total

2

S. [/ —=RIR=DIZRRINTLWLRWVWEMEDY T T7HKRRT BIZIE. * support > Tools > Grid topology *% 3%
RLZET,

6. grid node>*component % 7zl SERVICE*>* Overview > Main * Z#RL £ 9,
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I Overview l\ Alarms Reports :Conﬁguration

Wain

b
l_i' Overview: SSM (DC1-ADM1) - Resources
Updsted: 2018-05-07 18:29:52 MDT

Computational Resources

Semace Restarts: 1 ﬂ
Senvice Runtime: 6 days

Senjice Uptime: 6 days

Service CPU Seconds: 10666 s _
Senice Load 0 266 % i |
Memory

Installed Memory 838 GB k-
Available Memory 23 GB i k]
Processors

Processor Number Vendar Type Cache
1 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
2 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
3 Genuinelntel Intel(R) Xeon(R} CPU E5-2630 0 @ 2.30GHz 15 MiB
4 Genuinelntel Intel(R) Xeon{R) CPU E5-2630 0 @ 2.30GHz 15 MiB
5 Genuinelntel Intel(R}) Xeon(R) CPU E5-2630 0 @ 2 30GHz 15 MiB
6 Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
T Genuinelntel Intel{R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
g Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB

1. JS774AVBRLET 2oV v I LET,

FRIFEHHIC * Reports * > * Charts * R—JICEDD F T, DT F7ICIF. @E 1 HEOBMHDT—
AR RINET,

J37=EMLEY

I3 BET—2MENI ST« WILBRATRREINE T, T—2E>2—HFA~ JUY R/ =R
AVR=—F2 b, FRET—ERIZOVWTDOLR—FZERTEET,
ERZRIRY BHIC
* Z{EA L T Grid Manager ([CH A1 V1 VT B3HBBAHDFT "FR—EENTULS Web T ZTH"
CBEDT VL AERNBETT,
FI&E
1L HR=—b*>*Y—)L*>*JUy R ROD* ZFRLE T,
2. grid node>*component % 7=|& SERVICE*>* Reports > Charts * &R L £ 9,
3. *EM* (*Attribute*) JRAYTIAIVUIMDSLR—NTZBEZFERLE T,
4. YHZEEEIMICEOD SR B3ICIE *EBERT -V I F IV IRy I RZF TICLES,
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S. IFFE{ERFRTRT BICIE. [RawDatal*F v IRy IR EAICLE T, EE/NEUTIHTETICHSD
3IClE BIETLR—FINZEMARY) « [RawData*F v IRy I REFATICLET,

6. [*Quick Query] ROV 74T >Y « UX +H5. LR— T ZEB%EERLET,
ARZLOVT)A T3> FRLT. FHEDHBEZERLEF T,
TS ITQHRRINZDETICD LEEADDD £9, RN RVESIZESTHICHIDI DI cHHD £,

[ [ARZLYT) | 2BRLIGEIE. BRI [RTHIZAALTI S T7OHEZARZI AL
9,

DX EFERBLEY vyyyy/MM/DDHH: MM: SS IR, COFRRIC—EHT B ICIFE. LBICYOZHSIHE
D FEd, fceziE. 12017/4/67 : 30 : 001 E AT B EREICKBLET, ELWERIE T
2017/04/06 07 : 30 : 00 ] T9,

8. T*Update* | & RL X9,
TSI RICERINE T, BBPRVESIFETFICHIIDZcHHD FT, JTUTRELE
BEOREZIICIGL T, ZILLAR—FDEBEHLER—FOVWTNDODRREINET,

TFAMLR—hZERATS

THFIARLAR=FCIIE NMS H—EXTUEENIBMET —2DENTF X MEHT

RAENET, LR—ERROBEICIGC T, ZILLR— b EBHWLR— D 2 BED
EREINFT T, HED 1 BRARGEOHZSIZZILLAR— b B 1 BEZEBX 2551
gff{‘] l//—ﬁ_ I\-t‘-\_g_o

ZILLR—
I LAR=RICiE. ERLCBMICET 5F@IIRTEINET,

* Time Received : BEDT—2 DY > 7ILEN NMS —E X TUIB I N-B T B,
* Sample Time : VYV —XTRERMEM@ENY > T V7 FHIEEBESINIRMOHE,
* Value : > FILEBORMEETY,
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Text Results for Services: Load - System Logging

2010-07-18 15:58:35 POT To 2010-07-15 15:58:35 POT

Time Received Sample Time Value
2010-07-19 15:58:09 2010-07-19 15:58:09 0.016 %
2010-07-19 15:56:06 2010-07-19 15:56:06 0.024 %
2010-07-19 15:54:02 2010-07-19 15:54:02 0.033 %
2010-07-19 15:52:00 2010-07-19 15:52:00 0.016 %
2010-07-19 15:49:57 2010-07-19 15:49:57 0.008 %
2010-07-19 15:47.54 2010-07-19 15:47.54 0.024 %
2010-07-19 15:45:50 2010-07-19 15:45:50 0.016 %
2010-07-19 15:43:47 2010-07-19 15:43:47 0.024 %
2010-07-19 15:41:43 2010-07-19 15:41:43 0.032 %
2010-07-19 15:39:40 2010-07-19 15:39:40 0.024 %
2010-07-19 15:37:37 2010-07-19 15:37:37 0.008 %
2010-07-19 15:35:34 2010-07-19 15:35:34 0.016 %
2010-07-19 15:33:31 2010-07-19 15:33:31 0.024 %
2010-07-19 15:31:27 2010-07-19 15:31.27 0.032 %
2010-07-19 15:29:24 2010-07-19 15:29:24 0.032 %
2010-07-19 15:27:21 2010-07-19 15:27:21 0.049 %
2010-07-1915:25:18 2010-07-19 15:25:18 0.024 %
2010-07-1915:21:12 2010-07-19 15:21:12 0.016 %
2010-07-19 15:19:09 2010-07-18 15:19:09 0.008 %
2010-07-1915:17.07 2010-07-19 15:17.07 0.016 %

EHLR—b

BHLAR—RIIE. ZILLAR—FEDHERVERE EBEIL 1ER) OF—42RRINET, —EDHROD
BHOBMENNMS H—E XK > TEH TN, ZOERN SHESNI-FHE. BXE. BLURIMED
1D2OIY R ELTRREINET,

BIY RV ROBBOIRTEINE T

* Aggregate Time : ZEIN-—EDEMMED NMS 1 —E X TREICEST (NE) Shi-BHRF (EEHEER
) T,

* Average Value : E£5HHABICHITZBHEDTFIIETT,

* Minimum Value : &&tHARICH 1T 2 R/IMET T,

* Maximum Value : &5HHAEICH T RAMETY,
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Text Results for Attribute Send to Relay Rate

2010-07-11 16:02:48 POT To 2010-07-15 16:02:458 POT

Aggregate Time Average Value Minimum Yalue Maximum Value
20M10-07-1915:589:52 0271072196 Messages/s 0266649743 Messages/s 0274933464 Messages/s
2010-07-1915:53:52 0275585378 Messages/s 0266562352 Messages/s 0.283302736 Messages/s
2010-07-1915:49:52 0279315709 Messages/s 0233318712 Messages/s 0.333313579 Messages/s
2010-07-19 15:43:52 0.28181323 Messages/s 0241651024 Messages/s 0374976601 Messages/s
2010-07-1915:39:52  0.284233141 Messages/s 0249882001 Messages/s 0.324971987 Messages/s
2010-07-1915:33:62 0.325752083 Messages/s 0266641993 Messages/s 0.358306197 Messages/s
20M0-07-1915:29:52 0.278531507 Messages/s 0274984766 Messages/s 0.283320999 Messages/s
2010-07-1915:23:52 0.281437642 Messages/s 0274881961 Messages/s 0291577735 Messages/s
20M10-07-1915:17:52 0.261563307 Messages/s 0.258318006 Messages/s 0266655737 Messages/s
20M10-07-1915:13:52 0.265159147 Messages/s 0258318557 Messages/s 0.26663986 Messages/s

THEIAMLR—bZERLEY

THFRARLAR—FIIE. NMS H—EXTUIESNIBET —FDENTF I MEATRREINE T, T—X
toE—HA b Uy R/ —F AVR=—V b FLEBY—ERIDODVTOLR—FZERTETET,

1EE=BItR Y BH0IC
* Z{EA L T Grid Manager ICH 1 > VT 2REDRDHD T "FR—FENTWLS Web T T T
CBHEDT U RERNMBETT,

CDRRTICDOWVWT

WEMICTL TR EHBESNBZIBET —RICDOWTIE. NMSH—EX (V—X]) IC&>T—EDRIIR
TT—AaADBY T ITENET, ZIUEODVDBVEERET—2 RREPRAT—EAN BT T 2T
—RRBRE) IZDOVWTIE. BEDEHLNZEDL ST FICNMS H—EXICKEINE T,

RREINBLAR— FOBEIE. RESNTLBHRICE > TERD XY, T 74/ +TlE HED 1 BE%Z
BRX3HBREENLR— FDRERETNET,

JL—DTFAME 2TV IR —EIDNEELOERTELELTVWHEAZRILET. FOTFX
M3, B—EXDRENFBETHBZZRLET,

Flg
1L HR=—b*>*Y—JL*>*JUy R rROD* ZZRLE T,
2. grid node>*component % 7z1& SERVICE*>* Reports > Text * Z &R L £ 7,
B *BME* (*Attribute*) ROV IR IVIRANDSLAR—FTIBUEEERLE T,

AN R=UHEDDRERE [ 1 R—DHDDOFERH* (*ResultsperPage*) 1 ROV FEIVUR
FHOSEIRLEF T,

O BZ/NMERUTIMETICADBICIE EIETLR-bSNEBMERY) . *RawData*Frv IRy I
ZATICLET,

6. [*Quick Query] ROy 4 D> « UZXR DS, LAR— T 2HBZERLET,

ARZLITI)ATary2#RL T FHEDHAZERLET,
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LR—bHBRTENDZ X TICD LEESDDD 9, BHEANRVGRIIEICHI DN ECEDHD X
ER

A NRZLIT) | ZFERLIGEIE. [FRB1C [(KRTH]IZANLTLR- b 38EZHAZTA
ATBHEBLHD T,

DX EZFEBALET YYYyy/MM/DDHH: MM: SS IRMMEFR, COFERIC—EHT B ICIFE. LBICFYOZHSIHBE
NHDFET, fcezlE. 12017/4/67 : 30 : 001 CANTBERAEICKBMLET, ELWVERIE T
2017/04/06 07 : 30 : 001 T9,

. [E%1 (Update) 1Zz0Uwo L%,
TEIXARLR=IHPERTND ETICD LEEDADDD £, BRARVEEIIETFICEII DB D

HOET, JIVTRELLHEORSICHEL T, ZILLR=EDEHLR—FOVWThHDRTEINE
ER

THEIAMLR—+rZIIRKR—FT3B

THEIALLR—bZIVRR-bTBE. TIUHDOHLVWETHREE. 7—22#RLTALE-TEET,

CDRAZICDWVWT

AE—L7eT—2ZHLULWRFaX2 b (RTLYRI—FRY) ICHRFEL T, StorageGRID & X7 LD/N
T+ =X ADDICERATET X,

FIE
L HR=—k*>*Y—)L*>*JUy R RO * ZBRLES
2. FEIMLAR—FZERLET,

3.[*TURE—b (Export) 1£2Uvo LETH.

Overview Alarms | Reports \| Configuration

Charts Text

!_!_-!' Reports (Text): SSM (170-176) - Events

Y IMNDD HHMR:SS

Attribute: |Attribute Send to Relay Rate V| Results Per Page: Start Date: |2[]1[],f[]?;19 08:42-09 |
Quick Cuery: |Custom Query V| [ Update l Raw Data: End Date: |2[]1[]£[]?I20 08:42:09 |

Text Results for Attribute Send to Relay Rate
2010-07-19 08:42:05 PDT To 2010-07-20 08:42:09 POT

1-50f254 i
Time Received sample Time Value
2010-07-20 02:40:46  2010-07-20 08:40:46  0.274981485 Messages/s
2010-07-20 083846  2010-07-20 083846 0.274939 Messagesls
2010-07-20 0836°46  2010-07-20 08:36:46 0283317543 Messagess
2010-07-20 08:34'46  2010-07-20 08:34:46 0274982493 Messages/s
2010-07-20 083246 2010-07-20 08:32:46 0201646426 Messages/s

2345 » Next
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Export Text Report 7« >~ RUDBHEI. LR—MDRREINET,

Grid TD- 000000

OID:2.16.124.113590.2.1 400019.1.1.1.1.16996732.200

Node Path: Site/170-176/SSM/Events

Attribute: Attribute Send to Relay Rate (ABSR)

Query Start Date: 2010-07-19 08:42:09 PDT

Query End Date: 2010-07-20 08:42:09 PDT

Time Recerved, Time Received (Epoch), Sample Time, Sample Time (Epoch), Value, Type

2010-07-20 08:40:46,1279640446559000,2010-07-20 08:40:46,1279640446537209,0.27498 1485 Messages's,U
2010-07-20 08:38:46,1279640326561000,2010-07-20 08:38:46,1279640326529124.0. 274989 Messages's,U
2010-07-20 08:36:46,1279640206556000,2010-07-20 08:36:46,1279640206524330,0.283317543 Messages's,U
2010-07-20 08:34:46,1279640086540000,2010-07-20 08:34:46,1279640086517645,0.274982493 Messages/s,U
2010-07-20 08:32:46,1279639966543000,2010-07-20 08:32:46,1279639966510022,0.291646426 Messages/s,U
2010-07-20 08:30:46,1279639846561000,2010-07-20 08:30:46,1279639846501672,0.308315369 Messages/s,U
2010-07-20 08:28:46,1279639726527000,2010-07-20 08:28:46,1279639726494673,0.291657509 Messages/s,U
2010-07-20 08-26:46_1279639606526000.2010-07-20 08-26-46_1279639606490890.0 266627739 Messages/s U
2010-07-20 08-24-46_1279639486495000.2010-07-20 08-24-46_1279639486473368 0 258318523 Messages/s U
2010-07-20 08:22:46,1279639366480000,2010-07-20 08:22:46,1279639366466497 0.274985902 Messages/s,U
2010-07-20 08:20:46,1279639246469000,2010-07-20 08:20:46,1279639245460346,0. 283253871 Messages/s,U
2010-07-20 08:18:46,1279639126469000,2010-07-20 08:18:46,1279639126426669,0.274982804 Messages/s,U
2010-07-20 08:16:46,1279632006437000,2010-07-20 08:16:46,1279639006419168.0.283315503 Messages's,U

4 TEIMLR=FDIVRAR— D4 Y RUDRABZERLTIOE-LE T,

CDT—RZ2RXTLY RI—bREDY—RN=TFTADRF XY MIBD[IFZIENTEELIICH
DELT7o

PUT/GET /N7 #—< > X% B4R

ATz AT RHRAHLBEDHFEDUIBDO/INT #—T 2 A Z8BHL T 5FLL
HAENVELREEZREISACECNTEET,
CDRAIICDWT

PUTBLUV GET NI+ —I Y REERTBICIE. 7T—IXT—arvhbBEHE. £FhE4A—7T>V—2D
S3tester 7 U r—> a3 wERALT. S3HLUSwit ANV REEITLET, CcNOSDAEEZFERTS
E VAT T TIVr—2 3V ORENNE Y hT—0 DREER Y. StorageGRID ONERICH 3 ER
CISBRBLNT +—X VA ZFHMETE X,

PUT UEX GETIEDT X FZRITITBEEIF. RDAAFSA VIS TS L,

TNy RICBERDRATH I I CEAFEOY A DA TV bzERLE Y,

*O—AYA bV E— YA FOEAICH L TUIEZRITLET,

DAYy -2 "EEOV" HEDWBORITICHELSFRBZRLET, It XIF. S3GET EXRICNT S
BEHIEREZ SR BICIE. SCGETEEXvtE—C D TIME BMOEZHEEEL F9. XOMBDEEX Y
t—ITTIME BEZHREEITHCHTEET,

°*S3* . DELETE. GET. HEAD. Metadata Updated. POST. PUT
° *Swift* : DELETE. GET. HEAD. PUT
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ERZ D BRICIE. BREZRICIDICBERFIRFE . EMARLGEENZIIL—Ty b ZREL X
To AMLTXhZEHMICHEDIRL., BRZELHRL T, AENMVELRERZHETETSLIICLET.

* AJRET ¢ "github H'5 S3tester #4U>O—RLET"
AT MEIUEZEEIRT S

StorageGRID ¥ X T ALlF. A ML—=U /) —REDA TV T —2DOBEEMZIEIEL
T 7720 FOWEPTEOEEZHERLE T,

EX =Rt 380IC
* ZfEA L T Grid Manager ICH A > YT 2RERBHD T "TR—ESNTWVS Web TZTH"
* Maintenance % 7z (&Root AccesstERNHNE T,

CDRRAIICDWT
2D "EEE SO A" EE L TT—2DEEMZHER !

NV ITIVVRREE T B, ATV O TR OERMEMENICF T v I T B OICBEINICET
SNEY,

N DTTZ TV RKEETIE. IRTOI ML=/ —RAEAEBFMD DMENICFTvIINT. LTUT
—hA Tz OT—REALASY—A—FT a4 FTSz I T—2OAE—DHE L TLVELHE
SHHERINE T, BENE DD o7IFE. StorageGRID ¥ X7 LlE. ¥ X T LRDBDIZFRICHRIR
ThTWRIaE—NhH6. BELEA TSV T —RZBHNICEZTHRZIET, NvITTT RIREE
& 7=HAT /=R IZORIANL—=CF=ILVHADA T 7 ML TERITINEH A

@ BFVICEBIETETRVEEA T2 7 MARE TIN5 . * Unidentified corrupt object
detected *7 S — rH MU A—ENET,

ATV MOFERFIVINIE ATV T —ROEE (ERETIIERC) 2L DARICHRY
BIHICA—HICL>TRIA—-CNET,

FITPTO MDFEEFIVITIE TPV b EALADy—A—T a4 VI TSI X FOBEEINDS
L7V —b3E—DNIRTR L =2/ —RICFEREIBZDESHHREESNET T, TV 0 bOFE
Frvild. AAL—IFTNA ROEEMZRAT B3FRZREL X I, FIC. BHON—FU T 7HEE
NT—2DOEEHICREZSZZABMELH 3 HEICTRIIEE T,

Ny OIS0y RIEGEDERZ EHNICHER L. 7727 bOFEZF IV IITBIHEN DD ET, 7T
IV hT—ROBIEPRENRON 2 1HEIE. TSICHARNTIL—FRE 2HEL £
FIE
1. Ny oI350 FIREIDEREHEE L £,
a J—R*>* XbL—=2/—=F _*>*FITPx I *ZFERLET,
b. IREHER=MRL F 7

LU= RENAT O M TR ORI R SR T BICIE. Verificaton £ > 3 > DEM%E
RESRL £ 9,
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Verification
Status: @ No errors 1P
Percent complete: & 0.00%% |||
Average stat time: @ 0.00 microseconds ils
Objects verified: @ 0 il
Object verification rate: @ 0.00 objects | second ils
Data verified: @ 0 bytes th
Data verification rate: @ 0.00 bytes | second ||.
Missing objects: @ 0 il
Corrupt objects: @ 0 ||I
Corrupt chjects unidentified: @ 0
Quarantined objects: @ 0 Ill

LAYy —OA—FT VT ITTIA MO ZRERTBICIE. T+ A FL—=J/—R _*>*
ILM* ] Z2IRL. (LA y—O—FTo VI a> 0B =EELET,

Erasure coding verification

Status: @ Idle III
Mext scheduled: @ 2021-10-08 10:45:19 MDT
Fragments verified: @ 0 !i|
Data verified: @ 0 bytes li I
Corrupt copies: @ 0 il
Corrupt fragments: @ 0 ils
Missing fragments: @ 0 I||

RENZERLEI@ZIVYILT ALTTHFRIZ2RRLET,

2 ATz MEFREF v IO aTOBREERLES,

a. [* maintenance * (X>77F+ > *) ]>[* Object existence check * (F T TV bDIFERESR*) |
> [* Job history * (37

b. Missing object copies Detected §l|# ¥ ¥ > L £, 100AU LOA TV hAE—HARFELTL
323 7HhHD. *Objectslost * 75— bR UH—INTWVWBHEEIF. TIZHILHTR—MIEEL
TLIET L,
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‘ Delete

JobiD @

Active job Job history

Status =

Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri
defined by your ILM policy, still exist on the volumes.

Q

Nodes (volumes) @

o~ Ty
I:’ Missing object copies detected\ @

l

=

e S L L Ll o el L L g W L

15816859223101303015

12538643155010477372

5450044849774982476

3395284277055907678

Completed

Completed

Completed

Completed

DC2-51 (3 volumes)

DC1-53 (1 volume)

DC1-52 (1 volume)

DC1-51 (3 volumes)
DC1-52 (3 volumes)
DC1-53 (3 volumes)
and 7 more

e S e gt e S e Y Y

ARV NIRRT S

Ty R —=RICE>TRESINFARY FEEHRTETEY, ZNIliE. syslog H—/\
ICEBRENTcARY FEBH T RTeDICIER LIEARRZLAIRY FBEENE T, JV

W RIYR—I wICRIREIND Last Event XwtE—2lld. RFTIDAARY MIET S

HRREINE T,

Bt

AR AYyE—=TUE, ICHRRIEINZET /var/local/log/bycast-err.log A 771l | ZB2RBL T

KFETw'Og7rza1ILEm,

SMTT (Totalevents) 75—LAiE. Zv hT7—2J0ME. BEDEFELE. 7y 7L —RREDBEEICE T
BORLMIJA—CNZZEDHDET, CZTlE. CNS5DT7S—LHRELEBEREZEID ICEBRTES

ST IRV EERAETSZHEIIDOWVWT
YhAOIUEREYLEY FLTHEELTY,

FIE

1. &IV Y R —RDURTLARY FEERELET,
a HR—bk*>*Y—)L*>* Sy R kROJ*

EERLE T

b. [site *>] > [*_grid node>] > * ssm * > * Events * > * Overview * > * Main * DJBISERL £,
2. UHIDARY M XyE—JDU b ZERL T BEICRELCBEZRELET,

AL 9. BIAHORME HRERTA AR bHRELIIHZE. AN
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W]

CHR=b > Y=L > JUy R EROD* ZFIRLEF T,

. [site *>] > [*_grid node] > * ssm * > * Events * > * Reports * ] Z3&ERL £,
T*FEIb > ZFRLFT,

* Last Event * BEIFICIEIRIEINFEA "IT7T7E2—" RRIDICIE:
BT RBOANYEIIEELET,

CBEICIBC T, YoMy o) OEEZEIRLEF Y,

f. T*Update * | ZZERLFT,

o

3]

o

()

Overview Alarms I Reports L'.I Configuration

Charts Text

ﬂ] Reports (Text): SSM (170-41) - Events

T IRWDD HH ML SS
Adtripute; II_H.ST Event _:J Resulls Pes Pags: (20 = Start Date ]2D09-"¢¢"15 15-19°53
Quick Guery: |Last 5 Minutes =l Updale |  Raw Data: ~ End Date: (2009/04/15 15:24-53
Text Results for Last Event
2009-D4-15 15:19:53 POT To 2009-04-15 15:24:53 POT
1-2ar2 i
2009-04-15 15:24.22 2000-04-15 152422 hdc: Easlino_ data i aktie—uei 1

{ DriveReady SeekComplele Ermor}

hdc task_no_data_intr: status=0x51

2009-04-15 152411 2009-04-15 152339 i rariasdy SoskCompets Eror’

HRB L syslog 1 R &R TS

DRARZALARY RNTIE B—FI. T—F. TS50 UT1AILDLRILOIA—HFARY FRE.
syslog T —/NICEHBEEINDZITARTDARY FZEBIFTETET, DAZLARNY MME SXTLOTXvE—
(Y RT=0EFAVTAARYERN—RTITESE) OREZEHRTIDICK/RIBEET,

CDRRAIICDWT

BORLRETBBBICOVTIE. ARAZLARNY FDOERZIRETL TLIEET Ve ARXZLANY hZERAT
BRE. RDRZERT BHVENDHD

*ARAZLARY EPMERENB E. ZETB ARV MDRETBLVICEREINE T,

*THF—T—FRIZEDVWTHRARLARY b ZIER L XY /var/local/log/messages 771 )oe CNH
D7 7AIINOATIERDESICTBIHELHD £,

cA—FRILICE>TERINET
CTF—EVFRREAYTIOTSLICE > TIS—FRBE VT AILDLANILTERINET

YEUCHRDIARTDIY MIDREENTWVWEDITTIEHD £HA /var/local/log/messages FEEDEH
ZmlcLTOWRWT 7MILIRBEEINE T,

Fig
1. support>* Alarms (L 77> —) > Custom events * Zi#RL £7,
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2 4R (Edit) [22UvoLET, @ (7 nsert*) BRADAAY FTRAVES) £
v LET,

3. shutdown HEDH R B LARY bXFHHE#AILET

Events
Updated: 2021-10-22 11:15:24 MDT

Custom Events  (1-10f1) e
Event Actions
jsnutdown 200
Show :10 ¥ |Records Per Page | Refresh |

Apply Changes ”

4. T*ZEZERATS 1 ZBRLFT,

S HR—Fk*>*Y—)L*>* 1)y RMROD *Z&ERLET,

6. grid node>* ssm*>* Events * Z#RL £ 9,

7. Events 7— 7 )L T Custom Events DT> b %E$EL. *Count* DEZEEHRL FT,

ATV EHEITONRE. EDTUY R/ —RTERLTVWBARZLARNY MBI A—ENTUE
ER
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I Overview | Alams || Reports Configuration |

Main

11 Overview: SSM (DC1-ADM1) - Events

Updated: 2021-10-22 11:18:18 MDT

System Events

Log Maonitor State: Connected “_?
Total Evenis: 0 e
Last Event Mo Events

Description Count

Abnomal Software Events
Account Service Events
Cassandra Errors
Cassandra Heap Out Of Memory Errors
Chupk Service Fyents
| Custom Events
“Data-Mover Service tvents
File System Errors
Forced Termination Events
Grid Mode Errors
Hotfix Installation Failure Events
IO Errors
IDE Errors
Identity Service Events
Kernel Errors
Kernel Memory Allocation Failure
Keystone Service Events
Metwork Receive Errors
MNetwork Transmit Errors
Out Of Memaory Errors
Replicated State Machine Service Events
SCSI| Errors

gy W

AABLARYEDATY b2 0ICUEY LET

ARBLANRNY EDAT U ZDHZE )Y bTRHEIEF. OYR—XZa2—DT )y FMROPR—=2D%fE
BY2RENHDET,

Ao Bz)EY b TBRE RDARYMMIEL>TTI—LANIA—CNET, —FH. 75— LZzHRALTL
BEIE. ROLEWMELANILSGZELILCEICDHT T—LHBE M) A-—ENET,

FIE
TLHR=—b*>*Y—)L*>*JUy R ROD* ZZRLE T,
2. * grid node* > * ssm * > * Events * > * Configuration * > * Main * Z#RL £,

3. [Custom Events]D[Reset]*F T v IRy I REFICLET,
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Overview Alarms Reports | Configuration '||

Main Alarms

Configuration: SSM (DC2-ADM1) - Events

Updated: 2018-04-11 10:25:44 MDT

Description Count Reset
Abnormal Software Events 0 r
Account Senice Events 0 r
Cassandra Errors 0 r
Cassandra Heap Out Of Memory Errors 0 r
Custom Events 0 v
File System Errors 0 r
Forced Termination Events 0 r

R e T e el M o
4. T*ZEZEATS 1 ZFERLET,

BEEXvtE—CFHRLETY

EEXvt—1E. StorageGRID & X 7 LADEMAERIK T ZEICIDIE T 2 7-0121%

U5FEY, BEREOVZFERAL T MEDO LS TILa—FT4 VIR NT =XV XD
Mz TN TEET,

BEDY AT LEBR., §ARTO StorageGRID H—E RIRDEEX vE—CFERLET,
* VRATLEEXvE—JIF BEEVXTLER. UV R/ —RORE. SRTLLEODRRIT VT«
ETF4. XU —EIRNY I 7y FUNBICEEL X T,

CATPIUVRAIL=—CDEEXyE—JIF, ATV bORMETEAHL. Uy R/ =K 6T 1)
W R/ —RADEGX, 1&REEA Y. StorageGRID DA T2 U FORME EIBICEHEL £ 95

* ISAT Y EHRAND | ETAABEEXyE-JF. S3EESWitt VSA T T TVr— 3 on A
T2 0 bOER. BB, EHAELOERZITS L EICRTEINE T,

c BEEEAVE—JICIE. BEAPICHTZ1I—FERMNBEINE T,
BEE/—FT. BEEXYE—OHTF AT 7AILCRESNE T, BEBHBICIE. 7970771 (
auditlog) . EfEShBEDBEEOINIENTVET, JUY FROE/ —FIZIE. /—RTERTHh
EEBEBROIE—DBRITNE T,

BEBEOJICHBEICTIERTBZHIC. ZFRATIEI NFSOEEV A7V 7R ZRELET. B
B/ —RFOOARYRSAVHOEREEOT I 7T VLR TEIEDHTETET,

REBIZEL T, BEEOVDT AT %—>ayEZELD. BEEBHRE NS syslog H—/NIZEFELD T
TEYT, NEBsyslog H—/AHRESNTH, BEELI—-ROO—AILOJIFE|ESHIERBLORNINE
T EFBRLTKETVW"EEX vy - OJOXELERELET"

BEEOJI 7M. BEEXYvE—COFER. BEEAXAYE—CDEA T BLUVEEXYE—JORMICERT
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242

Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-
functional.

Prometheus
Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of
metrics and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

o hitps:i

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain
graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:

+" Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a
diagnostic check might show Caution status even if no alert has been triggered.

Run Diagnostics

» Cassandra automatic restarts v
# Cassandra blocked task queue too large v
» Cassandra commit log latency v
" Cassandra commit log gueue depth v
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CPU utilization -~

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard.

Status MNarmal
Prometheus sum by (instance) (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m]}) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}})

View in Prometheus (&
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Status e
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DC2-53 10.469%
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *
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metrics Cperations on metrics v

GET /grid/metric-labels/{label}/values Lists the values for a metric label

/grid/metric-names Lists all available metric names

GET Jgrid/metric-query Performs an instant metric query at a single point in time

 CHEE R SRR

/grid/metric-query-range Performs a metric guery over a range of time

[API documentation][Metrics] o > 3 >"|
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> UUID : F 71 kD Universally Unique Identifier T3 UUID IFTARTANFETANLE T,

° *CBID* : StorageGRID DA T2 ¥ bO—EDHAF. BEEOIHNHSA T o D CBID ZEX
BTEET, CBID IZTARTAXETAHOLET,

CHSINTY REFATO T RF— I AT MDD OMDRAENTEE 'SBA Y E—T A R"TS
AT T TV =23y Ny heAd T2z bR —DtEAEbEZFRALTA I I b Z
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Flig
1. ILM * > * Object metadata lookup * %3#ERL £9,
2. [*SBIF > (*ldentifier*) 174 —ILRICATI Y FOFNFEASILET,

UUID. CBID. SANTY /AT bF— FLESWit AVTF /AT MRaEANTEF
ER

3. ATV PDREDN—2a>ZRERTZHAIF. N—2U3 Y IDZEANLEYT (FF>3Y) .

Object Metadata Lookup

Enter the identifier for any obiect stored in the grid to view its metadata

Identifier mur-:f.r:h:".f.cvbjetﬂ

Version 1D loptional)

4. TRz Z#ERLEY,

o "ATIVIURART —HZDEFFER"RFENETo COR—DICIE. ROBEDBEBRIRREINE
ED

CVRTLXRET—R (AT KD (UUID) « N\=23>ID (FF>3Y) ( ATPxo bk
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cSIATTTVMDFE. ATV MIBEERMITONTWVWE A TSI M RTDF—LBDOXRT,
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CALAT Y —OA—T ATV FAE—DHFE. &7 77 X b DOREDENEGZAT.

cUZIURIAML=JT—ILAOA TSI b AE—DIFE. NENTY FORRIEA T LI bD—
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C IRV MEENEA T TV MERILFN—F TPV PDBE EIXA D ET -2 AR
ZBCATIT I M EIAY DU b 100BZBX B EITX b 2FHOIATI T FDIFEIF.
EAID 100 AT XY FEITHRTFEINE T,

c RUMBOALA L —SHRDIRTDOATI LI M AXET—R, CORMIDARZT—RITIE U
) —ZE TR CNB LIINESBRVABDY AT LAXZT—INGENE T,

ROPITIF. 22OLFUr—hbIE—LTRIASNIESITA ATz DA TITI b X
BT —ADRFERNMRTINTULET,

System Metadata

Object 1D AT1ZE9EFF-B13F-4905-9E9E-453T73FEETDAB
Mame testobject

Container source

Account -1582139188

Size E24 MB

Creation Time 2020-02-19 12:15:59 PST

Modified Time 2020-02-19 12.15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarflocalirangedb/2/p/06/ 0B/ 0nMEHS TFEnQQNCV2E
99-39 ivarflocallrangedb/1/p/12/04/00nMEHS TFEoW2B|CXG%
Raw Metadata

“TYPE"L TCTHI®,
“CHND": "A1ZE9GFF-B13F-49@5-0c9E-45373F0CTDAR",
"MAME®: “testobject®,
"CEID™: "exSB2IDEVECICIRLIG",
"PHED" . "FEABAES1-534A-11EA~-9FCD-31FFBACIB05E",
“PRTH ' "solrce™;
"META"™: {
"BASE": {

"PAWSS:- =27,

FITSTORIART (RFL—URYa—L) OEE

AML—=2/—RFOEBEBRZIANL =2 B#HOFA TPV b X MTICHREIENZE
o ATV RRAMTIER ML =R a—LEDBFEINET,

BAML—/—ROA Tz A NTOEREZRTICTEET, 7700 FX 713 * nodes * > *
Storage Node* > * Storage * R— U D FEBICKRREINE T,
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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HOERBDIC"EA L —T/ — FOFM" ROFIEZXRTLET,

1L HR=F*>*Y—JL*>*F)y R MROZ * Z&ERLET,
2. [site *>] > [*_Storage Node] > [* Idr ] > [ Storage*] > [* Overview*] > [* Main*] &R L £ 9,

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e

ZAML=UR) a—LOEEIF. BEOMEICIELT. ANL—SDRAT—ERAERIEA TSIV CINTOD
BEMDOTS—LICRMEINET, AL—=—RUa—LAICEENRELEGSIE. ARL=2/—FROTAR
TOKBEREIRT 37-DIC. BENKELIRA ML =R a—LETERRITREBETINELHD F
o BEICIH LT, * Configuration *Z T ICBENITE X "A ML —Y / — REFGAEDERREICLET"
CHUCED. H—ND5EL%E ) AN DEfEHRIZ. StorageGRID ¥ X7 LN T —RZDERICHFERTES LS
ICBb EY,

TV bOBREMZRKEL

StorageGRID Y X7 ALlF. A NL—2/—REDF TS0 bT—2DEE M % IREE
L. #7210 bOBIBCREZEOERZHZELF T,

BEE7OE R NI TS0V RKREEEA TPz bOEFEEFI VY (BT 2703502 FI&EE) D 2
DHBODET, T—HDOBEUZHERTDTCOIEHE L THELT T, NV ITIVYRKERE. #7017
b T —SDIEREEZMENICTF TV I TRLHICEBNICEITINE T, ATz OFEFI VIR &
720 bOFE (EEMTIEARL) Z&DRRICHERTZLDICI—FICL>TRIA-—TNBZIeHHD
9,
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T3 DR * 1 %#FRL £, Create an object existence check job 7« '— RHRARRINE T,

ML AR a—LHEENTVWE ./ —RZERLE T, A2F02 ./ —RZIRTERT BICIE FIN
=D/ —RAPF VIRV I RZFICLET,

w

J—RBELRETA P TERTETET,

1) w RICEHEINTULARL — RIGBEIRTE A,

&

['* Continue * ] ZEIRL X9,

WRAMARAD/ —=RIEIC DUEDRY a—LZRBRLET, AML—2RUa—LBESEIF/ —F4
ZEALTR) 2a—LEZBRETEET,

[($)]

BRLIEE/ — R TIRTOR) 2a—LZERTBICIF. NV RZ—D(A L =R ) a—LPFTv Yy
Ry I RERLET,

®

['* Continue * ] ZEIRL X9,
S JOEEMHIEEZERLE T,

N

BEMHEEIE. ATV bOFERF IV IIERTEZA TV M AXRT—2DIE—HZ2REL X
ERS

° *strong-site * I EB—DH A MIBIFBIXAEZTF—R2OOAE—H 2D
° *strong-global * : 4 MIHBITE3ARXT—F2DIAE—H 2D
cxall* (F7AIE) (BHAMMI3IDDXEZT—RZDIRTOIAE—ZEMLE T,

BEMFIEHOFRICOVWTIE. T —FOFHBZERL TSIV,

8. I*Continue* ] ZEIRLZET,

9. BIRANAZMRELET. [*Previous* ] BRI 2. T F— ROBIDFIEISER. BIRNREEH
TEE9d,
ATV MNEEF v I a RSN, XOWTNAPREITINZETETINET,

e 2adNRETLEY,

o U —RHELEFLIEF vy I LGS, —RMELLIE 3 JIEBRATEE I, FvoiLL
cPadIIBRTEERE Ao

o g3 JhMZIEL £ 9, Object existence checkhas A k—JL* 75— kA MU H—CNET, 75— b
[CXF L TERE SN A EICRRWVWE T,

o 3 THRBL £, * Object existence check has failed * £ WS 75— B MU H—ThEFd, 75
— MR L TERE SN A EICRVET,

> T Service Unavailable 1 F7zl& T Internal servererror | WS X vt —IUHRRERINET, 1 9EIC
R=—JHFEFHLT, Da70EREFITLED,

@ HEIZHSLT, [TV OER]| FvIR—IHOBELT. O3 TDEREZ
BATTBENTEEXT,

10. 3 JORTHIC. T*Activejob* ] 27 ERRL T BHINAA T/ FOAE—DXRELTVWSEC
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MR LE T,

COfEIF. LTVT— AT b EA LAYy —0—T a2 IFTPz I bOREIE-DS 5. 1
DUEDTSTAY EDRRELTVERLDDEHHRZRLET,

BESNAETZEA TSz OAE—DEH 100 2B X 258I1F. A L=/ —ROXML—U%ETH
B DEFETBAEELDHD £,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652907829302 Starttime @: 2021-11-10 14:43:02 MST
‘ H-isr;i\;g ﬁ.l.lic.ctcoui-c.-s.a.ercctc& 0 0 ’_'I Elapsed time @:
Progress: 0% Estimated time to completion @:
Volumes Details
~
Selected node = Selected storage volumes Site %
DC1-51 0,1,2 Data Center 1
DC1-52 0;.1;2 Data Center 1
DC1-53 0,1,2 Data Center 1

1. U2 IHRTLES. SHUBLAT I avERTLET.
P REATVTH FAC—H0 THB T LHRESNEBE. MBEIROND FHAT L o HLEF
X

cWEATD I FAE—DEOLDKRETVEHEEIN. TObjectslost* | 7Z— MR MUAH—E
NTULAWERIF. KELTVWR3IARTOIAE—DNIRATLICE>TEESNEF L. N—RUx7
OFEMEIEECSN, ATV bOAE—DSEBIBIBLABVLSICHR>TWE L Z2/HERT %,

cMFEATD U FIAE—DMEOLDKRKETVWEHAEHIN. [ *Objectslost* 1 7Z—bHA R H—
INFHZEIF. T—2OBEMICEETZUEMLHD £T, T/ZHIILTR—-MIBEVEHLE
J ke A

° grepZ AL CLLSTEEX v -Vt a . BRA TV I/ bIAE—ZFHAETEX T, grep
LLST audit file nameo

COFIEIZOHDQELUTWES "EEA TV EFELTVWES" (=L A7 7 bOE—
DHBEIIERLEY) LLST TIEAH < OLST,
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12. £ 3 7% L T strong-site £ 7zl& strong-global BE& M4 HITHZ EIRL 1258 1E. XEZT—XDESEHIR
SECNBETHIBERBF->THS. AR a—LLETS 3 TE2BERITLTLIETL,

DadICEEND /S — REAR) a—LATXET—ROEEMEHIFT 3D DRENI D > TUWIBE.
B THESNREL TS FIP— S RE 2RAL TV IV LY F I —% D 3 T THE
T2 THIRTEETY, StorageGRID

a. [* maintenance * (X>7F+ > X *) ]>[* Object existence check * (F 7T FDEFEEMRSR*) |
> [* Job history * (37
b. BRITIZEMMTETIVWR D TZ2HELET,
i 3BEIMUERICEITINEY a3 TZR/EIT SICIE. T*Endtime* ] FEBELTLETL,

i. 2N5O37ICoVWTE. OV AFyoay 00—y XXy > LT, @Y1 MF/-i358
JO-NILERERLET,

C BEIIZEDITDFIVIRYIRZEAVICLT, *BEITZERLE I,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
Nodes (volumes) Missing object Consistency . [ } ]
Job D Stat a a A Startt a End t a
o ¢ @ A [~] copies detected @ control - it i@ L il J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) (1] All 14:43:06 MST
14:43:02 MST
DC1-53(3 (3 weeks ago)
volumes)
and T more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651858848823235 ; 2021-11-10
. Completed volumes) 0 Strong-site 14:42:11 MST
{Rerun job) 14:42:10 MST :
DC1-54 (2 (17 minutes ago)
volumes)
and 4 more

d 370BRTUVAH—RT, BRLE/—REARUa—L, BLIUEESHFIEZRERELET,

e V) aBERITIZIERITETH. "BRIT*ZTFERLET,
(70747237 2THRRINET, BRLIZ 3 TIEITART. strong-site DESHZHIEL TULS 1
2O I3TELTEBRITEINET, [FA I/ a> o [BEES 3T To—ILRICIK. To¥aTodaTd
ID A—EBERRINZET,
FET#

T—RADEEHICOVWTEREBRINHZIHEIE. * support * > * Tools * > * Grid Topology * > * site  *>*
Storage Node* > * LDR * > * Verification * > * Configuration * > * Main * [CE& L. /Nwv I TS5 RIGEEL —
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FZERLET, NvITSTYRRILZ. BINESNTUWBRIRTOA T TV bT—XDIEREEZHER L.
ROWolciEZEELE Y, BENLGEEZ TET3RLITRRELTEETS LT, T—2BKDURY
NEREINETT,

S3 PUT Object size too large 75— b D ST a—FT4 V0 %1T5

S3 PUT Object size too large 77 7 — b &, S3H 1 XD LR THB5GBZER D TILF/N
— b TZAWPUT ObjectfliBZ T+ > bHEITI D FUH—SNF T,

% BAtA T H0IC

* Z{EA L T Grid Manager ICH A > 1>V LET "HR—FENTWLWS Web 75T

* INTRETTY "HEDT 7t &R,
5GBZBZA ATV b EBELTWVWATFH 2 b EHERL T, BHITESL5ICLET,
=2}

1. S[BEER]>[EEE U syslogth — N\ ICBEE L £,
2. 9547 MO B5DEZTIAANNormalDIFEIF. BEEOJICTI7EIALET,

a ANT2IOYV K ssh admin@primary Admin Node IP

b. [CEBEINTWBNRT—RFZASALET Passwords.txt 771 J)o
C.RNDIAY Y REANIL TrootiCIDEZX £, su -

d ICREEINTVBENZRT—REASNLFT Passwords.txt 771 /Lo

root LTOJA> T2, AT SEODDET $H#T 1 #

e AJJ93IY>VNK cd /var/local/audit/export
f. 5GBEBR 247V b EFRALTVWETFHY M ZRELET,
. AJI$2 VR zgrep SPUT * | egrep "CSIZ\ (UI64\):[0-9]1*[5-9][0-9]{9}"

i FERICKRRSNBEEA Yy E—JICDOVWT, #BBLTLIEETWVWS3AI T4 —ILRICAALTT
FORTHIYPDERERELEFT, Xvt—SRHOMO T —ILREZFEBALT. 517> k.
NTY b BLUA TSI MK TERAEINTWEIPPRLAEEELE T,

d—R Bz

saip X{ETTIP

S3Al T7F7>kID
S3BK T b

S3KY FITTUk
CSliz B4 (N1 B)
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BEEOJEROA

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) : "bhavna"] [S3AK (CSTR) : "060X85M40Q90Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:ro00t"] [SBATI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) :"large-

object"] [CBID(UI64) : 0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F-

9094-

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) : S3RQ] [ATID(UI64) :4333283179807659119] ]

3. [Client Writes])'[Normall THWE&IE. 75— DT+ FDZFERALTTFY FERELE T,

a. * support > Tools > Logs *ICBEILE T, 77— FTRAML—=S/—RO7 V=300 %N&E
l/ia-o 75'— I‘@ﬁﬁ§15ﬁ%$aibi?o

b. 771 IILEERL. ICHEAZX T bycast.log:
/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log

C OJTZMRL XY method=PUT BLUVTI T4 7V bZHELET clientiP 70 —JL K,
* bycast.logDH*

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: [12220829 1870864574 S3RQ %CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cbtébb7/e3efad S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. 7+ > MI. PUT ObjectD iR AT 1 AHBGBTHD . 5GBEBR 24TV MIRILFN— T v T
AO—RFRZEFHATZLSICERET,

5. 77V —2a v EBEEINTWVRIESEIE. ESZERERLET,
KONIA TP T —RERELTVWBA TSI T —RDNS TN a—FT1 2T
ATV b F—EDBRERED S TN a—T1 27 | BE

72V MEIETEITREBHTHAHEINE T, TcezldE 9547 T TUT—
I3V oOHmMAMODER., LTIVTr— b ENA Tz IO MT—RONYIT ST
FA&REE. ILM IL—ILIC K ZBFHE. X L=/ —ROUANVEDOA TSI b7 —
ZDYZXSTREDBNTITIHNE T,

StorageGRID X7 Lld. AT TV FOXRZT—RICEBHESINIIHBFROBHREZFERALT. #7207 D
FAE LTDBFAZHRELE T, BESNBGFATA IS FOOAE—DRODSBRVEE. AT AIE
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MRS —IZA T bOAE—ZHEHFRFIBZIL-IHFENTVBZDHDE LT Y RTLADMD
BRADSRIO A —ZHAHES L LET,

COFABLICHEINT 2. RELTWR AT FOOE—D StorageGRID 2 AT ALICK > TEIFHRX
bNET, ENUANDIEEIEZ. *Objectslost* 77— bHXRDELSICMIA—ENET,

LU —FE—IIDVWTIE BIOOE—ZHAHERWEE. 2727 bHiRDbNIcEABREINT
TI—rHRUA-TNET,

CALAYYy—O—T 1 V7 AE—DFE. BESNIHMAHSIAE—%EFHAEERWVWESE. [Corrupt
Copies Detected (ECOR) | BMDEHI1DIBS L THSRDGADSDFEAH LHAEITINE T, D
JE—DEREONSRVEEIE. 75— MUH—ENZET,

INRTOD *Objects Lost* 75— bz T CICHABL THERDIL—FRER ZHEL. 7751 2R EDRSHD
BHTRAEFEATIAVR ML=/ =R T7—HAAT/ —RIZAT IV D> TVARWVHE S HZHER
TERIRELNHDFT, 2BRLTIKLEIVWELA TV b ZHAET S

JAE—DBWATI I hT—anRbNiGa. VANUBRE EHD £ A, L. BRATD TS
fhorBZE)EYy FLT. BBRIOBERA T D LWVMERA T/ bR RAF VT LBRVELSICT
BHENBDET, 2BRLTIKLEESVWEBERA TP/ b eREFA TV DAY FE )Yy FLET

BRATP U+ Z2RETS

ATV FORETS— M UA—SNIBAR. §CICRET BUBABD E
o WERRTIBDATO U MIBTRBERZIEL. T7ZHIL HR—MERKLT
<TEELY,
EX£Z BT BHIIC
* ZfEA L T Grid Manager (CH A VA VT 2RENHD XY "FR—FENTULS Web TZTH",
*REDT UV RERNUBETT,
c ZAEBELTELBENHD £Y Passwords.txt 771 o

CDRRIIZDOWVWT
* Objects lost * 775 — k&, StorageGRID BJ Uy FRICA TPz bOOE—DHBVWCHBILI-C %
TLET, T—EDTRICKONI-AIEEML DD £7,

BRATOT VDTS- b ELEBICABLTLREV. CULEDT—2IBRZEH S e DIMUHHEIC
BBIGEDNHD T, ARISFLTNE, BRATO I b2V R KT TERHEDRHD T,

FIE
1. *nodes (/—R) %Z&RLET
2. [Storage Node>* Objects*] %3&IRL £7 .
B ATV MADORICKRREINTBEA TSV FORERELE T,
C DHfEIE. StorageGRID ¥ X T LRETRELTVWER AT )Yy R/ —RTRHSW A TS0

FDEEH R ETRLE T, CODfEIF. LDRY—EXEDDS H—ERICEENZT—XAMT7AVER—2Y
NDIERATS TV NI RDEEFTT,

271


https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html
https://docs.netapp.com/ja-jp/storagegrid-117/admin/web-browser-requirements.html

DC1-S1 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18B/s 1B/s
D.800 B/s D.B00 Bfs
0.600 B/s Mo data 0600 B/s Mo data
D400B/s 0.400B/s
0.200 B/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 15:40 15:50 1600
Object counts
Total objects: @ 0
[ Lost ohjects: @ 1 ||| |
S3 buckets and Swift containers: @ 2

4,
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B/ —RH5. "EBEOSICT AL EI" Objects Lost* 75— rERIH—LIcA TSI bD—
BniAF (UUID) =HERT 3ICIEk. ROFIEERTLET,

a gy kr/—RiOJ1>LET,
LROARYRZASLEFT, ssh admin@grid node IP
ii. (CEBEINTVWB/NRT—RZANLET pPasswords.txt 771 Jlo
ii. xDAY>Y REASILTrootiCIDEZ £9, su -

V. [CEEEINTWVWB/INRAT—RZANLZFET Passwords.txt 771 )L, roote LTOTA>T 3
. 7OV EDBDSZEDHLDET $HKT L 4

b. BEEOIARMAINTVST ¢ LY FUICBBILET, ANTZITUR cd
/var/local/audit/export/

C. grep ZfEMA L T Object Lost (OLST) BEEXvtE—CZimELEFT, ANTBIYV R grep
OLST audit file name

d XyE—JIC8FNTLS UUID OfEZXEL XY,




>Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [UUID(CSTR) :926026C4-00A4-449B-
AC72-BCCA72DD1311]

[PATH (CSTR) : "source/cats"] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID(FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

- ZEHAL XY objectByUUID AW Y RZMERL THEAF (UUID) THID U hZEEREL. T—XICV
2B HZINESHERRTETET,

a. Telnet T localhost 1402 IC#&E#: L C. LDR OV Y —ILICT7 VLA LE T,

b. A7379% <> K /proc/OBRP/ObjectByUUID UUID value

COBRIDFITIZ. #FEDOF T T M TY UUID 926026C4-00A4-449B-ACT2-BCCAT72DD1311
ICIF2DDIBADIRRENT

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0O-4DS9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7/ES59A76731EGEAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T719:16:10.983000",
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"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
b
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLIN\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'},
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

2BHOHITIE. ZIBEL-A TS T2 M TY UUID 926026C4-00A4-449B-AC72-BCCA72DD1311
BRADRTIINTUVEE Ao
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUID D H 1z MR L. WY LAEZERITLE T,
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ART—4 ERal))

TSIV RDREDODMDEFEA ATV MHRONSHVESIE TERROR) (WS Xyt
("ERROR" : ") —SHIRETNET,

ATV MHRODSHBVESIE. * Objects lost * ¥z 1) &z
whLTT7S—h2OUT7TEXET, AT x0 FHRBRVGEE
3. ERIICHBRINIA Tz b THBeEZRLTULE
ER

BRI 0 KO KREFL HAICBAANRIREINTUVWSIFSEIE. * Objects lost* 75— kA
BROIEDETH B AIEENHD £,

TPV D EFEREI B CZRELE T, HAOICKRTEIN/
—RIDETF7AINRZFERALT, 772z T 7AILHUR
FENIIGFRICH B 2R LE I,

(DFIE"RONIAIEEN HZ AT FOBREK"/—F ID %
FRALTELWA ML=/ —RZRETEDHEICDOVWTEHRAL
7)o

FITT U MHEFEET BHBEIE. * Objects lost * D xE )z +
LTT7S5—bhEJUT7TEET,

%A =0 HAICHBADRIENGBWSESIF. T2 bBRELTWVWS
AL B D FT, L THTLKIEETVW" AT I b ZiRERLT
DZE7LET"£RIF TVZAILYR=MIBEBVWEDELTE
T

TUZAILTR=MIBEWEDLE LRI EITHPOINL—2U
ANDFIE DBVDESHZRERTIEDICKOESNZ D
DEd, DIFBHRESEL T IV "Grid Managerz@EHE L7cA4 7
IO RT—BRDVANT"ELUV"A ML =R a—LADF
T TF—2DIRET

KON BB AT b ZBRRLTURRTLEY

Lost Objects (LOST) 75 —L& *Objectlost* 75— b&E MUH—L7E (Kbhim
BEMNHDERFELT) ATV R ERRLTUR T TERIHERHD XTI,

EE % BHIR S %81l
* THRELBRA T FOUUIDZESREL THESET "BRA TV b ZzRET S
c HFEHTAIECHMTEXTY Passwords.txt 771 o

CDRRAIICDWT

COFIEZERLT. JUy FADMDIZFATERA Tz bOL TV 7r— b IE—ZBERTEE I, &
CEAEDZE. BRATZ TV MIRDODD R A, 2L ARICHATNE BRLFUTr—bATDx
JhEBRERELTUVRANTTERZHZEDRHD TT,
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(D CoFEoTR—MOLTH. FEZALYH— MCBRLADE T,

FliE
1. BB/ —ROEBEBEOI T, 7TV MEETIAREMDOH BB HEELE T,
a. gy r/—KricOv1>L %9,
LRDODIYY FZANILET, ssh admin@grid node IP
i [CEBEINTWBNAT—REASILET Passwords.txt 771 Lo
iii. xDAY > REAFILTrootiCIDEZ £9, su -

V. [CEEEINTWVWB/INRAT—RZANLFET Passwords.txt 771, roote LTOTA1>T 3
. 7OV IO EEDLDET $KT 1 4

b. BEEOIHEIMINTWVWET ALY MIICBELE T, cd /var/local/audit/export/

C. grepzERALTZREBELET EROAREUNHZA TV MIBEE[MTONTUVIEEAYyE—
D"HATFAILSEELER T, ANNTBIXY YK grep uuid-valueaudit file name >

output file name
Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >

messages_about lost object.txt

d. grep ZFRALT. COHEHIT 7ILH5 Location Lost (LLST) BEEXvE—I%HHLET. A
$19%30X > R grep LLST output_file name

B

Admin: # grep LLST messages about lost objects.txt
LLSTEEX v =R Y TN Xy =D DESICBD ET,

[AUDT:\ [NOID\ (UI32\):12448208\] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP(FC32) :CLDI]
[PCLD\ (CSTR\) :"/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS\#3tN6"\]
[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UIG4) :
1581535134379225] [ATYP (FC32) : LLST] [ANID (UI32) :12448208] [AMID(FC32) :CL
SM]

[ATID(UIG4) :7086871083190743409]]

€ LLST Xyt —2TPCLD 74 —JLRENOID 71 —ILRZEERLE T,

PCLD OfElx. RELTWBL TV — ATz FAE—ADT 14 RITLDREHRINRT
9o NOID OfElF. ATz bOAE—DEFETDHEMDH S LDRD./—RID TY,
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T2 CDFADROD SIIBERIE. TPV 2RI NTTEZHBENHDFT,

a. ZOLDR./ — RIDICEHE[MITSENTWE R ML —Y/ —R%IEL 9, Grid Manager T. * support *
>*Tools * > * Grid topology * ZZEIRL £J, Xic. *_7—&E>&— _*>* X+L—Y/—R
_*>*LDR*] ZEIRLZXT,

LDRY—E XD/ — RIDIZ. [Node Information]7— 7 JLICKRTRENE T, CDLDR%ZHRX ML TL)
DAL=/ —RPBEONBZET. BAML—C/—ROBHRERELE T,
2 BEBEXYE—VTEEINTWVWER N =Y/ —RIZA TV M EETIHESHZERL T,
a gy R/ —RiIcOg1>LET,
L ROATY RZASILEFT, ssh admin@grid node IP
i. [ICEEEEINTVWBNZAT—RZANLET Passwords.txt 771 )l
iii. DAY REASIL TrooticIDEXFF, su -
V. (ICEEEEINTWVWE/NZAT—REANILEFT Passwords.txt 771 Lo

root LCOJA>T2E. OV EDBDSELDET T 1 4
b. AT TV MDD T 7AILNADFETEIDNESHEERLE T,
FITST IV bDT7AILINRICIE. LLSTEEX vE—J0 PCLD OEXERL £,

ez RDESICADLET,

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6"'

C) ARV RTIE ATz F 77 IUNREEIC—FEF| AR THA. %X FE%=ITIT
—7LEY,

" ATV FONIDRODSBRVEE. FT2x MEkbn, COFIE ZFEALTIUI T
TBILIITEEEA. TVZALYR=-MIBBULEDE I,

" ATV CNRABROD o GEIF. ROFIEICEAF T, ROoM oA TP I b%
StorageGRID ICJ A 7 TE X,

B AT U MNIBRON2FFEIF. TP % StorageGRID IZU X R T7LET,

aFLAML=2/—RD5 ATV T 71ILOFEEZZEL T StorageGRID TEIETE 3 &
SICLFET. ANNTSIXY YK chown ldr-user:bycast 'file path of object'

b. Telnet T localhost 1402 |C#E#H L C. LDR OV —IJLICT7 2R LFET, ANTBITYVK telnet
0 1402

C. ANI9T5AXY>V K cd /proc/STOR

d AF19%37 > K Object Found 'file path of object’

eI RDESICADLET,
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Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tN6"

ZHITLET object\ Found AXVRIE. JUYRIZATO I bOGARZEBHILE T, £ 7
IT74TRIM RIS =D rD)AH—EN. RUS—DIEEICRK> TGEMDOAE—PMER SN E T,

ATITH MHRROD LR FL—U ) — KBF TSV DBER. 4251 Y OEE
DRFL—U ) —RICATOT Y b EIE—TEET, IY 51 YOI RL—J )~k
(D) ®warlocalirangeds 71 L& RUIcA TS T4 MERELET, RIC, BIE ZRITL

¥ Object\ Found ANV RZFEAL. 7TV MADT7AILNRZIBEL X
ED

" ATV P ZA T TERVGEIR. ZFITLET Object\_Found ARV FAKRHML F
To TUZAIYR=-KMIBBLEDE LI,

* A7 b StorageGRID ICIEEICU X M7 INBEIF. B EEZI 2 X vE—IHRRE
nE9, fl:

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tNG"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE5S3E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgAS#3tN6' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

ROFIBICEAFT T,

4 F T U bH'StorageGRID ICIEFIC R R 7 EINFIBEIE. FTLWSFAAMERINTWVWS e =R L
9,

a AN935IY>K cd /proc/OBRP

b. AZJ$ %< >R ObjectByUUID UUID value

RDFE. UUID 926026C4-00A4-449B-AC72-BCCA72DD1311 DA T U M 2 DDIFANH S
CERLTVWET,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~

BCCA72DD1311

{
"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
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"META": {
"BASE (Protocol metadata)": {

"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFSE",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12448208",
"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17
\'},
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17

.880569"

.934425"



a LDRIOVY—IISTAVTIRLET, ANNTBITV R exit
5. B/ —Rho. BEOJEZRELTCIDA TP % ORLM BEEX v 2—IUTRL. BEICKRLT
BRZATHAVILERE (ILM) ICE>TAE—DERESNTVWERCCZHEELE T,
a gy R/ —RicOJ14>LE7,
L ROIYY REASILET, ssh admin@grid node IP
i. [CEEE SN TWVWB/NRT—RZANILET passwords.txt 771/l
iii. xDAYY REASILTrootiCIDEZ £F, su -

V. [CEEEINTWVWB/INRAT—REZAHNLEFT Passwords.txt 771 )L, root& LTOTA>T 3
E. AV EDDSZEDHLDET $IKT L 4

b. EEOJHRIMMINTVWET A LI MIICBBILEX T, cd /var/local/audit/export/
C.grep ZfEALT. #7200 MIBEMITONTWVWBREEXyE—JZ AT 7ILICHEBELF T,
AJIT35IX >N grep uuid-valueaudit file name > output file name

Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
messages about restored object.txt

d grep AL T. COHHI T 7ILH5 Object Rules Met (ORLM) BEEX wvtE—I %t L £
Jo AJITSIX K grep ORLM output file name

Bl

Admin: # grep ORLM messages about restored object.txt

M{TFiE. ORLM BEEX v tE—2DfITY,

[AUDT: [CBID(UI64) :0x38186FES3E3C49A5] [RULE (CSTR) : "Make 2 Copies™"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) :ORLM] [ATIM(UI64) : 15633982306
69]

[ATID(UIG64) :15494889725796157557] [ANID(UI32) :13100453] [AMID (FC32) :BCMS] ]

a BEAEXYytE—ITLOCS 71— ILFZEELFT,
CDT«4—JLRDCLDIDfEIF. AT xo bAE—DMESNTc/ —RID &R a2—LID T,

COXytE—JiF ILMAERTIN. 220472z bOAE—DI Uy RRD 2 DOIGFRICIER TS
nicCezmLTVWETY,
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6. WBRA TV NERBEATO I MDA b ZE) Y MLET" Z2OUYILET,
BRATO TV MECREA TSV DRIV M EVEY MLET

StorageGRID Y X T L%EFAEL. BRINTCIRTOERA TV 7 MHTELRICEKDN
TWBAZ Y. FEIFBR 27— LTHBD_CZHEETE /=5, Lost Objects BED1E
Z0ICVEY FTEET,
EXZ R T H0IC
* ZfEA L T Grid Manager ([CH 1 > 1 > §23REBAHD X "HR—FENTWS Web T 5T,
*RBEDT IV RERNMBETT,
CDRRIIZDOWVWT
Lost Objects TV RIFRDEBESHDR—IHh5 )2y FTEFT,
* *HR—k *>*Tools * > * Grid Topology * > * _Site_*>* Storage Node_* >* LDR * > * Data Store * > *
Overview * > * Main *
. *-U-/—_R_I\ *>*“/—)L*>*7"J‘yI*“I‘/'J’fl:l“/“*>*_"f’f I\_*>*_X|\[/_\/‘\/_F\_*>*DDS*>*
T—RART*>*BE*>* X1
NS5DFIEIX. Idr>*Data Store* R—ISHh65AhT >V EEULY N TE3HEZRLTVWET,
FIE
1L HR=—b*>*Y—=)L*>*F )y RrROD* ZFIRLFE T,

2. BEFZLOST 7S —LBEELTVWRANL—U/—RIZDWT. T*Site*>*  ZkL—Y/—R
__*>*LDR * > * Data Store * > * Configuration * | Z3ERL £7,

3. T'*Lost Objects Count* ZUtzw b1 Z&ERLE T,

Overview Alarms Reports | Configuration |

Ivtain Alarms

. Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes .

4 [EEOER N ZIVYILET,

Lost Objects BMEM 0 ICU £y FETH. *Objects lost* 7T — & LOST 7S —LHRBRINET, Th
ICIEA DB e HD T,

S MEICIHRL T BRATD IV M ERET S 7O TEBAINLAREREDLHSB. £DMOEEREDE
)Y hTEET,
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a. [Site>*Storage Node*>*Idr*>*erasure Coding*>*Configuration*] Z3&RL £,
b. T Reset Reads Failure Count ] & T Reset Corrupt Copies Detected Count | ZERL £7,
C [EEDER N ZI/UVvILET,

d [ Yok _*>* XkL—Y+/—FK _*>*LDR*>* Verification * > * Configuration *] &R L £
EP

e. [ Reset Missing Objects Count | (REFA T U FEDUL v ) KU T Reset Corrupt Objects
Count] (HEATCz I DUV M) ZERLET

L REESNI ATV MO FETH B D HEELRIZEIE. *[Delete Quarantined Objects]* %z IR L F
ERS

Bt INcA T I ME NI TSSOV RKREECHIBLIEL VS — A2 0 FOE—DHE
RBEINDLERINE T, IFLACDIHE. StorageGRID IIBIEL A TPz F 2 BEIMNICE T
A RBESNTIA TV FZHBRL THEETY, 7cfEL. *Objectslost* 75— bR H—&
NE\BER. LOST 75 —LWN NI A—CNBEIE. T/ AINYR— RS NicA T2y
MCTOERTZCEHRELETD,

9 [EBOERAZ7)vILET,

[ZEEDEA (Apply Changes) [Z27Uw o L&, BENUEY FENBZ X TICD LEELD D 315
EhHD XTI,

Low object data storage 75— FD S TN a—FT 4 I %EITVWET

Low object data storage * 75— hE. AT U b T —XERARIBEERZ A NL—2 /
—ROIAR—ZAEZERLET,

1EE = BIR Y BH0IC
* ZfEA L T Grid Manager ICH 1> (> LET "THR—FENTULS Web T ZTH",
* CNTERTTY "WEDT It ZHER"

CDRRAIICDWT

Low object data storage * 77— k&, AL =/ —REDL TV — ATz T —RBLVA LA
Sv—O—TA ATV T —ROEHBEN. 77— MIL—IILTRESNTVWBRRHFOWLWTNHZH
LB RIC U AH—SNET,

T 7 )L TIE. RDOEZED true EFHMEIND L. Major 77— MU A—CNFET,
(storagegrid storage utilization data bytes/
(storagegrid storage utilization data bytes +
storagegrid storage utilization usable space bytes)) >=0.90

CDRHETIE RDELSIC

* storagegrid storage utilization data bytes d. AL —2/—FOLFUTr—h4T7ox
IhT—REALADY—O—T AV IF T2z b T—R2OEEEFTT A X T,

* storagegrid storage utilization usable space bytes d. AL —2/ —RICE-STWEA
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TSI RAPL—CAR—ADBRETT,

Major & 7zi& Minor * Low object data storage * 75— b D MU HA—SN7cBEIE. TEBRITRELILEFIE
ERITTIHELRHD X7,

Flig
1. [*alerts * > * current * | Z3&RL £ 95

[Alerts] R—IHFRRENE T

2. 75— hDORT, BEIZELT T*Lowobject data storage * | 75— rJIL—TEEBEL. XRR$37
S—rEBERLET,

©

TI3—brII=TFORELTIEARL, 75— FZZERLET,

3. A4 7OV Ry U ATHMEMRL. RORUTERLTLLIZE L,

o M A—EINTKH

cHA R/ — RD%AH

° 27— MIAY BEZEDREDE
4 J—R*>* RbL—Y/—RFFSite *>* AL—I* ZBIRLET,
. [Storage Used - Object Data]Z/ S 7 ICA—V ILEEHE X T,

ROEHERTRENE T,

°c*Used (%) * i ATV bT—RICEAINTVSEFHERRIEERR—IDEIE.
c*Used* : ATV b T—RIEAINTLEIEHFERAREIR—IDE,
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1. T * configuration * > * System * > * Storage options * | IC#E&IL X7,

2. Storage Options (R kL —FF> 3>) XZa—h'5 * Configuration *

330DV #—R—X—VDA—N—F1ARZITXRTOICEELZET,
4. T*ZEEEATS "1 Z2BRLET,

(RE*) ZFRLEY,

A=/ =RFOUYAXER) a—LOERBEICEIVWT, A bL—UR)a—LZCICRBILEINX
FL—2R)a—LDU4—R—I—IRENBMICHD X LT

Storage Options Storage Options Overview
. Updated: 2021:11-22 13:57:51 MST

Overview

Configuration
Object Segmentation
Description Settings
Segmentation Enabled
Maximum Segment Size 1 GB
Stnrage Watermarks
Stnragﬂ- Volume Read-Write Watermark Override 0B |
Storage Volume Soft Read-Only Watermark Ovemide 0B |

|_Storage Volume Hard Read-Only Watermark Override 0B |

Metadata Reserved Space 3,000 GB
Ports
Description Settings
CLB 53 Port 8082
CLB Swift Porl 8083
LDR 53 Port 18082
LDR Swift Port 18083

Storage Status (SSTS) 7o5—LZ N> a—FTa>JLET

Storage Status (SSTS) 7Z—ALld. ANL—/—RICATP IV MR ML=

D+RHREZTANR— Zb‘ﬁ%oTL\&L\i% IChUA—ENFET,

1EXZBAtA T H0IC
* Z{EA L T Grid Manager ([CH A V1 VT 3BBAHDFT "FR—EENTULS Web T ZTH"
*BEDT Ut AERIHBETY,

CDRRAIICDWT

ARL—=/—RADIARTOHR) 2—LDEEIR—XEDH Storage Volume Soft Read Only Watermark  (
* configuration * > * System * > * Storage options *) DfE% F[E5 . SSTS ( Storage Status) 77— LH

Notice LRNJLTRUA—CNET,
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1 GB

Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB

7=¥ ZI¥. Storage Volume Soft Read-Only Watermark 75 7 #JL ME®D 10GB ICRRESINTWVWBH L E T,
ARL=/—RADERA ML =R 2a—LICK > TVWAERATEIR—IN 10GB RiElchd . SSTS
TI—LHM)A—INET, WTNHDARU 2—AIZ10GB UEDZEETRENHNUE. TI—LlE A
—ENFEEA.

SSTS 75 —LH MU A—CNTIFEIE. ROFIEZRITL THE 25 L<IBETIHEN DD T,
FIE

1.
2.
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support>* Alarms (L 7> —) > Currentalarms * Z#RL £,

Service BT, SSTS 7 I —LICEAEMITONTWVWET—2tE>&— /—F, BLUT—EXZERL
9,

Grid Topology R—IHERRINE T, Alarms R T ICIE BRL/ —RBELUVH—ERDT7 I T4 TH
T I—LDRTINET,

| Overview I Alarms ]L: Reports || Configuration |

| Main History

. Alarms: LDR (DC1-83-101-195) - Storage

Updated: 2019-10-09 12:52:43 MDT

Severity Atiribute Description  Alarm Time Trigger Value  Current Value  Ac
tnsuﬂimnrﬁ Free 2013-10-09 hnsuﬁ'lment Free |nsufficient Free
-
—lmﬁn ST dge Bl s 124251 MDT  Space Space

" SAVP (Total Usable Space 2019-10-09
J . (Percant) Under 10 % e 7.95 % 7.95 %

W_-____—
Apply Changes .

CDOFITIE. SSTS (Storage Status) 75 —L ¥ SAVP ( Total Usable Space (Percent) ) 75—
LDOWEAD Notice LRNILTR)AH—INTWVWET,



BEIE. SSTS 77 —L K SAVP 75— LDEAMIFIZFEEFICKN ) A—CNhFd, =
L ADTS—LHEEL M)A—INEZMNET+—F—<—JDHFRE (GB) L SAVP
TE_L\O);&E_C“ig.\liD i_a-o

3. REEICFEHATRERAR—IEZHEERT BICIE.  Idr>*Storage*>*Overview* %3&R L. Total Usable Space
(STAS) BMZH®RERLET.

| Overview '|| Alarms \| Reports 4 Cnnﬂguration'

Main

Updsted: 2018-10-00 12:51:07 MOT

b Overview: LDR (DC1-S1-101-193) - Storage

Storage State - Desired Online =
Siorage Sfiate - Current Read-only =
Storage Status Insufficient Free Space = _|
Utilization

Jotal Space. 164 GB o
(fotal Usable Space: ___ 19.6 GB B

Total Usable Space (Percent): 11.937 % He
Total Data: 135 GB B

Total Data (Percent): 84 56T % =]
Replication

Block Reads: 0 |
Block Writes: 2,279,881 £l
Objects Retrieved 0 |
Objects Committed: 88,882 £l
Objects Deleted: 16 =
Delete Service State: Enabled =
Object Store Volumes

D Total (Available  Replicated Data  ECData Stored (%) Healh

ooon 547 GB 2593 GB 9462 GB 0B 0T 84.486 % Mo Errors =4y
0001 547 GB 832 GB | 463 GB mo0B H 84644 % Mo Errors =9
ooz 547 GB 1 8.36 GB | E 463 GB 0B B8 84.57 % Mo Errors =Gy

COBDRARL—/ —R Tl 164GB #1 19.6GB LHAMEARIRELR AR—IAWFEZ-> TV EEA. BETIE
3DODATO U CRNTFHR) 2a—LD EATRER] *EDEETTI, 3D2DAML—URU 2—LD
FNZNIC10GB RFDEZT AR—AWBH o7=fcd. SSTS 7o —LH MU A—ENF LT

—FEHRICHT=Z R ML= OFERR RS T BI1CIE. * Reports * X 7 &EIR L. BEHER D Total
Usable Space D 70O0w b EFHALEY,

ZOBEITIE. 12 : 00 DBREEDFEATEELRSTAR—XIFH 155 GB TL=H. 12 : 35(C1X 20 GB *
THRD. FDOBEETSSTS 7o —LA R A—CNTVWET,
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-51-101-193) - Storage

Ny MOIMMIDD HHMMSS
Attribute: | Total Usable Space v | Vertical Scaling:  #/ Start Dale: 2019/10/09 12:00:00

Cuick Query. | Custom Quary v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |

Total Usable Space (GB) vs Time
2015-10-0% 12:00:00 MDT to 2018-10-08 13:10:33 MDT
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O BHRENERL L TR ML —HEDLSICHERINTWVWA O ERERET BICIE. BEREBOEEHER
ARgEAR—Z B8 #7Ov LET,

CORITIE IFIFRL XA I VT THEAAEBEFTAR—XND95% H'5 10% 5EITHD L TWE T,
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Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-S1-101-193) - Storage

YYYIMMIDD HHMMSS
Attribute: | Total Usable Space {F’ercenl} il Vertical Scaling:  #) Starl Dale: [2019/1 0/09 12:00: i}[]

Quick Query: | Custom Query v| | Update |  RawData O EndDate: 2019/10/09 13-10:33

Total Usable Space (Percent) (%) vs Time
2015-10-0% 12:00:00 MDT to 2019-10-08 13:10:33 MDT
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6. MEICIKELT. "ARL—UBEHEEM

HBBLTLKEIW"ZRL—U /= RABAVSIEVICHE ST TOEE",

TS539hT4—LY—EXRXyE—=CDEEDO NS TN a—Ta 27 (SMTT 75 —L)

TFT=REZETIBRVWTRTAR—2avIlTIv b T r— LT —EIXAXyvE—IHE
f§&N3 . Total Events (SMTT) 75— LH'Grid ManagerThUAH—3NET,

CDRRAIICDWT

T ZE BMESNTWVWABRIVRARA Y MIBEETBL )= 3> F 3@ Xvte—C2BETE AL
TH. S3VIFN=+T7y7TO—FRIIHMINLET, F7ld. CloudMirror LU —23>DXyvtE—J1F X
RTF—ADRITTZEETETEzE A

SMTT7 5 —LAICIE. Failed to publish notifications for bucket-name object key BHIHSk
BLIERBDODA TV

AR AYyE—=TUE, ICHRRIEINET /var/local/log/bycast-err.log A 771l | Z8RL T
feawnw'od 771 ILEmE,

BIEROBEIF. ZBRLTKLETVW' TSIV I 4—LY—ERDFZ TN a—T1 27 %175 BE

IZIC T "Tenant Manager ' 7+ Y M7 ALET" Ty NI A—LY—ERDIZ—%ZTN\vId
BICIE. ROFIEZETT
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

. Hide advanced
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CDERTICDOWVT
B/ —RICTHA VAV LEDELIEEEICRDVWTNHADI S — Xyt —INRERESNIHZEIF. UTO bk
ZINa—TFTaVTDHARTA VIR TLIET L,

®* Your credentials for this account were invalid. Please try again.

* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
Support.

®* Unable to communicate with server. Reloading page..

FIE
110 9/F>TH S BI—EFA212 LTI,

IS—HBEINICERINABVEEIE. XOFIBISEAE T,
2. StorageGRID > X T LICEBOEIR / — RHH25BE51E. HOBE/ —RHS5T )y RIX—JvIlHo
AL THFT,

CHAVAUTERZHRER. *HFyPakR—RF* *J=R* *TI—bh* *HBR-b*OEFTT>
3 zFEALT. I5—0FEE ZHETEXT,

e B/ —RMDOLABRVEERH A Vo VU TERVEEIK. ROFIEISEHET,
3. J—=RDODN—=RIzT7HF 754D ESHhERELET,
4. StorageGRID Y AT LTIV F YA 274> (SSO) BEMICE>TWVWBIEEIF. OFIEEZBEBLTL
VWS TN A ERELTVWET,

BMEZRTBICIE. 1 DDEE/ — D SSO Z—HHICEMICL THSBEBMICTIHENHD X
ER

@ SSONEMICE > TWVWBHZRIE. RSN IcR— b ZERL T I VF U TEEEA R
— bk 443 ZER T BHEN DD X,

S. FRHLTWA7HU YR T7zTL—FTy RA—HFICELTLWABAHhESHERRLET,

Jx7L—TYy RIA—HT7HTY FHEEEL TLWARWEEIE. root ZdO—AI)LI—H & LT Grid
Manager (CH 1 >4 > L TAHATLIEE LY,
cO—ANIA—YHTFA 212 TEBRHEIE. XROFIEZEITLET,
L RIRENTWET S —LEHERLET,
ii. [* configuration] * > [* Access Control] * > [* Identity federation] % &R L £ 9,
iii. [$EHDTAN*1 72O wI LT, LDAP H—N—DEHRELZHRLFT,
V. TZMIKBLIEEEIF. RETT—ZBRLET,

cO—ANIA-FHFA A2 TET. LTI vILDELWVW EHBEBIZEIE. ROFIEISEH
9,

6. Secure Shell (SSH) ZFERLTEERE ./ —RrRiICcOJ1>LF 9,
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1. Uy R/ —=RFETEITINTVEZIRTDT—EZXADRAT—FRZERTLET,

status
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CROAR Y REANLED,

ssh admin@Admin Node IP

ACEEINTWANRT—RZ AL £ Passwords.txt 771 /Lo

KDIARXY READL CrootiCIDEZ F T, su -

CACEEHINTWANRAT—RZASNILE T Passwords.txt 771 )L,

root LTOTA >33, 7OAVTEHEDEEDLDET T 1 4

$ storagegrid-status

Host Name
IP Address

Operating System Kernel
Operating System Environment
StorageGRID Webscale Release

Networking

Storage Subsystem
Database Engine
Network Monitoring
Time Synchronization

ams
cmn

nms

ssm

mi

dynip

nginx

tomcat
grafana

mgmt api
prometheus
persistence
ade exporter
alertmanager
attrDownPurge
attrDownSampl
attrDownSamp?2
node exporter

Sg snmp agent

HAIF. Y—EXDXT—RIANEDLBZ LT CICERINET T,

99-211
10.96.99.211
4.19.0
Debian 10.1
11.4.0

5.5.9999+default Running

11.4.0

Verified
Verified
Verified
Verified
Verified

Running

1:4.2.8pl10+dfsg Running

11.
11.
11.
11.
11.
11.
1.10.

[ T S N A N > T
w O O O O O O

NeJ
(@]
N
~J

6.4.3
11.
11.
11.
11.
11.
11.
11.
11.
0.17.0+ds
11.4.0

[ T S N > WY ST
O O O O O O o O

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

storagegrid-

NMS . mi. nginx. mgmt DEAPI H—EZXNITARTHRITINTWVWBR TR LE T,



8. nginx-gwH —EZNERITINTVWBRC ZMHELET # service nginx-gw status

9. [[use_Lumberjack_to_collect_logs. start=9]] Lumberjackx B L TOJ ZIREL T, #
/usr/local/sbin/lumberjack.rb

ﬂftCE’EnIELQEE&LT.. CehHBHEIE. --start KLUV —-end Lumberjack X7 ) P F TS 3 U EEA
L CBEBYAREREZIEELE T, CN5DA TS 3 v DFEMIC DLW TIE. lumberjack -h ZEA L TL 2T
LYo

A7 —hA 7R IE-SNISIGADI 2 — I FILEEICHN TN E T,

10. [[review_logs,start=10] X O 5 =B L £ 95
° /var/local/log/bycast.log
° /var/local/log/bycast-err.log
° /var/local/log/nms.log

° x* /*commands.txt

" S|/ — hTﬁﬁ%ﬁmr4nﬁot%Au\mwufn#®:7/h%HET$ﬁL\ﬂ%hTAm:
H—EXZETTEI3 DDA L—/—ROIPFPRLRZERLET, BEEITAMIAYIN—)L
_knruﬁi*)]@39®ZI\l/_// I\Tj—o

# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml

B/ —RIFFFEETOEXATADC T —EXZFERALF T,

12 8ELEIP7RLRZFERALT, B/ —RMSZFADC R ML=/ —RICOJ1 >V LET,
a XROAVYYRZANLET, ssh admin@grid node IP
b. ICERBHEINTWVWBE/NRT—RFZAALFT Passwords.txt 771/l
C.RODAR Y REANDL TrootiIDEX £9. su -
CEEHINTWENRT—RZANILET Passwords.txt 771 )L,

rootE LTOT A >33, 7OV T RO SEEDLDET KT © #

13. 1)y R/ —=RETERITINTVRZIRTOY—ERDRXT—ERERRLET, storagegrid-

status
idnt. acct. nginx. HL U Cassandra DY —E IR ITARTRITINTVWBR 2R LE T,

14. FExEDiRLET Lumberjack ZFERAL TOJ/ZNELEZT LU OV EEZELEFT 2V v UL T
A=Y/ —FREOOUv =R LED,

15. FIEABRTETRWVERIF. TIZHIYR—MIBRHAVEDELIET L,

WELOJ 2TV Z ALY R—MIEELET, BBRL TV 'OT T 71 ILEES
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StorageGRID V7 Uz 7D 7w 745 L— R#IZ. Grid Manager % 7= (& Tenant Manager® 21— > X —7
IARAPEECEDICRE LBV EDHBD £,

FIE
1. ZEALTVWA I ZHEBLET "I R—FENTWVS Web 7 ZTH"%
@ HR— b ENBTZUH(E. StorageGRID D ) —XZTEICEBINBZHBEDHD 7,
fERL

TWL3StorageGRID D/N—2 3 > THR—EINTWE T UHZERALTWVWSC
CEHRLET,

2. Web 7505 DFvy a7 LET,

FrwlaxoUT7TRE. UEID/N—2 32D StorageGRID V7 Uz 7 CEASINTLW EHWI Y
—XHEREIN. A—HYA 2 E—T A ADNBUELKEET R L5120 FT, FlEICOWVWTIE. Web
To29HFDORF XY M ZEBRLTIEETL,

ERTEHRVER/ —RTT

StorageGRID & X T LAICEHDERE /) — RHASFFENTVEHE. FHTIRVEER/ —RFORXT—2 X% H|)
DEER/—RHSHERTEET,

ERZRIRY BH0IC
BEDT IVt AERNMBETI,

FIE

1. EATREREIE ./ — RO 5. ZFEAL T Grid Manager ICH 1 >V LET "HR— SN TWLWS Web 7
ZIH",

2 HR=—F*>*Y=)L*>*J Yy R RO * ZBRLET,
3. [site>] > [Unavailable Admin Node] > [* SSM*] > [* Services] * [* Overview*] > [* Main*] Z#iRL £9,
4. 27 =2 XN T NotRunning | T. BTRAINTVRH—EIDBUHESHZRERLET,
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| Overview “ Alarms ; Reports Configuration

Idain
Overview: SSM (MM-10-224-4-81-ADM1) - Services
Updated: 2017-01-27 11:52:81 EST
Operating System: Liruix
3.16.0-4-amd64

Services
Service Version ‘Status eads Load Memory
Audit Management System (AMS) . NG 9 0.043 % [ 35.7 MB
CIFS Filesharing (nmbd) 2:4.2 14+dfsg0+deb8u2 Rumning EJ® 1 [H0% S55MB I
CIFS Filesharing (smbd) 2:4.2 14+dfsg-0+debBu2  Rumning B % 1 FHO0% g5 145 MB 5
CIFS Filesharing (winbindd) 2.4 14+dfsg-0+debBu2 Eﬂ‘mm Heo Mo OB
Configuration Management Node (CMN) ;gf‘;;g] 139207 3ec2eqo Ruming B9 @ 52 [H0055% F41.3MB
Database Engine 5 5.53-0+deb8u Running % 47 [70.354% 59133 GB iY
Grid Deployment Utility Server O oiorcsoe, Ruming H©® 3 EH0% 32.8 MB [
Management Application Program Interface 10,4 .0- Mot = b
oot J0170113.2136.07c4997 Ruming | D20 HBO0% [B J

o 040 e . = i —

P 5 -
AR Eieshanog J0161224.033380%d91 Ruming H@C H0% BB B
10.4.0- T =
NMS Data Cleanup iE1304 0333 803y Rumning B 22 0008 % E524MB
10.4.0

NMS Data Downsampler 1 20161224.0333 80%cdgq  Running & 22 [[0.049% 9195 MB

NMS Data Downsampler 2 4 0333 80%0gey  Ruming H© 22 F§0009% H157MB
. . 10.4.0- : g =
NMS Processing Engine An161994 N114 ana.day Rumning B ® 40 FF0.132% H200MB B

S. 7I—LNMIUA—-TNTVWEHESH ZHERLE T,
6. B AETHE ZBRLET,

XY hT=0 N=RIxT7. XTIV T x—LOBEZ FZTINoa—T1 >
793

Z ZTlE. StorageGRID %xw kT —20, N—RIx7. BLVTFSY b7 +—LDRE
ICBEE Y BREDRERZRET DDICKRILDVW DDDRIRXIZEBNLET,

"422: Unprocessable Entity" TS —HhHEEL FL T

T 5 —422: Unprocessable Entityld. TEXIFRIEBHTHRETZAEMELHDET, T5—XyvtE—UFFAN
T. BE ORAZHELXI,

RASNTEVWITNDDIS— Ay E—IHRFINIIFEIF. HEISNEZHLAEZRITLTILEE L,
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422: Unprocessable Entity

Validation failed. Please check
the values you entered for

IL— bRE & K URLTFE

CDXvt—TE. Windows Active Directory  ( AD
) ZERALTTAT T4 T4 7T L—>3r%

FREY B & FIZ. Transport Layer Security ( TLS)
T ITLS ZERALARW] A7 a3 E&ERLIEE
ICRRINBZZEHHDET,

errors. Test connection failed.

LDAP 4 %5892 AD 4—/\Tix. [ TLS %fF
BLAEW A7 a>oFERIFYR—FIhTUVE
BAo STARTTLS ZEB T3 * A > a>Fiid
TLS ICLDAPS * ZfFAH2A F>a>ounwdnhrz
BIRTZUBELHD £,

Please verify your
configuration. Unable to
authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server requires
binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839

COAXyE—TlF B R—bFEINBVWESZEAL
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*J—FzEEHLET,

FIE

1. H—EXFT—E> ¥ orphaned IRED / — ROW\ADOOT EANR. BASHRIS—PFHAL A VMERT ICE
TR3XvE—IHRVWHEESEL £,

2. RXMiCroot & LTAY A>T BH. sudo HERZFOT7AV Y b EfFE->-TOTA Y LET,
3 DAYV RERITLT. /—FOBESH:H%EFHITLET. $ sudo storagegrid node start node-

name

$ sudo storagegrid node start DC1-S1-172-16-1-172
J—RHIIIL TWBIBE. REIFICHRD FT

Not starting ORPHANED node DC1-S1-172-16-1-172
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4. Linux B5. AT FIVI>H KU StorageGRID / —REHIHIL TWBITARTO IOV EFELELFE

9, fll . sudo docker stop --time secondscontainer-name

DHE “seconds T. AVTFHTDELEEFEIIMEEADILET GEEIFI5DUT) - fl:

sudo docker stop --time 900 storagegrid-DC1-S1-172-16-1-172

S. /—R%ZBEH:HLEFJ, storagegrid node start node-name

storagegrid node start DCl1-S1-172-16-1-172

Linux : IPv6 U R— DS TI>a—FTa >0 %TV0WET

Linux 7R X ~IC StorageGRID / —RZ A > ZXA b—JLLTWT. IPv6 7 RLADPBECHDIC/ — ROV TF
ICEIDYTENTULEVESRIE. B—FRILTOD IPV6 7 R— FOBWEHARBERBZENHD FT,

CDRATICDWVWT
Grid Manager DRDIZFAT. Uy R/ —RICEIDHETSNTWVWS IPV6 7 RL XZHERTEEF T,

*/—FZEERL. /—FZBERLEI, RIS, [BEIFZTOPFIPTRLR* DBEICHB [ ET5IC*RT]
ZERLFET,

DC1-S2 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information &

Name: DCi-52

Type: Storage Node

1D: 352bd978-ff3e-45¢c5-aacl-24cT2782065a

Connection state: o Connected

Storage used: Object data % @
Object metadata 0% (-]

Software version: 11.6.0 (build 20210924.1557.00a5eb9)

|P addresses: 172.16.1.227 - ethil (Grid Network)

10.224.1.227 - ethi (Admin Networik)

Hide additional IR addresses A~

Interface = IP address =
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Network) fd20:328:328:0:250:56f-fe87:b532 |
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cHR—k*>*Y—JL*>* )y R RO * ZFERL X T, XIC. * Node* > * SSM * > * Resources *
FIEIRLET, IPV6O PRLZADEDHTENTULBRBRIE. T*RYyNIJ—OF7RLRX*] £ 3>D
IPvd 7 RL ZDTFICKRRIINET,

IPv6 7 RL AR EINTG. /— KA Linux RX MMIA YR E=ILTNTVWBIEEIE. XOFIEICR->TH
—RILTIPV6 B R— b EBMICLET,

FIE

1. RZ M root E LTET A>T 3D, sudo HERZFOT7T AUV b afEoTOII Y LET,

2. ROAVVR%ERITLET, sysctl net.ipvé.conf.all.disable ipvé
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

BRIZ0ICBDFET,

net.ipvé6.conf.all.disable ipv6 = 0

(D BRAVOTHWGEIE. ARL—FT 1 VI RATLDRF XY NTEEAEZHSL TS
72E W sysctl BRAE | RICEDEIC, EZX 0 ICEELXET,

3. StorageGRID / —RO>TF+%2 AL ZE 9, storagegrid node enter node-name

4. xDOAXY RERITLET, sysctl net.ipvé.conf.all.disable ipvé

root@DCl-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

BRIF1ICBEDFT,

net.ipv6.conf.all.disable ipv6 = 1

@ RN THRWEE. COFIE IBRATNEFEA. TI7ZAIILYR-MISELEHEL
2T 0

S. AVTFHERTLET, exit

root@DC1-Sl:~ # exit

6. rootE LTRDT7 71 IL%EMREL XY, /var/lib/storagegrid/settings/sysctl.d/net.confo

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf
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1. RD21TZWLT XY ERITZHIBRLET, RIS 77172 E®RELTHALE Y,

net.ipv6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipvée = 0

8. DAV R%E{TLT. StorageGRID I> T+ %2BEFHL £,

storagegrid node stop node-name

storagegrid node start node-name

NEBsyslog H—ND LS TIN>a—F4 0 %TVWET
RDTKIC. HAEE syslog T—NDIS— Xyt —J e AEEZRLET,

IZ—XyE—ITY BIE S LRI I EE
RAMRZBRTETEEA syslog H—/NICWH L TANIL=-FQDN %2 IP 7 RL RICEERTET £ HA
TL 7o

1. ADLFERA MR ERESELET, IPPRLAZEADLIZES
lF. WXY.Z (Rw I\ﬁ—*rmi’@iﬂz) RICOBERIPTRLATH S
CK%EEM,\L/—C<7‘:_

2. DNSH—NHELLKRESNTVWBR 2B LE T,

3B/ —RHhSDNSH—NDIP7RLRAICTIELRATERI L ®TE
SBLEY,

EahELTnE L syslog —/\A®D TCP £7=I1E TLS #EHMEE SN EF Lo KR l*@
TCPAR—FXLIETLS R—bZ )XY LTWVWBRH—EZXDEBVD.
FATOA—IHBT IR TOYv I LTVWBEEEELHD £7,

1. A1l 7z syslog % —/Y®D FQDN F£7IE IP 7 I~ LR, K=k, &
OC7ORILHAELVWC EZHERL TS

2. syslog t—EZXDHRI LD BELTR—FZEUJIYLTWS
syslog T—EVERITLTVWBR 2L E S,

3. T7AT7I4—ILH /) —RKH5 syslog H—/N\D IP HLUVR— kA
D TCP/TLS HHEADT 7R %2 T Ov I LTLWAWZ 2SR L
9,
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ITo5—XyE—ITY
Xy RT—VICBETEIEA

RARIEETESEEA

BRI A LTIORLELL

BIE S LR SNBW0AE

syslog —NIFEHEEFR SN TRy FEICIEHD FHA. IL—2
P DR RENT=/—KHh 5 syslog —/NICT R X yE—J% X
TEBRD ST CETRTICMPEEX v E—I%RLF LT

1. syslog H—/NDIELW FQDN £/ IP 7 RLZBAADINTWVS
C MR L TLLIEEL,

2. RRENLR/ —RICDOVWT, Uy RRYy hO—0H Ty K1)
b, BEBRYyNID)—OH TRy NI, BLXUVIFA4T7 2
YRI5 — UM 2R LET, BESNZRY NT—01
VR—=TIARET—brTxza (v R BB, £FRBEIZ147
K) ZENLTRS 7o v Ih syslog H—NICIL—FT 0> TEN3
FOICRESNTVWB =R LE T,

syslog —NIFEFEES SN TRy FEICHD FT (Rrchi/
—RrRDTIYRIP, BEIP. £/IE75147> M IP 7 RLRIZER

SNB3HTxvbR) o /—RIETAMXyE—CFEELELSELEL
7=ht. syslog H—/AD MAC 7 R L XIZX T B ARP EBXRADIGE %=
ELEEATLT

1. syslog H—/N\DIELWFQDN £7iE IP 7 RLAHADTNhTWVS
SRR LTLIZTL,

2. syslog P —ERXZRTLTVWERI D BB L TWS & ZHERL
EE I

TCP/TLS #EHNEHITINE LA, syslog H—/N\D 5 DIEEHER
BIREINIFEBAT L =T VIDBELLERESINTULERLD,
T7AT7 04— IHIEEEZREETICES 7o v o2 ROV FLTWVWS
OJEEMA B D £ (—RIARE) -

1. syslog H—/NDIELW FQDN 7 IP 7 KL ZBALINTWVS
SRR L T TV,

2. RRINEE/—RIZOVWT, Uy RRYy MTD—=0H TRy M
b BERY M= TRy MIUR M BXUVIZAT7VME
D=0 — bz A 2R LE T, syslogh—NICEET S F
EDXRY R T—IA4 R =T A RELVOT — o1 (T
k. BE. £EV047008) 2#FERLT. bS5 T710v7
Hsyslogh — /NI —T 1 VT INBLSICRETNTVR %
HEELEY,

3 T7A4T7 04— ILICEL>TsyslogF—/NDIP L R—KURMSE
NTW3B/—RH5DTCP/TLS HEHADT7 7N TOvIEn
TWEWI ez L £,
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IZ—XyE—ITY BIE 5 LUOHRINZI LA E
N—bhF—ICLBEGENTIRIESN syslog H—/N\AD TCP FEHIIERICHEIISNhE LD, ZOREALS
¥L7z NEL7e CHIIIRDESBEBANHD £,

* syslog —N\HD'BEEF/-I1X) T— FSNI-HEMLH D £,

* /—R¥ syslogtH—/N\T TCP/TLS RENERBZIHENDHD X
ER

s AT FATIF—ILAT A RIVIKEED TCP #EHiZ#FH L TWLW3H
BEMNABHD £,

* syslog H—/\DAR— k% 1) 2> LTWSBIE syslog B —/\HEki %
B AL HD ET,

a. AJ1L 7= syslog H—/\®D FQDN F£7=1& IP 7 KL X, R— b,
BFLUO7ORINAELVWC EZRER LTI,

b. TLS Z{FH L TW31HB&IE. syslog H—/N\TH TLS HMER S
NTWBI xR LET, TCPZFERHLTL3HEIL.
syslog ' —/\6 TCP ZfEAL TWB &z L X9,

C. 74 RIVIRREED TCP#EFRZFHL AL SICHE 7 717U +—Il
b\nR/:E ?f’L'C L\j&b\; K%EEEIL.\L/ ijo

TLSEERRETIS—TY syslog F —/N\D'\ 55 L7ct —/\GERAEAD'. $8E L7 CAGERRE /N KR
LWELVIZA47 > MERECEBREDRHD FEATLT.

1. CASIFRENY RILE LV IS0 7> NMIFE (FET38BE) »
syslog ' —N\EDOH—/NFEREC EHMELH D e 2R L E T,

2. syslog ' —/N\DH —/\FEEEICEE I NS IP{EX /I3 FQDN EH
SENTVWBR T ERRLE T,

e yaNasliiey gl S O e syslog L O— K syslog H—/NICEmX I NR <R D, StorageGRID A
FERZEETEIARADE LT

COIZ—MRRSNIT Ny I OJZ2RE LT IL— FRRE Z8HE
L&,
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IS—XytE—ITY BIE & K OHESIN 305 E
TSty hRTLELE syslog H—/\MTLS w3 >%#T L. StorageGRID H'ER % #&H
TETFEtHEA.
1L ZOIZ—MRARSNET Ny IO ZHRL T IL— NER Z4F
ELET,

2. Af1L7z= syslog H—/ D FQDN F£7ziE IP 7 RL X, R—b. &
O7ORIDELVWC EZRERL TSIV,

3. TLS #FEHL TW3HEIE. syslog H—/\TH TLS BMEHINT
WB ez LET, TCPZERL TWLWBIHEIE. syslog ¥ —
NHTCPZFERALTVWR =R LET,

4. CABIFBENY RILE LV I 17> MiEEE (FEYT35HE) H
syslog — /DY —/N\FEEAZ BN H D #HEL X9,

. syslog H—/\DY—/NIEEZEICEBETNS IP X713 FQDN fEH

SFENTVWBR I ERRLE T,
FEROBICKBLELE syslog T —NDRES LUV T A MIFEATNTVWRIEE ) — R KR
TNTVWB/ —RICTAMERZERTETEEA. 1 DULED/ — R
FIELTWBAEEMDHD 7,

1. BENLB ST a—FT10 VI FIBICK>T, /— hﬁ#/%%
\/—C“\ QZ\EQT&TU)*?—EZb{% TLTU% K%EE;IL,\
EP

2. RRdnfc/—RTmiscd U —EXZHEEIL £,

BRI ZRERLET

BEAOY DS : BIE

_ CTl&. StorageGRID BEEX vt —UHBLUVEEOJDEELCHABRICDOWVWTERAL
o COBHRZFEALT. ATLT7 VT4 ET 1 DEBMFZHFEL. DI TETX
ERS

CCICEREHTBFIEIF. S RTLDTIVTAETAHELOFERARROLR— MERZIELETIEREEZNRE
LTWET, COLKS3HBLKR—bDERMICIE. StorageGRID Y XA FLDEBEX vE—S ORI UBEBL D
F9,

TEREOT 770 EFERTZICIE. BE/ —REICRESNTLWIEEREANDT7 I/ EIHNUETT,

BEEXYE—YLARNILOERES &L UANSsyslogh —NDERICDOVWTIF. ZBRL TSV "EEA Yy —
DeOJ DXERZRELTT

BB XwvE—S0 70— EF7E

IARTOD StorageGRID H—E RFBEEDT AT LERRICEEXAvE—CZ24&/LE
To CNEDEBEX yE—UHStorageGRID Y AT LDSICED LS ICERETNDI D%
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BELTEHEDR DD XTI audit.log 77T,

EEXvtE—CooO—

EEBXXAwvt—Jd. BB/ — RH L Administrative Domain Controller (ADC ) H—EXAAEINTWDS
ARL=U /) —RICE>TUIEBINE T,

EEXvtE—Y070—RICTRT &S5IC. & StorageGRID / — RIFEEX v —J%F -2t 2—H1 +
ICHBDVWITNHDADC H—EXIZEFLE T, ADC H—ERE. EF A MIFRESNTLWIRIID 3 DD
AL—=2/—RTEHNICEMICED £7,

I EADCH—E XU L —C LTHEEL. BEEX v —JD&ES% StorageGRID ¥ X T LARADIART
DEE/—RIEXELEFT. CHUZED. DRTLT7 VT4 ET 1 DREBETIHNZEIE/ — FICRESINIE
ERS

BEE/—RTR. BEXYvE—IDTFR AT T 7MIIRESNE T, 70T 78O 7 71ILD%
#3113 TY audit.logo

Site 1
Storage Node
| Storage Node
(ADC service) ;
Storage Node [ AdminNode | | audit.log file
(AMS service)
Storage Node
(ADC service)
Storage Node /

—Site 2 )& \

Storage Node Admin Node _
(ADC senvice) | 7| (AMS semvice) | | 2uetioafie

Storage Node —
,,/”’,

Storage Node

BEEXvtE—CORE

StorageGRID Tld. AE—/HIR7OLXZFAL T BEEOJICETAFNIFNICEEXvE—Uh%D
NBEVWELSICLET,

J—ROERFRIFUL—LEEEXAYE—2F JUY R/ ROV RTLTA AV LEDEEXyE—TF
A— BT NE T, XvtE—IUHAEBIE/—RFROEEOJ 7 7MIIICEZTAFNSET. XytE—20akE
—IEBICEEBEA Y E—UFa—IIRmBFCNET /var/local/audit/export T4 LI bJo THITEKD.
BEEXvE—IUNEmERICKhbNZ ZeidH b £ A

320



—AMS Service——

Audit Message
Queue

i

Text Log File

—Service —ADC Service—

Audit Message Audit Message
Queue Queue —AMS Service

/

\ Audit Message
Queue

l

Text Log File

Fy b —OEGOMEXCIIEBETEDAENERT. EBEXAvE—F 2 —HA—KICIEBIN T 28D
HDFET, Fa—IEMTZE. &/ —ROFEEUREAR—IADF 2 —ICL>TETHITTHESINE T
/var/local/ T4 LZ bV, BB DEBRINT. /—ROEEAvE—FTao LI MUALSIEVWICES
%_\ Ban/—RHANyoO7DMIBORBEIEMZREL. —RICHLWAX Yy —JICERATERADE

BEMICIE. RDESBEENEETZIEHHBD T,

* RRICIELC T /var/local/audit/export B2/ — R TERAINZ T L7 FUHRWVSIEWICR B E.
TALIMIICEEHHZETZOEE ./ —FZHFLLWEEX Y E—JICERATEAVCEZRT 759
DRESNE T, SBELUSWItI T4 7Y FERICIIRELEFHA. BEBVRS NIIZTIEZATER
WS EIC XAMS  ( Unreachable Audit Repositories ) 72 —LbD MU H—ENZE T,

* KRICIKELU T /var/local/ ADCH—EREZRKATEZIA ML=/ —RTEHRINZ T LY ~JH92%
TILCRBE. TaL I RIUDBT%IIICHRBZIETED/ —REBEEXyE—JICERATERV CER
TIZINREINE T, D/ —RADSIBELUSWItT Z1 7> FEKRICIIEELEFEA. BEEUL
—ICT7 OV RATERUVWEEIC NRLY (Available Audit Relays) 75 —LD MU H—ENZET,

ADCH—E X ZFERTAERAIRERA L=/ —RBBRWES. A ML=/ —RIEE
@ BEXyt—HO—-DILDICHMLEX T /var/local/log/localaudit.log 7 7
o

* RIS T /var/local/ AL =2/ —RTEBEINZ T LI FUDBR T ILICHED . /—R
1ESIBKUSWItI AT FDEREZIEF LIRS £9 503 Service Unavailableo
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FEEEEXAYyE—UFa—DKIBICEMNT . XOLSBREBEHARETBAEMEDHD £,
s BB —RELIFADCH—ERZHBATIANL—C/ —ROELE, YXATFLOVWTNHD ./ —RHME
g3 BOD/—RIF/N\yIOTRREICHRZRIEEDHD £,
C URTLDEBEX YN TAHBRZT T4 ET 1 RS

* o /var/local/ BEBEXwvtE—JICISEEDRWVERTADCA ML=/ —REDDZAR—ZH L 2 EL
ICH%. COHBE. /—RIZFLLEBEXvyE—COFIFANEZRZELEL. IREDO/NN Yo O DELIER%
RELET, CNICEKD. o/ —RTRE Ny oOshBETZAEELHD £9,

Large audit queue 77 7 — k & Audit Messages Queued (AMQS) 7>—L

BEORBICHESEEXvE—CF 2 —DH A XEZERTESRLSIC. ANL—/—REa—FHIIEE/
—RFa—RADOXYyE—COEPEEDO L TUVMEICET D . * Large audit queue * 75— b EREERD
AMQS 7S —LHW M UH—TNZFT,

[ Large audit queue * | 77— £7IEWERD AMQS 7S —LD M) A—SNHEIF. RICS AT LD
BEEZHERLET. RAD T I a Y OBDEARTH > 1HZEIE. 77— b7 77— LIFREIRET
BLIRRT D1, BHLTHFVEEA.

TI—bFERETS—LDERETEAEN LN 2 BEIF. Fa— 1 XDT S TR LFT. HEBH
SEBICHT-> THENMEZFHITTVWIREEIE. BEEOAEN VR TLOEEX v T4 2B TLWDHEE
MHBHDET, VATV RDEZIIAHET AT MOFAFWMD TTS—FIEATOEELARNILEZEL
T 7547 FOMIBREZ FIF3H. OJICERERINZIEEXA v -0 HS LTLIETVL, 280
LTLKETVWEEXy -2 O 0XELERELET"

BEXAVE—UTY

StorageGRID ' X T Lld. XY b D=0 F 13/ — ROBEEHDNEE LLBEICERTHART7 7O0—-—F2HAL
X9, DD, BEOJ TAYE—UNEETBIAEEDNHD 9,

BEBEOJ I 7AILICT7IOERALET

BEEHBICET7IVT47BHEFENTUVET audit.log 77 MILBLVERINE
BEOJT7 741, BEEOJICBBICT VX TEHIC. ZEATEXY 'NFSOEEY
TATURT O EREZHBELET s BB/ —FOOYYRSA VA SEEEENI 77
TINCTIOERTBZLHTEEXT,
FEZ R g 2l
*HEDT UV RAERIBETT,
*ZHARBRLTHEBENHD X9 Passwords.txt 771 o
*BIE/—FOIPT7RLRAZERL TEKHBERHD X T,
FIE
1. &/ —RIcag1> L %9,
a XOIAR>YRFZASNILEFT, ssh admin@primary Admin Node IP
b. ICRBEINTWVWE/NZAT—RFZANLET Passwords.txt 771 )L,
CRMDAYY RZE AL TrootiCIDEX£F9, su -
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CEHINTWABNRT—R%ZANLET Passwords.txt 771 o
root LTAJA Y92, 7AVT DD SZEODET s 8T #
2 BEEOI T 7MIDMRESNTVS T L MUICEELE D,

cd /var/local/audit/export

MBI LT. BEDEBOT 7 7ML FIFMRESNIEEOI 771l 2RRLET,

EEO0J7r7q0)lo0—5—3 >

EBEOJVI771IILIESBE ./ —RICREFESNZET /var/local/audit/export T4 L7
fJo 7OT47REEOV 7 71ILDO%&REINIETY audit. loge

REICISL T, EBEOVDT AT 2= avEZBELED.. BEEIBHRE NEB syslog —/\IC

(D EELEDTEET, N syslog H—N\HRESINTH, EELI—RFOAO—A/ILOJILE|E
BIERBLIORMEINE T, 2BBLTIKIETVW'EEAY - OJ0XELRZREL
X9

18IC1El. 727« 7T audit.log 7 7MILHDMRESN. FILLWI 7AIILHMERENE T audit.log 7
7IIDRBEEINE LT, RESNTET 7 fr)LOJ%ﬁﬁLat\ RESNT-BREZOEATRLTVWET yyyy-mm-
dd.txte 1HICEHOEEOINMERINDIZE. 77 1ILEICIE. 7 71IILDMRESNEBRHEESH T
mEnNBEIMEREINET yyyy-mm-dd. txt.no Bl ¢ 2018-04-15.txt HK 2018-04-15.txt.1
2018F4R15BICER B S URESNIIDBOOV 7 7ML LU22BOO 7 71ILTY,

1HE. RESNLEI7AILIEEHBEIN. CLWOSERTREEDEZEINET yyyy-mm-dd. txt.gz 7tD BT
ZREFELED, %(DTJS?') BREOFBreHic. BIE/ —RLEOBEEOJHICEIDHTOSNKERAMNL—UHYE
BEINFd, AV T ML > TEEOJTDAR—HENEHRHIN. DAXR— X’a’:ﬁ@ﬁﬂ(?%ﬁ.fbks WE(IC
HLTOI 771D EIBREINET /var/local/audit/export T4 L2 U, BEEOJIE. /ERLHIC
EOWVWT, dVIBICHIBREINE T, XU T MDOWIEIE. DT 7 ’()L_CEF*E_C*i?o

/var/local/log/manage—-audit.loge

CDRE. 7O T4 T ERLTWVWET audit.log 771 ). BIHD 7 7L TT (2018-04-15.txt) « H
KUFTHDEMRET 71JLTY (2018-04-14.txt.gz) o

audit.log
2018-04-15.txt
2018-04-14.txt.gz

EEOJ 771 IILOFR

BEEOJT77MIILOR | #BIE

BEREOJITI7AIILIEIARNTOEER/ —FIZFEL. —EOBEBEX v E—IHRENEINT
W&E9,

BEBEXvE—JICIIROBEHRIEENE T,
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cEBXvE—T (ATIM) ZRUH—LIZARY FOHEHRRE (UTC) % 1S0 8601 e TR L-E
. KREDAR—Z,

YYYY-MM-DDTHH:MM:SS.UUUUUU. _ Z C Uuuuuu &< 2O T9d,
cEBEXvE—T, 2EHLAE > TEEN. THBED AUDT.
ROFIE, EEOT 7 71ILHAD 3 DDEBEXvE—UZRLTVWET GiaAP I T570IC8TLTWL

7)o DXy E—2F TFYMDSINT Y bl 7720 bz 2 DN\ 7y MSEMLT
ETFICERENE LT
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2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAT
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCKNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [AVER (UI32) :10] [ATIM(UI64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) : 7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64) :120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FBAFCCT7F"] [CSIZ(UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410783597] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb4) :84396067221084560221]]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt -
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) :"urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ket1"] [S3KY (CSTR) : "fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :13489590586043706682]]

T7AIFOERTIE. BEEOJ 77 /r)l,m@ﬁ**x Y= DFHEART ERERABTZTIEHD FEA. &
EATE £ "audit-explainy —JL" ZEAL T, B ED?V\]O) EEXVE—COBELBEZTRELE T, =
EATE X9 "audit-sumY —)L" OJICREFRINTE FTIAA. FAED . HIROZNIBOFIEREEZ X HE
ER

audit-explain ¥V —)LZEHAL TL7ETL

ZERATEEXY audit-explain EBEAJTHDEBEX v E—JZHAP T VWERICER:
3_5‘/—)1/0
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ERZFIm Y HIC
*BEDT IV AERNBETT,
* ZRABRLTHELKBEDNHD Y Passwords.txt 771 )lo
* TSARVEER/ —ROIPT7RLRAZHEEL TELHERHD FT,

CDRAZICDWVWT

o audit-explain V—ILIETSATVEE/ —FTHEHATE. BEEOJADEEX Y E—COFELHIE
ZERIETEEY,

o audit-explain V—IJlIE. FICrS T a—FT0 > TNBOBICT I ALY R—FH
(D) #ATacr#ENLLTUET, MERTT audit-explain 2 TUIFKBOCPUNT—%
HE I 3EREEN B B -8, StorageGRID DAIBICHER RIFTIZEELHD T,

TOFINE. DED—MINEHEIZ R L TWET audit-explain Y —JLo TD4AN"SPUT" 7HT > RID
$'92484777680322627870DS3 T F > b H'S3 PUTERZMFER L T lbucketly & WS RBIDNT v b ZER
L. EONTw MMI3DDA T bZEMLIEHERIC. BEEXvE—IUHEREINE LT,

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

o audit-explain V—IJLTIIRDEEZERITTETE T,

L=V FFERINEEO I ZRIELE T, F:

audit-explain audit.log

audit-explain 2019-08-12.txt.gz
CEHBOT AN ZREEICIELET,

audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-explain /var/local/audit/export/*

CINATHEDANZZITANE T, ChICED. ZFEALTANZTIAIINZ) VT BLUFIBETEERT
grep AX Y RERIFEDMDFEL, Hl:

grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

BEREOVIIERICKEL. BRICKED’DID 2 N H B, BRLTEHRITIZHBRZTINEVTTE
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CCCHRBZEHNTE LT audit-explain 7 71 ILEETIER L BRI,

o audit-explain V—ILIFEME7 7ML ZNA TREANE LTRITANTE A EfET 7
CILEMBTZICIE. 77 AILREITY RS VAR LTIRET 3D, 2EELET
() zcat BANCT 7 A ILERBET 3 Y —IL, fl:

zcat audit.log.gz | audit-explain

ZEAL XY help (-h) FHRARERAF I aVvaERRTBIODFT T3>, Fi:
$ audit-explain -h
FE
1. 754 VEERB/ —RICcOJ1>LET,
a XDIAXYRZANILEXT, ssh admin@primary Admin Node IP
b. ICEEHINTUVWBNRT—R%ZASILFET Passwords.txt 771 Jlo
CHROIAT>REANIL TrooticIDEZXFT, su -
d |[ZRBEINTVWBNIT—REASILZXT Passwords.txt 771 Lo

root& LTAJ A>3, TAYT B SEDLDET $ 8T 1 4o

2 ROAT Y REANLEY /var/local/audit/export/audit.log 937 71 ILDARICIBFA%E
®LET,

$ audit-explain /var/local/audit/export/audit.log

o audit-explain V—IlLIE. BESINLET7AMILAHDITRTDOXyvE—T%, ARG ICE#ERL
THALEY,

FOEIEIE Ly BAPTTHRDIC. XA LRV TRT T 4L FTREFENE
() th. 21LREVTERTT RIS, RLRRYTEEALET (1) 25Uy LE

o

audit-sum V—)LEZFERAL

ZEATEET audit-sum EEFIAH. #FiAI D HEAD, HIFROBEEXAvE—T%
AT L. ERENOUIRSY 1 TO&/N &R FHEERE (X301 X) 2R7T
5“/—”/'5‘3_0

FEZ R g 3HilC
*RBEDT IV RERNMBETT,
*ZHARLTHEMBENHD £ passwords.txt 771 o
* TSARVEBE/—ROIP7RLRAZER L TEKBELRHD XTI,

CDRATICDWVWT
o audit-sum WV —IJLEFSATVER ./ —RTHEHATSE. OJICEBERINTEETIAH. FiAED. RN
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B, tnoNBICELKEZERISTE XY,

o audit-sum V—JLIE EICFSTINDa—T+4 Y TWIBOBRICT I Z AT R— SHMER

®

TR BN LTVWET, IBPRTT audit-sum ZTVIFKEDCPUNT —ZHET 3

AJEEMED H B 7=, StorageGRID DAIBICHEZ RIFTIHENHD X7,

ROBNE. HE5DO—MNBEHNZRLTWET audit-sum VY —Jb, COFF. 7O~ JJLALIBICE L 7K
ZRLTWVWET,

message group

average (sec)

count min (sec) max (sec)
- 274
213371 0.004 20.934
201906 0.010 1740.290
22716 0.005 2.349
1771398 0.011 1770.563

o audit-sum VY —JLIX. BEEOJVRDIRDS3. Swiftt PELUILMEEX vE—COREBEZEELE T,

mES
ARCT

V' SCT., A

IDEL

SDEL

SGET

Shea

328

Bz
T—hAT 205U RN SEUGLET

T—AATRNT - 05T REE

ILM Initiated Delete : ILM "4 T o b %
HIFR 9 2UIBZREIRT D CidiRcNE Jo

S3DELETE : A7z hEIINT Y b
ZHIRRT 3 b oS a > ohxEOJIC
seixL 9,

S3GET : N7y bRDOA T U M EHH
HLUFERIFURNTYTTB RSSO
CORRMEOJICEERLET,

S3HEAD : A7z MEIINTY RO
FEZHERIDI NSO a3 OMIIZEDO
JICEERLE T,

ZBRLTLETL

"ARCT ! VS5 RBEBHIST—H41 T =BT
LEd"

"ASCT : 7—hHA4TANT7DI 57T REE"

"IDEL : ILM Initiated Delete"
"SDEL : S3 DELETE"
"SGET @ S3 GET"

"Shea : S3 AN\ k"



ad—F
SPUT

WDEL

wget

WHEA

WPUT

GG

S3PUT : A7z METIINT Y b EH
HRICERT B FS oo 3> o/iEOY
ICEcExL £ 95

Swift DELETE : Z#J7Yx 7 hEHZO>T
FTHEEBRTZ bSO 3 >OhEOY
ICEcExL £ 95

Swift GET : AV T FTHRDA TP U b5
HAHELFERIIVRANTYTTE NS H IS
a>ORMEOJICEERLE T,

Swift HEAD : Az bFHRIXOVTFTD
GFHREERERIZ oo a > ohzEO
JICEEERL X9,

Swift PUT 1 ATz bFEHRIZOAVTTH%
HRICER T3 b0 a > oz DO
JICEEERL £,

o audit-sum Y —IJLTIIRDEEXEITTETEXT,

* =Y FLIIEREINICEREOT Z0ELF T, fi:

audit-sum audit.log

audit-sum 2019-08-12.txt.gz

*EBBOT 7N ERRICLELET, f:

ZBRLTLETL
"SPUT © S3 PUT"

"WDEL : Swift DHIFR"

"wget : Swift GET"

"WHEA © Swift N K"

"WPUT © Swift PUT"

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-sum /var/local/audit/export/*

CNATHEDANERITANE T, CNUCED, ZEALTANZ IR Y ITELURNIETEEY
grep AX Y RFLIFEDMDFER. Fl :

grep WGET audit.log | audit-sum

grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum
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COYV=IIE. EE7 7 AINENATIREANE L TRITANEF A, EE7 77ILE0NIEY
BICIE. 770N B%ZAR UV RSA VI LTIEET 5D 2FEHALET zcat RINICT 7
TINEBESTDY—I, fl :

®

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

ARV RSAVATLa e ERALT. N7y MORHT 30BEF TV 10 MORT BUIBL FBIICE Lo
D, XyE—SOBEENT Y M, B, 2—5y b2 TR L—FELEDTEET, F74ILRT
. BEICER BA. THOMBBEARRINETH, 2EATILHTIET size (-5) 7TV
TY A XERRTBE TS 3T,

ZEFA L X9 help (-h) FAAERA I avaRRIBEHOFT T3>, fl:
$ audit-sum -h

g

1. 74T VER/ —RICOJ1>LET
a XNIAYYR%EANILET, ssh admin@primary Admin Node IP
b. [CEBEHINTWBENRT—FZAALEXT Passwords.txt 771 J)lo
C.RODAY Y REANDL TrooticIDEZX £9. su -
d [CERHEINTUVWB/NRT—RZANILET Passwords.txt 771 Lo

root LTOTA >33, 7OAVTEHEDEEDLDET T ¢ 4

2. EXAH, 7mAED. HEAD . HIBROMIBICEHET D3 IARNTDOXA Yy =% DT 3121 ROFIEEE
TLED,

a RDIARYRZANLEY /var/local/audit/export/audit.log BT 37 71 ILDZRICIH
FieRLF7,

$ audit-sum /var/local/audit/export/audit.log

ROFIE. DS5O—REMNAETEZRLTWVWET audit-sum V—Jl, COFIZ. 7O JJLAIBICE
L7BERZRLTVWET,
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message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

CDHITIE. FHNIBEFREITIZ SGET (S3GET) MEA 113 M EEHEV—AT. RAMIERE
TId SGETMIB X SPUT (S3PUT) MEBAYrESHK1. 7710 E—BRE<L Lo TVET,

- ROBEDDD o TeFAH LAIBZ 104K T 3ICIE. grepdAX Y RZERLTSGETXvtE—2 D
HZERL. longd A T2 a>ZEBMLET (-1) ATV MNRZEHBICIE

grep SGET audit.log | audit-sum -1

BRICIIEZAT (AT MERIENTYR) ENZIDEENEF T, COBHREZFEAL T, BEEO
J% grep LTINS DA Tz MIBEETZIMOX v - BAOTEET,
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Total: 201906 operations

Slowest: 1740.290 sec
Average: 1.132 sec
Fastest: 0.010 sec
Slowest operations:
time (usec) source 1ip type size (B) path
1740289662 10.96.101.125 object 5663711385
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429 10.96.101.125 object 5375001556
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793 10.96.101.125 object 5183661466
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.125 object 28338
bucket3/dat.1566861764-6619
68487 10.96.101.125 object 27890
bucket3/dat.1566861764-6615
67798 10.96.101.125 object 27671
bucket5/dat.1566861764-6617
67027 10.96.101.125 object 27230
bucket5/dat.1566861764-4517
60922 10.96.101.125 object 26118
bucket3/dat.1566861764-4520
35588 10.96.101.125 object 11311
bucket3/dat.1566861764-6616
23897 10.96.101.125 object 10692

bucket3/dat.1566861764-4516

+ COEAFD 5 IF. ROEEDHD 57 3{ED S3GET ERDM, MDA T I FEDHIEBIHICKE
WHIBGB DA TV T ML TRITSNLZEDADODDDET, TAIDNKRITVE, REDIBEDH
HLUREIRCBD T,

BTNy RIZADAFNTWVWR ATV T )y RDSHRARINTWEA TS U b1 A %EHE
TBICIE. sizeA T a>EFERLET (-s)

audit-sum -s audit.log
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message group
average (MB)

IDEL
1654.502
SDEL

1.695
SGET
14.920
SHEA
2.967
SPUT
2.495

COFITIE. SPUT OFEHFA T o b+ X 2.5MB KiFTI DL

274

213371

201906

22716

1771398

0.000

0.001

0.000

5000.

10.

5000.

000

504

000

SGET OFFH 1 XFE B MK

TV DEFT, SPUT Xwt—C0RIE SGET XwtE—C0HEDBHIZZINICZ L, IFEAED
FIo T b FmABEINTULWAVWZ EEZRLTULWET,

4. FEHDFAH LICEED DD > TOWAWHDE SH ZFERT 3 ICIE. ROFIEZETT

a HYYTBHEEOSICHLTIVY REMELIEL. group-by-imed 7> 3 V2 @ALET (-gt) I
BT CHAR (6 - 15M. 1H. 10S) ZIBEL £,

grep SGET audit.log | audit-sum -gt 1H
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message group count min (sec) max (sec)
average (sec)

2019-09-05T00 7591 0.010 1481.867
1.254

2019-09-05T01 4173 0.011 1740.290
1.115

2019-09-05T02 20142 0.011 1274.961
1.562

2019-09-05T03 57591 0.010 1383.867
1.254

2019-09-05T04 124171 0.013 1740.290
1.405

2019-09-05T05 420182 0.021 1274.511
1.562

2019-09-05T06 1220371 0.015 6274.961
5.562

2019-09-05T07 527142 0.011 1974.228
2.002

2019-09-05T08 384173 0.012 1740.290
1.105

2019-09-05T09 27591 0.010 1481.867
1.354

FEEDFERIZ. 06 : 00 £ 07 : 00 DREICS3GET bS 74 woINRBE LI EZRLTUVET,
COEBMTIIRAREE FUERHARICES B>2THED, T—XDEIMICHE > THRAICELEST
WABADITTIEHD FttA CDOIEDSD. XY RT—=0FIZT) v RICKBZERDNIEBREEHDE
W TExEY N T ZBII-AEEDLHD £,

b. YO A XDA TP o bHFIRICHEAEIN TV Z1RBEM THESET 2ICI1E. sized T a Yy
EBMLET (-s) 2OV RIEMLES,

grep SGET audit.log | audit-sum -gt 1H -s
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message group
average (B)

2019-09-05T00
1.976
2019-09-05T01
2.062
2019-09-05T02
2.303
2019-09-05T03
1.182
2019-09-05T04
1.528
2019-09-05T05
2.398
2019-09-05T06
51.328
2019-09-05T07
2.147
2019-09-05T08
1.878
2019-09-05T09
1.354

20142

57591

124171

420182

1220371

527142

384173

27591

CORERD S TAHEL ST v I DENRKISE

felehbhbErd,

0.083

0.912

0.730

0.875

0.691

0.130

0.625

0.689

1274.

1383.

1740.

4274.

5663711385.

1974.

1740.

1481.

LIcEEIC. FFEICKBED

961

867

290

511

961

228

290

867

Dt

HAHLDHEEL

C. FM%ERERTBICIE. #EA L F T "audit-explain'y —)L" ZDREEARD TR TDHOSGETUIER R T S

ICIE. ROFIEZEITLET,

grep 2019-09-05T06 audit.log | grep SGET

grepdX Y FOEANZ L DITICH D EFREINDIHZEIE. ZEBMLUET less B

F—EICIR—Y (1E@E) RRIHIATVE,

audit-explain |

less

EEOJI771ILORA

S. N7 w MMIRT S SPUT UIBICHA TV 0 MMIXT S SPUT B L D HEFREA DD > TVWEIHESH%E
le\jétl_‘;\ /ka)%mg%i??l/ijo

a RUICEFERLET -go A T3, T2V MUBENT Y MUBTXyE—2%JIIL—TF{kL

9,

grep SPUT sample.log |

audit-sum -go
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message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

FERROERLIS. N7y MMIRT D SPUTAIBE AT 0 MIXT 3 SPUTRUIBT/IN T #—<I X
HELRERDZ A DOMDET,

b. SPUTALIBICRBHBEBDD D > TWBNT Y CERET ZICIE. ZFERALET -gb A T3> N7
v hZCICXyE—C%TIIL—FELE T,

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C.SPUTA IS TV FOHAIHMWROARITWVNYT Y bERFETRICIZ. AZFERALET -gbp BLUY -5
FTFoar:

grep SPUT audit.log | audit-sum -gb -s
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message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
21.672

SPUT.cho-versioning 54277 2.097 5000.000
21.120

SPUT.cho-west-region 80615 2.097 800.000
14.433

SPUT.1dt002 1564563 0.000 999.972
0.352

EEXvtE—20RE
E"*X ‘/t_/a)ﬁ/ft *EEE

StorageGRID & AT LATRDED TNBIEEX v E—IICIF. IRTDOAXAy -2
HBOZEBFRE . WMERNROAIRY NEFT VT ET s 2B 2EEOI VT
INEENF T,

ICK > TIRESINABEBRDIZE "BEE-51HT 5" $ KU "audit-sumDEE" ‘/—)L’C-I—é:"Ctatﬁ) DEHE A
ITRTCDEEAYyE—C0—BHEREIETZICIE. COEI>arEB8RBLTLRES

MFiE. BEOT 7 7MIILCRBEINTULBIEEX v -2 0fITY,

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516]]

BEEXAvE-—JICIF. —EZORMERTHERINE T, XFI2EDADN>ITERENEXT (1 1) « &
UXFIRADOERUEZERICIE. ROFEDHD £,

* AN S THENTVET [ ]

* XFHTEASINE T AUDT ZIBELEXT

* FIRICKYIDEES (AVIPIR—2X) AL
CBIIXFTHRTLET \n

BERICIF. ROFATHRESNZ BRI —F. T—%E, BLMENSENE T,
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[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

XAyt —CAORBUEROYBIT. XvtE—CDARYEEZATICES>TERD FT, BUEERIIBEDIEFT

DR ENFHEAo

Tic. BMEERICOVWTEHBELED,

* ATTR |F. METNIZIBHEDANFEDI—RTY, IRNTOEEX Yy E—JICHETIER IRV NEE

DEMDHD £,

* type |3, Ul64, FCI2R X EQTOT S I VI T —2BDAXFDHHNFTY . 217 3Hh>ITHZE

NEI ()o

* value IBMEOHNET. BEIIBUEX/ZIETFAMETY, EORICIEEICIOVIMTETET () o T
— A2 324 FCSTROMEIIZE5|RAFTTHRENET "

57— 5

BEEXAVE—CHNOEROEMICIET TS ELT -2 THEREINE T,

ZANDLFT
U132

Ule4

FC32

iPad

CSTR

ARY NEBEDT—4

HER
HELLEEM (32Ev k) o 0~4. 294, 967 . 295 DIEHIRMTETET,

TEL LEREREBHM (64EwY ) o 0~18. 446, 744, 073. 709. 551.
615 DEIEX M TET £,

AXFDEE. "ABCD"REDADDASCINFTREINDI2E Y hDFRFSH LERET
ER

IP7RLRICEHRSINE T,

UTF-8XFDRIZE KA, XFIFRDAETCIRT—TTEET,

* Ny TRZwTaldF\,
*BRXFIE\rTY

* ZE5IA/IE\,

* ;IT FLWT) E\nTY

* XFIF ENENICHEHET S 16 EBUCEIHBR BN TEET (\xHH OFF
N HHI3ZETBXFZRTY 16 #E(E)

BEEOJRNOBREEX Y E—JRF I RATLARNY MIBEBEOT—2 %25k L X T,
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BOBBICHIWVT [AUDT: XvtE—CBA%E#BATZ3I T, RO—EORMIE. GEBEXvtE—JIC&-
TERENBZARY NEET IO aVICEATREHREZRELEFT. UTOHTIE. ThS5DEMEEBFEART

LTWET,

2018-12-05T08
11454 \ [SAIP\ (iP\)

1 24 1 45921845 [AUDT : *\[RSLT\ (FC32\) : SUCS*\[TIME\ (UI64\)

. "10.224.0.0.100"\[S3A\ S64ZA\ (CStr) : 664KUG9N\ 7Hho > b !

\SUG1264KH4\S12BKH4\S12BKG3K\ 77 177 > b \{EP7 \ 1FFr \ 1EP7 \ {FFr \ 1EP7 \ 1FFr \ 1EPF \ {FPr \ 1E
P\ 1EPF \ 1EPF \ 1%P7 \ 1EPF \ 3P \ 1EP7 \ 1P \ 1EP7 \ 1P \ 1P \ 1P \ 1£P7 \ 1P \ 1P \ 1P \ 1¥FT
\ 1E7 \ {377 \ 6464646464646464625G3K3K3K3K3K3KUGI\ 1XFR \ AR \ 137 \ 12PF \ 137 \ 1P \ (F
P\ 1EPF \ 1P \ 1EPF \ 1P \ 1P \ 177 \ 1377 \ S625G3K3K3G3K3K3K625G3G3G3K625G3G3G3K625

o ATYPEXR (CZOHITITTRMESE) &, Xvt—SZERMLIEARY M EHINLET, COXyvE—I4)IC
IZ. NEFNTVWET "Shea" Xwt—2I—R (ATYP (FC32) : Shea]) o S3 HEADERMEINL TER
ShicCezmLFT,

EEXAvE-—YVOHLBEER

IRTOEEXAvE—JICIF. HEBEOERENSENTULET,

ad—F
AMid

ANID

ASES

ASQN

ATID

ZANDLFET
FC32

U132

ulc4

Ulc4

ule4

=B

Module ID : Xwt—SFER LTS 2—)LIDDOAXFED#HBF.
. BBEXvtE—IJhEfcnicd—REId X cERLED,

Node ID : Xyt —UZER LY —ERICEIDETSNT Y R
—RID, Y —EXRICIE. StorageGRID ¥ XA T LDHBREH & U1 >R
F—LEIC—BOHAFAROETOENE T, CODIFEETETEE
Ao

Audit Session Identifier : ARID ) 1) —XTld. COEBRIFH—ERD
BRRICEER Y AT LDt S N-BRZ "L TUVWE L. O
Elx. ARL—FTa VI RATFLOIRYY (197T0FE1H1HO00 :
00 : OOUTC) 501 7OMETEHA TN TWVWE LT

F L COERIFELESIN. BEEXyE—JICIFRRIINGLLAD
i LzTCo

Sequence Count : UFIDO U ) —XTld. COATVRIETIY R/ —
F (ANID) ETEEXYvE—IHERINZTICESL. T—EX
OBEFHFIcEOIcUEy hSNTWE LT

F L COERIZELESH, BEEXvE—JICIEFRRINGLAED
iL/TCo

TraceID : 1 DDARY MIL>TRIUHA—TN-—EOX Y-
THBEINSHAF
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d—F ZAHILET  EiEA

ATIM Ule4 Timestamp : BEEXwvE—2% FUH—LIcARY MHBER SN
Qo ARL—F4 VI RATFLDOIRYY (19701 H1HO00 : 00
2 00UTC) oI 7O THAISNE T, F1TLRAE>THO
—HIILOBRICERETZ=00Y =)L, [ FEAEDIVURICEDOWT
\I\i_g-o

OJICEBINEA LAY TORAHPTID B THURERIBENH D
£9, DEEAYvE—JDEBEICKRRINSHGEAIRERRA
audit.log filel&. 1SO 8601FLRXDATIMEMETY ., BT BRI DH
A CRREINZFT vYYYY-MMDDTHH: MM: SS. UUUUUU BB L TL T
W T3, BNOBEtEI XY FOEEEZRT)TIILXFETT,
vuuuuU IE< A 2O T,

ATYP FC32 Event Type : OZICEEBREINBZ AR Y FDANFDHIF. Chld. X
yE—I0 TRAO—F) ATV, DFEDEFNIBHZEELE
ERS

E—/N— U132 Version : BEBEX vt —ID/N—2 3>, StorageGRID V7 bz 7D

N=3 07y AATHEVD. FILWAN—23 0 —ERICE>THLWL
HEENEBEE L R— MIEAAFENZEEMDLHD £Fd, COTr—ILR
IEZ. IBN=2 3> —EXDOX vyt —JHMIBTESD LS. AMS
—ERICEITBZIFUEHEEZAREICLET,

RSLT FC32 Result : 1R b, 7O€VR, FHIFESIOH IS 3 0OFR, ZHL
BUOWXyt—S0581d 8B TI740 LRI EnALE SIC SUCS
TIE% < NONE pMERINZ 3,

BEBEXvE—J04)

EBEA Y- JIEHALEEN S ENTVET, BEXvE—VEFTRTALED
Y,

ICRTEINBZEBEXA Yy E—20HZRICSRLET audit.log 77 :

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc2l6adcd963fb6f95dd25a38aa2¢chb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UIG4) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32):12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :1579224144
10253043511

EEXyE—YICIE. BREINTAXRYMIATEERE, BEEX v E-VEKICETSBEHPEENTLE
ERS
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EBRX T —JICLoTEBBINTVLBRAIRY MEL ATYPEY UUTTHRBARTINTWVWDESY) T
LX9d,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87d6cc21l6adcd963fb6f95dd25a38aa2chb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UIG4) :0
] [AVER (UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP B DMEIF SPUT T9, "SPUT"S3PUTrSUH I a>ERL. Ny bADF TS T FOED
AAEOTICEEERL X T,

ROBEA =23 2720 A BEEMFSNTVBNTY FHRLTVET,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bco44d

381la87docc2l6adcd963fb6f95dd25a38aa2¢cb8c9a358e8c5087a6af5£f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) :"hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UIG4) :

O] [AVER (UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :157922414

4102530435171

PUT A RY DV DORELTEDZFRARDBICIE. BEEXvE—UDEBEOHAIZER (UTC) DRATLRAZY
TEERELET, COEIF. BEBEXvE—CBEOATIMEM ZHZTER3ER T,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER (UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :15792241
441025304357 ]

ATIM (. UNIX TRy I DORBEAHNSDEBEZ 1 7O TEERLET, COBITIE. OfEEIEEL X
9 1405631878959669 2014FE7H17H (K) 21 :17 : 59 UTCICEINE T,

BEEXAYyE—JA T2z ISATHATIL
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BEEXyE—JRBVWDERINEIN?

EEXyE—2F. 7Tz FOBRDIAH. i L. £IEEIBRDM THN S TIC
EENET, BEBEOJTINSD SOOI g ERETSICIE. APIEEOD (
S3 F7-lE Swift) BEEXvtE—C%RERLE T,

BEEXvtE—2RBEIOMINICEBLRHERFICE>TI Y IENET,

paAul Y a—R

S3MEBHEYILTVWEY S3BK (N7 w k) . S3KY (F—) . £Ix70E
bl

Swift fLEBZE 1) > L TWET WCON (O>57) . WOBJ (#7>xo k) £
Tl3Z0mA

RENIBEZ ) > L TVWET CBID (#7172 DRERERIF)

BEEXvtE—YDE1I2Y

JVYy R/ —REDRAIVIDEWN 7TV AR Ry b7 —VBEBEDERICELD, EF—E
AL > TERENBEEX Vv E—CDIBEFIZCDEI S a VIR T IR IR ZHEDHD T,

T=hA4T /=R

—NAT/—RDENBT—HAT RN =P RTALICA TSV T —REXRETDEEIICERIND
—EDEEXvtE—T1F. SCMT ( Store Object Commit) XwvE—IH BV BRI AML—T/—
FOBEEBUTWET, IBIC. ATV MT—ROT7—H+A47AE—TEIZATCE (Archive Object
Store Begin) Xwt— ¥ ASCE (Archive Object Store End) X vt —IHEREINET,

—DhAT ) —RDBNBOT7—HA TR =D AT LDSA TV T —REZFRAHT EIICER TN
B2—EDEEXAYE—TIF. AML—/—ROBELUTVWETH ATV b7—2DT7—hH73E
—Z CIZ ARCB (Archive Object Retrieve Begin ) Xw+t—<¥ ARCE (Archive Object Retrieve End ) X
vE—CHERINZIRNERD XD,

—HAT ) —=ROBNEBDT—HATRANL =IO RT LD A TSI b T—2%HIBRT D EIICERTN

B3—EOEBEEXvE—TIF. ARL—/—ROXytE—J8BTVWETY, 7272 L. SREM ( Object Store
Remove ) X vt —IH <, HIBRERI CIC AREM  (Archive Object Remove ) Xwt—IhERIND

RNRBDFT,
T2V bDBDRAAZ IS 3y

EBEOTTITATYFOBMDIAHA NS HF IS a>ERFETDICIE. APIEED (
S3 F7=ld Swift) BEEX vtE—S%#BRELE T,

UTORICIE. BIDIAH ST oIS a VRICERSNT-IRTOEEXA vy E—IUHEENTUVSDITTIER
< BDIAH RS OH IS B ML —RTBDICHREBERAYyE—DADEENTULET,
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S3 DMDAABEEA Y-

J—R %E B FL—2X EFBRBLTLETV
SPUT S3PUT b5 S3PUTEIDIAH~Z>HZ CBID. "SPUT : S3 PUT"
o3y DavhAERICETLEL S3BK .
7o S3KY
ORLM OipEd #IVxo b AT A ILMARY CBID "ORLM : A7z kJL—
W= %=l >—%=micLFELT ILHSEIENTWLWES"
LELT

Swift DERDIAAHBEEX v -2

ad—R %A 5rEH fL—2X EERLTLIEESWY

WPUT Swift PUT b Swift PUT BEXDAH k5>t  CBID . "WPUT . Swift PUT"
SO 3 voavHAERICETLEL WCON.
> 1o WOBJ

ORLM OIEd A7z AT A ILMARY CBID "ORLM : ATz k)L—
=& —%mi-LELT® ILhSEI SN TWES"
LELTZE

Bl S3 AT U FDEDIAH

MUFO—EDEEXvE—2F. S3UVFAT7YRNRAML—Y /=R (LDRY—ER) ATV b%z
WORAREZICER TN, BEOJVIRESNIEEEX Y E—JDAITY,

CDBITIE. 7T« TRILMARY > —|ZMake 2 Copies ILMIL—ILHAAEEFNTWVE T,
HUFOBICH. P52 3 v RICERS N TR TOBBX v E—UPEFN TS DI
()  TA SSEDRAHRSIHIT Y (SPUT) ICBBET 5 X v —UEIAREATU
£
COBTIE. S3AT Y MIBIC A THS T LERRE LTLET,

SPUT @ S3PUT

SPUT Xy =213 BEDNT Y MIATD U bZERT 3 S3PUT bSUH IS 3 UAERITEhiI L
ZRLET,
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) :"example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) : 0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM : A7 x U bIL—ILDSEI-TNTVWET

ORLM Xwt—1F, COA TSI A IM AR S —ICEML TWVWBZ e ERLET, XvtE—JICiF.
AT D CBID CEAIN ILM IIL—=ILOZBIDEENTUVE T,

L7V — AT bDFEEA. LOCS 74 —JLRICIZA TSI CDOBFAO LDR / — KR ID &R 2—
L ID AEEERENE 9,

2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22-
A6C8-A93ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) :ORLM] [ATIM (UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID (UI32) :13100453] [AMID
(FC32) :BCMS] ]

ALASY—OA—FT 4T FTT I MDHEE. LOCSTA—ILRICIEA LA Yy—O—FTa > 7O7 74
DA LA y—a—FT 14 > FJI—TIDHRERINET

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFAS8ABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA™] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\] [ANID(UI32):12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
59046473725560] ]

Path 7« —JL RIClE. BEHEINBS APIICHL T, S3 N Ty heX—EREFIESwit AV TFEATS T
7 bOERDERSINE T,
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2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-
CE604F8CE687"][PATH(CSTR):"frisbee_Bucketl/GridDataTestsl51683676324774_1_
1vf9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1568555574559] [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID (FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

ATV RDHEIBRNS YIS a Y

EBEOJTAIS IV MOHIBR NS YIS a3 ERETSICIE. APIBEED (S3 6
KU Swift) BEEAXA v E—CZRELET,

MTFORICIE. BRSO 3 VRICERENIEIRNTOEEA vy E—MFENTVSDIFTIFRL,
HIBR bS5 023> bL—X TR DICBBRBAYE—JDIHINTENTUVET,

S3 DHIREEXAvE—Y

d—R %Hi Bz fL—2X ERBELTLIEETV
SDEL S3 HIBR INTY D SDOATT o~ CBID. "SDEL . S3 DELETE"

DHIBEAERINFE L7 S3KY

Swift DHIFREEEX vz —2

e %E B! fL—2X EFERRBELTLIEEV
WDEL Swift DEIBR d>FFFHIFI>TFFHHS5 CBID. "WDEL : Swift DHIR"
DATT TV FDHIBRAER WOBJ

INnxlL’.

B 83 AT U hDHIRR

S3USATYRHRAML—Y /=R (LDRY—ERX) »5F TPV b ZBIRTR . BEEXYE-—INE
RSN TEEOJVICRESNE T,

HUTFOBICIE. B NS4S 2 S RICERSNETRTOREX v £ —IFEENTUS
() DITEA. S3OERFS>Hoa> (SDEL) BT Xy t—IRIHREAT
WET.

SDEL : S3 Iz
72T FDOHIRIE. 7547 > A LDR H—E XIC DELETE Object SR & FEL1-BETHAED £

To Xyt—IliE. 7720 bORIBRITTONT Y b, #7220 bOFBRICFERINS S3F—D'EF
nTVEJ,
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2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIfBEF33gA0g=="] [SUSR(CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root" ] [SBATI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) :"test" ]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\] [CBID\ (UI64\) :0x339F21C5A6964D89] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32) :12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :47278613309529705931]]

TV bDHmAEL ST I3y

EEOJTAIS I bOFEALEL NS F I3 %2 RFETSICIE. APIBEEOD (
S3IE XU Swift) BEBEAXAYvtE—CHERERLE T,

MTFORICIE. FAHEL SIS a vRICERTNIEITRTOEEX Yy E—IDEFENTVEDIFTIESR
< AL RS2 H I3 L —RIBLEDICBEBRAYE—CDADEENTUVET,

S3 DHAHLEEX v E—D

J—R %Hi AR fL—2X FEBLTLE
Tu
SGET S3 GET NTy hhB0ATPcU bDF CBID. S3BK  "SGET : S3
AHAHLDERINZE LT . S3KY GET"

Swift DFEAH LEEAvE—

a—R %I B! fL—2X EEBLTLE
Tu
wget Swift GET AVTFHFH60FTS U FDF CBID. WCON "wget : Swift
AHLDPERINFE LT . WOBJ GET"

Bl: 83ATITY bDFRAHL

S3UZATYRMNAML—=U/—F (LDRY—ERX) hoATIVxV bZHiatdT . BEEXvE—IN4E
SN TEEOJVICRESINE T,

MFORFICIE. S F IS a3 VRICERTNIEIRNTOEEA Yy E—NRFENTVEDIFTIFARL, S3
FAHL T H T3> (SGET) ICEAETRIX v E—JRIFARENTVET,

SGET : S3 GET
FITS Y hOEAHELIZ. 54T > M LDR ¥ —E ZIZ GET Object BxR % %(E L -B S CRIAS N E

To XvE—JICIE T2V FOTRABELTONT Y e T2 FOFBICERTINS S3 F—1
BENTLET,
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2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O _FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32):10] [ATIM(UIG4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :17742374343649889669]
]

N7y RRUS—THASNTWREHEE. 747> bMIF TP b ZELTHRAELIED, BIOTFHYk
TAODYEDFBELTWANT Y cDSA TP b ZFTAHEITENTEER T, BEEAVE—JICIF. D
FOBBREREIVIORT AT Y FERZEBHTES LS. NT Y FREEDTF >~ 7 AT > M
TRBRPEFENTLET,

KDAYyE—I6ITIE. 9547 RHBFRBLTVWRWLWNT Y MCRRIITATWE A TS 0 M d 3GET
ObjectER%ZIXEL TWE T, SBAI ¥ SBAC DIEICIEINT Y FFREED T+ E 7 AT ~ ID & 5ETHE
FEINFITH. CHIESAIBLU SACC ICEBBRINTWVWBRISAT U RDTFUYRTHTU M ID BLUE
BICIERRD XD,

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3ATI
\ (CSTR\) :"17915054115450519830"\ ]\ [SACC\ (CSTR\) :"s3-account-
b"\][S3AK(CSTR):"SGKHpolelP_kquSCbTi754Ls8lBUog6712LlSiUg=="][SUSR(CSTR)
:"urn:sgws:identity::17915054115450519830:root" ]\ [SBAI\ (CSTR\) :"4397929817
8977966408"\]\ [SBAC\ (CSTR\) :"s3-account-a"\] [S3BK(CSTR) : "bucket-
anonymous" ] [S3KY (CSTR) :"Hello.txt"] [CBID(UI64) :0x83D70C6F1F662B02] [CSIZ (UI
64) :12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP (FC32) : SGET] [ANID (
UI32):12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :6888780247515624902] ]

Bl AT b S3 Select

S3TSAT MDA TIO I MIWHLTS3Select 7T AETITRE. BEBEXYE—IHERINTER
OJICRESINE T,

TFoFICIE. b oo a RICERINIEIRTOEEX Yy E—IUDEFENTVBEDITTIERL, S3
Select kS > H U2 3> (SelectObjectContent) ICBIET 2 b T 2H IS a3 DADNRRIINET,

BOTVICIF2DDEBEX vE—HEREINET, 121383 SelectBROAREZETT B3 X vE— (S3SR

T4 —JLRED Tselect) ICREINTLD) T, HI1DIFNEBRICIA ML =D ST —2%HIE T D18H
DGETAIE T,
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2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1636385730715700] [TIME (UI64):29173][SAI
P(IPAD) :"192.168.7.44"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFDIXNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:1id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a6l4d-
05064£f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

08842A099628"] [CSIZ(UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32) :12601166] [AMID(FC32) : S3RQ]
[ATID(UIG64):1363009709396895985]]

2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) :"{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantl6
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820: root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
EST2020_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422A099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UI64) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32) :12733063] [A
MID(FC32) : S3RQ] [ATID(UI64) :16562288121152341130]]

XAT—RZDEFAYvE—ITY

S3USAT VDA TV RDARET—R2ZEHITDE. BEXVvE-IHERTN
9o

S3 AR F—ROBHEER vt —

a—R &Hi Bz FL—2X EFEBLTLIETL
SUPD S3XAF— S3USAT7VEHEDIAEZ CBID. "SUPD . S3 XA T—4ANE
AHWEFHIN NIATZT I PDOAXEZT— S3KY. HEhELk"
L REBEHRITDCERINE HTRH
ER

Bl 1 83 X2 T —2DEH

ROPNE. BIFD S3A T TV bDARZT—R2BHITB I 02 a>OMERLTVED,
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SUPD : S3 XA TF—XDEFH

S3VZAT YD BESNIAZT—RZBHITBIEKR (SUPD) ZHITLFT (x-amz-meta-\*) &7
JwoLET, COBITIE. BRAYA—IZEE O L OJ/LA YA — (configuration> Monitoring> Audit &
KU syslog server) L LTEREINTWVWE®H. HTRH 704 —ILRICEEFNTULE T, #BRBLTLLETL
"EEEX Y- O OFELERELET"

2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV0O1TSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cl1i/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3ATI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
v9ZQgWRbJISQc5vI7mgiodwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:ro0ot"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk
tl"]

[S3KY (CSTR) :"testobj1l"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]
[ATIM(UI64):1499810043157462] [ATYP(FC32) :SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

BEEXvt—Y
BEEXvtE—2 [ HE

DATLDGIRINBEBEEX Y E—CDFMICDOWVWT, oo 3 > THALET,
BEBEXAYE—C2XytE—IUWRTT7IT4ETADISATYIL—FE LT, RIC
SEHLET, CNODNEIZ. BEENROT7ITAETA DA TZEBRL. NERE
BEXYE—STAaIIWR) 0041 THFEIRTBBEICIRILB £,

BEEXYE—YIF 4XFOOA-—FTTVLT 7Ry MEIC—ERTEINE T, COTILT 7Ry MMEDY X
FTIR BEDOAyE—JICHT 2 ERERETTET,

COETHERINTVWS4XFOO—RIE ROV TINAyE—JICRTEIIC. BEEXYE—JRICH
% ATYPET Y,
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2014-07-17T03:50:47.484627
\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP\
(FC32\) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265

00603516171

BEEXYE-VLANILDORE. O DXEADEE. & IUVEERBHRNDHNELsyslogt —/NDERICDOWNT
. Z2BBL KTV EEXAyE—JrOJ 0 EkRzRELZT"

EEXvtE—C0AhTdY

PRTLEBEAYE-Y

SATLEEATIAVICEBTZAEEXvE—JR BBEVATLER UV R/ —F
DRE. PRTLEBRDRIRITIT1ETe (VY RERY) ( BLUF—EIN
w7y TRIBICEET AR MIERTINE T,

a—k
ECMC

ECOC

ETAF

GNRG

GNUR

GTED

GTSt

350

AXyt—=208A1 MLEHE

Missing Erasure Coded Data Fragment . L 12+
—A—T AT ENT—RTZIT XY FOREN
BRHEINICeZRLETD,

Corrupt Erasure Coded Data Fragment : 1 L1 v
—O—T 4V ENT—RT T X2 bOEEH
BRHEINCZRLET,

Security Authentication Failed : Transport Layer
Security (TLS) ZERA L 7FEGaliThkBmLEL
TCo

GNDS Registration : —E XH' StorageGRID < X

TLICEEICAT3EREERIIFERLEIL
TCO

GNDS Unregistration : #—E XH' StorageGRID >
ATLHYSBEDERZHEFLF LT,

Grid Task Ended : CMN " —E XD T Uy RAZ XY
DUEBZFTTLE LT

Grid Task Started : CMN 4 —E XD T ) w REZ XY
DUBZRIBLE LT

ZBRLTLETV

"ECMC 1L v—1
—F4 VI T —4
TSHRY MBD £
A"

"ECOC LA +v—1
—F VI ENE T4
TS5 %Y MHHEELT
RETE

"ETAF 1 t££a2U7 <58
AEICRELE L

"GNRG : GNDS E§3"

"GNUR : GNDS %#3fi#
FR"

"GTED :@ Grid # XU H'
RTYLELE"

"GTSt . Grid # X7 H'FH
rmEnFEL"



ad—F
GTSU

LLST

OLST

AN

Sade #t

SVRF

SVRU DF&

SYSD

SYST

SYSU

Ayt—=2084 ML EHE

Grid Task Submitted : ') w KX XU H CMN H—
EXICEEINFE LT

Location Lost : CDEEX vt—Id. HEAH KD
NiESICERTINE T,

Object Lost : EXREN7icA T o b
StorageGRID > X T LRAICED2HD £ A,

Security Audit Disable : BEEX vt—pOx >4
A TIZBD F LT

Security Audit Enable : BEEXvtE—TOF > IH
BRAIh%xLT

Object Store Verify Fail : > 7>V 70w U HW&REE
Fx ‘yat:giﬂylugi L7

Object Store Verify Unknown : 7 7Y F X KT
TRENDA TV bT—a2D R EINE LT,

Node Stop : v v AU UAERINF LT

Node Stopping : H—E XD EERBELEZRIBLEL

o

Node Start : H—E XHDFRREINE LTz mIEID>
vy RISV DRATHAyE—JICRENE T,

FITPTORAML—VBEEBEXAYE—Y

ZBRLTLETL

"GTSU : Grid # X7 H
RfEanE LI

"LLST : A4 —> 3>
chbhnFLK"

"OLST: & X F LhYBELA
Iz EGELEL
="

"SADD :tF¥al)F+aE
EER"

"Sade : ¥ al)TF 18
BExB/MICLET"

"SVRF : A7 xUFX
b7 DIRIEICKBRL L
="

"SVRU : #7210 R
N PAREEN AT

"SYSD : ./ — R{ELL"

"SYST . /—R%={EILEL
TWEg"

"SYSU : /— RH@EmET
nxLE"

FTOTVMRML—CBEEATIVICETAEEX yEE—2 1. StorageGRID & X7
LADA T 7 FOBAEBIBICEAET 3R MIERSNE T, 7727 0D
BesiAH L. JUVy R/ —R05Td Uy R/ —RADERER, BSLURIENZTENF

EXS

=B
APCT

558

Archive Purge from Cloud-Tier : S3API Z{#EHL T
StorageGRID (C##t 9 AT —HA T AL =2
SRTLDS, T—hAATENATO I T —
SAHEIBREINE L1

ZERBLTIREETL

"APCT : 757 RIEEH
507 —h41 T DHIR"
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ad—F
ARCB

ARCE

ARCT

AREM

ASCE

V S8CT., A

ATCE

AVCC DIFE

Jar

CBSE

CBRE

352

=EA

Archive Object Retrieve Begin : ARC t—E X Hi,
NBT—HAT AL =SS RTLDSF TSy
fr—2DFAHH LZzMAmL E LT,

Archive Object Retrieve End : A7z b F—42H
NET—hATRANL—=S AT LD SHEAHT
. ARCH—EXWFHAHAHLULEBORT—2 X% L

R—=—rLEY

Archive Retrieve from Cloud-Tier : S3API ZfEAL
T StorageGRID |Z#t 9 2NET7—H1 T XML —
DORTLDS, PT—hATENATSz o 0T

—ANBAHEINF LT

Archive Object Remove : A7 —HA T AL —2
SRATFLDS5DOVT>Y 7Oy T OBEIBRD TN X

Told kB L £ L7

Archive Object Store End : > 7>V 7 Ow 7H%
B7—HATRAML—=JS XTLICETIAEN
ARC f —E XD EZTIAHUIBO R T—R X% LKR—

bLET,

Archive Store Cloud-Tier : S3API Z#{EHL T
StorageGRID (CE#t 9 NPT —HA T AL =2
SRATFLIC. ATz T —E2DRRMEINEL

TCO

Archive Object Store Begin : N&E37—AH1 T XL
—IOADAVTIYITOvIDEFTAADFEIBEIN

¥l

Archive Validate Cloud-Tier Configuration : 8 31
1e7ho Y EBLKUONT Y b OFREDRIEICHRINE

Told kB L £ L7,

Bucket Read Only Request : /N4 kHERARD B
BE—RICRoTH. FRIFERTLEL

ObjectSend End : V—XRI VT Tah\N FUwR
J—=Rh5T Uy R —RADT—RELENIBE % 5

TLELT

Object Receive End : T X714 R—>3>VI VT4
T4 VYR =BTy R/ —RADT
—RERNIBER T LE L7

ZBRLTLETL

"ARCB : 7—h+AT7%7
10 bDFHH LD
smEh&E L

"ARCE : 7—hA7#*7
T 10 bDFHHH LA
TLELE"

"ARCT : 757 REEED
57—hA47=BELE
3—||

"AREM : 7—hA AT
1T FOHIR"

"ASCE : 7—HhAT#7T
STV RTORT"

"ASCT : 7—h+A4T Rk
7D I RHEE"

"ATCE ! 7—HhAT#7T
TSIV RRLTHRIRTE
nxLxE

"AVCC : 7—Hh17Ic&k
2TV 57T RBEBDOWER
% ARELE"

"BROR : /\ v b ERAEY
hEREX"

"CBSE : A 7YV hix
fERT"

"CBRE : A7z U T
ERT"



d—F B ZBRLTLETL

CGRR Cross-Grid Replication Request : StorageGRID A,  "CGRR : 7O X' 1Jw R
gy RT7zTFL— 3 EGERONT Y NETH L) r—2 3 V8K
7oz bzL )= 930120 )y RHE
L7Ur—2 a3 iBzasisLE LT

EBDL Empty Bucket Delete : ILMZXF v F+hH\ §ARTDA  "EBDL : ZZD/\7 v ~HI
T2V bEHIBRPONT Y FADF TSI bz R
BIBRL £ L7 (ZBNT v MLIB% RITH)

EBKR Empty Bucket Request : Z—HH ZD/NT7w b%  "EBKR : /\/7 v FERA
FUERIEFATICTSE NTy AT bzHl ZETY"
BRI 2. FEA TV bOHIBREELETZ) B

KEXEFELF LI

SCMT Object Store Commit : A>TV IOV IDIEHE "SCMT : AT R
MEENITANTTET Ly ERATEERIREICHRD FL F73X vy hEXK"
TCO

SREM Object Store Remove : A> 7>V 7Oy oH I Uy "SREM : AT k2R

R/ —RHSHIFREN, BERERTELCADEL  FT7OHIER"
ISAT Y PRAMOEEA v £ —

II2AT7Y bHRAMDEEX -3 S3 FlE Swit 75147 b7 r—2 3
DDA TV b EHRABTERZITO LSRR INE T,

d—K Bz ICK>TERT #BBLTLE
nxvy T
S3SL S3 SelectE3K : S3 SelectERN IS4 7> MIRE S3 547>k "S3SL: S3
Nhebelicx®7z0O7ICEEsRL £, S3SLXvtE— SelectZEK"

JICIE. IT—AXyt—JrIS—0—ROFE%E
BHBRECHTTF XY, ERIFMINLABD > 7-AJEE

MHHD E9,

SGET S3GET : N7y bNROA Tz U b EIAHLER S3 V547>~ "SGET © S3
FUVRNTPY TSRSV I3 ORhEOY GET"
ICECER L £ 9,

*FIRSOY OIS TV —XTEMELT
W3IBS, BEBEX vt —JICIES3SR 74— LR

HaEFnxd,
Shea S3HEAD : A7 U hETINT Y FDIFEERE S3 US54 7>k "Shea : S3A
RIB ST a OREOSICRRLE W R
XS
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wget

WHEA

HT

SDEL

SPO

SPUT

SUPD

WDEL

354

Bz

SWift GET : A>T FARDA T U hEHRAHLE
XV R STy TR RS0 3>OIIEDO
JICEERLET,

Swift HEAD : A7 x o hEZIVTHOEFEEE
RIBZESOH I a>OMEOSICERFL F
ER

AAEBEA -

BrIUHO a3 OO ICERLET,

XIS TUY I TENELT
W35BEe. BEBEXvtE—JICIES3SR 71 —ILK
HEeEENEd,

S3POST : #7212 % AWS Glacier A kL —
WSSO RIAMNL—=SF—=IILICURNT I3RS
O O EOJICEERLE T,

S3PUT : ATV bELBNT Y bZEFRICIER
TBRIUH I3 OREOJICERLET,

CEIRIUH IV TV —-ITEMELT
WBIFE. BEBEXyE—JICIFS3SR 71 —JL R
NEENFT,

S3 Metadata Updated : BREDA T2 o b&Fi&
NTY RDARTF—RZBHTBZZ0H o3>
DNz OJICEERLF T,

Swift DELETE : A 7> x ¥ bF7ldO> T+ ZHIkR
TBHLSIOY O IO ZOTICEEL T T,

IC& > TERT
nxvy
Swit 7 547>
~

Swit 7 >4 7>
~

ETAAEEAvE—JIE

I b ZERRETCIZEE T B3EKRZITOCTICEETERINE T,
40 &> TR

nxv

Object Overwrite : 23 A 72V b ZDA T2 S3H K USwift
JhTEESZTITBZ NI YOO gyZOJICERL A7k
£9,

S3DELETE : A7V x U bEEINTy FZHIBRY S3 U147+

S3TZAT Uk

S3TUZAT Uk

S3 7

m
H
\/
-

Swit 7 5147 >

~

2BRLTE
Tun

"wget © Swift
GET"
"WHEA . Swift
Ny R

S3FIESwit vSAT7> N7 r—23

ZBRLTE
A
"OVWR : # 7
U bELEE
3||

"SDEL : S3
DELETE"
"SPO © S3
POST"
"SPUT © S3
PUT"

"SUPD @ S3 X
BT —ZDER
cnELE"
"WDEL . Swift
DHIE"



d—F B ICk>TERT Z&RLTE

nxvy TL
WPUT SwWift PUT : A7 bEIEO>TFHEFHRICE Swit 754 7> "WPUT  Swift
RITB oo a>oRIhEOJICEEERL [ PUT"

EE

BEEEAYE—D

BEATIVTIX. BIEAPIICHT R I—ERAOJICEERINE T,

J—R Xyt—S0RA ML EBE ZBBLTETV
MGAU BEAPIBEEXAYvtE—C  I—FERODOY, "MGAU : EIBER
Ayt —I"

ILMALIBDEEE A vt —

ILMEEATIVICBIT3EEXvtE—2F. BRI 714 7IILERE (ILM) AIBICES
BHIBRZ3ANYMIMEHINE T,

d—F Ayt—I0R4 MILEHEE EEBLTLETL
IDEL ILM Initiated Delete : COEBEBEX vtE—Jd. ILMAA TP "IDEL © ILM
b %HIBRT DUIBERIIBT D EERINE T, Initiated Delete"
LCU FEEINATO oD )—=2T v EBXXvt "LKCU: EEZFTh
—JlF. A L= ZR— Z%ﬁ@ﬁﬁ?‘%t&)kt TN AT DD
T CHBEBFMICHIBREINIE SICERSINE T, )—> 7y "
ORLM D& Object Rules Met © ZOEBEXvE—IF ILMIL—ILDIEFEIC "ORLM A 7o T
RO TA TP T =D EINTZBEICERINE T, 2 RIL—ILHET= T
nTuwEg"

EEXvE—UT7LUR
APCT : VS5 RBEENSDT7—HA 7T DHIKR

CDOAXAyt—TE. S3API ZMEMAH L T StorageGRID (C#EFT T 2ABT7—H1 T XML
—JOORATLDS, T—hadENcA Tz 0 hT—2BHIBRESNI- e SICER SN
9,

d—Fk Ta4—ILEF Bz
CBID arF>vyJOo HigsSniza>rFoyvayvoo—Eo:i#pF.
w2 1D

355



J—K Ja4—ILR Bz

CSlz A7Vt a ATz DY A4X N1 MEALD . BIC0OZIRLETD,
X ( Content
Size )
RSLT ERI—FR Ih (SUCS) « £HhIENYIIYRICE>THRETINLEIS—HR
INnE9,
SUID Storage Unique #J<xo bHEIREINI-I ST REERO—ZEDHFIF (UUID) .
Identifier (DB

ARCB : 7—hA 7Aooz bDGAELIBEBEINE LT

CORYyE—=JF T—HAATENLATIO I bT—2DFHAE LERDIEEFEINT
BAH L 7O XD EIBEINICE EICEMRINE T, SidH LERIIT CICLEINE
THN BEFZEELTCT—TRBED)ZTBAT A T7HoDHAH LNBzEHBZ L
MTEET,

d—Fk Ta4—ILEF ShiBA

CBID aA>7>ovJO NS T7—HATRAL—=S O AT LD SHRAETI TV IOV ID
v ID —RDHFFo

RSLT R T—h1THAH L TOC X ZRBLIZERERLET, BEEESN

TW3ME: SUCS : OAVTFYYERDSZREIN. AHLDI=HICF
a—ICERINFE LT

COBEBEXYE—JICET -+ THAHH LOKENERINE T, Xvt—2Z200d 5 ARCERT Xy
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TOBEBEXYE—2%2—RICUYITB31ODZITID 71—l
FTIER+2 T,

RSLT =R Ty RERTDBIERAT—RR .

*SUCS : JUy RERXIHERICTET LE LT

*ABRT: Uy RAZZIZO—-INYIITS—RLTERTLEL
TCO

*Rolf : J) Yy RERVIFET L. O—INyv I TFTOLRZRTTE
i_@:/b_-C\L/TCO

* CANC : JUw RAZRVIIBEMBEICI—HICE>THFyoILTh
i L/TCO

* EXPR Uy FEIXTISRERICHARYTINE 4D £ L
*IVLD : J Uy RRIAVIFENTL T

*AUTH Uy FEXTIZFRIENTVEEATL,
*DUPL : Uy RERVIFERE LTIERTINFE L

GTSt : Grid Z X 7h BN E L7

COEEXYE—JIF. CMN T —EXDEESINT )Yy RERRIDUIEZHRL
ctZmLET, COBEEBXYyE—TF. RBBD Grid Task Submission —E X 2K -
THIBESNTE#H 7V T+« TIEBISEREINTWVWSE I Uy RZ XU D Grid Task
Submitted X vt —CDERICERINE T, Pending T—7ILICEESINZ T Y R
R2AIDGZE. COAXAYyE—JFA—HDHT VY REIAVZRIRT D FICERINE
3_0
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Bz
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foo BRI ZZATHAVIINEEICDIc>TEETEET,

*FEICARZAUIDIE. Uy RERINEEINEFRTIEAL .
ERINIRRTEDOHTENET, HEDIT VY RER IV EE
EXETRENTEFET, CDHBE. XEFH. FR. BLUK
TOEEXAYE—S%2—BICU I3 00R2XJID 71—
K TIEAR+9TY,

R, COT4—ILROMEIR 1 DRIFTY,

*SUCS : Uy REXIWERICHAIBEINE LT

DEEXytE—2F. YUY REZXIDNCMN —ERIXEFENTceZRLE

To

d—Fk Ta4—ILEF

TSID 222 ID

ttyp RRAIBZAT (
Task Type )

Tver RRON— 7
>

TDSC Task H1E DB

ImiEEzRE XA1LRXEZVT
LEY ‘roBEMRME

VBTS BALRZVT
DRIICEITY

Bz

EpEnId Ny RERVZ—RICHENL. RRIZ514T79140)LE
KICOIE>TEETESLDICLET,

P HRY DI Uy KRR PEESNIBEETIELR L
ERINIBEETHOYTOINE T, HEDT Uy RERY & EH
EXETBHENTEET, CDFAE. XEEHA. FE. BLUK
TOEBEX Yy E—U%—RICU YT T BLHODRRYID 71—
RTEFR+9HTY .

TJUVYRIRIDRA T,

JUVyRERIDN—2 3> 2R TES.

7))y BRI DHIFRIRESHIE o

7w R OBEEARIORBERE (UNIX BB 1970 F1 B 1 8H
50 UINT64 Y- 2 OE) .

J1)w REZZ 7 OBENEABOKR TER (UNIX B 1970 &£ 1 B 1 BH
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TsRC
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RSLT

Z14—ILEF
V=2

EoR

IDEL : ILM Initiated Delete

CDOXyE—2F,

cNE 9,

Bz
RATDY—R .
* TXTB : J1)w RAZXTIE. StorageGRID > X T LIERHTELMTE
TFIAbTOv I LTEESNE LT

*GRID : JUw RAXUIE. WEBD Grid Task Submission —E X
BHATEEINE LT

TOT1TeDRAT !

*Auto 1 TV Y REXVISEBMTTY VT« TILESNET,

*PEND : J)w RAZXVIE Pending T—7ILICEBIIESNEL
Tzo TXTBY —XADBEIICDAATDHA T,

XfERER -

*SUCS Uy RARVIIEEICEEINE LT
* FAIL : ®Z X2 |% Historical 7— 7 ILICEEBEB SN E LT,

ILM ICK > THA T 7 bEHIRT BIBH BRI NG EICER

IDEL X vt =2, MOWVWTNH DR RETERTNE T,

CCEFSINTY FADA TR L COAyE—Did RIFHBENREB L LDIC LM IC& > TH
7217 FOBFRIRLIELS R SNIIGEICERINE Y (BEIHIRRENBMICHE>TVWT, U—H
IWR—=IL DT T DIHFR) -

o *JEEEM S3 Ny M EIE Swit AT FRDA TSI *, TOXyE—F REA TS T RIS
BRINBIMBFIEN T I T4 THRILM R S —|ZEWDHIC. 7TV 7 b=HIRT DUIED ILM (2
Lo THIBENIGEICERINE T,

=B
CBID

CMPA
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Content Block
Identifier DBE

24 © BENHIRR

AVTFSAT7 >
AL U=HIK
=Lk

Bz
A7 D CBID,

HEIMSINTY FADA TS T FOBADTR, 0 (false) F7=ld 1
(true) o NT W EHRU—HILR—ILEDOWNRTHIBEZREI. &R
FHHARI DR THRICENA TS 7 F 2 HEMICHIBRT 3D ESHhERL

£9,

EISINTY FADA TS T FOADTR, 0 (false) F7=ld 1
(true) o N7 Y EDIREY—HILE—ILRORRTHZIHESH%
~LET,
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CMPR

CTME

dmrk

CSIZz
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INZX

RSLT

L=

SgRP

Z14—ILEF
ZEHL | fREFHAR

ZEHL  BND A H
BF
T—Hh—N—

3> ID ZHIBRL
EJCE

ATV DY
11X

Oy—3y

SINTYIF
— X 7213 Swift
A7+ I1#7
Tz hkID

ER

JIL=ILSRIL (
Rules Label )

Y1k (JIL—
7)

Bz

EHSINTY FADA T TV bDHHIR. £T S0 b DIREFHA
HoRE () o

ERSINTY FADAF TP TV bDABHR, 7T FOEDIA
HB5E. COEICRIEZ DBEMUTEMT ST 7700+ %z
NTY EHSHIBRTESR XM VT ZHMTET T,

N=aVBBEINTENT Y DB F T CEHIBRT % & EICER
TNTEHIBRY—H—DN—2 32 D N MW T RNIETIE. O
D714 —=ILRIFBEINEHA,

T2V DY AX (N MEA) o

StorageGRID > X7 LADA T U b T—RDI&NIGFR. 75
7 MIBAH B VRS HIBRETNTLSHERY) . LOCS OfEd ™
T,

CLEC ! M LASy—A—FTa I NFT I bDBE. 7T

I bOTF—RIGEBAINTVWAT LA Yy——FT04 > 707714
ILDEALAPYy——FT0>FJIL—T 1D,

CLDI : LFPUT—bhTENIA Tz POBE. T2 0 FOBFR
DLDR/—RIDE&RYa—LID,

CLNL : APz bT—ART7—ha147ENTVWBIHEIF. 772
2 FDIFFAD ARC /— K ID,

S3INT Y FRE S3F—%&. £IE Swit AT FEE Swit 772
7 MR F

ILM ALIB SR,

SUCS : ILM AUBAEIN L £ L7

* REFHAEIAYRB LI DICERL S3 Ny FADF T2 7 FHE
FRICHIFRSNTULRIBE. COT1—ILRIFZEBICARD FT,

CREATDS I MOERINBZEEFIELN BV DHICA TSI
BHIBRETNTWEHBE. COTa—ILRICIE. AT 7 MIEA
SNERED ILM IL—ILOYIFGAIRER SRNILDRRIINE T,

ATV MDEFEETBHEIF. BELLY A FTHIRESATULET,
COYA I AT bHWMORAENTH A L TRBD A
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uuID Universally StorageGRID ¥ X7 LATD A T2 =0 ~DFEAIF-
Unique Identifier
DE
VSID N—=23>ID  HIFEEINEA TPz FOREDON—23>DON—=23 > ID, N—2

SVEBBICRIGELTWERWNT Y fRONT Y b EXUVF TSI MC
W BMIBICIE. COTar—ILRIFEENEE Ao

LKCU: EESESNf=# TPz o Do =2 T v S

CDAYE—TF ANL—=—ZAR—RZBNT BHIC0) =27y THELR EE
TINA TP ¥ b%z StorageGRID B HIBRL 7eBZBICERINE T, 7T ¢
FTTICBEENTWVWB/NRIZSI FESWiIt VA7V MDA T b ZEFT AT L.
FTOz UV MHEEZTINE T, HIRLEBIZEFNICNY I ST Y RTEITEINE
3_0

J—R J4—JLK AR

CSIZ A7Vt ATz 014X (N1 MEALD o
142X

LTYP o)=>7yvr KNEMEROH,
DEAT

LUID (LUID) #7Z¥zxzok HilgE N4> 7 bOEF
UUID HEIRR S

n¥LLE

INZ S3INTybhIF SINTwhHE S3IF—H FESwit AV TFHE Swit 772
— Ff=ld Swift o MERAIF
A>T+ 147
7 hkID

SEGC A7+ UUID I XYMeEShfzAT2 o b0 TFHDOUUID, COfEIE. 77

ST RDPEIXYMEETNTVWBERICOAMEATEEXY,

UuID Universally FEEETZA TSIV MDID, CDfBEIF. T2 MHHIBRT N
Unique Identifier TOWAWESICOAMERATE X,
D&

LLST : O —>aypkbhfE L

CORAYE—=Vld, AT/ b= (LTVT—bEEEALAOy—0—F 1>
7) OBANRRODSHVESICERINE T,
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a—F Ja4—ILF

CBIL CBID

ECPR 1LAPv—1
—Ta 770
Z7AI

LTYP REBRZA T

NOID V—X/—FID

PCLD LF)r—bhA
TOT0 AD
INR

RSLT preg=cl

TsRC AT

uuID Universally
Unique ID DB

MGAU : BEEEAvE—Y

B!
HE* 2T CBID,

ALASy—A—TFTao I ENATS o MT—42A, FRINATL
B2y —0—T4 777 71ILDID,

CLDI (Online) :LFUs—bENicAT7> o bT—%H

CLEC (Online) (AL Ay—d—FTavinf=xa7>zo b7
— 4% H

CLNL (Nearline) :7—ha4dENL V5= AT bT—
XA

mERDRHONfc/ — R ID,

BRATSTI T —R2DT 1 RUDBANDTERI/INR, LTYP D&
MCLDlI (DEDLFUT—bATS U FDIBEER) ODBEICOMRS
nxd,

JA—L%ZERLEXY
/var/local/rangedb/2/p/13/13/000Js6X%{h{U) SeUFxEQ

EICNONE o, RSLT IZIMMBD X wtEZ—T 4 —=ILRTIA, TODOXy
T—IICIFZRYE LEEA. COX =TIl VT AEVE
51, SUCS Tld%A < NONE WMERINE T,

USER @ aA—H%hbUAH—LELE

SYST : Y RXTFLMMUAH—SNELL

StorageGRID ¥ R T LATDZHEF TP 7 b DFHFIFo

BEATIUTIE. BEAPIHICNTZI—HERNAOVICERINE T, APHICNT S
GET %7zl HEAD UANDITARTOEKIZ. BBICMATEROI—HE. IP. KU

24 FEOJICETELET,

ad—R J4—JLR
MDIP ZBHIP7RLX
MDNA R XA 2%

B!
H—N (FRTFaox—>3>) ODIPT7RLZ,

RARDRXA V%,

375



ad—F
MPAT

MPQP

MRBD D&

MRSC

MRSP

MSIP

MUUN

RSLT
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Z14—ILEF

ERD/INA

ERITVUIND

X—5

AN ZBRLZF
e

ERXYV YR

WEI—FR

SEDAE

B!
BEXRD/IN R,

BRODIITV)INTA—H,

BROAXAXDAB. [GEDAXIET 7 )L b TOJICERFEINEITH.
EROAEANISICEDANNZEDRED T — X TAOJICETBEINE T, It
BOERXICIERDBERHFENTULRWVH. ENEND POST XY
W ROBRAXHDSEDAENE T,

c A—HHZHETAHDU M ID ¢ * POST authorize *

cFLWH IRy MRE © * POST /grid/grid-networks/update *

* FTLUWNTP H—/\ : * POST /grid/ntp-servers /update * IC& £ T
WE9

BRI —/VID X, * POST /grid/servers/decommission *
ICEBE SN TUVWET

C R HEEBERIE. HIBR (S3TIERF—RY) BT REY
ATTRIRY (INRT—=FR7RY) TNEJ,

HTTP R XY w k@

* &% (Post)
. PUT

* HIBR
*NvF

}l_l.:_\%:]_ Po

T7 AW BT IBEDAE WEDAEX) MOJICKEERINET I,

*3E L HBRIBERIZ. IR (S3T7IERXF—RY) FETIAY
RYITYRY (INRT—RAEY) chZEd,

75472 (EfEm DIPTRLZR,

ERZZFEL=2—D URN (Uniform Resource Name ) o

BRI (SUCS) « FRIENYIIVRICK > THRESINAEIS—HE
INFE9,



OLST: Y RTLMBRA TV TV b ZRELE LT

CDAXyE—2lF DDSH—E XH'StorageGRID Y R 7 LATA IV bOIE—%
BOIT3 N TERVGEICERINE T,

ad—F
CBID

NOID

IAVZ4

RSLT

uuibD

=)L

Z14—ILEF

Content Block
Identifier D&

/—FKID

SINTY NI F
— FE 7=1& Swift

A7+ I #7
7 hkID

HER

Universally
Unique ID DR

AR)a—L4LID

Bz
BEAT T D CBID,

BRA TS 17 CHARBICHERSNIEREXZLIZZT7S1 VDBHR (3%
BT BIHE) o« R a—LBHRIABWVGEIE. /—RIDEIFTRY 2
—LIDAREWIT—XHHDET,

ZETBHEIE. S3NT Y bR S3 %A, T Swit A>T F
2L Swift A 7 U MEBIFo

CDT+1—IJLRDfEIXNONE T, RSLT IFEDRAyE—IT 1 —
IWETEH, COXyE—JICI3ZHIELEFA. COXYyE—IN T4
LRI TENEVE SIS, SUCS TliE7% < NONE AMERENEF T,

StorageGRID ¥ X 7 LRDIEERA T2 7 ~ D#AIF

FRATEAIZEI. BRA T2V MHIRBICHERINIIBAORI S L
=D/ —=RELBET—HAAT/—RDORJ)a—LID,

ORLM : ATV bIL—ILABIENTWVET

CDOXyE—TF,

INTHBRICERINE T,

®

a—F
bUID

CBID

CSIZz

ILM JL—ILTIEESINIEBDICA TS 7 hHARb L O —

ORLM Xwt—F. RUS—RHORDIL—=ILTERERT«ILE 17T 14Xy HME
BINTW3BEIC. 7727 BT 7 #J)L D Make 2 Copies JL—ILICK > TS LTz
CEICIRERTINEEAS

TJa4—=ILF
INT Yy by A

Content Block
Identifier DBE

ATV DY
12

Bz

Ny b ID T 1=K, RELEICERSNE T, STAT A PRGD O
BRICOARTINE T,

72TV hDCBID,

T2V DY (N1 MEAI) o
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ad—F
LOCS

INR

RSLT

L=

SEGC

SGCB

st

378

TJa4—ILEF
ary—>3y

SINTY NI F
— F 7=l Swift

A7+ I #T
Tz hkID

&R

JL—=ILSRIL (
Rules Label )

a>7 73 UUID

A7+ o
CBID

AT—HX

GG

StorageGRID X T LD A T U b T —RDEMIBFR. 775
27 MIHBAAH AR WSEES HIRINTULWRIHBERY) . LOCS OfEld ™
T,

CLEC (LAY —OA—TFTa203NEATScIMDFE. AT
TV FOTFT—RIBRAINTVWBA LAY Yy—O—FTa 770774
IWDEeA LA yYy——FT 10 >F5IL—7 1D,

CLDI : LTV T —=hENIATO T hDIBE. ATP 0 b DIGFR
DLDR/—FRID&ARYa—LID,

CLNL : ATz b T—AWT7—ha47ENTWBIHEEIF. 77
27 LDIZFRDO ARC /—FK ID,

SINTw hRE S3F—%. FESwift IV TFRBE Swit AT T
7 bE#ERIFo

ILM LB DHFER,

SUCS : ILM JUEBEA IO L F L7=o

CDATTI MIERINTWS ILM JL—I)LOHEERIEER SN L,

TIOXYMEENA T2/ b0V TFHDOUUID, COfEIR. T
PV EDEITXY MEETNTVWBBRICOAMERTETE Y,

TOXY MEENA TSI DIV TFDCBID, TOfEIFET X
hMeENTA TSI RERILTFN— AT MR L TORAE
BATZTXd,

ILM LD R T — & R,
DONE : #7217 MIxd 3 ILM LB ET L & L7

DFER : ILMIC& > THBFMESNZ ESA Tz MY —0 3 NnE
L/TCO

PRGD : # 7Y x¥ b StorageGRID > X7 LD SHIBREINE L.
NLOC : #T7T ¥ hF—4&% StorageGRID ¥ XA 7T LATHRHTEAL

BDET, CORT—RRIF ATV bT—R2DIXRTOIE—H
REFIIHBLTWVWE I ZRLTVWSAIREEMD B D F7,
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DE
VSID N=23>vID N=TaYvEEBINLNTY FTERSNIHLWA TSI bDN—

2avID, N=2aYERBICHIGLTWAEWNT Y NRDNT Y b
SOATS U MR TRNEBICIE. CDOTr—ILRIFEENETE Ao

ORLMEEX v E—Jd 12DA T U MWL TEREIRITTETET, ExE. ROLWThHDIAN
VEBRETBRICICETINE T,

ATV MHWILT S LM IL—ILE—BRRICHE LTt &,

ATV RN ILMIL—=ILICE > THIBRES NIz &

Ny IISTUYRRIETOCLRICED, LU= bESNEATIO IV bTF—2O0OE—DBIELTWVS
CEHBRE EINTcE F, StorageGRID X7 LK. BB LA TS U b ERIRT 72012 ILM FHfiZz
ERITLET,

R R
C"F TV FOWDIAH T T g "
ATV DHIBREN SO g 0"

OWWR : F7Vz U b LEE
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ABIDFTO LY FTLEE SNIBAICERINE T,

EH:

d—F Z14—ILEF A

CBID Content Block HLWATS T D CBID o
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)

CSlz BIOA Ty LEEZIINZDA TPV bOHA4X (N1 READ
FF1 X
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DHD)

uuID Universally StorageGRID ¥ X T LRTOFHLWA TS =7 FDFHAIF
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J—Fr 74—ILF

OuID Universally
Unique ID (|H
)

INR S3 F7-1F Swift
IV bD
INA

RSLT ERI—R

SgRP Y1 (JIL—
7)

S3SL : S3 SelectE:K

B
StorageGRID ¥ X 7 LA TOLURIDA TS U ~DFEFIF

BEOF Tz beHLWA TSz bOmAICERT S S3 £7id
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Object Overwrite k5 >H > 3 >V DIER, BIRDERICHED £,

SUCS : L E L1

EEESNA TV MO HBIHFEIFEE LY FTHIFRSATL
F9. COYA NI EFESSNA T RO AENTT A
TEHD EHE A,
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T SISLXAYE—JICIF. T7—AXAytE—J8Io—O—RDOEFEHAZSHRZ N TE
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d—F Ja14—ILR

BYSC AFxvrEnik
N1 R
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#

LR—k MIBINF-L O
— R

RERT Ld—RHRE
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JOFI oadidRTL
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a4 b EEFS. BYPRIGEBEZDONA MUICHED £T,

MIBENTo/NA . S3 Select” 3 7 TEREFICAB X /BTN
o TRF v ENTNA MU ONA FEZERLET,

S3Selecta TN IS4 7> MIRENT/NAT MG

S3Select’ g AR L= /=K 6ZELEL - R EEIFTO
o

S3Select 3 TMNU 47> MIRENZL O— FHIZTOH,

S3 Selecty 3 7DAMEBHAZT LIz ESHh%ERLET, ZNhifalsed

. 23 TIBTETLEEATLI.e T5—TJ 4 —ILRICIZT—2D'E
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TLWARWEEP. BRNAF KRR INBVIEERHD £,
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Z14—ILEF
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S3T7UERF—
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#)

S3FFURTH
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DIXEE)

S3 F—

SADD : ¥ a7 BEEER

DX yE—=TF
fclZr L&Y,

mER
AETM

EUN

RSLT

Ta4—ILEF
enable XV w R

d1—H4

&R

EHRA
S3 SelectER DA F-

S3 Select 3 THRET I 2 X TICHH o 7=BE (F)

S3Select’a ITHER TN EERI IS —AXvtE—,

S3Selecta IHER LTS —%21 7S

S3 Select> 3 7 HY4ER, L 7= T 5 —Stacktrace,

S3NTw Mo

EREXELA—FDSITIEXF—ID,

EREXELLA-—FDTFETATV D,

NT Y hB%ZRR< S3 F—D%Al,

O —EX (/—RID) BHEEXvE—ToOx > %ATICL
BEBREXvtE—JOREREREIFELELTUVETY,

=R
BERTEMCTILDICERINTAV Y R,

BEBEOJZEMICTZ AR FZ2RITLIEI—T%

CDT+1—IJLRDfEIXNONE T, RSLT IFREADRAyE—IT 1 —
IWETEH COXytE—JICI3ZHIELEEA. COXYE—DT 7
IRV DT ENZWVEL SIS, SUCS TIE%A < NONE DMERENE T,

COXyt—JF. UEIEEME > 7-OF VI D REFEIFEMNICHE->TWVWBR I eZRLET, —fRICIE. X T
LDONT#—IVR%RLEETEZ1-OIC—IERDAARBFICOAERITINDINIETYT, —E7I7T7r ET %I

EEB/NUI 7 EN (SADE)
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Sade : EX a2 )T EBEEEEBMLET

CDOAXAYyE—=2F TOH—ER (/=R ID) BEEXvE—0oOFx>JZUI+T
LECeZRLET, BEXAYvE—CONRECEEIIBEINTVLET,
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IR DT ENZWVWKSIC. SUCS TIE7% < NONE DMERTENE T,
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