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aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket
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"Location": "/testbucket"

A7z U b7y FAO—FLET,

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object —--bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects —--bucket testbucket
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf
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aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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7

GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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IW=NUE. FLTa v I R—HTRDATO I MIDABERINET categoryl/EEFNICIEHHD
£79 key2 DB tag2o o Expiration NTX—RIE. T I RII—RT 34T U FOERER
H2020FE8H22H D FHI0ORFICYIND KD ICHEEL £

=203, LT v IR —HTZATOxI MIDAFBRINET, category2ls o
Expiration /NTX—RIF. TN RII—KT ATV FOEDAAHNS5100BZRICEARRYINICT B
ZEELFT,

A#ZEET2IL—ILE. 772027 bHMDAENRRZEE L LICANREIL—)L
(D ©v. BEOBMIBOASELBREBR CLSBAIE. 51 791 7 LREDBAE
TU—BOFTI TS by RO SHIRSNB AL B D F 7,

)L—)L?)H:\ 7[/7’( “/71‘:—3&?52’7‘9\17 F‘:o)gjﬁﬁﬁ énijo Category3/o o
Expiration /NI X—&IF. R THEWN=300—RBA T 20 ORI THLLAB2THE50HT
HARRYINIC B D LS ICEEEL T,



"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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NTY MISATHAUIEREZER

SATHAUIERET 71 ILEEH LT=5. PutBucketLifecycleConfigurationEsk % F1T L T/\4 v M ICEA
LET,

ROBEKRIE, YO FIWNT7AILADSA THAVILEEE. CVLWSERONTY NROA TS o MMIERAL
F 9 testbucketo

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

SATHAVIEREDNT w MIEBICER SN C E ZHESRT 51213, GetBucketLifecycleConfigurationZ
KzMELEXT,

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

RIS EICIE. BRALESAI7HAVIRENRTINET,

NT Y R SATHA T INOEMBRNAEE A TV 1o b ThHB I ARILET

PutObject. HeadObject. F7-13GetObjectD WFNHIIERBOERZFKITTREIIC. T ITH A VILERED
BWERIL—ILDEEDA TS TV FTHINESHERERTETET, IL—ILHBRINDFE. BEICIEH
BENFET Expiration 7TV FOBMEARE —H T 2EWHRE RTINS X —4,

NTY b SATHATILEIMED HEFREIND D, ZBR LTIV expiry-date R
(D  FIncnaol. 7515 MERINEREOBMTT, FEIcOLTIE, ZBELT
EEW'A TV MREBEORES L

e ZIE. T DPutObjectERIF2020F6822HICKITEIN. TP LU b %& testbucket NT Y ko

aws s3api —--endpoint-url <StorageGRID endpoint> put-object
—--bucket testbucket --key obj2test2 --body bktjson.json

RINDGEIE. AT FOBEZNEEEN 100 H (2020 F 108 1 H) . SAT7HATIILEEDIL—
)1/2 ‘;_K&L/TL_L_. K%Tbia—o

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34£5340579d4446076£7\""
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o 213, RDHeadObjectERZ A L T. testbucket/N\7w FRDBILA TS TV FOXEZT—2%EEFL
i L/TCO

aws s3api --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

BNDREICE AT FORAEZT—2WEEN. T2 H 100 BTHRTINICAED, JL—IL 2
—HLIZEHRENE T,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

@ N=2 3 VBEEAEMENT Y FDBEIE. x-amz-expiration [GEANY A —IE. IRED/N
-3 ATV MIDHFBERINE T,

S3 REST APl #3R&E 3 3B DHIRFIR

StorageGRID TER T 37-IC S3RESTAPI #E# 9 31813, ROMERIEXZE
LTLZaLY,

BELEWA TS T MMIXTd D HEAD DOEIREIS

AT PAERBRICEETDEIFEDLDBEWVWNRICA TS T DB FEETIIESHET7 I r—2 a3 UhE
HMICF v 9 3581%. Tavailable] ZERITIHRELHD XTI, "—EH"S ek, 7TV 5—>3
VHPUTZRIT T RHICIETEDIBFRICEE T 318813, lavailablel BEUZERITINELHD 7,
ZF5LBVWE, ALYA MIEHORXNL—2 ) —RHAMERTERWVEER ) E— Mo MIBRETEAVG

Eic. HEADMUIBTA I 7 AR DH 54UV 1500 Internal Server Error] BAEISIREND ZEHHD
£9,

Ny kT EIC Tavailablel BEMERE T BICIE. "PUT Bucket consistency” 7zl 18 & DAPIKLED
BERANY A —TEEMZIBETIET,

FTITV bF—DHEEIR

ATV MF—RICDOVWTIE. N7y B RIICERSNIBRICED VW TROMERIEICKE->TLES
Lo

StorageGRID 1.4 g1 CIER S NT=/\ Ty |+
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ATV M E—DRVIDIAXFICT VR LBREZFER LBVWTLS TV, CNUd. AWS HILAFTICHER L
TWeF—TL 74 v I ROERFBELIFELDET, KHDIC. BE. FUALTIEFRL—ETIEAEL
TL74 v O R%ZFERLET imageo

* LEIOAWSDOHREIRICH > THF—TL T4 v I AT VA LB—ROXFZ2FERATIHEIE. 772
ThF—DHICTA LI bURZMTET. 2ED. ROFH=ZFEABLET,

mybucket/mydir/f8e3-image3132. jpg
ROFRUIFERLABEWVWT LT,

mybucket/f8e3-image3132.jpg

StorageGRID 11.4L & TER S Nc/NT v b

NTA=IVADRAS TSV T4 RCEDETA Tz b —LZFHIRTIBEIIHD FEA. IFLAY
DIFE. 7TV b F—BORYVDANFICE T VA LBEZERTET T,

2L BRI TIRTOA TV o7 & BRERICHIBR S 5830 —2o 00— RIEHINTT, TD
A—RT—=RADINT #—IX Y ANDOHEZR/NRICINZ BIC1F. F—BDEEBD = HTED
Tz RZCIC. BB EDEZZELET, T RxIE. S3IVTAT7 > bHMM#HI=D2

. Q0OEDA TS T FEZSAL DD —MFIT. ILMEFENT Y R S1 THA LAY o —
T3HRBICITARTOA TV FHHIBREINZELET, NT =T IANDLEXH/NRICHN
ZBICIE RDESBNE—2%FRL TF—ICBFZ[HITE T,
/mybucket/mydir/yyyymmddhhmmss—-random UUID.Jjpg

FEsEERAED | ICRET 2R EIE

WRICISCT "AA TV 0 b2 EET R O0—NILA T2 a V" BRERICE>TUVWBIBEIE. S395147
YETFVT—=2 3 TIREINZNA MIDEBEZIEE 9 5 GetObjectllEEZEITLAWVWTL 2T WL, b
O TEFEEFRAED | NIBIFFHRMTIFH D £ Ao StorageGRIDTIF. BRININA MCTIERT B8
ICA T FOEREZRENICHERT 2BENHBI1-HTT, FREICKIBRATDO I MHS/INTVERD
N1 MU BERY % GetObjectllLIB IFAFICIENRM TS, 7z X, 50GBDEMEA T 0 FH 5 10MBDEE
Bl % 5t AE B IR I3 IERN R TS,

EfEA T2 0 bh SEEZHANDE. ITAT7 2 MERDIA LTI T ZRIGEEDNHD T,

@ ATV EEMIBREDBD. 54T T TVr—2a o BEHRANRD ZERT
BPREBENDHBHEIE. TTVTr—2a > DmPBWMD XA LTI 2B LTIREE L,

Amazon S3 REST APIDOHR— ~

S3 REST APID 3D ¥

StorageGRID > X 7 L l& Simple Storage Service APl (APl /N\—< 3 > 2006-03-01)
ZRELTHED. FLALCDUEBZHR—ELTOLETH. W OHDFHIFREIENH D
£9, SBRESTAPI VA7 cT7 TN r—2a e T2 Td. REDFHZIE
BLTERBERDD FT,

StorageGRID ¥ X 7 LTld. REFR FMEKADERENZAEXOEROBADN T R—EENET,
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

BFARV IR MEXXDA
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQL 7T ) Of
CDOUIIE. MNEB. 2010 EAO. 2015 FHEEALD. KEDAORET —EIHS5OZXREZHELE T,
RETHEWT 7AILADOL O—RIFERINE T,

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

BRd37 71 IILORIIOEIT SUB-EST2020 ALL.csv XD L SICHD ET,
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLIDERAS] (CSV)

tH

78

aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

N7 71 ILDORFIDEAIT changes.csvRD K SIZHD F 9,

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska, 710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLIOERA (FAMI)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

HAT7 7 1ILDRIDVL DD DITIE. csveEELETo RDOELIICHED XTI,

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

TILFIN— 7w FO— ROAUIE
TILFN— b7y 70— ROWIE : &

Dt 3>TlE. StorageGRID TOVILF/IN— 7 v 7O— ROUEBDOHR—~C
DWLWTEHRAL F£7,

JILFN—ErT7YvTO—ROITARTOMIBIC. ROZGEARFENEHAINE T,
C1DDONT Y MR L TEBICETIBTILFN=— 7y 7O—RFOEH. 0002BZEWVWLSICLTKL
7230V DN MMIXET 3ListMultipartUploadsD Y L) TRZERERIREINZ B ET,

* StorageGRID (&, YILF/N—FICAWS O 1 XFIRZERALEF T S3TTAT7 Y MIRDAA RS
VISR ERHD XT,

o TILFN—FrT7yvTO—ROZEN—FDOY A XIE5MB (5. 242, 880 /N1 k) ¥ 5GiB (5.
368. 709. 120 N1 k) OBICTZIHREHLHD XY,

° REBOEDIE 5EMIB (5,242,880 /N1 k) KD/NESLTEET,
o —fRIC. WN=YHAXIETEBRITAESKTEIHELRHDET, frxiE. 100GB ATV +D

I=PAN

8. 5GBON— A XZFEALEFT, SN—NIEEOA TV heABRINZH. KSR
IN— Y+ X%FEHRT 3 EStorageGRID XX T—2DA—/N—Av RHHIETNET,

° 5GB KD A T U L Tld. WILFN—FTIEHEWT vy TO— ROFERAEZZRETL T TV,

* ILMJL—JLCBalanced £ 7 |IStricthMFEE I N TWVWB B EIE. VILFN—rF T2 bDOZE/N—FDED
AARFICILMAEHME S . WILFN— 7y TO—RORTEICA TP =0 b 2MICx L TILMAEHE S 1
£9, "HOAAA T aV"s CNAHBFA TSI hENX—bOBRBICEDLSICHETINIET 30
ERHDET,

79


https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html

° SIVILFN— 7y TO—ROETHICILMAEEIND . IILFN—rT7 v TO—RDOTTEIC
720 bO—EBOIBAHIREDILMEBGE % HT- L TOWERWAREMENR DD £, ELLEBEEIATWL
BUON— MEIILMIL=ILIC L B BESHEDONRE LT a— Il IN. HETIELVISFRICEBEISNE
ER

o N— MIXFLTILM =59 B2, StorageGRID (A7 bDHY A X TIF@ < N— DY A X
TI74NRIILET, 2FD. 7720120 F2EDIMESZ B L TOWRWEFRICA T 2o b
D—EBERIMNTEE T, T2 ZIE 10GBULEDFA T U FETARTDCUIEHAL. FNL DTV
ATV bEITARTDC2IIEMNT BIL—ILDFE. 10/X—bDTILF/IN—r7 v FO—RD1GBD
BIN— MIEDAHBEFICDC2ICEMINE T, L. TP b2EICH L TILMAFHES NS
E ATz bOITRTOEBAHDCIICBBITNE T,

*YIWFN—E7yFO-RDIRTDIUIETStorageGRIDA I R—~ETNFT, "BESEDIE"

*NIUWFN—bT7yTO-RZEALTA IOV b ZIDRAARGE. "T 7027 0t Id AV MMEL
EWME (1GIB) "IFBERAINEE A

c MEBIZIGL T, "H—NAIDES{" <IILFN— b7 v TO— RDHE | SSE (StorageGRIDTEIEINS
F—ICL BT —NADOESL) ZERATSICIE. ZIEEL £ x-amz-server-side-encryption
CreateMultipartUpload SR DERA W X —Dd*o SSE-C (L—HIEDF—ICL 3 —/\EIDESIL) %
fEAA Y 3 ICIE. CreateMultipartUploadZE 3Kk & ##tD & UploadPartZRICE L3 D DES{LF —ERA VA

—ZIEELZFT,

1B1E Rk

AbortMultipartUpload MDB& Amazon S3 RESTAPI DR TOEENEREINTLET,
FELCEEINZHGENHD XY,

CompleteMultipartUpload BB L T 2TV "CompleteMultipartUpload"

CreateMultipartUpload #3217 L £ BB L TL TV "CreateMultipartUpload #3217 L £ 9"

(LLET D4 a0 Initiate Multipart Upload

ListMultipartUploads #HME L T 2 E L) "ListMultipartUploads”

ListParts Amazon S3 RESTAPI D TR TOEENEEEINTUVET,
FERLLEEINDZBERHDET,

UploadPart ® 7w 70— K BB LTLETV "UploadPart 7w O — K"

UploadPartCopyz 27 ) w2 LE Y BB L TLEEV "UploadPartCopyz= 2 1) w7 LET"

CompleteMultipartUpload

CompleteMultipartUploadfLiB(d. MUFIC7y 7O—REnfN—rZ7E2>TILL T,
AT MDTILFN— 7y FO—RERETLET,

80


https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/what-object-segmentation-is.html

REZEBRLETY

BILF—ICETAL 2 DDI ATV hRE BTS20 507> FEKIE. T latest-wins | NX— X THER
INExd, Tlatest-wins 1 FFfild. S3 V47> hHIEBZRHIRT 521 = > Tl <. StorageGRID
SRATLDREDERERT LIZ1 I VI TIIhbNET,

BRANYH—

o x-amz-storage-class BERAY X —HHR—bEN. —EJ BILMJL—)L TDual commitZF 7=
I&Balanced|CIEE TN TV B 5K ICStorageGRIDTIER SN A T2 7 hOE—DRICEEL £J, "ED
AN A AN

* STANDARD

(FZ7#JLE) ILM JL—JL T Dual commit # 7> 3 VHMEBRINTUVWBIES. £7:-I& Balanced £ 7> 3
NCK->THEOE—DPMERINZHBEIC. 7273y FORDIAHNIBEIEEL £,

* REDUCED REDUNDANCY

ILM JL—JL T Dual commit 7 7> 3 > HAMER TN TWBIBEA. F7cld Balanced 7 7> 3 VIC &k > THRHE
O —HDMERINBBAIC. 2 ZIILO3S Yy FOWRDIAAKLIBZIEEL T,

SIA Tz o bOvIZBMMILTA IS N7y MCERDATHEEIE. ZFEHL
F9 REDUCED REDUNDANCY # /¥ 3 VIEMRINE T, GVERNT Y MIA TS o

C) FZEDADBEIE. ZBBL T E V) REDUCED REDUNDANCY 4 />3 V%IBET S
EIZ—NRENFT, StorageGRID Tld. BICTa7I/ILOZy FOEDIAANEITE
N AT SA T REGNEEINET,

@ RUFN=r7y7O—-FHR 15 BURICET LBWE, 77T TRMBE LTI -7 &
N AETEZINTDOT—EDNTIT LD SHIBRENET T,

C) o ETag BINBMEIRF—XZDOMD5Y L TIEA <. DAmazon S3APIDREIREVE T ETag
TILFIN— AT LT FOIE,

N=T 3V ER

TILFN—rT7y7O—KRiF. COMNEBTETLET. N7y b TN=2a3 VBEEAEMICE>TUVLSSE
IF. RILFN—=r7yvTO—RORTRICA TSz bON—=23 DMERRESNE S,

NTy R TN=2 3 VEEBABMICH > TWVWBIGEIX. —ETY versionId . BTN TWE AT T
FON— gL TEBNICERSNE T, N versionIdid. ZFEALTRNBE L THRENET

x-—amz-version-id IGBEAN YA —,

N=2 a3 VEBD—BEIERDFZEIFE. 7720 bN—=2 3 VIEnullTERMENE T versionId £7. null
N=9 3 BT TIHES 3813 EBS SNET,

81


https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html

INTY R TN=U 3 VEEBAEMICE>TWSEEE. ALATS 7 b —TREICERD
TILFN—=br7yFTO—RHBPRITEINTVBEETH. JILFN—rT7y7O—-—RHBETITS

@ TERICBICHLUWN—=2a3 UhMER S NE T, N7y R TN—=2 a3 VBEABRICAE > TULVAR
WEeEE. IILFN—=rT7yTO—-—RORBEIC. ALATS I bF—THOTILF/IN—k
7w TO—RHOBEIRINTERICET TR eDHOET, N—J a3 VEENAEMCHR>TULA
WAT Y R TlE. BBICETLETILFN— L7y TO—RBPMBEINE T,

L7V —>ay, @, B AZT—2@HMICKRBLELL

RIWFN=r7yTO-RMTONBNTY FTT Sy b T =LY —EXDRESNTVSZIHE. BETS
LT —2 3 VP RAREAN KM L THIILFN— 7y FO—- FREBICETEINE T,

CORBEHDFEET B L. TotalEvents (SMTT) D7 S—LHT )y RIX—IJ ¥ TERINE T, BRI
KBLI-REDOA T T MMZDWT, [Last Event] X wt—1C TFailed to publish notifications for bucket-
nameobject key] ERREINEFT, (TOXyE—TJ%FRRTBICIE. *nodes * >* _ Storage Node_* > *
Events * Z:#RL £9, RO—FLICLast EventhRREINZET) o IRV Xy E—JF ICHRRINE

9 /var/local/log/bycast-err.logo

THUETR AT DR ET—RFIZZTZEFIBHET RELIEL TV T —2 a3 V3@
Mz b UA—TEEY, T2 bTIE BIFEOEZBXEL. FELEEZOBETET T,

CreateMultipartUpload #3217 L £ ¢

CreateMultipartUpload (LARIDInitiate Multipart Upload) #iBid. A7z U FDTILF
N—r7yv7FO—RrRzA®ML. 7y 7O—RIDZRLFT,

o x-amz-storage-class BRAYA—HHR—ETNTVET, ISXEINTME x-amz-storage-
class StorageGRID B’ EXDIAARICA T 10 b T —R % RET B 5EICRE L. StorageGRID & X7 L
(ILMTHRE) ICBMEN2 AT 0 FOKGENIE—DRICITREL FHA.

BOAEFNA T MI—ETBILMIL—)L TStricthMEAINTWVBIHE "D AHA T 3 0" x-
amz-storage-class NV A —ICFEIHD £t A,

ICIFRDEZFERATELY x-amz-storage-class -

* STANDARD (F7#JIL k)

° * Dual commit * . ILMJL—JL TDual commitBXtDAHF T 3 UHEESINTWVWRERIF. 772070
EAERDIAFNZETCICEDA TSI FO22BOIE—DERTNTHDR ML —2 / —RIZH
BeEnEzd (72733 k) o ILMAFHEE NS &, StorageGRID (s DFEAFE I E—H
IL=IDBREFIEZHELZLTVWEIHLESHZHLET, FFHRINTLARWESIE. FILLWA TS
R AE—%ZRDOBFRICER L. RPIOFREIIE—%ZHIBRLAITNIERSRWI ehHD X,

° *Balanced * : ILMJL—JLTBalancedZ 7> 3 VYHHEESNTWVWT. IL—ITEESINT-IRTO I
—% StorageGRID 19 < ICTER T E A LS E. StorageGRID [£200HBIE—%5F] 4 DA L —
J—RICERRLE T,

StorageGRID WILMIL—=JLICIEES NI ARTOA T o FAE—%2 L BICERTE 256 (B
HARRE) (1. ZBBL T EE V) x-amz-storage-class NA —ICEIEH D FH A

°* REDUCED REDUNDANCY

82


https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html
https://docs.netapp.com/ja-jp/storagegrid-118/ilm/data-protection-options-for-ingest.html

° * Dual commit * ¢ ILMJL—JL CDual commitd 7> 3 VH8E SN TLWBIHE. StorageGRIDIZA TS
TV FOBDIAABFICHEOAE—Z1DERLET (P2 JILOZvh) o

° * Balanced * : ILM)L—JL TBalanced74 /< 3 VA48 E SN TUL 3155, StorageGRID (&, JL—JL THE
EENLIRNTOAE—ZLEBIERTERVERICOAPEIE—Z1DFERL &
Y. StorageGRID TEHAELEZRITTET 355G CONYH—IIHMRDBD FEA. o
REDUCED REDUNDANCY A /> avidk. #7200 MI—HITBILMIL—I)LTE—DL ) 7r— 1
E-—MERTNBHBBICRETY. CDHTIE. ZfEAL £ REDUCED REDUNDANCY HYDAAMLIE
DECICEMDOA T2 7 b AE—ZRBIERE LUVHIRR T Z3BEN R BD F T,

Zf£F9 % REDUCED REDUNDANCY TNUUNDIZEIF. COF T aVIFHREINEEA

REDUCED REDUNDANCY BRDIAHRUCA T U bT—2hkbOn2 )X IDEED ET, L.
ILM EHMEDFIIC IE =D 1 DIEFRISNTWER ML =D/ —RICEENKET R & T—4b%kbN
BEIREMD B D F T,

LZUsr—b3E—Z—E#HEIC 1 DRIHERT B . T—2hKiERICKRONS ) XIHH
@ DET, 772z +OL TV —bIE—H1 DLDABWVEE. R L=/ —RICEED

HELID, EXBRIS—DRETDI L. DA TP bIRONET, e Ty TTL

—RBEDAYTFUAEERIGZ TPV bADT I EIN—BHICKDNE T,

%Z38%E L £ 9 REDUCED REDUNDANCY 4 72 17 b DYIEIEDAHBFHIER EINZ IE—BOAICHEL &
o ATV DT O T 4 TRIMA) O —TFHESNIBICERSNZ A T2 7 OO —#KICITEE
9. StorageGRIDY AT LATT—EHEMINIBORRELANILIMETIZCHHD FHA.

SIATV o/ bOvIZBMMILTA IV b N7y MCERDATHEIF. ZFEALET
REDUCED REDUNDANCY A 72 a VIFEMREINE T, dVWENNT Y MIA TP I FZED

@ RADFEIE. 2B LTIV REDUCED REDUNDANCY A 7> 3 VEIEET S L TS5 —HIR
TNE T, StorageGRID Tl EICTaT7INIAZI v FOWMDRAANRITIN, AV TSAT7 Y
ZEHNELEINF T,

RDEBERNYZ—HHR—FENTUVET,

* Content-Type
* x-amz-meta-"Z 7w I L. flT TA—HEROAIT— I ZBCHALEORTZERLET

A—HEBARZT—RDZRAICBORT ZIBET 255, —MRHNBERIFTXDOEHED TY,
x-amz-meta- name : “value’

ILMIL—IL OB [A—YEXRDIERREI A 7> a Va2 ERT 555813, ZFERITIHNELHD
9 creation-time . AT U FDERMBFICERERINIEXAZT—ROEFIE LTIEELE T, fi:

x—amz-meta-creation-time: 1443399726

DfE creation-time I&. 1970F1B1BH 5O L TFMEINE T,

@ BN TY creation-time LAY =LA EICHR>TVWBINT Y MIA T I b %
BT 258, A—EBXAXT—XIIHFAINEFFA, T7—HREINET,

83



*S3ATVIUPAOYVIBROAYH—
° x—-amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold

NEDAYA—DBRWVRETERZXELIGE. N\TY DT 7L FORFREEXFAHL T,
FTS T MN—23 20 retain-date HEtEINE T,

"S3RESTAPIZERALTS3A 7oz Oy o ERELET"
* SSE EXRA YA —:

° x—-amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x—amz-server-side-encryption-customer-key

° x—amz-server-side-encryption-customer-algorithm
[T—NAIDESZITScDDERNY X —]

@ StorageGRID TOUTF-8XFDMEBAEICDWVWTIE. BB LTV, "PutObject’s

H—NAIDESZITScODERNY H—

RUVLFN=bFATOI b2 —NAIOBESETRESILT ZICIE. ROBRAY A —Z2FEALE T, SSEF
T2aVESSE-CATY a3V ZRARIIEET S EIFTEEEA.

* SSE: StorageGRIDIC &K > TEEEINZ—EDF—TA TPV b 2BEELT 255
I&. CreateMultipartUploadZER TRDANY A —ZFERAL £, UploadPartEXR T DAY A —ZIEE LR
WTL T L,

° x-—amz-server-side-encryption

**SSE-C* ! EEBLVERITZ—EDF—THATII 7 b EESLT 35 5(1E. CreateMultipartUpload
EBR (BLUEFEDEZUploadPartER) TINS3DDAY A —E IR THERAL XTI,

° x-amz-server-side-encryption-customer-algorithm3gE L £9 AES256,

° x-amz-server-side-encryption-customer-key:FiLWA T U FDORES{bLF—%EEL X
ERS

° x-amz-server-side-encryption-customer-key-MDS:HT L WA T U FDEES{LF —DMD5
AATT A ZIBELZF T,

5 LIRS F — DM N3 S Lidh D FtA. BBF—EMATEL. HIET 24T
(D Oxorh%bhEd. 1-FEEOF—2ERLTA TS FF—2&RET BHIC. O
ZRFEERAL T LIV T — NBOESERRET 5

84



YR— b TNBVWERAYH—TT

RODBERA YA —|IHR—FINTLEHA XNotImplemented

* x—amz-website-redirect-location

N=T 3V ER

VILFN—r7yFO-RiE. 7y 7O—-RFORE. 7y 7O0—-—RFOUXFDOFRR. N—bDT7vFO— R,
ZyZO—RLEN=—bDT7E>TIL. BLUOT7y7O—-RORET OERDILIBICHITSNFE

9, CompleteMultipartUploadfLIBHA'RITEINZ . 7TV 0 FHMERSINE T (EHETBIHESIE/N—T 3
VEBINET) o

ListMultipartUploads

ListMultipartUploadsflI2%# 1792 . N7 v hTETROTILFN— L7y FO—K
MU EINET,

RDBERNFGA—=ZPHYR—FSThTUVET,

* encoding-type
* key-marker

* max-uploads

* prefix

* upload-id-marker
* Host

* Date

* Authorization
N=T 3 VER
TIWLFN—=r7y7FO-RIE 7y 7O—-ROBE. 7y 7O—RDOU X MDRR. N—rDT7 v 7O—R,
Py ZO—RLEN=—bDT7E>TIL. BLUOT7y7O—-RORT OERDILIEBICHITSNE

9, CompleteMultipartUploadfLIBHA'RITEINZ . 7TV 0 FHMERINE T (EHETBIHBSIE/N—T 3
VEBINEY) o

UploadPart ® 77w 7O0— K

UploadPartfliBid. A7V FOTILFN— 7y O—-RFRAD/N— 2Ty FO—
FLET,

PR—FETNBIERAY X —
ROBRAN YA —DHR—EINTVET,

* Content-Length

* Content-MD5

85



F—NEDBESEEITS mHDERN YA —

CreateMultipartUpload Z:RICSSE-CEES L Z8E L o135 1E. FUploadPartZEKICKDERA YA —HZH B
REBEHLRHD £7,

x-amz-server-side-encryption-customer-algorithm¥g8€ L £9 AES256,

* x-amz-server-side-encryption-customer-key : CreateMultipartUploadZE3K TIEE L7=H D L [E]
CES{t*¥F—ZEELE T,

* x-amz-server-side-encryption-customer-key-MD5 : CreateMultipartUploadZ:3K TE%E L 7=MD5
AATTAMEBLEMDSR AT T A M ZIEELE T,

5 LIRS F — DM N3 S LidB D FtA. BBE—EMATEL. HIET 51T
(D Oxorh%bhEd. 1-FEROF—2ERLTA TV bF—2&RET BHIC. O
ZERFEEREAL T LRIV T — RS ERERELET

N—23 VER

TILFN—r7y7O—-RiFE 7y 7O-FORME. 7y 7O0—ROUIMDRR. N—bOT7vFO—R,
FZyZ7A—=RLEEN—rDT7E>TIL. LUV 7y FTO—-RORTDERDOULIEBICHITENE

9, CompleteMultipartUploadf LEBNETENZ . ATV bHMERTNET (KU TBRIBEIFN—T3
VEEBINEY) o

UploadPartCopyz 27 ) w2 L% ¢

UploadPartCopyifEld. T—X2YV—R L TEHEOA T I b 6T7—2%2 -7
BCIC&2T ATz bO—8 =7y FO—RFLET,

UploadPartCopy#l32|&. Amazon S3 RESTAPID TR TOEETREINE T, FTERKEEINZHAED
HOET,

CDERIF. TIEESNLA TV b T —ROHAED L EFIAAZITVWET x-amz-copy-source-
range StorageGRID ¥ X 7 LR TRITY %o

RDEBERNY Z =D R—rThTVET,

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

H—NAOBESEZITScODERNY H—

CreateMultipartUpload E3R(ZSSE-CEES L ZI8E L 72355 1&. FUploadPartCopyERICRDERAY A —%
BHIMNELHD XTI,

x-amz-server-side-encryption-customer-algorithm¥g8€ L £9 AES256,

* x—amz-server-side-encryption-customer-key : CreateMultipartUploadE KR TigE L 7cH D L [F]
CES{t*—ZEELE T,

86



* x-amz-server-side-encryption-customer-key-MD5 : CreateMultipartUploadZ3K T L 7=MD5
AT AMERLEMDSA AT T X b ZEEL XTI

V=AU MDA —TIEEDF— (SSE-C) AL TEBEILINTULBIGGIE. 77V h21ES
L TOAE—TZE 3 &L 5IC. UploadPartCopyERICRDIDDA YA —=ZHZHEHHD X7,

x-amz-copy-source-server-side-encryption-customer-algorithmigE L £9 AES256,

x-amz-copy-source-server-side-encryption-customer-key:Y —XZA T U b DIEREFICIS
ELIEStF—ZEELEFT

x—amz—copy—source—server—side—encryption—customer—key—MDB:‘/—223'7“)“17 ~ DIERK
BRCIBEL7EMDSA IV T R M EIBELE T,

e LIRS F — DM B C L idB D FtA. BBF—EMATEL. HHT 21T
(D Dxorh%bhEd. 1-FEEOF—2ERLTA TV FF—2%RET BHIC. O
ZREEERAL T LRIV T — PO ERERELET

N—o 3 ER
RILVFN—=b7y7O—-FRiE 7y 7O—-RFOR@®E. 7y 7O—FROUXFDORR. N— D7y FO—R.
FZyZ7A—=RLEN—rDT7EYTIL. LUV T7y FTO—-RORTDERDOLIEBICHITOENE

9, CompleteMultipartUploadflLEBNEITENB . 7TV bHMERTSNET (RYETRBEIFN—T3
VEEBINEY) o

ITo—E

StorageGRID & X 7L Tld. %K T3 S3RESTAPI DIZED TS — B E TANTHR
—hLTWE Y, 7. StorageGRID DEETIE. HXAZLIEEDHWV DMEMETNT
WEd,

HR—FENTWVWS S3APIOITS—O—R

2L HTTPX 7—% X

TIOERAPEEEINELL 403 21t

BadDigest DB& 400 RIEEAERTT

BucketAlreadyExists D& SIZHD £ L7z 409 &

BucketNotEmpty D & SICAADLET 409 FRE

IncompleteBody 400 RFEBRERTY

NELTS— 500 Internal Server Error (REBH—/NITZ>—)
InvalidAccessKeyld 403 21t
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VOrF)ywRRFaXTE
InvalidBucketName DB&
InvalidBucketState MBS

InvalidDigest D B&

InvalidEncryptionAlgorithmError
InvalidPart

InvalidPartOrder

InvalidRange : Eh7: &5
InvalidRequest
InvalidStorageClass

InvalidTag

InvalidURI

KeyTooLong @ 2 DD IL—FHHD 9

MalformedXML DS

MetadataToolLarge

MethodNotAllowed DK SICAALEFT

MissingContentLength  ( MissingContentLength )

MissingRequestBodyError

MissingSecurityHeader

NoSuchBucket

NoSuchKey
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HTTPXF—4 R
400 FIERERTY

400 RIERERTY

409 FRE

400 RIERERTY

400 RIERERTY

400 RIERERTY

400 RIEERERTY

416 VU TR FINEHEHELEES LEEA

400 RIERERTT

400 RIERERTY

400 RIEERERTY

400 FIERERTY

400 RIEREKRTY

400 RIERERTY

400 RIERERTY

405 XV v RIFFFRITNTULEEA

M REVVETT

400 RIEERERTY

400 RERERTY

404 BEOHD FEA

404 REOHMD FHA



E2Y:]
NoSuchUpload

EELL

NoSuchBucketPolicy D & S22 D £9

ObjectLockConfigurationNotFoundError

PreconditionalFailed

RequestTimeTooSkewed

HY—EXZFATETIEA

HTTPX7—% X
404 BEOMD FEA

501 IFEEEINTULEEA

404 BEOHD FHA

404 B'ROHD FEA

412 ERRHEDPRMLEL

403 21+

503 Service Unavailable (503 H—E XN FIBTE

SignatureDoesNotMatch D & S ICIEEL £ 403 21t
TooManyBuckets 400 RIEEBRERTY
UserKeyMustBeSpecified 400 FIEBRERTT

StorageGRID H XX LDITZ—1—R

2L

XBucketLifecycleNotAllowed D & 5 (27D
FLI

XBucketPolicyParseException

XCompliConflict

XCompliReducedRedundancyForbidden

XMaxBucketPolicyLengthExceeded (
XMaxBucketLengthExceeded )

XMissinglnternalRequestHeader

HEE HTTPXFT—4& X
INTY RSATHAVILEREISTERDZER 400 RIEBRERTY
Ny MMZITERINEEA

SELTNT Y bR S — JSON Z#EHF 400 RERERTT
TETFEFHATLT

ZHEEN TV, WIBMNEEZINEL 403 2Lk
TCo

LAY —Z2HNT Y FTIRARMEDETIE 400 REBRERTY
FRIShEEA

RUS—DFRINDZIHZA/NT Y FRUS 400 RIEBREKRTY
_E%Eirb\i?o

RERERDAY A —h'B D FE Ao 400 FIEBERTY
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%8l
XNoSuchBucketCompliance T

XNotAcceptable

XNotlmplemented

Bz HTTPXT—& X
BELEENT Y F TREROEMNERNICE 404 BROHDD £H
STWLWEHE Ao A

EBXRICEFNTULDS Accept Ny A —D 1 406 IIFFARINFE
DUEEBE-ITENTETELFATLI . A

IBE LICEROMIBICIZ. BEINTLA 501 IFREThTL
WHSEEDN S ENE T, FtA

StorageGRIDD /1 X 2 L\ ALIE

StorageGRIDD 1 X X LALIE : #E
StorageGRIDY X 7 LA Tld. S3 RESTAPIZEBMINS DR ZLINIEZHR—KLTWL

9o

RDFKIC. StorageGRIDTHR— FEINZHRARZLAMEZRLET,

1B(F

"GET Bucket consistency"

"PUT Bucket consistency"

"GET Bucket last access time D5

PaN]]
[

"PUT Bucket last access time D &
SICEEELX T

"NT v EDAZT—2BHREZ
HIFRL &9

"GET Bucket metadata notification
configuration”

"PUT Bucket metadata notification
configuration DAY > K TY"

"GET Storage Usage DEE"
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B8
BEONT Y MSERSN TV B RAREELET.

RWEDONT Y MOBERIT2EBEMERELE T,

BEDNT v b TRIET 72 AKEOEFRNEINICE > TV S HENIC
BOoTWBDZERLET,

REDNT Y DR T V2 AKEOEH 2 BN K IFENICTEX
ER

TFEDNT v MMIEEMITOSNTWVNS XX T —2EHFRE XML ZHIFR
L&Y,

FEDNT v MMIBEEMITONTWVSE XX T —SBHFRE XML 2R L
9,

NTY RDART—2BHY—EXZRELETT,

VAU EEIVT7 AUV MCEEMISNTVWEENT v b THEAT
NTVWBR L - DRAENKRTEINE T,



1BR(F

"BIETE  ENREZFERAL
CCreateBucket"

"BELIETFE I NT Y MENZEEES L
X9

"BElEFE : PUT Bucket
compliance"

GET Bucket consistency

GG

RIESLUVOYR- MY I EWZBMICLIHLUNT Y b ZERTE
BLBOELT

BRLESNE LAY R-FENTUVETY | BIFEOHEVWERNT v MMIXE
L TREBMLSENREZRLE T,

RLESNI LY R—FEINTOVET  BIFEOHZVERNT v b D%
WEREZZETEET,

GET Bucket consistencyZ2: Kz {ER T2 &« FED/NT Y MIERIN TV EEHZ

R TEET,

T7 4 EOBEMIF. FRIERSNIA TSI DU —RT7T7R2—514 b ZRIATB LS ICRESNE

ERS

CDAIBHFTT T BICIE. s3 ¢ GetBucketConsistencyt&[R £ 7z ldroot 7 h o > FHRE T,

KA

GET /bucket?x-ntap-sg-consistency HTTP/1.1

Date: date

Authorization: authorization string

Host: host

=

IS

JGEXMLT. <Consistency> IZRDOWVWITNHDEZIRL ET,

strong-global

strong-site

read-after-new-write DIHS

58

TARTD/ —RHBEEICT—RZRITID . JITERNGVIESIFEKRD
KBLET

ITARTODYA RDITRTDISATY RERICOWT, U—RF7TIH—
SAH4 FEEMMNMMREESINE T,

12094 FROITARTDI A7 FERICOWT, U—FT7 75—
1 hESUMMRIESNE T,

(FTTAILE) FRRA TSI MIFI)—RT7IE—5+1 FBEMZ.
TSV FOEFICIHEREAMZRELEF T, STAMIERS
N T—RRENMMFIANE T, IFEACDESICHEINET,
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Ea A

FFEaTRE FRA TSz O b EA TV FOBHOMAICDOVWTHRESMZIR
HLET, SINT Y FDFEIF. BDERISGRICOAMEALEYT 5
BOEEDBEVWOJEZSTNT Y b, FELBEVF—IINT
BHEADALIEYGETALIEZ Y) - S3 FabricPool /X4 k TlEHHR— bk
TNnEt A

eyl

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-

new-write</Consistency>

ES e E:
"BEEDfE"

PUT Bucket consistency

PUT Bucket consistencyZEXR Tld. /N7y h TRITINZNIBICER T 2BEMZIERE

IE

7__“

T4 DBERIF. FRERSNIcA T I bD) -7 T2 =54 b2 REATBLIICRESNE

ED

ERZFms 3HIC

(=

1)

o

DILIEESET 331l s3 : PutBucketConsistency &RR & 7=idroot 7 A7 > DR E T,

JIR K

x-ntap-sg-consistency /N7 X—RIZIFRDOWVWTNHDDEZIEET 2HENRHD X7,

o Bl
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Bo 598

strong-global TRTOYA LCDTRTDISATY FERICOWT, U—RT7TH—
4 FEEMIMRIESNE T,

strong-site 120 FROIRTDI AT Y RERICDWT, U=—R7T74—
T4 FEEMNMFRIEESINE T,

read-after-new-write MIHS (TT7AIE) FIRA TSI MIFIV—RT7I7R2—54 FEBEME%E.
7 7‘/ TV FOEFICITFEREBEESMZIRELF T, SUTAMLERS
N, T—RRENRIETNE T, IFEACDERICHEINE T,

)= FRA TSz EA T FOBFHFOMAICDOVWTHIERES M 1R
HLET, SINT Y bDFEIE. BRERBEICOAMEALEYT Gk
EOEEOEVOJEESTNT Y o, BELAEVF—IIRT
ZHEADALIEGETALIEAR Y) » S3 FabricPool /N4y kTl R—~
INFEH A

*E D *—M%IC. TRead-after-new-write] BEM%ZFERTI3HNELNHD £T, EXRHELLEELEBVIG
1E. AIBECTHNET TV r—> 3> 0547 FOEXZEBE LE T, £/l APIERZCICEEGHZIETE
TB3EDIICTTAT7RERELET. NT Y RLARNILDEGHIIEREOFERE L TEHRELTLIETL,

KA

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host

B E 5 R
A O
GET Bucket last access time DIES

GET Bucket last access time EXRZFEH T3 . RR 77t ARBBOEHHIMEL D/
W R THEMICHR > TOWBIHINEDICHR > TUVWEIL EERETETET,

CDMIBETT §BICIE. s3 . GetBucketLastAccessTimet&PR F f=ldroot 7 H o > FHARE T,

EKA

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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&G
ROBITIE. NTy EDORET 7 ZAEEOEHNBMICHE > TUVET,

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

PUT Bucket last access time D &S ICIEEL T

PUT Bucket last access time BEXXZ RT3 . R 77 ARBOEFZE L D/INT
W N TENERIFEMCTEE T, BT IV XBEOEFREEMNCTD /N T+ —Y
VAWM ELET, N—=2 32 103.0 UBETIER SNy MMIX L TIE. WInd
T 7 AL N TEMCED XTI,

CDMIBETET 3 BICIE. N v hDs3 : PutBucketLastAccessTimet&lR % 7z idroot 7 H o > FHRARET T,

StorageGRID /N\—> 3> 10.3 B TlE. IRTOFRNT v F TRIET7 V2 ARBOEHH
T7AILNTEMAD £, LUFID/N— 3 > StorageGRID TER SNz M D

@ BT 74 bOBEZER T 315813 WREBRDINT Y FTEICRET I AEREOE
FEEMITIBRELNHD T, RIKT VL AFEOEHEZEMEIFEMICTBICIE. PUT
Bucket last access timeER % FH 9 % H'. Tenant Manager® /N7 v kDEFEMAR—T EFEAL
X9, #BBBLTKETVW'BRT7 IV AABOEHEEDEITEMICLET",

N7y b TRE7 72 AREOEHRDVENICHE>TVEHE. N7y FOUEBOEEIFRDLSICHED ET,

* GetObject. GetObjectAcl. GetObjectTagging. HeadObject DEZEKR TlE. RI&KT7 I/t ABRBIZEFIN
FtHA. 77TV ME BRI I7HA7IILERE (ILM) FHEDF 2 —ICEMINEH A

* XBATFT—ADHEBEFH T %CopyObjectE3R ¥ PutObjectTaggingER Tld. BRI&R7 IV ABRBHEHINE
Yo 7T NI ILM FHEDF 2 —ICEMEINE T,

*V—=2ZNTy FTRIET 7 ABBOEHHENICAE > TWVWSIHE. CopyObjectBERTY —X/N\7w kD
RET OV AREHAEFHINEF LA, AE—SNEATO I ME V—INT Y bOD ILM FHEDF 12—
ISBMENFEHA. L. TATa4F—2 3 VIZDWVWTIE. CopyObjectER THEICRIR T 7 AR D
BFHENET, ATV bOOE—E. ILMFFHEDF 2 —IBMINE T,

* CompleteMultipartUpload 2K TRI& 7 7 2 ARBHAEHF INE T, T LA T o M. ILM 5l
DF 2—IBMENFET,
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BEz)IITZIARTB

COBITIF. N7y FORERT IV AREZEBMICLTULWET,
PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string
Host: host

COFITIE. NTy bORERT IV IBEEEMICLTUVETD,

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

INTY FDARZT—2BHREZHIRLET

DELETE Bucket metadata notification configuration 3K Tl&. 5&E XML ZHIFRT S &
T, BRONTY F TREREY —EXZEWELTETET,

CDMIBETT TBICIE. /N kDs3 . DeleteBucketMetadataNotificationt&fR & 7= ldroot 7 H 7 > kK E
T9Y,

Z5RA)
ROBNE. N7y b OBRERET —EXZEMCT3AEZRLTVET,

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

GET Bucket metadata notification configuration

GET Bucket metadata notification configuration XX Tl&. B4 D /N7 v b THRERES
EIATDICFERTEIRE XML Z5mAHR T EDNTETET,

CDIIBETET T BICIE. s3 : GetBucketMetadataNotificationt&FR & f=ldroot 7 ho > FHARE T,

KA
MOERIEZ, CWSNT Y FDOAEZT—2BHEBEEZFHAE L ET bucketo
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

lt,\%.t

JGEDAXICIE. NTY FDOXRT—R2BHRENEENT T, XZT—RBHRHRETIE. N7y b TORE
REDREZHRETEEXT, D2FED. EDATZP I MIAYTYIADMIITEN., TDATITI MXET
—BADNEDIVRRA Y MIEXEETNZIDERETEET,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

BEAXARZT—RBHFBEICIE. 1 DULEDIL—IHEEFNTVET, BIL—ILIE. RENFT TV LZIERE
L. StorageGRID WA TV TV AR T—RZFKETETATAF—>2a>ZBELET, TATAHR—>
3 >I%. StorageGRID T KRR > +®D URN ZER L TIRET IHELRHD £95,

2L &tEA WA

MetadataNotificationConfi XX F—&RBHTA IS TV T AT =23 1FL%
guration DR—ITY VOEEICFERINZIL—ILBOOY TR,

1 DU LD Rule BRZEHE T,
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AT—"2RX

TLT7a4vIR

ot
o

GG

BELIEAYTYIRIXIT—E%ZEMT 2HE
NH3A4T2xI b eRETBI—IAOIYTT
2T,

TLT714 v ANEBLTVBIL—ILIFEEEEINE
EXS

MetadataNotificationConfiguration BEZ&ICS £ TL)
£9,

IL=ILD—EDHRIFo

Rule ZRICEENTULE T,

Status ICI& [ Enabled 1 £7-I& T Disabled | %=318§%F
TEET, EMCHE->TVWBIL—=ILICDWVWTIZRE
MHETEINEE Ao

Rule BRICEEXENTULE T,

TLITA4 VORI BZATS U MIIL—ILH
BHIN. TOARXT—EADEELIET AT 1 % —
DIVICEEINE T,

TRTDAF T b Z2RBETBICIF. ZEDTLT
1YIREEELET,

Rule BRICEENTLE Y,
IW=ILDTRTFTX%—3>OAVTFHERY,

Rule ZRICEENTULE T,

WA

(ZqA¥

(AIAY-¢

(ZqAN

(=W

(ZYAN
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2L
URN

eyl

BicE £ 3XML

B
FITOITUMARRT—RDEEEINDZIT AT 1 *—
>3a>Y®DURN, XOTONT 1 ZHD
StorageGRID I > KRR > D URN Z3i5E T 4%
ENHDET,

*es3HBHDIL A b THEIUENRHD FT,

* URNDFEKEIZ. XAT—2ZDEHEIND 1Ty
DAELRAT &, DA TIEE ST 2HNELNHD £

9 domain-name/myindex/mytypeo

I RAKRA > ME. Tenant Manager £7ci37 7> k
EEAPI ZFHALTHRELFT, ERXIEXDEHED
T3,

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty

re

TV RRA Y MERE XML ZXfET BRIICRE Y B
BENBDET, £5LRVE. 404 T5—TRE
NERBLET,

Urn |& Destination BXRICZEEFNTVWE T,

WA
=AM

<MetadataNotificationConfiguration></MetadataNotificationConfiguration> X7 &, /N7
W ML TREREIY RRA Y FEDREDNEDLSICRESNTVWEIDZRLET, XROFITIE. &L
Sf&fFiDElasticsearcht YTy I AIZA T TV P XBZT—EZDPXETINTUVWET current EANLEFT

2017 EVWSEBIDAWS R XA Y THRAFINTLS records,
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

&Ik
"TFYRTAUY hEERT "

PUT Bucket metadata notification configuration D ¥ > K TY

PUT Bucket metadata notification configuration B3k % EH I3 . ELD/N\NT v kT
KRBT —EXRZBEWETEE T, EROANICZTH D XX T—RBEHEEKE XML Tl
TFTRTAZ—VAVRBRA VT VI RIIARRT—RERETZIA TSV M 2IEELE
ER

CDMIBETT §BICIE. /N kDs3 : PutBucketMetadataNotificationt&R & 7= ldroot 7 H 7 > kKR ET
ER

oIk

ERDEANICAR T —RBHBREDNTENTVIMBELRHD £, EXXT—XBHHREICIE. 1 D2ULED
I=IDBEENTVET, BIL—JLF. BENAF T FZBEL. StorageGRID KA T2 b XZT
—REXEITBITRATAF—2a>ZEEELET,

AT MIFTO IO NRBDTIL T4 v IRATITAINRITTEET, T xIE WS TFTL T vy
ADFA TSIV MDART—RA%XETEET /inages B1DDT AT X —>a Vi, LT v I XD
DATTV MEBMLULET /videos BID ./ —RICEEBLEX T

TL714 v ZABEELTUVBREIIBENTIIHL EERIERTINET T, Lz TLT1 v I DD

ATV MADIL=ILEIDELERELRLE TY test LT v I ADMIWIA T o CD2EBDIL—)L
T test2 FAIENEH A,
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TRAT4F%—>3 &, StorageGRID TV KRR > h®D URN ZfEA L TIEEI ZHBELNHD £, TV
RARAY ME X T—RBRIREDEEINICCSICEELTVWARELRHD £9, FELTLRWVES.
BRMNE LTEBMLET 400 Bad Requesto TT7—XwHE— 1 Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

RDRIC. XET—2BAKE XML DERZRL XTI,

2L Bl WA

MetadataNotificationConfi X2 F—&BHTA IS TV METRXToR—>3  1ELN
guration DR—I T VOEEICERINZIIL-IBEOIAY TR,

1 DULED Rule BERZEHE T,

L= BELEA DT YT RIART—RZEBMTIHE  [FL\
NH2FToc I b 2RETSI—IEBOIVTT
R
TLI74 v I IADEELTVWBIL—ILIFIESESNE
ERS
MetadataNotificationConfiguration & ICE £ TL)
7,
ID IL=ILDO—EDHRIFo LWWE

Rule ERICEENTULE T,
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2L A WA

ATF—R2R Status ICI& T Enabled J F7-i3 T Disabled J Z3i5E 3L\,
TEFET, EMTH->TWVWDIL—ILICDWTIZIRME
MEITSINEH A

Rule BRICEFEFNTLWE T,

TLI7a4vIR TLIT4vIRE—RHTZATSo MMIIL—=ILH 1L
BHIN., TDOARXT—EADEELIET AT 1 % —
T VICEEINET,

IRTDA TP b Z2BETBICIF. ZEOTLT
1V I RAZEELE T,

Rule BRICEEXENTULE T,

e IW=ILDTFRT4X—a3a>OAVTFET, =R
Rule BRICEEXENTULE T,
URN AT TV MAET—ADREINDZIT AT %— 3L\,

a3 Y®URN, XOFONT 1 ZHD
StorageGRID T R7R-f > b ® URN ZI8E S 544
ENHDFT,

*es3IBEEHDIL XY MTHIRNELHD X7,

* URNDREIC. XET—2HREAEND 1Ty
TREZA T, ODEANTEEIT HBENHD X

9 domain-name/myindex/mytypeo

I RARA > . Tenant Manager £7ci&7 7+ > b
BEAPI ZFEALTHRELF T, EERIFRDESD
T3,

* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
TV RARAYMIERE XML ZXETDEIICKET S
MENHBD XTI, £5LABVWE. 404 TS —THRE
MEBLFT,

Urn | Destination EXICEENTWVE T,

Bz )OITZALTS

ROBNE. NTy FOREMEZEMITEAHEZRLTVET, CORITIE. IRTOA T I bDFT
PIVMART=EDELT AT =3 VIEEEINE T,
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

COBTIE. FLTa VORI ZF TPV MDAT VTV MAEZT—R%ZBEL XY /images HM
DDTATAFZ—=2aAVICEKFEIN. LTV IR—HITBZA T I MDFA TV FXEZFT—2H5K
EENFT /videos 2BEBHDEEBERICEKEFEINE T,
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BRERET —EXTER TN S JSON

NTY b TREMEY —EXZEBMICTRE. TV bDXET—2FIFRT DEM. EHF. BIFRHMT
HNBIUIC. JSON FFa XY bHEREINTT AT RX—Y 3 VIV RRA Y MIXEShET,

ROBNE. F—2EBLCATS I FOBEICERINBISONZRL TWET SGWS/Tagging. txt (&, & L)

SEBIONT Y FMCIERSINET testo o test N7y MIN=U 3 VBEBINTULWERW S, ZFEAHLE
9§ versionId XTI HZETT,
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"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",
"region":"us-east-1",

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

AZT—2BANZTFEFNTVWE AT TV M AZT—R

RORIC. REREDEMIE > TVWBRBEICTATAHR—2a VIV RARALY MIEREETNS JSON RF
AXYFAHADITARTO T —=ILREERLET,

FFaxXy bRk Ny b, 2720 a0 N=23> D (FET35E) Haihnid,

ZANDLFT
NTYy beFTT U bDER

NTY beFTT U bOER

N7y heFA T bDIER

NTYy beFTT U bDOER

SRATLXRT—4

SATLART—H

OA—HRET—4
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ZANILET IHB% =EA

=7 R key:value TV MR LTERSINEG
ITRTDA TSI N RT %" F—
CEDRT7ELTHERALEY

BT A—HF AT —RDIHE. StorageGRID IFXFFH =1L S3 IRV M@ LT
Elasticsearch ICHfFE BEEZELE T, CNS5OXFEI =AM EIIBEE LTHRIRTSELS

@ |C Elasticsearch Z&E T 3 IC I3 @JE’J?—(—)L RYvEYITBLIUOTYEYIHMNERICET
% Elasticsearch DFJBICE> TL LTV BREMET —ERXREZRETBHIIC. TVTVIIXD
BT r—ILRT Y Eyﬁ‘%ﬁ&*‘m:?'%bz\ib‘%b F9, R¥XaxX> b1 >T vy REHE
lE. AT YIRADRFaAX MDD T4 —ILR R THBETZCIITEERE Ao

R ER
"TFYRTAUY hEERT "

GET Storage Usage Z>KDE

GET Storage Usage EXXZ RT3 L. 7ATY FTHERALTWVWRR ML —CDREE
Er7ho> HCESEﬁUBhTU%/\"T‘/ FCEDFERREZHEIBTETET,

THhHIOVREFDONT Yy FTHEHAINTWVWAR FL—VDBEIE. x-ntap-sg-usage ZIU/INT X —4,
NTYRIEBANL—CDFEREIR. X T LATUEINS PUT E3RX° DELETE R CIERIEINE
To HICOATLOBENEVSESRLIE. FRAEDEINEROUIBICEDKEEMBERILCICHD ETICOL
BEADHBZehHBD £,

T 7 #J)L b TlE. StorageGRID (& strong-global &M= AL T, ERARREOBEREZEIEL £J, strong-
globalB &M% ZM T I A LIBE. StorageGRID (dstrong-site B E M THEARBHREZREFELLSELET.

CDMIBETT T BICIE. s3 ¢ ListAllMyBucketst&FR £ 7z ldroot 7 h o > FHIMET T,

EKHA

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

SER

ROFUE. 2 DDNTY MIADDFATIT I P12 N bDOT =DM ENTTHOY TS, ENT
v hCIE 2DDF TPV RE 6 NA FDT—E2DEHTNTULET,
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

N—=T 3 B

IIE. BTN TVWBIRTOA TV bN—=2 3 VD EHEL £9 ObjectCount KU DataBytes it
ZEDfE, HIFRY—H—IFICEBIMENEHA ObjectCount it

S
"BAMOIE
WRDEMDI2DdD/NT Y FERDBELESNE LT
REROBIMDTDDNT v FBRAEESNE LI

R DAEMMERE TIER S NN v FDOEIRICIX. StorageGRID S3 REST APl O fE
NREBICRDIGEDNHD £T,

AVTSAT7  AMBEIIRILESNE LT

LRTD/N— 3 > D StorageGRID TRt T TUL /- StorageGRID ZEHUEREIZBEIES . S3 ATz ~O
vIICBETBASNE LT
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JO—NILVEMSEREEBMICLTWBIHEAIE. StorageGRID 11.6 THO—NILS3 ATV bOAYIERTE
PEMIH>TWVWET, EHEBMNCLTEFLONT Y MIERRTE A< AD X LT, 7272 L. BEIZEL
T. StorageGRID S3RESTAPI ZfFEHL T. [EROEMNT Y FEBETTET,

* "S3RESTAPIZERALTS3A 7Yz o/ bOv I ERELET"

LM ZERLTA IOV h2EET "

"Ry N Ty TDF LYy IAR—2R " StorageGRID 11.5 TL AL —EMNT v b ZEIBT B HE"
BEIE SN ZEHEK -

» "DEPRECATED - PUT Bucket request modifications for compliance"

SGCompliance XML BR(IBEIEEINFE LTze TNETIE. D StorageGRID H XX LEXR% PUT
Bucket EXRKDA 7> 3> D XML BRROAXICED TERMNT Y bZERTET H LT,

* "BELEF%E- GET Bucket compliance"

GET Bucket compliance XK IFBEIESINE LTz 722l BIFOL A —HFEMNTy MO L TIREEM
BENREZS | ESHIHERITZI N TEEFT,

s "BEIEE N E L7o PUT Bucket compliance"

PUT Bucket compliance B3R ISBEIETNE LT, L. COEBERZF|SHIFEAL T BBFEOLHS —
BERNT Y FOEIRERXZETEET, R BEONTY b E)—HILKR—ILROXRICLT:
D, N7y FORFHEEZERS LIEDTEE T,

BELIEFE | ZEHOD - DCreateBucketER D EE

SGCompliance XML EXR(FBEIEENE L7, UFEIIE. TDStorageGRIDA XX LEXR
% CreateBucketZE KD A 7> 3 VDXMLERANICEOH T, EHNT Y FZIERKTE X
L/TCO

MFin/N— 3 > @ StorageGRID Tt T TLV/- StorageGRID ZEHUEREIFBEIES . S3

727 bOvIICESHRIONE LT, FHICOVWTIE. RZBRBL TS,

@ * "S3RESTAPIZERALTS3A 7oz rAv I ERELFT"
"Xy TV TDFLYIAR—2 " StorageGRID 11.5 TLHY—EMNT v hE2EIET 3
FE"

EMEBMCLIZFHLWOUNAT Y 2R TR X TERCRD F LT, EHDT-ICreateBucketERDZE
BEEFERALTHLVWENT Y FEERLESE TR ROIT—XyvtE—UHREINET,

The Compliance feature is deprecated.

Contact your StorageGRID administrator if you need to create new Compliant
buckets.
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BELEF7E : GET Bucket complianceZ3K

GET Bucket compliance K IFBRIESNE LT, 7efeL. BIFEOL A —ZERNT v b
IS L CIREBM G ENREZS | SRR I DI LD TETET,

UEid/N— 3 > D StorageGRID TRt T TL\/z StorageGRID ZEHIERE ISBEIE S . S3
A7z bOvIICBEBRISNE LT, FICOVWTIE. XRZBRLTLLIETL,

O * "S3RESTAPIZ#ALTS3A 7S 14 hOv 2 RELET"

"Xy Ty TDFLyIAR—X: StorageGRID 11.5 TL A —EEHNT v F 2 EET S
HE"

CDIIBETT I BICIE. s3 : GetBucketCompliancefR £ 7= lroot 7 h o > FHRETT,

R
ROBRBITIE. EWSEBIDONT Y FOEHRTE X R TET X T mybucketo

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

ve=xtll

JGEXMLT. <SGCompliance> /N7 w b TEMNBEMFRENRRINE T, XOIGEFITIF. N7y bD%EE
HERENTRINTED, FFT2 I MMIT Uy RICEDAEZEFNTH S 1 FME (525. 600 97) FRESNF
To CONTY MIFREY—HILFR—ILREHD FHA. BEF TPV NI 1 FRICEFNICHIBRINE
ER

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
xX—amz-request-id: request ID
Content-Length: length
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
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Service Unavailable.
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strong-site *BE M % 8HI8ICERA T 3 CI&. PUT Bucket complianceEsR%#HB3E{TL. Consistency-
Control HTTPERA WA —,

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

IS—iE

* N7y RDEHNT Y b LTERINTULAWSEE. IGEDOHTTPRT—RXXO—RIXIZHED £9 404
Not Founde

* JRL RetentionPeriodMinutes BXRHA NS v FORFEOFRFHAB LD HEVIEES. HTTPXT—X2 X1
— RIZICAED £ 400 Bad Requesto

BEEIER
"BELL : HEHLD 7=8 D PUT Bucket ERDZEE"

NTy bETIN=TDT7IERR) S —
NIy R ETN—TFDT I 2R S —%ER

StorageGRID Tl&. Amazon Web Services (AWS) RUS—SBZFEHALT. S3 7
FTUMIEBINTY RELUNTY NRDA T2V MADT IV RZHIETE X

9, StorageGRID ¥ X7 LICIE. S3RESTAPIRUS—EEBOH Tty MHERESTH
TWXTd, SSAPID 771 RAR T —IF JSON o TEeibE N E 95

TOERAR) S —DHE
StorageGRID Tld 2 BED 7 7 AR O —hHHR— TN TVWET,

* Ny kiR S —, S3 APIDGetBucketPolicy. PutBucketPolicy. & & UfDeleteBucketPolicy DZALIE % fF
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BLTEBEINEFT, N7y hRUS—E@BNATY MCEERITFON. NTY FEEDF T bADN
TYRRBETHIY R EOMDT AT bDA—HICLBZ TV LA ZFIEHT Z71-DICFERINET,
NTY RRUS—RIBIE1 DONT Y FDA T, HBEICE>TIERHED T I —TFITHDNTVET,

> JIL—TFR1)—*, Tenant Manager £7cld7 7> FEEAPI ZFERALTRELE T, JIL—FKR
S—=FTATY DT IL—=TICEERITEN. FDT ATV MHFREITIRED )Y —RIZEDTIL—T
D7 ICRATEBRLSICRESNET T, JIL—TRUS—RIE 1 DDTIL—TICRESIN. HBEICK
STIFEEDON Ty MIEREINE T,

() Zh—FRUs—enTy MRS —OBREICEVES D FH A

StorageGRID D/ b T IL—T DR > —IE. Amazon B'EEL TVWRRFEDGEICR > TERih I F
o BRV—IF—EDRT— XY EDSED BRAT— XY MIROEBERXRTHEREINE T,

* Z7F—kX>YKID (SID)

EYIES

* 1) ></N)L | NotPrincipal

c V=X XEDVY—X

* 7743 [ NotAction

* Condition (7> 3>)

(FF>3Y)

MOBEZFEAL T, HERZIEETZR)O—IXT— XY MHEBERINE T, <Effect> 2G5 L T
<Condition> IZ5% % § %35 A C <Principal> IC <Resource> (CX1 9 % <Action> DRITEFFAI £/IFEEL £

ER

BRD—BRIF. HEDOHEICERINE T,

E#X (Element)
SID

R

Z1) > /NJL [ NotPrincipal
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e

Sid BRIEA S>3 >TY, SIDIF. I—HOBE L TOAERIN
£, StorageGRID ¥ X T LIHNIETNEITH. X TLTHEIRS
nNEtA

Effect BERTld. IEELIMNIBERFRITZIHNER T A0 %EIEEL £
9, Action BRTHR—bFEINBZ3F—T—REFEHLT. N7 v A
T TR (F72I3ER) TRNIBEZIEETIHNELHD £,

A—H, JI—7. BLUVTHTY MIHFED)Y —IANDT7IERL
BFEDIREDORITEHFATEIE T, BEKICS3DESADFENTLAW
BEIE. TAILRA—RXZE (*) 2TV NILELTEET S L
TEZT7I7EADEHFAINET, TI7AIELTIE. AU EHPREY
B)Y—ZADTIEXIEroot 7HYI Y MCOIKIHFRIETNE T,

Principal BRZ1EE I D3VELNHZDIINT Y MR =123 T, &
=TRSO —DFEIE. R O—DEEMITSNT=TIL—THEEEMN
ST NILICED Y,



EX (Element) SHAB

Y= [ XEYY—X Resource EBETId. NTw heA TV hEIEEL X T, Amazon
)y —X%—L (ARN) ZERLTUY—X%EIEBEL. N\ v kT
TV MR T 2MERZEHRXIIIEETZENTEED,

72 < 3> [ NotAction }EPRIZ Action BE & Effect BED 2 DTHEMINE T, FIL—TH
V—REBRTDBE. UV —ZAANDTIEANHF£IFEEINE
o HERERTRMICEDH T TVARLWSED 7IERIFEEINET
. BARMARESEEALTHOR) > —TRH5ENERE EES T
B32rbTEET,

& Condition BEXIEA T3> TY, &HzFERAT . R —%EHA
TR ERIANEIERTEET,

Action BRTId. T RA—FRXF (*) ZHEALTIRTONIBXIFNIEDT Ty b ZIEETE X
To T RIE. RD Action DfEIE. s3 : GetObject. s3 : PutObject. s3 : DeleteObject 7% & DIEFRIC
_ﬁbi?o

s3:*0Object
Resource EETld. TAILRA—RXFE (\*) XU (?) #FERATETFT, 7XEJVRY (*) 30X
FULEOXFIC—HL. 8BEFT (?) F0XFEULOXFIC—HLEFT, FED 1 XFIC—HLFT,

Principa B&Tld. BERT7 7 EXZREL TCIRNTOI—FICHERENETIIBEZRE. JMILRA—RX
FIEHR—FrINFHA. Tc XX, Principal DIEE LTITAILRA—FK (*) ZRELZET,

"Principal":"*"

"Principal™: {"AWS":"*"}

RODFITIE. Effect. Principal . Action. &KX Resource DEEHE#FAL TR LF T, RDOFlF. T
ol OMRZEFEALTTI O NIL, admin IL—TZEELINTY bRV —DXT— XY M ZERL
TWE T federated-group/admin BT )L —7FRE T federated-group/finance. 723>k
RITI BHER s3:ListBucket ZNT W MM YA F—=ILLE T mybucket ELTT I 3>
s3:GetObject TEDNTY FRDIARTDA T TV b
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
1,
"Resource": [
"arn:aws:iam:s3:: :mybucket",

"arn:aws:iam:s3:::mybucket/*"

N7y bR —DH A XD LERIF 20, 480 NA T JIL—TFRUS—DHFA XD LERIZS5. 120 /XA
kT,

RIS—/430€A

TI7FIWETIE TIL—TRIS—IIHTBZITRNTOEFOEESHELANILIFHERESHETT, JIL-TRUY
—DEESUIENTIZE. RIS —F v v aDDICEENBMICBRDETICETSICISDHD B ZEHH
DET. TTAIETIE N7y bRUSD—IIRTE2EFOBREMIIIERICHE<HD T,

Ny bR S —OBHOBESMRIEHBISSCTEBETE T, e xld. Y1 MEELTVB L FiC
Ny bR — 5 BBETEBLSICT B EHTEET,

CDHEIE. ZRETET XY Consistency-Control PutBucketPolicyERDAw A —, F7=I&PUT Bucket
consistencyERZFRATEE T, NT v rRUS—DESUIERINZI . AU —F v v aD®dIC
ZENEMCBZETICT I8N B B XTI,

—BF KR ZEE T 31O ICBEMDEZNDEICKRE T 3551 TTRICNTY LA

(D)  LoREETOBIRLTES L. 25 LE0E, UEOTRTONYT v FERTEERO
BENMEAINET,

RIS —XTF—FXYMTIEARN ZERLET
RS —F7— X2 FTIE Principal 2% £ Resource EXTARN ZFEHL X9,

*S31JY—X®DARN DIEEICITXDEX =FEARAL XY,
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arn:aws:s3:::bucket—-name

arn:aws:s3:::bucket-name/object key

CTATIUTATA4IVY—ADARN (A—HELVTIL—TF) OIEEICIEROEX ZFERALE I,

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

TOMMDEEEE :

AT RE—D—FBICTAINRA—RELTT7RARIRY (*) ZEATI L. 0 XFULEDOXFIC
_E&L/i-a_o

CFTPT VU MF—TIEETETZIEEXFIF. JSONUTF-8 L& 72ld JSON\Uu TR —TF>—s > 2%
FRALTI>O-RIBIHBENHDET, N—EY IV OA—FT o VJEHR— TN TULEEA,

"RFC 2141 @ URN #&x"

PutBucketPolicySLEEDHTTPERDAX . charset=UTF-8TI>I1— R §IHREHHD 7,

RIS —RDOVY —X%ZHBELFT

R —XF—Er XY +Tld. Resource BRZFERAL T, EBREFHFRIFLIIETTINT Y ATy
FEIEETETET,

* Resource BRIFRI S —DERXAT— M XY MIMBETYT, R)P—TlE. VY —REEBERTRINET
Resource  F¥fzld. NotResource BRADI=H,
* Y —IFS3UY—XDARN TIEELZE T, il :
"Resource": "arn:aws:s3:::mybucket/*"
ATV RF—DAREBTRI S —EREFERTZICHTEET, f:
"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"
s I —TFR)—DERBFIE. FEEELAWVWNT Y LB UY —XDETIEET D EHTEFET,

RIS —=TTIVYINIZIBELFT

RIVS—RAT—=F XTIV —ZANDT7 VR ZHFAELIFES 22—, JIL—TF. £ETF+2 7
Ho> b%ZIEET BICIE. Principal E&2%=FEHELE I,
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*NTY RRUS—DER) S —XT7— b AV MIIE Principal BERZ8D2HENRHDET, JIL—TF
BTV NILEHRBEND TS, JIL—TRIS—DR) > —XF7— b X2k TIEPrincipalB2& SN E
HOFEREA

* RS —TIE. TPrincipall &£ 7% NotPrincipall & (RADIBE) TTUVIUNILEIEELE
ER

ID £7clFARN ZERALTT AV Y "R=RADTA TV TA T ZHEETDUENHD T,

"Principal”: { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

ROBITIE. TF> T ATk ID 27233906934684427525 Z{ERA L TWE T, CDIFH. root 7HD
YEEEDIRTOI-—FHRIENE T,

"Principal”: { "AWS": "27233906934684427525" }

*root 7HU Y bDAEIBET BHEIEIRDESICHED £,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

*HEDTITL—TyRI—Y (TAlex1) ZHEETBZHEIFRDELIICHED XY,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

CBEDTITL—TYRII—T (Managers | ) DHFEIBETRIBEIIXDLSICHED ET,

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

*ERTIVINLZEET BHEIFRDELSICHED XTI,

"Principal": "*"

*HVEVWSZERT B7cOHIC. I—TFBORDODICUUID 2 EATEE I,

arn:aws:lam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-
eb6b9%9e546013

fcE ZIEC AlexhEE 1 - ZRE T2 LET alex DHIBRENE L7co L L Alexh R ICEM
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L. BCHEIDETONTVSIFE Alex A—F R TDIA—HIHEINIMHERD FHLLI—HIC
EXETHEATNE A B FT,

C Ny MRS — ORI, EREELAVI =T 1Y OREHTY VL NLOETIEET 5 C
ENTEET,

RS —TIERZIEELET

RS —TlE. Action BRZFEAHAL T Y —XICH T ZERZHFTFIFESTLEFT, RUS—ICIE. T
Action | BRTREINZ—EDIER. 73R 92 [ NotAction | BETIEE TIT 3 —EDIERIHD £
T TENENIUEFED S3 RESTAPI MBI L TWE T,

RDRIC. N7y MCBERATNSHEREA T 7 MCBERAENSHERZTRLE I,

Amazon S3Tl&. PutBucketReplication & DeleteBucketReplicationDEA D 72 > 3 > 1Zs3
@ . PutReplicationConfiguration#fRHMER TN 3 L 5124 D £ L7z StorageGRID Tld. FTD
Amazon S3 tRIC—E T B ERIDERNEZ 7 I > a VICERAINE T,

()  DELETER. PUTZERL CEHFOMBE LES LIBAIKRTINET.

N7y BB T M B HER

MERR S3 REST APl D412 StorageGRID
DHAAZ L

S3 . CreateBucket Z3i8EL £ ¢ CreateBucketz=EIRL £ 9 [={AN
F LTI —TFRIS
—TOMEBALE
ER

S3 : DeleteBucket DeleteBucketDiHa

S3 . DeleteBucketMetadataNotification /N7 w FD XX FT—SBHEREZHIBRL F 130

-a—
S3 : DeleteBucketPolicy DeleteBucketPolicyD & S IC%D £
S3 : DeleteReplicationConfiguration DeleteBucketReplication o (PUTYDELETE
ICH &% DIERRZ %
E)
S3 | GetBucketAcl GetBucketAcl
S3 : GetBucketCompliance GET Bucket compliance (BELE) (&Y

S3 : GetBucketConsistency GET Bucket consistency 0,
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MR

S3

S3 .

S3 ¢

S3 .

S3 .

S3 .

S3 .

S3

S3 .

S3

S3 .

S3

S3 .

S3

S3

S3 .
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GetBucketCORS

GetEncryptionConfiguration

GetBucketLastAccessTime

GetBucketLocation

GetBucketMetadataNotification

GetBucketNotification

GetBucketObjectLockConfiguration

GetBucketPolicy

GetBucketTagging

GetBucketVersioning

GetLifecycleConfiguration

GetReplicationConfiguration

ListAllMyBuckets

ListBucket

ListBucketMultipartUploads

ListBucketVersions

S3 REST API DALIE

GetBucketCors

GetBucketEncryption D B

GET Bucket last access time DIBE

GetBucketLocation

GET Bucket metadata notification
configuration

GetBucketNotificationConfiguration% £ 8

LTL<ETL
GetObjectLockConfiguration D B&

GetBucketPolicyd &K S IC% D £¢

GetBucketTagging

GetBucketVersioning®D &/ — R DEERE

GetBucketLifecycleConfiguration

GetBucketReplication D&

ListBuckets
* GET Storage Usage D&

ListObjects
*AYRATY R
RestoreObject

ListMultipartUploads

RestoreObject

GET Bucket versions (/N7 w b/N— 3

> DOEIF

StorageGRID
DAL

(=W

(=AM

o (GET Storage
Usage) o

F I TIN=TRIY
—TOHMEALE
ER



MR

S3

S3 .

S3 ¢

S3

S3 .

S3 .

S3 ¢

S3 .

S3

S3 .

S3 .

S3

S3 .

PutBucketCompliance

PutBucketConsistency

PutBucketCORS

PutEncryptionConfiguration

PutBucketLastAccessTime

PutBucketMetadataNotification

PutBucketNoaotification

PutBucketObjectLockConfiguration

PutBucketPolicy

PutBucketTagging

PutBucketVersioning

PutLifecycleConfiguration

PutReplicationConfiguration

FT7T U MIBRINBHER

S3 REST API D412 StorageGRID
DAL
PUT Bucket compliance (BgLE) (=R
PUT Bucket consistency AN
» DeleteBucketCorst

* PutBucketCors D&

DeleteBucketEncryption
* PutBucketEncryption D B&

PUT Bucket last access time D & S ICFEFE &LV
LEd

PUT Bucket metadata notification E{AN
configuraton DY > K TY

PutBucketNotificationConfiguration D B&

* % {FF L TCreateBucketZ {ER{ L %
¥, x-amz-bucket-object-lock-

enabled: true B3RAwAH— (s3
: CreateBuckett&fRH N E)

* PutObjectLockConfiguration D B&

PutBucketPolicy® & S ICIEEL £

* DeleteBucketTaggingt
* PutBucketTagging D B&

PutBucketVersioning®D & / — K DFEE

 DeleteBucketLifecyclet
* PutBucketLifecycleConfiguration D B&

PutBucketReplication D B o (PUTEZDELETE
ICH % DIERRZ 5%

E)
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MR

S3 . AbortMultipartUpload

S3 : BypassH/\+— &F

S3 : DeleteObject

S3 : DeleteObjectTagging

S3 : DeleteObjectVersionTagging

S3 . DeleteObjectVersion

S3 © GetObject

S3 . GetObjectAcl

S3 : GetObjectLegalHold
S3 . GetObjectRetention
S3 : GetObjectTagging

S3  GetObjectVersionTagging

S3 : GetObjectVersion

S3 © ListMultipartUploadParts
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S3 REST API D412 StorageGRID
DHAR L

* AbortMultipartUpload D&
* RestoreObject

* deleteObject
ATV MEHIBRLET
* PutObjectRetention D B&

+ deleteObject

ATV MEHIBRLET
» RestoreObject

DeleteObjectTagging DiHE

DeleteObjectTagging (#7227 b D4
EDN—T3Y)

deleteObject (AT T b DIFED/N—
=2

GetObject
* HeadObject (Ny RA T T oK)
» RestoreObject

* SelectObjectContent DJEICEER L F
¥

GetObjectAcl
GetObjectLegalHold
GetObjectRetention D&
GetObjectTagging d 2 D DHEEE

GetObjectTagging (72 2 FDFFED
N—3YV)

GetObject (AT TV FDEFEDN—
3)

ListParts. RestoreObject



MR

S3

S3 .
S3
S3 .

S3

S3 ¢

S3 .

PutOverwriteObject t#EfE# AL ¢

s3 .

COERTABEBRREIFRDEED TT,

PutObiject

PutObjectLegalHold

PutObjectRetention

PutObjectTagging

PutObjectVersionTagging

PutOverwriteObject

RestoreObject

S3 REST API D412 StorageGRID
DHAR L

* PutObject
» CopyObject

RestoreObject

* CreateMultipartUpload #1TL &9
» CompleteMultipartUpload

* UploadPart ® 77w Z7O— K
* UploadPartCopyz 7 ) w2 L9

PutObjectLegalHold

PutObjectRetention DB
PutObjectTagging @ 2 DD )L—7FH

PutObjectTagging (#7727 ~DIFED
N=3Y)

* PutObject lE0V,
* CopyObject

* PutObjectTagging @ 2 DD Z IL—TH

* DeleteObjectTagging DIHE

» CompleteMultipartUpload

RestoreObject

PutOverwriteObject 1EfRI&. #7720 FDIERFTCIZEFHZITORE WEOH X Z LD
StorageGRID ¥R T3, CDIERDEFEICEID. ATV DT =4, A—HEBXET—HX. £713 S3
FTSxIOMDRITZISAT RN EESTTEZINESDDREDET,

crallow™* ( ISA T MNMEIF TSIV M2 EESTTEE T, N TTAHILMRETT,
*Deny: 7547V MNMIATST U EEZTTEEH AL, PutOverwriteObject #EFRH' Deny ICERE SN T

WBISZEDEEITRDEED T,

cAUENRATRFEOA T bHROD S IHEEIE. ROFIEZEITLET,
" ATV RDT =R A—HYEBAZT—R, EES3A T2z DRIz LEZTTZL

IEFTEEE A

* RITHPOWDAAIBIFIANTF v EILEN. T5—DERENET,
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* S3ON—T a3 VEEANEMICE > TWVWBIBEIE. Denyllf&E T 5 . PutObjectTaggingLig & 7=
|&DeleteObjectTaggingUBIC K > TA TP TV P FDRFTTHWN—2 3V DTagSeth ZE S
NE<BOET,

cBEFEOATO U RHRONSHBRWVESRIE. COERDOREITEEL FEA.

* COERDPBVEE. Allow RESNIBDERCBRICHED £,
WEDSIKR S —TLEESTHEFAIINTLT. PutOverwriteObjectiEfR H'Deny|CERE TN TL
BHBE. ATV DT =R, A—HYEBAEZT—R, FEA TS IO DRI EISA
@ TOMDNEEZT TR CIETEFEHAL £7-. [Prevent client modification]*F = v 77K v ¥

ZHHEIRETNTUVBIHES (configuration > Security settings > Network and objects *) . Z D%
T I&PutOverwriteObjectMEfRDERTE L D HEBLINFE T,

RIS —DERUZEELET

FHEIF. RIS —DBMIRBZZAI VT Z2ERLET. FEIIEEFEXF—LEORT THBREINE T,
FHIFF—BEORTZERL TEESNE T, Condition ZRICIIEMOFHFZIEETET. BREICITEHK
DFE—CEDRTZ2EHBENTEET, FETOYIOEHIFROEED T,

Condition: {
condition type: {
condition key: condition values

ROBTIE. IpAddress 4T Sourcelp ZFEF—EFERALTVLWET,

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"

I

YR— FTNBRMEEFIIRD
FHERBEFIIRDODELSICHAEINE T,
* XF5
* BB
* J—ILfE
*IP7FLX
*Nul Fxv?

122



KHEREF
StringEquals

StringNotEquals

StringEqualslgnoreCase

StringNotEqualsignoreCase

StringLike

StringNotLike

NumericEquals (HUE#EES)

NumericNotEquals

NumericGreaterThan

NumericGreaterThanEquals
NumericLessThan

NumericLessThanEquals

7 —ILE

IP7EFLX

NotlpAddress

null

=EA
F—2XFIMECHR L. T2—HTHEID 2HRBLET (KXFL/)
XFDERBD) o

F—2XFIMECHR L. F—HTHIHDZEERLET (ANXFL/IX
FOXBHD) o

F—ZXFIMECHR L. T2—HTHEIDZHRELET (KXF L)
NFDXEREL) o

F—ZNFIMELLB L. F—HTHEID2HRLETT (ANXFLIX
FOXRBZL) o

F—EZNFIMELLB L. T2—HTHHINzHRALETT (KXFL/)
XFOXFHD) o SHBENTEZ * E?TAILRAD—FXFZfE
BTEEY,

F—EXTIMELLBL. F—BTHBINERBLET (AXF LY
FORBBD) o EHZLHTES * &2 T LK A— KXFEER
TEET,

F-ZHECHRL. T2—HTH3HZHRLT T,

F-ZHECLERL. F—HTHEDZHERL XTI

FoZPECLERL. TEDKREIV] O—HTHBZIHESH=HERLE
ER

F—ZHECLERL. UL O—HTHZINESIDZHR LTI,

F—ZHECHERL. T&DNEV] —HTHEIDZER LTI,

FozPECLERL. AD) O—HTHEH ZHRL XTI,

F—%FT— LB L. Ttruex/-ldfalse; O—THZIHh=HEREL
£9,

F—ZIP7RLRAFLIFIP 7 RLADEECLEEL F£7,

F—ZIPT7RLRELIZIP7RFLADEELLLER L. F—HTHBH
MR LET,

REDERIAVTHEFIMIEGF—DHEETINESHERIELE T,
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FR-—bETNTVBREHEF—

Condition¥ — o3y Bz
AWS : sourcelP IPERF EROZEETODIP PRLALHERLET, NT vk
FEA T FOIBICERTE X,

X SSERNEBE/—RFBELUVOT—bU A/
—RrFEOO—RNSOHH—EXZNLTEES
neBEeld. AO—RrRNS oYY —EXD7 v IR
F)—LDIP7RLRAEHEBELET,

A L U—RN—ToRHOIEEERO—-FNF Y
YEERTIHEIE. FO0O0—RNAZHODIP
TRLRACHELET, 8 X-Forwarded-
For NwA—DBWHEEZERTITARWVH. ANy
A—lFEEINE T,

AWS : 1—H% 1)y —2/ID BEROREEOI—FREERLEFT, N7y RE
FlEZA T2 bOWMIBICERTE XY,
S3 :FUIH S3 : ListBucket &

ListObjectsE3K 7z ListObjectVersionsE3K TEE

Thicdelimiter/N S X —&2 LB L £,
S3  ListBucketVersions

MR
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Condition¥ —

S3 : ExistingObjectTag
/<tag-key>

S3  max-keys

S3 . object-lock-
remaining-retention-days

S3 . object-lock-
remaining-retention-days

vooay

S3 ¢
DeleteObjectTagging

S3 ¢
DeleteObjectVersionTaggi
ng

S3 © GetObject
S3  GetObjectAcl
3 . GetObjectTagging
S3  GetObjectVersion
S3 . GetObjectVersionAcl

S3 ¢
GetObjectVersionTagging

S3 . PutObjectAcl
S3 . PutObjectTagging
S3 : PutObjectVersionAcl

S3 .
PutObjectVersionTagging

S3 . ListBucket &

S3 . ListBucketVersions
MERR

S3 : PutObject

S3 . PutObjectRetention

Bz

BEOAF T I MIBED R T £ — LENBEIC
BDET,

ListObjectsE3K 7z ListObjectVersionsE3K TEE
TNfemax-keys/SS X —R L LB L £95

THEE TN fzretain-until-date £ b L £ ¢ x-amz-
object-lock-retain-until-date JROEERICD
WT. NS DENFREFENTH S C C ZHERT
B30I, BRAYA—FENTY DT T HIL
MREFERREID SEEINE T,

» PutObject
* CopyObject
* CreateMultipartUpload Z#EfTL £
I&. PutObjectRetentionZE3K THERE & 11 7=retain-until-

dateX L L T, HFRSMENTH S =R L £
ERR
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Condition¥+ — T3y Bz

S3:TLT7a4vIR S3 ! ListBucket & ListObjectsE 3K & 7= |$ListObjectVersionsE3K TIEE
INToprefix/N T X—R LB L £,
S3 © ListBucketVersions
MERR

S3 : RequestObjectTag  S3 : PutObject AT REBRIZZTFITAZTENTVWBRES
I<tag-key> & FHEDXIT X —ENBEICED XTI,
S3 : PutObjectTagging

S3 .
PutObjectVersionTagging

RS —TERZIEELET

RS —TEREFERTDIE. ZETDIRIV—DBRERETTET, TRUS—BREFERTETET
Resource DEBHRE XFHLE condition & (Element)

ZOFITIE. BE=EFERALTWVWET ${aws:username} IFResourceBEED—EF T,

"Resource": "arn:aws:s3:::bucket-name/home/S${aws:username}/*"

COBITIE. BHEFERALTWVWET ${aws:username} . £HETOVIDEEED—EFTI,

"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

by
Z# ( Variable ) =HAR
${aws:Sourcelp} Sourcelp ¥ —ZIEEDEH L TEAL XTI,
${aws:username} username ¥ —ZIEEDEHE L THEAL T,
${s3:prefix) H—EXBEBDOTL 74 v I RF—ZBEDEHRL LTHEALET,
${s3:max-keys} H—E XEB®D max-keys F—ZIEEDEH LTHEALZE T,
${*} FHXFTT, XFZUTIIL*XFELTERALEFT,
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Z# (Variable )
S{?}

${s}

BB ZRBEE TBR)—Z2FRLET

GG

BFHXFTIo XFZ2)TINXFELTHERALEIN? 2L E T,

BHNF T XF 81 ZUVTIIXFELTEALET,

RS —THEINBERICE ST, ZHUY MDD root A—HFHAOVITIRINZRBYE, EFallTa®
M IERICKENEL BB D £, StorageGRID @ S3 RESTAPI DEETIE. KU S — DRI
DFHEIRIF Amazon KD HE L H D FEHAD. FTHERIZEAFOHIENERHINE I,

Policy #I£ DB

BEICX L. root 7HDO> bk
I T B ITARTOIERZIES
EE)

BRI LI—H/TIL—T
ICX 9 2 IR TOHERZIES
ERG

N7 AT NI IL—TICxd
LESDHERZFFAILEY

NERTHT> D root £1=1&
A—HICEEDIER%EFFIL
9

TARTOIA—HITITRTOM
BN T 2HERZFFRILEY

TANTDI-HFICHLTIA
TOMIEICK T BHERZIES
EES

R —%14 Amazon DENE

4
NT Y b

JgI—=7

ARV

NT Y b

ARV

AVAVE S

B CTHERHEINSD. S3IN
TYRDIRTDRY =0
B 2MHERIFE I S S
root I—HT7HTU > MIHES
TN

B TERASINEY

BTV NILTY

BWEH. SSNTY DT
NTOR)—IBIZXT S
MERZ R S —THAITB
405 Method Not Allowed <5
—REINET

Barieh A BT ATV D
root 5LV I—HFICDWVWT
IF. SINTY FDITARTD
RS —HIB|ICX T BMERT
405 Method Not Allowed T 5
—hRENEXT

B TERINSD. S3N
TYRDITRTORI =4
BICXT 9 2 MERIFE | S S
root I—HT7HU > IS
Thd

StorageGRID D Eh{E

GV

GV

BuED. SSNTY DT
NTORY S —IIBIZH T B
1ERZER)S—THRAITB L
405 Method Not Allowed T 5
—RENET

[ L

GV
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Policy #I£ DB

T NILE LTHROD
—FELIFTIL—T=iEEL
x9

1)Y= LTHHED S3 N
Ty hEEETIHBENDD
x9

Uyl Ta-al
IIN—TZEELET

RUS—F. ATz o b+
#PUTS 27D DIEFREET
Aok (B&R7HOV &
20) EREHELE T,

RS —44 Amazon OENE

7
NT Y

JgIN-7

NT Y

ARV

BN TUONILTY

| T NILTY

Bo T2 T MMIERE
THOYMMIL>THRES
N N7y bR S —I3EA
ShEEA. FRET DO Y
3. T o hDACL
ZERALTHTIZ I MMIT
T XERZH 5T 2 HED
HHEJ,

Write-Once-Read-Many (WORM) (X 31R:&

StorageGRID D E{E

B

GV

B3

B ATV MMINT Y
RRAEET7 DY MI&ST
FrESh. N7y kRS —
HERINS,

F—R, A—"HPERA TSIV PDRAET—4R, S3ATS TV DRI %#RETB=HIC. Write-Once-
Read-Many (WORM) N7y hEER TR D TETET, FILLWATO U FOERESFAI L. BIFED
VTV DLEEEIPHIRZEHLETEESICWORM Ny hZB/ELET, CCTHEATIVTNHDAE

ZEALET,

FEZTZBICIETIBICIF. ROBEZERITLET,

* Grid ManagerT. * configuration > Security > Security settings > Network and objects DJIEIZEIR L«
Prevent client modification *F T v 7Ry 0 XA ZERL £9,

*RDIL—ILE S3RUS—ZBERALET,

° 83 7R 1) & —|Z PutOverwriteObject DENY &LIE%EBML £,
° 83 7R1) & —|C DeleteObject DENY MLIZ%EML £ 9
° 837K 1) & —|ZPutObject AllowLI2% EM L £ 9,

®
®

*HRRA I EREZTAS (REXTRN)
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S37R 1) & —TDeleteObjectZDENYIZERE L TH.
HEETIHRIFIMICE >TA T 7 bHEIBRENE T,

l'zero copies after 30 days] R DI/L—)L

INSDIL—ILERIS—DNIRTERAINTD., AKEZTAADSIFFRESNIEA (KK
TAZER) . REOHRICBDZDIFL—T > vILBREEETYT (KRB ZER) .



/mybucket/important.doc
PUT#1 ---> OK
P2 —emmo== > OK

*HRB* =T Iy BEEE (RENR)

/mybucket/important.doc
PUT#1 - -————- > PUT#2 ---X (denied)

REETER
* "StorageGRID D ILM JL—=JLICK 2 AT 0 FOEE"

"Ny BRI S — DA

" FIL—=TFR) T —DA"

LM ZERLTA IOz b2 EET "
"TFUNTAIY N EFERTZ"

N7y bR S —Df)

Do aroflEfERLT. /N7y bDStorageGRID 77 XK o —%{ERE L £
ER

N7y bRUS =Tl FORY S —DEERTSNENT Y MCRHTE 7O AMEREIEELET. N\T Y
bR S —IE. S3 PutBucketPolicy APl ZfEF L TEREL T, ZERL T IZTVW "Ny FDILEE",

INTy RRD S —%HRETBICIE. AWSCLI TXROOTY Y REFERALE T,

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

Bl D TRTOI—HIINT Y FAOHBMOBAT U £ A ZHAT 3
ZOBITIE. BRI—FEBTCIRTOA—FIINT Y NADA TSI LI FOUR R EATY FROTATO

FT2 T b DGetObjectlUBZFFAIL TWLWE T, TNUNDWEBIF IR TEEINE T, NTY hADET
AHERD root 7 AT Y EUSCHE TN TVWAR WD, CORY S —IIFICERTIRABWEEDHD £7,
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

B :BBETHIYEDIRTOIA—HICTILT I RXZHFHA L. BOTATY bDIRTOI—HFIINT Y
NDFRANDERT VX =ZFHA T3

COFITIE IBELLET AT FDIRTODIA—HFIINT Y bADTILT IV ZAEZHFAILTVWET, TH5IC.
THOYR%EHS1DIEEL. TEDT AUV EDIRTOI—HITIE. THEZDNTY bDFTO I+
DListilLIE ¥ GetObjectlLIBED A %FFAI L TWE T shared/ TPV hF—TFL T 1 v I R,

StorageGRID Tld. JEFFAEET AV~ (BRETHTY M EED) ICK>TER SN AT
() o NTYPEETAYY Mok THRESNET, N7y hRUS—T. Ch50
TV FOBRE ERELET,
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

15! DIRNTOA-HIINT Y bADOTAIRDERT7 VX ZFFA L. 8ELITIN—FICTIVT & R %Z2FA]
3

COFITIE. JIL—TICBT 31— DHDNTY bDOLSBRENT Y FROIARTOF TSI b

DGetObjectllIEZEITTEI 3L DICERI— T ZFLIARTOI—HITFFAILTWE T, Marketing IERE
LIe7HADOYRTIE. L7792 ZADFFAIINTVET,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

Bl o054 7> D IPEEZEEL T, IRNTOI—HIINT Y FADHRAED | EEIAHT IV X %Z5FH]
EX)

ZOFITIE. IBEL- IPEE (54.240.143.0~54.240.143.255 T 54.240.143.188 #fR<) HHDEXRICDLY

TOH. BRIV ZZTCINTOI—HIINT Y FD List WBENT Y FROIRTOAF T2 I D&
MIBZFFRAILTVWE T, ENUNDIBIZIANTIESEIN. IPEEANDERIITANTHESEINE T,
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"Statement": |
{

"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":

["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

Bl 8ELET7T T L—T Yy RA—HFICOBNTY SADTILT IR EHATLET

COBITIE. 727 L—FTY RI—HFDAXBPNDITIT7 I AZHFAT L TWET examplebucket /N7 v

NEZDA TSI b root' ZECMDIRTOI—HIT' IR TOREEZBERNICIESINE I
L. Troot IC& % Put/Get/DeleteBucketPolicy IFIERE TN EH Ao
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

fi © PutOverwriteObject /&R

CDFITIE. ZERAL TLET Deny PutOverwriteObject & DeleteObjectD3RIE. ATz ¥ hDFT—4.
IA—HYEEXRT—R, S3A TPV bDRTZ EESTELIFHIBRTEAWVELIICLET,
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
by
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

JIN—=TRI =D

:federated-

:federated-

Dt arvoflEERLT. JI)IL—FDStorageGRID 77t XK1 o —%{ERE L £

ERS

TI—=TR)>—IF. FOR)—DEEMITENITI—FIIHT 270 XERZIEELE T, IFVLWEE
A Principal BRIFEBENTHZ7OH. RUP—ICFENFTT, JIL—FKR > —I& Tenant Manager 7=

IFAPI ZERALTERELX T,
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5 : Tenant Manager #{FH LTI —TFHRV—%ZRELET

Tenant Manager T/ IL—7ZBMELIFR/ET D EEIC. FIL—TRIVD—2FRLT. TDTIL—FDX
YIN—ICT 5T 2S3T7 VL REREZRARETEE T, 2BRLTKLEETVW'S3TF Y FHDYIIL—T =B/ L
x9"

**NoS3Access* : TIHI AT 3>, Nry b RUS—=TT7oEIDBFAINATLWERLWAETD, C
DITN—=TDOA—HIISIVY —RICTIVECATEFA CDATO I U%BIRTDE. T 74 ETIE
root 1—HICDH S3 UV —AADT I ANFTENET,

HAMODERT7 IR L ZOJIIN—FDA—HICIE. S3 VY —XADHEAIDERT Ut AHEFA
SNET, 1R ATV EVRMNLT, ATV T =2 XZT—R, ZT%FEHINDB
EDTEET, COAFATaVHEFERTDE. TFIAMRY I RICHEARDERTIL—FRIS—D
JSON XFFINKRRINE T, COXNFIIIRETTEH Ao

TR L ZOUIIN—=FDA-HITIE. NT Y REST SI VY —IAADTILT I ADEFE &
NEd, COAT>aVERBRIZE. TFRAMNRYIRIZTIINTIEVRTIL—TRI) > —D JSON XF
FINFRREINET, COXFIIIRETET EFtHA.

CSUBLTITOER COY YIRS —E. TOTFFURDIRTONT Y L EBE LET, C0D
IGIN—=TFO2A—HIZHBEOREERITTEIEIN, ATz bON—=2 3 EEBIEMCHE>TWVWSBN
Ty RhBATI I b ETLRACHIRTZ I CIFTETEE A

Manage All Buckets#EfR Z ¥ DTenant Manager1—(&. CDTIN—TRI S —KDHEHXRTEFEXT, [T
RNTONTY bz BEERZEE TS 31 —FICHIR L. AIREBISEIIZERIEE (MFA) ZFALF
ERS
CFARBRLY LTIIN—TROI—HY—IZIE. TFAMRY I A TIEE LIIERIMTEINE T,
Bl TIN—=TICTRTDONT Y bADTILT V€ X%Z25FR 93

COFITIE. N7y bRV —THRNIESESN TLWIHREZERE. JIL—TDIRTOAYN—IZTTY
PR EDFRBETEIRNTONT Y EADTILT I EIDFAEINE T,

"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

Bl JI—=FICTRTDONT Y bADGRARDERT7 IV X Z2FFA T2
COBITIF. N7y bARUS—THARHNIEEEINTVLIHBEZRE. JIL—TOIXRTORAY/N—ICZS3 1)

V—ZNDHRAMDERT7 IV ELINFAIEINE T, TceriF 7T b2V MLT T2z T —
B AET =R, BT ZHRAWMBEHTEET,
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",

"Effect":
"Action":

"Resource":

"Condition

"Allow",
"s3:ListBucket",
"arn:aws:s3:::department-bucket",

": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"Effect":
"Action":

"Resource":

"Allow",
"s3:*0Object",
"arn:aws:s3:::department-bucket/${aws:username}/*"
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