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URI® =

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

URN® =

my-endpoint-1 S3 Bucket
my-endpoint-2 € 2hoursago Search
my-endpoint-3 Notifications
my-endpoint-4 S3 Bucket

http://10.96.104.167:10443

http://10.96.104.30:9200

http://10.96.104.202:8080/

http://10.96.104.167:10443
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arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2
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Overview o
Display name:; my-endpoint-1 #
Type: S3 Bucket
URI: http://10.96.104.167:10443
URN: urn:sgws:s3:::bucketl
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a

resolved error, select Test connection.

Test connection
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4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3

my-endpoint-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Display name @ = lLasterror® < Type® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 e 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2::examplel

urn:sgws:s3::bucket2
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4 endpoints

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service
(CloudMirror replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to

Create endpoint

my-endpoint-3

my-end point-4

Notifications

53 Bucket

http://10.96.104.202:8080/

http://10.96.104.167:10443

Displayname @ < lLasterror® <= Type@® = URI® = URN® =
my-endpoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl
my—endpoint—2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc

arn:aws:sns:us-west-2:examplel

urn:sgws:s3::bucket2
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REBEREBTS— L LTHRELET,

3. [*TU IV IVRRAIVMOHIBR | ZBIRLF T,

BREXvtE—IHRRENE T,

Delete endpoint X

Are you sure you want to delete endpoint my-endpoint-10?
This might take a few minutes.

When you delete an endpoint, you can no longer use it to access
external resources.

Cancel Delete endpoint

4 [*TYREAY FOBIR | BBRLET,
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ﬂ One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.
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Overview o~
Display name: my-endpoint-2 #
Type: Search
URI: http://10.96.104.30:9200
URN: urn:sgws:es:::mydomain/sveloso/_doc
Connection Configuration

Verify connection @

Some errors might continue to appear after they are resolved. To see if an error is current or to force the removal of a
resolved error, select Test connection.

Test connection

Last error details

@ 2 hours ago

Endpoint failure: Endpont has an AWS failure: RequestError: send request failed; caused by: url.Error; caused by:
net:OpError; caused by: os.SyscallError (loglD: 143H5UDUUKMGDRW)
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix>2020</Prefix>
<Destination>
<Bucket>urn:sgws:s3:::2017-records</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Bucket options Bucket access Platform services

Replication Disabled

Enable the CloudMirror replication service to copy objects from a source bucket to a destination bucket that is
specified in an endpoint.

# Platform services must be enabled for your tenant account by a StorageGRID administrator.
# You must have already configured an endpoint for each destination bucket.
# You must specify the URN of each endpoint in the replication configuration XML for the source bucket.

Enable replication

<ReplicationConfiguration>
<hole></Rale®>
<Hule>
<StatusrEnabledsy Status>
<Prefig»zZ020</Prefigs
<Destination
<Bucket>Rra: Bgwsts 53 L2l —recovds</ Bucket>
<StorageClass>STANDARDS/StorageClass>
< /Destinacion>
</ Bules>

<;Repllcatichcnflguratlcnﬂ

®

StorageGRID BEEBEMNT ) v RIRZ—I v 72130V v REEBAPI #FHLTETF Uk
THhHOU DTSy b T74—LY—EXRZBMICLTHELBELHD £7, 5RE XML DR
ERICIS—HRELBEIE. StorageGRID BEEICERHVEDE LT L,

1 LT —=2a hELKRESNTWVWS C EZEBLE T,
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A ZDNEWATD I MIOWTE LTV —2 3 Y OFREBRENECRD £,

R ER
"I5Y R T A= LY —ERIY KR Y R EERLE T

ARY FBHZSRET D

BT —E XIE. 3 DD StorageGRID 7S5y b7 4#—LTF—EXDS3BED1DTY,
NTy bOBHEBMCTD . BBELIEARY MIET BI1EHZAWS Simple
Notification Service (Amazon SNS) ZHAR— b9 3T X7+ %—> 3 vKatkal T XA
FlF—ERICEETETET,

X% BAtA T H0IC
CTFIUNTAIDIERDT T Y b T +— LY —E XH'StorageGRID BIEEICE > TEMICTNTLS,
cBHIDY —RE L THEBETANTY FZERLTHEETET,
CARY MBRHIDT AT X—3 Y LTERTZIY RERA Y AT TICEEL. URNARESATL
BDRENHBD XY,

*HRESNTIA—HTIN—FICBLTWBRENHBD T "I AXTD/NT vk FTzldRoot Accessi&ERz &
BLEI" TNHDMERIE. Tenant Manager ZERL TN\7 vy b ZHRETIRICTIL—FR) > —F T
ENTY RS —DERBREL D HBEINE T,

CDRAZICDOWVWT

ARY MBHIERETRE. V—IANTY FRADFA T T FTIEELZARY EHARET B -NOENNE
HEh. AT % =3>>IV RERA Y e LTERINTULSAmazon SNS & 7zldKafka b By 712X (E
INEJT. N7y bOBHZENICT BICIE. BRBBHFRE XML Z1EH L GER I 2HRELHD 9, &
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<NotificationConfiguration>
<TopicConfiguration>
<Id>Image-created</Id>
<Filter>
<S3Key>
<FilterRule>
<Name>prefix</Name>
<Value>images/</Value>
</FilterRule>
</83Key>
</Filter>
<Topic>arn:aws:sns:us-east-1:050340950352:sgws-topic</Topic>
<Event>s3:0bjectCreated: *</Event>
</TopicConfiguration>
</NotificationConfiguration>

Tenant Manager T. * Storage (S3) *>*Buckets* Z:#ERL %9,
V—=ZNTy bOBEIZEIRLE T,

NT Yy FDFEFHAR—HRREINE T,

TSR TA—LY—EX> ARy MBI ZFIRLE T,

(AR NEBREZEENCT R FIVvIRYIREFAICLET,

BHIERE XML ZTF R bRy I RCEEDFIF. *EEZRFREFE* Z8RLE T,



Bucket options Bucket access Platform services 53 Console

Replication Disabled “

Event notifications Disabled ~

Enable the event notification service for an 53 bucket If you want StorageGRID to send notifications about specified events to
a destination Amazon Simple Notification Service [SNS} or 2 destination Apache Kafka cluster.

= Platform services must be enabled for your tenant account by a StorageGRID administrator.
* You must have already configured an endpoint for the destination of event notifications.
* You must specify the URN of that endpoint in the notification configuration XML for the source bucket.

Enable event notifications

Clear

.

<TopreConfiguration:
<Id>Image-created</Id>
<Filters
<53Key >
<Filterfule>
<Name>prefix</Name>
<Valuerimages/</Valuer
</FilterRules
4 [fS3Key>
</Filter>

StorageGRID BIEEN T Uy RIX—J v XfldTVy REEAPI ZALT&ETFH 2 b

() 7HYYEDOTSY R T A—LP—EREEMC L TEABABD T, BE XML DR

ERICIS—HRELHBEIE. StorageGRID BEEICERHVEDE LT UL,

1. ARV PBRAIDPELSRESNTVWE CEZRELE T,

a.

HE XML THRE LTc@MZ FA—93BEMZmicTi#FeY —IANT Y FROF T2 7 MMIHL
TEITLFT,

COFITIE. ZERLTA IV FHMERINBTZUICARY MBRIDERESINET images/ 7
L714wvI R,
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b. 25+ %— 3 > DAmazon SNS % 7cldKafka k£ v 7 ISBAINERIES NS L ERBL T,

fcezlE. TRT4F—> 3> Y IHAmazon SNSTHRZ EINTWVBRIHEFIE. BHHIEEIN
T FICEX =N EEET DL DICH—ERZRETETET,

"Records": [
{
"eventVersion":"2.0",
"eventSource":"sgws:s3",
"eventTime":"2017-08-08T23:52:382",
"eventName" :"ObjectCreated:Put",
"userIdentity":{
"principalId":"11111111111111312121211"
br
"requestParameters": {
"sourceIPAddress":"193.51.100.20"
br
"responseElements" : {
"x-—amz-request-1d":"122047343"
br
"s3":{
"s3SchemaVersion":"1.0",
"configurationId":"Image-created",
"bucket": {
"name" :"testl",
"ownerIdentity": {
"principalId":"11111111111111312121211"
br
"arn":"arn:sgws:s3:::testl"
by
"object": {
"key":"images/cat.jpg",
"size":0,
"eTag":"d41d8cd98f00b204e9800998ecf8427e",
"sequencer":"14D90402421461C7"

+TAT4F—2a> bEYIISBRDEVWLESIE. StorageGRID BEIDY — /N7 FHIEL < 5%
EINTLET,
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"INy ROBRIICDWTIERE L £ 9
"S3 RESTAPIZ{#EHT 3"

"I5Y R T A= LY —ERIY KR Y R EERLE T

BREMET —EXZ2FEATS

BREHET—EXIE. 3 D0 StorageGRID 75y b T +#—LHF—EXDS5MD 1 DT
To COT—ERZBMICTBRE. T2 FHMER. BRSNS FEED
AP T=RPRITNEHREINLLESZIC. TATAR—23aVORKRA VT VI RICHT
VIV MXET—REXETEET,

TFHFYMNIRZ—C v 2 FERAL TREHREZEREL. 1 R4X L StorageGRID 5%E XML Z /N7y MMCEATS
£9,

BEHET—EXATRATITY P XEF—EHFRT 1 X— Y aVICEHESNB 0, £0
(D) BEXMLIE _X27—SBHEE xm_ LIHINET. CORE XML&, 1> NENES
=T B 1D _BHIRE xmi_ LISRBD £

EFBRBLTLKIETWVW'S3USA T N7 T )r—2 3> %RETZHODFE RDH XX LD StorageGRID
S3 RESTAPI JLIBDFFHICDOWVWTIE. UTEEBL TSIV,

CNTY ROXET—2BHREZHIRLET
* GET Bucket metadata notification configuration

* PUT Bucket metadata notification configuration @ <> K T9

R:EIB R
"BRHESHD XML EZHRELF "

"XATF—RBHICEFENTVWR A TS T M XET—4"
"BERBEET—EXTEMRIND JSON"
"BRERET—EXEHRETB"

"S3 RESTAPIZ={EHT 3"

BERHESEDO XML ZHRELET

BRERET—EXIE. RICTENZEDII—IILZ2FRALTERELET
<MetadataNotificationConfiguration> XV
</MetadataNotificationConfiguration> ¥4, &JIL—IJLIE. IL—I)LIRE TIEE
SNfcA TPV b LUV StorageGRID B'S5ZFDA TP T FDX AT —A%EEET
BTATA4X—araEEELEXY,

AT MIATS IO MBDTIL T4 I RTIANR) T TEET, I zE WS TLTrvd
ADFA TP TV PDART—RZXETEEXT images Z1DODTATAFZ—>3 VIl TLT4 v I IHD
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FTOTIVRDART—RITEBMLET videos IO/ —RICBELET L 70 v I XDEELTLS
BREIIBMTIIRL, ZERBICIESTINE T, fLexld. LI v IR 0ATo I MINTBIL—IL
F1DEL/RETYT test LT v IADMTWA TV FD2EBHDIL—IL T test2 IFEFRIETNTL
FtH Ao

TATA4 X —> 3. BREREY —EXAICER SN StorageGRID T RR-1> ~dD URN Z AL T
BEITBIHENHBDET. CTNEDIY RRA > ML Elasticsearch 7 5 X2 LICERTNTWVWE A>T
JREZATEBRLET,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

RDRIC. XBT—2BAKE XML DERZRL XTI,

£l Bl WA
MetadataNotificationConfiguration X&XF—&@BHTA TS T METATa4F— g AN
DR—ITY VOEEICERASINIIN—-IBEDA> TR,

1 DULEDRule BERZEHE T,

L= BELIEA YT YIRIART—RZEBMTIHBE 1L\
NH23ATo 0 b Z2H/ETZIL—IBOIVTFH
R
TLI74 v O XIDEELTVWBIL—ILIFIESESINE
ERS
MetadataNotificationConfiguration EZ&ICS £ TL)
7,
ID IL—ILDO—EDHRFo LW

Rule BRICEFEFNTLWE T,
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2L A WA

ATF—R2R Status ICI& T Enabled J F7-I3 T Disabled J Z3i58E 3L\,
TEFET, EWMTH->TWVWDIL—ILICDWTIZIRME
MEITSINEH A

Rule BRICEEFNTLWE T,

TLI7a4vIR TLI4vIRERHTZATco MMIIL—=ILH 1L
BHIN., TOXARXT—EADEELIET AT 1 % —
T VICEEINET,

IRTDA TP hZ2BETBICIF. ZEOTFLT
1V I RAEEELE T,

Rule BRICEEXENTULE T,

e IW=ILDTFRT4Z—a>OAVTFET, =R
Rule BRICEEXENTULE T,
URN AT TV MAET—ADRETNDIT AT %— 3L\,

>aY®URN, XOFONT 1 ZHD
StorageGRID T KRR > h® URN ZI5E S 544
ENHDFT,

*esIBEHDIL XY MNTHIRNELHD X7,

* URNDKREIC. XET—ZHREAENZ 1Ty
TREZA T, ODEANTEEI BHBENHD X

9 domain-name/myindex/mytypeo

I RARA> i Tenant Manager £7ci&7 7+ > b
BEAPI ZFEALTHRELF T, EERIFIRDESD
T3,

* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype
*urn:mysite:es:::mydomain/myindex/myty

re

I RRA Y MMIRE XML Z3XET BHIICKRET B
BEDRHDET, £5LBVE. 404 TS5 —THRE
MERBLET,

Urn | Destination EXICEEFNTVE T,

YO TFINDART—2BRRE XML ZfEA L T, HMBOD XML Z{ER T 3 AEZHEBTETE I,



AT —BHRE - BRE OINRTDA T b ZRRICLIERETT

COFITIE. IRTOAF TPV bDATI LI MAEZT—RIDPELCT AT X —2aVICEEINET,

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:myes:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

2 DD —IIZEEC AT —2BHRE

COPTIE. FLTa VIR IZFTP TV MDA TV MAEZT—R%EBEL XY /images HM
DDTATAFX—2AVICEKEIN, LTV IR I—HITZFTO I MDATO I M AEZT—RHE
EENFT /videos 2BEBHDEERICEKEFEINE T,

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

REEER
"S3 RESTAPIZ{EHT 3"
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BREHRET —EXZRELET

BREREY—EXTIE. 2720 bHMERL. HIFR. B EDXZT—5 | ZTHE
HENBLLIC. TRATAR=23YOREBA T VIRIATI LI b XET—2H
EETNET,

EEZFIR Y SHIIC
CTFIUNTADIEDT T Y b T +— LY —E XH'StorageGRID BEIEEICL > TEMICTNTLS,
CAVTIVICA YT VI RE[MITZSINT Y FZERLTHEETE T,

* RERET—EXDTRAT2—2a> e LTERTRIIY RARAY MDA T TICEEL. URNARESIN
TWLWAHREHLABHD £,

CHEERENEA—HTIL—FICBLTVLWBRHRELRHD £ "I RTD/NT v k £/zldRoot AccesstE[R % &
HLxd"s INHSODERIE. Tenant Manager ZER L TNTw b ZRETBIRICTIL—TFR) > —F T
WENTy FR) S —DOERRERELD BHBEINET,

ZDRRIICDOVT

V=2ZNT Y MWL TRERET—EREZRELIBE. 7700 b2 EREIZA TSI DX AT
—R|RTEBFITRE, ATV AT =AW T AT Z—a VIV RRA Y MIEEEINE T,
TICA Tz FDEENTVBNT Y F THRERET—EXZBMICT 2. BIFEOA TV MMIET3
XA TF—2BHIIEFMICITEETNERA. BEOA TSIV MDAET—EINTRT4%—a v DOBER
AT VI RIEBMEINDEIICTBICIE. AT b 2BHIINELHD 9,

FIE
1. REREZBMCTBOICHELARIT— BN XML ZTF XA MIT 1+ X TERL X T,

© REMEADRE XML ICB T 315HmZzERLTLIEET L,

XML ZRETRICHT>TIE. TRATAHZ =3 LTREREIVRARA> D URN ZFERAL
£9,

<MetadataNotificationConfiguration>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:11111111111111:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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2. Tenant Manager T. * Storage (S3) *>*Buckets * Z#RL %7,
3 Y—=ZNT Y bOZEEERLE T,
NT Y OFER—IHRRINET,
4 TS5y kI xr—LY—EX>RBREHRE*EEIRLEY
5 [REMEBEZEMCT R FTvIRYIREFVICLET,
6. TEX MRV I RIART—ZBHFREZMDFIF. *BEERE* ZBIRLET,

Bucket options Buchket access Platform services
Replication Disabled “
Event notifications Disabled W
Search integration Bisabled e

Enable the search integration service to send object metadata to a destination search index whenever an abject i created, deleted, orits
matadata or Lags are updated

» Platform services must be enabled for your tenant account by a StorageGRID ad ministrator.
* You musk have already confligured an endpoint for the search integration serviee.
& You must spacify the URN of that endpoint in the search integration configuration XML for the bucket you want to indesx.

Enable search intagration

<MetadacalincificacionConfigurations
LRule>
#5tatustEnabledd/Status>
LPrafixyc/Prefins
#hestination>
<Urnrarn:awWssesius-east-1:111T11T131111] sdemain/mydoma in/myindex/ mytype</Urn>
#/Deatination>
</ Rule>
< /MetadatalotificarionConfigurationy)
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S—hRE LB EIE. StorageGRID BEEZICERVWEHELIZT L,

[ BRERET —EXDNELSRESNTVS I EZHRLE T,

a. WE XML TEESNIAZT—2@8MZz NV A—923BUZRmIIA T b2V —INT Y IC
EBIML &I,

ARRDBITIE. N7y MIEMSNEIRNTOFA TPV bHXET—2@HZ U H—LE T,

FTITVMDRAET—RERTZZT ISON RFa XY A TV RRA Y FTHEESNIERA
DTYVIRCEMENTC BB LEFT,

T
HBEIZHLC T ROWTNDDHEETNT Y FOBRERREZENICTT XTI,
* Storage (S3) > Buckets Z##R L. Enable search integration *F TV IRy I X% F 7ICLET,

* S3API ZEEFEHRA L TUL3E4EIE. DELETE Bucket X 25— 4 BHERZFERALEX T, S3 U517
N7 TVr—o g3 %RETEFIEEZBSBL T,

REEIER
"BRERET—EXICDOVWTIERET 3"

"RERBESHAD XML Z#RELEF "

"S3 REST APIZ{ER 3 3"

"FSw R T A—LY—ERIVRRAY b EERLET"

BREREET—EXTERKRINS JSON

INTY N TRERET—EXZBMITRE. ATV COXRT—R2FIFRTD
B, B, HIRATHONB OIS, JSON RFa XY MBS INTT AT R%—
AYVIVRRAY MIEEINE T,

ROFIE. F—EBUCA TP FDBEICEMRINDISONZRL TLWET SGWS/Tagging. txt (& &L

SEHIDNT Y MIERITNET testo o test NT W MMIN=J3 VBEBEINTLARWVWED., ZFEALE
9§ versionId XTI MWZETT,
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"bucket": "test",

"key": "SGWS/Tagging.txt",

"versionId": "",

"accountId": "86928401983529626822",

"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1",

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

AT —2BANCTFENTVWEA T LI b AEZT—H

KORIC. BRIREDEMICE>TWVWBRBRICTATA R —>3a VIV RERA Y MIE
EENBISON RXa XY FROTARTD T —ILRERLET,

FFaxX2bhalciE. Ny b, #7090 ba N—=232 D (FETS%E) iEaFnEd,

ZANLFT
NTY AT FOBER

key: ATV hE—%

region : N7y )= 3>7RY
us-east-1

size: HTTPO SA4 7> MCRRT
NZ3F7x 0 DY A XA b
BA{1T)

OA—HRET—4
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bucket . N7 v kDEEI

versionID : N—2 3 VEBEINLNTY NAOA T I bOAT
2 /A A
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nds5: A7z NNy

metadata : 77TV FDIRTOI—HFXART—AEF—CEDONR
7 & L THRIA

key:value



ZANDLFT HR % R
tags: A TV TV MIERINTVWEIRTODA TPV bR T ZF—

27

CEDORT7ELTHEALEY

key:value

R A—HFART—RDIFE. StorageGRID IIXFH£T/-1E S3 ARV @R LT
Elasticsearch ICH{tE BEZBELEF T, CNS5OXFHZ#BANMEIIBEE LTHRIRTDELS
IC Elasticsearch ZRE T BICIE. BN T —ILRIYvEY ISV Y EYTAMERICET
% Elasticsearch OFJBICRE> T TV BRERMEY —ERZRETBHIIC. TVTYIRD
N7 —ILRIYEYIZBMCTEIRERHDET, RFaX D1 2T v o XERE
lE3. AVTYIARDREFAXV DT —ILRRATHIBETDHIIFTETEE Ao
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