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Object Metadata Lookup

Enter the ientifier for any obiect stored in the grid to view its metadata

Identifier murl:‘l'.“."lt"'a'.{"bji'lllll

Version 1D [optional)
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System Metadata

Object ID

Mame

Container

Account

Size

Creation Time

Modified Time

ATZ2ESEFF-B13F-4905-9E9E-453T3FEETDAS

testobject

source

t-1582139188

524 MB

2020-02-19 12:15:59 PST

2020-02-19 12:15:59 PST

Replicated Copies

Node
9997
99-99

Disk Path

ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%

Raw Metadata

“TYPE":
“ICHND ™ 2
"MAME™ :
"C8ID™:
"PHHD" 2
"PPTH":
"META":
"BAS

ATV ALY (REL—=2R) a—L) OFEE

AML=/—FOEBELBRBZAML—DIF BEOA T2V X MTICHE
o TPV RRAMTFIERAML=UR) 2 —LEBEINET,

BAML=—/—ROA TPV AT OBERZERITEET, 770V X M7I1E * nodes * > *
* Storage * R—J D FHBICKIRINE T,

Storage Node* >

10

"CTHT",
"AlZE9EFF-B13F-49095-9E9E-45373F0ETOAE",
“testobject”™,

"exSB23IDEVECTCIRALL1E",
"FEABAES1-534A-11EA-9FCD-31FFERCIB056",
“source®,

P
L

E7:

"PAWS": =27,

e

nx



Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors

0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors




HOERBDIC"EA L —T/ — FOFM" ROFIEZXRTLET,

1L HR=F*>*Y—JL*>*F)y R MROZ * Z&ERLET,
2. [site *>] > [*_Storage Node] > [* Idr ] > [ Storage*] > [* Overview*] > [* Main*] &R L £ 9,

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e

ZAML=UR) a—LOEEIF. BEOMEICIELT. ANL—SDRAT—ERAERIEA TSIV CINTOD
BEMDOTS—LICRMEINET, AL—=—RUa—LAICEENRELEGSIE. ARL=2/—FROTAR
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o BEICIH LT, * Configuration *Z T ICBENITE X "A ML —Y / — REFGAEDERREICLET"
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ICBb EY,

72TV bOBEEREL
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BEE7OERICIE NI TS0V RKREEEA TPz bOEFEREF VY (BT 2703502 FI&EE) D 2
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c*al* (F7AIE) [ BHARI3DDART—EADIRTOIAE—%BIHL £,

BEMOFEHICOWVWTIE. Yo —ROFHBAEEBLTLEEU,

8. T*Continue* ] #EIRL £,

9. BIRNAZMELET. [*Previous* | #BIRTZ L. V= ROBIDOFIEISER. BIRNEEEH
TEXJ,
FITCzV MNEEF VI aTHERTN. ROVWITNHIHERITINBZETEITINE T,

e 2a3T7hETLET.

© U7 E—REEELIEF v IR LIBE, —BEIELEY 3 TRBETIETA. Frouill
o237 IABETE F A

o U3 7HMZIEL £J, Object existence check has A h—JL* 75— kD MU A—CNFET, 75—k
ISR L THRE SN AEICRWE T,

c g 7HKML £, * Object existence check has failed * £ WS 75— bW MUA—ENET, 77
— MW L THRE SN A EICREWVWE T,

> TService Unavailablel F7-i% linternal servererror] £ WS X wE—IHARRINE T, 1 DRICAR
—JHBEHLT. PaTOEREHITLET,

@ BEICIGL T, [FTPzV MOBFRE]IFvIR—IHoBEHLT, D3 T0ERE
BAITIBENTEXT,

10. 37 DRTHIC. T*Activejob* ] #T7ZKRRL T RESNAA T/ bOAE—DTELTWVWBC
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1.

18

MR LE T,

COfEIF. LTVT— AT b EA LAYy —0—T a2 IFTPz I bOREIE-DS 5. 1
DUEDTSTAY EDRRELTVERLDDEHHRZRLET,

BESNAETZEA TSz OAE—DEH 100 2B X 258I1F. A L=/ —ROXML—U%ETH
B DEFETBAEELDHD £,

Object existence check

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.

If you have questions about running object existence check, contact technical support.

Active job Job history
Status: Accepted Consistency control @: All
Job I: 2334602652907829302 Starttime @: 2021-11-10 14:43:02 MST
‘ H-isr;i\;g nb|cc{ coui-c.-s.t.:i.ercctc& 0 0 ’_'I Elapsed time @:

Progress: 0% Estimated time to completion @:

Volumes Details
~

Selected node = Selected storage volumes Site %
DC1-51 0,1,2 Data Center 1
DC1-52 0;.1;2 Data Center 1
DC1-53 0,1,2 Data Center 1

DadhET LIS, SOICBBRT I3V ERITLET,

cREATI TV FIAE—D 0 THZ I EHBHINIIZEE, BEIIRODD FEATL R, SLIFF
ETY,

cWEATD I FAE—DEOLDKRETVEHEEIN. TObjectslost* | 7Z— MR MUAH—E
NTULAWERIF. KELTVWR3IARTOIAE—DNIRATLICE>TEESNEF L. N—RUx7
OMEMEIEECSN, ATV bOAE—DSEBBIBLABVLSICHR>TVWE e Z2/HERY %,

cMFEATD U FAE—DMEOLDKRETVWEHEHIN. [ *Objectslost* 1 7Z—hHA R H—
SNFHZEIF. T—ROBEMICEETZUEMLHD £T, TV/ZHIILYR—-MIBEVEHLE
J ke A

° grepZEA L CLLSTEEX v -Vt a . BRA TV I/ bAE—ZFHAETEX T, grep
LLST audit file nameo

COFIEIZOHDQELUTWES "EEA TV EFELTVWES" (=L A7 7 bOE—
DHBEIIERLEY) LLST TIEAH < OLST,




12. 2 3 7 Tstrong-siteB &4 & 7= (dstrong-globalBE M Z IR L 121581 XX T—RDEESUIERIN
3 ETHIEBF-OTHS. BLAR)a—LAICKH LTS3 T 2#BETLEY,

DaTdICEEND / — REAR) a—LATXET—R2OEEMEHIFT SO DREN I D > TULIBE.
B THESNREL TS T FIP— S RE 2RAL TV A TV LY F -2 3 T THE
T3 THIRTEETY, StorageGRID

a. [* maintenance * (X>7F+ > X *) ]>[* Object existence check * (F 7T FDEFEERSR*) |
> [* Job history * (37
b. BRITIZEMMTETIVWRZ P aTZHELEFT,
i 3BEIMUERICEITINEY a3 TZER/ETSICIE. T*Endtime* ] FEBELTLETL,

i. 2N5O3JICoOVWTE. OV AFyoay 00—y XXy > LT, @Y1 MF7-i358
JO-NILERERLET,

C BEIIZEDITDFIVIRYIRZEAVICLT, *BEITZERLE I,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
Nodes (volumes) Missing object Consistency . [ }
Job D Stat a a A Startt a End t a
o ¢ @ A [~] copies detected @ control - it i@ L il J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) (1] All 14:43:06 MST
14:43:02 MST
DC1-53(3 (3 weeks ago)
volumes)
and T more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651858848823235 ; 2021-11-10
. Completed volumes) 0 Strong-site 14:42:11 MST
{Rerun job) 14:42:10 MST :
DC1-54 (2 (17 minutes ago)
volumes)
and 4 more

d O3 70BRTIV«4H—RT BRLE/—REARYa—L, BLUBEMERIELED,

e D JExBRITIIERFTELE. "BRIT*ZHEIRLET,
(7971472371 2THRRINET, BERLIEITRTOY 3 71d. strong-siteD—EMDHZ1DDT 3
TJELTHEETINE T, [Fl] /23> [BEEPI T 70 —ILRICIE. T30 37 1D H—
ERTEINZEXT,
TR
T—RADEEHICOWTERBRINHZIHEIE. * support * > * Tools * > * Grid Topology * > * site  *>*
Storage Node* > * LDR * > * Verification * > * Configuration * > * Main * [CE& L. /Nwv I TS5 RIGEEL —
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FEEOLET. NvITTTY REEEE. BRIIESNTVWERIRTDA TSI b7 —2DIEREEZREEL.
RO -ol-BEZEBELEY., BENGREEZ CTEALITRECBHELTEETSZ LT, 7T—XBXODURY
HERINE T,

S3 PUT Object size too large 7> — c D+ ST a—FT 0 VI %175

S3 PUT Object size too large 77 7 — k&, S3H 1 XD LR THB5GBZEZ D TILF/N
— F TARVPUtObjectlliB= 77> HAEITI R MU A—CNFE T,

TEEZ BT BHiIC
* ZfEA L T Grid Manager ICH A >V LET "HR— SN TWLS Web 7577

* INTRTTY "WEDT T ZHER"
5GBZBR3A TV heEALTVWETH Y hZHEEL T BAITE3L3ICLET,

FIE
1. S[EEE]>[EEEE Esyslog — N\[*ICRBEIL £ 7,
2. 0547 Fh5DEFIAADNormalDIFEIF. BEEOJICTIVEIALET,
a ANT2IY VK ssh admin@primary Admin Node IP
b. [ZEBEINTWVWB/NZIT—FZANILET Passwords.txt 771/,
C.RODIARY REANDL TrootiCIDERX £, su -
d (CEHEINTVWEINRT—RZAALEXT Passwords.txt 771 )L,

root LTOJA> T2, FOAVTEBHSEODET $#T 1 #
e BREOJMEMENTULSTA LI MJICBREILE T,

BEREOJTALIMIBLUVERETE/ —RiF BBETATAX—YaVOREICL>TELED X
ER

T3y BT

O—AlL/—KR (T7#ILE) /var/local/log/localaudit.log

BB/ —R/O—AHIL/—FR BB/ —F (FZAXUVESLVIETS1T)
/var/local/audit/export/audit.log

* IANTHD./— K : “Ivar/localllog/localaudit.log i@&F. ZDE—
RTIET7 7LD ENMGEL TULE T,

NEB syslog B —/\ /var/local/log/localaudit.log

BEBELDHREICHL T ROELSICANILEFT, cd /var/local/log' £7ld
‘/var/local/audit/export/

FHRICOVTIE. Z2RL T "SEERBROXELZERLEFIT "KL,
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f. 5GBEBR 247V b EFERALTVWETFHY M ZRELET,
i. AJJ zgrep SPUT * | egrep "CSIZ\ (UI64\): ([5-9]1|[1-9][0-9]+) [0-9]{9}"

i FERICKRRSNBEEA Yy E—JICDOVWT, #BBLTLIEEIWVWS3AI T4 —ILRICAALTT
FORTHAIRDEBRLET, XvtEt—RHOMO 7 —ILREFERLT. 251072
NTYy R BEUOATO I MIE>TERINTWEIPZRLAERESELES,

a—Fk =EA

saip XETTIP

S3Al T7F > KID
S3BK T b

S3KY ATk
CSlz HAZ (N1 F)
BEEOJEROA

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1672943621106262] [TIME (UI64) :80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) :"bhavna"] [S3AK(CSTR) :"060X85M40Q90Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:ro0t"] [SBATI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK (CSTR) : "test"] [S3KY (CSTR) : "large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID(CSTR) : "A80219A2-CD1E-466F~-

9094-

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UI64) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID (FC32) :S3RQ] [ATID(UI64) :4333283179807659119]]

3. [Client Writes]h' [Normal]| TR WMBEIE. 77— bDTF > MDEFERALTTF Y M EHELE T,

a. *support > Tools > Logs *ICBENI L £d, 7I—FTREL—=/—RODT7 )= 300z IR&E
L/i-a_o 75_ I\o)ﬁﬁ?§15ﬁj\%$gibijo

b. 771 ILEZEBRAL. ICEHAE T bycast.log:
/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log

C OJTEMEELZET method=PUT BLUVTITA 7V rZHELET clientiP 70 —JL K,
* bycast.logDHI*
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Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: [12220829 1870864574 S3RQ %CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cb66b7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. 7+ MZ. PutObjectDT/E AT A XHBEGBTHD. 5GBEBR 2 AT TV MIILFN—rT7 v 7O
—REFERAITZELSICIERET,.

S. 7V r—2avHEBETNTWVWBRIESIF. EFZEMERLET,

KoNtcA 7oz b T—RERBELTWEA TPV T —2DOMZ T a—T+
>

TP T —RDERERZED S TINoa—T1 2T I BE

ZTOx 0 MITETFRERTHRAHINE T, LexIE 9547 T TV —
IV oDOHmAMDER. LTIVTr— b ENF T MT—RONY OISO
FAZREE. ILM IL—ILICK B BEHE. X L=/ —ROUANVEOA TSI T —
D)X NTREDQDEHNTITONE T,

StorageGRID X T Lld. AT TV FDOXAZT—RIIBHSINIBFROBHREFEAL T, #7200
FAHELTOBAAERELE T, BESNBBATA I TV FOOAE—DROHNSHRVGE. AT LI
LM RS —|ZA TP FOOAE—ZBHRFIZIL—IHFENTVZHDE LT YR TLHADMDE
FAh SO —%HAEESELET,

COFABLICHINT S, RELTWSA TP OO —H StorageGRID Y X FALICE > TEZFHX
bNET, ENUANDIEEIEZ. *Objectslost* 7T — bHXRDELSICMIAH—TNFET,

LU= ROAE—=IIDOVWTIE BlOIE—ZFHAHERWNGE. 7700 bhikbhice AR INT
To—rHRUA-INET,

CALAYYy—O—T 4 Y/ AE—DFE. BEINIHAHL S A —ZHAEE R VFEIE. BB
5D5AE LHEITEINBEI1IC. Corrupt Copies Detected (ECOR) BMDEN1DESINE T, 1D
JE—DREONSRVEEIE. 75— MUH—ENZET,

IARTO *Objects Lost* 75— b Z T CICRABL THEXDIL— MNER ZHEL. 7750 >R EDEASHD
BERHTREFERATEAVWI ML=/ =R T7—AACT/ —RIZAT IV bHFE-TULARVHE S HhZ HERR
TRIBRELRHD T, 28RL KTV ELA TV M ZfAET S

JE—DBWATI I hT—aRbNIGE. VANUBRE EHD £ A, 2L BRFTD TS
Ao RZE)EY LT, BBRIOBERA T bHFHLWVMERA TV T b 22X AT VT LBVWEDICT
BRENBDET, 2BRLTIKLLESVWEBERA T/ b eREF TV bDAT Y F2 )Yy FLET

BRATOz IV NZRAETS
Objects lost* 7 T — b AU H—NHGEIE. TSICABTIBELRHBD £, &

ZRIBATOT U MIETRIERENEL. TIVZAILYR-MMIERL TS
L\O
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1EEZBIR Y BH0IC
* Z{EA L T Grid Manager ICH 1 > VT RREDRDHD T "FR—FENTWLS Web T T T

s INTRTTY "HEDT 7t AMER"
c THEBELTHLMENHD £ Passwords.txt 771,

CDRRAIICDWT
* Objects lost * 75— k&, StorageGRID iJ' Uy RRICA TPz bOaE—DHBVWCHBILI-C %
TLET, T—EDBREICKONIAREELHBD T,

BERATO TV MDTZ— b Z2BICABLTLIES V. TNUEDT—RIBRZH SO DU HE|C
BRHBEDNHD £, MRISHUTNIE, BRATOT I MZUINTTEZHENHD £,
Flg
1. *nodes (/—R) |%=&RLET
2. [Storage Node>* Objects*] = #IRL £,
3. ATV MIDRICRRINTIBRF TV bR LE T,
Z OHfEIE. StorageGRID ¥ 27 LRATAELTNB S LAY Uy K/ — RTREShEF TS 1Y

OGS ZTRLET, COfEIF. LDRY—EXEDDS H—ERILEFENZ T XA ST AVR—RY
FDIERFA T TV ATV RDEEFHTT,

DC1-S1 (Storage Node) & X
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
53 ingest and retrieve @ Swift ingest and retrieve @
18/s 1B/s
D.800 B/s 0.800 B/s
0.500 B/s Mo data D.600B/s No data
D400B/s 0.400 B/s
0.200 B/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 15:30 1540 15:50 16:00
Object counts
Total objects: @ 0
| Lost objects: @ 1 ||| .:
$3 buckets and Swift containers: @ 2

4. BB ) —RHS5, "EBOSICT AL ET" Objects Lost* 75— hERJH—LIA TSI bD—
BEo#HAF (UUID) #RERT 3ICI1E. ROFIEZRITLET,
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a gy kr/—RicAJ14>LET,
LROATYREZASLFT, ssh admin@grid node IP
i. ICEEHEINTVBNZIT—RZANLET Passwords.txt 771 o
iii. DAY REASIL TCrooticIDEX T, su -

V. [CEEEHINTWVWBNRXT—RZANLZET Passwords.txt 771, root LTOTA>T3
Eo FOYT DS EZEODERT ST 1 4o

b. EEOJHMRMINTVBE T LI MIUICBELET,

BEEAJTALIMIBLVEETS/ — R BEBET AT RX—YaVOREICE>TEADF

o

FFoav FEST
A—AlL/—K (77%)LF) /var/local/log/localaudit.log

BB/ —Rk/O—AIL/—FK BB/ —F (FZATVUELVIETST1TY)
/var/local/audit/export/audit.log

* IARTD./— R : “Narllocal/log/localaudit.log i®@&. CDE—
RTIET 7 AILDAENMELTVET,

SNEB syslog H—/\ /var/local/log/localaudit.log

BEELDHFREICIHLEL T ROELSICANLEFT, cd /var/local/log Ficld
*/var/local/audit/export/

FHICOVTIE. 28R LT "SEEBBROXELRZERLFIT" LIV,

C. grep ZfEA L T Object Lost (OLST) BEEXvE—J%MHLET, ANDTSIT R grep
OLST audit file name

d XwtE—JICE&FNTVLWD UUID ODfEZXELE T,

Admin: # grep OLST audit.log
2020-02-12T719:18:54.780426
[AUDT: [CBID(UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :"926026C4-00A4-449B-

AC72-BCCA72DD1311"]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UIG64) :1581535134780426] [ATYP(FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

S. AL E Y objectByuUID AV Y REMA L THANF (UUID) THID IV hEERL. T—2ICY
2RIBBHZIZHNESHERRETETET,

a. SSHZFERL TEEDA ML =2/ —RICOJA1 > LET, RIC Ttelnet 01402 £ AJLTLDRO
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IV=IIETIEALET,

b. A9 353X K /proc/OBRP/ObjectByUUID UUID value

CDRIDFITIE. #FEDOA T T MTT UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311

ICIZ2DDIBFANKRIRENT

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72-

BCCA72DD1311

"TYPE (Object Type)": "Data object",

"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",

"NAME": "cats",
"CBID": "0Ox38186FES53E3C49A5",

"PHND (Parent handle, UUID)": "221CABDO-4D9D-11EA-89C3-

ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",

"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFFT7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
b
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\{
"Location Type": "CLDI\ (Location online\)",

25



26

"NOID\ (Node ID\)": "12448208",

"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
N
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO0%$DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

2BBDHITIE. ZIEELIA TS T FTT UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311
BRIDRTIINTUVEE Ao



ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUID D H 1z MR L. WY LAEZERITLE T,



ART—4 ERal))

TSIV RDREDODMDEFEA ATV MHRONSHVESIE TERROR) (WS Xyt
("ERROR" : ") —SHIRETNET,

ATV MHRODSHBVESIE. * Objects lost * ¥z 1) &z
whLTT7S—h2OUT7TEXET, AT x0 FHRBRVGEE
3. ERIICHBRINIA Tz b THBeEZRLTULE
ER

BRI 0 KO KREFL HAICBAANRIREINTUVWSIFSEIE. * Objects lost* 75— kA
BROIEDETH B AIEENHD £,

TPV D EFEREI B CZRELE T, HAOICKRTEIN/
—RIDETFAINRZFERALT, 772z T 7AILHUR
FENIIGFRICH B e 2R LE I,

(DFIE"RONIAIEEN HZ AT I FOBREK"/—F ID %
FRALTELWA ML=/ —RZRETEDHEICDOVWTEHRAL
7)o

FITT U MHEFEET BHBEIE. * Objects lost * DExE )z +
LT7S5—bhEIUT7TEETD,

%A =0 HAICHBADRIENGBWSESIF. T2 bBRELTWVWS
AL B D FT, L THTLKIEETVW" AT I b ZiRERLT
DZE7LET"£RIF TVZAILYR=MIBEBVWEDELTE
T

TUZANLGR=MIBEWEDLE LRI RITHOINL—2U
ANDFIE D BVDESHZRERTIEDICKOESNZ D
DET, DIFBHRESEL T IV "Grid Managerz @B L7cA4 7
IO RT—BRDVANT"ELUV"A ML =R a—LADF
T TF—2DIRET

KONIAIRRED B2 4TV b ZREL TV LT LET

Lost Objects (LOST) 75 —L& *Objectlost* 75— br&E MUH—L7 (KRbhia
BEMDHBEHRELR) ATV MERRELTURNTTEZHENHD £,

EZEZBIR T %81lC
c THELEEXRA TV FOUUIDZHESRL TEZIXT "EBEA TV M EFAET S
c HFEHTAIECHMNTEXTY Passwords.txt 771 )o

CDRRAIICDWT

COFIE ZEALT. Yy FAOMDBZBATEEAA I/ bOL T ) r—IE—ZBERTET XTI, 1F
EALDZE BRATD I MIRDODD FE A, el MRISHHLITNL, BRLTUVr— 472
T hEBRERLTIVRANTTERHBEDRHD TT,
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(D CoFEO¥R—MOLTH. FHZALYHR— MCBRLADE 2T,

FliE
1. BB/ —ROEBEBEOI T, 7TV MEETIAREMDOH BB HEELE T,
a. gy r/—KricOv1>L %9,
LRDIYY FZANLET, ssh admin@grid node IP
i ([CEEE TN TWVWBNRT—REANLET Passwords.txt 771 Jls
il. x> REASIL TrooticIDEZ Fd, su -

V. [CEEEHINTWVWBNRXT—RZANLZET Passwords.txt 771, root LTOTA>T3
E. 7OV DD EEDLDET $KT 1 4

b. BEOJIEMEINTWVWET LI MIICBREILETD,

BEEOJTALIMNIBLUEKETD/ — R BETATAFX—Ya>OREICL>TEABD F
ER

FFoav Tk

AO—AIL/—K (F7=)LK) /var/local/log/localaudit.log

BB/ —r/MA—AIL/—R BB/ —F (FZAVELVIETSIT)

/var/local/audit/export/audit.log

* IARTD./— R “/var/localllog/localaudit.log iB&E. CDE—
RTIET7 7ML EDMIELTVET,

NEB syslog H—/\ /var/local/log/localaudit.log

EELDHREICIHGL T ROELSICAHILEFT, cd /var/local/log' £icld
“/var/local/audit/export/

FHICOVTIE. ZBRL T "SEBBROXGEIRZERLF IR,

C. grepz AL TZRALFT EROAEEN D24 TPV MMIEEMITONTVWEEEX vE—
"HATTFAILSEELE T, ANJTBIXY YR grep uuid-valueaudit file name >

output file name

Bl

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages about lost object.txt

d. grep ZEALT. COHEAT 71 ILH5 Location Lost (LLST) EBEEXvtE—C#HELET. A
719307 R grep LLST output file name

Bl
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Admin: # grep LLST /var/local/tmp/messages about lost objects.txt

LLSTEEEX vtE—YDHIERICRLE S,

[AUDT: [NOID(UI32):12448208] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD (CSTR) :"/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA#3tN6"]

[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI64) :15815351

34379225]
[ATYP (FC32) :LLST] [ANID(UI32) :12448208] [AMID(FC32) :CLSM] [ATID(UI64) :70

86871083190743409]]

€. LLST Xwt—YTPCLD 74 —JLRE NOID 74 —JLRZEZRZELE T,

PCLD OfElx. RELTWBL TV — ATz FAE—ADT 14 RITLDRERINRT
9o NOID OfElE. ATz bOAE—DEFETDHEMDH S LDRD./—KRID TI,

ATz CDBFADROD - THEEIF. 7T M2 VR NTTEZHBEDRHBDET,
a. ZOLDR./ — RIDICEHERITENTWA A ML —Y /) —R%IZEL£J, Grid Manager T. * support *

>*Tools * > * Grid topology * ZFEIRL £J, XIc. *_7—&€E>&— _*>* L—Y/—F
_*>*LDR*] ZERLZF T,

LDRY—E XD ./ — RIDIZ. [Node Information] 7 — 7 IJLICRRENET, TDLDREZHRX ML TWL
B2ARNL—=C/—RHBROWBET. EXML—C/—ROBEREERELE T,

2 EBEA Y-S THERESNTWBR I N =/ —RICA TSI CHFEETZIHESHEERLE T,
a gy kr/—RicOga14>LEd,
L ROIYY REASILET, ssh admin@grid node IP
i. [CEEHINTWVWBNZIT—RZANILFT Passwords.txt 771/l
ii. XDAY > REAFIL TrootiCIDEZX £9, su -
V. [CEEESNTWVWB/NRT—RZASILZET passwords.txt 771/l

root LTOJA >3, AV TRDBDESEDLDFET s#7T ¢ 4

b. ZTC I DT 7AINZADEFETBEHESHEERLEFT,

FITSTIO DT 7AILINRICIE. LLSTEEX vE—0 PCLD DfEZFEALE9,

fce ZIE RDKSICATILET,

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG'
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@ OV RTIE ATz F 77 IINREEIC—FEF| AR CTHA. H%XFEEITI7T
—7LEd,

" ATV FONIDRODSBVEE. FTPx MIkbn, COFIE ZFEALTUI T
TBHILIFTETEEA. TVZALYR—-MMIBBULEDE I,

" ATV CNRADBROD o EEIF. ROFIEICEAF T, ROM oA TP I b%
StorageGRID ICJ R 7 TE X,

B AT U MNIBROIM27FRIF. TP % StorageGRID ICU X R T7LET,

aFLAML=2/—RD5 ATV T 7A1ILOFEEZZEL T StorageGRID TEIETE 3 &
SICLFEYT, AJJTSIAXY K chown ldr-user:bycast 'file path of object’

b. SSHEHERAL TEEDX FL—2/—RicOJ1>LET, KIC Ttelnet 0 1402) £ AFLTLDRO
=T IR LE T,

C. ANST5IYR cd /proc/STOR

d. A#J¥3IY> K object Found 'file path of object’

freZIE RDESICANILET,

Object Found '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tNG"'

ZHITLEFT object\ Found ARV RIF. JUYRICATO U bOBFAZEBRLE T, F/oo 7
T4 TRIMR) =R R ) H—Ch, FERUSD—DIEEICRK > TEMOIE—IERINE T,

FTITY MERON SR FL—U ) — RBF T 51 Y OBEE. 4251 VDR
DARL=/—RIEA T b EAE—TEET, TSI VDRRL—I ) — K
() o warllocalirangedb 5+ L& FUlcA TV LY ERELE T, RIC, FRE ERGTL

F9 Object\_Found AVYRZFEAL. ATV MADT7AILNRZIEEL £
ER

ATV bV RARTTERVGEIE. ZF1TLET object\ Found AR Y RAKHML &
Fo TUVZAILTR—-MIBEBULEDELLEEI L,

* A7 1Y b StorageGRID ICIEFEIC R R 7 INIBEIE. BWEEGRADZ X vE—IWRRS
nxd, A :

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tN6"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tN6"' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

ROFIBICEHF T,

4 F T U bH'StorageGRID ICIEFEICU R R 7 ENIBEIE. FTLWSFAAMERINTWS e = HEAL
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9,

a ANF35IY>K cd /proc/OBRP

b. A9 %< > KR ObjectByUUID UUID value

TDF)IE. UUID 926026C4-00A4-449B-AC72-BCCA72DD1311 DA T U bIC 2 DDIHFAM H S
_&ERLTUVWET,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

by
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T719:16:10.983000"
by
"AWS3": |
"LOCC": "us-east-1"

b o
"CLCO\ (Locations\)": \][

\ {



"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12448208",

"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
N
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO0%$DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. LDRIOVYV—IHISHAUT7IRLET, ANNTBHIYU R exit
S. BB/ —RHH. BEEOJVEZRRLTIDA TV b ORIMEEX v E—JTRL. BEIZIHLET
BRI AVILER (ILM) IC&->TAE—HEBEINTVWS 2R LE T,
a gy R/ —RiZOJ1>LET,
L XOOAYYREASNLET, ssh adminlgrid node IP
i [CEEEINTWVWB/NRT—RZANILET passwords.txt 771 /o
iii. xDATY REASL TrooticINDEZ T, su -

V. [CEEE SN TWVWB/NRT—RZASILET Passwords.txt 770 ), root& LTOJA>T 3
& FAVT DD SEDLDERT $#T 1 4

b. BEOJHMRMINTVBETA LI MIICBELET, ZBRLTIETWL FE b,

C.grep ZEALT. A7V V MIBEENITSNTVREEA Y E—JZHNT 7AILICHE L X T,
AJIT3IX 2K grep uuid-valueaudit file name > output file name

Bl

Admin: # grep 926026C4-00RA4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages_about restored object.txt

d. grep ZFRALT. COEAN7T7 71 I/LH5 Object Rules Met (ORLM ) BEEAXA v tE—T%HMH L £
Jo AJITSIX K grep ORLM output file name

Bl
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Admin: # grep ORLM /var/local/tmp/messages about restored object.txt
ROHNE. ORLMEEX v -2 DAIZRLTVET,

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]

[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a BEBEAYytE—ITLOCS 74 —ILRZRERLET,

ZDT7+4—ILE®D CLDI OfEld. A7z baE—DMER N/ —KRID&R)a—LID T,
COXyE—2F IIMBAERIN. 2204700 baE—DT )y RRD 2 DOBEFRICER S
Nz RLTVLET,

6. "MAA TSIV MNCREF TSV DAY r 2V EY MLET" " ZIUYILET,
BRATO O MEREATS O MDAV EVEY RLET

StorageGRID )X?‘A%‘:Eﬁ’kbx SREINTCIRTOIEERA T 7 MHERICKDN
TWBZ &, TR 21ET77—LTHS CZHERTE 5. Lost Objects BIEDIE
Z0ICUEY FTEET,
EXZBtR T 01
* Z{EA L T Grid Manager ([CH A V1 VT 3HEBEAHD T "HR—EENTULS Web 7 ZTH"
* CNTRTTY "HEDT 7t XHER"
CDRRIIZDOWVWT
Lost Objects BT > RIFRDELESHDR—I 5y hTEET,
* *4R—k *>*Tools * > * Grid Topology * > * _ Site_*>* _ Storage Node_* >* LDR * > * Data Store * > *
Overview * > * Main *
crHIR—kr>rY—)L*>* Yy R RO *>* HAk _*>* IAFL—Y/—K _ *>*DDS*>*
T—RART > BE*>* XA
NS5 OFEIX. Idr>*Data Store* XK= 5 hT Y E%E )2y b 23HEERLTVWET,

Flig
1. HR=—r*>*Y—)L*>*FJ Uy R RO *EZREIRLET,

2. BEFRIELOST 7 7 —LDBELTVWE R L=/ —RIZDWT, *Site*>* AL —Y/—R
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Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1GB
Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3.000 GB
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The following Storage Nodes are using more than 90% of the space allowed for object metadata:

Node % Used Used Allowed
DC1-52-227 104.51% 6.73 GB 6.44 GB
DC1-53-228 104.36% 6.72 GB 6.44 GB
DC2-52-233 104.20% 6.71 GB 6.44 GB
DC1-51-226 104.20% 6.71 GB 6.44 GB
DC2-53-234 103.43% 6.66 GB 6.44 GB

Undesirable results can occur if object metadata uses more than 100% of the allowed space. You must add new Storage Nodes immediately or contact support.
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& Privacy error * 4+

i C { A Notsecure | admusg.examplecom/grid/#/server—certificates T 6

A

Your connection is not private

Attackers might be trying to steal your information from adm.sg.example.com (for
example, passwords, messages, or credit cards). Learn more

MET:ERR_CERT_AUTHORITY_INVALID

Be Srianeed |

adm.sg.example.com normally uses encryption to protect your information. When Google
Chrome tried to connect to adm.sg.example.com this time, the website sent back unusual
and incorrect credentials. This may happen when an attacker is trying to pretend to be
adm.sg.example.com, or a Wi-Fi sign-in screen has interrupted the connection. Your
information is still secure because Google Chrome stopped the connection before any
data was exchanged.

You cannot visit adm.sg.example.com nght now because the website uses HSTS. Network
errors and attacks are usually tempaorary, 50 this page will probably work later.

H—/NFERAZ DMREIC & > TUEBEA R SNB VWK DI TR 7HIC. T—/N\FERREDOBEMHAREAAD < &
Expiration of server certificate for Management Interface *7 > — b MU H—ENF T,
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®* Your credentials for this account were invalid. Please try again.

* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete

your request. Please try again. If the problem persists, contact Technical
Support.

®* Unable to communicate with server. Reloading page..

FIE
110 2R TH S HI—ETFA 21> LTLLREEL,

IS—HBEFNICERINZVGEIE. ROFIBICEAE T,

55


https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-storagegrid-security-certificates.html#access-security-certificates
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/configuring-custom-server-certificate-for-grid-manager-tenant-manager.html#add-a-custom-management-interface-certificate
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/using-identity-federation.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/troubleshooting-hardware-installation-sg100-and-sg1000.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/maintain/recovering-failed-storage-volumes-and-rebuilding-cassandra-database.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html
https://docs.netapp.com/ja-jp/storagegrid-118/admin/admin-group-permissions.html

6.

7.

56

StorageGRID & XA 7T LICEBDERE/ — RHAH2581FE. JOBE/ — 5T )y RIR—TvIilHAa
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CHAVAUTERZHREIF. *FYyDaR—R* *J—=R* *TI—b* YR OEF T
3VZFALT. I7—DRERE ZRETET XTI,

c BB/ —RAMMDOLDHOBRVEERHY A1V TERWVGEEIE. ROFIEICEAF T,
J—=RDON=RITT7HF 731D ESHERRBLET,
StorageGRID S X T LTI VI I A VA > (SSO) HMBEMICH > TWLWBHEEIE. OFIEZBEL TL
EEVW'S Y IIINTAF R ELTUVWET,

MEZRRTDICIE. 1 DDEE/ — RO SSO Z—RHICEMICL THSBEEMCTIVENHD F
ERS

@ SSONBEMICHE > TWBIFRIE. HIRSNIcR— b ZERL T VA TEEEA. R
— bk 443 ZER I BHENDHD T,

FRALTWE7HO YD 7T L —FT Yy RA—HICBELTVWAHESHhERESRELET,

Jx7L—TYy RIA—HYT7HTY FHEEEL TLWARWEEIE. root B dO—AI)LI—H & LT Grid
Manager ([CH 1 >4 > L TAHATLIEE LY,
cO—ANIA—YHTA2A 2 TEBRHEEIEE. ROFIEZEITLET,
L RRINTWVWER TS —LZHERLET,
iil. [* configuration] * > [* Access Control] * > [* Identity federation] Z3&RL £ 9,
iii. [$EFEDTAKN*1ZI)wo LT, LDAP H—N\—DEHRELZRRL T,
V. 7 MIKBLIEBEIF. RELS—ZBRLET,

cO—ANIA-FHFA2A2TET. JLTUIvILDNELWVWS EHBELIZEEIE. ROFIEISEH
9,

Secure Shell (SSH) ZEALTERE ./ —RICOJ1>LET,

a. ROIARYFZANLET, ssh admin@Admin Node IP

b. [ZEREHINTWVWB/NZIT—FZANILET Passwords.txt 771/,
C.ROIAXY RZEASNIL TrootiCtIDEZXE 9. su -

d (CEBHINTVWBEINRT—RZAALEXT Passwords.txt 771 )L,

root LTOJA>F2L. FOVTEHDSEDLDET T 1 #

Uy R/—=RETEITINTVWEZIIRTOY—ERDRXT—RRAZRRLEXT, storagegrid-

status
NMS. mi. nginx. mgmt DF APl H—EZXNITRTERITINTVWRCZERLET,

HAE T—EXDRT—ZIANEDLZ LT CICEHEINE T,
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$ storagegrid-status

Host Name 99-211

IP Address 10.96.99.211

Operating System Kernel 4.19.0 Verified
Operating System Environment Debian 10.1 Verified
StorageGRID Webscale Release 11.4.0 Verified
Networking Verified
Storage Subsystem Verified
Database Engine 5.5.9999+default Running
Network Monitoring 11.4.0 Running
Time Synchronization 1:4.2.8pl0+dfsg Running
ams 11.4.0 Running
cmn 11.4.0 Running
nms 11.4.0 Running
ssm 11.4.0 Running
mi 11.4.0 Running
dynip 11.4.0 Running
nginx 1.10.3 Running
tomcat 9.0.27 Running
grafana 6.4.3 Running
mgmt api 11.4.0 Running
prometheus 11.4.0 Running
persistence 11.4.0 Running
ade exporter 11.4.0 Running
alertmanager 11.4.0 Running
attrDownPurge 11.4.0 Running
attrDownSampl 11.4.0 Running
attrDownSamp2 11.4.0 Running
node exporter 0.17.0+ds Running
sg snmp agent 11.4.0 Running

8. nginx-gwH —EZNRITINTVWER 2R L ET # service nginx-gw status

9. [[use_Lumberjack_to_collect_logs. start=9]] Lumberjackz B L TOJ ZIEL T, #
/usr/local/sbin/lumberjack.rb

BEICEREEICEKBM LI e HBBEIE. —-start KLU —-end Lumberjack X7 1) 7 b F 7S 3 V%= EA
LCBYAREREZIEELE T, CN5DA TS 3 v OFEMICDVLWTIE. lumberjack -h ZEA L TL 2T
LYo

AJ7—AAa 7RI —SNHBMRE—I FILEEICENEINE T,
10. [[review_logs,start=10] XD O %#FEEL £,

° /var/local/log/bycast.log

° /var/local/log/bycast-err.log
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12.

13.

14.

15.

° /var/local/log/nms.log
° ** /*commands.txt

B/ —FTHEBEZRETEI AN S IBEIF. ROVWTIhHDITY Y FZ/[HRE TERITL. 1 FTADC
H—EXZEITIZI3IDDALL =2/ —RDIPT7RLAZERLET, BEEFY A MMMV b=)L
SNIERIID I DDA ML=/ —KTY,

# cat /etc/hosts

# vi /var/local/gpt-data/specs/grid.xml

B/ —RIFEEESOEXTADC H—EXZEALE T,

BELLIPT7RLAZEALT. BB/ —FHIS5&ADC XA L—2/—RICOJIVLED,
a XNDIAYYRFZANILET, ssh admin@grid node IP

b. [CEBEINTWBNRT—RFZASALEXT Passwords.txt 771 J)o

C.RDIAXY RZEASNIL TrootiCtIDBERXE9. su -

d ICREEINTVBEINZRT—REASNILFT Passwords.txt 771 )l

root LTOJA> T2, FOAVTEBHSEODET $#T 1 #

TNy R/—=RETEITINTVWERIIRTDY—ERDRAT—FRX%ERRLEXT, storagegrid-

status
idnt. acct. nginx. KUV Cassandra D —EZXNIARTEITINTWVWB I ZERLE T,

FIRZz#ORLEY Lumberjack ZEALTOJZIRELET LUV QT ZHEELET 27U vILT
AbL=Y/—FEtoOJzmRLET,

BREZRRTEIHWVEEIE. TI7ZAILYR-MIBBLEHE I,

WEL7OJ 2T V=AMLY R—-MIEELET, BERL LTV 'OT T 71 ILEES

A—HA2E—T A XEENBD FT

StorageGRID V7 b= 7D 7w 74U L— 4RI, Grid Manager % 7=|&Tenant Manager® 1—4#4 > X —7
TARAPEECHDICRE LBV LD HD £,

FIE
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422: Unprocessable Entity

Validation failed. Please check
the values you entered for

IL— bRE & K URLTFE

CDXvt—TE. Windows Active Directory  ( AD
) ZERALTTAT T4 T4 7T L—>3r%

FREY B & FIZ. Transport Layer Security ( TLS)
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errors. Test connection failed.
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TLS ICLDAPS * ZfFAH2A F>a>ounwdnhrz
BIRTZUBELHD £,

Please verify your
configuration. Unable to
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your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
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422: Unprocessable Entity

Validation failed. Please check
the values you entered for
errors. Test connection failed.
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Please verify your
configuration.Unable to
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certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)
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ZYRT—TODONT IV RATRARICEDHBICIE. TIRTO/—KFDT)w KX
YRD—=0A4 R =T 24 XATMTUERIZIEFRICICED LESICERETZ2HRENHD
F9, BLAD/—RDT )Yy RRY FT—0D MTU BREICKIDEVWVHDHZHE

@ |¥. * Grid Network MTU mismatch * 75— kD rUA—ENE T, MTUEIZTART
DY RT—0314TTRILTHZIUNEIIHD FHA. ZERBL TV Grid
Network MTU mismatch 75— bD S TIL>a—F 4 9% 1TVWET #8BLTL
230,

()  LBBLTESVWMIUBEEZELET,

DYV IS —NFBO>TVETY

a FREAR—TNICH>TVWEWEEIE. FECZ1XR—T L

b. Xy b =07 =TI ORENRET. BEPRBUILERN BV CZREBLET,
C. F—TILCEENBWERIZ. TIZALYR- MIBRALEDE (T,

()  EEW/ AXPAZVEETE. IS-RHEREILABDET,

NICUYINY T 7HF—N—Z>
IS—DBNICUITDNY T 7HA—N—Z>TH3BEIE. TIVZAILYR—MIEKLTLLES
LYo

StorageGRID ¥ X 7 LHDBEFICHE > TVWT, XY MT—TARY b ZRZA L) —IZIBTEHRW
e UIONY T 7hA—N—=Z2F30EMEDHD £,

3 FRe %G >TWAMEZRLI-S. T5—hAV> 2zt yhLET,
a FR—bk*>*Y—)L*>*JUy R hROD* ZFRLFT,
b. site *>* grid node_name > * SSM * > * Resources * > * Configuration * > * Main * Z3&RL £ 9,
CIHRIEIZ—AIVrZVEY RIS ZERL. ["EEZERISZ* 127V vILFET,
BETER
"TI—L—E (RO TL) "

FrXIRIHAT 5 —
Jy RTHZIORMBICET 2MBENRET BAMEMNHD £,

BZDORIEADEENRE T 2H3E1E. DERCEH 4 DONAEBNTP V—IADEEINTED. EhEh
Stratum 3UETHZ CCZHRLET. ENSDITRTOAINTIP V—IHDEEICEELTED.
StorageGRID D/ — RO TV ATESZ R I IMNENHD £7,

WD "AEBNTPY — 2 DI AE L AJLDStorageGRID 1 ¥ R k—ILDBAIE. Windows
@ Server 2016 &K DEID /N — 3 > DWindows TWindows Time (W32Time)t—E X % A L 7 L)

TLIEE W, MFID/N—2 3 >0 Windows DR A Lt —E RIIEEN+D THUL 0.

StorageGRID 7 & OEFEERE CTOMAIE Microsoft THR— TN TULEE AL
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Linux : v b7 — G ORE

Linux KX F TRX b EIMNTL\SStorageGRID/ — RDFRw b T —J#FGICEIENRE T 054N H D £
ER

MAC 7 RL XDy O—=>7

Yy hT7—UDEEIF. MACT7RLRDIZO—ZVJ % FERALTHRRTEZFENHD T, REKI %
FALTWREEIE. FRY ET—JDMAC 7RLZX2O—Z>TF—0DfE% /) —RIER T 71ILT T true
1 ICRELET, COREICEKD. StorageGRID IV FF+D MAC 7 RL ANKRA D MAC 7 RL X% 1fE
BE3&L5ICBDFET, /—FEBHRT7 7AILZERT IC1E. OFIEZERL T2 E 0V "Red Hat
Enterprise Linux MIFHE" £7=I& "Ubuntu X 7={d Debian",

Linux "X ~ OS TERT 2ERDRERY D=0 A4 > 2 —T 24 A% ER L £J, Linux 7=

@ A~ OS JRHA & StorageGRID AV FFHICEALRY hT7—0A4 V2 —T 24 Rz FERT 3 L.
NAN=NAHF—-TTOIZXF ¥ AE— FHREMIHE > TULRWEE. KX b 0OS HELETEE
ICBR2ZCHHD XTI,

MACOZO—Z=>7 DA %—TIMLDEFMICDOWVTIE. DFIEZEBIR L T 72 E L) "Red Hat Enterprise Linux
DIBE" F7=1E "Ubuntu Z 7=1& Debian"s

TOSXF v XE—FTY

MACT7 RLZoO—Z>J%FEBET. NAN—NAHF—ICLX>TEIDHTSNIEMACT K L ZUADMAC
PRLADT—RZIARTDAVRZ—T A RATEZETESL 51T 358 IE. [Promiscuous Mode]

. [MAC Address Changes]. & & U[Forged Transmits] C. fREX 1 v FELUVR—FJTIL—TLR)LDEF

274 7ANT 1 D AcceptllCFRECNTWVWA e 2R LET, REXM v FICKREINLEIE. R—F
TIN—=TFLARNILDEICE>TLEEETETBR7D. AADLANILTRENFE L THS CZHERBL T IEEL,

TOZXF v AE— ROERAEDFHFRICOVTIE. OFIEEZBRL T 723V "Red Hat Enterprise Linux 0
1BE" £7-1d "Ubuntu & 7=1% Debian",

Linux : /—F®DXT7—X XN Torphaned] IC7H>TW3

orphaned YXRED Linux / — K&, @&, StorageGRID H—EXF7ld/ — RO TFZHELTWVS
StorageGRID / — R7T—E VA FHEIEILLE LI ZRLTVE T,

CDRATICDWT

Linux / — K orphaned IREEIZR 2 ToIZEIE. RO K SICHBERZRITL TSI L,

*OJTIZT— Xy E—UZRRBLET,

/P EBEFHLTHET,

*HEBICIGLT, AT FIVPV0aR Y RZEALTEIEFEO/ — I TFZFLELE T,
/R EBEFHLET,

FIE

1. H—EXFT—E> ¥ orphaned IRKED / — FOEADOT ZRANR. BHSHNABIS—FEHLBRWMETICE
TREXvE=IHRVHEESEL £,

2 FRZA KMCroot & LTOY A>T 3h. sudo #ERRZEHFOT7HO Y hEFE-TOTI > LET,
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3 DAYV RERITLT. /—ROBEFH%EHITLEI. $ sudo storagegrid node start node-

name

$ sudo storagegrid node start DC1-S1-172-16-1-172

J—RHMIZLTVWBIFBE. BEIXICEDET

Not starting ORPHANED node DC1-S1-172-16-1-172

4. Linux 5. IAVTFIVIUELU StorageGRID / —RZFHIH L TWR3IARTOTOEXZELELF

9o fll : sudo docker stop --time secondscontainer-name

DI3HE ‘seconds' T. AT T DELZFRTINHZANLETT @EEIFI15HDUT) o !

sudo docker stop --time 900 storagegrid-DC1-S1-172-16-1-172

5. /—R%EBEHLEJ, storagegrid node start node-name

storagegrid node start DC1-S1-172-16-1-172

Linux : IPv6 Y R— D ST a—FT4 0% 1TVWET

Linux 7R X ~C StorageGRID / —RZ AV ZXh—JLLTWT, IPv6 7 RLADBBECHSDIC/ — ROV T
ZEIDEHTHNTULAWESIE. h—RILTD IPv6 Y R— FOBMEHRBLRZZEHHDFT,

CDRATIZDWVT
Grid Manager D XDIZFAT. Uy B/ —RICEIDHETONTWS IP6 7L XA ZHERTET X I,

*/—FEERL. /—FZERLET. RIS, [BIEIFZTOFIPTVRLR* DEICHB [ TSI KRR ]
ZBERLFT,
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DC1-S2 (Storage Node) & X

Overview Hardware Netwaork Storage Objects ILM Tasks

Node information &

Name: DC1-52

Type: Storage Node

ID: 352bd978-ff3e-45c5-aacl-24cT2782061a

Connection state: O Connected

Storage used: Object data % @
Object metadata 0% (7]

Software version: 11.6.0 (build 20210924.1557.00a52b9)

|P addresses: 172.16.1.227 - eth( (Grid Network)

10.224.1.227 - ethl (Admin Networik)

Hide additional IP addresses ~

~
Interface = IP address =
eth0 (Grid Network) 172.16.1.227
eth0 (Grid Network) fd20:328:328:0:250:56ff:fe87:b532

cHR—k*>* Y=L *>*FJ )y R bROD* Z&IRLE T, RIS, * Node* >* SSM * > * Resources *
EIRLET, IPV6 7RLZDEDYHTENTWVWBRERIE. "Ry NIJ—=OF7RLRX*] £>3>D
IPv4 7 RLZDTFICRRINE T,

IPv6 77 R L ZHRIRENT . /—FD Linux R MIA YR E—=ILETNTVWBIHEIE. ROFIEICHK>TH
—XJLTIPV6 HR— b ZBMICLET,

FIE

1L RZAMZroot & LTAT A>T 3D sudo tERRZROT7HU Y b afFoTOJ1 > LET,

2. DAYV R%ZEETLET, sysctl net.ipv6.conf.all.disable ipvé
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

BWRIZ0ICBDFT,

net.ipv6.conf.all.disable ipv6 = 0

@ HERNAOTHWBERIF. ARL—FT A VIV RATLORFaAXY FTEEAZEERERLTL
72E V) sysctl BRAE - RICEDFIIC. EZ 0 ICEELXT,
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3. StorageGRID /—ROYFTF+%ASILE Y, storagegrid node enter node-name

4. xOIAXY RERITLET, sysctl net.ipvé.conf.all.disable ipvé

root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

BERIFNIBBIET T,

net.ipv6.conf.all.disable ipv6 = 1

C) %%ﬁ:?@u%é\:@%Emﬁﬁéhiﬁho%7:b»ﬂﬁ—ht8ﬁmébﬁ<
S. AVT TR TLET, exit

root@DC1-S1l:~ # exit
6. rootE LTRDT7 71 IL%=MRELX T, /var/lib/storagegrid/settings/sysctl.d/net.confo

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

1 RD21TFTZMWLT AV MRTZBEIRLET. R, 7717 ZRELTHALE Y,

net.ipv6.conf.all.disable ipv6 = 0

net.ipv6.conf.default.disable ipvée = 0

8. DAY R%EITLT. StorageGRID > T+ %=BiEFHL £7,

storagegrid node stop node-name

storagegrid node start node-name

B syslog T—ND S TI>a—FT4 0T &1TVWET

RDOTRIC. ZERLIANEBsyslogh —NICBET RIS —XvtE—JexfllAEZRLF
ER
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%“B SySlOg H—/NN— b‘IEL/(*%EE_kh_CL\é K%EEWL.\?%T;_&)@TZ b Xwvt— /@ﬁTn_CFﬂ Et{ﬁib
123% 5. AEB Syslog T —N—DERTV ' —RICE>TINSDIS—HRREINEFT,

%ﬁﬁtfﬁ%b“%i?’%%ﬁ‘ti\ "SR syslog = /NDEREAT S —TI"EE, DTV T— heRITIR1EI5E
3. 7SI bDERICES>TT A Xyt—22BxEL. RIS — Xvt—YZBUSL T ETV

HNiBsyslogt —NADEBEBHRDEEDFMHICOVTIE. ROBEZSRL T LTV

* "9\ EBsyslogtt — N\ ZFERT 358D EEEE"
*"EEEX vt —2 e AEBsyslogt —/NDFEE"

IZ—Xyt—=ITY BE LRSI 0 5 E

RAMRZERTEERYE  syslog F—/NICHLTASILIZFQDN Z IP 7 R L RICERTETFHEHATLT
A
1. ANDLIEARR NREESELES, IP7RLAZAALEEZEIE wxvz (I\
v I‘fj:\i']o@i&) inﬂ@ﬁ)‘b@'P) RLXTHBZ t%ﬁEmubT(fL

2. DNS H—N\HDELLERETNTWVWR I =R LE T,

38 /)—RHASDNSH—NDIPT7RLRICTIECLRATETEZ e #HEEL
ER

EHhfERchEL syslog #'—/AXAD TCP £7cid TLS EHAEBR SNE Lo R b D TCP R—
FELIFTLS R—rZUXYLTWEBH—EIDBWVH. T7AT7T4—ILH
TOERETOV I LTVLWBEREMDHD £7,

1. AA1L 7z syslog H—/ @D FQDN £7& IP 7 KL X, R— b, LTE 7O K
JIDELWT e ZRESRL TS T L,

2. syslog U —EZXDRZ MDA FEELIR—FZEU > LTV syslog T—E
VEERTLTWA 2R LET,

3. T 74T I4—IH /) —EH5 syslog H—/N\D IP HLUVER—EAD TCP/
TLS EHNANDT I/ ERZTOv I L TWRWZ e 2R L £,

Y RT—=DICHETE  syslog H—NIFEEEGINIY TRy FEICIEHD FHA. IL—E2H. UX b+
FHA TN/ —RKD5 syslog T —NICT XA MAX Yy =S %EETERD 72 %
TYICMPEEXvtE—JHIERLE LT

1. syslog H— /\‘(DIELA,\ FQDN £7iE IP 7PRLADRANTNTWVWSR % B
BLTLRE

2 RRINEE/—RIZOVWTL JVYRRY ND—=OH TRy )X B
By hI—0H T2y M)A BLVISA4T70 b2y NT—=05 =k
DM EERLET, BESNDZIRY N T—DJ A VR —T AR — D
1 (FUy R, B, £/IFIS047V8) ZNLT I~77—rv773\
syslog —/NICIL—FT 4 VT EINBELSICKRESNTWVWS =R L
ER
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