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System Metadata

Object 1D ATZ2ESEFF-B13F-4905-9E9E-45373FEETDAB
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

9957 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/04/00nMEHS I TFBoW2BICXG%
Raw Metadata

"TYPE"L TCTHI",
"CHND™: "AlZE9BFF-B13F-4995-9F9E-45373FGETDAE",
"MAME": "testobject”;
TCEIDT: "exSB2IDEVECTCIBLIG",
"PHND": "FEABAES1-534A-11EA-9FCD-31FFERC30058" ,
"PRTH™: “source”,
"META": {
"HASET: {
“"PAWSS: =27,
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Disk devices

Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores

DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =

0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors

0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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2. [site *>] > [*_Storage Node] > [* Idr ] > [ Storage*] > [* Overview*] > [* Main*] &R L £ 9,

Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652907829302 Starttime @: 2021-11-10 14:43:02 MST
‘ H-isr;i\;g ﬁ.l.lic.ctcoui-c.-s.a.ercctc& 0 0 ’_'I Elapsed time @:
Progress: 0% Estimated time to completion @:
Volumes Details
~
Selected node = Selected storage volumes Site %
DC1-51 0,1,2 Data Center 1
DC1-52 0;.1;2 Data Center 1
DC1-53 0,1,2 Data Center 1

1. U2 IHRTLES. SHUBLAT I avERTLET.
P REATVTH FAC—H0 THB T LHRESNEBE. MBEIROND FHAT L o HLEF
X

cWEATD I FAE—DEOLDKRETVEHEEIN. TObjectslost* | 7Z— MR MUAH—E
NTUVABWERIF. KELTVWR3IARTOIAE—DNIRATLICE>TEESNEF L. N—RUx7
OMEMEIEECSN, ATV bOAE—DSEBBIBLABVLSICHR>TVWE e Z2/HERY %,

cWFEATD U FAE—DMEOLDKRETVWEHEHIN. [ *Objectslost* 1 7Z—hHA R H—
SNFHZEIF. T—ROBEMICEETZUEMLHD £T, TV/ZHIILYR—-MIBEVEHLE
J ke A

° grepZEA L CLLSTEEX v -Vt a . BRA TV I/ bAE—ZFHAETEX T, grep
LLST audit file nameo

COFIEIZOHDQELUTWES "EEA TV EFELTVWES" (=L A7 7 bOE—
DHBEIIERLEY) LLST TIEAH < OLST,
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12. 2 3 7 Tstrong-siteB &4 & 7= (dstrong-globalBE M Z IR L 121581 XX T—RDEESUIERIN
3 ETHIEBF-OTHS. BLAR)a—LAICKH LTS3 T 2#BETLEY,

DaTdICEEND / — REAR) a—LATXET—R2OEEMEHIFT SO DREN I D > TULIBE.
B THESNREL TS T FIP— S RE 2RAL TV A TV LY F -2 3 T THE
T3 THIRTEETY, StorageGRID

a. [* maintenance * (X>7F+ > X *) ]>[* Object existence check * (F 7T FDEFEERSR*) |
> [* Job history * (37
b. BRITIZEMMTETIVWRZ P aTZHELEFT,
i 3BEIMUERICEITINEY a3 TZER/ETSICIE. T*Endtime* ] FEBELTLETL,

i. 2N5O3JICoOVWTE. OV AFyoay 00—y XXy > LT, @Y1 MF7-i358
JO-NILERERLET,

C BEIIZEDITDFIVIRYIRZEAVICLT, *BEITZERLE I,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job ID/ node name/ consistency control/ start time Q Displaying 4 results
Nodes (volumes) Missing object Consistency . [ } ]
Job D Stat a a A Startt a End t a
o ¢ @ A [~] copies detected @ control - it i@ L il J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) (1] All 14:43:06 MST
14:43:02 MST
DC1-53(3 (3 weeks ago)
volumes)
and T more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651858848823235 ; 2021-11-10
. Completed volumes) 0 Strong-site 14:42:11 MST
{Rerun job) 14:42:10 MST :
DC1-54 (2 (17 minutes ago)
volumes)
and 4 more

d S 70BRTIV«sF—RT, BRLE/—REARVa—L, BIUVBEUHEERLET,

e O zBRITIZIERITETLS. *BRIT*ZFERLET,
(7971472371 2THRRINET, BERLIEITRTOY 3 71d. strong-siteD—EMDHZ1DDT 3
JELTHBERTIINES, [FH]I Va3 0 [BESI T 70 —IILRICIE. md>2ano a7 ID h—
ERXRTTINZET,
TR

T—RADEEHICOWTERBRINHZIHEIE. * support * > * Tools * > * Grid Topology * > * site  *>*
Storage Node* > * LDR * > * Verification * > * Configuration * > * Main * [CE& L. /Nwv I TS5 RIGEEL —

12




FEBPLET. NvIITISTYRREE. BIISNTVWBRIRTOA T TY bT—2DIEREZ R L.
ROWolciEZEELE Y, BENLGEEZ TET3RLITRRELTEETS LT, T—2BKDURY
NEREINETT,

S3 PUT Object size too large7 > — hD STV a—FT 1 >
J%&1TD

S3 PUT Object size too large 77 7 — b &, S3H 1 XD LR THB5GIBEEX D TILF/N
— M THRUVPUtObjecttlliB= 77> HAEITI R M) A—CNE T,

e Z BT B HiIC
* ZfFERA L T Grid Manager ([CH 1> LET "UR—FENTWVWS Web 75747

* INTRTTY "WEDT 7t ZHER"
5GBZBR23A TV hEFERLTVWETHY hZHEEL T, BATE3L3ICLET,

FlE
1. S[EER]>[EEE U syslog — N\ ICBEE L £,
2. 9547 D EDEZTIAAFDNormalDIFEIE. BEEOSICTIERALET,

O]

. ANTBOAY VK ssh admin@primary Admin Node IP
ACEEHINTUVWBNRT—RZANLET Passwords.txt 771 )b
ROAR>Y RZ AL TrootiCtIDER 9, su -
CICEREINTWBENRT—REZASILEXT Passwords.txt 771 )L,

o o

o

rootE LTOTA>d3E. 7OAVTEHEDEEDLDET T 1 4

®

EEOJIMEMEINTVET A LI FJICBELET,

BEEOJTALIMIBLVEETSE/ — R BEBET AT A=Y aVOREICE>TEADF
ERS

FT7oay BT

A—AlL/—K (77%/LF) /var/local/log/localaudit.log

BB/ —R/O—AIL/—FK BB/ —F (FZATVELVIETST1TY)
/var/local/audit/export/audit.log
* IARTD./— R : “Narllocal/log/localaudit.log i®@&F. CDE—
FTIET7 71D ZENELTVWET,

SEB syslog H—/\ /var/local/log/localaudit.log

BEELDHFREICIHL T ROELSICANLEFT, cd /var/local/log Ficld
‘/var/local/audit/export/
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FHRICOVTIE. Z2RL T "EREBROXELRZERLEFI" LI,

f 5GBZBR 2472V beFRLTVWETF Y FERELET,

i. AJJzgrep SPUT * | egrep "CSIZ\ (UI64\): ([5-9]|[1-9][0-9]+)[0-9]{9}"

i. FERICKR RTINS

EEXyE—IICDO0VWT, Z8BLTLLIEETVWS3AI J04—ILRICASLTT

FTURTATYNDZHERLET, XvE—CROMD T+ —ILRZERLT. 251472 b
NTY b BXOF TV MIEoTERATNTVLIPT FLRZEELE T,

J-k

saip

S3Al

S3BK

S3KY

CSIZ

BEEOJERDOH

2567

X{STTIP

77> kID

INT b

A M

B4 X (N1 H)

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64):1672943621106262] [TIME (UI64):80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3ATI (CSTR) :"93390849266154004343"] [SACC(CS
TR) : "bhavna"] [S3AK (CSTR) : "060X85M40090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:roo0t"] [SBAI (CSTR) :"93390849266154004343"]1[S
BAC (CSTR) : "bhavna"] [S3BK(CSTR) :"test"] [S3KY (CSTR) :"large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID (CSTR) : "A80219A2-CD1E-466F~-

9094-

BOCOFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UI64) :1672944425525999] [ATYP (FC32) : SPUT] [ANID(UI32) :12220
829] [AMID(FC32) : S3RQ] [ATID(UI64) :4333283179807659119]]

3. [Client Writes]h [Normal] CHEWE&IE. 77— rDTF > FDZFERALTT Y M ERELE T,

a. * support > Tools > Logs *ICBEILE T, 75— FTRAML—=S/—RO7 V=300 %N&E
LEY, 77— hORIEISDZIBELEF T,

b. 771 ILEEBEL. ICHEAFT bycast.log:

/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log

C OJTHKRELET method=PUT LU TIFAT7 VM ERBELEXY clientIP 74 —IL K,

* bycast.logDHlJ*
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Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: [12220829 1870864574 S3RQ %CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cb66b7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. 7+ MZ. PutObjectDT/E AT A XHBEGBTHD. 5GBEBR 2 AT TV MIILFN—rT7 v 7O
—REFERATZELSICIERET,.

S. 7FVr—2avHEBETNTWVWBRIESIF. EFZEMERLET,

KONIA TV LTI FF— R ERELTVWB T T LY b F—
DS TN a—F 1V

AT MT—EOBERERZED NS TN a—Ta 27 I &

T2V MITEIEREBHTHAHINE T, Tcezld 9547 T TV —
2aVvhSDHmAMDER. LIVT—hENIA T T—RONYIT ST
FAREE. ILM IL—ILICK B BEEFHE. X L=/ —ROUANVEOA TSI b7 —
D)X TR EDQDEHNTITONE T,

StorageGRID S AT LlE. AT TV FOX AT —RICERHINIIBFROBREEAL T, #7207 +D
SAHLTOGAERELEX T, BESNBIBATA IS FOIE—DROMSLGVEE. PXTLIX
M AR —=ICA TS bOOAE—%2EHRFRITFTIZIL—ILDAEENTVEIHDE LT, AT LAROMDIG
P 6RlOaAE—%ZHAHESELET,

COFABELICHEINT 2. RELTWRA TP FOOE—H StorageGRID Y X T ALICKE > TEIFHRX
BNET., TNLUNDIEEIE. *Objectslost* 75— rHBRDESICKUH—TNFT,

L= FIE—=IZDoVWTE BloaE—%ZHAEERWVEE. 770120 bhikbnfce A ENT
77— A—-TNET,

CALAP Yy —O—T oV AE—DFE. BESNZZFAH S AE—2HAEERWVEEIE. BIDBAD
5D5AHE LAERITEINBAEIIC. Corrupt Copies Detected (ECOR) BHMEDEMNIDEHINE T, 1D
AE—HBEOHNSRWVEEIE. 75— MU A—CNFT,

IARTOD *Objects Lost* 75— b Z I CICABL TIEXDIL—NER ZREL. 7770 2BREDRSHD
BRHTIREFEATIRVWA ML=/ =R T7—AACT /) —RIZA T 0 DT> TLRVLHE SHEFESR
TRIREBELHDET, 28R LTIV EBLA TV rZAET S

JE=DLBWVWATI I bT—2BRONIIBE. VANVBRE EHD EFHA. L. BRA TV
bAD>EZ)EY LT, BBOERA T2 I b LWMERA TP I b 2R RF VT LBVLSICT
BRENBDEY, 2BRLTIKLESVWEBEAA TPV b eREFAT DV DAY FE )Yy FLET

o

BRATOz O+ 2lETS

Objects lost* 75— b MU A—ENTHEIF. TSIAETIHNENHD T, &
ZRNTB ATV MIBETIBERZINEL. TIZHIHR—MERKLTLLES
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Lo

TEEZ BT Bl
* ZfEHA L T Grid Manager ([CH 1 > 1 > 23REBAHD XS "HR—FETNTWS Web 75T
* CNTETTY "HEDT 7t ZHER",
cZRAERLTHEBELNHD £ Passwords.txt 771 /Lo

CDRATICDWVWT
* Objects lost* 7Z— k&, StorageGRID J U w FRICA Tz bOAE—HDBWVWEHIBTLI=C L %
TLET, T—2DRBICKDONIAREENHD T,

BRATO I DTS- b Z2EBICABELTLIESVL. TNUEDT—REBRZFH S TEHDOXFUHNKEC
BRHBENHD £, MRISHUTNIE, BRA TSI 2RI NTTEZHENHD £,
Flg
1. [*nodes (/—FK) 1%=ZERLZEY
2. [Storage Node>* Objects*] = #IRL £,
3. ATV MIDRICRRSNTBRF TV bOBZzHERLE T,
CDFMEIL. StorageGRID Y X TLALBETRELTVWER W T VY R/ —RTRHESNEA TSV

FOEFEZRLET. COfEIF. LDRY—EXEDDSH—ERICEENZT—FASTIAVER—2Y
FDIERA TS TV ATV RDEEHTT,

DC1-S1 (Storage Node) & X
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
S3ingest and ratrieve @ Swift ingest and retrieve @
18/s 1B/s
D.800 B/s 0.800 B/s
0.600 B/s Mo data 0.600B/s No data
DA400B/s 0.400 B/s
0.200E/s 0.200 B/s
DB/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 1520 1530 1540 15:50 16:00
Object counts
Total objects: & i}
[ I;nstc;héccis: [~ 1 ||| -:
53 buckets and Swift containers: @ 2
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4. BB/ —RHh56, "EEOVICT7VEZALET" Objects Lost* 75— rZ bUH—LIA T bD—
BoO#EAF (UUID) ZHERT 3IC1F. ROFIEZEITLET,

a gy R/—RIiCOJ1>LET,
L oRDOOAYY RZAALET. ssh admin@grid node IP
i. ICEEHMINTVWBE/NRT—RZANALET Passwords.txt 771 Jlo
ii. XOAT> REAFL TrooticIDEZXFT, su -

V. ICEBEHINTWANRT—RZAHDLET Passwords txt 774 )o root& LTCOTA>T3
. 7OV RO SEEDLDET s KT -

b. BEEOJHRMINTVBE T LI MUICBELEXT,

BEOJT4 LI MIELVERETE/ —RIF BBETATARX—YaVOREICL>TEBEDZE
3’0

A= SEST
A—AlL/—RK (T7#I)LF) /var/local/log/localaudit.log

BE/—R/O—AL/— R cEEB — R (FSARVBLVETTAT)
/var/local/audit/export/audit.log

* gARTOD./— R : “Narllocal/log/localaudit.log i@&. CDE—
RTIET 7D ENMELTVET,

BB syslog H—/\ /var/local/log/localaudit.log

BEELDHREICIHL T RDOELSICAHNLEFT, cd /var/local/log' Ficld
“/var/local/audit/export/

FHHICOVTIE. ZBRBL T "EEBROEGELRZERLEIT LTV

C. grep Z{#FMH L T Object Lost (OLST) BEEEXvE—J%HHELET, ANTSIATY K grep
OLST audit file name

d XyE—JICBENTLS UUID OfEZXELE T,

Admin: # grep OLST audit.log

2020-02-12T19:18:54.780426

[AUDT: [CBID (UI64) :0x38186FE53E3C49A5] [UUID(CSTR) :"926026C4-00A4-449B~
AC72-BCCA72DD1311"]

[PATH (CSTR) : "source/cats" ] [NOID(UI32) :12288733] [VOLI (UI64) :3222345986
] [RSLT (FC32) :NONE] [AVER (UI32) :10]

[ATIM(UI64) :1581535134780426] [ATYP (FC32) :OLST] [ANID(UI32):12448208][A
MID (FC32) : ILMX] [ATID(UI64) :7729403978647354233]]

S ZMERALEXY objectByuuldD AY Y REMFHAL THEAIF (UUID) THIZ U bE&REL. T—&IC
29D HZHESHERERTITET,

1)
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a. SSHEEFERALTEEDRA L -/ —RICOJ14 > LET, KRIC Ttelnet 014021 £ AALTLDRO
IV —=ILICT IR LEF T,

b. A779%3< > F /proc/OBRP/ObjectByUUID UUID value

CDRIIDFITIE. #IFDODA T T MTT UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311
IZIF2DDIBADRRENT

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0O-4DS9D-11EA-89C3-
ACBBOOBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"
by
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)™: "5242880",

"SHSH (Supplementary Plaintext hash)": "MD5D
OxBAC2A2617C1DFF7E959A76731E6EAFS5E",

"BSIZ (Content block size)": "5252084",

"CVER (Content block wversion)": "196612",

"CTME (Object store begin timestamp)": "2020-02-
12T719:16:10.983000",

"MTME (Object store modified timestamp)": "2020-02-

12T19:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-
12T719:16:10.983000"
by
"AWS3": {
"LOCC": "us-east-1"

bo
"CLCO\ (Locations\)": \][

\ {



"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12448208",

"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-
12T19:36:17.880569"
\'}1,
\ {
"Location Type": "CLDI\ (Location online\)",
"NOID\ (Node ID\)": "12288733",
"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO%DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-
12T719:36:17.934425"
}

2BBDHITIE. I EELIA TP T FTT UUID 926026C4-00A4-449B-ACT2-BCCA72DD1311

BRRDRREINTULEE A
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ade 12448208: / > /proc/OBRP/ObjectByUUID 926026C4-00A4-449B-AC72~-
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBBO0OBB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

}o
"BYCB (System metadata)": {

"CSIZ (Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFF7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T19:16:10.983000"

s
"AWS3": {
"LOCC": "us-east-1"

a. /proc/OBRP/ObjectByUUID D H 1z MR L. WY LAEZERITLE T,



ART—4 ERal))

TSIV RDREDODMDEFEA ATV MHRONSHVESIE TERROR) (WS Xyt
("ERROR" : ") —SHIRETNET,

ATV MHRODSHBVESIE. * Objects lost * ¥z 1) &z
whLTT7I—h2OUT7TEXET, AT 0 FHRBRVEE
3. ERBICHBRINIA Tz b THBeEZRLTULE
ER

BRI 0 KO KREFL HAICBAANRIREINTUVWSIFSEIE. * Objects lost* 75— kA
BROIEDETH B AIEENHD £,

ATV M EETDZI e ZWABALET, BAOICKRTRSINE/
—RIDETPAINRZFERALT. 7Tz 8T 71D U R
FEINTBFRICH D ExRESRLE T,

(DFIE"RONIAIEEN HZ AT FOBREK"/—F ID %
FRALTELWA ML=/ —RZRETEDHEICDOVWTEHRAL
7)o

FITT U MHEFEET BHBEIE. * Objects lost * DExE )z +
LT7S5—bhEIUT7TEETD,

BAr=0 HAICHBADRIENGBWSESIF. T2 bBRELTWVWS
AL B D FT, L THTLKIEETVW" AT I b ZiRERLT

JZE7LET" Eld. TIZAILTR—-MIBAVWEDELLE
T

TOZAINYR=MIBEAVWELELERIC. EITHROXNL—21)
ANDFIE D BVDESHZRERTIEDICKOESNZ D
DET, DIFBHRESEL T IV "Grid Managerz @B L7cA4 7
IO RT—BRDVANT"ELUV"A ML =R a—LADF
T TF—2DIRET

KONTAIRED D E ATV b2 RERLTUAMTLET

Lost Objects (LOST) 75 —L& *Objectlost* 75— br&E MUH—L7 (Kbhim
BEMDHBEHELR) ATV MZERRELTURNTTEZHENHD £,

ERZRms 3HIC
* TRELIBERA T FQUUIDZREEL TE T X "HBRA TV TV b ZifET 2%

c BERTB N TEEXT Passwords.txt 771 o

CDRAZICDWVWT

COFIE ZEALT. Yy FAOMDBZBATEAA I 7 bOL T ) 7r— b IE—ZBRERTETET, &
EAEDIZE BRATI TV MERODD AL el ARISHATNE, BRLTIUr— 4T
T hEBRERELTIVRANTTERHEDHD TT,
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(D CoFEO¥R—MOLTH. FHZALYHR— MCBRLADE 2T,

FliE
1. BB/ —ROEBEBEOI T, 7TV MEETIAREMDOH BB HEELE T,
a. gy r/—KricOv1>L %9,
LRDODIYY FZANILET, ssh admin@grid node IP
i ([CEEE TN TWVWBNRT—REANLET Passwords.txt 771 Jls
il. x> REASIL TrooticIDEZ Fd, su -

V. [CEEEHINTWVWBNRXT—RZANLZET Passwords.txt 771, root LTOTA>T3
E. 7OV DD EEDLDET $KT 1 4

b. BEOJIEMEINTWVWET LI MIICBREILETD,

BEEOJTALIMNIBLUEKETD/ — R BETATAFX—Ya>OREICL>TEABD F
ER

FFoav Tk

AO—AIL/—K (F7=)LK) /var/local/log/localaudit.log

BB/ —r/MA—AIL/—R BB/ —F (FZAVELVIETSIT)

/var/local/audit/export/audit.log

* IARTD./— R “/var/localllog/localaudit.log iB&E. CDE—
RTIET7 7ML EDMIELTVET,

NEB syslog H—/\ /var/local/log/localaudit.log

EELDHREICIHGL T ROELSICAHILEFT, cd /var/local/log' £icld
“/var/local/audit/export/

FHICOVWTIE. ZBRL T "EEBBROEELREERLITCREIL,

C. grepz AL TZRALFT EROAEEN D24 TPV MMIEEMITONTVWEEEX vE—
"HATTFAILSEELE T, ANJTBIXY YR grep uuid-valueaudit file name >
output file name
B

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages about lost object.txt

d. grep ZEALT. COHEAT 71 ILH5 Location Lost (LLST) EBEEXvtE—C#HELET. A
719307 R grep LLST output file name

Bl
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Admin: # grep LLST /var/local/tmp/messages about lost objects.txt

LLSTEEEX vtE—YDHIERICRLE S,

[AUDT: [NOID(UI32):12448208] [CBIL(UI64) :0x38186FE53E3C49A5]
[UUID(CSTR) :"926026C4-00A4-449B-AC72-BCCA72DD1311"] [LTYP (FC32) :CLDI]
[PCLD (CSTR) :"/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA#3tN6"]

[TSRC (FC32) : SYST] [RSLT (FC32) :NONE] [AVER (UI32) :10] [ATIM(UI64) :15815351

34379225]
[ATYP (FC32) :LLST] [ANID(UI32) :12448208] [AMID(FC32) :CLSM] [ATID(UI64) :70

86871083190743409]]

€. LLST Xwt—YTPCLD 74 —JLRE NOID 74 —JLRZEZRZELE T,

PCLD OfElx. RELTWBL TV — ATz FAE—ADT A RITLEDRERINRT
9o NOID OfElF. ATz bOAE—DEFETDHEMDH S LDRD./—KR ID TY,

ATV CDBADRON - BEIF. AT M2 VR NTTEBZBEDHD X,

a. ZOLDR./ — RIDICEHERIFTENTWA A ML —Y /) —R%IZELEJ, Grid Manager T. * support *
>*Tools * > * Grid topology * ZFEIRL £J, XIc. *_7—&€>&— _*>* L—Y/—F
_*>*LDR*] ZERLF T,

LDRY—E XD ./ — RIDIZ. [Node Information] 7 — 7 JLICRRENET, TDLDREZHRX ML TWL
B3ARNL—=C/—RHBROWBET. EXML—C/—ROBEREERELE T,

2 EBEAYE—JTHRESNTWR I N =S/ —RICA TSI MHFEETZIHESHEERLE T,
a gy kr/—RicOJga14>LEd,
L ROIYY REASILET, ssh admin@grid node IP
i. [CEEHINTWVWBNZIT—RZANILFT Passwords.txt 771/l
ii. XDAY > REAFIL TrootiCIDEZX £9, su -
V. [CEEESNTWVWB/NRT—RZASILZET passwords.txt 771/l

root LTOJ A>T 2&. AT IS ZEOLDXT $#7T 4,
b. AT T CD T 7AINADEFEETEIHNESH ZHERELE T,
FITSTIO DT 7AILINRICIE. LLSTEEX vE—0 PCLD DfEZFEALE9,

fce ZIE RDKSICATILET,

ls '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%#3tNG'
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@ OV RTIE ATz F 77 IINREEIC—FEF| AR CTHA. H%XFEEITI7T
—7LEd,

" ATV FONIDRODSBVEE. FTPx MIkbn, COFIE ZFEALTUI T
TBHILIFTETEEA. TVZALYR—-MMIBBULEDE I,

" ATV CNRADBROD o EEIF. ROFIEICEAF T, ROM oA TP I b%
StorageGRID ICJ R 7 TE X,

B AT U MNIBROIM27FRIF. TP % StorageGRID ICU X R T7LET,

aFLAML=2/—RD5 ATV T 7A1ILOFEEZZEL T StorageGRID TEIETE 3 &
SICLFEYT, AJJTSIAXY K chown ldr-user:bycast 'file path of object’

b. SSHEHERAL TEEDX FL—2/—RicOJ1>LET, KIC Ttelnet 0 1402) £ AFLTLDRO
=T IR LE T,

C. ANST5IYR cd /proc/STOR

d. A#J¥3IY> K object Found 'file path of object’

freZIE RDESICANILET,

Object Found '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgA%S#3tNG"'

ZHITLEFT object\ Found ARV RIF. JUYRICATO U bOBFAZEBRLE T, F/oo 7
T4 TRIMR) =R R ) H—Ch, FERUSD—DIEEICRK > TEMOIE—IERINE T,

FTITY MERON SR FL—U ) — RBF T 51 Y OBEE. 4251 VDR
DARL=/—RIEA T b EAE—TEET, TSI VDRRL—I ) — K
() o warllocalirangedb 5+ L& FUlcA TV LY ERELE T, RIC, FRE ERGTL

F9 Object\_Found AVYRZFEAL. ATV MADT7AILNRZIEEL £
ER

ATV bV RARTTERVGEIE. ZF1TLET object\ Found AR Y RAKHML &
Fo TUVZAILTR—-MIBEBULEDELLEEI L,

* AT 1Y b StorageGRID ICIEEIC R R 7 INIBEIE. BWEEGRAZ X vE—IWRRS
nxd, f:

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgAS#3tN6"'

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tN6"' to
'/var/local/rangedb/1/p/17/11/00rH0%DkRt78I1la#3udu’

ROFIBICEHF T,

4 F T U bH'StorageGRID ICIEFEICU R R 7 ENIBEIE. FTLWSFAAMERINTWS e = HEAL
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9,

a ANF35IY>K cd /proc/OBRP

b. A9 %< > KR ObjectByUUID UUID value

TDF)IE. UUID 926026C4-00A4-449B-AC72-BCCA72DD1311 DA T U bIC 2 DDIHFAM H S
_&ERLTUVWET,

ade 12448208: /proc/OBRP > ObjectByUUID 926026C4-00A4-449B-AC72~
BCCA72DD1311

"TYPE (Object Type)": "Data object",
"CHND (Content handle)": "926026C4-00A4-449B-AC72-BCCA72DD1311",
"NAME": "cats",
"CBID": "0Ox38186FE53E3C49A5",
"PHND (Parent handle, UUID)": "221CABD0-4D9D-11EA-89C3-ACBB0O0BB82DD",
"PPTH (Parent path)": "source",
"META" : {
"BASE (Protocol metadata)": {
"PAWS (S3 protocol version)": "2",
"ACCT (S3 account ID)": "44084621669730638018",
"*ctp (HTTP content MIME type)": "binary/octet-stream"

by
"BYCB (System metadata)": {

"CSIZ(Plaintext object size)": "5242880",
"SHSH (Supplementary Plaintext hash)": "MD5D
O0xBAC2A2617C1DFFT7ES59AT76731EGEAFS5E",
"BSIZ (Content block size)": "5252084",
"CVER (Content block wversion)": "196612",
"CTME (Object store begin timestamp)": "2020-02-
12719:16:10.983000",
"MTME (Object store modified timestamp)": "2020-02-
12T719:16:10.983000",
"ITME": "1581534970983000"
by
"CMSM": {
"LATM (Object last access time)": "2020-02-

12T719:16:10.983000"
by
"AWS3": |
"LOCC": "us-east-1"

Yy

"CLCO\ (Locations\)": \][
\ {

25
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"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12448208",

"VOLI\ (Volume ID\)": "3222345473",

"Object File Path":
"/var/local/rangedb/1/p/17/11/00rHO%DkRt78I1a\#3udu",

"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.880569"
N
\ {

"Location Type": "CLDI\ (Location online\)",

"NOID\ (Node ID\)": "12288733",

"VOLI\ (Volume ID\)": "3222345984",

"Object File Path":
"/var/local/rangedb/0/p/19/11/00rHO0%$DkRt78Rrb\#3s;L",
"LTIM\ (Location timestamp\)": "2020-02-12T19:36:17.934425"

a. LDRIOVYV—IHISHAUT7IRLET, ANNTBHIYU R exit
BE/ —Fh5. EEOJVZRRELTCIDA TV b Z ORLM EEX v E—UTIRL. BEICIGL T
BRI AVILER (ILM) IC&->TAE—HEBEINTVWS 2R LE T,
a gy R/ —RiZOJ1>LET,
L XOOAYYREASNLET, ssh adminlgrid node IP
i [CEEEINTWVWB/NRT—RZANILET passwords.txt 771 /o
iii. xDATY REASL TrooticINDEZ T, su -

V. [CEEE SN TWVWB/NRT—RZASILET Passwords.txt 770 ), root& LTOJA>T 3
& FAVT DD SEDLDERT $#T 1 4

b. BEOJHMRMINTVBETA LI MIICBELET, ZBRLTIETWL FE b,

C.grep ZEALT. A7V V MIBEENITSNTVREEA Y E—JZHNT 7AILICHE L X T,
AJIT3IX 2K grep uuid-valueaudit file name > output file name

Bl

Admin: # grep 926026C4-00RA4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages_about restored object.txt

d. grep ZFRALT. COEAN7T7 71 I/LH5 Object Rules Met (ORLM ) BEEAXA v tE—T%HMH L £
Jo AJITSIX K grep ORLM output file name

Bl



Admin: # grep ORLM /var/local/tmp/messages about restored object.txt
ROHNE. ORLMEEX v -2 DAIZRLTVET,

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) :"Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]

[RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID (UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a BEBEAYytE—ITLOCS 74 —ILRZRERLET,

ZDT7+4—ILRE®D CLDI OfEld. A7z baE—PMEf i/ —KRID&R)a—LID T,
COXyE—2F. IIMAERIN. 2204720 baE—DT )y RRD 2 DOBEFRICER S
Nz RLTVLET,

6. "MAA TSV MNECREF TSV DAY rZEVEY MLET" IV ILET,

BRATSz O eREF TV MOAO Y b 2)EY RLET

StorageGRID )Z?A%Eﬁ’kbx RBMEINTCIRTOEELRF TV 7 MHR2ICKDbN
TWAZ Y. FEIFBR o7 7—LTHD MR TE /=5, Lost Objects BED1E
Z0ICUEY FTEET,
EXZBtR T R0IC
* ZfEHA L T Grid Manager ([CH 1 > A > 23REBAHD X "HR—FETNTWS Web 75T,
* CNTRTTY "NEDT 7t XHER"
CDRRIIZDOWVWT
Lost Objects NIV RIFIDEBESHDR—IHB )Y b TEEXT,
* *HR—k *>*Tools * > * Grid Topology * > * _Site_*>* _Storage Node_* >* LDR * > * Data Store * > *
Overview * > * Main *
. *-'j-/—ﬁ_l\ *>*“/—)L*>*7‘U‘yFI\ZI’fEI*‘/“*>*_")L’( I\_*>*_Xl\[/_\/‘\/_l‘“_*>*DDS*>*
T—RART*>*BE*>* X1
NS5DFIEIX. ldr>*Data Store* R—Ih5hT U REUEY b FB3HEXZRLTVWETD,

FIE
1L HR=—b*>*Y—=)L*>*JUy R bROD* ZFRLE T,

2 BEFFIZLOST 7S —LBRELTVWBRRA ML=/ —RICDWVWT. M*Site*>* X hL—Y/—K
_*>*LDR * > * Data Store * > * Configuration * | Z3ERL £7,
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Storage Options Overview
Updated: 2018-10-08 13:08:30 MOT

Object Segmentation

Description Seftings
Segmentation Enabled
Maximum Segment Size 1 GB
Storage Watermarks

Description Settings
Storage Volume Read-Write Watermark 30 GB
Storage Volume Soft Read-Only Watermark 10 GB
Storage Volume Hard Read-Only Watermark 5 GB
Metadata Reserved Space 3,000 GB

7=¥ ZI¥. Storage Volume Soft Read-Only Watermark 75 7 #JL ME®D 10GB ICRRESINTWVWBH L E T,
A=/ —RRADER ML —URY 2—LICK> TWBERATIEERR— XA 10GB KiEich D & SSTS
Fo5—LDR)A—CNET, WINHDAR) 2—ALIC10GB ULEDEZTHTENHNIE. 75—LIFRUA

—SNFH A

SSTS 75 —LH MU A—CNTIFEIE. ROFIEZRITL THE 25 L<IBETIHEN DD T,

FIE

1. support>* Alarms (L7 —) > Currentalarms * Z:#RL £7,
2. Service 5T, SSTS 77— LICEE[ITENTVWET—REVE—. /—R. BLUHT—EX%ERL

9,

Grid Topology R—IHERRINE T, Alarms R T ICIE BRL/ —RBELUVH—ERDT7 I T4 TR

7 I —LDRREINET,

| Overview I Alarms ]L: Reports || Configuration

| Main History

. Alarms: LDR (DC1-83-101-195) - Storage

Updated: 2019-10-09 12:52:43 MDT

Ll SSTS {Storage Status) tnsuﬂimnrﬁ Free 2&19—1&09

Space 12:42:51 MDT
" SAVP (Total Usable Space
| . P 0 Under 10 %

2019-10-09
12:43:21 MDT

Trigger Value  Current Value  Ac
hnsuﬁ'lment Free |nsufficient Free
Space Space

7.95 % 7.95 %

w_-____—

Apply Changes .

CDOFITIE. SSTS (Storage Status) 75 —L ¥ SAVP ( Total Usable Space (Percent) ) 75—

LOEAED Notice LRILTRUH—ENTWVWET,
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BEIE. SSTS 75 —LY SAVP 75— LOEANIFZFRAFC AU A—-CNET, 2
L. AADT7 Z—LHEES MU HA—SNEINNET+—F—T—TDFE (GB) ¥ SAVP

TE_L\O)E_QE_C\W;%i D i_a-o

3. REEICFEHATRERAR—IEZHEERT BICIE.  Idr>*Storage*>*Overview* %3&R L. Total Usable Space
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(STAS) B=zHERLFT,

| Overview \

Alarms Reports

'I: Configuration :

Main

7

Updsted: 2018-10-00 12:51:07 MOT

Overview: LDR (DC1-81-101-193) - Storage

Storage State - Desired Online =
Siorage Sfiate - Current Read-only =
Storage Status Insufficient Free Space = _|
Utilization

Jotal Space. 164 GB o
(fotal Usable Space: ___ 19.6 GB B

Total Usable Space (Percent): 11.937 % He
Total Data: 135 GB B

Total Data (Percent): 84 56T % =]
Replication

Block Reads: 0 |
Block Writes: 2,279,881 £l
Objects Retrieved 0 |
Objects Committed: 88,882 £l
Objects Deleted: 16 =
Delete Service State: Enabled =
Object Store Volumes

D Total (Available  Replicated Data ECData Stored (%) Healih

ooon 547 GB 2593 GB 9462 GB 0B 0T 84.486 % Mo Errors =4y
0001 547 GB 832 GB | 463 GB mo0B H 84644 % Mo Errors =9
ooz 547 GB 1 8.36 GB | E 463 GB 0B B8 84.57 % Mo Errors =Gy

COBDRARL—/ —R Tl 164GB #1 19.6GB LHAMEARIRELR AR—IAWFEZ-> TV EEA. BETIE

3DDA TSI RRANTR) 2a—LD T{EHEBIRER]
FNENIZ 10GB RKFBFBDEZIAR—ZADH o778,

Usable Space D 70O0w hEFHALEY,

CDFITIE. 12 : 00 DB DERATIREARTET A R— XIEH 155 GB T L 7=h'

TRD. TDFRTSSTS 75 —LD MU A—-ChTVET,

*EOEFHTY . 3D2DRML—RUa—LD
SSTS 7S—LhHbhUH—INF LT,

—FEHRICHT=Z R ML= OFERR SR T BICIE. * Reports * X 7 &EIR L. BEHER D Total

12 1 35I1C1F20GB &



Owverview _f Alarms | Reports || Configuration |

Charis Text

b Reports (Charts): LDR (DC1-51-101-193) - Storage

Ny MOIMMIDD HHMMSS
Attribute: | Total Usable Space v | Vertical Scaling:  #/ Start Dale: 2019/10/09 12:00:00

Cuick Query. | Custom Quary v | Update |  RawData =2 EndDate: 2019/10/09 13-10:33 |

Total Usable Space (GB) vs Time
2015-10-0% 12:00:00 MDT to 2018-10-08 13:10:33 MDT

200+
= 150+
e
4K}
L%}
m
o 100+
@
]
m
W
3 g
= 50
m
[
'_
] } } f f } } Her
12:00 12:10 12:20 12:30 12:40 12:50 13:00 13:10

Time (minutes)

O BHRENERL L TR ML —HEDLSICHERINTWVWA O ERERET BICIE. BEREBOEEHER
AREAR—Z BE) =27Ov LET,

CORBITIE IFIFRL XA I VT THEAAEBEFTAR—XND95% H'5 10% 5EITHD L TWE T,

37



Owverview _f Alarms | Reports || Configuration |

Charis Text
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Attribute: | Total Usable Space {F’ercenl} v | Vertical Scaling:  #) Start Date: 2{:19,‘1 []mg 12 m} i}[]

Quick Query: | Custom Query M | Update | RawData: =l EndDater 2019/10/09 13-10:33

Total Usable Space (Percent) (%) vs Time
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