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KMS setup

Create a 5torageGRID
clientin the KMS

\

Obtain KMS details:

* Host names and port
Alias for encryption key
Server CA certificate
Public client certificate
Client private key

v

Add KMS to Grid Manager
for a site or group of sites

.‘_

Appliance setup

Enable node encryption in
Appliance Installer

v

Install appliance:

* Volumes are encrypted
with data encryption
keys (DEKs)

e DEKs are encrypted
with temporary key
encryption key (KEK)

v

Deploy appliance as a
node in StorageGRID

v

No Has a KM5
been configured for
the site?

* Yes

Appliance receives KMS

KMS process

>

configuration

v

Appliance connects to

Yes

Power on
or reboot?

Mo

> KMS to request key

v

KMS key replaces
temporary KEK

v

Appliance is secured by
KMS
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