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ListObjectsE3K 7z ListObjectVersionsE3K TEE
TNfemax-keys/SS X —R L LB L £95

THEE TN fzretain-until-date £ b L £ ¢ x-amz-
object-lock-retain-until-date JROEERICD
WT. NS DENFREFENTH S C C ZHERT
B30I, BRAYA—FENTY DT T HIL
MREFERREID SEEINE T,

» PutObject
* CopyObject
* CreateMultipartUpload Z#EfTL £
I&. PutObjectRetentionZE3K THERE & 11 7=retain-until-

dateX L L T, HFRSMENTH S =R L £
ERR



Condition¥+ — T3y Bz

S3:TLT7a4vIR S3 ! ListBucket & ListObjectsE 3K & 7= |$ListObjectVersionsE3K TIEE
INToprefix/N T X—R LB L £,
S3 © ListBucketVersions
MERR

S3 : RequestObjectTag  S3 : PutObject AT REBRIZZTFITAZTENTVWBRES
I<tag-key> & FHEDXIT X —ENBEICED XTI,
S3 : PutObjectTagging

S3 .
PutObjectVersionTagging

RIS —TEREEELEXY

R)O—TEHEZFEATDI . ZUTBIR) O —DBEREZRBETTET, TRV —BHREFRTETEY
Resource NDER ¥ XFFELE condition &R (Element)

ZOFITIE. BE=FERALTWVWET ${aws:username} IFResourceBEED—EB T,

"Resource": "arn:aws:s3:::bucket-name/home/S$S{aws:username}/*"

COBITIE. BHEFERALTWVWET ${aws:username} . £HETOVIDEREEDO—EFTI,

"Condition": {
"StringLike": {
"s3:prefix": "${aws:username}/*"

b o
Z# ( Variable ) =HAR
S{aws:Sourcelp} Sourcelp F—ZIREDZEHE LTHEHALZE Y,
${aws:username} username ¥ —ZIEEDOEH LTEAL X,
${s3:prefix} H—EABEBO L 74 v I XF—%EEDEH LTHEHRALET,
${s3:max-keys} H—E XEB D max-keys F—ZIEEDEHE LTHFEARALE T,
S${*} BHHYFTd, XFEZEVTIIL*XFe LTERLEY,
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Z# (Variable )
S{?}

${s}

Bz

BFHXFTIo XFZ2)TINXFELTHERALEIN? 2L E T,

BHNF T XF 81 ZUVTIIXFELTEALET,

FFRGIBZ N B TR —2FLET

RS —THEINBHERICES>T. ZHUY MDD root A—HFHAOVITIRINZRYE, EFallTa®
MR ERICKENE LB DB D £, StorageGRID D S3 REST APl ORETIE. R > — DK
DFHEIRIZ Amazon KD BHE L HD FHAD . FHERIZRAFOHIENEHINE I,

Policy #I£ DB

BRI L. root 7HD >k
ICX T BT ARTDIERZIES
ERA)

BEICHLI-Y/TIL-T
ICX 9 2 IR TOHERZIES
EX)

N7 AT NI IL—TFICxd
LESDHERZFFAILEY

NER T HT> D root £1-1&
A—HICEEDERESFAIL
ENE]

IARTOI—HFIZTITARTOM
BICW T 2RI LET

TRTOIA—HFICHLTITAR
TONIBICX T Z1ERZIESR
ERS)

16

RS —%4 Amazon OENE

7
NT Y

JI—=7

INT Y b

N7y b

NTw b

INT Yk

B TCERAINSDD. S3IN
TYRDIRTDRY =0
BICX S BHERIFE| SIS
root I—HT7HTU > MIHES
TN

B TERASINEY

BT NILTY

BWEH. SSNTY DT
NTOR) > —4IBIZX TS
MERRZ R S —THAITB
405 Method Not Allowed T 5
—IREINET

BWrEH AT HOV D
root 5L VI —HFICDOWVWT
IF. SINTY FDITARTD
RS —HIBICX T BMERET
405 Method Not Allowed TS
—hRENEXT

BMTERAINSH. S3IN
Ty RDFTRTORY & —i
BICX 2HERIFE I S S
root I—HT7HU > IS
Tn3

StorageGRID D E{E

GV

GV

auiEh. SNy hDT
NTORD) S —HIBIZXF TS
HERERY S —THRIT B
405 Method Not Allowed 5
—hIRENET

[LC



Policy #I£ DB

T NILE LTHROD
—FELIFTIL—T=iEEL
x9

1)Y= LTHHED S3 N
Ty hEEETIHBENDD
x9

Uyl Ta-al
IIN—TZEELET

RUS—F. ATz o b+
#PUTS 27D DIEFREET
Aok (B&R7HOV &
20) EREHELE T,

RS —44 Amazon OENE

7
NT Y

JgIN-7

NT Y

ARV

BN TUONILTY

| T NILTY

Bo T2 T MMIERE
THOYMMIL>THRES
N N7y bR S —I3EA
ShEEA. ERET DO Y
3. 7 xo hdDACL
ZERALTH IO MMIT
I XERZ 5T 2 HED
HHEJ,

Write-Once-Read-Many ( WORM ) (C X %1R:#&

StorageGRID D E{E

B

GV

B3

B ATV MMINT Y
RRAEET7 DY MI&ST
FRrESh. N7y kRS —
HERINS,

F—HR, A—"HYEZA TS ITIMDXAERT—HR, S3 AT I MDRITHRETB/-HIC. Write-Once-
Read-Many (WORM) N7y hEER TR D TETET, FILLWATO U FOERESFAI L. BIFD
ATV DEEFPHIBRERIETAEDICWORM Ny hEBELX T, CCTHBBTAVWTNHDAE

ZfERALFEY,

FETZBICIETIBICIF. ROBEZERITLET,

* Grid ManagerT. * configuration > Security > Security settings > Network and objects DJIEIZEIR L«
Prevent client modification *F = w V7RI X & RIRL £ 9,

*RDIL—ILE S3RU S —ZBERALET,

° 83 7R 1) & —|C PutOverwriteObject DENY #LI2%EML £ 9,
° 83 7R 1) & —|C DeleteObject DENY JLIZ%EM L £ 9
° S37R 1) & —|ZPutObject Allow#LI2%EM L £ ¢,

®
®

*C RITA*

S37R 1) & —TDeleteObjectZ DENYIZERE L TH.
HEETIHEIFIMICE>TA I 7 FHBIBRTNETS,

| FRETASL (REXITRIN)

l'zero copies after 30 days] R DIL—)L

CNSDIL—IERUVS—DNIRTEBAINTS., ARFETAHDSIIFRESNIEA (K
TMAZER) . REONRRICHEZDIFS—T VI vIIBEEEETY (KRB ZER)
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/mybucket/important.doc
PUT#1 ---> OK
P2 —emmo== > OK

*HRB* =T Iy BEEE (RENR)

/mybucket/important.doc
PUT#1 - -————- > PUT#2 ---X (denied)

REETER
* "StorageGRID D ILM JL—=JLICK 2 AT 0 FOEE"

"Ny BRI S — DA

" FIL—=TFR) T —DA"

LM ZERLTA IOz b2 EET "
"TFUNTAIY N EFERTZ"

INT oy BRSO —D

DI a>BEERLT. N7y DStorageGRID 7 7t AR —%{ER L £
ER

NTY RRD =Tl ZORYS—HBEHEMITENTNT Y MR TR 77 AERZIEELE T, N7 v
ER1 S —I&. S3 PutBucketPolicy APl ZER L TREL£T, Z2BRL TV "Ny FDILIE",

INTY RRYS—%BETBICIE. AWSCLI TROIOAY Y REFEALET,

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

Bl : TATOA—HIINT Y FMADEAROERT 7L X5 HT T3
COFITIE. BRI-FESCINTOI—HFICNT Y DT TSI DU R ENT Y FROTATD

F72 1T bDGetObjectlUBZFHFAIL TWE T, ENUNDWIBIF IR TIEEINE T, N7V EADEE
AHERD root 7 AT Y EUSMIAEEINTUOAR WD, CORY S —IIFICERTIRABWEELHBD £,
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

Bl :HBBIZTHAIYRDIRTOA—FIZTINT I RA%ZHRIL. BIOT7HT>Y DTN
TOA—HIINT Y "ADFRARDER 77X %ZF T3

COFITIE. IBELETHIY COIRTDIA—HFIZNT Y bADTILT VL RZHFTLTVWET, THIC,
THOY R ZHEIMIDIBEL. EDT AT FDIRTOIA—HIZIE. THREZINTY rOATP I b
DListilLIE & GetObjectllIBD A ZFFA] L TWE T shared/ ATV bF—TL T4 VI X,

TN NTY FREET ATV MK > THRBESINE T, N7y F RS =T, Th5D

(D StorageGRID Tl&. IFFABET7 AV b (BRTHIY b ZBT) IC&>TERSINATD
FICTVFORE ZHRELE T,
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

Bl . RTOIA—HFICNT Y bADFRARDERT7 IV X%ZFHFAL. 8ELITIL—T
WIC7INT O R%HAT3

CDHEITIE. JIL—FICBT 22— DHDNT Y FDOListlUIBE N7y FROITARTDA TPV b

DGetObjectiLIBZRITTIT AL DICERI—HZEL IR TOI—HICHFAILTVWEY, Marketing IE8E
LIe7HhTYRTIE. LT ZADFRIINTUVET,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

Bl OZA4T7> hDIPEEAZRBREL T, IRNTOI—HICNTY FADFHEAED | ES
ABT I ZAEHAT S
COFITIE. FBE L IPEFE (54.240.143.0~54.240.143.255 T 54.240.143.188 Z[R<) HH5DEKICDLY

TOH. BRI—HZZTINTOI—HIINT Y bD List B NT Y FROIRTOAF T2 D&
MIBZFFAI L TVWE T, ENUNDIIBIZIANTIESEN. IPEEANADERIIINTHESEINE T,
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

Bl :BELIE7 T L—T7TYy RA—HIZOHNTY CANDTINT O R%ZHALET
COBITIF. 7TTL—FY RA—HFDAexBADTILT7 7t 2 %EHFE L TLWE T examplebucket /N7 W

fEZFDATI T b, root ZEEMDIARTOI—HI|E' TRTORIEXHERNICIEESINE T2
L. Troots IC& 3 Put/Get/DeleteBucketPolicy IFIEEINEH Ao
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"Statement": |

{

"Effect": "Allow",

"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

I

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"

by

"Action": [
"s3:x"

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

5l © PutOverwriteObject 1EfR

CDFITIE. ZERAL TLWET Deny PutOverwriteObject & DeleteObject D3RS, ATV hDT—4.
A—HEEXRT—R. S3A TV DRI Z EESTELIFHIBRTE ALK SICLET,



"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",

"s3:DeleteObject",

"s3:DeleteObjectVersion”
1y

"Resource": "arn:aws:s3:::wormbucket/*"
b
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::95390887230002558202

group/SomeGroup"

by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

JI—=TR) > —Df|

Dt aroflEERLT. JI)IL—FDStorageGRID 77t XK1 o —%{ERE L £

ERS

TIN—=TRD)I—F. EDRI—DBEEMITONTTIL—TICW T2 T7 IV AERZIREL X, FVWEE
A Principal BRIFEBENTHZ7H. R)P—IC8FENET, JIL—TFKR > —|& Tenant Manager % 7=

IZ APl ZEHLTERELE T,
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5] © Tenant Manager BB L CHIL—FR) > —%HBELEXT

Tenant Manager T IL—7ZBIMEIIR/ET D EZIC. TIL—TRID—5FRLT. TDTIL—TDX
VIN—IIHETBS3T7 I RMERERETETET, 2BRBLTLKIEIVW'S3 THY FHDOT IL—TH1ER L
9"

**NoS3Access* : TIHI AT 3>, Ny b RUS—=TT7oEIDBFAINTLWERLWAETD, C
DIN—=TDA—HIES3VY —RICTIVECRTEEF A COATIaUERBIRTDE. TIAILNTIE
root I—HICDH S3 VY —ZAANDT I ADFIINFET,

HAMODERT7 IR L ZOJIIN—FDA—HITIE. S3 VY —XADHEAIDERT Ut ADEFA]
SNET, IR ATz REVRMNLT, ATV T =2 AZT—R, RT%FHAHINDB
EDTEET, COFAT2arxEFERTDE. TFIAMRY I RICHEARDERTIL—TFRIS—D
JSON XFFINKRRINE T, COXNFIIIRETETEXH Ao

CIINTIOER* L ZOTIN—TFOA—FICIE. NTYREEU S3UY —IADTILT I INHF T
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"Statement": [
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/${aws:username}/*"
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