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CDXyt—lF. Transport Layer Security (TLS ) %R L 7-#EHisdThiRB L 7=
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DN EDRATLIRTRLES ELISBRICERENZ ZEDHD ET, COBEBXAVE—IZERLT. &
AT LNDRERT I AFHITZRETIHEDHD T,

GNRG : GNDS %%

CMN % —E X|&. StorageGRID X T LTCMN H—EXICET3BHREEF /I
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X XY % Historical T—7ILICB#LI-C e ZRLET, EEH SUCS. ABRT.
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*SUCS (VY REARIVHAEBICETLE LT
*ABRT : Uy RAZZIZO—INYIIS—HRLTERTLEL
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*SUCS (V) w RARVIIEEICEEINE LT
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cNnE9,
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7210 bOBEBHIBRUENRBINIESICERINET (BEHIRERENERICE>TWT, U—4H
JILR—IL KRB F TDIHFE) -
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DLDR /—KRIDERJa—LID,

CLNL : ATV T =AW T7—hAHA4TTINTVBEEIF. 77>
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SUCS : ILM ABAREIH L £ L7co
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B2y —0—T4 7 7A771ILDID,
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T—IICIFZRYE LEEA. COX =TIl VT AEVE
51, SUCS Tld%A < NONE WMERINE T,

USER @ aA—H%hbUAH—LELE

SYST ! Y XTFLMMUAH—SNELL

StorageGRID ¥ R T LATDZHEF TP 7 b DFHFIFo

EIEEEFEAvE—

BEATIVUTIE. BIEAPIHICNT R I—ERAOJICEREINE T, APIHICHNT S
GET £7:IE& HEAD UIADITARTOEXKIZ. SEICMATEROI—HH. IP. LU
24 FxOJICEEERLE T,
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MDIP

Z14—=ILEF

B IP 7 RFLR

Bz
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ERITIIND
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e

ERXY YR
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ISEDANX
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&R
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EROAXIFIICEDAXNZEDFFEDT —XATOJICEERINE T, It
BOEXICIERDBEBRN S ENTULRWH. TNEND POST XY
v ROEBERAXHDSEDIAEFNET,

* A—HRZKET7 AU ID : *POST authorize *
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WEd
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ICEEESNTVWET

o ST HBRIERIZ. HIBR (S3TUERF—RY) FIETRAY
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HTTP XXV w R !
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ZYTBHEEIE. S3INT Y hEE S3 F—%&. £ Swit A>T F
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ERARLHAIE, BETTO TS MBRICERINIBROZ L
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Y EICIER SN EE Ao
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JL=ILoNIL (
Rules Label )

ad>7FUUID

AYTFO
CBID

Bz
727 DY A X (N1 REAI) o
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Identifier (R
)

=EA

25


https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-ingest-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html
https://docs.netapp.com/ja-jp/storagegrid-118/audit/object-delete-transactions.html

J—K Ja4—ILR Bz

CSlz gIOA T LEEITNZATZSIbDHAX (N1 FEAD
b1 X

OCBD Jyrrvro BEOAT2TI D CBID,
w 7 5BIF (|l
DHD)

uuID Universally StorageGRID ¥ X T LRTOHFH L WA T U ~DHFIFo
Unique ID (&7
)

OuID Universally StorageGRID ' X T LR TOUBIDA T2 2 b DFEHIF
Unique ID (|H
)

INZA S3 £7clF Swift BIFEOA Tz heHFLWA T U bOEAICHERT S S3 /i
FITSTOMD Swit AT bD/IXR
JAWZ4

RSLT ERI—NK Object Overwrite kT > H oS 3 > DFER, BICKDERICAD XTI,

SUCS (BIhLELT

SgRP Y1 b (JIl— LESShATO I MHHBBEIFEELLY A FTHIBRETATWY
7) 9o COYA NI EESSNA T RO RAENTT A+
TlEH D FEE A

S3SL : S3 SelectE:K

COXyt—I1F, S3SelectBERDN VA7V MIRENTEHEICRET =2icERk L £
9o SISLAXAYE—JICIF. TT7—AXytE—J8Io—O—ROEHAZSHZIEHTE
F9., BEXIIMINL AL >T-mIEEELHD £,

a-—r Ja4—ILR BLEE
BYSC RAE¥YrEN RbL—I/—FD5RFvy (BE) ShlN1 M
N K

T2V CHEHBINTWVWSIHE. BYSCEBYPRIZER B ATREMED
HDET, ATV FHAEBINTUVWDBIHE. BYSCIFEBEINI=/N
1 MRS, BYPRIFBEEZDNA MRICHED T,

BYPR MIBENToNA WIBSNTo/NA B, S3 Selecty 3 T TERERIMIB X - IFNIB I h
b fo TRF v 2 ENTNA MU ONA MZERLET,

26



d—R J14—JLR B!
BYRT WRENT=NA b S3Select> a TN IS4 7> MIRENTZNA MG
£
LAR—hk MIBEN/-L O S3Select’a7HRML—S/—KROASZELIELIO—RFLIFTD
- l\“ i&o
RERT LO—RHAIRE S3Selecty 3 TH US04 7 > MIORTNIL O— R ELIFITOH
nELE
JOFI D373 T L S3SelectPa JOUEBHATET LI=hESHERLET, hifalsed
LI BE. O3 dIiERTLEEATLE. T5—T714—ILRICIET—2HSE
FNTWVWBABEMLRH D FT., V5172 MIERSPA—BLHIARTIN
TULWAEWEER. BRI FE KRR INABVGEELRHD £,
1)—F JJTXKID S3 SelectER DI F-
EXTM RITHERS S3SelectP 3 TN RT § 5 ETICHhD o7=BRE (#) -
ERMG I\?-X“/‘E— S3Selecta IHER TN ERIIT—XvtE—,
T—TA Io—4%4147 S3Selecta IWER LTS —%21 7S
TILR b+ X2y kL — S3Selecty 3 IH4%RE L 7= T 5 —Stacktrace,
AILo—
S3BK S3NT v bk S3NT v Mo
S3AK S37UtRF*— BREXELEI—HFDSITIEZXF—ID,
ID (BRODXE
)
S3Al S3TF > h7hH BREEELFA—HYOFFRT7HTRID,
Y hID (EK
O SEE))
S3KY S3 F— Ny b&%ER< S3 F—D%H,

SADD : tZxxal) 5 BE5EBEHEW

COXRytE—2F TDHT—ER (/—FID) BEEXvE—JoOFx>JZz47ICL
fcleZzmLFET, BEEXvE—JDONECEEIFMELLTVWET,

27



J—K Ja4—ILR Bz

AETM enable XV w R EBZEEWICTIOHICERINXY v E,
EUN d1—H4% EEOJZEWMICIZ AT REETLIEI—T4%,
RSLT R ZDT+4—ILRDEIZNONE T, RSLT IZMBDA v E—T 4 —

LRTEN, COXYE—VICEZY LEHA. COXYE—IHT 1
LRI ENHNESIC. SUCS TIE% < NONE HMERENET,

DX yE—JF UBIEEMNE o cOF VDA IREIFEMICA>TWBZeEZRLET, —fRICIE. X T
LDNT #—I VR %MELEETHEZ7-0OIC—FRDIAABFICOAETINDNIETY, —ET7I7T71rET1RIC
EEMNIZINT7EN (SADE) . BEEZEMICT AHEEISKEMNICTOvIINET,

Sade | X1 )T s EBZEMICLEXT

CDOAYyE—=2F TOH—ER (/=R ID) BEEXyE—0oOFX>J%Z VT
LECeZRLET, BEXYvE—CONRECEEIIBEINTVLET,

a—K Ja4—ILR Bz

AETM enable XV w R EBZEWCTIHICERINT XY v E,

EUN d1—H4% EEOJZBMCITS AT REETLIEI—T4%,

RSLT R CDT+4—ILRDEIZNONE T, RSLT IZHBD A vE—T 4 —

IWETEH. COXyE—2ICI3ZHIELERFA. COXyE—NT 4
IR 2T ENIZWVWKSIC. SUCS TIE7% < NONE DMERTENE T,

DX yt—TF. LENHEES) (SADD) EoOxX Y IHIREIREMICE>TWAZex®RLET, —fi%
ICIEF. PRATLDNT #—IX VR %ZREESEZ7OIC—FERDIAHBFICOAERTEINDNIETYT, — 7O T
1ETARBICEBENII TSN, BEEZTEWNICTIEEISKGENICTOVYIENET,

SCMT ( A#72xJAM7DOZw b

Uy RIOAVTFIVIE. A3 v b GKkERICHEN) N3 ETIE. FEHEREICAST .
MiNBEAE L TR INER A, AEICEMEINIOYTOVIE. Ta AVICERIC
ETAFEN. BEITIZIEEEFvIICENRLIEOYTYYTY, COXyvE—JE
O>F>oy7ay IR ML =IOy bz SICERSINE T,

O—FR Ja4—JLK ShiBA
CBID ContentBlock  X#MX L —JICa3w bENfcay 7oy 7Oy o0—E0H

Identifier D& o

28



ad—F
RSLT

Z14—ILEF
fERI— R

Bz
ATV DT« RTINS NICRRDOXT—2 R !

SUCS : A7z MHAEEICERMEINE LT

COXRYyE=JF, AVTUYTOYIDORMERIED IANTET L. ERARBREICHE oIS ZEKL
F9, COMKREEFERIZE. PXATLAOT—2 70— ZEBHTITFT,

SDEL @ S3 DELETE

S3UZA 7Y MHDELETER S H U2 a3 zRTIH L. BELIATO UV MFE
ENTY b ZHIBRT BN TLBENTY MAT2O 7 BT VY - ZHIRT 22K
DEEEINET, COXyE—2UF bSO F I aUARNLICEGRICY—NICEL >

THATNZE T,

d—F TJa4—IJLF

CBID Content Block
Identifier DB&

CNCH BEEMEHIEA

CNID

CSIZz

dmrk

GFID

gfsafs

g‘ —

il F

AoVt Aa
X ( Content
Size )

I—hH—N—%
3> ID ZHIRL
3]

gy RI7xzT
L—> 3
%D

GrdZ7 x5 L —
¥3rmny—2R
777> kD

AR
BERaInfcarroyiOvoo—Eo#RF. CBID ARBELRISE.
CDTA4—=ILRIZOICERESNE T, NI v MW TRUIETIE. Z0D
Ta—I)LRIFEESNEE A

E3RIC Consistency-Control HTTP EXRAw X —H\EET 35 €
DB,

TCP/IP #EHiD—E D> X T LaEHIFo

HIRESNIcA Tz DY AX (INA REfL) o N7y MIHT 24
EBTIE COT7s—LRIFFEEShEFEA,

N=aVBBEINTENT Y DS F T CEHIBRT % & FICIER
INTHIBRY—H—DN—3> D NT Y MM TAINIBTIE.
DT71—ILRIFIBESNEH A

gy REL 7V —2 3 > OHIREXRICEERM TSNV Yy R T T
FL—2aVEROESID, TATaR—>3 > )y ROBEEOYIC
DHAZTENET,

Ty RBL U= 3 VOHIBREREITSY —XRT Uy REDTF
SRhDTHIYRD, TATFA4 =23y ROBEBEOJICOAE
EFNE,

29



mES
HTRH

MTME

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

saip

SBAC

30

Ja4—ILR Bz

HTTP BXRAvw  FJRERISBR L. OJICEERIND HTTP BERA YA —D&a1 B
ﬁ\— U)UX |\o

"X-Forwarded-For"

3. BXRICEETS5E. BSLUPICEETI5SITEFNICE
FNET "X-Forwarded-For' EINEBERZXEFEEZED
IP7RL R (sAIPBEE 71 —ILR) CEAGDFET,

x-amz-bypass-governance-retention (& BRICEENTL 315
BIXEHNICEMEINE T,

IR EERZ ZT2xV MOBRBICEBSNIHEZTRY Unix R1LRZVT (R
1208 .

FRI—R DELETER S VH IS a3 > DR, BICROBRICAED X,

SUCS : Il & L1

S3TFHYrT7H BERZXELIA—TVDOTFUETAUEID, ZEDEIRELT €
UJYhID (BXR XTHBc=zrmLET,
DIXEE)

S3T7VEAFx— BERZXFELIEI—FDNYD2EASIT7I/EIXF—ID, ZEDOfEIF
ID (BRDZEE ERTI/ELIATHBZzemLET,
)

S3INT vk S3 Ny M.

S3 ¥ — INTw FE%ERRLC S3F—D&HI, N\ wY MIXTRUEBTIE. CD7
1 —=ILRISEBESINEE Ao

S3HTVY—R BEICBL T, WEBER[RONT Y b EEA T MFTIV—2R,

S3TFrT7H BEREXELIEI-HFDOTFYNTAYY bD&FEL, BEROEKRDIGZS
U b (R OBETT,
DIXEE)

P7RLZR (B BREZZXEELLISATYNTIVT—23>DIPT7RLZ,
REEE)

S3TFURTH NTry SFRBEEDT Y NTAI Y Mo VORTHUY T OERE
Vb (N7 TIRERT I XOHBICERL XY
v hREE)



ad—F
SBAI

SgRP

’

\/

HIARVY g

i3

TLIP

UubDM

uuIibD

VSID

J14—JLR
S3TF>RT A
Y hID (N4
v FPREE)

Y1k (JI—
7)

S3 1—HD
URN (EXRDix
E&)

i3

EfETxs0—
RNZHDIP
7RLZR

HIbR~ —H—
MDUniversally
Unique Identifier
CAR—=5E5
F)

Universally
Unique Identifier

D

N—23>ID

SGET . S3 GET

S3UVZAT Y EHGETA S U I aV%RTITBDE. ATV heHIAHLIEON
TySRADATSz O RZVIAMLED. NPy MAT2 o b3 T)Y —R%ZHIBRL
D IBERNEEEINE T, COXvtE—2F bS 2T a > hRIILISGESIC

H—NICK>THATN T T,

R
CBID

Z14—ILEF

Content Block
Identifier DBE

GG

B—=7y cNTY FOFRBEDT U NTADYMID, JOXTAHD
YT OCRFRIBERT I XAOFEAICERALE T,

ATV MDEFEITBHEIF. BELEY A FTRIBRESNATULET,
COYAME AT bHWMDRATNIY A FTIEHD T A

EREZELTVWRI—HYOTFYETHUYMID &I, O—
A A—HF7IF LDAP 21— TT, fl:
urn:sgws:identity::03393893651506583485: root

ELDERDIFEIFZETI,
EROEHLERE (Y1708) .

BERMEETEBLAVTO-—RNIOHICE>TIL—Tr TN
HBald. O—RNZUHDIP 7 RLZ,

HIfR~Y —H— DR F. BEEOY X vt —ITld. UUDME 72IZUUID
DVWITNHZEIEELE T, UUDMIZA T T FDEIBRERICK > TE
BEIN-HIBR~Y—H—. UUDIEA TSz bERLET,

StorageGRID > X7 LARATDA T =¥ b D&#EHIFo

H RSN Tz FOREDODN—23>0N—2 3> D, N—2
SVEBBICHIGLTWERWNT Y fRDONT Y b EXUVF TSI MC
W BMIBICIE. COTas—ILRIFEENEE Ao

Bz

ERSnica> 7oy 7Oy I D0—ROHF. CBID B FBELRIZE.
CDTA—IILRIFOICERESNT T, N7Tv MW TRUNIETIE. D
T4 —ILRISEESNIE Ao

31



ad—F
CNCH

CNID

Cslz

HTRH

anp
oo
ot

NCHD

rang

RSLT

S3Al

S3AK

S3BK

S3KY

32

Z14—ILEF
EAMERIEIAN Y
g‘_
el

A>TV A
X ( Content
Size )

HTTP E3XRAvw
g‘ —_

ListObjectsV2

FDE

HEDFAED

fERI— R

S3FFURTH
Y hID (BR
DIXEE)

S3TUERF—
ID (ERDX(E
&)

S3INTw bk

S3 ¥+ —

GG

E3R | Consistency-Control HTTP BRA WA —H1FET 3B EIE. £
DB,

TCP/IP #HEiD—ED > X7 Li#HFo

MARINIA T bDOYAX (N1 REL) o N7y BICHT S
RIEBTIE. COT7s—IILRIFHEEShEFEA.

SRERFIOER L. OJICERRIND HTTP EBERA YA —DEHI C 1B
D) R ko

"X-Forwarded-For"

3. BXRICEETD5E. BSLUPICEETI5SITEFNICE
FNXT "X-Forwarded-For' EINEBERZXEFEED
IP7RLR (SAIPEEE 71 —ILR) CERDXET,

_v2 format_responseNERENF L7, FMICOVWTIE. ZBERL T
< 72T L) "AWS ListObjectsV2"s GET BucketfLIEDIZE D o

F—EHBOTIL T v I AN ENE T, GET BucketfllIZEDIFED
Ho

SEHEFTAWNDULIEDIZEDH, CDEKRICK > THANSNI/NA ~D
EEZTLET. X5via (/) OBRDER. #7017 2D
1 XZRLET,

GEThZoH U a3 DER, BIRDERICED £,

SUCS : L & L1

EBEREXELI-I-HYDOTFETHINID, ZEOEIZERT I
ATHhdeczmnLET,

EREXELEA-HDONY S a2FEHASITIEAFX—ID, ZDEIF
BL7 LA TH3cxmRLET,

S3 N\Tw I\%o

N7y FRERL S3 ¥ —0%F. ATy MIRT BZLETIE. S0
1 —LRIHEESNE Ao


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html

ad—F
S3SR

SACC

saip

SBAC

SBAI

’

AR 3

\/

PRy ]

TLIP

TRNC

uuIib

VSID

Z14—ILEF
S3HTUY—2R

S3FFYRT7H
U hE (KR
DXEE)

IP7RLR (B
KIR(EH)

S35+ T AH
T rE (N7
v FPREE)

S3TFNT A
Y hID (N4
v NFREE)

S3 a1—Hm
URN (EXRDix
£8)

PRy ]

EEETEs0—
RN >HDIP
7RLZR

tInEETEN
3. IO
BToneswn

Universally
Unique Identifier

D

N—23>ID

Shea | S3ANVY R

S3UZAT7YMNHEAD bSO a aETITRE. AT MEIENT Y
FOFEZFTVIL. ATV MIBATEIXET—RZ2HAHAHETERINEEINE

GG
BEITHLE T, WBHRONT v bELEFTITI M FTUY =2,

EXRzxELLEI-TDOTF T AUV FD&E, EBOERDIZE
I¥ZETY,

ERZzXELIIZATORNTTIITr—23>DIPT7RLZR,

NTY bFREEDT U NTADY bae VARTADY T OEXZF
TBRBR 7 7 XOHANICFERALE I,

=4y ENT Y FOFREEDT Y N T7HADYRID, JORXRTAHD
DRTOERFRIIEBERT IV ROBANCERLET,

BEREXRELTVWRI-HOTF Y ETAIYMID L%, O—
A= F7IE LDAP 1 —HTY, fl:
urn:sgws:identity::03393893651506583485:root

ELDERDIZEIFZETT,
EROEHLIERE (Y1708) .

ERMEBTETBLAV7TO-—RNSUHICL>TIL—FTr >INt
Balk. O— NSO IP 7 RL R,

TARTDERIERINIZBE IHfalsellREINET T, KDZLDEFEREMD
RENDB5EIEtruellFREL £ 9o GET BucketflLEEDIZE D Ho

StorageGRID > X7 LATDA T ¥ b D&EHIFo

BREINATS I bOFEDN—3>ON—2 3> D, N—2
SVEBBICHGLTWERWNT Y fRDONT Y b EXUVAF TSI MC
W BMIBICIE. COTas—ILRIFEENEE Ao

33



To COXYE—=2UF. bSO aVARILICHSICY —NICL>THATNZF

ERS

mES
CBID

CNID

Cslz

HTRH

RSLT

S3Al

S3AK

S3BK

S3KY

SACC

saip

34

Z14—ILEF

Content Block
Identifier D&

e ool

A7V A
X ( Content
Size )

HTTP 3Rk w
H—

HRI—R

S3F+>R7H
Y hID (ER
DIXEE)

S3TUERF—
ID (ERDZME
#)

S3 /Ny

S3 ¥+ —

S3FFYRTH
v ha (X
DE(EE)

IP7RLR (B
KIREH)

e

BRSOV ToYITOvI0—EDHF. CBID K REELIGE.
CODT4—=ILRIFOICERESNE T, NT v MIXNTRUIETIE. D
Ta—ILRIFEBESINEzHE A

TCP/IP #EH:iD—ED > R T L#HHIF.

FryvILATOT I bOTAX (N1 REBAD) o N7y MMIXNT S
RIBTIE. TOTa—ILRIFFEESNEEA.

HERIOERL 7o, OJICEREINS HTTP XA v 4 — D% CfE
DR ko

"X-Forwarded-For"

&, BRICEET 356, BLUPICFEET 55 IEB8FNICE
FNET "X-Forwarded-For' {EHERXEEZED
IP7RLR (SAIPEE 71 —ILR) YERDFT,

GETrZoH U3 DER, BICKRDIERICED £,

SUCS : L & L1

ERERXELIEI-HYDOTFUETHAIVMID, ZOBIRERT It
ATHBcZmLET,

ERZXELEI—HYDN\NY a2 FASITIEAFX—ID, ZDEIF
BEL7 XA TH3cxmnmLET,

S3INT Y+,

N7y bR S3 ¥ —0%H. N7y MOHT 30EBTIE. CO7
1 =L RIFHEE SN EE Ao

EREXELIEA-—HDTFY M TAHYY FOEF, BELZOERDEE
IFZETY,

ERZXELIIZATONTTIIr—23>DIPF7RLZR,



a—F Z14—ILEF

SBAC S3TFURTA
T rE (N7
v FFREE)

SBAI S3FFrTAH
Y hID (N4
v FPREE)

\/
\/

S3 1—H%®m
URN (ERDiX
54&)

ARV g

BF BF

TLIP EfETE30—
RNZ>HDIP
T7RLZRA

uulID Universally
Unique Identifier

DI

VSID N—23> 1D

SPO . S3 POST

Bz

NTY bRBEDTFH U NTADY bae VARTADY T IERF
TI3BR7 7 XOHBICFERALE T,

=7y cNTY FOFRBEDT U NTADYMID, JOXTAHD
VT OCRFRIBERT I XDOFEAICERALE Y,

BEREZXELTVWERI—HFOTF>T7AHOYMID I —H4%, O—
ANI—HFIE LDAP I—HTY, fl:
urn:sgws:identity::03393893651506583485:root

ELDERDIFEIFZETI,
EROEHLIERRE (Y1708) -

ERMEBTETBLAV7TO-—RNSIUHICL>TIL—FTa >IN
BalE. O—FNSYHDIP T RL R,

StorageGRID ¥ X7 LATDA T ¥ b DFHEAIF-

ERINFEATS I COBEON—a>DON—23 > ID, N
SVEBBICHIGELTWEREWNT Y FRONT Y b EXUVF T U MC
W BMIBICIE. COTa—ILRIFEENEE A

S3 U747 > hH POST Object BEXRZERITIT D . bI2H IS a3 hmhLIcHEE
I —NICE 2> TIDAXAyvE—IUHEREINE T,

d—Fk Ta4—=ILF

CBID Content Block
Identifier DB&

CNCH BEMERIEIA
g‘_

CNID e nl F

598
ERENcI>TY IOy I D—EDHRIF. CBID B FREELISE.
COT1—LRRORESNET.

E3RIZ Consistency-Control HTTP EXRAw X —H\EFEET 258 €
DB,

TCP/IP #EHiD—ED > R 7 LHHIF.

35



-k

CSIZz

HTRH

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

saip

36

Ja4—ILR Bz

A>TVt HAHENfEATo o b1 X (N1 MEERD
X ( Content
Size )

HTTP BXRAvw  FJRERISBR L. OJICEERIND HTTP BERA YA —D &1 B
g\_ @IJX |\o

"X-Forwarded-For"

IE. BRICEETS5E. PLUICEET I H5SIEEFHNICES
FNET "X-Forwarded-For' EIREBERZXEEZED
IP7RL R (SAIPBEE 71 —ILR) CEAGDFET,

(SPOSTIFEETNEEA) o

ERI—K RestoreObjectER DER. BICRDIERICIHED £7,

SUCS : Tl & L7

S3TFHYrT7H BERZXELIA—TVDOTFUETAUEID, ZEDEIRELT €
UJYhID (BXR XTHBc=zrmLET,
DIXEE)

S3T7VEAFx— BERZXFELIEI—FDNYD2EASIT7I/EIXF—ID, ZEDOfEIF

ID (BRDZEE ERTIEATHBZLZERLET,
&)

S3INT vk S3 Ny M.

S3 ¥ — INTw FE%ERRLC S3F—D&HI, N\ wY MIXTRUEBTIE. CD7
1 —=ILRISEBESINEE Ao

S3HTY—X BEIZIHEL T, WEBNRONT Y hEEA TS o TV =2,
S3 SelectlLIBDIZE L. & Tselect) ICRELE T,
S3TFFURT7H BEREXELEA—TFDTFURTATY D&, BELODEKRDSE

v hE (BXR OIFETY,
DXEE)

IP7RLZR (B BREZXELILISATYNTIVT—23>DIPT7RLZ,
KEEE)



a—F Z14—ILEF

SBAC S3TFURTA
T rE (N7
v FFREE)

SBAI S3FF>VhTAh
Y hID (N4
v FPREE)

SRCF BTV —D
e

X RE.
AR 3> S3A—HD

URN (BXRDix
E&)

B B

TLIP fEHETE 30—
RNZ>HDIP
7ELX

uulID Universally
Unique |dentifier

DR

VSID N—23> 1D

SPUT : S3PUT

GG

NTY bRBEDTFH U NTADY bae VARTADY T IERF
TI3BR7 7 XOHBICFERALE T,

=7y cNTY FOFRBEDT U NTADYMID, JOXTAHD
VT OCRFRIBERT I XDOFEAICERALE Y,

)R b7 1ER.

EREXELTVWBZI—HDTFUT7HIYMID Ea1—H%, O—
AN I—HF7IF LDAP 21— TT, fl:
urn:sgws:identity::03393893651506583485: root

ERDERDIFEIFZETI,
EROEHLERE (Y1708) .

BERMEETEBLAVT7TO-—RNIUHICE>TIL—Tr >IN
Balk. O—NZ2HDIPT7RFL R,

StorageGRID ¥ X7 LATDA T 7 b DFHHIF-

EREINLATO I FOFEDON—23>DN—23 > ID, N—=2
A VEBICHISELTWARWNT Y FRONTY b BLTVA TSP T ML
WIBUIBICIE. CDTr—ILFEEENEE Ao

S3USAT Y EHPUTRSOH I3 e2RITIBE FHLWA TSI FETEINT
v REERTBRER. FRBNTY MATDO 7 T )Y —IXZHIRT 2ERNEE

éni_a_o C@X“/t—‘y‘i\

cNE9,
d—F TJa4—IJLF
CBID Content Block

Identifier DB&

S oS a VAL EICT—NIC&k > THA

Bz

BRSOV ToYITOvIO—EDHFF. CBID W REELIGE.
CDT4—=ILRIZOICERESNE T, NT v MIRTHIUNIETIE. 20D
T4 —ILRIFBESINEFHA

37



-k
CMP

CNCH

CNID

CSIZz

GFID

gfsa’z

HTRH

LKEN

LKLH

LKMD

38

Z14—ILEF

AVTFSAT >
RERTE

BRI Y
g‘ —

il F

AVFoVTA
X ( Content
Size )

JUyRI7zT
L—> 3 %
%D

Grid7 7L —
32DV —2R
7ho2 D

HTTP ZERAw
a‘ —_

A7z kO
W I BT
hxlL7

A7z k0O
w1 )—HILR
—JLR

7o kO
vIRFE—R

GG

NT oy b OEREFICERSNERERE (BRICFEET 35E) (R4
D1024XFICTIDFED 5N ET) o

B3R |Z Consistency-Control HTTP BRA YA —H\FET 3B EIE. £
DB,

TCP/IP #EHiD—E D> X T LF#HIFo

MARINIA T bOYAX (NA B o N7y BIIXHT 2
BIBTIE. COT71—ILRIFFEEShEFEA,

1)y REILZUr—2 3 YPUTEKRICESEM TSN )y RT7 T
L—> 3 VEFOESID, TXTa%—>ayJ Uy ROBEEOJICD
AEENET,

J)y RBL V5= 3 PUTERZITSYV—RXT Uy REDTF >
FDTHDY MDD TRATa4%—23 > )y ROBEBEOJICOASE
nx9,

RERIGER L. OJICEERIND HTTP BERA VA —DRRI CE
DRk,

"X-Forwarded-For"

IF. EXRICEETIHES. BLUICFEETIEEIEETNICE
FNET "X-Forwarded-For ' {EHNEREXEEZED
IP7RLR (SAIPEEE 71 —ILR) tERDET,

x-amz-bypass-governance-retention (&, BRICEENTL 35
BIXEFNICEMINE T,

ERA YA —DME x-amz-bucket-object-lock-enabled (U T
ZAMIFETBEE) -

ERAN WA —D1E x-amz-object-lock-legal-hold (PutObjectE
RICEETDER) o

ERAN YA —D1E x-amz-object-lock-mode (PutObjectERICTETE
T3%8) o



ad—F
LKRU

MTME

RSLT

S3Al

S3AK

S3BK

S3KY

S3SR

SACC

saip

SBAC

SBAI

SRCF

Z14—ILEF

7o k0O
yIRTHET
R¥F

RIS EERZ

fERI—F

S3F+> T H
Y kID (BR
DEEFE)

S37UtERF—
ID (EBRDiXE
)

S3INTw

S3 F—

S3HTUY—2R

S37FV TN
v ha (X
DEEE)

IP7RLR (B
KIREH)

S3TFNTA
T rE (N7
v FFREE)

S3FF>V T H
Y hID (N4
v FFREE)

‘_U‘7"J V=D

X AE

GG

BRA YA —DfE x-amz-object-lock-retain-until-date
(PutObjectERICTFET 358) o

IS0 MHRBICEESINIAR%ZRY Unx 31 LRZ2>T (R
1408 .

PUT bS50 30 DfER, BICRDERICAED £,

SUCS (Il ELT

EXzxELIEI-TFDTFRT7HIVMID, ZEDEIIERT 7€
ATHBdeZmLET,

BEREXELIEA-—TDNY2EFEHASITIEIF— 1D, ZDfEIF
BRx7I7EXTHBZRLET,

S3NT v~

Ny b RERC S3F—0RE. N7y MCHTBLETE. S0
1 =L RIRIERSNEE Ao

HEICHLC T WEBRRONT Y b EEF T TV —2Z,
EREXELIEA-HDTFY M TAYY FOEFL, BELZOERDEE
IFZETY,

ERZXELIIZATONTTITr—23>DIPF7RLZR,

NTY bRBEDTFHF U NTADY bae VARTADY T OEXZF
TI3BR 7 7 XOHBICFERALE T,

2=y bNTY NOFRBEDTF T AUV RID. JOXTAD
YRV OEREIGERT IV ADHBICERLET,

HLWHITUY—IHBE (RIID 1024 XFICTIDEHSNET) o

39



ad—F

Z14—ILEF

PAIRYI3Y S3A—HD

URN (EXRDix

%)

B B e

TLIP EfETE30—
RNZ2HOIP
7ELX

ULID IDZz7vy7O—
FLET

uulID Universally
Unique |dentifier
DB

VSID N—23> 1D

VSST N—=2 3 ER
DIRRE

Bz

BERZZFELTVWRI—HYOTFYrTHUY M ID 21—, O—
A= F7IE LDAP 1 —HTY, fl:
urn:sgws:identity::03393893651506583485:root

ELOERDIBEIXZETT,
BROGEHUERRE (v1r20O8) .
ERNMEETEBRLAVIO—RNSUHICE>TIL—Ta TNtz

BEIE. O—KRNZHDIP 7RL R,

CompleteMultipartUpload LEEDSPUT X v —JICDAEENE T, T
RTON=YHK 7y 7O—RrREh,. 7E>TILEn=CcxzRLET,

StorageGRID ¥ X7 LATDA T U b DOFHHIF

N=2 3 VEBEININT Y bTERSNIGHLWA T 7 hdN—
YarID, N=UayERICHELTWEWNT Y FRONT Y b &
LOATITI MIHT BRI, COTr—ILRIFEFEFIhEEA.

NTy FDFLWN—2 3 VEIRIREE, Tenableds F7:
I& Tsuspended) M2DDKENMERINE T, AT I MIXFTS
WMIBICIE. CDT7as—ILRIFEENEXH A

7 b X 7 DOHIER

CORXvE—J1F AT UYDRKERNX ML —JHDSHIBRI N, BEDAPI T7O €
A TCEBLBOIEZBBICKRTIINE T,

R

CBID

RSLT

CDEE

40

Za14—ILEF

Content Block
Identifier D&

fERI—F

Bz
KX b L—UDSHIBRESNIOY T2y T Oy 7 O—EDHR]Fo

AT VHIBRLEORERZRLE T, ROEDADERINTVE
ER

SUCS : OAVFYYDKEMR ML —UD SHIBRENhE LT

AytE—=IF BEShIYToY IOy I/ —RHSHIBREh, BEEERTES AR Ro7IL
ZERLET, COXytE—U%ZFEALT. PXATLRADHIRENAIYT YYD TIO—ZEBHTEE I,



SUPD @ S3 XX T—XhEHRINFLIL

COXytE—=TUE. S3TSAT U RDEDAFEFN AT TV MDA EZT—R%=EH
L7 TICS3APIICEKDTERINE T, COXvE—2lF. XEZT—RXDOEHH A
LB EICH—NICE>THASTh E T,

a—K J4—ILR gz

CBID ContentBlock  ERgnfcdrF>rVWIiOvonD—ED#HRIF. CBID AFRELIBES.
|dentifier D& CDTA4—=ILRIZOICERESNE T, NIy MIXTRUIETIE. COD
T4 —ILRIFFEETNEE Ao

CNCH BEMHIEIANY N7y b OERERTE DEFEFICERIC Consistency-Control HTTP E3R
R — Ny A —DEFETIHEEIE. FDE,

CNID g onE il TCP/IP #EHiD—E D> R T LA Fo

CSlz aA>7ovtada ZGiFHINFA TSI b1 X (N1 READ - N7y MMIXT 3
X ( Content MIBTIE. COT71—ILRIFIBESINEE A
Size )

HTRH HTTP EBskAw  RERISOEIRL. OJICEEINS HTTP BERAN v A —D&AEI B
9\_ 0) U X |\o

"X-Forwarded-For"

3. BXRICEETDHE. BSLUPICEETI5SITEFNICE
FNFT X-Forwarded-For' EHLERXEZD
IP7RLRX (SAIPEEE 71 —ILR) CEREDFT,

RSLT ERI—R GETrS %I a>DiER, BICKROBERICED ET,

SUCS @ pThL E L%

S3Al S3TFUNTH BREXRELEA—TFOTFRNTAIUNID, ZEOEISERT V€
JVhID (B XTHB xR LET,.
DEEE)

S3AK S3T7UERF— EREXFELEI—TFONYI1EASIT7IEAF—ID, ZEDEIE
ID (BXRORXRE BELT7I7EATHZIecxERLETD,
=)

S3BK S3INT vk S3 N7 Mo

S3KY S3 F— INT vy FRE%EBRLS S3 F—0D%&FI, /N7y MIXT2UEBTIE. CD7

1 —ILRIBEESNEE A

41



ad—F
SACC

saip

SBAC

SBAI

YAIRVTaY

Z14—ILEF

S3TFUhTh
v hg (X
DIXEE)

IP7RLZR (B
REEE)

S3FFV T H
T rE ONT
v hFREE)

S3TF>RNTH
Y hID (INT
v FPREE)

S31—H%
URN (ZXR0D3X
&%)

iR i R ]

TLIP EETEE0—
ENZHODIP
7ELX

uulD Universally
Unique Identifier
DB

VSID N—23> 1D

SVRF : A 7>z

Bz

BREEELILA-—HYOTFY FTHT Y FOEFL, ERBOERDIFE
IFZETY,

BEXReXELIEIZAT7RTTVr—23>DIP7RLZR,

N7y NRBEDT Y b THhUY b, JORTAI YT OERE
1IERT VL XDHBICERL XY

2=y SN\TY FOFRBEDTFNTATVNID, VOARXRT AT
VRO REIZBERT IV ADEAMICERL 9,

BEREZXELTVWRI—HYOTFYETHIY R ID 21—, O—
ANI—HFII LDAP 21— TT, f:
urn:sgws:identity::03393893651506583485: root

ELDERDIBEITIETI,
EROGFHUERRE (vr20O8) .

ERMEETERA LAV IO—RNSZUHICE>TIL—FTa TN
BEIE. O—RKNSOHDIP 7RL R,

StorageGRID ¥ X7 LATDA T U b OFHHIF-

ART—=EADNBHINIA T FOFEDN—23>DN—-2 3>
IDo N=2 3 YEEICHBELTOWARWNT Y FADNT Y b EXTVF
T MINTBRUEBICIF. COTa—ILRIFEENFEA.

JhRA LT OREEICKELELT

COAyE—=TF, Aoy 7Oy o REE IO RICKM LUz EICERMINE

T LTUT—FrENEATO I T —2D T4 AT L T
[ E—RTUJ- -lj- ‘!t—li'fl:l

EZIINBEV

nadr— Q#VZTAL%K%KWDﬂint?—QKﬁ—

THBR =R TAT-DICEROFIEF v I EBEMF v INETEINET, O
NSOFTyvIOWVWITNHODERBLIZEE. WELEL U S— AT 0 M5 —4&
EBUSsIAHINEVWE S ICEFMICREESINE I,

42



J—K Ja4—ILR Bz

CBID Content Block  #&3iEICkBL7=a> TV 7Oy I D—EDHEF.
Identifier D&
RSLT BwERI—FK MEERBDZA T .

CRCF : ¥[EITE&EE (CRC) WL F LT

HMAC : N\w>arR—XDXAyt—IJ8RFEFd—R (HMAC) FT vy
HRBL £ L7

EHSH : EESfttanizarTo YNy ah8ENTT,
PHSH Tt T Y N\y 2 ahBENTT,

SEQC : TA RV LEDT—R—4VADELLHD FHEA.
PERR : T4 XV 7 71 ILDIEENE T,

DERR ! T4 XYV IL5—T9,

FNAM : 7 71 IL&AHERN T,

@ COAYyE—VIFFERCERITBLEDNHD TS, AT UVREEDKRKIZ. N\—FD T
FEEDIKMEZTRL TWSAEEERHD T,

AXyt—S% FUH— LB ERERY 5ICIE. AMID (Module ID) 71 —JLRDEZBBL TS
Wo 72& ZIE. SVFY IINY TS5 RI&EEETdH B Storage Verifier EZ a2 —JLICE 2 TX v E—IU DR
SNl L. STORIEFOAVTVVYDFHmAHLICK>TA =W NI A—CnclezRLET,

SVRU | #7210 b X NP RBETY

LDRY—EXDA L= OVR=RY NI TP RIS TROL TV — T
NIcATPT I T —RDIANTOIAE—ZHEMICAF v LET, COXyE—2
& LU= b T2z b T —2OFRRAXIFEEANOIE—DFT> TS
P77 TRESNTREET A LI FJICBB SN ESICERTNE T,

a—FR J4—JLK AR
FPTH T71ILINR HENDA TS AE—DT 71 ILINR,
RSLT ER CDT74—I)LRDfEIZ TNONE | T9o RSLT IIRABDOXvE—T7

A—LRTIR. COXvE—SIEEE L E A, DXy E—Ih
7’(“/&') ‘/Oéhﬁb\c}:—mg\ rUCSJ TlE#< rnoneJ b\fiﬁﬁ
INFE9,

43



SVRU : Object Store Verify UnknownBZE X v —JIFFEFRERTI2BENHD £, 47
C) CPIVRIANTTAID Tz b T—R2OBENDIE—DREINICEZRBKLET, /\—

RO 7EEOEZRLTVWSAEENH S 7D, CORRZTCICAEBELTINSDOE

—HMERENIcFEZRE T 2HENHD FT,

SYSD : /—FR{=ELE

H—EXDEBICEFELEINDE. vy MU EREINI-CECERTTZDICTDA
wvE—UhWEMINE T, BEBEXvE—2Fa—E vy NED VRN 7 INAEL
7. BE. COXytE—FREBIOBRERICOAXESINE T, —EIHHiLE)
LTULWAWEEIE. vy b O Y—T ADRUISKETNI SYST Xyt —2%
HERLE Y,

d—Fk Ta4—=ILF B!
RSLT vy hEATY vy kOO RAT
®o)—=2T
Lxs SUCS ! Y RTLIIZIV—=—>o vy ROV ENE LT

COXYE—UHRIDIFLR— R TOH—EXDEFELEDAHT. R M F—NDOEFELEICDOVWTIEITREINEE
Ao SYSDDRSLTIE. ToU—>) vy A OVICE>TORERSNDZH. F—F1—1 vwv b
AV BERICEIEITEEE Ao

SYST | /—R%Z{EILELTWVWET

H—EXDREFBIFELEINDE. vy bETUHRBRINTH—EIDR T vy bAD
V=T URERBLIEC BRI LOICCOA Yy =D ERENE T, SYST Z21F
AT3c. vy bR UNBEREINIDE S H 2 —EXDBESHENDEIKET
TET (SYSD IF@EH. Y—EXOBEBRIOEEINET)

d—Fk Ja4—ILER SRR
RSLT vy AT vy bhEOVDRAT
BOV)—=2T
Lxd SUCS ! YRXTF LIV )=y bR ovanELi

CDOAYE—UHRIDIFLAR— MO —EXDEIEDHA T, KA M —NDEEICDVWTIFRESNEE
Ao SYSTXYE—JDORSLTO—RIZ. TOU—>) vy b EAINIK>TORERIND =D, [4—F
4—1 vV hETUERIEIETEEFE A

SYSU : /—FhHEmBEINFL

H—EXNBEEFIND . FIEDS vy T OAI)—> (AT RICKZDHD)
DARIRE (FBEN) W ERTEHICCOXRvE—SHERSINE T,

44



J—K Ja4—ILR Bz

RSLT vy hEOY Sy hEIIDDRAT
BO)—=2
Lxd SUCS ! AT LIFZIV—>vy hEdovEnE Ll

DSDN : Y XT LRIV —22 vy bRV ENEEATLT

VRGN H—=NA > b=l (FFIEZB1>X =)L) ZOPIHTD
EENTY,

CDOAYE—SHRIDIFLR— T —EXDEEIDA T, KA FH—NDEENICDOVWTIFREINEE
o CDRXYE—=JF. ROBEICERTETED,

* BEIICBIT R MERZREL £ 9.

s H—EXDMIBRICKBL TOWRWAE SHhZHEREL F T (StorageGRID Y X FLDHBEICEL>TIN
BOIZ—HEINZICHHDFT) o KL= —E X, Server Manager (& > TEHEIMNICER
TNET,

WDEL : Swift O

Swift 7514 7> D DELETE S0 3> &2FETIDdEe. f8ELIEATS o+
FEOTHZHIRBRTIERDNXEINE T, COXvtE—JF CSUTF O3y
PRI LB EIcH—NIck>THAOTNE T,

J—K Ja4—IJLR Bz

CBID ContentBlock ERInf-a>7F>V7OvoD—ENDHAF. CBID BNFRELRIES.
Identifier DB& CDT4—ILRIZOICERESNE T, VT FHICRTBIREICIE. 2D
TJ14—=ILRIFEENFE A

CSliz AVTFoYHA HBIRINEA TSI O AX N1 FBfD) . OV TFHICNT 318
Z ( Content fEICIE. COTa4—ILRIFESENEFE Ao
Size )

HTRH HTTP Xk~ vw  FJRERISBRR L. OJICEERIND HTTP BERA YA —D &1 B
g\_ 0)')2"0

"X-Forwarded-For"

IE. BRICEETZ5E. PLUICEET I H5SEEHNICE
FNET "X-Forwarded-For' EHNEBERZXEEZED
IP7RL R (sAIPBEE T —ILER) CEAGDFET,

MTME RSB B ATV MHRBICEBESNIBEZRY Unix X1 LRXEZVT (R
1-0#) .

45



ad—F
RSLT

saip

SgRP

PRy

TLIP

uuIib

WACC

WCON

WOBJ

WUSR

Z14—ILEF
fERI— R

ERTI AT
hkoIPT7EL
2

Y1k (JIL—
7)

Br
EfETT30—
RN HODIP

7ELZXR

Universally
Unique Identifier

D

Swift 7AT > b
ID

Swift A> 77

Swift # 72z

wget . Swift GET

Swit 7547V D GET b o2avmxRTIDE. ATV b EFEAHT.
AYVTFTHRAOA Tz b 2—ERRT D, £RIET7AHAD MOV TFHE2—ERTR
ITRERNEREINE T, COXvE—2F bSO aVARILIEEBEIc Y —
NICE>THATNE T,

mES
CBID

46

Za14—ILEF

Content Block
Identifier D&

Bz
DELETER S >H IS 3> DER, BICRDIERICED £9,

SUCS : Tl E L1

BREXELIZIVSATONTIIT—3>DIPT7RLZR,

ATV MDEFEETBHEIF. BELEY A FTRIRESNATULET,

COTAME AT HMDRATNIY A FTIEHD T A

EROEHLIERRE (Y1708) -

BERNMEETCEIBALAVIO—RNSUHICE>TIL—FTa Ntk
BEIE. O—RKNZ>HDIP 7RL R,

StorageGRID ¥ X7 LATHDA T ¥ b DFEAIF-

StorageGRID ¥ X T LICK > THEESNI—EBDTHT > M ID,

Swift A> 7 4.

Swift 7 7S U FOEBIF. AT HIC T DREICIF. DT 4 —
ILRIEFEENEE Ao

NS H I3 "RTITBDIIA4T7 > b 2—RICHERT S Swift 77
rj\/ l\o)l_ﬁ%o

B!

IR TY IOV IDO—EDHEAF. CBID A REBAIZSE.
CDT4—=ILRIZOICERESNE T, 7HUY MBIV OYTFICET
BEEICIE. CDTos—=ILRIFEENEFHAS



-k
CSIZz

HTRH

RSLT

saip

PRy

TLIP

uuIb

WACC

WCON

WOBJ

WUSR

Ja4—ILR Bz

ATVt HAHEINEATO 0 bOH A X (N1 RBALD o 7HOYRELY
X ( Content AT FICETRREICIE. COTr—IILRIFEEFNEE A
Size )

HTTP BXRAvw  FJRERISBR L. OJICEERIND HTTP BERA YA —D &1 B
g\_ @IJX |\o

"X-Forwarded-For"

IE. BRICEETS5E. PLUICEET I H5SIEEFHNICES
FNET "X-Forwarded-For' EIREBERZXEEZED
IP7RL R (SAIPBEE 71 —ILR) CEAGDFET,

BERI—R GETR S H oS 3> DR, BRIFFICTT
SUCS : BIIL % L7:
BEBRTYSAT BRERELLISATYRTIUr—2a>0 P 7RLZ,

>rDIPT7RL
R

PRy EROEHLIERRE (X1708) -

EETEE0— BRMEETEZLAY7TO-KNSIHICLoTL—FT 1> I SN
RASYHDIP B A—RASYHOIP 7 RL R,
7RLZ

Universally StorageGRID ¥ X7 LATOF T2 =0 ~DFERIFo
Unique Identifier

DI

Swift 771>k StorageGRID Y AT LICK > TIEESIN—EDTHU > M ID,
ID

Swift A>T+  Swift A>T F%. 7HUY FOEBIEICIE. COT1s—ILRIZEENE
Ao

Swit 772 Swit A7z 0 COHAFo THTY MBIV ATFHICET BIRME
~ IZld. ST —=ILRIFEENEE A,

Swit 7AT Y b hIUHILAVERITIBISAT Y M E—RICHRIT S Swift 77
:L—-'jl rj\/ l‘@l—ﬂ%o

47



WHEA : Swift N |

Swit 7514 7> D HEAD SO g RETIBRE. ATV AT
FEAF Tz MDEEEFIVvIL. BETEIAZT—REHAHITERINXES
NE¥d, COXyt—2F. bSOHF T a VAR LIEGEICY —NICK>THAE

nEx9,

J—Fr Ja4—ILF

CBID Content Block
Identifier DBE

CSlz aAVFoYHA
X ( Content
Size )

HTRH HTTP ZRA v
g‘_

RSLT ERI— R

saip ERTISA4T
hDIPT7ERL
A

S| S|

TLIP EETETs 30—
RNZ>HDIP
7ELX

UuID Universally
Unique Identifier
DR

WACC Swift 7 ho >k
ID

48

58

ERSnica> 7oy 7Oy I D0—ROHF. CBID B FBELRIZE.
CDTA4—ILRIFOICKRESNE T, VAU MESLKUVIYTHICEAT
BZEMEICIE. COTr—ILRIFEENEEA

MARINIA T I DY AX (N1 ML) o VHOYREBELT
AT HICEATRREICIE. COTr—ILRIFEENTEA.

SRERFIOEIR L. OJICERRIND HTTP BERA YA —DEHEI E 1B
D) R by

"X-Forwarded-For"

3. BXRICEET D58, BSLUPICEETI5SITEFNICE
FNEXT "X-Forwarded-For' ENEBERZEXEFEEZED
IP7RLR (SAIPEEE 71 —ILR) CERDET,

HEAD b S V0> 3V DFER. BICRDIERICED XY,

SUCS : L E L%

BREEXELIZIVSATONTIIT—3>DIPTFRLZR,

BROSEUERRE (v1r20O8) .
BERNMEFETCEBILAVIO—RNSUHICE>TIL—FT o oI Entc
BEIE. O—RKRNSOHDOIP 7RL R,

StorageGRID > X7 LARATDA T ¥ b D&EHIFo

StorageGRID ¥ X T LICL > THEESNIL—EDT7AHI >V M ID,



-k
WCON

WOBJ

WUSR

TJa4—ILEF
Swift A> 77+

Swift # 7> ¥

WPUT :© Swift PUT

Swift 754 7> M PUT hS2oH O3 x2RTT58 FiLWA T MEIE
AT FRERTIERIZERESINE T, COXvE—J1 0 b oo 3 0hEIH
Liesgaict—Nic&>THEATNE T,

a—k
CBID

CSIZz

HTRH

MTME

RSLT

saip

Z14—=ILEF

Content Block
Identifier (DB

AoVt A
X ( Content
Size )

HTTP 2Rk vw
H—

RIEEBRZ

fERI—R

ERTI AT
>rDIPT7ERL
R

GG

Swift A>T F%. THTY FOREICIE. COTr—ILRIEFEEFNZE
Ao

Swift 7 7S U FDEBIF. 7HOY FHXUV OV THICET ZI2E
ICld. ST —=ILRIFEENEE A,

NS H I3 "2RTITBDIIA4T7 > b 2—RICHERT S Swit 77
rj\/ l‘@:’-_ﬁ’%o

Bz

BREIN-O0TFoYIOvIO—EBD#AF. CBID KA REELIBEE.
CDTA4—=ILRIFOICERESNE T, AT FHICHTBBEICIE. ZOD
TJa—ILRIFEENFH A,

HAHSNIA T I bOY A X (N1 bEL) o AVTFICNT S
BEICIE. COTr—ILRIEFEFENEFEA.

FRERIOER Lo, OJICREINS HTTP XA v 4 —DHAETCfE
DR ko

"X-Forwarded-For"

3. BXRICEETZHE. BLVICHFEETIHSIEETNICE
FNET "X-Forwarded-For' {EHNERZXEEZED
IP7RLR (SAIPEEE 71 —ILR) YERDFT,

FT U CHRBICEEINIHEZTRT Unix X1 LREA>T (¥
o0 .

PUT FS oIS 3 DR, BICRDBERICEDET,

SUCS : L & L1

ERZXELILIVZATONTIIT—23>DIPF7RLZR,

49



J—K Ja4—ILR Bz

S| S| EROGFHNIERE (Yro0O#) .

TLIP FEETETFZO0— ERNMEBETIZALAVIO—RNZIUHICE->TIL—FTrroaEnic
RNZUHOIP BEIFE. O—RNZHDIP7RLXZ,
T7ELXR

UuID Universally StorageGRID X7 LATOA TS U ~DFHAIF
Unique Identifier
D&

WACC Swift 777>k StorageGRID AT LICE 2 THEESNIE—EDT7AT> M ID,
ID

WCON Swift A>7F+  Swift A>T+ %o

WOBJ Swit 77T Swift A 72U hOFEAF. DAV TFICH T BEREICIE. CDT v —
N ILRIEFEENFEA

WUSR Swift PADY & bIIUH UL IVERITIBISAT Y b E—RICHBIT B Swift 7 A
j-_-'j- '7\/ l‘@l—ﬂ%o

50



ZFEICET 3B

Copyright © 2025 NetApp, Inc. All Rights Reserved. Printed in the U.S.C D R 2 X > MIBEMEICEK > TR
EEINTVWET, EFREFMEEDOEAICK 2FFAFED HIHE IR BRER. EFEEA. SLUEER
B, BHEE. T—THIE EFREI X T LANDHEMAAZ STHRMIREAEL L. WHRBERE LUHEIC
LBEHBBILFT,

Y 7Y TDERYHSIRELIEY 7 U 7IE RICKRIERAFHERES FURBREOHRERD &
ERS

COVITRUT7E Xy b7y FICEoT MBRROFTF BESNATVET, *v b7 v FIZATHERER
i X3E@MES LOREBNICN T 32 EEMEORTRNRIEZ S 2 CNURESNABVVLDRBEETR
NBRFRIEDITVEEA. R b7y 7id. ABRILIIABY -—EXOFEE. AR, 7 —XEXR. FIRE
K. EHFFPHzEH. DOINURESNGL. SOV I M T7DERICEDE LT IRNTOEENEE.
BENIEE. BRVIEE. KRS, BEEE. KANBEZEOREICH L T, HEROFEEDEREMENEN S
NTWE LTH, TOEEER. RUE T55FH. ZHNOBFE. BEREE. FETR BRFLIZEST
BWEEZE0) IChH 5T, —TI0oEEZEVEEA,

XY RTyTiE. CTICEHINTULERIARTOERICHTI2EEZER. FELLITSENEZRBLED,
FZY R TPy FICEZERHNLBEBCLZEENDHZEEZRT. CICREITNTLVBRBDOERICEDEL
BPEESLUVEHICTH LT, 2y b7y TIdEEEEVEFEA. CORRBOERFLIZEBAIX. v b7y
DYSEFHE. BOIEME. FT-I3MORKNFRBIEICE DK SV ADHErIZABEINEE A,

CORZaTILCEEHINTUVBREFRIE. 1 DU LEDOXKEREF. ZOMOEORFF. BLUOEBROEFEFICK
STHREINTWVWIEELHD £,

MEFOFIRICOWVWT | BAFIC K A, EH. FxRld. DFARS 252.227-7013 (2014%28) &KL UFAR
5252.227-19 (20074E12H) DRIights in Technical Data -Noncommercial ltems (17 —% - JEFEARE ICES
T BEEF) FED(b)3)E. ICHESNIHFIRMNMBERAINE T,

AEIIEFNZT—RIIBAERS LV £IFEBEY—EX (FAR2101DERICEDL) ICBERL. T—
R DFFEMEIINetApp, InclCHD F£F, AZNICEIIREINZ IRTORY b Ty TOEMT—2E LV
AYEa—&2YI7boz7id. BEENTHD. WEOATHEINLDDTY ., KEBMFIEERT—2ICH
L. FHEHDIOBES LIV TS AR T, 2HREXNRE T3 E L ARBEDFHIRT S EREES
L. KT =2 OREORIE 22 - o KEBAFZOICEZEL. YW OEMIT L T3H8ICOAERT -2 % E
BTEXY, ALDIBEZRET. NetApp, INcC.OEMEICLBZHFAIZER/ICEDI B, KTF—2%=FEA. B
T BnEy. BT BIEHD. EEFRIIBRIZZCIITEEFHA. EFRAEICHD D KEBAAD T —XERME
ICDWTId. DFARS 252.227-7015(b)3& (20144%F28) TEDH SN MEFDAHNEBHSNE T,

EIRICE T 5 15%k

NetApp. NetApp® O I\ http://www.netapp.com/TMIZEEEH SN TULB Y —2I&. NetApp, Inc.DFEIETY, £
DDEHHEERLIE. ENEFAEITIEHOBIZTHIHENHD FT,

51


http://www.netapp.com/TM

	監査メッセージリファレンス : StorageGRID
	目次
	監査メッセージリファレンス
	APCT ：クラウド階層からのアーカイブの削除
	ARCB ：アーカイブオブジェクトの読み出しが開始されました
	ARCE ：アーカイブオブジェクトの読み出しが終了しました
	ARCT ：クラウド階層からアーカイブを取得します
	AREM ：アーカイブオブジェクトの削除
	ASCE ：アーカイブオブジェクトストアの終了
	ASCT ：アーカイブストアのクラウド階層
	ATCE ：アーカイブオブジェクトストアが開始されました
	AVCC ：アーカイブによってクラウド階層の構成を検証
	BROR：バケット読み取り専用要求
	CBRB ：オブジェクト受信が開始されました
	CBRE ：オブジェクト受信終了
	CBSB ：オブジェクト送信の開始
	CBSE ：オブジェクト送信終了
	CGRR：クロスグリッドレプリケーション要求
	EBDL：空のバケット削除
	EBKR：バケット要求が空です
	ECMC：イレイジャーコーディングされたデータフラグメントの欠落
	ECOC：イレイジャーコーディングされたデータフラグメントの破損
	ETAF ：セキュリティ認証に失敗しました
	GNRG ： GNDS 登録
	GNUR ： GNDS 登録解除
	GTED ： Grid タスクが終了しました
	GTSt ： Grid タスクが開始されました
	GTSU ： Grid タスクが送信されました
	IDEL ： ILM Initiated Delete
	LKCU: 上書きされたオブジェクトのクリーンアップ
	LLST ：ロケーションが失われました
	MGAU ：管理監査メッセージ
	OLST: システムが損失オブジェクトを検出しました
	ORLM ：オブジェクトルールが満たされています
	OVWR ：オブジェクトを上書き
	S3SL：S3 Select要求
	SADD ：セキュリティ監査無効
	Sade ：セキュリティ監査を有効にします
	SCMT ：オブジェクトストアのコミット
	SDEL ： S3 DELETE
	SGET ： S3 GET
	Shea ： S3 ヘッド
	SPO ： S3 POST
	SPUT ： S3 PUT
	SREM ：オブジェクトストアの削除
	SUPD ： S3 メタデータが更新されました
	SVRF ：オブジェクトストアの検証に失敗しました
	SVRU ：オブジェクトストア検証が不明です
	SYSD ：ノード停止
	SYST ：ノードを停止しています
	SYSU ：ノードが開始されました
	WDEL ： Swift の削除
	wget ： Swift GET
	WHEA ： Swift ヘッド
	WPUT ： Swift PUT


