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Single Sign-on

You can enable single sign-on (S50) if you want an external identity provider (IdP) to authorize all user access to StorageGRID. To start,
enable identity federation and confirm that at least one federated user has Root Access permission to the Grid Manager and to the Tenant
Manager for any existing tenant accounts. Next, select Sandbox Mode to configure, save, and then test your SSO settings. After verifying
the connections, select Enabled and click Save to start using S50.
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Active Directory
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URLIZ. TZ7xz5FL—>3> H—EX%EI Z4—ILRICABDLIELSIRELET,

Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (3S0) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

Q. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed S50 for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the S50 Status to Enabled, and click Save.

2. Y OEBERTZD. URLZIE—LTITSOHICEEDMIF. ID TONAE—DH A F Y R=2
ICT7EALET,

3. SSO % {FM L TStorageGRIDIZH 1 V1 > TEB E HHEERT 3ICIE. *ROWTNHDT 1 b
ICSignin* ZF#RL. AT VEE ./ — FOIAZEFIAEE ID Z:#RL T, Signin Z:FRL £7,

You are not signed in.

™ Sign in to this site,

I S5G-DC1-ADMIL j

4 Jx7L—oarya—H4—RZN2AT—REZANLET,
°SSO A A oHELVOT T U MEMELNRINT D . XA YvE—UDRREINE T,

+" 5ingle sign-on authentication and logout test completed successfully.

° SSO BENEMLTIZBE. T5— XvtE—IRRREINET, BEZEEEL. 755D
Cookie ZZ )7L T. HS—EFHLLEIL,

S. INSDFIEZ#EDRL T, J)y FROKEE /) — R D SSO iz B L £ 7,



Azure
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+" S5ingle sign-on authentication and logout test completed successfully.
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PingFederate
FIE
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EIRLE T,
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on ($80) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party
identifizr{s) shown below.

2. Test S50 and SLO by selecting the link for each Admin Noede:
o https:// fidp/startSS0.ping?PartnerSpld=5G-DC1-ADM1-106-69

o hitps:// lidp/statSS0.ping?PartnerSpld=5G-DC2-ADM1-106-73

3. StorageGRID displays a success or error message for sach test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.

2 Jx7L—>3y 1—-H¥-0&ERBEREZEAILET,
°SSOHA VA UEIVATTY MREDINT B L. BIIX Y E—IDRREINE T,

+" Single sign-on authentication and logout test completed successfully.
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Cookie ZZ )7L T, HS—EFHLLETL,

S RDIVVIZBFRLT. Uy RADEEBEIER/ — FD SSO iz R L7,

IR=SOBHERHINE LTcl EVWSXyE—IDNREENLHBEIE. TI30F0D TRB1 R
ERL. BREREZBEEL TV,
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Add-AdfsRelyingPartyTrust -Name "Admin Node Identifer" -MetadataURL
"https://Admin Node FQDN/api/saml-metadata"
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