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# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax
documentation

vm.max map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60
vm.watermark scale factor = 200
vm.dirty ratio = 90

# Turn off slow start after idle
net.ipvéd.tcp slow start after idle = 0



# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipvé4.tcp rmem = 4096 524288 8388608
net.ipvd.tcp wmem = 4096 262144 8388608
net.core.netdev max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking

net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipvé4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipvé4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
net.ipvé4.neigh.default.gc_threshl = 8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipv6.neigh.default.gc threshl = 8192
net.ipvé6.neigh.default.gc thresh2 = 32768
net.ipvé6.neigh.default.gc thresh3 = 65536

# Disable IP forwarding, we are not a router

net.ipv4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
net.ipvé4.icmp echo ignore broadcasts = 1

# Increase the pending connection and accept backlog to handle larger
connection bursts.
net.core.somaxconn=4096

net.ipvé4.tcp max syn backlog=4096
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sudo ln -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>
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s BRIRZAMIRMEBRR) 2a—LOE (FORIAMIBEINS / — RO 421 TICED)
cBRVaA—LDANL—=2 A7) CRTLT—REFRIFATST I T—4)

s BEDHAX

KRR MICStorageGRID/ — RZRBEAT R EFIC. CDBEHRE. Linux ICK > TEWIBR) 2 —LICEIDHTS
Nk Rz ERALFI,

C) NSDR) a—LZzN—FT4>3a>REILID. 74—y LD XU FLIEDT S
RBEIIZHD FEA RAMDLRIBEIICTBIEITTT,

()  *X45F—20s0ZIL—Y J—Ric 7TV b F—8 LUN B 1 DEIRETT,

Mraw] BT NA X7 71 IILDOER%EEITB(/devisdb R 2 —LBD) A N EER TR SIS, Ttz
IE. CNE5DT77AIIEHRA COBEENICK > TEESINZAREMLHD. X7 LOBEYILEEICKEZS
A FETo iISCSILUNETNA R YN—=TILFNRZFERLTWBIHEEIFE. “/devimapper $iC SAN kRO
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1ls -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sr0
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
../../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl
-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-part?2
-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

../../sdb
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 ->
../../sdc
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
../../sdd

FERIFAI VA= CICERDE T,

N5DETAYY AL—=Y R a—LICHhhD»TVAFIZEIDH TS L. StorageGRID DHIER-1 >
AR=ILEFRDODA Y TF O RAFIENERIEINE T, HEA ML =YK a—LADORRT7 72 RICTNA
AIYN=TILFNZARSANZFEBLTVWBIHEIE. "alias B%7=D 7 1« —JL K Jetc/multipath.conf 7 7
12

Bz I

11



multipaths {

multipath {
wwid 3600a09800059d6df00005df2573¢c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005d£3573c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573c2c30
alias sgws-adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573c2c30
alias sgws-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573¢c2c30

alias sgws-snl-rangedb-0

CDESICITAVTRT7T4—ILREFERTR . T4V T7RETAOvITNARELTRRIEINE T,
‘/devimapper RRA M ED T4 LI FJICREFESN. BREIEX D TFHORABRETTIOYY A L= R
A—LDEENMRBREEZIC. DD T HEICKRIETEI 2482 EETCETET,

StorageGRID/ — RDBITZHR— b TRLHICHBANL—VZHREL. TNARAIYN—TILFINIA%ZfE
FHLTW35EIE. HBOD Jetc/multipath.conf B CIZAIICH D TR TDHRR M T FERR STR%A S Docker
A= AR a—L%ZFERATREELESICLTLETV, TAM)T7R%ZFEAL. & Docker A AL —Y R 2
—LLUNDIA VT RIZZ—=T v b RAMNEZEDDE. BT RZH. #HREINET,

VIRITT7DHFOTTOAAAXAY NREOOAYTFH TP LTD Docker DHR— ~IEIEHE
(D) micwDE Lz, Docker [HFROUU—ZTHOIL 7+ TV VBRI SNBFET
ERS
REEIEER
"I ML= UNTF—IRDOEMH"
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= RAYTFOBTER"

AT FIVSYVDAML—=UR) a—L%EBRT S

OAY7+ TPV (Docker £7zld Podman) Z41 > X h—I)L§ BHEiIC. A ML= 7R
1—LZTA—IXYNLTIYTY NI BIRENDHIBEDNHBD XY,

VILIIT7DADTTIOAKXY NEOIAYTF T2 LTD Docker DY 7R— ~IFFFHE
() ®IcB0D# L. Docker BFROUU—ZTHOIL T+ TV VICBERESNBFET
7.

RRAIE
DockerR b L—U R a—AICO—AIARL—=C%FEHATEFET. RAMN—Tao 2 avl+nRES
BENHZI5E1F. CNSDOFIEEZRXF Yy TSTEEXYT, /var/libo

FIE
1. Docker A RL—U AR a—LIC T 7A0IIL AT LEERL X,

sudo mkfs.ext4 docker-storage-volume-device

2. Docker A RL—U R a—LEYOVENLETD,

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

3. docker-storage-volume-device DT> k1) % Jetc/fstab (BN L £,

COFIEICED. RRACOBEHRICAFL— R a—LABEBNICBYI Y FENEESICHRD F
ER

Dockerz 1> XA k—)JL 9%

StorageGRID> X 7 L. Docker A>T F+DIL o3> LT Linux ETEITEINE
9, StorageGRIDZ A VX +—JLF 3Hi1IC. Docker 21 VA R—ILTZREBELRHD
ER
YIRIITOHDTIOAKXY FADGIAYTF TP e LT Docker DH A — k IdIEH
(D) ®IcB0D# L. Docker EFROUU—ZTHOIL T+ TV VBRI SNEFET
ER

FIE
1. Linux T4 ARJE2—>3 OFEICRE ST Docker =1 A R—=JLLE T,
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@ Linux 7« X k) Ea—2 3 2IC Docker B'E FNTULARLIZE(IX. Docker Web -1 ~hH
S5AYYO—RTEET,

2.2 20T REETLT. Docker "EMICHE>TWLWTEEL TWBR xR LET,

v

sudo systemctl enable docker

sudo systemctl start docker

B MRDELSICAAILT. BEHN—3>D Docker A1 VA R—ILEINTWVWBR &R LE T,

sudo docker version

II2AT7 e —N=—DN=23VIF 1 MO UETHIHBELNDD T,

REEIER
"KRARIML—%ERT D"

StorageGRID’RA M —EXZA VA —I)LT 3

StorageGRID’R A b H—EX%Z A > X h—)LF35ICIE. StorageGRID DEB /\w 77—
zEALEY,
RRUEE

CNSDFIETIF. DEBNYT—IHWBRIAM F—ERXZA YA —ILTBFEICDODVWTEHALEY. b
DICC AYRAM=ILT—AATICEENZAPT URD b XET7—R%ZFERLT. DEB NNy 7—2%2UE
—rTAVRAP=IITBRZECHTETET, Linux AXL—T 12T S XTLDOAPT URD ~) OFiAZER
LTLET L

Fg
1. StorageGRID DEB N/ —J % RRAMIAE—F25h. HEX ML —JTEHRETESELS5ICLET,

BIZIE. tmp T4 LI FUICEREFLTEC L. ROFIBETH VT ARV RZERATE3LSICHRDE
ER

2. 8/ R MiZroot £ LT, Ffld sudo #ERZIFOT7HU Y hEFERLTOII > L. ROOYY REET
LExd,

AVAM=ILTBRENHD XY images mINC/Ny T —T%, £LT ‘service' /Ny T —22, INwir—
SEUTDOT 1 LY N UUNDBRRICEWVWHE tmp R LAENIAZRMTZLSICAT Y REZEEL
9,

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb

14



sudo dpkg --install /tmp/storagegrid-webscale-service-version-SHA.deb

StorageGRID/N\w 7 —2% A > X b—)LF BHE1IC. Python 2.7 B XA h—JLETNTWVB
MENRHD X9, €D sudo dpkg --install /tmp/storagegrid-webscale-images-version-
SHA.deb' TN Z1THRWVED . O RIFKRBLET,
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