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StorageGRID dashboard Actions v
v You have 4 notifications: 1 @ 3 A
Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.09 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247B
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
. Metadata space 2]
Sitename o > Usedspace = Allowed space %
usage
Data Center 3 0% 271MB 19.32 GB
v
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StorageGRID dashboard

Clone active dashboard
~  You have 4 notifications: 1 @ 3 A ’ \
Manage dashboards

Overview Performance Storage ILM Nodes
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Configure dashboard
Crawrview ' Purformance . SEorage . L ' Hodea . + Add tab
Tab name
Overview

Select cards |

] M L M L XL
Health status @ Data space usage breakdown @ iy
3.50 ME [0%) of 3.09 TB used overall
License
1 Sitename S Data storage usage o Usedspace 2% Total space &
Data Center 1 0% LTIMB 1.247TH
Data Center 2 0% 521.11 KB 526.62 GB
License :
Data Center 2 0% T30.21 KB 926.62 GB
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Nodes
View the list and status of sites and grid nodes.
O\ Total node count: 12
~
Name = Type = Objectdataused € %  Object metadataused @ < CPUusage @ =
StorageGRID Webscale Deployment Grid 0% 0%
~ PEL Site 0% 0%
€ Dpc1-ApML Primary Admin Node 6%
@ oci-arcy Archive Node 1%
A DC1-GL Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-53 Storage Node 0% 0% 4%
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NYC-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

|D: 3adblaa8-9c7a-4901-8074-47054aa06ae6
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth0 (Grid Network)

Show additional IP addresses v
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Alerts

Alert name & Severity @ 2 Time triggered & Current values

Low installed node memory [4

0 Critical 1lhoursago @ Total RAM size:  8.37 GB
The amount of installed memory on a node is low.

Z— MIEFUATHIENTUVE "/ — FEHUREE
N—=RIIT7RT=ZRTIS

[N—FRTTT7]ZTICIE. &/ —FOD CPURAREXEVUREAE. ELU07T717 Y
RCETBEMDN— P T 7IERIKRTEINE T,

@ Ty R IR=Dv—EV)—RTLICEHENBZ D, COR—ZDOY U TILDRT ) —
Pay be—HLABWGEELHBD XTI,

IRTD/ —RIZRHLTN=RI T RTHRREINET,

DC3-S3 (Storage Node) & X
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
J 25%
0% UW JrU \f. nn
0%
14:00 14:10 14:20 4:30 14:40 14:50 14:00 1410 14:20 14:30 14:40 14:50
w Hilization (%) = Used (%)

HELS3REBRZRTIBICE. Fy—bEERBIIT7OLICHZ2 I FO-IILOVWTNDZERLE T, 1
B, 1 B, 1BE. 1 »BORRTERZRTCTEE I, hAXLEREZREL T. BN CHRIOEREZE
EITBEHTEEY,

CPU AR XEVEHAEDFHZRT I BICIF. BT IFTTDLEICA-VILZESTET,



monitoring-system-health.html#monitor-node-connection-states
monitoring-system-health.html#monitor-node-connection-states
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monitoring-system-health.html#monitor-node-connection-states
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Memory Usage &

100.00%
2020-05-20 14:08:00
75.00% == sed (%1 44.70%
Used: 11.30 GB
50.00% Cached: 6.55GB
- BUffers: 14256 MB
25.00% = Freg: 7.2B8GB
= Total Memory: 2528 GB
0%
13:50 14:00 1410 14:20 14:30 14:40
== {[ged (%)

J=RBTTISATUR ) —=RDFE. CORTICFTTIAT7ZN— RO T7ICBT 3FHEBROEY
2arvuaENE I,

TISATVRRAMNL—Y J—RICEAT3BEHRERTT S

I* R=JICF BT TZ2AT7VR A= J—=RODH—EZXIANIILREIARTOOAYEa—FTa >
7\ AR TNAA, BLUORY bT—7 DY —=RICATZEHRN—EXRRIINET, XEJ. AbL—
SN—Roxz7,. A>rO—5—TJ7—LTT7T /\—/3/\?‘11\'7 JINYV—=R Ry T—=T 1>
R—TxAR XYy bT—0 PRLRAZER LD, T—FDRB[EEEZT 2D TZCHTEET,

Fg
1. T)—R) R=SHHE, PTISATYRRAN L= J—REFERLE T,
2. B EEIRLE T,
BB 2TD[/—RBRI I avicid. /—RD&HI. 2147, ID. BERERE . /— RFOBEF

BOARTENET, PTRLADUIMIIE RDEIICETRLADA 2 EZ—T -GN EENZE
ER

ceth: JUy R xy bT—0 BERY MT—0 ERBEIS4T7V 2y bT—2,

° hic: 7 7547 A LEOYIBRIR 100 25, £7/IE 100 GbE R— b+t D 1 D, TNHEDAR— MIEE
T. StorageGRIDZ'Uw R Xy kD=2 (eth0) 5LV I ZA 7 b Fy bDT—27 (eth2) ICEHTE
7,

emte: 7T ATVRALEDYPIE1GPE R—ED 1D, 1 DUEO Mtc 1 >R —T x4 ADEE TN
T. StorageGRIDBIEXY hT—0 4V XZ—T 1R (ethl)) ZFEHLEFT, DO mtc 1 >&Z—T
1 RE. T—R o2 —OEMEDN—BNICO—AIILESTEI LKL TELIEHTEET,
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Name: DC2-SGA-010-096-106-021
Type: Storage Node
10: f0890e03-4C72-401-2e92-245511a38e51
Connection state: 9 Connected
Storage used: Object data ™ @
Object metadata 5% @
Software version 11.6.0 (build 20210915.1941 afce2d3)
|P addresses: 10.96.106.21 - eth (Grid Network)
Hide additional IP addresses A
Interface & IP address &
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.56.106.21
hic4 10.96.106.21
mtc2 169.254.0.1
Alerts
Alert name 2 Severity Q =2 Time triggered % Current values
ILM placement unachievable [
© Major 2hoursago @

A placement instruction in an ILM rule cannot be achieved for certain objects.

B2 TD[7S5—RtEooavicld. /—ROT7I9F14TRBRT7S5—bHRRREINET,

T TISATIROFEMBERERTIAICIE. N—RFRDOx7) #8RLED,

a CPUBHAREXEUDI S 72RRLT. BREOBBICHS CPU E XE) OFERKROEE %R
9, ERZEBBRBRERTIBICIE. Fy—rERZIFST70LICHZ A O-ILloVWTnihx

ERLET, 18HE 18, 1 8E. 1 AORERTHEREZRT TS LI, NAXLMRZREL T
AL DERZIEEIT S CHTETE I,
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15% 1
25%
e
5% 0%
14:00 14:10 14:20 14:30 14:40 14:50 1400 14:10 1420 14:30 14:40 14:50
- Lltilization (%) = Used (%)

b. FIcxoO—IILLT. 7ISAT7YADAYR—FX b RERRLET, COT—TIIIE. 7F5
AT7YADETIG. Ay bO—5%, YUT7IILES. IP7RLR FAVR—XVFDRXF—E R
BEDBEBRIEENTULET,

C) ad>Ba—Fa>4 A bO—5—BMCIP®OAYEa—FTa4>F N—RoOxz7iHYE
D—EDT 4 —ILRIE. TOMEEERRT-TTSA TR LTOARTINET,

L= VT T7OAVYR—R Y b, BELUVA VA M—IILO—ETHBRESICIZIEES )L 700
VIR—V I TTSATURX T—TILOTOROT—TILICRREINE T,



StorageGRID Appliance

Appliance model: @

Storage controller name: @

Storage controller A management 7 @
Storage controller Bmanagement IF; @
Storage controller WWID: @

Storage appliance chassis serfal number: @
Storage controller firmware version: @
Storage controller SANtricity 05 version: @

Storage contraller MVSRAM version: @

SGe0ED
StorapgeGRID-LabT9-5G6080-T-134

10.2

102
Gd039eal000173e5000000006507hTEL
721524500068

08.53.0.09

11.50.3R2

N220X-B53234-DGL

Storage hardware: @ Naminal 1B
Storage controller failed drive count @ a il
Storage controller &; [7] Nominal tl.
Storage controller B: @ MWominal il
Storage contraller power supply A: @ Nominal il.
Storage contraller power supply 8: 7] Mominal ils
Storage data drive type: @ NL-SAS HDD
Storape data drive size: @ 4.00TB
Storage AAID mode: @ DDP16
Storape connectivity: @ Naminal
Overall power supply: @ Degraded il
Compute centroller BMC i7: @ 102
Compute controller serial numbear: @ T21917500060
Compute hardware: @ Needs Attention ils
Compute controller CPU temperature: @ MNominal il.
Computa controller chassis temperature: @ Waminal ths
Compute controller power supply & @ Failed ils
Compute controller power supply B: @ Nominal ils
Storage shelves
:::Lir:a{;ls Shra ~ chelfip @ = Shelf status @ = [OMstatus @ = ::a:: s%pply =  Drawerstatus @ = Fan stafus
721824500063 58 Mominal Mk Maminal Hominal Momiral

ATVRT—=TINDT 1 —

N

7
e

Sh!

TISATVRETIL

AbhL—=oarrO—->4%

A bL—=2Oy bO—-ZABEIP

Bz

SANtricity OS ICFRR I3 Z DStorageGRID7 54 7V ADET
ILES,

SANTtricity OS ICFRRE NS Z DStorageGRIDT7 754 7 > AD%4
Blo

AhL=2 2 bO-FADEER—F1DIPT7RFLR, COIP
Z{EA L TSANtricity OS IC7 7R L. AL—Y0EZ ST
Woa—FT142TL&ET,
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N =N
T T\

AL—=22>bO—ZDOWWID

AML=2F7FS5AT VR v —
SO TIVES

AhL=oa>bO—-507 7—
Loz 7N—3Y

AL—=arbO-—
< SANtricity OS/N\—2 3 >~

AL —=rarb0-7
DNVSRAM/N—2 3 >

AL=IN—=FkDx7T

AbkL—oaryrO—-S0OEER
SA4ITH

AL —=Ta>b0O—-5A

AkL=22>b+0O0—-7B

Bz

L= O bO—SBOBER—F1DIP7RLR, CDIP
%#fEA L TSANtricity OS IC7 27X L. A RL—CORER ST
Woa—F4>JLF9,

—EDT IS AT VR ETIUCIFRA L= O O—-5 BAHD
Ft Ao

SANtricity OS ICRRENB A ML —2 AV b O—FDT—I)LRTA
R HBIF o

‘s

DT ILES,

\\'/

TISATVADY v—

CDTPTZAT7YADA ML —2 A A—Z LD T77—L0 T
0)/\‘_93 \/o

A L= O bO—75 A DSANtricity OS N\—2 3 >,

SANtricity System Manager IC& > THREINS A ML —2 O> kO

—Z®MO NVSRAM N—2 3>,

SG6060 & &£ U SG6160 MIFE. 2 2D FO— ST NVSRAM
DN—=2arHh—RLAEWVGEIE. I bO—FADN=23 0N
RRTNET, IV bO-F AT VR b=ILTNTUVELDEIE
LTULWAWESIEX. O>bO—5BON—J 3 hRREINET,

AbL=2 2> bO-5 N—=RI I T7DEFENBIT—R R,
SANTtricity System Manager WA L — N—RU T 7DXT—R R
w MEFE) CiRELBE. StorageGRIDY X7 LH Z DfE% ¥R
HLEY,

AT—R AN TEEHNKRE] OFEIE. £9 SANtricity OS ZfER L
TRAhL=y Oy bO—-5—%z8LEXd, X, AYEa—FT«

>J A hO—-Z—IOEASNBMO 7S — b FEELRVI EZ
FERRLE I,

RE CIEBVWR S 1 T D,

AbL=2 2 FO-5ADRXT—HRR,

AbL—=2 Y bO-FBDRT—HR, —BDT7TSAT7VRE
TR ML= O bO—-ZBAHBD FH A,



SATYVRT—=TIDT 1« — A

N =N
T T\

L—>a>y cO—>FRA AhL=2 a2 bO—-F0ERADRAT—H R,
AbhL—2a>ybbO—oFFEB AbL=2 a2 rO—ZD0EEBDAT—H X,

ANL=T7—RRSATOBE 7754 W@bv%7®ﬁﬁumDuv—hhv%?)%S&)
‘/U‘yl~ -k RSA4T)BE)

—~

AbL—=SFT=2RSATOHA 1D2DT7—8 RSATOBEMT 1 X,

4
SG6160 DIZFA. Fvvia RSATDH A IbRREINET,
F MRS IIINTERERT:/ —ROBEIE. ST TOT—42RZ
ATHA4ZTZDORKHD, BHMERSAT 14 XIF> )L TICE&>T
BRZ3BEDHD XTI,

XA ML—CRAIDE—R TT2ATVREBESTNTWVWS RAID E— K,

2 ;L — TR 2 kL= OFESIRRE,

AENAERMERE TIZ2ATUADITARTOEEDRAT—HRZ,

aAYEa—Fo>JarbO— aAYEa—F«0>4d A2 bO—5—AHDAR—XAR—REEI> O

SBMC IP —>— BMC)R—FrDIP7RLZR, ZDIP ZEALTBMCA &
—TJIARICEHL. VTTISATVRADN— RO T7EERELVE
BrLx9d,

CDOT+4—ILRIF BMCHAZEENTVWAWT FSAT7VRX ETILT
IIRTENEE Ao

d>Ea—Fa>JaryrO0—> AYEa—FTa>J 2>bO0—5—0O2 ) T7ILES.
DI)TILES

AYBa—F4aYJN—Roxz7 AVEa—T«4>7 A>bOA—5— N\—RITITT7DRXT—RZ,
D7«—=ILRIE. AVEa2a—FTa4>YI N—=RIxT7EXML—=U N
— RO T7HRRICE>TVWERWT IS4 TR EFILTIERRS
nEtio.

dAvEa—Fq>yarbcO0—> AYBEa—7+ >4 > bO—7—0 CPU OREIREE,
DCPUERE

AvBa—Fq>»JayeO0—3 aAyEa—Fa > > bO—5—0RERE,
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REWT—TILDF
Wv—>DUT7ILES

Shelf ID

HDRE

IOMDRXT—H X

BREERT—H 2R

5IEHLDRT—2 R

T7YDRT—RX

kKS17Z0Y b

F—2RSAT

F—ARSATDYAX

Frviaksa047

FrylaRSATHAX

BEAT—H R

=EA
ARL=22zLT7 v —2DYUTILES,

ZAhL=2 2 LT OBIEHR]Fo

*99: X bL—TarbO—3> LT
* 0: RADILFRH
* 1: 2% B OHLRMA

A HieRS )L T 13 SG6060 & L U SG6160 ICDAHBEAINE T,
REWD2ERIREE,

RS TILTROAEHEY 2—JL (IOM) DX F—& X, HhES T
LT TRVWBEIENACREDET,

A= 2L 7 OBBROEENLIREE,

UAARDE | = H L DIREE, RIS SHLARVIBEIENA CAD X
ER

A=Y DTLTAOEENT 7 > D2ERBIREE,
A=Y PTITARADRZAT 20O0v bOEFE.

A=Y P TARADT—2 ASL—=JICERATNE RS1T70
o

AML=2 DT THAD 1 D2OT—R RSATOBWY 1 X,

A=Y T LTATHEFy Yy a2 LTERSNS RS170
o

ZARL=Y VT TAHOBRNDF Yy a RSATDOH 1 X, &
B Frvyoa KS1TRIRTALY LTS,

A=Y 2 TILTDEERAT—H o

a gNRTDRT—RIAN NEE] THH e zMRL £ I,

AT—EZAN TEE] TRWEEIE. REDT 5 — bR L TSIV,

SANTtricity System

Manager ZHEHL T. CNS5DN\—RT T 7ED—EHICDOVWTHLLHMBZZEHTEET, 7754
TUVADA VA R=INEXAYTF O ADFIEZSEBEL TLET L,

2y hDO—2) ZFIRLET,



XY T=0 bSTav T T3V 2FNGRY bT—0 ST vV OBENRTEINE T,

1 hour 1 day 1 week 1 month Custom

Network traffic @

650 Kb/'s
600 kb/'s
550 kb/'s
500 kb/s
450 kb/'s

16:10 10:15 10:20 10:25 10:30 10:35 10:40 10:45 10:50 1355 1100 11.05

== Received Sent

a XYy RI—=U AVR—T AR LI a>zHRLET,

Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

ethl 00:50:56:A7:66:75 10 Gigabit Full Off Up

TOREAZY RN T—T AR —TTART—TILD EREHNDEZFERALT. 7547V ED
10/25 GbE %Y N D=0 R—DBTF 071 TINv O 7 v T E—REIEZLACP E—REFEHT S &L
SICHEBRENTUVEIHESHEHIFTL £,

C) RICRINTWVWBEIZ. 4 DD VI ITARTHMERAINTVRZ EZFIHRELTULE

ER
D>oE—F RYRE—FR @4<DHIC) > URE ( FRINZT )y RIY
hic1. hic2. hic3. hic 17> bxy kT —
4) 2 %[E (eth0. eth2)
Aggregate LACP 25 100
Bk LACP 25 50
EE TIOTATINYITy 25 25
7
Aggregate LACP 10 40
EE LACP 10 20
EE TOT4TINy Ty 10 10
7
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B3 "2y bD—21) > 0% %"10/25 GbE R— FDFREDFMICOVTIE. TEL5ETEBLLLE

Tl

b. Xy bT—VBEEI 3V ERELET,

RET—ITIECEET—TIIlIF. By FT—ITREHLIVERBFEINTTNA MENTY M

LV TDMDRELSLVEEX ) v INKRRINET,

Network communication

Receive

Interface @ = Data @ = Packets @ = Errors @ = Dropped @ =

2  Frameoverruns @

2 Frames @ =

etho 2.89GB 1l

19,421,503 1l, 0 1h 24,032 1k o 1l 0 ik
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ Carrier @ =
eth0 3.64GB il 18,494,381 1l, o 1k 0 ih 0 ih o il

S. ARL—Y ZEIRTB L. ATPI I T—REFTP I b XET—RICKEORBL EDHICFERAT
NERARL=20BE. BLUTA R TNAR R)a—L, #7207 b AMTICEAT 2 1E®RZ T

TUZTNRTINET,

Storage Used - Object Data @

100.00%
75.00%
2021-03-13 14:45:30

S0.00%
= Used (%): 0.00%
25005 Used; 17192 kB
= Replicated data: 171.12 kB
- i == Erasure-coded data: 0B
T aa0 o 4= lGiaE 310.81 GB

== |Ised (%)



https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html

Storage Used - Object Metadata @

100.00%
75.00%
2020-08-04 14:58:00

S0.00%
= Used {%): 0.00%
— Lised: 539.45 kB
e Alloweid: 132 TB
= Actual reserved: 300TB

0%

14:50 15:00 15:10 15220 15:30 15:40
== ||zed (%)

- FICROO-ILTRE BRVa—LEeATIT I b AT TEAARBI L —CDENKRTEN
9,

BT ZAUDT—ILRT4 R&lE. SANtricity OS (7 75447V ADR ML — OV bO—Z ST
SNAEBIBY IR 7) TBER) 2 —L 7ONT A ZRRLILESICRTINZ R 2 —LDT
—ILR DA FEBIF (WWID) e —B L F 7,

RUa—L XTIV RAYMIBEETET 1 AT DHRAMD BELVEZAAHDMRAZRIRTES LS

IS TA R TNART—TILD %71 FICRREINDAFDRVIDOED (DFD. sde. sdd. sde
BEYVIE AV a—LT—=TILD TNARIIKRREINBZEBE—HRLET,
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32GB 10718 GE il Enabled
Ivarflocalfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Sie @ = AvaHzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
o000 107.32 G 9644 GE 1l 12460 KB 1l o bytes 1l 0.00% Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

TISATVADER )/ — RS —hUxA/—FICEAT2EREZRTLET

[/— BRI R=JICE B/ —RERBET—bDUIA /—RELTERINBZEY—EXT7TSAT7VRD
P—EXANILREITRTOAYE2—TAYT VY= TARI TNAR VY =R LUy bT—
7 )Y —=RET BB —ERTEINE T, XEV. AL=—2 N=RDxT, Xy hT=T UY—=X
FYRT=T AVR—TIAR FY bT—T PTRLAZHERLIED., T—ROREBEEEREZITo>DTHB
CEHTEET,
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1. T/=RI R=DT, 7ISATVREB ) —RERRBTISAT7AT5— b0 x+( /—RZFERLE
ER
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BE]2TD[/—RBRI I avicid. /—RO&HI. 21407, ID. BHERERYE . /—ROBEF
WHARKRTEINET, IPT7RLADODURKIIE. ROESICETRLADA VA—T T —XEDEENZE
ER

cadllb &V adlli: BIERY hD—0A VA —T 1 —RCTIT1TINY I T v TR T4 THME
BTN TWLWBBRICRRIINET,

ceth: JUw R Xy b=, BBy NI—0, FRIZV4T7>08 RV D=2,

° hic: 77547 A LD 10, 25, F721& 100 GbE R— D 1 D, TNBDR— IES
T. StorageGRIDZ'Jw R 2w hT—7 (eth0) XU TZA Tk Xy hT—7 (eth2) ICEF TS
x99,

cmte: PTSAT VA EDYIE1GbE R—FD 120 1 D2UED mtc 12 —T 14 ADEE TN
T BEXY N I—0 A2 —T x4 R (eth) ZFEERLEF T, DO mic 1> Z—T 14 RF. T—2&
U R2—DOEMEN—RNICO—AIILBERTETELSICEZLTHLZENTEET,

10-224-6-199-ADM1 (Primary Admin Node) & X
Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Node information @

Name: 10-224-56-193-ADM1

Type: Primary Admin Node

D: 6fdc1890-cada-4493-acdd-T2ed317d95fb
Connection stata: 0 Connected
Software version: 11.6.0 (build 20210925.1321 66ETeel)

P addresses: 172.16.6.199 - ethD (Grid Metwork)

10.224.6.19% - ethl (Admin Network)

47.47.7.241 - eth2 [Client Network)

Hide additional IF addresses A

A
Interface = IP address &

ethz (Client Network) AT.AT7.7.241

eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0

eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0

hicl AT.AT.7.241

hic2 A47.47.7.241

hic3 A47.47.7.241

WE| 27D 77—k Eo>avilid. /—ROT7 074 TRBT7 53— bDRRREINET,
3. PISA TV ADFHMBEREZRT T BICIF. Nh—FRIx7) Z2FRLET,
a. CPUEARIXEIDI 72K TLT. KEDOEBICHDS CPU EXE DFERARDEISZHEEL
F9, BERZHEERERTTBICIE. Fy—hELRISTOLEICHZ AV FO-ILDOVWThH%Z
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BERLE I,

T. B CRZIOEFEZEET S LHTEXT,

1EfE 1 B 1 BE 1 hEBOERTRERZRTTEET. N AZLRERZREL

Overview Hardware Network Storage Load balancer Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
5% m
s VWV
0% 0%
17:20 17:30 1740 17:50  18:00 1810 17:20 17:30  17:40 17:50 1800 1810
== Utilization (%) w= sed (%)

b. FIC22O—ILT. P7SAF7YADAVR—Y b RERTLET. COT—TIICIE. EFIL

E2N
EDBHRNMNFENTULE T,

StorageGRID Appliance

Appliance model: @
Storage controller failed drive count: @

Storage data drive type: @
Storage data drive size: @
Storage RAID mode: @
Storage connectivity: @
Overall power supply: @
Compute controller EMCIP: @

Compute controller serial number: g

Compute hardware: @

Compute controller CPU temperature: @
Compute controller chassis temperature: @
Compute controller power supply A: @

Compute controller power supply B: @

5G100

o ils
550

960.20 GB

RAID1 [healthy]

Nominal

MNominal ||.
10.60.8.38
372038000093
Nominal ils
Nominal il
Nominal ||.
Nominal ils
Nominal ils

PUT7IINES. A2 bO—-5—DT77—L7T 7 N—23>, EAVR—RVEDRT—RR7%




TISATRT—=TILDT 1+ — EHEH
JLR
TISATRETIL Z DStorageGRID7 754 7V ADETILES,

AbL=232bO-50BER RETIERABVWR 1 TOH.
1T

AML=CT—RRSATOEE 77547 >ANDRZ 14 T DFELE (HDD (/A\— K RZ47) X SSD
VYR ZXAF—F RSA4T)RE),

—~

AML=PF =2 RSA4TOHFA 1207 —R R4 TOBEMT 1 X,
z

AL —YRAIDE—F

N

T2A47 A0 RAID £—F,

SAENAERER FTISATYRARDIANTDEEDIT—H R,

aAYBEa—F«o>JarbtO0— AYEa—FT44>7 A>FO—5—RHOR—XA—REEI> MO

ZBMC IP —Z— (BMC) R—FDIP7KL R, TDIPZERALTBMCA > &
—TJIARCEHRL. VISATVADN— RO 7 ERELUVE
BrcEE 9,

CDT+4—ILRIF BMCHAZENTVWAWT IS4 7YX ETILT
BRTREINEEA

dvBa—Fo>»Jarbc0—> aAYEa—FT4a>7 21>rO0—-5—0O2 U T7ILES,
DO TILES

aAvEa—Fa4>IN—Rox7 AVEa—FT«4>FJ A>bO—5— N\—RIITT7DRAT—RRZ,

dAYFa—F«q>JarecO0—> aAYBa—57a >4 > bO—5—0 CPU OREIREE,
DCPUEE

aAYEa—Fa>rgaryeO0—> aAvBa—Fa >4 > bO—5—0DRERE,
Sy —TDRE
a IRTDORT—RAN TEE] THRI e =zERELET,
2AT—RIAN TEE] THWEEIE. WMEDT7S—FEERL TSIV,
4. By M IT—UDBHRERTTDICIE. TRy bT—21 ZBRLEFT,

XY bT=0 bSTav D T35TICIE 2FENBRY FT—0 b3 T4 v I OBENRTEINE T,
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1 hour 1day 1 week 1 month Custom
Network traffic @
650 Kb/'s
600 kb/s
550 Kbys
500 kb/'s L = ———
450 kb/s

10:10 10:15 10:20 10:25 10:30 10:35 10:40 10045 10:50 10:55 11:00 11:06

== Received Sent

a XYy hI=U AVR—TIARX LI a> =B LET,

Network interfaces
Name @ 2  Hardwareaddress @ = Speed @ Duplex @ =  Auto-negotiation @ =2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:T1:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:80 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hicz 0C:42:A1:836:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:86:B5:B0 25 Gigabit Full Oon Up
hic4 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A%:FC:T1:68:35 Gigabit Full On Up

ROREXY RT—=T AR —TzART—TID RE FOEZFERLT. 7TS5A4T7VIALD 4
DD 40/100 GbE Ry b T =0 R—=bT I T4 TINV I T v T E—RELACP E—FDLE5%
FRITZLSICEBRETNTVS D ZREEL T,

@ RICREINTVBEIE. 4 DDV VI ITRTHMERATNTVS CCZFiIRE LTVLE
EE



Yo E—R RYRE—R B4LZDHIC) > ORE ( FEINZT )y RIY
hic1. hic2. hic3. hic 17>V rXRYy rT—

4) 2V 3RE (eth0. eth2)

Aggregate LACP 100 400
& E LACP 100 200
ElE TOF4 TNy T 7y 100 100

7
Aggregate LACP 40 160
EE LACP 40 80
& E TOT4 TNy Ty 40 40

7

b. xy hT—UBELI 3 EHRLET,

RIET—TIECEET—TIICIE. BRY FT—ITREEIVEEFEINTNT MENT Y M
LV TDOMDZRELELVEEX M) v INKRRINET,

Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
ethg 2.89GB 1l 19,421,503 1l o 1l 24,032 1h o il 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 il 0 1k 0 1l 0 1l o 1l

S H—EXTIIATVRALEDT ARV TNARERY 2—LICEHTBBERZRTITDICIE [REL—2]
ZERLFET,
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DO-REF-DC1-GW1 (Gateway Node) & X

Overview Hardware Network Storage Load balancer Tasks
Disk devices
Name @ = World Wide Name & = /Oload @ = Readrate @ = Writerate @ 2
croot(8:1,sdal) N/ 0.02% 0 bytes/s 3 KB/s
cvloc(B:2,sda2) MN/A 0.03% 0 bytes/s & KB/s
Volumes

Mountpoint @ =  Device @ Status @ =  Size @

TS
TS

Available @ =  Write cachestatus @ =

/ croot Online 21.00 GB 14.73GB 1h Unknown

fvarflocal cvloc Online 85.86 GB 84.63GB 1h Unknown

*y bI—02TERTTS

[RY bT=D1 2T /=R A b TV Y REDTRTORY bT—5
AV =T A ATREEIVERESNLRXY V=T bS5 T4 v IBRTITSTHER
RENEY,

TRTD/ =R EYA b BLUTU Y FREFICHL T [Ry bT—I] 2 THRRENET .
EAEZHBEMERTIBICE. Fr—FERIEISTOLCHZIAY FO-LOVTNDEBERLET, 1
B, 1 8. 18M. 1 MBORBTERERTCTEET, WY LBREREL T, BT CRHROEEE
ETBEHTEETD,

J—ROBE XY RT—U AVE=TAR FT—TIUE. &/ — ROYERY bT—2 K- BT 3

BImRMEEEINE T, Ry bT—IBET—TIIICIE. &/ —ROREEIVEERIEE. FSAN—ICELo
THRESNIEZEN T Z—DFENTEINE T,
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DC1-S2 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custarm
Mcawork traffic @
ESD kbi's
E00 kbf's
S50 kb's
500 kb=
450 kbis
1005 10:10 10:315 T2 162 3 18:33 Al pila=1 50 10655 11:60
= Received == Serd
Network interfaces
Name & = Hardware address @ = speed @ puplex @ % Aute-negotiation @ = Link status @ =
ethi O0:50:56:AT:E8-1D 10 Gigabit Full Off Up
Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ = Frameoverruns @ = Frames @ =
thi XX o | 20403428 1l o 1k 24 893 ], o 1k o il
Transmit
intarface @ = pata & = Packet: @ = Errors @ = Dropped @ = Collisions @ = carrier @ =
sthi 365GE 1l 15,061,947 1l, o 1l o 1k L 1
SEIEE
FEE R R

"W R — IR N T A — YV ATERT B

AbL—=URTERTTS

[REL—=212TICE A RL—=2 O AMPZOMD R ML —2

RREINET,

TARTD/ =R, B A b BFLUVT VY R2EKICH LT[R =212 THREEINE T,

A= ERRRIT ST

X kw2 OBED

ZAbL—=Y /=R BYA b BLUVT VY RE2FEIIOVWT, AL =2 27121 BEORBICHE>TH

IO T—REATIZII M ART—RICE>TERSNIEA ML —PDEZTI IS INEENSE
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ERS

7TIL— RERPUMTRIER L,/ — KDy RICERTATURLEE, BEDX Y
(D) vORRRTER AR, FARETU Y ROBHD SRS NETREENBD ET. /—
ROy RICEER LIS, EARET 55 CANBRE T,

DC1-S1 (Storage Node) & X
Overview Hardware MNetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - ohject metadata @

100% 100%

75% 75%

50% 50%

25% 25%

0% 0%

1530 1540 1550 16:00 16:10 16:20 15:30 15:40 15:50 16:00 16:10 16:20

— sed (%) = Used (%)

FARIFNAR Ra—Ly ATV R LTF=T I
TARTD/ —RICDVWT, [REL=21 82T /= REDT 1 XY TINA RERY 12— LOFHENRT

TINEI, AbL—Y J—RDFE TPV b AT T—=TILICREER ML =2 R a—LICET S
BHRMNMEHEINE T,
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Disk devices
Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled
Object stores
cé = size @ = Avaiable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health @ =
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs
EPEAE

"ZL-ORBEBRT S

FTVIY R RTERTTS

ATV b ETICIBIUATORERAPRTEINE T, "S3 DEDAH CHISDEE" .
FTOIO R BT BARL—T J— K, &1 b BEUS Uy FREICHLTRFSNET, IRL

=2 J—=ROBE. ATV M ERTICE AT MR XET—R VT Nv I 50> RIRSE
ICEg 2 1BEHRDRTEINE T,
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DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
Object counts
Total objects: @ 1,295
Lost objects: @ 0 |l'
53 buckets and Swift containers: @ 161

Metadata store queries

Average latency: @
Queries - successful: @
Queries - failed (timed outl: @

Queries - failed {consistency level unmet): @

Verification
Status: @ No errors
Percent complete: @ 47.14%

Average stat time: @
Objects verified: @ 1]

Object verification rate: @

Data verified: @ 0 bytes
Data verification rate: @ 0.00 bytes |
Missing objects: @ 0

Corrupt objects: @ [1]

Corrupt objects unidentified: @ 0
Quarantined objects: @ 0

10.00 milliseconds

14,587
0

1]

0.00 microseconds

0.00 objects | second

second

Objects

ILM

1 month

1B/s

0.800B/s

0.600B/s

0.400 B/s

0.200B/s

0B/s

1Z2:00

Tasks

Custom

Swift ingest and retrieve 9

No data

1270 12:20 1230

12:40

12:50
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ILM%& 7 Z&RT=

ILM 2 JiCid. B 71 ZIILER (ILM) 2EICR T 3 BmARTINE T,

ILM #7713, EX ML= J =R, &1 b ELUVTV Y F2EKICHLTRRINE T, EY 1 ELY

)y RICDOWT, ILM Z FICIEERBDBBICHED LM Fa2a—DF SRR INE T, 7w RDBE.
CDRTICIE. TARTDA TSIV RDREE LM AF vV ERTTADICHH B HERERLRRINE

ERS

ZAbL—= J—RDBE. LM ZTICIE. EEI—-—RESNiA TPz O LM B E N Y I T STV R

REEICEI Y 2N RRENE T,

Overview Hardware
Evaluation
Awaiting - all: @ 0 objects
Awaiting - client: @ 0 objects

Evaluation rate: @

Scan rate: @

Status: @ Idle

Mext scheduled: @

0.00 objects [ second

0.00 ohjects / second

Erasure coding verification

DC2-S1 (Storage Node) &

Network

2021-09-09 17:36:44 MDT

Storage

Objects

ILM

Tasks

Fragments verified: @ 0 ils

Data verified: @ 0 bytes il

Corrupt copies: @ 0 II:

Corrupt fragments: @ 0 II|

Missing fragments: @ 0 il
RhEER

BRI A UIINEETERT D"
* "StorageGRIDDEIE"
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CDRTDEA T a2V OREBLEBEHLEFIRICOVTIE. UATFZBRL TSV,
*"JUy R YA - ROLHIZEET B"
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JSTEEZMISTNREENTULET,

O—RNASYH 2713, BB/ —RES—RITA J—R, B A . BLUY Uy REICHLTERS
NEd, FH1 b0 TO—KR NS2H) 2TICIE. FOHA FOITARTD ./ — ROFEAOEHIENART S
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NetApp-SGA-108 (Storage Node)

Overnew Hardviare Hetvoork Slorage Objects LA Events Tasks SANtricty Sysiem Manager
Use SANtricity System Manager fo monilor 2nd manage the hardware components in Ihis slorage appliance. From SANtricity System Manager, you can review hardware diagnostic and
environmental information as well as issues relaled lo the drives.

Note: Many features and operafions vathin SANIncity Storage Manager do nol apply fo your StorageGRID appliance. To avoid issues. alvvays folliow the hardware installabon and
mainienance instructions for your applhiance model

Open SANtricity System Managar [ in a new browser tab

StorageGRID-NetApp- Preferences | Help = | admin | Log Out
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DASHBOARD
PN Nodes
Cument View the list and status of sites and grid nodes.
Resolved
" Q\ Total node count: 14
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Rules
Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
Email setup
I NODES StorageGRID Deployment Grid 0% 0%

HENARS ~ DataCenter 1 Site 0% 0%
LM

& DCi-ADML Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SINTOME & ocicl Gateway Node 109%

& ocis1 Storage Node 0% 0% 29%
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Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ 2 Link status @ =

etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
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Network communication
Receive
Interface @ = Data @ = Packets @ = Errors @ % Dropped @@ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1ls 0 1k 24,032 1k 0 b 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB 1k 18,494,381 1l 0 1h 0 il 0 1k a il
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Traffic Classification Policies

Traffic classification policies can be used to identify nedwork traffic for metrics reporting and opfional traffic limiting.

|+ Create || # Edit| | X Remove | |y Metrics |

Name Description 1D
ERP Traffic Conirol Manage ERP trafiic into the grid cd9afbc7-pEhe-4208-D6IE-Tedar9e2chid
*  Fabric Pools Monitor Fabric Pools 223h0chb-69658-4646-b32d-7665bddca94b

Displaving 2 trafiic classification policies.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
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CPU utilization @ Memory usage @
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Tenants
View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.
Exportto C meor IC O\ Displaying 5 results
Name @ 2 Llogicalspaceused @ 4  Quotautilization @ 2 Quota @ % Objectcount @ %  Signin/Copy URL @
Tenant 01 2.006B 10%  20.00GB 100 41 D
Tenant 02 85.00 GB 85%  100.00 GB 500 41 0
Tenant 03 500.00 TB 50%  LO0OPB 10,000 41 10
Tenant 04 475.00TB 958 500.00 TB 50,000 —):| |_|:|
Tenant 05 5.00 GB 500 41 10
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|Tenant ID Display Name Space Used (Bytes} Quota utilization (%) Quota (Bytes) ObjectCount Protocol
112659822378459233654 Tenant 01 2000000000 10 20000000000 100 53
%‘3&5823411254?853585 Tenant 02 85000000000 85 110000000 500 53
103521145586975586321 Tenant 03 60500000000 50 150000 10000 53
r442513&598?5698&5532 Tenant 04 4750000000 95 140000000 50000 53
{36521587546689565123 Tenant 05 5000000000 Infinity 500 53
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Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%
Protocol: S3 Logical space used: 85.00 GB
Object count: 500 Quota: 100.00 GB
m | Edit | Actions. w

Space breakdown Allowed features

Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

o 25% 50% 5% 100%

bucket-0l @ bucket0z @ bucket03

Bucket details

Q Displaying 3 results
Name @ 3 Region @ 2% Spaceused @ % Objectcount @ %
bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50

R=D EERDT 2 FOBMBEZEELE I,

FHER—CDOIDEII VTR TFHY DA T2 b I+ —2ERAE. FATNTVLSHIEX
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FAR—ZADOAR R TH 5. *AR—AHEE Y 7 T7Z2HERLE T,
CDTZTIE TFHYEDIARTD SINT Y FOEFAR—RABEENKRTINET T,

CDTFTY R F—EADRESNTVWBRIBEIE. FRABEAELUVEDD Y +—2DEHNTF R K TERER
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Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining (15%).

M bucket-01: 40.00 GB

0 25% 50% 5% 100%

bucket0l @ bucket0z @ bucket-03
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Tenant 1D Bucket Mame Space Used (Bytes)  Number of Objects

64796966429038923647 bucket-01 88717711 14
64796966429038923647 bucket-02 21747507 11
64796966429038923647 bucket-03 15294070 3
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You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.
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Grid federation

& Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants

Remove permission ‘ Clearerror O\ Displaying one result
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Grid 1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
Permitted tenants Certificates
Remove permission | | Clear error

Tenantname %

Lasterror @ 3

Displaying ane result

© Tenant A

Check for errors
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certifi

Server Client

Download certificate Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:56:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.0002

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @
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Alert Rules

Alert

B Leam more

rules define which conditions trigger specific alerts.

‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

+ Create custom rule |

Name

Appliance battery expired
The battery in the appliance’s storage controller has expired

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity

The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing
expiration.

Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity

Appliance cache backup device write-protected
A cache hackup device is write-protected

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

Conditions
storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"}
Major > 0

storagegnid_appliance_component failureflype="REC_FAILED BATTERY"}
Major =0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN'}
Major » 0

storagegrid_appliance_component_failure{type="REC_BATTERY_NEAR_EXPIRATION"}
Major >0

storagegrid_appliance_component_failure{type="REC_REMOVED BATTERY'}

Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_OVERTEMP'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE BACKUP_DEVICE_FAILED"}

Major >0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major > 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE MEM_SIZE_MISMATCH
Major =0

2 75—F =L T—TILOEREERLET,
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Name

S

Ny — Bz

IW=ILBIFEFX—ILBRIDHERICHED £,

o

Type  Status

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled

Default | Enabled
Default | Enabled
Default | Enabled
Default | Enabled
Default | Enabled

Displaying 52 alert rules.
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Create Custom Rule

Enabled [«

Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v
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Edit Rule - Low installed node memory

Enabled ¥
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
#
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See the instructions for your platiorm:

« Whiware instaliation
= Red Hat Enterprise Linux or CentOS instaliation
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Nodes, or you can add new Storage MNodes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor

Time triggered
Jab

Frilun 28 14:43:27 UTC 2019

storagegrid

Service Idr
DC1-52-227

Node DC1-52-227

Site DC1 225-230

Severity Minor

Time triggered

Frilun 28 14:43:27 UTC 2019
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Service Idr
(5)
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FIE
1. 75—b>* ALY ZBIRLET,

ALY R) R=IPRRINFT,

Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes

No results found.

2. "B EEIRLE 9,

MEZEDENL 41707 Ry ADBRRENET,
Create Silence
Alert Rule v
Description (optional)
Duration Minutes -

Severity Minor only Minor, major Minor, major, critical

Modes StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-51
DC1-52
DC1-53
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Data space usage breakdown ¢

1.97 MB (0%t} of 3.09 TB used overall

Sitename 2 Data storageusage o Usedspace o Total space
Data Center 3 0fa 621.26 KB 926.62 GB
Data Center 1 0% 798.16 KB 12478
Data Center 2 0% 552.10 KB 92662 GB

Metadata allowed space usage breakdown @

2.44 MB {096) of 19.32 GB used in Data Center 3

) Metadata space Metadata used Metadata allowed
Sitename = = =
usage space tpace
Data Center 3 0% 2449 MB 19.32 GB
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Dashboard

16 Buckets Platform services Groups User
View buckets endpoints View groups View users

View endpoints

Storage usage (7] Top buckets by capacity limitusage @
Bucket name Usay
6.5 TB of 7.2 TB used 0.7 TB (10.1%) remaining &
Bucket-10 82%
Bucket-15 20%
Bucket name Space used Number of objects
Bucket-15 5969.2 GB 913,425
® Bucket-04 937.2 GB 576,806
® Bucket-13 815.2 GB 957,389 Tenant details @
® Bucket-06 812.5GB 193,843
Mama: Tenant02
Bucket-10 473.9 GB 583,245
10: 3341 1240 0546 8283 2208
¥ Bucket-03 403.2 GB 981,226 .
' Platform services enabled
® Bucket-07 362.5GB 420,726 % Caipiisa atinidsnty e
@ Bucket-05 294.4 GB 785,190 o/ S3selectensbled
@ 8 other buckets 14TE 3,007,036
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DC1-52 (Storage Node)

Overview Hardware Hetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custarm
meswork traffic @

E50 kb's

£OD kbi's

S50 ks

500 kb=

450 kby's

1005 12:10 10:15 1020 10:28 1034 10:35 HEAD HiEAS 1053 1655 11:60
m Received = Serd

MNetwork interfaces

Name @ & Hardware address @ = speed @ Duplex @ Aute-negotiation @ = Unkstatus @ =

ethil 00-50:56:4T:EB-1D 1 Gigabit Fall OF Up

Metwork communication

Receive
Interface @ = Data @ = Packetz i@ = Errors @ = Dropped @ = Frame cversuns @ Frames @
stho amce 20,403,428 1l o 1l 24,809 |, o 1l 0 ih
Transmit

interface @ = pata B = Packets @ = Errors @ = Dlnpmde = Collisions @ = Carrler @ =

stho 365GE | 19061947 gl 0 ik | o 1l o 1k
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NTP Frequency Offset (ppm) vs Time
2010-07-18 16:32:15 FDT te 2010-07-18 17:32:15 FDT
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From: | 2020-10-01 | 12 :[ 45 [[Pm]|PDT
W W
i .
To: | 2020-10-01 01 10 |[[ev]roT R
w W

Lost Object Detected &

in

=

0.3

o - :
12:45 1230 1235 13:00 1305 13:10

== Total

2
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LDR State vs Time
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S mnl‘mr = ] . - " ]
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1641 1645 1649 1653 1657 1701 1705 1700 1713
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1717

157



* )= RER=DERTIB"
gy R RRAODY) —ERRT B"
* "HR— MERZHER Y 3"

F v — L DA

IS5 72 < IcDIERTNBMEBICIIBTEDRH®KD HD X9,

B Bz
E— BETNBHEEICEVEREDIRTTOY hENE T,
RWIREDIRDE D DFWEREDRERIE. €DOREEBERNDOEREDEHZELL T
r D, Oy b EERILTBDIC TEUML) ThTWBIeZRLTVWET,
RVIRISINEF 2R L E T, FREDLHIF. EVADRAECR/IMEZRL

B 9. BRIVRBOBEIF. AET—XERIEI Z 7 TRATNED,

- — ZEEEE (7—2A 7Oy FINTULAERW) &, BREEIFIATES RN >/l %z
/—_]__\inj_o :ﬁb%‘;\ Ell‘i%gﬁgjéﬂ_t‘\zwqﬁ%‘:mufs EEE\ W@\ ir:‘;
REBEEEDRBICHED FT,

BOLWSEBEOHEENTIZ. TORSTORMED—MILIEITRNTHREETH -1
C&ZERLET, DFED U—EXDFHLBRETH o7, BEIXEZRS
L/—Cl/\asﬁ/b—t‘\l/ﬁ:o

IREOEENTIZ. BEZHRETIT—EANBELEA DY LTV, FOE
BETRMED—EREIEITARTHARBETH > ERLET,

H—EXDWFRABRRETH > 772®). £o. BEZHRE TS —EIDEEL
Ao L TWelcdttOBMENRBTH 1=t ERLET,

‘ KECBEEDEELREERIE. OB TEMED—EHINREETHTZ L (
Frv—hEFST7ERTTS

J =R R=JIZIE. APL—=CBERRIL—TY M REOBRBMERERITIOICERNICT IR TIHNE
BHZ3Fv— b TS TNREFENTVWET, BRICE T BICTIZHIL HR— M EELTVWBISE
I [HTR—=F]>[V=I]>[FVy R RO R=DEZFBLTEMDI S TICT7IERATEET,
BHtR 9 B HIIC

Gy RIR=S Il A>T BT "HR— b ShTWET T T TSIH",

FIE
1. TNODES) ZBEIRLFJ, XIC. /—F. A b FRIEFTV Y REFEERLF T,

2. BRERTI BT ZERLET,

—ERDR TIIF. FFREIOZBICHES Prometheus X ) w o DEE 7Oy b T37HICERAINDS 1 DU

158


../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html

E® Grafana Fy—rHEENTUVWE T, fcr ziE. /— KD NODES > Hardware 2 7ICi%. 2 DD

Grafana Fvy— bHEENE T,

DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
35% 100%
30%
75%
25%
20% 50%
15%
‘ 25%
0% \/ [\ﬂ \
5% 0%
14:00 1410 1420 14:30 14:.40 14:50 14:00 1410 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)
S MEBICHLT. 7 70LICA—YVILZEL L. HEDKAD L DFHFAAEIRRINE T,

Memaory Usage 2]

100.00% £
2020-05-20 14:08:00
75.00% = Used (%) 44.70%
Used: 11.30 GB
S0.00% - Cached: 6.55 GB
= Buffers: 14256 MB
25 DD% = Frea: 7.28 GB
( = Total Memory: 25.28 GB
0%

1350 1400 14140 14:20 1430 14:40

= {I5ed (%)
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- Reports (Charts): DDS (DC1-51) - Data Store

= : YYYYIMMDOD HH:MM:5S
Attribute: | Total Queries - Successful v | Vertical Scaling: Start Date: |2021/08/24 13:24:01 |
Quick Query: | Last Hour v [ Update | Raw Data: O End Date: |2021/03/24 14:24:01 |

Total Queries - Successful vs Time
2021-09-24 132401 MDT ta 2021-09-24 14:24:01 MDT

32,000+

o 31,0001
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°
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29,000+ | | I | [ I
13:25 13:35 13:45 13:55 14:05 14:15

Time (minutes)
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. Reports (Charts): DDS (DC1-52) - Data Store

Aftribute: | Total Queries - Successful

v

Quick Query: | Last Month

b

| Update |

Vertical Scaling;

Raw Data:

O

Start Date: | 2021/08/24 13:15:45 |
End Date: |2021/03/24 13:15:45 |

Total Queries - Successful vs Time
2021-08-24 13:15:45 MDT to 2021-08-24 13:15:45 MDT

\ 4
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Total Objects
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&3 Buckets and Swift Containers
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1 hour 1 day 1 week 1 month Custom

e ~
From: | 2020-10-01 12 45 PM | POT
W W
i e
To: | 2020-10-01 or |:[ 1o [[rm]roT (IR
b v

Lost Object Detected &

0.3

12:45 1230 1235 13:00 1305 13:10

== Total

5. /=R R=JIIRFINBVEBMEDI S T7Z2RTFIBICIF. T R—b>VY—IL>J Uy R hROY 2538
RLFT,

6. grid node > component or service > BIE > X1 > ZHEIRL 7,
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I Overview l\ Alarms Reports :Conﬁguration

Wain

b
l_i' Overview: SSM (DC1-ADM1) - Resources
Updsted: 2018-05-07 18:29:52 MDT

Computational Resources

Semace Restarts: 1 %
Senvice Runtime: 6 days

Senjice Uptime: 6 days

Service CPU Seconds: 10666 s _
Semice Load 0266 % i |
Memory

Installed Memory 8.38 GB %
Available Memory 23 GB i k]
Processors

Processor Number Vendar Type Cache
1 Genuinelntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
2 Genuinglntel Intel(R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
3 Genuinelntel Intel(R) Xeon(R)} CPU E5-2630 0 @ 2.30GHz 15 MiB
4 Genuinelntel Intel(R) Xeon{R) CPU E5-2630 0 @ 2.30GHz 15 MiB
5 Genuinelntel Intel(R}) Xeon(R) CPU E5-2630 0 @ 2 30GHz 15 MiB
6 Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
T Genuinelntel Intel{R) Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
g Genuinelntel Intel(R} Xeon(R) CPU E5-2630 0 @ 2.30GHz 15 MiB
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4. Y B RFIRICE O SRR T 3ICIE. [BERT—U I FIvIRYIRZATIZLET,
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Text Results for Services: Load - System Logging

2010-07-18 15:58:35 POT To 2010-07-15 15:58:35 POT

Time Received
2010-07-19 15:58:09
2010-07-19 15:56:06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45:50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-1915:39:40
2010-07-19 15:37:37
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 15:31.27
2010-07-19 15:29:24
2010-07-19 15:27:21
2010-07-1815:25:18
2010-07-1815:21:12
2010-07-18 15:19:09
2010-07-19 15:17.07

£ 7ER LK b

Sample Time
2010-07-19 15:58:09
2010-07-19 15.56.06
2010-07-19 15:54:02
2010-07-19 15:52:00
2010-07-19 15:49:57
2010-07-19 15:47.54
2010-07-19 15:45.50
2010-07-19 15:43:47
2010-07-19 15:41:43
2010-07-19 15:39:40
2010-07-19 153737
2010-07-19 15:35:34
2010-07-19 15:33:31
2010-07-19 153127
2010-07-19 15.29:24
2010-07-19 15:27:21
2010-07-19 152518
2010-07-19 152112
2010-07-1915:19:09
2010-07-19 15:17.07

Value
0.016 %
0.024 %
0.033 %
0.016 %
0.003 %
0.024 %
0.016 %
0.024 %
0.032 %
0.024 %
0.003 %
0.016 %
0.024 %
0.032 %
0.032 %
0.049 %5
0.024 %
0.016 %
0.003 %
0.016 %

ESHTFRAL LR=FICIE EOTF X LR= LD DBRVERE @I 1:8[) (b T —2DKRRE
nNEd, BV FJIE NMS H—ERICEL > TREDOEBICH > TEBOREILE (BHEEDEST) HEAD 5

BHINCTISE. BAE. R/MEZSCE—DI Y MIICEEHOSNTIHERTI,
BIY EIICIEROBEERIPERREINE T,

* EHIZ) NMS B —EINEBEESNBMEDE v b2 &K (&) LcREBOO—NILER,

* FifE: EEtThICHIEICH - 3 BIEDEDFIT,
* &/ ME: EEHHIREICEH 1T B &/ME,
* RAE: £5HRREICEH 1T B &R ATE,
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Text Results for Attribute Send to Relay Rate

Aggregate Time
2010-07-19 15:59:52

2010-0¥-19 15:53:52
2010-07-19 15:49:52
2010-07-19 15:43:52
2010-07-19 15:39:52
2010-07-19 15:33:52
2010-07¥-19 15:29:52
2010-07-19 15:23:52
2010-07-19 15:17:52
2010-07¥-19 15:13:52

2010-07-11 16:02:48 POT To 2010-07-15 16:02:458 POT

Average Value Minimum Yalue Maximum Value
0271072196 Messages/s 0.266649743 Messages/s 0274853464 Messages/s
(.275585378 Messages/s 0.266562352 Messages/s 0.2833302736 Messages/s
0.279315708 Messages/s 0.233318712 Messagesis 0.333313579 Messages/s

0.28181323 Messages/s 0241651024 Messages/s 0374976601 Messages/s
0.284233141 Messagesis 0.249932001 Messagesis 0.324971987 Messages/s
0.325752083 Messages/s (0.266641993 Messages/s 0.358306197 Messages/s
(0.278531507 Messages/s 0.2749534766 Messages/s 0.283320999 Messages/s
0.281437642 Messages/s 0.274931961 Messagesis 0.291577735 Messages/s
0.261563307 Messages/s 0.258318006 Messages/s 0. 266655787 Messages/s
0.265159147 Messages/s 0.258318557 Messages/s 026663986 Messages/s
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2
3
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5

. grid node > component or service > L7/R— k >*7EX X MZFEIRL X7,
CEMETROY ATV INDSLR- T REMERIRLET,

R=TBHIEOOBRBEFOY THI VI XD ER=DHTO DRERBZERLEX T,
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T#—<v hEFEBT 3 YYYY/MM/DDHH:MM:SS IR#EFRI T T —HIE B ICIFEBOFONRE
TY, o ZIE. 2017/4/6 7:30:00 ISARFEICKBL £9, IELLWERIE. 2017/04/06 07:30:00 TY,

8. *EHrZzI v ILET,

LIES<TBETHFRE LIR—DPERETNE T, RUKEERDOEFICIIBADINDE T, JTVIEK
ESNLRBEORTICHL T £OTF X LIR—FELEBEFATF XL LR—FOVWITNHDRTE
nx9,

THFAMLR—bZIIRR—+T3

IHZR—FENEFFR L LE— FTEHLLWT SOH— 2 THEE. F—a5BRLTIE—TE 34
SICRDET,

RAUHE

AE—CNT—RIFFLLWRFaAXY M (RTLY RO—RRY) ICRTEL. StorageGRIDY X T LD/NT
=XV RAZDMITBDDICERTETET,
FlE

1L HR=F>Y—IL>JUy R bROY Z&ERLE T,

2. FERXMLAR—bZERLET,

3 *ITOVRR—MEZIVYILFETH.

Overview Alarms | Reports \| Configuration

Charts Text

!_l_-!' Reports (Text): SSM (170-176) - Events

- YO IMMDD HH MK:SS
Afttribute: | Attribute Send to Rela‘f Rate W | Rezultz Per Page: Start Date: |20-1 0/07/19 08-42-09 |
Quick Query: | Custom Query v| [Update | Raw pata End Date: |2010/07/20 08:42:09 |

Text Results for Attribute Send to Relay Rate
2010-07-19 08:42:05 PDT To 2010-07-20 08:42:09 POT

1-50f254 i
Time Received sample Time Value
2010-07-20 02:40:46  2010-07-20 08:40:46  0.274981485 Messages/s
2010-07-20 02:38:46  2010-07-20 08:38:46 0.274029 Messages/s
2010-07-20 083646 2010-07-20 08:36:46 0283317543 Messagesls
2010-07-20 083446 2010-07-20 08:34:46 0274982493 Messages/s
2010-07-20 083246 2010-07-20 08:32:46 0291646426 Messages/s

2345 » Next

%X LIR=bDIIRR—b] D4 Y RODEASE. LR—EDPRTEINET,
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Grid ID: 000000

OID:2.16.124.113590.2.1.400019.1.1.1.1.16996732.200

Node Path 5ite/170-176/SSM/Events

Attribute: Attribute Send to Relay Rate (ABSR)

Query Start Date: 2010-07-19 08:42:09 PDT

Query End Date: 2010-07-20 08:42:09 PDT

Time Recerved, Time Received (Epoch), Sample Time, Sample Time (Epoch), Value Type

2010-07-20 08:40-46,1279640446559000,2010-07-20 08:40-46,1279640446537209,0.274981485 Messages/s,U
2010-07-20 08:3846,1279640326561000,2010-07-20 08:38:46,1279640326529124 0274989 Messages's, U
2010-07-20 08:36:46,1279640206556000,2010-07-20 08:36:46,1279640206524330,0.283317543 Messages/s,U
2010-07-20 08:34:46,1279640086540000,2010-07-20 08:34:46,1279640086517645,0.274982493 Messages/s,U
2010-07-20 08:32:46,1279639966543000,2010-07-20 08:32:46,1279639966510022,0.291646426 Messages's,U
2010-07-20 08:3046,1279639846561000,2010-07-20 083046,1279639846501672,0.308315369 Messages/s,U
2010-07-20 08:2846,1279639726527000,2010-07-20 08:28:46,1279639726494673.0.291657509 Messages/s,U
2010-07-20 08:2646,1279639606526000,2010-07-20 08:26:46.1279639606490890.0.266627739 Messages/s,U
2010-07-20 08:24:46,1279639486495000,2010-07-20 08:24:46,1279639486473368,0.258318523 Messages/s,U
2010-07-20 08:2246,1279639366480000,2010-07-20 08:22:46,1279639366466497.0.274985902 Messages/s,U
2010-07-20 08:20-46,1279639246469000,2010-07-20 08:20-46,1279639246460346,0 283253871 Messages/s U
2010-07-20 08:18:46,1279639126469000,2010-07-20 08:18:46,1279639126426669,0.274982804 Messages/s,U
2010-07-20 08:16:46,1279639006437000,2010-07-20 08:16:46,1279639006419168,0.283315503 Messages/s,U
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Verification

Status: @
Percent complete: &
Average stat time: @

Objects verified: @

Object verification rate: @

Data verified: @ 0 bytes

Data verification rate: @ 0.00 bytes | second
Missing objects: @ o

Corrupt objects: @ o

Corrupt chjects unidentified: @ 0

Quarantined objects: @ 1]

Mo errors

0.00%

.00 microseconds

1]

0.00 objects | second

Erasure coding verification

Status: @
Mext scheduled: @

Fragments verified: @
Data verified: @
Corrupt copies: @
Corrupt fragments: @

Missing fragments: @

Idle

2021-10-08 10:45:19 MDT

0
0 bytes
0
0

0

il

1f
1F
il
il
il
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‘ Delete

JobiD @

defined by your ILM policy, still exist on the volumes.

Active job Job history

Status =

Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri

Q

Nodes (volumes) @

o~ Ty
I:’ Missing object copies detected\ @

l

=

e S L L Ll o el L L g W L

15816859223101303015

12538643155010477372

5450044849774982476

3395284277055907678

Completed

Completed

Completed

Completed

DC2-51 (3 volumes)

DC1-53 (1 volume)

DC1-52 (1 volume)

DC1-51 (3 volumes)
DC1-52 (3 volumes)
DC1-53 (3 volumes)
and 7 more

e S e gt e S e Y Y
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Overview Alarms I Reports | Configuration
Charts Text

ﬂ‘l Reports (Text): SSM (170-41) - Events

T NDD HH M SS
Adtriouts; II_H.ST Event _:J Resulls Pes Pags: (20 = Start Date !2D¢9fﬂ"-"15 15-19°53
Quick Query: |Last 5 Minutes =l Updale |  Raw Data: ~ End Date: (2009/04/15 15:24-53
Text Results for Last Event
2009-04-15 15:19:53 POT To 2009-04-15 §5:24,53 POT

1-20r2

rey : hdc: task_no_data_inir stabus=0x51

2008-04-15 15:24:22 2009-04-15 15:24.22 { DriveReady SeekComplete Error }

2009-04-15 152411 2009-04-15 152339 huc.task_ro_dstainlr: sthis=51

{ DriveReady SeekComplete Error )
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Events
Updated: 2021-10-22 11:15:34 MOT

Custom Events  (1-10f1) i
Event Actions
shutgoun 20090
Show :10 ¥ |Records Per Page | Refresh |

Apply Changes ”
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I Overview | Alams || Reports Configuration |

Main

11 Overview: SSM (DC1-ADM1) - Events

Updated: 2021-10-22 11:18:18 MDT

System Events

Log Maonitor State: Connected “_?
Total Evenis: 0 e
Last Event Mo Events

Description ount

Abnomal Software Events
Account Service Events
Cassandra Errors
Cassandra Heap Out Of Memory Errors
Chupk Service Fyents
| Custom Events
“Data-Mover Service tvents
File System Errors
Forced Termination Events
Grid Mode Errors
Hotfix Installation Failure Events
IO Errors
IDE Errors
Identity Service Events
Kernel Errors
Kernel Memory Allocation Failure
Keystone Service Events
Metwork Receive Errors
MNetwork Transmit Errors
Out Of Memaory Errors
Replicated State Machine Service Events
SCSI| Errors

aif

gy W

ARZLARY DAY bEEOICUEY FLET

ARBLARYEDATYZ—DHEIEY FTRHBERIE. [FR—MAZa—D[F Uy R bROD]R—
DRI ARENDDET,

AoV B—7%2)Ey bTRE RDARYMMIEL>TTI—LDRMIA—CNET, [MEBWIC. 75— LZH
wIBE RDOLEWMELANILICELIGSICOAEDT S—LNBE ) A—-CNFET,

Flig

T HR=bk>Y=IL>JUyF ROV Z#ERLET,

2. grid node > SSM > A XYk > {8 > X1 > ZEIRL F7,

B ARRLARYED[VEY M FIVvIRYIR%EERLET,

174



Overview Alarms Reports | Configuration '||

Main Alarms

Configuration: SSM (DC2-ADM1) - Events

Updated: 2018-04-11 10:25:44 MDT

Description Count Reset
Abnormal Software Events 0 [
Account Service Events 0 N
Cassandra Errors 0 [
Cassandra Heap Out Of Memory Errors 0 N
Custom Events 0 v
File System Errors 0 N
Forced Termination Events 0 [
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Metrics

Access charts and metrics to help troubleshoot issues.

functional.

Prometheus

®  https:ff
Grafana

graphs of important metric values over time.

ADE

Account Service Overview
Alertmanager

Audit Overview

Cassandra Cluster Overview

Cassandra Network Overview

Cassandra Node Overview
Cross Grid Replication

Cloud Storage Pool Overview
EC-ADE

EC-Chunk Service

metrics and to view charts of the values over time.

EC Overview

Grid

ILM

ldentity Service Overview
Ingests

MNode

Node (Internal Use)

O5L - AsynclO

Platform Services Commits
Platiorm Services Overview

Platform Services Processing

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

Replicated Read Path Overview
S3-Node

53 Overview

S3Select

Site

Support

Traces

Traffic Classification Palicy
Usage Procassing

Virtual Memory (vmstat)
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid. A diagnostic check can have one of three statuses:

+" Normal: All values are within the normal range.
Attention: One or more of the values are outside of the normal range.
€ Caution: One or more of the values are significantly outside of the normal range.

Diagnostic statuses are independent of current alerts and might not indicate operational issues with the grid. For example, a

diagnostic check might show Caution status even if no alert has been triggered.

Run Diagnostics

» Cassandra automatic restarts v
# Cassandra blocked task queue too large v
» Cassandra commit log latency v
w" Cassandra commit log gueue depth v
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CPU utilization -

Checks the current CPU utilization on each node.

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard.

Status MNarmal
Prometheus sum by (instance) (sum by (instance, mode) (irste(node_cpu_seconds_total{mode!="idle"}[5m])) / count by
query (instance, mode)(node_cpu_seconds_total{mode!="idle"}))

View in Prometheus (4

Thresholds Attention == 75%
@ Caution ==95%

Instance 1T CPU utilization 11

Status »~
DC1-ADMA 2.598%
DC1-ARCH 0.937%
DC1-G1 2.119%
DC1-51 8.708%
DC1-52 8.142%
DC1-53 9.669%
DC2-ADMA1 2.515%
DC2-ARCH 1.152%
DC2-51 8.204%
DC2-52 5.000%
DC2-53 10.469%

3.
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22 Node -

"DC1-ADM1" ~

CPU utilization
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== Litilization (%)

Memory Usage
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== Used (%)

Load Average (1m) and # of CPUs Blocked and Running Processes Context Switches
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *
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metrics Cperations on metrics

AYd
GET Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬂ
GET /grid/metric-names Lists all available metric names ﬂ
GET Jgrid/metric-query Performs an instant metric query at a single point in time a
GET /grid/metric-query-range Performs a metric guery over a range of time ﬂ
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° CBID: StorageGRIDN®D A 72 =7 FD—EDHHF. EEOAIHNHATT T D CBID ZEFT
TET, CBID IFTARTANFTANDLTLIZEL,
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T2 b 2RESSUHENLE T,

Fg
TILM> ATV b XE2F—2BEK #FRLEFT,

2. BRF T —IILRICA TSz OB FEANLE T,
UUID. CBID. SAN\Tw MNATZ o bx— FHIESwit A>T HA TSIV FEZEANTEET,

3. ATV PDREDN—a>ZRERT BRI N—23 Y IDEANLET (FF>ar).

Object Metadata Lookup

Enter the ientifier for any obiect stored in the grid 1o view its metadata

Identifier murl:‘l'.".'1l:"|'.’|'.‘bji'£'l|

Version 1D (optional)

Look Up
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2T —IRFEEREZTLTVET,

System Metadata

Object 1D ATZ2ESEFF-B13F 4905-9E9E-4537T3FEETDASB
Mame tesiobject

Containar source

Account -1582139188

Size 524 MB

Creation Tima 2020-02-19 12:15:59 PST

Maodified Time 2020-02-1912:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarflocallrangedb/2/p/06/0B/00nMBHS TFbnQQ)CV2E
99-99 ivarflocallrangadb/1/p/12/0A/00nMEBHS | TFboW2B|CXG%
Raw Metadata

SIPES L TETHT",
"CHND™: "AlZE9GFF-B13F-4905-9C9E-45373F0ETOAE,
"MAME": “testobject”,
TCBIDT: "emSB2IDEVECTCIRSIE,
"PHND": "FEASAES1-534A-11EA-9FCD-31FFEDCIR058" ,
"PRTH™: “source”,
"META": {

"HASET: {

“"FAWSS:- =27,

TSIV RET7 (REL—=URUa—L) OEE

A=Y J—REDEBELGZAML—2F T2z 8 ARTIZHEIEINE T,
ATz AT AL—=2 R a—LEBFENET,

BAML—=2 /—F0ATOx I b ARTHEREZRTTEET, 7727 b X713 NODES >
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Disk devices
Name @ = World Wide Name @ 2 I/Oload @ = Readrate @ = Writerate @ 2
sdc(8:16,5db) N/A 0.05% 0 bytes/s 4KB/s
sde(8:48,5dd) N/A 0.00% 0 bytes/s 82 bytes/s
sdf(8:64,sde) N/A 0.00% 0 bytes/s 82 bytes/s
sdg(8:80,sdf) N/A 0.00% 0 bytes/s 82 bytes/s
sdd(8:32,sdc) N/A 0.00% 0 bytes/s 82 bytes/s
croot(8:1,sdal) /A 0.04% 0 bytes/s 4 KB/s
cvloc(8:2,5da2) MN/A 0.95% 0 bytes/s 52 KB/s

Volumes
Mount point @ = Device @ = Status @ = Size @ = Available @ = Write cache status @ =
/ croot Online 21.00 GB 14.73GB 1l Unknown
Jvar/local cvloc Online 85.86 GB 80.94GE 1ls Unknown
/var/local/rangedb/0 sdc Online 107.32GB 107.17GB 1l Enabled
Jvar/local/rangedb/1 sdd Online 107.32GB 107.18GB il Enabled
/var/local/rangedb/2 sde Online 107.32GB 107.18GB 1ls Enabled
/var/local/rangedb/3 sdf Online 107.32 GB 107.18GE 1ls Enabled
/var/local/rangedb/4 sdg Online 107.32 GB 107.18GB 1l Enabled

Object stores
DO =2 sSize@® = Available @ 2 Replicateddata @ = ECdata @ =2 Objectdata(%) @ = Health @ =
0000 107.32GB  96.44GB 1l 1.55MB il 0bytes 1ls 0.00% No Errors
0001 107.32 GB 107.18GB 1ls 0 bytes 1ls 0bytes 1l 0.00% No Errors
0002 107.32 GB 107.18GB 1l 0 bytes 1ls 0bytes 1l 0.00% No Errors
0003 107.32 GB 107.18GB ils 0 bytes ils 0bytes il 0.00% No Errors
0004 107.32 GB 107.18GB 1l: 0 bytes ils 0 bytes 1l 0.00% No Errors
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Overview: LDR (DC1-51) - Storage

Updated: 20200139 150339 PET

Storage State - Desired Online

Storage State - Cumrent Online =
Storage Status Mo Errors =%
Utilization

Total Space 322 GB

Total Usable Space INGB i |

Total Usable Space (Percent) 96.534 % g
Total Data G54 KB |

Total Data (Percent): 0% i |
Replication

Block Reads 1} bt
Block Wiites i} =
Objects Ratdeved 0 |
Objects Committed 1] b |
Objects Delated 1] =
Defete Service Stata Enabled =
Object Store Volumes

D Total ~ Avallable Replicated Data EC Data  Stored (%) Health

0000 107 GE 964 GB [ 994 KB Hoe 0.001 % Mo Emors ]
0001 107 GB 107 GB Hoe =Hoe 0% Mo Emrors ]
0002 107 GB 107 GB 08 ™0B  W0% No Erors e
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Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on
these volumes.
If you have guestions about running object existence check, contact technical support.
Active job Job history
Status: Accepted Consistency control @: All
Job 1D: 2334602652007829302 Starttime @: 2021-11-10 14:43:02 MST
‘ Mls:n‘g ob|cct coui‘c‘-s‘t‘:i‘crccted. 0 0 ’_'I Elapsed time @:
Progress: 0% Estimated time to completion @:
Volumes Details
~
Selected node 2= Selected storage volumes Site =
DC1-51 0,1,2 Data Center 1
DC1-52 0,1,2 Data Center 1
DC1-53 0,1,2 Data Center 1

DaThET LS. BEREMDOT VL3 ZRTLET,

cRETSNIEREA T 7 bOIE-DEODHBE. MERRODD FEATL . MLIIFET
ER

CRRHINIERBA TSV FOOAE—HA0LDKREIL, ATV MEK TS — MM H—-CN
TULARWEES., IRTOXEIC—IEATLICE>TEESNTWEY, A7 7 boaE—H
FRBETDIDEHLSTIZOHIC. N—F I T7ORBEMEETNTVWBRZ 2R LET,

CREINET IO PO —DRBBALOLORE . ATV MikbhE LT S5—
MR UH—SNBE. T OBAMNEEERTRTREL B £, TI=HIL FH— b
BEVADE T,

o grep ZEAL T LLSTEEXA v E—CHHMHTZ T Ehnficda 7Pz b OAE—%2FAETE
9, grep LLST audit file name,

COFIBEIF. "EYOREE L. T2V bOOAE—ZBERT BIHEIE. LLsT DD DIC
OLSTo

D3 TIIBNBY A FESEFRLIERNAIT O-—NILEEMZBERLILEGEIE. X8T—2OBREMNHE
REEINBZETHIBEF-THS. ALRV2—LTY3T2BERITLETD,

StorageGRID 'Y 3 JICEENDE / —R YR a—LDAEZT—2D—EM %>R 2F[MHH - 7-15
B, PaJZzBERTITRL. RoTHRESNERBLTVWERA Tz I F aAE—DIUTEIN3H. FE
LTWBA Tz b AE—DHZBEIEEMOA T o~ AE—DF T v I SNBZFEELHD £
ED



../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
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b. BRITOEMBHTETTVEC I3 TZHRILET,

LR TERZMY) 2R LT 3B ERIICET SN 3 TZ2R/ELE T,

i. 2N5nYadngae. —EM4%HIfES] T strong-site & 7z strong-global = XF v+ > L £ 95,
C BRITIZEIaTOFIvIRYIREAVICLT. TERITI ZFRLET,

Perform an object existence check if you suspect some storage volumes have been damaged or are corrupt and you want to verify that objects still exist on these
volumes.
If you have questions about running object existence check, contact technical support.
Active job Job history
Delete Search by Job D/ node name/ consistency control/ start time Q_ Displaying 4 results
Nodes (volumes) Missing object Consistency . [ }
JobID Stat - — e Start t End t -
N ¢ @ AR - ) copiesdetected @ ™ control - ntlin@ S L DREEE & J
DC1-51(3
volumes)
DC1-52 (3 2021-11-10
2021-11-10
2334602652907829302 Completed volumes) (4] All 14:43:06 MST
14:43:02 MST
DC1-53(3 {3 weeks ago)
volumes)
and 7 more
DC1-52 (2
volumes)
- DC1-53(2 2021-11-10
11725651858848823235 ; 2021-11-10
. Completed volumes) 0 Strong-site 14:42:11 MST
(Rerun job) 14:42:10 MST :
DC1-54 (2 {17 minutes ago)
volumes)
and 4 more
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e ) aBRITIIERITETH. BRITI 2FIRLET,
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THERTINEY, FHltEI/ a>0BEY 3T T —IILRICE. Tdoadorad DAY EnE
ERS

BT ROZRME

T—ROEGHIIODVWTERAL LTERRIDH B35BT TR—b>Y—IL>JUyF ROY >site> X b
L—2 /—F>LDR>H&GE > #/ > X1V ICBELT. Ny oI5 FREERZ EIF TS RZEW. Ny
T30V REEETIR. RESNTVBRITRTOA T TV b T—2OEREZHZEL. ROD > iciE%E
BELET, BENLEEZ TETALITRHERLTEBEIZILT, T4 HEKOVRIZERTET T,

S3PUT AT b AXNKETETZLEWVWSITI— DS TN a—FTaV7

TFT Y bhN5GIB D S3 41 XFIRZER SIFTILF/N— b PutObject #{FZ5EITT 5
. SBPUT ATV I M BAXIDRRETEBDLWVWST7S—hHMIA-TINFET,
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Flig
1. 18R > BR > BEB E KU syslog H—/N\N— ICBHILE T,
2. 9547V REZAADEEDBEIF. BEEOJICTIEALE T,
a. AJJ ssh admin@primary Admin Node IP
b. FBEINTWVWB/NXT—RZASILTLZEL Passwords.txt 7 71 JLo
CIIL—HMICUIDBZRBICIE. XOOATYYRZAHNLEFT, su -
d BETNTWVWBINRT—KRZANDLTLEET L "Passwords.txt 7 71 JLo

IL—helTAda>9d&. 7OVTHE SIS 4

e BEBEOJMREFEINTVWS T LI MJICEELE Y,
BEEOYJ T LI M) CERARRL ./ —FiE BEEDBAREICE>TERD XY,
FFoav TATAF—>3Y

A—AIL/—FK (F7#I)LF) /var/local/log/localaudit.log

BB/ —k/O—AIL/—FK BB/ R (FFARVBLVIETZAT):
/var/local/audit/export/audit.log
* gNRTHD ./ — R:  Ivar/local/log/localaudit.log” C D E— K Tld@
B, IJ7TIIEETHBIH. BEELZEA

NEB syslog B —/\— /var/local/log/localaudit.log

BEEAOREICKHL T ROKSICANILET, cd /var/local/log FTzid
‘/var/local/audit/export/

FHICOWVWTIE. "BEERERROEEILZERT S,
. 5GB%ZBR2F TSI b EFERALTVWETHY M ERELE D,
i. AS7 zgrep SPUT * | egrep "CSIZ\ (UI64\): ([5-91]1[1-9]1[0-9]1+)[0-9]{9}"
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J—K Bz

SAIP Y —2IP

S3Al 7+ > kD
S3BK NT Y

S3KY IV Uk
Csiz B4 (N1 F)
BEEOJEROA

audit.log:2023-01-05T18:47:05.525999

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1672943621106262] [TIME (UI64) :80431733
3] [SAIP(IPAD) :"10.96.99.127"] [S3AI (CSTR) :"93390849266154004343"] [SACC(CS
TR) : "bhavna"] [S3AK(CSTR) : "060X85M40Q090Y280B7YT"] [SUSR(CSTR) :"urn:sgws:id
entity::93390849266154004343:root"] [SBAI (CSTR) :"93390849266154004343"][S
BAC (CSTR) :"bhavna"] [S3BK(CSTR) : "test"] [S3KY (CSTR) : "large-

object"] [CBID(UI64) :0x077EA25F3B36C69A] [UUID (CSTR) : "A80219A2-CD1E-466F-

9094 -

BO9COFDE2FFA3"] [CSIZ (UI64) :6040000000] [MTME (UI64) :1672943621338958] [AVER (
UI32):10] [ATIM(UIG4) :1672944425525999] [ATYP (FC32) :SPUT] [ANID(UI32):12220
829] [AMID(FC32) : S3RQ] [ATID(UI64) :43332831798076591191]]

3. USA TV FETAADERTHRWEEIF. 75— rDTFY M IDZFERALTTF Y EHEBLET,

a YR—br>VY—I>0O07 IIBEFHLET, VI—FROIAML—2 /—=ROF7FVr—a3> 0d%
INELFzT, 75— ORI 15 7ZHBELE T,

b. 771 )L %ZfEHRL T bycast.log:
/GID<grid id> <time stamp>/<site node>/<time stamp>/grid/bycast.log
C. OJ%#&E TS ‘method=PUT' £ LTI S 7> b%ZHERL XTI clientlP 2%,

bycast.logD

Jan 5 18:33:41 BHAVNAJ-DC1-S1-2-65 ADE: [12220829 1870864574 S3RQ %CEA
2023-01-05T18:33:41.208790| NOTICE 1404 af23cb66b7e3efab S3RQ:

EVENT PROCESS CREATE - connection=1672943621106262 method=PUT
name=</test/4MiB-0> auth=<V4> clientIP=<10.96.99.127>

4. PutObject DERAT 1 XX 5GB THD. 5GB %#BR3A T U MIIFTILFN— Ty FO—-R%
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s BHRIEDHF > TWVWBFED 7 7t AHER",
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2R EE

FT2x U PERONE LT 75— bi&. StorageGRID BJ Uy RRICA T2 7 bOIE—HFEL AL
CHILTWB I EZRLET, T —HIIKAICKONIAREEDH D £9,

MEMT S — b Z2EBICHABELTLLIEET VY, THRZT—HBREHCIOIC. WERZHEBLIVEDHBZHE

208


../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
../troubleshoot/investigating-lost-objects.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
resetting-lost-and-missing-object-counts.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/web-browser-requirements.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html
../admin/admin-group-permissions.html

BHDFET, BEICK > TE. BRBMEEITRIE. KDONcA TP b 2B TETIAEMLHBD £,
FE
1. TNODES) ZERLF 7,
2. ZRL=Y/—=R>*F T MEFEIRLET,
B ATV MIT—TINIIRREINTVBIMERA TS I bOBERRLE T,
COEEIX. CDT Uy R J—KHStorageGRIDY AT LALEHISKELTWSERE LA TP o k

DEHHMETLET, CDfEIZ. LDREBLUDDS H—ERXARDODT—HX XA b7 AVR—32>Y hDEbn
feA TSSO oA —DEETY,

DC1-S1 (Storage Node) & X
Overview Hardware Metwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
S3ingest and ratrieve @ Swift ingest and retrieve @
1B/s 18B/s
D.800 B/s 0.800 B/s
0.600 B/s Mo data 0.600 B/s No data
0.400 B/s 0.400 B/s
0.200B/s 0.200B/s
0B/s 0B/s
1510 15:20 15:30 1540 15:50 16:00 1510 15:20 13:30 15:40 15:50 16:00
Object counts
Total objects: @ i}
| Lost objects: @ '1 ||| |
$3 buckets and Swift containers: @ 2

4. B/ —RHS. "BEEOJICTIERTZ" A TPz MR T7S—bENIA-LEEA T I O
—REOHAIF (UUID) ZH]B) T B I

a Jyk /—Ricag14>L %Y,
L XOOAYYREANLET, ssh adminlgrid node IP
i. BTN TVB/NZIT—RZANDLTL T "Passwords.txt' 7 71 Lo
iil. JL—MICYIDEZRBICIE ROOARYYFZANLETS, su -

V. BEHINTVWAINRAT—REZANLTLIET W Passwords.txt 771 ), JL—blLTOdA
veBe. OV RE st 4o

b. EEOJNMRESNTVWBETA LI MIICEBELET,
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O—Al/—FK (F7#ILE) /var/local/log/localaudit.log

BB/ —r/MA—AhIL/—R BB/ R (FTZARVELVIETZAT):
/var/local/audit/export/audit.log

* IANRTD ./ — F: Ivar/local/log/localaudit.log” C M E— K Tld@
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NEB syslog H—/\— /var/local/log/localaudit.log
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“/var/local/audit/export/

FHHICOVTIE. "BEEBHROEERZERT 2"

grepzEAL THHE L X" LONEAEEDOH 24TV ¥ MMCEE[MIToNEEX vE—2"H
N7 7AIISEEFELEFT. A grep uuid-value audit file name > output file name

BzIE

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages_about lost object.txt
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LROATYRZASLEFT, ssh admin@grid node IP
i. EBEHINTVWBNRT—RZASILTL IV Passwords.txt' 7 7 1 JLo
iii. JJ—RMICTIDBEZRBICIF ROOATYY RZANDNLEFT, su -
V. EBHINTWVWB/NRT—RFZANLTLEE W "Passwords.txt 7 7 1 JLo

Jl—helTOyar>ddc. 7OVTRIE SIS 4o
b. ATz RDT7A1IL NADEETDIHNESHZEHITL X,
ATz bDT 740 NRICIE. LLSTEEX vE—J0 PCLD OEXERL £,

ez RDESICADLET,

1ls '/var/local/rangedb/1/p/17/11/00rHO0%$DkRs&LgA%#3tNG'

C) BUHNFEE IR —793ICE. ARV RROFA TSI R J70IL RAEEIC—E
SR CHEAE 9,

" AT NADEDODSRVEE. AT T bdkbn. COFIEZFERALTERTISC
CRTEEEA. T7ZAIL HR—-MIEBVEDELS T,
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" AT b NADEOD S HBEIF ROFIRICEAF T, BoD>kATI ok
% StorageGRIDICIETT T 2 e N TEE T,

B AT UM NADROD - TBEIE. TP T +%StorageGRIDICETTL £9,

aRBLARL=/—RDS. AT T71IILOFREMEZZEL T, StorageGRIDTEIETZE 3
&D2ICLET, AJI: chown 1dr- user:bycast 'file path of object'

b. LDR OV —IJLICT7 Ut R T BICIF. localhost 1402 |C Telnet LE 9. AJSI: telnet 0 1402
C. AJJ: cd /proc/STOR

d. Af7: object Found 'file path of object'

eI RDESICADLET,

Object Found '/var/local/rangedb/1/p/17/11/00rHO%$DkRs&LgA%S#3tNG"

#17 "Object Found' ATV R, ATz bDUBEZR T VY RICBRMILE T, £lew 70707 %
ILM RS =% FUA—L. ER)O—TIEESNIZEEDICEMOIE—=/ER L £,

FTST O MDREIOD TR ML= J—RDBF TS 0DHE. V51V DER
C) DAL= J—=RIZA Tz b Z2IE—TEET, ATz MEF US04V R

fL—2 /—ROEED Ivar/local/rangedb 7« L2 M JICEREL £9, XIC.

"‘Object Found' 7z V bAD T 7L NAZFERALTIATY REETLET,

" AT U MEETTEARVESIE. Object Found IRV RIFEBLET, TU=ZHIL HR—
MIBBLWEDE TV

* A7 1Y bH'StorageGRIDICIEEICETEINIIBEIE. BIIAXA vE—IHRREINET, HIX
(=g

ade 12448208: /proc/STOR > Object Found
'/var/local/rangedb/1/p/17/11/00rH0%DkRs&LgA%#3tN6"

ade 12448208: /proc/STOR > Object found succeeded.
First packet of file was valid. Extracted key: 38186FE53E3C49A5
Renamed '/var/local/rangedb/1/p/17/11/00rHO%DkRs&LgAS#3tN6G6' to
'/var/local/rangedb/1/p/17/11/00rHO0%DkRt78I1la#3udu’

ROFIRICEAF T,

4. F*T U bH'StorageGRIDICIERE ICEBETTINHEEIE. FILWBFADMER SN e =R L £ 9,
a. gy RIYX— v —ICSigninilld. " R—rENTWED T T5UH",
b ILM>F TV U b XET—21&R ZERLE T,
C. UUIDZAAIL. &E) ZFERLE I,
d Xa7—%%zmE 0. FILWIGFEmERL £9,
5. B/ —RN5. COFTITV RO ORIM BEEX vt —VDEEOIZRRL. BRZ 1TV
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BIE (ILM) IS & > THEICR L TIAP— BB TV A L ERELE T,

a gy R /J—RicOga14>L £,
L XRDOIYY RZANILET, ssh admin@grid node IP
i. BTN TVB/NZIT—RZANLTLZEL "Passwords.txt' 7 71 Lo
iil. JL—MICEIDEZBICIE. ROOARY RZANLET, su -

V. B INTVWB/NRT—RZEADLTLIEE WV Passwords . txt " 771 ), JL—bLTOdA
YEBRE. TAOAVTIRE s 4.

b. EEOIVMREINTVWER T LY MIICEELE T, B2BY T X7 v 71.b
C.grep ZFEHALT. 77V x7 MIBEERMITONTEEEX vy -2 A7 70 IILICHHLET. A

. grep uuid-value audit file name > output file name

BzIE

Admin: # grep 926026C4-00A4-449B-AC72-BCCA72DD1311 audit.log >
/var/local/tmp/messages_about restored object.txt

d. grep ZFERALT. COHEST 71 ILH5 Object Rules Met (ORLM) BEEX vt —I%HHELET, A
71 grep ORLM output file name

Bz
Admin: # grep ORLM /var/local/tmp/messages about restored object.txt

ORLM EX‘/‘[Z—/L‘L ;.@-U-/jjl/ x‘/'t’._/@ck')‘t_jclbijo

[AUDT: [CBID(UI64) :0x38186FES53E3C49A5] [RULE (CSTR) : "Make 2 Copies"]

[STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"926026C4-00A4-449B-AC72-
BCCA72DD1311"]

[LOCS (CSTR) :"**CLDI 12828634 2148730112**, CLDI 12745543 2147552014"]
[RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATYP (FC32) : ORLM] [ATIM (UI64) :15633982306
69]

[ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID(FC32) :BCMS] ]

a BEBXXwE—SHODLOCS 74— LR ERDITE T,
F1E 9354, LOCSAD CLDI OfEld. # 7z o b AE—PMER SN/ —KRID &R a—L4
ID TYo, COXvE—JF ILMBERHIN. Uy RRAD 2 DOBAAIC2 DDA T2 ~ OE
—MER izl exmRLET,

6. "MK LI T ATRHOMOEZ )Y T3 TUY R IR—Tv—T
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MRLIPITATRBROYIOBZ VY T3

StorageGRIDY XA 7 LAZRAEL. ELMINTITRTOEONIF TP U FHKAICEK
b, £RIFRRTH S Z xR L. Lost Objects BIEDEZ 0 IZ) vy k
TEEI,

FAR 9 B HEI1IC

Ty RIR=TwICHA A VT BICIE "TR— TN TVWE I T T TSI,

* BB TWBRED T 7t ZHER"

RAUHE
MRLIA TSI RDAT Y= RODVWTNHADR—IH S )Y hTEET,

*HR—b>Y=IL>TJUy RO >HA > ML—2P /=K >LDR>T—RXAMT >BE > XA
>

cHR—Fr>VY—=I>FTUYyRFROD>HYAE>AML— /=R >DDS> T —XXA M7 >HE> X1
>
NS5DOFIETIE. LDR> T —H AT R=IHhS5ho > a—%)ty b9 E2RLET,
Flig
1. HR=—Fk>Y—=JL>J Uy R rROY ZFRLET,

2. ATz MBER* T S—MEIZLOST7 S—LDRELTVWBRRA ML=/ —RO* 1 k> XL —
S/ —R>LDR>F—HRA N7 >*B*=2BIRLET,

3. KL IcA Tz hOBZEIEY MEBIRLE T,

Overview || Alarms Reports | Cunﬁnuration\,

Iain Alarms

- Configuration: LDR (99-94) - Data Store

Updated: 2017-05-11 14:58:13 POT

Reset Lost Objects Count

Apply Changes ”
4 BEZBER%EI)vILET,

MERLEATZ O COBMRIFZOICUEY FEN. ZTP TV MRIR 75— LOST 75 —LHI U
TENET, CHITIIBODDBHBEDHD 9,

S. A7 are LT, KbhicA 720 bE#HE T2 7O I TEMLICHREMEDH 3 £ OMOEER M
Ez)ty bLET,

a YA r>XAML—=Y /=R >LDR>BEEI—FTa VT > ZBRLET,
b. *sSmAIDKKEHD )y MELIOIEL O —DFEERKO Uy MEEIRLE T,
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CEEZBREIIYVILET,
d 4k >XL—2/—R >LDR> &L > #aK Z:8IRL F75

e *RELTVWB ATV b ZE Ly MELTRIELIA TV T/ bz £y MZEERLE
ER

LREESNIA TV MO RETH B LREETE3HEIE. REESNA TS 7 FOHIR) Z:&
RTEEI,

N OISO RRECE > THRIELIERA TS/ baE—EESND &, BN+
ST FBMERSINET, IZEALDIHE. StorageGRID IFHIEL AT 0 FEBHMNICE TR
221D, BEESINIA TV FEHIBRLTHELTY, L. 7707 bhkbhEL
72l CWSTFS—RERIFLOST 7 S—LNR M) A—CNHE. T72Al BR—MIEE I
AT O RMITIOERTBBEDHD T,

9 *BEZER%ZII)YvILET,

EEZER 2T )y LIk BENU LY B3 X TICD LB D D BHBEDRH D 7,

BATSTIO T —RANL—=2T75— 0D TN a—FTa 27

IO T2 ANL—=—FRBT75—0E EANL—=2 J—=RTHITDO -
T—RENEINT BT-DIFERATETEZIAR—ADEZEHLE T,

Bt B HIIC

c TNy RIR=I v IIHA M VF3ICIE. "HTR—FSNTWEO T ITZTH",

* HBERTI=HEF > TVWBREHED 7 Ut ZAHER",

BATHE

FT2zO b T—R AML—=URETI5—hE AbL—2 /= FLOBERELIEEI— MM NicF
T2 b T—2DOEHEN T S—h IIL-ILTEBHRINREOVWITND ZEALTESICH)A-CNZE
ER

T7AIETIE CDEREN true LFHMiSN D & EXBTS— MMV A-CNET,
(storagegrid storage utilization data bytes/
(storagegrid storage utilization data bytes +
storagegrid storage utilization usable space bytes)) >=0.90

CDRRETIE -

* “storagegrid_storage_utilization_data_bytess A hL— / — ROEES L WEEI—RbkShicAa 7>
Ih T—RDEFHT A XDHEETT,

* “storagegrid_storage_utilization_usable_space _bytess A kL — / —R|IFEX->TWB ATz~ X+
L—2 AR—ZADEFTETT,

ADOv—FERAFT—D TPz T—2 ANL=FRE) 75— MUA-CNIIBEIZ. TS
BITRIRFIEZRTI2HEDHD T,
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FIE
1. ALERTS > Current =3 &RL 7,

73—k R=IPRREINET,

FL'T\L,'C\ 77—k 7—7ILH5 Low object data storage 77—k JIL—TF=ZRBEAL. RR"T 3
EIRLE T,

2
5—
(D  75-rosL—-ToRELTEE. 75— FERRLET,

3. 4470 Ry ADOFM R L. RO[UTSERL TS
o U AH—KE
c A b/ —RDO4AH
° CDT T — FDIEROREDE
4. NODES> X hL—2 J—RFRIETFA > ML—Y Z#IRLET,
S. FABAANL—2 - AT IO T—RISTDLEICA—YVILZEBEFT,

ROENTRTENET,

C EREH (%): ATV b TRICERATN TV S AFHERRIRERR—XDEIE
c EREAM ATV ToRIERSN TV EHERREIAR—IDE,

CEBINIET =8 D/ — R YA b, £LEIUY REOERINEL TSI FT—2DORD
HEEE,

CHEID—RET—%2:ZO/—F, Y1 b BTV FEOBEEI-REATZz IO T—20D
EDHEEE.

cHBEN CD/ =R A bl FRET )y FEOFERAAERIR—IADEFTE. FRMEIZ
storagegrld_storage_utlIlzatlon_data_bytes XbUw,

Storage Used - Object Data @

100.00%

75.00%
2021-03-13 14:45:30

50.00%
= Llsed (%) 0.00%
A Uised: 171.12 kB

25.00%
Replicated data: 171.12 kB
i . = Erasure-coded data: 0B
= 2490 14:40 14 = Totak 310.81 GB

== |lsed (%)

6. JST7DLICHBEHMIOY FO—ILZBERT B . SESETLHAICHB X ML -2 OFEARRDRT
TNEY,

A= OERRRZHRITHERI S, 75— MUA—CBFERICENEITOR ML =2

218



NERAINTHZREL. /—RDOEDDIR—ZIDBVIEWNCEB FTICENLS SLVORERAIDZH
ERBEHIDICEHIBET,

7. TEBRIRL. R PL—UBREEEMTES Uy RICEMLE T,

BEOINL—Y J—RIZAML—=U R a—L4L (LUN) ZEILEED. ILWR ML —2 /— RZIEBNM
LIeDTEEY,

(D sEooLTE UTFEBRLTES N, "ReBR M-/ — REEET 3",

BRANDERV 4 —4—X—VLEET7S—bDLSTINa—FTa 27

A=Y R)a—LDI4—R—I—VICHRZLEZERT35HEIE. SiARDE
RADEBEWI 4+ —R—IX—T0DFA—N—F14 R 75— 2RI IUBENDHBHEDDHD
9o ARRTHNIL. RBIELSNIEZERIBLIICVRTLZENT ZBELDHD
9o

LEiDI) ) —RTlE. 3DD"A L —UR) a—LDT+—2—<—20"JO—NILBRETHD. IRTDR
L= /J—REDIARTOR ML —Y R a—LAICELCEIERAINET, StorageGRID 11.6 LUET
1. Vb T7IERA ML= J—ROHY A X R a—LDOBERNBEICEOWVWT, EXML—Y R a—
LOINSDT—R—IY— IV %RBILTEEXT,

StorageGRID 11.6 LUPEICT7 v 7L —RIT B L. ROVWTNHNCEZE LAWVWRED ., R#EtSNicHANRDE
BELUHRARDIETIAAT+—RF—X—IODBTRTDA ML= R a—LICBFNICERINE T,

* SRATLOBENEDOVTED. RBLINIETVA—E2—II—IDNBRAINBZLHLLWT—2Z2ZITAN
BLENTELLLADET, CDIFH. StorageGRID IV —F—I—IREZEZELFE A,

*LENIC. ARL—=C R a—LDI4A—F—IX—7DVWITNHEARXZLEICHEL £ LT
StorageGRID |, NREL V4—2—Y—UVREZRBEELINITETLEES LEEA. 2L XL
—JR)a—LDY T RAWMODER T+ —F—Y—IDH X2 LEHNNETTEFSHE. StorageGRID
[FRAMDERT A== =T DEVA—N—FA R* 75— 2 M) A—F3EEMELHD £7,

EERIBRT S

AbL=Y RV a—LDVF—R—I—VICHAZLMEZERTSE. 1 DUEDR ML —2 /—FICHL
THAMDEAIA—F—X—TDEVA—N—=FAF 75— UH—CNB3aEERHD XTI,

T5—hDEAVRAZVRF. AL=U R 2a—LDY T M BRDEBERT A —X—Y—JDHRAXLIE
. FEDRAL—2 J—RORNMRBILELDHNEVWCEZRLET, DAXLREEZSISHIFERT S
E. ARL—=2 /J—RDBLL2IHEAROERREICRITIZEIC. EETRENRIFICDER L R ZA8EMDLH
DET, /—ROBENV2IXWVCERDE, —BDA L= R a— LTIV AREEICHRDS (BFRICY
T2 NMEREIND)HGEDHD X,

feezE BEIICA ML= R 2a—LDY 7 hARDERT A —32—<Y—2J% 5GBICRELI-CLZF
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T-EZEELIELET,
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®* Your credentials for this account were invalid. Please try again.
* Waiting for services to start..

* Internal server error. The server encountered an error and could not complete
your request. Please try again. If the problem persists, contact Technical
Support.

®* Unable to communicate with server. Reloading page..

FIE
110 B[ TH S HBI—ETFA 21> LTLLREEL,

IZ—HEIBNICERINBVEEIE. ROFIBISEAE T,
2. StorageGRIDY X T LICEHDEIRE / — RHH2551FE. BIOEE ./ — RH 5 Grid Manager ([ZH 1 >
VLT, FHTEIFAVEER/ —RORXT—RAZRERLTLEETL,

CHAIVAUTEBZHREIF Ay aR—R /=R 75— B R—MF T2 a>zER
LT I5—DREAZHETEXT,

c B/ — R 1DLDBWVEES. FLERBERLETA AV TERWVESIE. ROFIBICEAF T,
3. J—=RDN=RIzT7HF T4 hESHhZHLET,
4. StorageGRIDY AT LTI VI I A > F > (SSO) BEMIIHE->TWVWBRBEIE. "I ILTaVF >

S —1l]

X E o

BEZRT BICIF. BE—DEE/ — FICN LT SSO Z—KRICEMICL THSBEBMIT 2H4ED
HBHEDHD XY,

@ s PERICHE>TVBIHE. SRS K— E@RALTYA YA > TBIirTEE
Hho K— M4IEFATIBENDBD 7,

S ERALTWAT7AV YT zTL—>3y A—H—ICBLTVLWAHESHhZHERLF T,

Jx7L—23> a1—H%—T7hUoY A EELABRWVEEIE. root BOO—N)L 1—H—& LT Grid
Manager ICH 1 >4 > L TAHATLIEE LY,
cA—AI A—H—HITA>A1>TE3GE:
L 75— hEHELET,
i. ¥ > 7RG > TAT T T EETEIRLET,
iii. LDAP H—/N\—DFEFHREZIRIET DICIF. [TANES 20U v I LET,
V. 7 AR LIIZEIR BRI —ZRLTIIEEL,

A=A A=Y= 21 > TERVEEG, BRBHRNAELVCHEETEZ3H5GIE. ROFIBICE
HET,

6. X277 >zl (ssh) ZFERALTEER/ —RICOJ1> L% T,
a XOIAX>YRFZANILFT, ssh admin@Admin Node IP
b. BEINTLWB/NRT—RFZASLTLIEET W "Passwords.txt' 7 71 JLo
C.IL—HKICEYIDEZRBICIF. XOORYRFEASILEFT, su -
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7. )y R J—RTRATINTLBR IR TDY—ERDATFT—HXAERRLET,

CEEHINTULWANRT—READLTL TV "Passwords.ixt' 7 7 1 JLo

JLl—blTOda4>dd. 7OV RIS IT #o

$ storagegrid-status

Host Name
IP Address

Operating System Kernel
Operating System Environment
StorageGRID Webscale Release

Networking

Storage Subsystem
Database Engine
Network Monitoring
Time Synchronization

ams
cmn

nms

ssm

mi

dynip

nginx

tomcat
grafana

mgmt api
prometheus
persistence
ade exporter
alertmanager
attrDownPurge
attrDownSampl
attrDownSamp?2
node exporter
Sg snmp agent

99-211
10.96.99.211
4.19.0
Debian 10.1
11.4.0

5.5.9999+default Running

11.4.0

nms. mi. nginx, mgmtapi Y —E XN IARTEITEINTVWEI e zELFT,

HP—EXDXT—RIANEEIND L. HAORTSICEFREINE T,

Verified
Verified
Verified
Verified
Verified

Running

1:4.2.8p1l0+dfsg Running

11.
11.
11.
11.
11.
11.
1,10,

[T Y S N N > T
w O O O O o O

O
(@]
N
~J

6.4.3
11.
11.
11.
11.
11.
11.
1,
11.
0.17.0+ds
11.4.0

SO DD DD DD
O O O O O O o O

Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running
Running

Running

storagegrid-status

8. nginx-gwtr —E XD ERITRTH S Z L ZMRT S # service nginx-gw status

9.
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Lumberjack Z R L THAZIEL XY, # /usr/local/sbin/lumberjack.rb

BEICEREEICK L 723538 1E. Lumberjack X7 1) 7+ @ —start 5KV —-end #F> 3 V% FEH L GEY)
BEMEEZIEETEET. CN5DF TS 3V OFMIC DLW TIE. lumberjack -h ZfER L T &L,



10.

1.

12.

13.

14.

15.

HARNDEAICIE. OF 7—hAA4 T IAE—ENIBRAARINE T,
ROOTzMERLFTo
° /var/local/log/bycast.log
° /var/local/log/bycast-err.log
° /var/local/log/nms.log

° x* /*commands.txt

BB/ — RICBEAENR OIS HVGE. XOWTNHADITYY REFHEITLT. Y1 TADC H—E X%
RITITZ3D2DXRL—Y /J—RDIP7RLAZHEDRLET, BF. CNS5IETAMIAYRM—ILE
NEFEFIO3 DDA NL—Y /J—KT9Y,

# cat /etc/hosts

# gpt-list-services adc

BB/ — RIFSBE Ot XFRICADC H—E X ZFERL X,

BB/ —rho. FBAILIEIP7RLAZEALT, sshZfEALTEADC X FL—2 /—RiCOT 1Y
LEI,

Ty R J=RTEITEINTVBRIRTDOY—ERDRAT—FX%ERRLET, storagegrid-status
idnt. acct. nginx. cassandra H—E XN TR TEITINTWVWB =z HRLE T,

FIRZBRORTARCD ZEoTAAZEDZDELTOV ZHERIS2A L —Y /—RoOJ ZHEEL X
ERS

BREZRRTEIHWVESIE. TI7ZhIL FR—-MIBELEbELTET L,

WEL7cOJ 2T 0= AL YR-—MIRHLET, SR'OIT777ILUT 7L 2",

A—HF A28 —T 1 AHT BMEE

StorageGRIDY 7 b0 x 7% 7w U L— K93 L. Grid Manager % 7zI& Tenant Manager D 1—4'— >
R—T A ADPFEEDICKELBRWVEELHD £7,

FIE

1.

BEHR— kT TVWBYI T T TSI,

2. Web 7575 DF vy azl )T LET,

FyyaxIUTTBE. UEID/N— 3 > DStorageGRIDY 7 bz 7 TERINTLW LW Y —
ZAHHIBREIN, I—HF— AV EZ—T A XDPBUELLEMET DL SICHBD £, FIEICOWVWTIE. Web
TSIHDRFaXY MEBBLTLESTL,
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FYRT—=D N=RIxT7. 75V T74—LOBED S TN a—T120
StorageGRID®%w b T7—2U. N—RT 7. &LV TSy b T +—LORBEICEHET S
FEDRRZIFET BTDICETTERIXRAINRV DO HD FT,

422: B TEIHRVWI>VT 14T T5—

IT5— 422 MBTERVIY T T IITESFTRIBARATREIZAEMNDDET, T5— Xvt—T%
BRL T, BEORAZREL T,

DZAEENTVBIZT— AytE—20VWTNODRFENIIZEICIE, HREEINE 7O/ 302RTLTL
2T

IS— Xyt—o BERERE BIERE
Z DX vt—E. Windows Active Directory (AD) Z1EH L T
422: Unprocessable Entity D7x7L—>3>uBRTHEEIC. hSURR—KEBEF
al) 74 (TLS) I LT TLS ZERA LAV A 7> a3 >z FERL
Validation failed. Please TS RICRREINZ DB FT,
check

LDAP 2L %5849 3 AD 4 —/\—Tld. TTLS ZFEAL%
W A7 a>oFERIFYR— I TULEEA. TLS OHE

the values you entered for

errors. Test connection id. STARTTLS %2fEfB¥ % 4 7> 3> %713 LDAPS %ZfER Y
failed. AT avOVTNHEERTIHLEDNHD X,

Please verify your
configuration. Unable to
authenticate, please verify
your username and password:
LDAP Result Code 8 "Strong
Auth Required": 00002028:
LdapErr: DSID-0C090256,
comment: The server
requires

binds to turn on integrity
checking if SSL\TLS are not
already active on the
connection, data 0, v3839
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IZ5—AvE-o BRAREE BEHEE
CORXRytE—=2iF YR—FINTULRVWESZERL T,

422: Unprocessable Entity StorageGRID®'5 ID 7z 7L —> 3> klFI7TF AL —

O FT=ILERINBZIANL AT LAND SV RR—FEEF
Validation failed. Please 2T (TLS) \EHMZHILL LD E LIEBEICRREINE T,
check

NEBS X T LICE > TIRMIN IS ERRLE T, VAT L
i ROWIT O ZERTIHNENDD £9, "StorageGRIDT

the values you entered for

errors. Test connection HR— FENTL BB E" StorageGRID DERFIBISRENT
e WB & SIS, X5 TLS AT,

Please verify your
configuration.Unable to
begin TLS, verify your
certificate and TLS
configuration: LDAP Result
Code 200 "Network Error":
TLS handshake failed

(EOF)

JYUy R XYy bEI—T MTURA—ET7>—F
Ty R XY RIT=IMIUR—R T7S5—hFE JUYR Ry bNT—0 42 —T 214 X (eth0) DERKERX
BN (MTU)RED T VY RAD ./ — R TARIBICEARZBRICKN)A—SNET,

2R E
MTU EREDEWE. eth0 XY FT—TDITARTTIEBRL =T v VR JL—LAICKESNTWVWE I E
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o gy R IR—T v —TiIRHEINZ 7TV ZEHRALE T,

° BB primary Admin Node IP address/metrics/graph RODIITVZANLET,
‘node network mtu bytes{device="ethO"}

2. "MTUREDZE"REBIISEL T IRTD/—RDIV YR Xy bT—0 4 >RZ—T 41 X (eth0) TH
CICRB&SICLET,

° Linux KU VMware X—Z2D ./ — RDFHIF. XOAYY RZFERALEXY, /usr/sbin/change-

ip.py [-h] [-n node] mtu network [network...]

5] © change-ip.py -n node 1500 grid admin

AR LINUXR—ZXD/ —RTld. AVTFHRORY hT—I DREBLBMTUEN KA M V2 —T 2 —
ATEIIRESNTVWREERBZZHE. FITRAMVAZ—T T —XIHEBEEMTUEZREL. £
D% “change-ip.py AV TFTHDRY T —0D MTU BZZEETSZXV )Tk,

Linux 7zl VMware R— XD/ — R TMTU ZZE T BICIE. KO3 |¥=EBLE T,
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Optional arguments SHBH

-h, - help NLT Xyt—CZRAFLTRTLETD,
-n node, --node node J—RKR, A MZO—HIL/—KTI,
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b. 7ISATIVANSRA Y FETOT—TILOYMEBENLGEESHZHRLFT,
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= "SGF6112"
= "SG6000"
= "SG5800"
= "SG5700"

= "SG110& SG1100"
* "SG100 & SG1000"

d X4 vF R—FDFECHKREZZEL XY, StorageGRID7 IS4 7 VX R—hlE. AJRERIBE
I FECRREZ—HITELDICARBLET,

StorageGRIDY 7547 > XA TIF FEC EEZMBMTET Ft A, DDIC. 7T 517> RdHE
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IS—DEEXZITPILLHDET,

@ StorageGRID7 7>« 7 > Xl3. Firecode (FC) & & U' Reed Solomon (RS) FEC
ZHR—bLEFIH FECHLBYR—FLET,
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SICHEDET, /—REBH T 71 IILZIER T BIIE. "Red Hat Enterprise Linux" £ 7zl&"Ubuntu & 7214
Debian",

Linux "X k OS TEAT 370 DENDIRESRY N T—0 41 2 —T 214 A%=ERL X9,

@ Linux 7R X ; OS & StorageGRIDOA VT HICAIL XY hD—0 4 V2 —T x4 A Z2ERT 3
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AR ICRESNTWVWARZCZHRLE T, (REXAM Yy FICKRESNIEIIR—K JIL—F LXRILDEICEK 2
TLEETINZAEMIH D7D, MADBATRENRLTHZ e EHERL T I,

TOZXF v XE—ROFEAICEAT Z58MIL. "Red Hat Enterprise Linux"F 7z 1&"Ubuntu £ 7z [ZDebian",
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/P ZBEEFLTHEI,
*WMEBICIHDLCT, AV TFHF IV IRV RZ2EALTEIFEO/ —F V77 Z2EFELELE T,
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FIE

1. H—EXT—FYeMiL/ —ROEADOOIZF vV LT BASHAIS—PFHLAWVETICETS
AyE—IDRBVHDHESELE T,

2. root & LT F7ld sudo tERZFO7 LU b EFHAL TR MIOT1I > LET,
B RDAR Y RERITLT. /—RZBERHLTHEY, $ sudo storagegrid node start node-

name

$ sudo storagegrid node start DC1-S1-172-16-1-172

J—RPAIZLTWVWBIHEE. BREIFRDELSICBDET,
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Not starting ORPHANED node DC1-S1-172-16-1-172

4. Linux B5. A>T+ TP > eHlfii e 3 storagegrid-node 7Ot X %EEIELE T, fl© sudo docker

stop --time secondscontainer-name

D7=®HIC “seconds’ AV TFHEIET DX THRE T AU ZANLET (BEIL 15 2UA). BIZIF :

sudo docker stop --time 900 storagegrid-DC1-S1-172-16-1-172

S. /—R%=BEH:HLEFJ, storagegrid node start node-name

storagegrid node start DCl1-S1-172-16-1-172

Linux: IPv6 Y R—bD STV a—FT4 >0

Linux R X ~CStorageGRID/ —R%ZA VX k—JLL. IPv6 7 RLZHD/ — R AT FHICHFEEDICEID
HTHNTULWARWNZ CICRAWEBEIE. h—XILTIPv6 Y R— b E2BMICTI2HRENHZIHEDHD X
ER

2R Y=
J)w R J—RICEADYTENTWVWS IP6 7 RL X%ERERT3ICIE. XOFIEZETLET,

1. NODES ##ERL. /—REBRLF T,
2 WMEIZ2TONIP 7RLRDHEICHS EMMD IP 7RLRAEFRTR] ZBRLF T,

IPv6 7 RL AR EINTG. /— KA Linux RX MMIA YR E=ILTNTWVWBIEEIE. XOFIEICR->TH
—RILTIPV6 B R— b EBMICLET,

FIE

1. root & LT, FFld sudo HERZFOT7 AU Y FEFEHLTRANMIOTI VY LET,

2. kA R%EFRITLET, sysctl net.ipvé.conf.all.disable ipvé
root@SG:~ # sysctl net.ipvé.conf.all.disable ipvé

HERIF0ICHEBIET T,

net.ipvé6.conf.all.disable ipv6 = 0

(D BENOTHWEEIE. ARL—FTa VI ATLADRFaXY 2B LTEELTLE
T\ sysctl'&8&TE. RIC. HtiT 9 DRIICEZ 0 ICEELF T,
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3. StorageGRID./ — K OA>F 7% ASILEXY, storagegrid node enter node-name

4. xOIAXY RERITLET, sysctl net.ipvé.conf.all.disable ipvé

root@DC1l-Sl:~ # sysctl net.ipv6.conf.all.disable ipvé6

BRIF1ICHBIETTT,

net.ipv6.conf.all.disable ipv6 = 1

@ BRNM1 UANDHZE. COFIRIGBASTNEEA. T7ZAI HR—-MISELEHEL

2L,

S. AT FHEKRTLET, exit

root@DC1-Sl:~ # exit

6. root LT DT 7 ILZRELET,
/var/lib/storagegrid/settings/sysctl.d/net.conf o

sudo vi /var/lib/storagegrid/settings/sysctl.d/net.conf

1. RD21TZROFT AXY b RTZBIRLET. RIS, 7717 ZRELTHALE Y,

net.ipvé6.conf.all.disable ipv6 = 0

net.ipvé6.conf.default.disable ipve = 0

8. KDY RERITLT. StorageGRIDI>VTFF+%#BEEEBLF T,

storagegrid node stop node-name

storagegrid node start node-name

NEB syslog H—N—D STV a—FTa >

RDEKTIE. 4B Syslog B —N—DERICEHET ZTEMOHEZ TS — XvtE—JIC
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cEEXvE—YBRMKIIAEMNMCTHEN. AUDT,

ROFF. BEEOY T7MIILRAD I DDEBEAYE—JZRLTVWET HiAP I TRDICHITHEMS
NTWET)e CNBDRAYE—IF TFHYIDRSINT Y FZERL. EONTY MMZ2DDFTI Y
bZzEMLIESICEREINE LT,

2019-08-07T18:43:30.247711

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991681] [TIME (UI64) :73520] [SAI
P(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK (CSTR) : "SGKH9100SCkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK(CSTR) : "buc
ketl"] [AVER(UI32) :10] [ATIM(UIG64) :1565203410247711]

[ATYP (FC32) : SPUT] [ANID(UI32) :12454421] [AMID(FC32) : S3RQ] [ATID(UI64) :7074142
1424726110857 ]

2019-08-07T18:43:30.783597

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991696] [TIME (UI64):120713] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) :"s3tenant"] [S3AK(CSTR) :"SGKH9100SCkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBAI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ketl"] [S3KY (CSTR) :"fh-small-0"]

[CBID(UI64) :0x779557A069B2C037] [UUID(CSTR) :"94BA6949-38E1-4B0C-BC80-
EB44FB4FCCTE"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UI64) :1565203410783597] [ATYP(FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UI64) :84396067221084560221]1]

2019-08-07T18:43:30.784558

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1565149504991693] [TIME (UI64) :121666] [SA
IP(IPAD) :"10.224.2.255"] [S3AI (CSTR) :"17530064241597054718"]

[SACC (CSTR) : "s3tenant"] [S3AK(CSTR) : "SGKH9100SCkKkNB8M3MTWNt —
PhoTDwB9JOk7PtyLkQmA=="1] [SUSR (CSTR) : "urn:sgws:identity::175300642415970547
18:root"]

[SBATI (CSTR) :"17530064241597054718"] [SBAC (CSTR) :"s3tenant"] [S3BK (CSTR) : "buc
ket1"] [S3KY (CSTR) :"fh-small-2000"]

[CBID(UI64) :0x180CBD8E678EED17] [UUID(CSTR) :"19CE06D0-D2CF-4B03-9C38~-
E578D66F7ADD"] [CSIZ (UI64) :1024] [AVER(UI32) :10]

[ATIM(UIG64) :1565203410784558] [ATYP (FC32) :SPUT] [ANID(UI32) :12454421] [AMID (F
C32) : S3RQ] [ATID(UIb64) :13489590586043706682] ]
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BREZzENL X9,
EEHAY—ILEFERT S
ERY2 A TETEY "audit-explain EEAJHNDEEX v E—JZ25HA P T VWFRIC
gﬁﬂ??f%S\y'—}Lo
HIAY BHIIC
c HRT=DHEF->TVWBR"FHED T 7t AMER",
* B T-lF "Passwords.txt' 7 71 JLo
c ISATIVEBE/—RODIP7RLRAZM>TELBELHD X7,

HRUE

Z D “audit-explain' 774 Y EIE/ — F THRAAERY -/ BEEOJADEEXAvE—J0ERESIN
IBEZRELET,

Z D ‘audit-explain' CDY—=ILIZEIC. FSTISa—TFTa Y TBERICTIZHIL HR—F
() PEmTECLEBRLLTVET, M2 auditexplain 2 T AR CPU /ST — % BB
ZE]EEMNH D . StorageGRID DIREICHEZE X ZulgEMENH D £,

CDFIE. Caudit-explain i BE, CTN54D"EEH T T AU b ID 92484777680322627870 D S3 TF > b
A SIPUT UU TR M%MEMLT Tbucketly LWSRARDNT Y hEfERL. EDNTY MMI3 DDA T
IV bZEMLIEEEIC. BEAYE-—IDERThE LT,

SPUT S3 PUT bucket bucketl account:92484777680322627870 usec:124673
SPUT S3 PUT object bucketl/partl.txt tenant:92484777680322627870
cbid:9DCB157394F99FES5 usec:101485

SPUT S3 PUT object bucketl/part2.txt tenant:92484777680322627870
cbid:3CFBBO7AB3D32CA9 usec:102804

SPUT S3 PUT object bucketl/part3.txt tenant:92484777680322627870
cbid:5373D73831ECC743 usec:93874

Z ® “audit-explain' CDY —JLIFXD DA TE XY,
* =Y FRIEEESNIEREOS ZIBLE T, fIRIE:
audit-explain audit.log
audit-explain 2019-08-12.txt.gz
*BEHOT AN EERICIELE T, AR
audit-explain audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-explain /var/local/log/*

*NATHEDANZRITAN. ANZTANZV YT LIEDFMIELIEDTEIENTEXT, ‘grep dn
DEREIFZTOMDFE, AIZIF !
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grep SPUT audit.log | audit-explain

grep bucket-name audit.log | audit-explain

EEOJVIFERICKET . BIFICEHEIDD B 780, BERLIEWLWESDE 7 ILZ)>J L TEITT S TH
RZEERTEE9, “audit-explain' 7 7 T IILEAETIEAH <, BB EICITVWET,

Z D “audit-explain™y —JLIENNA TANE LTEB7 7 ML Z2RITFANTEEA. EfET771IL%Z
WIBYBICIE. ARV RSAUEIELTITI7MIVRZEIBET SH. zcat £ 771 )L &R
C) BTB3YV—ILTT. BIZIE:

zcat audit.log.gz | audit-explain

fEF “help (-h) FBRRERA T a3 % RRITBICIE. 773> EFERLET, IR
$ audit-explain -h
FI@
1. 754 VERB/ —RICcOJ1>LET,
a ROIAXYRZANLET, ssh adminGprimary Admin Node IP
b. BEINTWVWB/NRT—REANDLTLZEL "Passwords.txt' 7 7 1 JLo
CIIL—HMICUIDBZRBICIE. XOOATYYRZAHNLEFT, su -
d BEHINTVWBNRT—REASILTL IV "Passwords.txt 7 71 JLo

Il—helTada>d3c. 7OVTRE s T 4
2. kDAY REAHNLET, ‘Ivarllocalllog/auditlog P d 2 7 71 IILDL&BICIBFIZRLF T,
$ audit-explain /var/local/log/audit.log

Z D “audit-explain' T DY —JLIE. BESNTZT 71ILADITRTOX Yy E—0 ABD D 2RO
ReHALET,

FORSEE L. AP T TBI0IC. BT LRZYTIEF T 4L FTRERSNE
() tho BTLREZVTERBLEVEER. 21LRZYTEBAL TR (L) 47
>3

BEREGFY I ZFERATS

FHITZZEHNTEFET audit-sumBE}ZTAA. FTAED. ANy R, HIFRDEEXA vt —
CEAUV L. BBEXA TOR/NERE. AR IR (X723 1 X) ZHERR
_g_%‘y_)l/o

Bad BaE0iC
* HRT=DHF-OTVWBR"FED T 7t AMER",
* B T-lF "Passwords.txt" 7 71 )L,
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* TSARVEER/—ROIPT7RLAZH > TELBELRHD FT,

22T EE

Z® “auditsum AT UEIE /) — R THIBEEERY —ILIZ. OJICRBIN-EZTIAH. FTAED. HIFR
BIEOH . TNSDREICH D > T-BEEZEEXNLE T,

20 auditsum' COY—ILREIS, FSTNSa—F 1 YTRERICF S )L B~ kY
(D) B¥acrEBEHLLTLET, WUB auditsum s TUIFARD CPU XD —% BB T 5 A4
MHBH D, StorageGRID DIREICHE R 5 X ZAREMNH D 9,

COflE. audit-sumBE, TOFITIE. 7O NJLIREICH D - TRBERLET,

message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

Z O ‘audit-sum' DY — )L, BEBEOVARDKXD S3. Swiftt BLLILM BEBEX vt —J O Bz iR E
LEY,

BN BEIEIN2 . BEEI—RIEERELUVRF XY MO SHIBREINE T, CCICREHS
C) NTLVARVEEREI—RHIRELLHZEIE. COMEYIDUBION—3 > THWSG U —
2ERERBLTLIEEV, Bl "StorageGRID 11.8 A AtV —IILOFEAICEATZ RFa XV K

o

mES B8 BR
71T ILM (C K BBIBRDEEA: LM A TS T2 @ "IDEL: ILM | & B HIFRET A"
HIlR 7Ot X =ML EicOJIcEiRkL
I
SDEL S3DELETE: # 7Y b F7=IdN\Tw b%&  "SDEL: S3 HIR"
HIBR T 2RO L= oo a>x#=OJIC
ERLET,
SGET S3GET A7z o hEBYELID. N7w "SGET: S3 4w k"

FROA TSV b E—EBRRLIEDT BT
DO oo 3 x2OJICEEER
LExd,
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L
|
T

‘y
~

WDEL

WGET

A=

WPUT

GG

S3HEAD: A7z hEfEINT Y FDTF
TR ITBIEHICRILI-NS oS 5
vEOJICEERLET,

S3PUT:#FHLWA TSI bEIEINTY b
RS BTcODHIN LI ST oS 3>
ZOJICERLE T,

Swift DELETE: # 72z ¥ b EEaVTF
ZHIBRI BMLIc RS oo arvensd
ICECERL £,

Swit GET: A7z FZEYFL7D. OV
FTFHF—ROA TSz b E—EBRRLEDT
BOORMLI-bS oo ayxEOJIC
SoERL £ 9,

Swift HEAD: # 7z o b Ffida>FTF+D
GEZHERTIEOICRILIE NS YO
avEOJICEERLET,

Swift PUT- i LWA TSz o bEixa> T

F—%ERT B0 ILIc S oY
arvxEOJICEERLED,

ZO “audit-sum C DY —=ILIFRD e TE X,

"7 L83y R

"2y k83 Ty k"

"WDEL: &R A HI R

"WGET: Swift GET"

"WHEA: Swift HEAD"

"WPUT: Swift PUT"

* TL—YELRBERSNICEEOIZNELET, AIXIE:

audit-sum audit.log

audit-sum 2019-08-12.txt.gz

*EBEOT 7N ZRRINELFT, AIRIF:

audit-sum audit.log 2019-08-12.txt.gz 2019-08-13.txt.gz

audit-sum /var/local/log/*

*NATHEDANZZITFAN. ANZTA LRI T LIEDRELIEDTB e TEEXY. ‘grep'dn
BEREIFZTOMDFE, AIZIE:

grep WGET audit.log | audit-sum

grep bucketl audit.log | audit-sum

grep SPUT audit.log | grep bucketl | audit-sum
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CDY—=IUF WA TANELTHEEIT 7N EZRZITANTEA. BT 7ML ZNIET BIC
i ARV RIAUERELTIFAINBZIRET BHD. zcat FT T 7ML ZHRI BV —
LTS, BIZIE:

®

audit-sum audit.log.gz

zcat audit.log.gz | audit-sum

ARYRSAY AT a>aERTZE. AT FOBRIECIERICNT v FORIEEEHN LD, N7
v & BAR. F3 =4 v b ATy =D BEE T IL—TELIEDTEET, 774
TiE. BYHIZIZR/D. BAR. FEHRERBREDPRIINETH. “size (-s) KO DICA Tz bOY 1 &R
meBdATTa,

fEF “help (-h) FARRERA T a>ERRITBICIE. 773> ZEFERLET, RIS
$ audit-sum -h

FIE

1. 754 VER/ —RICOJ1 > LET,
a XNDIANYYR%ZANILET, ssh admin@primary Admin Node IP
b. BEEINTUVWB/NZXT—RFZASLTLZE W "Passwords.txt' 7 71 JLo
C.L—RMICYIDEZRBZICIF. ROAYYRZANLET, su -
d BHEINTWVWBENRT—RZAHILTLLEZEL Passwords.txt' 7 7 1 JLo

JLl—blTOda>9d. 7OV>TFRE S IT #o

2. EEFAH. HAED . Ay R HIFMREICBIET 2 INTOX Yy E—2 %2019 3581 ROFIRICHE
WETo

a xOIAXYREAHNLET, ‘Ivarlocalllog/auditlog P d 2 7 71 IILDLABICIBFIERLF T,

$ audit-sum /var/local/log/audit.log

COflE. audit-sumBE, TOFITIE. 7O NJLIREICH D - TRBERLET,
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message group count min (sec) max (sec)
average (sec)

IDEL 274

SDEL 213371 0.004 20.934
0.352

SGET 201906 0.010 1740.290
1.132

SHEA 22716 0.005 2.349
0.272

SPUT 1771398 0.011 1770.563
0.487

COBITIE. SGET (S3 GET) IEDFIIEERIN 1.13 W TRELEBUVWTI A, SGET 2L SPUT (S3
PUT) I 2EIZC B 5 HRETH 1,770 B VWS RVLKREEZRLTVWE T,

b. ZHEW0HFDEIERIEERTT BICIE. grepIVY Y REFEALTSGETX v E—S DA EEIR L.
BWHEAA T a>EzEMLET, (-1)ZFERALTATS I NAEEHET,

grep SGET audit.log | audit-sum -1

BRICEIRA T (AT RFEINT Y R ERXZABEEND . BEEOY T grep ER1TL
T. ChEDHFEDA TV MIBEET A IMOX Yy E—CZRRTEFERT,
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+

Total:

Slowest:
Average:
Fastest:

Slowest

time (usec)

201906 operations

1740.290 sec
1.132 sec
0.010 sec

operations:

source 1ip

1740289662
backup/r9010aQ8JB-1566861764-4519.1is0
1624414429
backup/r9010aQ8JB-1566861764-6618.1is0
1533143793
backup/r9010aQ8JB-1566861764-4518.1is0
70839 10.96.101.
bucket3/dat.

bucket3/dat.

bucket5/dat.

bucket5/dat.

bucket3/dat.

bucket3/dat.

bucket3/dat.

1566861764-6619

68487 10.96.101.

1566861764-6615

67798 10.96.101.

1566861764-6617

67027 10.96.101.

1566861764-4517

60922 10.96.101.

1566861764-4520

35588 10.96.101.

1566861764-6616

23897 10.96.101.

1566861764-4516

10.96.101.

10.96.101.

10.96.101.

125

125

125

125

125

125

125

125

125

125

object

object

object

object

object

object

object

object

5663711385

5375001556

5183661466

28338

27890

27671

27230

26118

11311

10692

COEABH S ZFHEWVWIDDSIGET VIR I A XDMIECB DA T MIXHTBEHD
THH, MDA TP TV FEDBIEFBZIMIRZTVIEDDODLDET, TAIDBARETVE, REDHZE. B
"REI’ELBD T,

DY RICADRAENZF TP DY AT )y EHBRIEENZ ATV bOY A XZRET
BICIF YA XA T a>zFERALET. (-s):

audit-sum -s audit.log
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message group count min (MB) max (MB)
average (MB)

IDEL 274 0.004 5000.000
1654.502

SDEL 213371 0.000 10.504
1.695

SGET 201906 0.000 5000.000
14.920

SHEA 22716 0.001 10.504
2.967

SPUT 1771398 0.000 5000.000
2.495

ZOFITIE. SPUT DEHA TV U b 1 X1E 2.5 MB K CTIH. SGET OFHH 1 XiKiEBhITK
ILADET, SPUT XwvtE—UDHIL SGET X vt —J0HEDBHIEZEZMNCEZL. I FEAEDATD
TV FAEREINEVWIEERLTULWED,

4. EH OEUEHED o o S h EHIBT L 7-LIEE:

a BYIREEOJICHLTIAY Y RZHITL. BREMNIIN—TFF 7 a>zFERALET, (-gt) DRI
HARG (9 : 15M. 1H. 10S) %EHilT £,

grep SGET audit.log | audit-sum -gt 1H
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message group
average (sec)

2019-09-05T00
1.254
2019-09-05T01
1.115
2019-09-05T02
1.562
2019-09-05T03
1.254
2019-09-05T04
1.405
2019-09-05T05
1.562
2019-09-05T06
5.562
2019-09-05T07
2.002
2019-09-05T08
1.105
2019-09-05T09
1.354

count min (sec)

20142

57591

124171

420182

1220371

527142

384173

27591

.011

.010

.013

.021

.015

.011

.012

.010

1274.

1383.

1740.

1274.

6274.

1974.

1740.

1481.

961

867

290

511

961

228

290

867

NS DFERIF. S3GET b5 74w oH06:00 h5 07:00 DREFICRE LA ZRLTWVWET, C
NS5O TIF. EAKEEFEIREIFEE 5PN BDRB>TED. AT Y FHEML THHRA
ICBMI 3l CiEdDEEA. T XY bT—=0FFT )y ROV I IR MLUBREHDE T H
TRENBBLIECZRLTVET,

- HEEMRREC SIS SN A T2 27 bOY A X 2RI BICIF. YA XA T a>zEBMLE

o (-s)EATYVRICEBMLETY:

grep SGET audit.log |

audit-sum -gt 1H -s
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message group count min (B) max (B)
average (B)

2019-09-05T00 7591 0.040 1481.867
1.976

2019-09-05T01 4173 0.043 1740.290
2.062

2019-09-05T02 20142 0.083 1274.961
2.303

2019-09-05T03 57591 0.912 1383.867
1.182

2019-09-05T04 124171 0.730 1740.290
1.528

2019-09-05T05 420182 0.875 4274.511
2.398

2019-09-05T06 1220371 0.691 5663711385.961
51.328

2019-09-05T07 527142 0.130 1974.228
2.147

2019-09-05T08 384173 0.625 1740.290
1.878

2019-09-05T09 27591 0.689 1481.867
1.354

NEDIBRIZ. 2EMBIRRENS T4 vIDBRKICE T TS, FERICKERAREHNUVLC DD
HBELECERLTWED,

C. IBICFLLRBICIF. "BEEHAY —IL"EDORBHPDITRTO SGET #REZHEEL F£7,
grep 2019-09-05T06 audit.log | grep SGET | audit-explain | less

grepIN Y FOEADEHITICH S CEHFREINBZIBZRIE. lessBHEEAY T 7 1ILORBZ—EIC 1
R—=Y (1 EE) TO2RATSIAYVR,

O N7y BTN T B SPUTHRIED A T D U MMIHT B SPUT RIEL D HLEVNE S D ZHEEE T B ICId.
ROFIE=ZRITLET

a FFW -go AT MRIEENT Y MEMEDX v =P % @RICTIIL—FT 24 T a:

grep SPUT sample.log | audit-sum -go

256


using-audit-explain-tool.html
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using-audit-explain-tool.html
using-audit-explain-tool.html

message group count min (sec) max (sec)
average (sec)

SPUT.bucket 1 0.125 0.125
0.125

SPUT.object 12 0.025 1.019
0.236

BRI Ny MCNT D SPUTEIZ. 77020 MM % SPUTIRECIZERZ N T +—< Y
AFEEF O ERLTLWET,

b. SPUTIZIENRDEBVWNT v FZERETBICIE. g XvtE—SF Ny NTXICTIL—TT2HF
T3y

grep SPUT audit.log | audit-sum -gb

message group count min (sec) max (sec)
average (sec)

SPUT.cho-non-versioning 71943 0.046 1770.563
1.571

SPUT.cho-versioning 54277 0.047 1736.633
1.415

SPUT.cho-west-region 80615 0.040 55.557
1.329

SPUT.1dt002 1564563 0.011 51.569
0.361

C.SPUTA TV IV DA XDBRHBREIVWNT Y b ZHFETBICIE. -gbZ LT -sF T a:

grep SPUT audit.log | audit-sum -gb -s
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message group count min (B) max (B)
average (B)

SPUT.cho-non-versioning 71943 2.097 5000.000
21.672

SPUT.cho-versioning 54277 2.097 5000.000
21.120

SPUT.cho-west-region 80615 2.097 800.000
14.433

SPUT.1dt002 1564563 0.000 999.972
0.352

EF">42/12-,/ODHLEY
E"*X ‘/t_/a)ﬁ/ft

StorageGRIDY R 7 AR TRIEEINIZEBEEX v E—JICIE. IRTOXyE—JICHE
TRIREBFRE. RESNZ ARV NFRETITET o Z5BETIREOI>TY
YhEENET T,

RESNIBEBRMNEEHIAZ L TCEESH"Y —IILEITERTABIEEIE. CotsaryesRL
T TRTCDEEA Y- O—RNBEAZERL TIZTL

TFIE. BEOY 771ILICKRRTNBEBEEX Yy E—20FITY,

2014-07-17T03:50:47.484627

[AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM(UI64) :1405569047484627] [ATYP (F
C32) :SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265006
03516]]

BEEXvE—IICE. BREEROXFIHEEFNTVET, XFILENENMTEIENTWVS([ 1) TH
D, XFIADERMERICITRDFEDBD £

CHEA [ O]

* XNFHICK > TEA AUDTEEX v E—C%RY
* FIRICRYIDNF (HYIPRR—R7%L) %L
* BITXFETIRT I3 \n

BERICIZ. BEO-F. 728, 5LUROEATHRESNBZEDEENE T,
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[ATTR (type) :value] [ATTR (type) :value] ...
[ATTR (type) :value] \n

XyE—CHOBMEROHII. XvtE—2DARY K ZATFICE>TERDFT, BEERIFIEFEDIER
TUXRTNTVEE A

KDV ZE. BUEBRICOVWTHBALTLWET,

CATTRIRETNBZBMED 4 XFOI—FRTY, INTOBEEAVE-—JICH@ETBEME. IRV MEE
DEMDHD £

* type'UI64., FC32 RE. EOTOTVTZIVYT T—R2ED 4 XFOHFTY, BISHEMTHENE
9 (o

*value BEORBTHO. BERBEXLBITFIMETY, ERBICIOVORICKIET () « T
— %8 CSTR DfEIZZE5|IBFF"" TEENE T,

F— 2%
BEEXAYE—VICBEREBRNT B7HIC. TEIFLT—XEIMFERHINETT,

A HER

U132 BHERLEEB(B2E Y ). 0H'5 4,294,967,295 F TORMEEZRMTI X,

ule4 FELLERERK (64 v ). 0h 5 18,446,744,073,709,551,615 £ TOE% 1§
MTEXI,

FC32 4 NXFEDEH, TABCD] BEYD 4 DDASCIXFE LTRINZ 32 EY hOFEL
L EBHE,

iPad IP7RLRICEHRINET,

CSTR UTF-8 XFDRIZERY, XFIFXRDBFANRE>TIRT—TTEES,

* Ny IRXZw2aldF\ T,
*Fv)yPUE—=2IE\r TY,
* ZE5IAMIE\" T,

* BATEFTLWT)IXWNT I,

* XFIE. FNICHEHE TS 16 EHE (xHH FER. HH IIXFEE R T 16 EHE) ICE
IMZBIENTEET,

ARY NEEDT—4

BEEOJAOCREREEXAYE—JICIE. YRTLAXRYMNMIBEOT—2HE®REINE
ER
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F—TZUTICHVWT AUDT Xyt —CBHZ#R T2 307 F—OROBML Y I BEEXvtE—2
ICE O TERRENTcANRY FETRBT I aVICEATRERZRMLET. TS DREMIFROAF TEART
SNTVLET,

2018-12-05T08:24:45.921845 [AUDT:*\[RSLT\(FC32\):SUCS\]*
\[TIME\(U164\):11454\]\[SAIP\(IPAD\):"10.224.0.100"\]\[S3AI\(CSTR\):"60025621595611246499"\]
\[SACC\(CSTR\):" 7 o~

~"\\[S3AK\(CSTR\):"SGKH4_Nc8SO1H6w3wOnCOFCGgk__E6dYzKlumRsKJA=="\]
\[SUSR\(CSTR\):"urn:sgws:identity::60025621595611246499:root"\]
\[SBAI\(CSTR\):"60025621595611246499"\\[SBAC\(CSTR\):" 77 1 >~ F"\\[S3BK\(CSTR\):"/\7 v/

™M \[S3KY\(CSTR\):"# 7' = & L"\|\[CBID\(UI64\):0xCC128B9B9E428347\]
\[UUID\(CSTR\):"B975D2CE-E4DA-4D14-8A23-
1CB4B83F2CD8"\|\[CSIZ\(U164\):30720\][AVER(U132):10]
\[ATIM(U164):1543998285921845\[ATYP\(FC32\):SHEA\][ANID(U132):12281045][AMID(FC32):S3RQ]
\[ATID(U164):15552417629170647261]]

ZO ATYP ER (BITIFTRE) &, Xwte—SFERLIEARY M EFBILET, COUVTILAXyEz—2
Il "> 7" XytE— 03— R (JATYP(FC32):SHEA]), C#1d. S3HEAD BXRAHINLI-C Cick > TER
ShicCezmLFET,

EEXAvE-—VOHLBEER

ITRTOEEXA Yy E—JICIFEEDERNSENTULET,

J—K A Bz

BAF FC32 EJa-IILID: Xyvt—CFEMLIEES2—)LID D 4 XFDHT
Fo ChlF. EBEAXAvE—IHERINO—R O X R ERLE
ER

Pl U132 J—RID: Xwt—S&ER LI —EXRICEIDETSENT )Y R J

— R ID, StorageGRIDY R T LDERE S VA VA h—ILENfcE &
IS, BT —EXI—ROHAFHENDOHTOENE T, COIDIFEETE
FtH Ao

ASES ule4 BBty a3 VEF LEIDU ) —X Tk, COBHRIZ. Y—EXD
EHERICERY AT LDTE L S NEBZZRLTWE L. CDRRS
BlE. ARL—FTa4 VT SATLODIRYY (1970F 18 1H
00:00:00 UTC) 5DV OMBAITAIEES N F LT

A CDERIZFELEINTED, BEEXyE—JICIERREINGLLAD
i L/T!:O

ASQN ule4 =R ATV UFIDV)—=XTIE. COATVRIFTIYER J
— R (ANID) TERINIEEBEXvyE—JJCIZBmL. Y —EXDEH
EFctOicty hThTWE LT,

A COERIFEIESNTED, BEEX Yy E—JICIEKRRINGRLLAED
i L/TCO
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shea-s3-head.html
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shea-s3-head.html
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J—FK 24 S

ATID ule4
7T Ly Uie4
ATYP FC32
7IN— ul32
RSLT FC32

EBEXvtE—20f6

SIUII:

o

FL—=XID: B=DARY MIL>THRUA—ShicXyvE—2DEY
MMC& > THBINSHHF.

RALRR YT BEEX =72 M) A—LIeARY MBS SN
Bllo ARL—T 4 >0 SRTLDIRYy Y (1970F 1B 1 H
00:00:00 UTC) i 5 DY A VOMBERMTRAEEINE T, XM LAZVT
FO—HIILOBFERLICERTZ-ODOFBAERY—ILDIFLAL
. SURICEDSVWTVWB ZCISERELTLIETL,

OJICRER SN A LRZ Y TOAD X IZTIDIETHREICHR 315
EHDET, BEEXYvE—UDBRBEICKTIIND. ABDFEH B
DL, audit.log 77 JLIE 1s0 8601 LD ATIM BT
o BRICRZIESRDLSICREINET “vyyy-
MMDDTHH:MM:SS.UUUUUU, CCC T HNOEBEI X FOREE%
T UTIINFIXFETY, UUUUUURAoOMTY,

ARV b RA T BEINBZAIRY LD 4 XFOHRF. CNiE. X
=0 IRAO—FK] VTV, DFEDEFNIEMZFIEIL
R

N=T3 2 BEEBEAyE—SD/N—Y 3, StorageGRIDY 7 b7
HERTBICONT, FILLWN=2a Y0 —EXICEBLR— NOFH
LUWESBED M HAAENBAIEEMDHD XTI, CDTr—ILRICEK

D. AMS % —E X TOTFIEBREIEICED., L= 3 >0
—EXDSDAX Yy —JHNIBTEDLSICEDET,

BR ARV, TOER, FRIEFFS OISO a3 VOER, Xvtz—
JICEAELABWVSEIF. XvtE—IhBRoTIa0 LR TN AENK
51, SUCS Tid# < NONE hMERINZ T,

BEBEXAYE—JICHEBRIEHINTULE Y, IRTOBEEXvE—RRACER

ZfERALE I,

FIE. BEXytE—J0FITY, "auditlog 7 7L :

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2cb8c9a358e8c5087a6af5£f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) : SPUT
] [ANID(UI32) :12872812] [AMID (FC32) : S3RQ] [ATID(UI64) :1579224144

102530435171
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BEEXYE—YICIE BERINDZ IRV MNIBATRERE. BEEXvE-—CBGKICETZBERIEENET,

EEXAYE—VICL>TEERIND IRV b Z&#HBIT 5ICIE. ATYP B (A TICRART) =R LE T,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
38la87d6cc2l6adcd963fb6£95dd25a38aa2¢cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UJXDKKQOXB7YARDS7102"] [S3BK(CSTR) :"s3smalll"] [S3K
Y (CSTR) : "hellol"] [CBID(UI64) : 0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP(FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :1579224
1441025304357 ]

ATYP BMDIEIF SPUT TY, "HEHT"'NTY bADF T T I FOIDAHZEHT B S3PUT bS5
73 eERLET,

ROBEEXyE—JICIE. 772027 bHBEEMTONTVWBNT Y FBRRENET,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d

381la87docc2l6adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5f"] [

S3AK (CSTR) : "UJXDKKQOXB7YARDS710Q02"] [S3BK\ (CSTR\) : "s3smalll"] [S3
KY (CSTR) : "hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDF7] [CSIZ (UI64) :

0] [AVER(UI32) :10] [ATIM(UI64) :1405631878959669] [ATYP (FC32) :SPU

T] [ANID(UI32) :12872812] [AMID(FC32) : S3RQ] [ATID(UI64) :157922414

41025304357 ]

PUT 1R D VWDORELTHDERERT ZICIE. BEEXAvE—CDEBEICHZHREMFRE (UTC) DX 1 LR
AOTISEBLTLETL, COEIF. BEEXvE—BEOATIM BEDARBDGRSH Z/N—2 32T,

2014-07-17T21:17:58.959669

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :246979] [S3AI (CSTR) :"bc644d
381a87docc216adcd963fb6f95dd25a38aa2cb8c9a358e8c5087a6af5f"] [
S3AK (CSTR) : "UIJXDKKQOXB7YARDS71Q2"] [S3BK (CSTR) :"s3smalll"] [S3K
Y (CSTR) :"hellol"] [CBID(UI64) :0x50C4F7AC2BC8EDFE7] [CSIZ (UI64) :0
] [AVER(UI32) :10] [ATIM\ (UI64\) :1405631878959669] [ATYP (FC32) :SP
UT] [ANID(UI32):12872812] [AMID(FC32) :S3RQ] [ATID(UI64) :15792241
441025304357 ]

ATIM I, UNIX TR 7 OBwBHO S DERE%= 71 7 OMEBEMNTERLET, COHITIE. E
*1405631878959669 2014FE7H17HABER 21:17:59 UTC ICEIERTNE T,
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BEEXyE—JFATOz I bDIATHATIL
BEEXyE—JFVDERINETH?

I CHARDAENT=D. BUFEN=D. HIFRESN/=D T3V BBEBEXvE
—JhHEEINE T, SIAPIEBEDOEEAYvE—S2RDIT3 28T BEOJ TS
NEO RS IHFIS avEHITETET,

EEXvE—Yid. E7ORJLICEBO#HF2EBLTU I ENE T,

Okl ad—R

S3EED ) > U S3BK (N7 w k) « S3KY (F—) . £/=l3Z0@
bl

Swifti2{En ) > & WCON (O>F#+) . WOBJ (7o k) ( £
=S ALYl

REREFS D EIE CBID (X7 x o FDOHNERHERIF)

EEXvtE—SDR1IVY
JVY R /J—FEDORAIVITDEWN. ATV ROV AX 2y bT—IDBEEREDERICLD., T

FEFEBT—ERICE>TERTNBZEEXR Y E—VDIERIF. SOOI aYDRICRENTUVBIER R
BBGEDHD ET,

i S ) OBV S g

SIAPIBEQBEEX vy —Y%ROIFE LT, BEOYTY S 7Y FORDAH
S HoLa v EHATEET,

WORAAB T TS aVRICERETNBITANTOEEX Y E—CDRORICEHEINTVLBDITTIEHD F
Bho BIDIAA LS UHF I 32D ML —RICHEBRA Y- DANETENE T,

S3WDAABEEXy—2

J—R Name =HAR fL—2X SHAIC DLW T
MHEHY S3PUTH+S S3PUTHDIAH RS H%Y  CBID. S3BK "X 7w F:S3 7w k"
VoY ay Ya hAEEICETLEL . S3KY
TCO
T—L AT TOATIOTUMINLT CBID "ORLM: # 7z FIL—IL
JL=ILHYET: ILM AR S —hSEicEnE L Emf=cnhEz L

ThELE 7o
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Swift DEEEX v E—CDEDIAH

J—k Name =HBH fL—2X SEMICDOWVWTIE
WPUT Swift PUT b5 Swift PUT BXDA& k> >4 CBID. WCO "WPUT: Swift PUT"
o3y avhAERICETLEL N, WOBJ
TCO
F—L FIToxObh ZOATISTIMINLT CBID "ORLM: # 7o MIL—)L
JIL=ILHYET: LM AR S —hSEi=cnE L hEfmcnhE L

ThELE 7o

Fl: 83 AT U FOEDIAH

UTO—EDEEX Yy —2F S3IFATY ATV I ML —2 /=K (LDR F—E X) IZEX
DA EFICER TN, BEOVICRESNSIEEX Yy -2 0AITY,

COFITIE. 7T TRIMARYS—IC T2 20 —%E/I LM IL—ILAAEENTVWE T,

HUFOBICH. P52 3 v RICERTNES TR TOBBX vy £— I X FEATVS
() DITEBDFtA. SIIMDRENSIHS L3> (SPUT) ICEEET BLORIA X b
nEv,

CORBITIE. S3NT Y FHUENCEREINTULWS CEZRiIRELTWVWE T,

ATy :83 Ty bk

SPUT Xy =23 BEDNT Y MIATI U bZERT 27c®IC S3PUT b3S 2B aVHEITESh
Tl EBRITeDICERTNE T,

2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :25771] [SAIP(IPAD) :"10
.96.112.29"] [S3ATI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK (CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEBF33gA0g=="] [SUSR(CSTR) :"urn:sgws:i
dentity::70899244468554783528:root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC(CSTR) : "test"] [S3BK(CSTR) : "example"] [S3KY (CSTR) :"testobject-0-

3"] [CBID\ (UI64\) :0x8EF52DF8025E63A8] [CSIZ (UI64) :30720] [AVER(UI32) :10] [ATIM
(UI64) :150032627859669] [ATYP\ (FC32\) : SPUT] [ANID(UI32) :12086324] [AMID(FC32)
:S3RQ] [ATID(UI64) :14399932238768197038]]

ORLM: A7z MIL—ILhElcnE LT

ORLM XwE—2F, TOFATI I MIRLTILM R S —HERETNTVWBZeZRLET, Xvt—
DICIF. T2z @ CBID LRSI ILMIIL—ILOZFENZENE T,

BRINATO I FDIFE. LOCS T4 —ILRICEA T I FDIFFARO LDR / — R ID &R a—L4
IDAEENET,
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2019-07-

17T721:18:31.230669 [AUDT: [CBID\ (UI64\) :0x50C4F7AC2BC8EDF7] [RULE (CSTR) : "Make
2 Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :0] [UUID(CSTR) :"0B344E18-98ED-4F22~-
A6C8-AS3ED68F8D3F"] [LOCS (CSTR) : "CLDI 12828634 2148730112, CLDI 12745543
2147552014"] [RSLT (FC32) : SUCS] [AVER (UI32) :10] [ATYP\ (FC32\) : ORLM] [ATIM(UI64)
:1563398230669] [ATID(UI64) :15494889725796157557] [ANID(UI32) :13100453] [AMID
(FC32) :BCMS] 1]

HRETERSLA TP 10 bDIFE. LOCST 1 —IL RICIFEKRFTERSLTO 7 7 1 LID EERETERSL
JIL—TIDHEENE T,

2019-02-23T01:52:54.647537

[AUDT: [CBID (UI64) : 0xFASABESB5001F7E2] [RULE (CSTR) :"EC 2 plus 1"] [STAT (FC32)
:DONE] [CSIZ (UI64) :10000] [UUID(CSTR) :"E291E456-D11A-4701-8F51-
D2F7CCOAFECA"] [LOCS (CSTR) : "CLEC 1 A471E45D-A400-47C7-86AC-

12E77F229831"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) :1550929974537]1\ [
ATYP\ (FC32\) :ORLM\ ] [ANID(UI32) :12355278] [AMID (FC32) : ILMX] [ATID(UI64) :41685
590464737255601] ]

PATH 7« —IJLRICIE. RSN APIHIZIGL T, S3 Ny bexF—D1BEHR. £/l Swit A>T7FeA T
IV MDBHRAESENE T,

2019-09-15.txt:2018-01-24T13:52:54.131559

[AUDT: [CBID(UI64) :0x82704DFA4C9674F4] [RULE (CSTR) : "Make 2

Copies"] [STAT (FC32) :DONE] [CSIZ (UI64) :3145729] [UUID(CSTR) :"8C1C9CAC-22BB-
4880-9115-

CE604F8CE687"] [PATH (CSTR) : "frisbee Bucketl/GridDataTests151683676324774 1
1v£f9d"] [LOCS (CSTR) : "CLDI 12525468, CLDI

12222978"] [RSLT (FC32) : SUCS] [AVER(UI32) :10] [ATIM(UI64) : 1568555574559 [ATYP (
FC32) :ORLM] [ANID(UI32) :12525468] [AMID(FC32) :OBDI] [ATID(UI64) :3448338865383
69336]1]

TPV MRIBR NS OO Y

S3APIBEEDEEXAYvE—C%RBOIF3 28T BBEOJARDA T 7 FEIBR N T >
oo a vERBINTEXT,

HIBR bS50 aVRICERTNZ IR TOEEXA Y E—IDRORICEHINTLEIDITTEHD £
Ao BIBRES2H OS2 a>D L —RIBBABAYE—JDHNEENET,

S3 BEAEX vt —JHIR

265



O—R Name SRR fL—2X SEMIC DLW T

SDEL S3 HIIBR NTw EhSATS o % CBID. S3KY "SDEL: S3 HIf&"
HIfR9 2T X A ThHhN
i LTCO

BEBEXvt—duRICHIRR

a—R Name Bl FL—2X SEHIC DUV T
WDEL TR 75 Bl PR AT Fh 64T T % CBID. WOBJ "WDEL: &z HIRR"
%cat: VTTEHIRTDE

Bl: 83 T2 U b DHIRR

S3USATURNRAML—Y /=R (LDRY—EX)DBF TP I bZHIRT B . BEEXvE—INE
BEh, BEEOJICRESNE T,

BB R 52403 3 Y RICER SN TARTOBER v £ —SHUTFOBICU R R ENTLVS
()  blTizsbEtA. SIHIR NS oS 3> (SDEL) ICBIET 6D X FEnE

[e}

SDEL: S3 Y&

I bCDHIBRIZ. V547> D LDR B —E R DeleteObject BsR % XET D LR INE T, X v
T—=IICE. ATV MREIBRTBANT Y b, AT b E2HBATRDICERAINZ A TSIV RD
S3F—HEENTVET,

2017-07-

17T721:17:58.959669 [AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :14316] [SAIP(IPAD) :"10
.96.112.29"] [S3AI (CSTR) :"70899244468554783528"] [SACC (CSTR) :"test"] [S3AK(CS
TR) : "SGKHyalRU 5cLflgajtaFmxJn9461AWRJIEBF33gA0g=="] [SUSR (CSTR) :"urn:sgws:1i
dentity::70899244468554783528 :root"] [SBAI (CSTR) :"70899244468554783528"] [SB
AC (CSTR) : "test"]\ [S3BK\ (CSTR\) : "example"\]\ [S3KY\ (CSTR\) : "testobject-0-
7"\][CBID\ (UI64\):0x339F21C5A6964D89] [CSIZ (UI64):30720] [AVER (UI32):10][ATI
M (UI64) :150032627859669] [ATYP\ (FC32\) : SDEL] [ANID(UI32):12086324] [AMID (FC32
) :S3RQ] [ATID(UI64) :4727861330952970593]]

o bl :\CC S 7 R =

S3APIBEEDEBEXyt—S%#RBOIF3 28T BEBEOJRNOA TS 7 FREBE NS Y
Yoo a ERINTEED,

BEESH I a RICERCNEIIRTOEEA Y E-—IDRORICEBHINTLEDITTIEHD FE
o BIRES2H I3 DML —RHBBLB Xy E—JDAHEENFT T,
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SIHEEEXA Y-

1=k Name 59 FL—2X HEICOLTIE
SGET S3 GET N7y 54T hEEYE  CBID. S3BK. S "SGET:S3 4w
THRERMTONF LT 3KY N

BEBEXvt—Y ORI

J—R Name =HAA fL—2X SEMICOVLWTIE
WGET Swift GET AVTFH5AT2 o h%EIE CBID. WCON, "WGET: Swift
TIIEK, WOBJ GET"

Bl: 83 T2V bDOEUF

S3USATURNRAML—Y /=R (LDRY—EX)WBAF TP I 2RISR T L. BEEXvE—INE
BEh, BEEOJICRESNE T,

MFOBICIE. SIS 3 VRICERENE IRTOEEX Yy E—NRU I TN TVBDITTIERWLS
CITERLTLEET W, S3EF S8 U2 3> (SGET) ICBET B3 DDREIFTHII FENE T,

SGET:S3 47w ~

IO FOERIE. 75172 hHLDR H—E R GetObject BSRZXET D LHMEINET, Xvt
—DICIE ATV M EBUSIBNT Y b, T2 0 b 2RI BDIERAEINEFT TP I +D
S3F—HEFENTLET,

2017-09-20T22:53:08.782605

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :47807] [SAIP(IPAD) :"10.96.112.26"] [S3ATI (
CSTR) :"43979298178977966408"] [SACC (CSTR) :"s3-account-

a"] [S3AK(CSTR) : "SGKHt7GzEcuOyXhFhT rLSmep4nJtlw75GBh-

O FEw=="] [SUSR(CSTR) :"urn:sgws:identity::43979298178977966408:root"] [SBAI (
CSTR) :"43979298178977966408"] [SBAC (CSTR) :"s3-account-

a"]\ [S3BK\ (CSTR\) : "bucket-

anonymous"\]\ [S3KY\ (CSTR\) :"Hello.txt"\] [CBID(UI64) :0x83D70C6F1F662B02] [CS
IZ(UI64):12] [AVER(UI32) :10] [ATIM(UI6G4):1505947988782605]\ [ATYP\ (FC32\) :SGE
T\] [ANID(UI32) :12272050] [AMID (FC32) : S3RQ] [ATID(UI64) :17742374343649889669]
]

NTY b RVS—=THFRAITNTWVWBRIEE. V5317V MIEZTH Tz bZBUSLEED,. BIOTF > b
VAV IDFRBETBNTY D SF T b ZBIRLIEDTEER Y, BAXvE—JICRBNT v bFEE
DT FYE TATYMCEATBZIERPIEENTVS O, ChoDEL)IJIAMPTAY Y MEUIIR
F2EBHCTEE I,

KDY VT XyE—ITlE. 953472 E BODFABLTULWAWLWNT Y MIFRESNTWE AT T
2 MMZX LT GetObject U7 T X R EZFELE T, SBAI KU SBAC DfEICIXZ. Ny FFREED TV
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N 7HUY R ID EZFAREINE T, TNid. S3AI BLU SACC ICEBEEINBZIVSA TV RDTF2 R
FHOVEID EEEIEIFRBRD XY,

2017-09-20T22:53:15.876415

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :53244] [SAIP(IPAD) :"10.96.112.26"]1\[S3AI
\ (CSTR\) :"17915054115450519830"\ 1\ [SACC\ (CSTR\) :"s3-account-

b"\] [S3AK (CSTR) : "SGKHpoblW1P_ kBkqSCbTi754Ls81BUog67I2L1SiUg=="] [SUSR (CSTR)
:"urn:sgws:identity::17915054115450519830:r00t"]\[SBAI\ (CSTR\) :"4397929817
8977966408"\ ]\ [SBAC\ (CSTR\) : "s3-account-a"\] [S3BK (CSTR) : "bucket-
anonymous"] [S3KY (CSTR) : "Hello.txt"] [CBID(UI64) : 0x83D70C6F1F662B02] [CSIZ (UI
64):12] [AVER(UI32) :10] [ATIM(UI64) :1505947995876415] [ATYP (FC32) :SGET] [ANID (
UI32):12272050] [AMID (FC32) :S3RQ] [ATID(UI64) :6888780247515624902] ]

Bl: AT MIHT BS3 Select

SBUVZATUNRATIT I ML TS3Select VTUZRITIB L. BEEXvE—IHERTh. BE
AJICREFESNE T,

UToOHICIE. ST a3 RICERTNEZ TR TOEEX Y= RINTULSDIFTIEBRWS
CISEELTLEEL, S3Select kT >H4o > 3 (SelectObjectContent) ICEHET 2 HDEITHA U X R T
nNE9,

BUVIT)DIER. 2 DOEBEEAXAvE—UHEMEINE T, 1 DId S3 Select VI TR MDEFEZEHRITIT DX Y
£—Y (S3SR 71 —JLRIZE Tselecty ICREINET) 51 DIMUIBRICIA ML —Oh S5 T7—2ZEBUET
BEFDIZEE GET 21T,

2021-11-08T15:35:30.750038

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636385730715700] [TIME (UI64) :29173] [SAT
P(IPAD) :"192.168.7.44"] [S3ATI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Ten
ant1636027116"] [S3AK(CSTR) : "AUFD1XNVZI905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:id
entity::63147909414576125820:root"] [SBAI (CSTR) :"63147909414576125820"] [SBA
C(CSTR) : "Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-
ESTZOZO_ALL.CSV"][CBID(UI64):OXO496FO408A721171][UUID(CSTR):"D64B1A4A—
9F01-4EE7-B133-

088422099628"] [CSIZ (UI64) :0] [S3SR(CSTR) :"select"] [AVER(UI32) :10] [ATIM(UIG4
) :1636385730750038] [ATYP (FC32) : SPOS] [ANID(UI32):12601166] [AMID(FC32) :S3RQ]
[ATID(UI64) :1363009709396895985]]
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2021-11-08T15:35:32.604886

[AUDT: [RSLT (FC32) : SUCS] [CNID(UI64) :1636383069486504] [TIME (UI64) :430690] [SA
IP(IPAD) :"192.168.7.44"] [HTRH(CSTR) : "{\"x-forwarded-

for\":\"unix:\"}"] [S3AI (CSTR) :"63147909414576125820"] [SACC (CSTR) :"Tenantlo
36027116"] [S3AK(CSTR) : "AUFD1XNVZ905F3TW7KSU"] [SUSR(CSTR) :"urn:sgws:identit
v::63147909414576125820:root"] [SBATI (CSTR) :"63147909414576125820"] [SBAC (CST
R) :"Tenant1636027116"] [S3BK(CSTR) :"619c0755-9e38-42e0-a614-
05064f74126d"] [S3KY (CSTR) : "SUB-

EST2020 ALL.csv"] [CBID(UI64) :0x0496F0408A721171] [UUID(CSTR) :"D64B1A4A-
9F01-4EE7-B133-

088422099628"] [CSIZ (UI64) :10185581] [MTME (UI64) :1636380348695262] [AVER (UI32
) :10] [ATIM(UIG4) :1636385732604886] [ATYP (FC32) : SGET] [ANID(UI32):12733063] [A
MID (FC32) : S3RQ] [ATID(UIG64) :16562288121152341130]]
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FLI EEHLI-CEICERSNE
ERS
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S3UTAT Y MMEESNIARZT—REBHIB VIR (SUPD) ZHITLE T, (x-amz-meta-\*)
ZS3ATVTU B (S3KY)BICERLET. COHITIF. EEZORIN AV A - LTHEBRINTWS T
& (H8R > BEfR > BEB B L U syslog T —/\—). BRAYA—IFHTRH 71 —J)LRICEENTVWET, B3"
BEEXvE—JrOJDRELEERBRT "
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2017-07-11T21:54:03.157462

[AUDT: [RSLT (FC32) : SUCS] [TIME (UI64) :17631] [SAIP(IPAD) :"10.96.100.254"]

[HTRH (CSTR) : " {\"accept-encoding\":\"identity\", \"authorization\":\"AWS
LIUF17FGJARQHPY2E761:jul/hnZs/uNY+avVvV01lTSYhEGts=\",
\"content-length\":\"0\",\"date\":\"Tue, 11 Jul 2017 21:54:03
GMT\",\"host\":\"10.96.99.163:18082\",

\"user-agent\":\"aws-cli/1.9.20 Python/2.7.6 Linux/3.13.0-119-generic
botocore/1.3.20\",

\"x-amz-copy-source\":\"/testbktl/testobjl\", \"x-amz-metadata-

directive\" :\"REPLACE\", \"x-amz-meta-city\":\"Vancouver\"}"]

[S3AI (CSTR) :"20956855414285633225"] [SACC (CSTR) :"acctl"] [S3AK(CSTR) : "SGKHyy
v9ZQgWRbJSQc5vI7mgiodwrdpl ShEO2AUaww==""]

[SUSR(CSTR) :"urn:sgws:identity::20956855414285633225:root"]

[SBAI (CSTR) :"20956855414285633225"] [SBAC (CSTR) :"acctl"] [S3BK(CSTR) :"testbk
tl"]

[S3KY (CSTR) :"testobj1"] [CBID(UI64) :0xCB1D5C213434DD48] [CSIZ (UI64) :10] [AVER
(UI32) :10]

[ATIM(UI64) :1499810043157462] [ATYP(FC32) : SUPD] [ANID(UI32) :12258396] [AMID (F
C32) :S3RQ]

[ATID(UI64) :8987436599021955788]]

BEEXvt—Y
BEEXAvE—Y DN

DATLICEL D TRETNBEEXA v E—0FEMAHAIZ. Koo avIilEdETh
TLWET, BEEXvE—2F £7. Xvte—HRKRIT7I9T04ETc DI S RAIC
BEITZIXvE—S% T =S LfieT—TIIUCU R RENET, by IL—F1t
3. BEBEINBZ 79T ET s DRBEZIEM T I35, BREBEEXAYE—T Ta)l
R 2T ORER FEIRT D58 0OMAICRIEET,

EEXYE—YH4XFOOA-RILICTILTZRY MMEICURRENET, TOTILT 7Ry MEDY X
FEERATRE. BEDAYE—JICET3RHRERDITZ N TEET,

COBEARTHEHIND 4 XFOD—RIE. ROFAIXvE—JICRTESIC. BEBEXYvE—UTROD ST
ATYP fETY,

2014-07-17T03:50:47.484627

\ [AUDT: [RSLT (FC32) : VRGN] [AVER (UI32) :10] [ATIM (UI64):1405569047484627] [ATYP\
(FC32\) : SYSU] [ANID(UI32) :11627225] [AMID(FC32) :ARNI] [ATID(UI64) :94457363265
006035167 ]

BEEXAYE—CDLANIILOHRE. OV DRELXOEE. BEEIFHRADNESyslogt —/N\—DFERICDOWVTIE.
UFEBBLTLETV, "EBEX v -V OJ DRELEZERT Z"
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T BHNREBL A TR >TVB EBE).
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EENET,
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CTME
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v O RIF
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R ERRE
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X {R1FHARS
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R: B DA HE5(E
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HEHLI-SINTY NADA TS U FDAMRTY, 0 (false) £7=l%
1 (true)e N7y FHYERNREPTRHRWVWERD., AT U S EREF
HAM DR TRICBEMICHIBR T 2D EShERLE T,

EMLISINTY FRDA TS U FDAFRTY, 0 (false) £7z1Z
1 (true)o N7 v FHRTENFRBRHLE 5D ZRLEFT,

BULIESBNTY FADFA T I FDAFRTT, 7TV bD
REFHEAORE (9)

EMLISINTY FADT TS TV CDIAINRTT, ATV D
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N—23>ID
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INBHBY—H—DN—3 2 D N7 MMIXTT BIREICIZCD
TJa4—=ILRIZEENFHA.

T2V bDYAX (N1 1) o

StorageGRIDY R T LD A TP U b T—RDREFHFI. 75T
7 MIBAH B WSS (T 2, BIBRENTUL355E) . LOCS DfE
lE"™ICBEhFRI,

CLEC: HEOA—R{A Tz I bDFE. 700 bOF—RICTE
BIN2EEI—-—RtE7O770J)LID &EEI—RETIL—T 1D,

CLDI: BRI INA TPV bDIFBE. A7V FDIFAARD LDR /
—RID &R)a—L 1D,

CLNL: 7 x0 b =AW T7—hHA4TINTWVWBRBEDA TS Y
k DIBFRD ARC / — K 1D,

S3NTw k%L S3F—%,

ILM #21EDFER,

SUCS: ILM #1EIZpIh L & LT,

*CEWSINTY FROA T U MHMRIFHAREI OHARTINIC L D B
FRICHIFRSNTUVRBE. COT71—ILRIFZEBICBEDFT,

*REA T2V MGBRATNTWBEBIRTI B Ao ic®dicH
TV bHHIBRENTVRIHEEG. COT7r—IILRICIE. 770
7 MIBERINIERED ILM JL—ILOH|EERIRER NIRRT N
9,

BFETBHAE. 7TV MIEESNIcY 1 FTHIBRESNE LN
EOHYAMIF T MHWMORAENIY A FTREHBD EE A

StorageGRIDY 2 7 LD A TS 7 b DR Fo

HIRRSNA T FOREDN—23>DN—=23 Y IDe NT Y
FELUN—D 3 VBEINTVEVWNT Y FROF TP I MMIRT
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LKCU: EEEENA TV b o) —=2T v

CDAYytE—TF. ANL—CEBZEBRST 371-0ICUGIHc o ) =27y THRERE -
fcEE2FT SN/ AT U h%StorageGRID WEIBR L7 S ICERSINET, S35
ATV RPN, TTICA TSI MDEENTVBNRA TSV M EEZTAD . 7
T MIEESTIhE S, HBRTOCXIEBEFNICNYIIT STV RTEITEINE

ER

d—FK TJa4—IJLF

Csiz ATVt AH
=z

LTYP g)=>7wv S
DiELE

L1 R S 3ey g b vl
<7 DOUUID

INR S3INTw ~F

SEGC > FUuID

UuID JZ-)N—%)La

——UEAF

Bz
TV bDYAX (N1 1) o

HRERDHo

HIfRSMcx T2 0 hDOFEBIFo

S3NTw hBE S3F—%,

TIOXY MEENATS o b TFO UUID, COEIR. 7

PV MDEITXY MEETNTVWERBEICOAERTETE T,

FREEFEETZATS I FOHINFo CDEIE. AT MHHIBRS
NTULWRWESICOAMERTEE Y,

LKDM: U= EnicA Tz o b o) =27y

CDAytE=2UF V=0 SNIcFv IR0 ) =27y TERIBHIBRESNICC EICE
MENET, Frooid. BRENAAT Oz I bELIPBERI>I-—RENATY
IV bD—BRICRBDCEHTEET,

J—Fr 74—ILk
=CF F v o OE
CTYP Frooa47

B!
gz —oSN=Fv>oDT71IL INZ,

Fv U OREE:
ec: Erasure-coded object chunk

repl: Replicated object chunk
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Bz
BETE3RND5 20417

object leaked: Object doesn’t exist in the grid

location leaked: Object exists in the grid, but found
location doesn’t belong to object

mup seg leaked: Multipart upload was stopped or not
completed, and the segment/part was left out

segment leaked: Parent UUID/CBID (associated
container object) is valid but doesn’t contain this
segment

no parent: Container object is deleted, but object
segment was left out and not deleted

=g ENnf=Fv > IhMEREIN=EZ,

FrIONBITBATI TV bDHERIFo

V—OShicFv>INBT 2472 To D CBID,

FyooDHYA4X (N1 MEAD .

B!
2E%Z(T2 CBID,

BRETERSA T b7 —42H. EFASNZEEI-—T1>7
707 714D IDo

CLDI (A¥51>) #ESNA TV LI FF—42
CLEC (#>51>) :MKITERSHF T F—2H
Sqy

CLNL (Z754Y) : 7—AA T SNIHEHF TV hF— 25



J—K Ja4—ILR Bz

J1R V—X/—RID Sk bHhniz/—K D,
PCLD gRlInf-A7 Kbhi7dIPzI b T—2DT 4 RTDBFANDTZE /N R, LTYP
STV ADIN DfEH CLDI DIFE (DFD. BREINALA T TV FDIFE) DHMRS
4 nfxd,
el

/var/local/rangedb/2/p/13/13/000Js6X%{h{U) SeUFxEQR

RSLT ER BEICH Lo RSLTIIMEBED A v — T4 —I)LRTIH. TOXvE
—JICIZBARHD FHA. COXYE—D TR TENAEVK
51Z. SUCS Tldz < NONE pMERINE T,

TSRC FUH—V—Z a—H—d—H—HRUH—

SYST: Y XTFLhEsL L1

UuID J=-N—%JL1 StorageGRIDY X T LHNDEEZRIT3F T T ~D#EBFo
——7ID

MGAU: BEEEXA vt —

EEATIVIE. BEAPINOI—H— VI T bZEHRL £, BR APIURI AD
GET &7cIE HEAD U T X FTIE>BWINRTO HTTP UV TR FTIE. 1—%—

. IPC BEUAPINOUI IR OBEZITHEN OV IR INE T EHIR
API URI (/api/v3-authorize % &) & K U E%N7% API URI ANDER L) 7 T X MMIOJICE
BENFE Ao

a—R T4 —ILR HER

MDIP FWHAIPZRLR H—N— (5E%) OIP7RLZ,
B FHEAR RXA1 >4 R R RXA V4%,

ZDNA

MPAT Request PATH JOITRAKR/INZR,

MPQP DOTRNIIT YUVIZALDII) INTX—H,

DN A—=H
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J—Fk Ta4—ILR BT
MRBD DOIRMEAX VVIIZAMKEDAB, 774N ETRHLRARYZAXHA OV ICEEERS
NEITH LARYZERXHZEDIZE. BEDT—XATIFVIIX LK
XHAOJICETEINE T, RDOBERIGFL ARV ZAEAXTIFEETET AW
fesb. WD POST XV Y RODU I IR MEAXHDSEIREINET,
* POST authorize D 1—H—% 7 hHoU >~ ID
* POST /grid/grid-networks/update TD#H L L\t J7 v MMER
* POST /grid/ntp-servers/update M#r L L) NTP H—/\—
* POST /grid/servers/decommission RDBEIE TNzt —/\— ID

A EBEBRIFHIRINED (S3T7IERX £—RY) P7XRIVRIT
RATVENET (INRAT—FBE),

MRMD DOITZRANAE HITPUZJVIRRXYwWR:

- POST
- PUT

- DELETE
- PATCH

MRSC }l_t_\gj_l\“ }l_t_\gj_l\“o

MRSP ISE DA EDAR (IGEARE) (T 7 4L TAJICERERINE T,

A BBRIFHIRENEHD (S3T7I/ERX £—RY) P7XARIVRIT
NRIENET (NRT—FRE),

MSIP FEETIPPRL 9534720 (GETIP7RLZA,
A
L—> J1—%—URN O IR ZXEEFELZI—H—D URN (Uniform Resource Name),
RSLT (TS BRI (SUCS) £/ dNw I IV RICK > THRESIN IS —%ZIRLE
ERS

OLST: AT Lhkiazimt LE L7

DAyt —TE, DDS —E XHStorageGRIDS AT LARNTA 7Pz b —%
ROIToNBVGEICERINE T,

J—FR J4—JLK Bz
CBID d>F>wvyJOo #HmElLizA72xo b CBID,
v 2 sl F
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AFHREREE. KL IMEOREOBRNQERE X 7o (3R
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AIRERIZEIE. S3NT v hRE S3 F—%,

CDT+4—ILRDEIXNONE TYo RSLT FHEDAYE— T —
IWETEH. COXytE—JICIBBERHDEEA. COXyE—IHT
IRV T EINIZWVE SIS, SUCS TIE7% < NONE AMERENE
ERS

StorageGRIDY R T LR TERONIA T 7 b D&FEAIFo

FIARIEERIBE. Kb cA TV 17 FOREDOEIFDBAOR kL —
Y /—=FRDRYa2—LID,

ORLM: A7 U MIL—ILpEl-chE LT

CDOXYE—=E ILMIL=IL T EEINCEDICA TS U FHAEBICEERP LU
- ZICERSINE T,

®

a—F
LR

CBID

Cslz

RS —HORDIL—IAHF TSIk H1 0T« L2—%FBALTVBEE, T77
LED 220 —%ERT BN —IICE>TATS 0 MAERICRESNTH, ORLM X
vE—JIFERSNEE Ao

Z14—ILEF

INT Y A A

a7

>v7nO

w I salF

arsr
X

VA

BT
N7y R ID 70 —ILR, RERRIEICERINE T, STAT A PRGD @

BRICOARTEINE T,
#4721 k® CBID,

TV bDYAX (N1 1) o
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> 7FUUID
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I=-N—4%)La
Z—UHRF
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StorageGRIDY A7 LRADA TP U b T—RDFRFHM. #75
7 MIBFRD B WEE (Tt ZIE HIBRETNTUL3I5E) « LOCS OfE
IE"™IZARDET,

CLEC: HEI—RILA TSIV FDBE. ATV DT —RITHE
BAEh3BEEI-—RMt7O770J)LID &EEI—R{ETIL—T D,

CLDI: EREIN=A TPV FDFE. #7720 CDIFFRD LDR /
—RID &R 2—L 1D,

CINL: A T2z b T—=2BT7—AATINhTVWBRIZEEDF T Y
kDIZFRD ARC / — I D,

S3 N7 v bRE S3 F—%o

ILM 2 {EDHRER

SUCS: ILM #21EIZRIh L £ L 7=,

COATT U MIBERIN ILMIL—ILIZEZ 5o AREDIE:
TE3INI,

TIXYMEENA T2/ OOV TFD UUID, COfEIE. 7
PV EDEITXY MEETNTVWEBRICOAERTETE I,

TIOXYMEENIA T2/ b0V TF+ D CBID, COfEl. £
XY MESNA TPz CERIWFN— b AT MIHLTD
AERATEET,

ILM 2{ED X T —4 X,
ST AT MINT R ILM I ENT T LE LT

DFER: # 7 2 MEIRED ILM BEEHEOMRE LTIY—o TN TL)
£,

PRGD: # 72 1% ~idStorageGRIDY X F L SHIBRE N E LT,
NLOC: # 72U b 7—4&H'StorageGRIDY R 7 LRICRD2HD £+

Ao CDRT—RRIF AT T—R2DIARTOIAE—HXIE
LTWLWBHDIELTWAZeEZRLTVWBEEEMELHD £,

StorageGRIDY R 7 LD A T 7 b D#EHFo
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* ZDIRYITIE. AT FD ILM IL—=ILDSE-TATWVWET,
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cNWOISOVRKEETOERICED, BREINATOS I T—2OIE—DWIBEL TWVWE Z R
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C"FTIT U FRDRAA SISO
R I o o - 58 S s/

OWWR: # 7z hDEEE
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StorageGRID> 2 7 LRDF L WA TS U b DFERIF-
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DXx9:
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Io SSLAYE—TICIE. IT5— Xyt —JrIS5— O—ROFENEEFNZHED
HODFET, VDITXAMDEILAD oT-RIgEMEDH D £,

d—Fr TJ14—ILR B
BYSC AF¥FvrEN: ML= J—RHSIF v (BE) TNTNA ML
INA SR

FI U MHEBINTULSIEE. BYSC & BYPR (ZE4 3 0]E4
PHODET, 7TV MHEBINTULBIFES. BYSC ICIFEfRSN
=N REDE EN. BYPR ICIIEREZBDONA MO EENE TS

BYPR MIBENT=NA  IBINTNA ML, S3Select ¥ 3 712 & > TEBRICHIB F 7= I3321E
[R5 SN TREv>oINfN1 U ZRLET,

BYRT RENFNAL L S3Select Pa o547 MIRLTZNA MG
b

BILER VL ey gl /el P ;;Select*“/“a THZAML = /=KD 5RELELO—-REEIIFTO
—_ l\ °

RERT R‘REnfLd— 8S3Select Va7 o504 7> MIRLEEL O—REEIFITOHS
R

oaT« TERT S3 Select ¥ 3 JOMEBART LIzhESHhERLET, hhtfalse
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AR DD T, T4 72 MMIBARBRERZERITIoch. &
971 ERERIT o TcAaeMED B 9,

)y—R Request ID S3 Select ) 7 TR b D#AIFo

NFHE 1T S3EIRT 3 TNTT I3 X TICHD o TR (7)o
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S3AK S3T7IVEARF— UIVIRMZEZFELEA—HY—DS3 7I7EXF— 1D,
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EE=))

S3Al S3FFUhT7A VIOIRMEXRELEA—Y—DTFONTHITIVRID,
> kD (U
I X MXEH)
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SADD: ¥ a ) 71 BEEDEML

COXytE—=TF. RETT—EX(/—RID)AEEXvE—o0OJ8ER%E A4 7ICL
1mCeHERLET, BEBEXvE—JEINEDREDINHRLAEDEF LT

a—r T4 —ILR SHBR
AETM BMEXY v R BEEEZENICTRDICERAINS S
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IWETEH. COXyE—2ICIBBERHBDEEA. COXyE—IHT
AIINEI T ENTVEL SIS, SUCS TIE%A < NONE AMERTENE
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CDXwt—2iF UENHIOJEd&0 8 o7ch. REREMICE>TWAZEZRLTVWET, CNid@
B UVRATLANT ATV A EALEIEZDIC—IERDIAARFICOAMEBINE S, —ET7I9T70ET
D, BEEHNMETIN (SADE). BEBEEEMIC T B HEEIKENICTOvIEINET,

SADE: ¥ 1) T BEEDEML

COAytE—2F BERY—EX(/—FID)AEEXYyE—-—20OJE&EzETL.
EEXVvE-—IUNBUORESLUVEESNTVWS I ZRLET,
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RSLT R ZD7T 1 —I)LROfEIZ NONE TY, RSLT IZBBDX vE— 74—

IWETEH. COXyE—2ICIBBERBDEEA. COXyE—IHT
AINEI T EINTVEL SIS, SUCS TIE7%A < NONE AMERTENE
ER
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NEEE., DRATLNTAF—I VR %ZALIEZ-DIC—FERDAABICOAMEAINE T, —ET7I9T7 1
ETa D%, BEENETIN. BEEZTEWNICTIEEIKEMNICTOVIENET,

SCMT: A 7Y/ FZXh7AI v b
Uy R aAVTIUVIEG DY bENBET (DX DABENICERESNS X T) (EAREE
ICB57. REFAALLTEREATNITEA. KENICREFESNICITOVIET A RY

ICHLICETIAFN. BEITIEEMF v IICERLELE. COXytE—JF. O
T JAvIRARNL—=JICaSy RSN EEFICRITINE T,

J—FR J4—JLK Bz
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RSLT ERI—R FIS T MDTF 4 RVIRESNTEADXT—H R

SUCS: 7721V FIEBICREENE LT

COAytE—=2F HEOIAVTYY TJOVIDNTELRICREFIN, RSN, BERTIZREICHSTIL
ZREKLET, DRTLHADT—RT7O—ZEH T BDICERTITFT,

SDEL: S3 ¥IIf&

S3U54A47 M DELETE S 2H I3 VZRITIBE. BESNIATIO I b
FIEINTY bZRIBRTEDN N7y MATS I OB TIY —RZHIBRT B LD IC
BREINET, bI2H I3 HRILESES. COXvE—23Y—N—IC&oT
HITEINE T,

d—K Ja4—ILR Bz

CBID aA>FoyJO BERINSZ-OVTFYVY JOvIO—EBD#HAF. CBID B REELS
v A F B. CDT4—ILRIFOICHRESNE T, N7 MIXNTIIREICIEZT
D71 —=ILRIFEENEF A,

298



ad—F
CNCH

CNID

Cslz

DMRK

GFID

GFSA

HTRH

MTME

RSLT

S3Al

S3AK

Z4—ILE
—EERIEA Y
g‘_
it
AT A
z

I—H—N=
3 > IDZ Y

JUyRI7zT
L—> 3 %
%D

JUyRI7zT
L—>3>Vv—
AT7HT>KID

HTTPU I X k
ANy A —

RICEH B

wRI—R

S3F+> T AH
o> kD (Vo
I X MXEH)

S3T7IUERAFx—

Bz

1) TR MRICIFET BIHFED Consistency-Control HTTP U 7 T X k
Ny 9‘—031_50

TCP/IP #EHD—RE D> X T LR Fo

HIRESNIcA Tz bDOYAX (N1 REAL) o N7y ST %48
FICIRCDT 1 —ILRIFEENTEA
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For fEDERZEEED 1P VRL R (sa1ip BEETs—ILR)
CEBBEDXET,

"x-amz-bypass-governance-retention’' ') 7 T X FRICTFEETY 255 1H
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