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ZBRIELF LT

CN=Da EEINNT Y bTEROA T 7 b ZHIRT 3D Y R—

75.’557][] L/ i L/Tx__o

* The 'Content-MD5" U VTR AV A —HDELLK HR—rEINBEIICHEDEL

Tt:o

* DELETE Bucket tagging. GET Bucket tagging. PUT Bucket tagging @ 7R— k%
EBMULEL, AXMRAFZTIEHR—FEINTULEEA,

StorageGRID 11.4 TR INT=NT Y MIDWTIE. WT A=V ADRI N
FUOTARZB/IETIEDICA TSV b —2ZFIRTIHBBIEHCBEDEL

TCO

's3:0bjectRestore:Post 1 X &4 7D/ MEHIO Y R— FAEMINEL
TCo

AWSDTILFIN— b N—=Y DT A IFIENBERIND LS ICHRD F LT TILF
N—r 7y 7O—RDOE/IN— ~E. 5 MIBUE5 GBUT THZHELDHD £,
BRED/INN— MI5EMBRETHEVWEHE Ao

* TLS1.3DHR—br%ZEML £ L7



J1)—2X Comments

11.3 s BRREBOBEFERALIA TS T T —R2D—N\— ISt (SSE-C) DOt
R—rEEML F L7

* DELETE. GET. PUT N\7w b SA4 7H 1 JILigE (BWHIRRT7 2> 3> DH)
& “x-amz-expiration' L 7RV ANy A —DHR— bHEMINE LT

* PUT Object. PUT Object - Copy. & & U'Multipart UploadZ SE#H L. EXDIAHEFIC
FHARCE ZFERA T 3 ILMIL—ILOEEICDWTEHAZEML £ LT,

* TLS 1S IEYR—bIhB< @b LT,

11.2 VST RIAMNL—=U =)L TERT 378D, POST Object restoreD 78— k3810
LELTe JIW—TRIS—BLUONTY bRUSD—=IZEVWT. ARN. RS —%H
F—. RUS—ZEHICAWS BXZFERATESLDICHR—rEZEBMLEL
7z StorageGRID #BX %R 3BEDITIL—TR) S —BLXUNTy fARD > —
I 5IE/mEHR—bINET,

7E: 1 R &R L StorageGRID HEETHERAINZHDZ F8H. DL JSON/XML TD
ARN/URN OfERBIFZEEINTUVEH A,

1.1 JOXAIVT )Y —=XHEEF (CORS) . U R/—=RADSITTA 7> MNMEKD
7=DHTTP. BELUNT Y rOOAYTFSA T RAEBEDOYR—bEEMLE LT

11.0 TS5V T x—LY—EXOBRICHH T ZHAR—b%ZEMLZE L (CloudMirrorL 2°
)ar—3>, @BH. & UElasticsearchi@R=IRE) o £7ow N7y bW TEAT
U MRIRIFAIBEKN . AvaillableBEM O R— MHEBML F L1,

10.4 ILM ZF ¥ >DON—2 3 VEBADZEE, TV RRAY M RXAVER—JDEH.
RIS —ADOEMGCERH. R >—Dfl. &K U PutOverwriteObject 1EFRICXT 3 54
R—bZzEMLELT

10.3 N=2 3 VEB#EREOY R—FZEBML X L7
10.2 TIN=FELONTY hDTIEAR)S— BREGZICTILF/N— K~ OE— (Upload

Part - Copy) O R—bZEBMLELT

10.1 TILFN—r7yw7O—R, RERILV I, BLUVVARGEEOY R— F%ZiB
mLEFL
10.0 StorageGRID & Z 7 LlZ & % S3 RESTAPI O#AH K — ko BHEYA—FThTU

% Simple Storage Service APl Reference M/\—< 3 > |& 2006-03-01 T,

StorageGRID TH/R— 3N TWLWS S3APIUJ IR K

ZDR—T T, StorageGRID H' Amazon Simple Storage Service (S3) APl % H7R—
N B3HEICOVWTEBELETS,



ZDR—TIZIE. StorageGRID THR—FINTWVWE S3ARL =23 VDAHNEENTUVET,

() SBECETBAWSKFa XY FERRTRICH. RELOUSSERRL TS,

—MREVBRURIZVIZ) NS A—RED IR A YA —

BRICEBEE SN TULAWVLED . UTO—MRIABURIZIZUNTA—=ZHB P R—rEINTWVWET
* versionld (F 7T 1V MREEICKERIBE)

RICHREINTULWAWVLED. UTO—MKHNAB) VIR Ay A= R— TN TVWET,

* Authorization

® Connection

* Content-Length

* Content-MD5

* Content-Type

* Date

* Expect

* Host

* x—amz-date
BB

* "S3 REST APIE&E D"

* "Amazon Simple Storage Service API Reference : Hi@) VT X kA w AR —"

"AbortMultipartUpload"

URIZIZUNSAXA—=REVIITIA A YR —

StorageGRID (&, COUVIIZRXAMIHLTINRTDHBE/NTA—ZEAYA—ZFR—ELTHED. THIC
MTFOEMURI ZTUNFA—RBYR—FLTWVWET !

* uploadId

ERDAX

None

StorageGRID F¥+ a1 X > k
"RILFN— Ty TO— R ORE

"CompleteMultipartUpload"

URIZIZUNSGAXA—=REVIITIA A YR —

StorageGRID (&, COVIIZRXAMIHLTIRTDHBE/NTA—ZEAYA—ZFR—ELTHED. THIC
MTFOEMURI ZTUNFA—RBYR—FLTWVWET :


https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/RESTCommonRequestHeaders.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_AbortMultipartUpload.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CompleteMultipartUpload.html

uploadId

x—amz-checksum-sha256

O IR MRT 1 DXMLE T
StorageGRIDIFILTD ) VTR M RTF A XMLRT ZHR—ELTWVWET :

ChecksumSHA256
CompleteMultipartUpload
ETag

Part

PartNumber

StorageGRID RF+ a1 X >+
"CompleteMultipartUpload"

"CopyObject"

URIZIZUNSA—=RED)IIA A YH —

StorageGRID (F. COVIITAMIFLTIRTOHE/NTGA—REAY A —EHFR—FLTED.,
MTDEMAYR—HHR—FLTWVWET !

X—amz-copy-source
X—amz-copy-source-if-match
x—amz—-copy-source-if-modified-since
X—amz-copy-source-if-none-match
x—amz-copy-source-if-unmodified-since
X—amz-copy-source-server-side-encryption-customer-algorithm
X—amz-copy-source-server-side-encryption-customer-key
X—amz-copy-source-server-side-encryption-customer-key-MD5
x—amz-metadata-directive

x—amz-object-lock-legal-hold

x—amz-object-lock-mode

x—amz-object-lock-retain-until-date
x—amz-server-side-encryption
x—amz-server-side-encryption-customer-algorithm
X—amz-server-side-encryption-customer-key
x—amz-server-side-encryption-customer-key-MD5
x—amz-storage-class

x—amz-tagging


https://docs.aws.amazon.com/AmazonS3/latest/API/API_CopyObject.html

* x-—amz-tagging-directive
* x—amz-meta-<metadata-name>

BERDAEX

None

StorageGRID F¥ a1 X >k
"CopyObiject"

"CreateBucket"”

URIZIZIUNSA—=RED) IR A YH —

StorageGRID |, COVIITRAMIMLTIRTOHBE/NTA—REAYA—ZHFR—KMLTHEDH, THIC
UTDEMAYA—HHR—FLTWVWET !

* x—amz-bucket-object-lock-enabled

ERDAX

StorageGRID (&. SR¥ERS T Amazon S3RESTAPI ICE 2 TEBINILEIARTOYIITRARRT1INT A —
RaEFR—ELTWVWET,

StorageGRID FF+ a1 X > b+
"INy BCRS B ERE"

"CreateMultipartUpload"

URIZIZU/NSGX—=BREVIITRA A YR —

StorageGRID (&, COVIIZRAMIHLTIRTDHBE/NTA—ZEAYA—ZFR—ELTHED. THIC
UTFDEMAYA—HHR—ELTWET :

* Cache-Control

* Content-Disposition

* Content-Encoding

®* Content-Language

* Expires

* x—amz-checksum-algorithm

* x—amz-server-side-encryption

* x—amz-storage-class

* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key

* x-—amz-server-side-encryption-customer-key-MD5
* x-amz-tagging

* x—amz-object-lock-mode


https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html

* x—amz-object-lock-retain-until-date

* x-amz-object-lock-legal-hold

* x—amz-meta-<metadata-name>

ERDAX

None

StorageGRID FF+ a2 X >+
"CreateMultipartUpload"

"DeleteBucket"”

URIZVIUNFA—=BREVIIRA Ay H—
StorageGRID (2D T X MR L T,

StorageGRID FF+ a1 X > k
"INy BT S B IR E"
"DeleteBucketCors"

URIZVIUNFA—=BREVIIRAAYE—
StorageGRID (2D T X MR L T,

ERDAX

None

StorageGRID K+ a1 X~ bk
"INT Y MCRTT B IRE
"DeleteBucketEncryption™

URIZVIUNTGA—BREVIIZA A YE—
StorageGRID (2D 7 T X MR L T,

ERDAX

None

StorageGRID F¥+ a2 X >k
"INy BT B IRE"
"DeleteBucketLifecycle"

URIZIUNSGXA—REUIIRAMANYH—
StorageGRID (2D 7 T X MR L T,

ERDAX

None

IRTOHBE/NTA=FEANYHZ =Y R=-—FLTUVET,

IRTOHBE/NTA=FEANYHZ =Y R—FLTUVET,

IRTOHBE/NTA=FEANYHZ—ZHYR-—FLTVWET,

IRTOHBNTA—ZEANYHZ—ZHYR—FLTVWET,


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html

StorageGRID RF+ a1 X >k
"INy MY B IR
*"SITA T HAUILEREIERT D"
"DeleteBucketPolicy"
URIZIUNFGA—REVIITZA ANy A —
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZ AV A —FEHR—FLTVLWET,

ERDAX

None

StorageGRID FF+ a1 X > b+

"INT Y BISRTY B IRE
"DeleteBucketReplication™

URIZVIZUNTGA—=RE) IR AN YHE—
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZEANYV A —EHR—FLTVLWET,

ERDAX

None
StorageGRID FF+ a2 X > b+
"IN MCRTY B IR
"DeleteBucketTagging"

URIZVIUNTGA—=RE) IR AN YL —
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZEANV A —FEHR—FLTVLWET,

ERDAX

None
StorageGRID F¥+ a1 X > k
"IN MCRTY B IR
"DeleteObject"

URIZIZUNSGAXA—=REVIITIA A YR —

StorageGRID (&, COUVIITRAMIHTEIIANTDHBE/NTA—FZEAYHZ—IZMA. UTDEMI IR
Ay A —FHR—ELTVWET :

* x—amz-bypass-governance-retention

ERDAX

None


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html

StorageGRID FF+ a2 X >+
"FTT U MY BIRE"
"DeleteObjects™

URIZIZIUNSA—=RED) IR A YH —

StorageGRID (& COUIITAMITTEIINTOHBE/NTA—ZEAYA—ICIIZ. UXTOEM) VTR
fAYA—ZHR—FLTWVWET :

* x—amz-bypass-governance-retention

ERDAX

StorageGRID (&. SR¥ERS T Amazon S3RESTAPI ICE 2 TEBINILEITARTDOYIITRARRT1INT A —
REGR—ELTWVWETD,

StorageGRID FF+ a1 X > b+

"FTT U MM T BRI

"DeleteObjectTagging”

StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZ AV A —FEHR—FLTVLWET,

ERDAX

None
StorageGRID FF+ 1 X~ k
"I T MM BiRE"
"GetBucketAcl"

URIZVIZUNFXA—=REVIITR Ay R —
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—Z ANV A —FEHFR—FLTLWET,

ERDAX

None
StorageGRID RKF* a1 X > b
"IN IS T B IRE"
"GetBucketCors"

URIZVZUNFXA=REVIITRIAYR—
StorageGRID (FC DV I T A MIFML T, IRTOHE/NTA—ZEAY A —FEHR—ELTWVET,

ERDAX

None

StorageGRID FF+ a2 X >k
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html

"INT Y BISKTY B 1RE

"GetBucketEncryption"
URIZIUNFGA—REVIITARAYH—
StorageGRID (FC DV I T A MIX LT, IRTOHBE/NTA—ZEAV A —&EHR—FLTVLWET,

ERDAX

None

StorageGRID FF+ a2 X >+

"Ny IS B R

"GetBucketLifecycleConfiguration"

URIZVIZUNFXA=REVIITR Ay R —

StorageGRID (DU IV IZ X MMIR LT, IRTODHBENTA—ZEAYA—ZFR—ELTWVWET,

ERDAX

None

StorageGRID K+ a1 X~ bk

"Ny MIXT T BiRE"

*"S3ITA T YA VILIEREERT D"

"GetBucketLocation"

URIZINSGAXA—=REVIJITIA A YR —

StorageGRID (FZ DV IV T A MMIFL T, IRTODHBE/NTA—ZEAY A —FZHFR—ELTVET,

ERDA

None

StorageGRID FF+ a1 X >

"IN M ICREY B iR

"GetBucketNotificationConfiguration"

URIZIUNSGA—REVIITARAYH—

StorageGRID (I DU I T A MR LT, IRTOHE/NTA—ZEAY A —FEHFR—KFLTWVWET,
ERDAEX

None

StorageGRID FF+ a1 X >+
"IN M ICRY B IRE


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html

"GetBucketPolicy"

URIZVIUNGA—=REDV IR MNYH —
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZEAV A —EHR—FLTVLWET,

ERDAX

None
StorageGRID FF+ a1 X > b+
"INy MCRTY B IR
"GetBucketReplication"

URIZVIUNTGA—=RE) IR AN YL —
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZEANV A —FEHR—FLTVLWET,

ERDAX

None
StorageGRID FF+ a1 X > b+
"INy BCRTS B HRE"
"GetBucketTagging"

URIZIZIUNFA—REUIIRA RN YH—
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZEAYV A —&EHR—FLTVLET,

ERDAX

None
StorageGRID FF+ a1 X > k
"INT Y MCRTT BDIRE"
"GetBucketVersioning"

URIZIUNFA—=REV I IR AN YA —
StorageGRID (FC DV I T A MIX LT, IRTOHBE/NTA—Z ANV A —&EHR—FLTVLWET,

ERDAX

None
StorageGRID FF+ a1 X~ bk
"IN MCRTY BIRIE"

"GetObject"

URIZIUNFA—=REVIIRAMNAYH—
StorageGRID (&, COUVIIZRXAMIHLTIRTDHBE/NTA—ZEAYA—ZFR—ELTHEDH. THIC

12


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html

MTFOEMURI ZTUNFA—RBYR—-FLTVWET :

* x—amz-checksum-mode

* partNumber

* response-cache-control

* response-content-disposition
* response-content-encoding

* response-content-language

* response-content-type

response-expires
EMOV I T MAYHE—IZROEEDTY !

* Range
Xx—amz-server-side-encryption-customer-algorithm
x—amz-server-side-encryption-customer-key
x—amz-server-side-encryption-customer-key-MD5
¢ If-Match
* If-Modified-Since
* If-None-Match
* If-Unmodified-Since

ERDAX

None

StorageGRID FF+ a2 X >+
"GetObject"

"GetObjectAcl"

URIZIUNFGA—BREVIITZARAYH—

StorageGRID (FC DV I T A MIX LT, IRTOHBE/NTA—RZEAYV A —FEHFR—FLTVLET,
ERDAX

None

StorageGRID FF+ a1 X > k
"FTT TV MIXNT BIRE"


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html

"GetObjectLegalHold"

URIZVIUNGA—=REDV IR MNYH —
StorageGRID (I DU I T A MWL T, IRTOHE/NTA—ZEAY A —FEHFR—KFLTWVWET,

ERDAX

None

StorageGRID FF+ a1 X > b+
"S3RESTAPIZERALTS3A 7>z bOv I ZRET S"
"GetObjectLockConfiguration™

URIZVIUNTGA—=RE) IR AN YL —
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZEANV A —FEHR—FLTVLWET,

ERDAX

None

StorageGRID FF+ a1 X > b+
"S3RESTAPIZ{ERALTS3A 7Pz bOVIERET S"
"GetObjectRetention"

URIZIZIUNFA—REUIIRA RN YH—
StorageGRID (FC DV I T A MIXF LT, IRTOHBE/NTA—RZEAYV A —&EHR—FLTVLET,

ERDAX

None

StorageGRID FF+ a1 X > k
"S3RESTAPIZERAL TS3A 7o/ OV I EHRET 3"
"GetObjectTagging”

URIZVIUNFA—=BREVIIZA Ay H—
StorageGRID (DU VT X MMIF LT, IRTODHBENTA—ZEAY A —ZFR—ELTWVWET,

ERDAX

None

StorageGRID RF+ 1 X >k
"FITT U MIXFT BRE"

14


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html

"HeadBucket"

URIZVIZUNSA=RE IV IIA ANy H—

StorageGRID (FZ DU I TR MIX LT, IARTHIH
ERDAL
None

StorageGRID FF+ a1 X > b+
"IN B ICRY B IRE

"HeadObject"

URIZVIZUNSGA—=REVIIA ANy H—

StorageGRID (&, COUIIRAMIHLTIRTD
MTFOEMAYZ—BbHFR—FLTVWET :

+H3

7N

¢ x—amz-checksum-mode
* x—amz-server-side-encryption-customer-
* x—amz-server-side-encryption-customer-
If-Match

If-Modified-Since

If-None-Match

If-Unmodified-Since

Range

ERDOAX

None

StorageGRID RF a1 X >
"HeadObject"

"ListBuckets"
URIZIZUNSAXA—=REVIITIA A YR —
StorageGRID (FZ DU I T X MMIWR LT, IRTDH
BEXRDAX

None

StorageGRID FF+ a2 X >+
—E X ETDEE > ListBuckets

BINTGA—=REANYA—"HR—FLTWVWET,

BNTA—ZEANYA—ZHYR—FLTED, T5IC

x—amz-server-side-encryption-customer-algorithm

key

key-MD5

BINTGA—=REANYA—"HR—FLTWVWET,

15


https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html

"ListMultipartUploads"

URIZVIZUNSA=RE IV IIA ANy H—

StorageGRID (. COVIITRAMIWTRIIANTDHE/NTA—ZEAYA—FZFR—ELTHED. TH5IC
MTOEMNZX—R2HHR—FLTWVWET !

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker

ERDAX

None

StorageGRID FF+ a1 X >
"ListMultipartUploads"

"ListObjects"

URIZIZUNSA—=RED)IIA A YH —

StorageGRID |, CDVIITRAMIMTEIITARTOHBE/NTA—REAYA—ZHFR—FMLTHED, THIC
MUTFOEMNTA—=RBHHYR—FLTWVWET !

* delimiter

* encoding-type
* marker

* max-keys

* prefix

ERDAX

None

StorageGRID FF+ a1 X > k
"INT o MCRTY BIRIE"

"ListObjectsV2Zz AL /=F v >0 7y 7O— REZHERNIYR—LETNBLSICARD
i L/TCO "

URIZIZUNSGAXA—=REVIITRA A YR —

StorageGRID |, COUIITZAMIXTEIINRTDHBE/NTA—ZEAY A —ZFR—FLTHDH., THIC
MTDEBMNZA—=2HHR—FLTWVWET !

* continuation-token

* delimiter

16


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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GetObjectLockConfiguration
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FLWATS I MN=2a3>hINTy MICEDIAENS . “x-amz-object-lock-mode HYEE TN TLVE L
s T 7 AN EDRFE—RNMERAINE T, 774/ FOREHARIE. "x-amz-object-lock-retain-until-
date BMEE TN TULWARWSSICFRIFHHEBZHE T3 OICERINE T,

CDRIEEFRT $3ICIE. s3:GetBucketObjectLockConfiguration #ERENHNET T, F7=ixT7HT > kdDroot
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz—-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

[E] &4

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRkRHIFiVgl151/T24gRfpwpuZrEG11Bb9TmOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>
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 DeleteBucketLifecycle
» GetBucketLifecycleConfiguration

» PutBucketLifecycleConfiguration
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

bo

"Status": "Enabled"
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SATHAUIERT 71 ILEER L7=5. PutBucketLifecycleConfiguration J 7 TX b= FH{TL TN\ v b+
ICERALEY,

CDVIIRME YT T7AILRADS A TH AU ILER%Z. “testbucket & WS EBID/NT v FRD A
IO MIBERBLED,

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

SAT7HAVIVEBEDNTy MIEBISERE SN C E ZRREET B 1C1d. GetBucketLifecycleConfiguration 'J
JIAbZRITLET, H:

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket

EBICRETD . BRALLIA 71 IIEBENRRINET,

Ny RDSATHA O ILOBMERNA TS T MBS L ERRBLET,

SA 7Y A VIIBEOBMERIL—ILBREDA T 7 MOBRINZHE S DL, PutObject

. HeadObject. F7zlZGetObject') 7 TR FDOFTRICHIMTTET X9, IL—ILAERINZEE. BEICIEH
T2 FOBWERMIYIND 21 S > J e —E L I-BWHARI/L—I)L%E R "Expiration’ /N\T X—RHE FEN
9,

NTY RSATHAOIIEIME EEZT T B8O, “expiry-date RSN TWVWBDIF. TP
() o MOEBICHRESNBEMTT, BEICOVWTIE, 'F 7T s MR ORE S E RS
LTSS L,

e zlE. TDPutObject!) 7 T X bF2020FE6 H22HICHKITEN. AT T b % “testbucket /N7y MICEE
BLXY,

aws s3api --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

BISER. 2720 bHM00B%E (2020F1081R) ICHRYINERD. ST 1 7ILERDIL—IL2
IC—®L7clezRLTVWETD,
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*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

Bz . CDHeadObject!) 7 T X kid. testbucket/\7y FADEBILA T TV MDXRZT—R%ZEUET 37
HICEREINF LT

aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test2
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"AcceptRanges": "bytes",

*"Expiration™: "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762£f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

Parquet!) 7 T 2 ~&EX DA
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

sQLZ T Ol

ZDUIVIE. REERABET—2H 5. ME. 2010FEDAO. 2015FDO#HEAO. BLUVELRZIEL
£9, Z71ILARDOMNUNDL I—RIFEFEINE T,

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

JITUNRT 71 IILORVIDEIT. "SUB-EST2020 ALL.csv IZIDELSICHE>TWVWET :
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLIDERAS] (CSV)

tH
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aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

N7 71 IVDORFIDEIT. “changes.csv IZXDESICHD £ ¢

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska, 710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLIOERSI (Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

737 7 )L changes.csv DRFIDEATIIRD L SICHED £T ©

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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° S3VILFN— 7y 7O— RDETRICILMAZEESINHZE. VILFN— L7y F7O—-RHAETL
7-EBET, 70120 FO—EHIREDILMEBEGZ B H L B3 HD £d, ELCEESIN
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N—23 VER

RILFN—r7y7O—-RiFE 7y 7O-RFORAE. 7y 70— RO—ERR. N—rO7vTO—FR. 7v
TO—REINEN—FDOHEAILIT. L7y 7TO—RDODETEWVWDS., TFNENHILLIIEETERINE
o 7TV MiE. CompleteMultipartUploadiZ2EARITIND LERENET (BRET3BEIF/N—T 3
VEBINEY) o

S3 ListMultipartUploads #%£{E X StorageGRID THR— TN TWVZ/NTAXA—4

ListMultipartUploads #RL—> 3 >id. N7y MIR L TETROILFN—FrT v S
O—RFRO—EBZRRLET,

MUFDOVIITZA NS A=Y R—bENTVET

* encoding-type

* key-marker

* max-uploads

* prefix

* upload-id-marker
* Host

* Date

* Authorization

N—2 g VEE
JILFN—rT7y7O—RiE. 7y 7O—-ROREB. 7y O—RO—EXRR. N\—rOT7vyFO—R, 7V
TO—RINFN—FOEALT. BLUVT7 v TO—RORTEWVWS, FNZNIHRIL LI-IRETHEEINE

o TP U biE. CompleteMultipartUploadiZ2{EH'RITEINB LIERINE T (EHTBBEIE/N—T 3
VEBINEY) .

StorageGRID O S3 UploadPart SLIETHR— TN TVWBVII R MAYA—CHR—FrINTLEWI Y
IZAbAYH—

UploadPart Z XL —> g id. A7z FORILFN—FT7y FO—-RIZHITZ/N—
7w 7O—KRLZXT,
PR—FINTWVWBRVIITZA AYH—
UTFDVITZAAYRZ—DBHFR—EINTVWET :
* x—amz-checksum-sha256
* Content-Length
* Content-MD5
F—N—ESDIDDI I IR Ay —

CreateMultipartUpload') 7 T X b ICSSE-CEES{t Z8E L /-3 & &, FUploadPart) Z TX MU TDOU I T
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AMANYHA—HZOBRENHDET :

x-amz-server-side-encryption-customer-algorithm : "AES256 % 8E L £9,

* x—amz-server-side-encryption-customer-key . CreateMultipartUpload J 7 T X FTHEELD
DLRELEStEF—ZBELTIETL,

* x-amz-server-side-encryption-customer-key-MD5 : CreateMultipartUpload 'JZ T X FTHEEL
TcHDERELE MDS AP T A MZIBELF T,

CRIVEREWEESF —E—RESNE Ao BESLF—EHKLIBE. WET 54
(D IozsbbEbhET. 47910 FF—ROREIEERHEOF —2EAT BHIC. " —
N—RBES RT3 OERERERBL T LI L,

CreateMultipartUpload') 7 T X hEFICSHA-256F = v 7 H L%Z18E LB & 1E. FUploadPart!) 7 T X MK
DIVIVIZAMNYR—HZDIMENHDFT !

* x-amz-checksum-sha256 : CDEPHFD SHA-256 F v I L%EIEELE T,

PR—FSNTLWBRWVWI I I Ay S —
MFDVIITZAAYHZ—FHR— TN TLEEA !

* x—amz-sdk-checksum-algorithm

* x—amz-trailer

N—=T 9V ER

TILFN—=r7y7O-RiE 7y 7O—-RORA®M. 7y 70— RO—EXRR. N—rDT7vFO—R, 7v
TO—RSINEN—FDOHEAILIT. LU 7Yy 7TO—RORETEWVWDS., FNEFNHILLICIRETERINE
o TP ¥ hiE. CompleteMultipartUploadi2fED'RITTNZ LIERINET (EUTIHBEIE/N—T 3
VEEBINEY) o

S3 UploadPartCopy ##1{E% £ L T StorageGRID (CA 7> o bO—E =7 v FO—KRT3

UploadPartCopy 7 RL—> 3 >vid. BIEOF T2 x0T —3Y - LTT—42%
AE—932kIicED. 7Tz hO—8%Z7y7O—RLET,

UploadPartCopyi®fEld. X T®D Amazon S3 RESTAPI OFETREINTUVET, FERKEEINDIS
EHD £,

ZD YU IR ME. StorageGRIDY X7 LKD "x-amz-copy-source-range’ CIEESNIcA TP TV b T—4
ZRmAEILET,

UTFTDIVIIRAYA—DHR—FENTUVET !

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since
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Y—N—AESItD=HD ) I TR A YL —

CreateMultipartUpload') 2 T X b ZSSE-CEES{LZIEE L 2B H &, FUploadPartCopy!) 7 T X MR D
JOIRMNYA—HZHOIRENHD LT :

* x-amz-server-side-encryption-customer-algorithm : "AES256 Z8E L £J

* x-amz-server-side-encryption-customer-key : CreateMultipartUpload 'V 7 T X b THEEL D
DLRELESEF—ZBELTIIETL,

* x-amz-server-side-encryption-customer-key-MD5 : CreateMultipartUpload 'V 27 T X Lk TIEEL
HbDEELCMDS AP T A MNEIBELE T,

V—=2A T2V FHEFRMEFT— (SSE-C) 2B L THEBIEINTVIEE. #70xJ hZES{ELT
OE—TZE 3 &SI, UploadPartCopy J 7 TX MIRD 3 DDAV R —%EEHZINELRHD £ :

* x-amz-copy-source-server-side-encryption-customer-algorithm : 'AES256 %387 L £

ER

* x-amz-copy-source-server-side-encryption-customer-key : VY —XFA T U ~DIEREFIC
BELEStF—ZEBELEFT,

* x-amz-copy-source-server-side-encryption-customer-key-MD5 . VY —XA T U M EIER
LTEBBRICIEELIEMDS A4 T A M EIEL T IET 0,

CREVRE VR —E—IREINE A, B —EHELEHE, HET 35S
(D IozsbbEbhEd. $7910 FF—ROREIEERHEOF — AT BHIC. " —
N—BESLE R T 3" OERBEEERAL T RS,

N—=2 3 VER
TILFN—=brT7yv7O—-RiE. 7y 7O0—-RORKA. 7yv7O—RO—ERR. N\—rOT7yO—R, 7V
TO—REINEN—FDOHAILT. BLUVT7Yy7TO—RDTETEWVWS, FNENHILLIRETEBR SN E

o AT ¥ hiE. CompleteMultipartUploadi2{ED'RITEINZ LIERINET (EUTIHBEII/N—T 3
VEEBINEY) o

StorageGRID S3 REST APl T5 — &%

StorageGRID > X 7 Lld. ZEHT D IR TDIZLE S3RESTAPI TS5 —L ARV A%
R—FLTWET, T5IC. StorageGRID DERETIEWLWK DD DARXRZLL RKRY ZAH
BMENTWLWETD,

HR—FENTWBS3APIZTS—O—FR

Name HTTPO X T—4& X
AccessDenied 403 Forbidden
BadDigest 400 Bad Request
BucketAlreadyExists 409 Conflict
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Name

BucketNotEmpty

IncompleteBody

InternalError

InvalidAccessKeyld

InvalidArgument

InvalidBucketName

InvalidBucketState

InvalidDigest

InvalidEncryptionAlgorithmError

InvalidPart

InvalidPartOrder

InvalidRange

InvalidRequest

InvalidStorageClass

InvalidTag

EZN7RURI

KeyToolLong

ARIEZXML

MetadataToolLarge

MethodNotAllowed

MissingContentLength

MissingRequestBodyError

HTTPO X T7—A2 X
409 Conflict

400 Bad Request

500 RERH—/N—IT 55—

403 Forbidden

400 Bad Request

400 Bad Request

409 Conflict

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

416 Requested Range Not Satisfiable

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

405 Method Not Allowed

411 Length Required

400 Bad Request
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Name

MissingSecurityHeader
NoSuchBucket
NoSuchKey
NoSuchUpload
Notlmplemented
NoSuchBucketPolicy
ObjectLockConfigurationNotFoundError
PreconditionFailed
RequestTimeTooSkewed
ServiceUnavailable
SignatureDoesNotMatch
TooManyBuckets

UserKeyMustBeSpecified

StorageGRID H XX LT Z5—J—R

Name

XBucketLifecycleNotAllowed

XBucketPolicyParseException

XComplianceConflict

XComplianceReducedRedundancyForbidd

en

94

HTTPO X T—4& X
400 Bad Request

404 Not Found

404 Not Found

404 Not Found

501 R

404 Not Found

404 Not Found

412 Precondition Failed
403 Forbidden

503 Service Unavailable
403 Forbidden

400 Bad Request

400 Bad Request

HAR HTTPO X F—H R

RERDOERNT v kTlE. NTw DS 400 Bad Request
THA O IEHIFEFRI SN TUVE R A

RELINTY FRY S —DISONZ M 400 Bad Request
TETFEEATLT .

BRXOO>FSA 7Y IABEDT-SH. #%{E 403 Forbidden
MEEETNZE LT

LA —ZHNT y b TIETTREDHIHIZ 400 Bad Request
FFRITNTUVWEEA



Name

XMaxBucketPolicyLengthExceeded

XMissinglnternalRequestHeader

XNoSuchBucketCompliance

XNotAcceptable

XNotlmplemented

B2 HTTPOX 7 —% X

BEHEOR) > —, FrThTLWBHEA 400 Bad Request
NTy bR —DRTIZBATVWETD,

RV I TR DNy R —hRELTLWE 400 Bad Request
RS

EBESINTNT Y FTIE. ®Kn3> 7> 404 Not Found
AT A BMICE>TULWET A

DOITRRCIE Hled lenTERh > 406 Not Acceptable
1 DU EDAcceptNy A —HEFNTL
E

CERIRWVWETEWECEZ L, REINTL 501 REE
BUVEBEICR T 2HDTY,

StorageGRID W XA X LAXRL— 3>

StorageGRID THR— hEINTWB AR R L/NT v MMERE
StorageGRIDY X 7 Lldk. S3RESTAPHIENMINSZ WA X LEEZHR—ELET,

RDFEIE. StorageGRID THR— M INTWVWEIH XX LIREDO—ETT,

B

"GET Bucket consistency"

"PUT BucketO—E 4"

"GET BucketD &7 7 7 X B5R"

"PUT BucketD&i& 7 7 = ZABA"

"NTw b X BT — 2B EDHI
BR"

"NT vy b X T — 2B E = B
"|LET"

"PUT Bucket X X 5 — 4 @B&15%E"

e
BEDNT Y MIOBRASN TVWSESMZRLET,

[FEDNT Y MCBERTNZEBEMZRELE T,

BEONTY M LT, 8B 7 7 ABRNOEFRNEMICHR->TWVS
MENICHE > TWVWEADEIRLET,

BEDNT Y b DERT IV ARZOEFH 2 BN I /IFEMICTZL
MTEEY,

BEDNT v MMIBER TSN TV X2 T — 2 BHMBREXMLZ IR L
£9,
TFEDNT v MMIBEEMITONAZ T — BB EXMLZR L T

NTY RDART—2BHY—EXZRELFTT,
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B
"ARL-UERAEZEIRY 3"

"JEHESE | CreateBucket (> 75
17V AREME) "

"JEHESE: GET Bucket compliance”

"JEHESE: PUT Bucket compliance”

=EA

THAOYRTERATNTLWER L —CDREE. TOT AT Y MIE
EITSNTVWEENTY hTEDAML—VEZRTLET,

SEHER D, YR MRRATT, AT SAT7VRZBMICLIK
BTHLWONT Y b ZERT B3 TERAD X LT

IHERTIHYR—bSNTVET  BIFEOL AN T v b SH
LTREBDRIAV I IA 7V AREZERLET.

JFEHRTINYR—FINTUVET . FEFEOLAS—#EMNT Y DO
VTISATUOREBEEERETEET,

StorageGRID CGET BucketZ &4 ) VT X b EFERALTNT Y FOEBEH L RILZEE

CERS

GET Bucket BEMV VTR b EFERTRE. HEONT Y MIERAINTULWRESE

R TEE I,

TI7AILEDBEURETIE. FILIERSNAEAT O I MR L TEETAAERDOHAND ZRAT B &5

‘:@:’DTL\ij—o

C DIEEZTT I 5ICI1E. s3:GetBucketConsistency HERDPHET Y, T/ ET7 U2 b DrootTH BHEN

HHET,

)T X~

GET /bucket?x-ntap-sg-consistency HTTP/1.1

Date: date

Authorization: authorization string

Host: host

strong-global

96

58

TARTD/ — R T —2Z=REICZRELBITNIE. UIIT X MMIKKL
9,

TRTOYA MIBIFBZIRTDIZFATRITIIRMINLT, &
FAHBDFHAIMD D—BEMZIRIEL T



—8M =EA

strong-site A RADITRTDISFATURIIIRAMIXNL T, EFAAHED
HEWO D—EMRZRIEL X

h=1111]
it

FRE T A HRDFAHED (T7AIE) FRATD U MR L TEESAAROFAHWMD —E
Mz, 77217 FEHICH L TUIRRESHZRM LI T, STAK
ET—REZRILL X T, FLALDBBICHREINE T,

fEEATTRE FRA Tz O e ATz FEFORAICH L T, REHBRESHE
FIRMLET, SINT Y FDFEIE. BRERGEICOAERAL T
TV (fze ik, orfcicEAE S NAEVWOJEZ ST Ny b -
IFTFEELAEVE—IIXd 3 HEAD 713 GET 21EDIFERY) - S3
FabricPool /N7 Rk TldHR— TN TULEHE Ao

EIE=

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

BEE R
i
PUT Bucket®E&1%£!) 7 T X k%R L TStorageGRIDTE AL ANILEIEET S

PUT BucketBESM VT X M EFERATIE. N7y MIN L TEITINDIREICERT
BEEMZIEETETET,

T4 EOBEMRETIE. FILLERIN=A T 7 MR L TETAAFBOFTAND ZRIAET S LD
IClE>TWET,

IR Y B HIIC

CDREZFRT 9 BICId. s3:PutBucketConsistency HERNHNETY, X7IET T2 hDrootTHBHEN
HOFET,
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2K

‘x-ntap-sg-consistency /NTX—RIZIE. UTOVWTNHDEZEHZIHNENHD XT :

—8M HEH

all IARTD/ — R T—2%=EEICZELRITFNE. VT MIKKL
F9,

strong-global TARTDYA MIEBITBRZITRTDISATRNI)IIAMINLT, &

SAAEDEGRANMD D—BMEZREL T,

St

strong-site A RADITRTDIZFATURIIIRAMIXL T, EFAAHED
HEID D—BMZRIEL £

anl

HRE S AHRDHAHED (T7#IE) FRATD U MR L TEESAARDOFAHNMD —B
Mz, 77217 FEHICH L TUIRBRESHZRMHM LI T, STAK
ET—REZRILL X T FLACDBEICHREINT T,

EEEIE] FRA Tz O ATz FEFORAICH L T, REHNBREESHE
ZIRMHLET, SINT Y FDHZEIF. BRERBRICOAMERL TR
TV (T ziE. doFilFEAFRSNAEVWOTEZSU/NT Y b, £
IEEFEELEVWE—IIX T 3 HEAD 71X GET 21EDIHEHRY) - S3
FabricPool /N7y R TlIEHR—rINTLEH AL

F—RANICIE. TFHRESAAERDOHGEAFID ] —BEMZFERIZIRELHDET, VI X MHEL < HEE

LABWESEIE. ABETHINUIT TV —>a > I534 7 CNOBEEZEELTLIETW, £l 753147
RMAITEAPI VTR O—EBMZIEETAEISICKRETDACEDHTEFET, BRFRELTOH. NT VY

LRILTO—EMREEITo>TLETL,

)T~

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host

BIEHEE
—E

GET Bucket last access time!) 7 T X +%Zf£F L TStorageGRID T/\7 v b D&i& 7
JEARBRAT—RAZEIET 3

GET Bucket last access time U T X bZFEHTD . BLXD/NT Y ML TRERT
It ZABZDOEFHEMICHE > TVBIHNENICHE > TWVWIHZEHITET X,
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CDIREETT T BICIE. s3:GetBucketLastAccessTime HERNMNETT ., £7/IE7HT > FDrootTdH B 45
ENHDFET,

)T~

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host

Ekgl
ZOflE. Ny MR L TERERT7 72 IABAOEFIEMMCE->TVWBRIeEZRLTVWET,

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

StorageGRID T PUT Bucket &I 7 V7 XBZ VTR F 2 FERL TRIET7 I/ X6
2ADEFZ=BNEITENTS

PUT Bucket last access time'J VT X b ZzERAT 3. BLDODNTY FDRET IR
BAOEFIEBENEISEMCTZI N TEET, BIRT IV ABLOEH=EMIC
TRENTA—IVADEEL. N—=2 3 103.0L B TIERR SN IARTONT v b
DT IAIFRECHE>TULETD,

CDBEETT TBICIE. N7 MMIRT B s3:PutBucketLastAccessTime ¥R, 7=l 7Ho > hDJ)L—k
MERRDNWET Y,

StorageGRID N\—2 3> 10.3 U, IRTOFHRNT Y MIEWT. RET7 I/ RAEZOE
ST 7L TEMCE>TUVET, UBTD/N— 3 > D StorageGRID ZfEH L TER I N
=Ny DB D. ILWT 7 AL fOFEICELET-WGEIE. UEIDNT Y K EFNENIC

@ DVWT., =TIV AR OE#H ZARNICERICT Z2HRENH D £9, PUT Bucket last
accesstime U T RX NEFERITZIN. T RIRZ—=JvDONT Y FOFERAR—IH 5. &R
T AL OEHEENEISEMCTZI N TEET, SRLTKETVW'EBRT I
AR OEF BN EFISEMICT S
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INTY FORKERT IV ABZOEHHNEMICE > TWVWBIHE. EONT Y MIXT Z2EICIZLLTDOEEN E
BTnxd,

* GetObject. GetObjectAcl. GetObjectTagging. & & U'HeadObject!) 7 T X b TIIRIL 7 7 AFZINE
FicnNFLA 70T ME BRZATHAZIILERE (ILM) FHMEDOF 2 —ICBIMINEE Ao

* CopyObject & & U PutObjectTagging DX X T —2DHEEHI DV IIR NI, RET7 IV IARZHE
FILEI, A7V MK ILMFHEDF 2 —ISBMENE T,

CV—=ZANT Y FDRERT IV AL OBEFHNEMICE > TWVWSBIHE. CopyObject) JTX FTlE, V—2X
NTY RDRET7 IV ABRNIESEFRINEF A, AE—CNA TP MMEL V—NT v EDILMEF
fliF a—ICITEBMINEFL A, 7=72L. AE—%KIZDWVWTIE. CopyObject) VTR MIEICERIRT V1R
BREEHLET, A7V 7 bOaE—E. ILMFHEDF 2 —ICBMINhE T,

* CompleteMultipartUpload ') 7 TR MIRET7 VL AR ZEFHLEF T, THRLEA TS ML ILM
SHEDF 1 —ICBMIhE T,

1) TR N
COBITIE. N7y bORERT VIR E=BMICLET,

PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

COFITIE. N7y bORERT IV IR EENICLET,

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

EorageGRlD@DELETE BucketX 2 57— X BHKE) VT X F TRERET—EX%E
mMCLET

DELETENT W E XA T —4@HERY) VTR b =FERT 2 . BEXMLZHIRT 5 Z
ET. BL2DNTY FOREREY —EXZENICTETET,

CDBEETRT T3ICIE. N7 w MIRT B s3:DeleteBucketMetadataNotification #fR. 7=l 7Ho > bD
JL— bERDRETY,

1) TR
CDHITIE. Ny FORERE —EXZENCTSI2HEERLET,
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DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

GET Bucket X 2 57— BHERE") UV T X b %= L TStorageGRID TIREMR S Z R E
ERS)

GET Bucket XX T —R@HHBEV VIR b =FERTZ . BLXONT Y FDERKE
HRETDI-DICHERINDERE XML ZEVETE £,

CDIREETT T BICIE. s3:GetBucketMetadataNotification HERNHBETT, F71=1E 7 H7 > hDrootTH
BDRUEHLHD X,

)T X~

CDVIITREE. bucket CEWSEZBIDNYT Y FOX AT —SBHREERELE T,

GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

IE\/’E:

LRRYZAARTAICIE. NTY bOXRT—RZBHRENZTENT T XXT—XBHOHFREICED. BERK
BODICNT Y b ZEDESICHEBRT AN ZRETEET. 2FD. LOATP I MDA VTVvIRT
NTWED. BLUVEDA TV RDART—ZNEDIY RRA Y MIEESINTVRIHZHERTEE
ER
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<MetadataNotificationConfiguration>

<Rule>

<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>

<Destination>

<Urn>arn:aws:es: region:account-

ID :domain/ mydomain/myindex/mytype </Urn>

</Destination>

</Rule>
<Rule>

<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

BEXRT—2BHEREICIE. 1DULEDIL—ILHAFENE T, FIL—ILIE. BAINZ AT b
. StorageGRID WA T TV MXRT—R %X ET D5AEZIBEEL £, 585kld StorageGRID T > RRA
Y h®D URN ZFEREL TIEETIHELNHBD XTI,

Name

MetadataNotificationConfi
guration

Rule
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598

AR T—BHONREBZA TP bR %
IEETBOICFERAINZIL—ILZRINT 5T,

1DULEDIL—IEBERZEHET,

ART—RER/EDA T v I REBMINELT
PV BT BIL-IILOIYTFHERY,

EEHNERTBIL—ILIEEEINE T,

MetadataNotificationConfiguration EXICE £ £
ER

IL—=ILD—EDHRFo

IL=IILERICEENTVLET,

AT—HIF BRI £ld TEZ OVWFThhI
BDET, EMLINIL—ILICH L TIE. fHE
BIFBLSNEEA

I—ILBRIIEENTVLET,

WA
=W

L

(Alny ¢

&L



Name Bz WA

Prefix TLT7awIRNI—HTZ2ATTI MIIIL—ILD  1FW
FEBERIT. EDOXRIT—HRIIEE S NTIIEKITE
BEEINET,

IARTOATS U MI—BETEBICIE. EOTL
T4 v IR EEELET,

I=ILEBRICEENTULET,

TATAFX =3y W—ILOBRKRZERS AT TR, =4A

IW—ILEBRICZEENTLETD,

Urn TV FDAET—IHXRESNB5EHRD =40
URN., U FDZF0O/NT « Z$FDStorageGRIDI > K
KAV MEDODURNTHEZIRENHD £T :

* es BFBHDERTHITNUIERD EtH A

* URNIZ. XZT7T—EhBIShTWE1 2Ty s
R TTROBZBENHD £, Bl

“domain-name/myindex/mytype’ T 9 o

IV RARA > kE. Tenant Manager % 7=l Tenant
Management APIZ R L TREL £, TR D
EEbTY

*arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

IV RRAY NI BEXMLEZXEETZR0ICHREL
TELRERHDET, RESNTLERWZE., &
ElF404T 5 —TRBELET,

URN (& Destination EBRICEEXENTULE T,

EIE=y

‘<MetadataNotificationConfiguration></MetadataNotificationConfiguration>"%&
JOBICEENSxMLIF. NT Y ML TREMEL Y FRA 2 FEDMEDED L S ICEBH TN
TWBHIZERLTVWET, COFITIE. AT FDAXEZT—RH.  “records®
EWVWSHEBIDAWS R XAV THRIAMINTWS.  “current  EWSHBID

Elasticsearch YT WY PIRE 2017 EWSEHIDRA FITEEINTVWET,
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HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us—-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

&Ik
"TFYRTAUY hEERT "

PUT Bucket X 25— BHEKE!) 7 T X %= {FHA L TStorageGRID TIREREH —E
AEFPLET

PUTA\T Y M XRT—BHIERE) VT XA M EFERATDI . BLDNTy MMIX L TH&E
RS —EXZBWNCTEET, VITZAMEAXTIEET B3 XX TF—XBHEBEXML
IF. XET—EINBEBRRA VTV IRIEKETNDZI ATV M EIBELE T,

CDREERT TBRICIE. N7y IR B s3:PutBucketMetadataNotification 1R, /=17 Ho > FDIL
— MERDKBETY,

R

JOITRAMDAXICIF. XET—RBHOBREZZOHIBENHD T, EXRZT—RBHEREICIE. 1D
FOI=IDEENTF T, BIL=IIE. BEXNROA T U b, StorageGRID WA TP 10 X ZFT—
REIXETBEIETIEELE T,

AT ORI AT MBDTL T4 I RICBDWTITAIINRI VT TEEY, T zlE. L7+
w2 AN fimages DA TS T FDAZT—2%ADDHBEISEEL. FL T4 v XD Nideos DA T
TV hZERDIBEISEEFET DN TEFET,

TL74 v I XD EELTVBREIIENTHD . XEFICIEEINE T, HIZIE. TLT1r v IR test'Z

BOAT I MIRTBZ1DDIL—ILE. FLTa v IR test2%HF DA T U M T Z20BDIL—
ILEESUHRTEIIFAISNEL Ao
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585CId StorageGRID T RRA > +®D URN Z{ERA L TIEE T DV EDH D £9, X7 —XBHHED
EXEINBZEFATIVRRAY MHEELTVAWVEE. UJI X ME 400 Bad Request " & LTERMLE
To IZ—XyE—JICIFRDOLSICEEINTUVLWET | “Unable to save the metadata
notification (search) policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

COXRIF. AT —2BHREXMLOEZERICDOWVWTEHBALTWVWE T,

Name SHPA
MetadataNotificationConfi X4 F— X BHIDOWRERB AT T & 5Ei%E
guration BETBDICERTNBZIL—ILZI®INT DR,

1DULEDIL—IEBERZZGHET,

Rule AR T—RE/EDA VTV I RTEBMINEFT
PV bEHENTRIL-IINDAYTFET,

BEHNEERTBIL—ILIFESTINETT,

MetadataNotificationConfiguration B&ICE XN F
ER

ID IL—=ILDO—EDHRF-

I=ILEBRICEENTULET,

WA
(=0

L

(AIAY-¢
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Name AR WAZE

AT—R2 AT—HRIF BRI g TEZD ovghhic  Fu
BDERT, EMLINiIL—ILISH L TIE. fAHE
BlFELONFEA.

I=ILEBRICEENTVLET,

Prefix TLI74 v ORI ZATzo MIIL—=ILD  [FL
HEEZIT. TOART—RIIIBESINIIEHITIE
FEINxd,

IRTOATO I MMI—RIEBICIE. EDOTSL
T4 v X EIBELET,

IL=IILERICEENTVLET,

FRTA4 =23V I—=ILOEREERTIAVT TR, EqA

IL=—IILERICEENTVLET,

Urn FTPTU MDART—EZHEETNZEHD =qA
URN., U{FDZ70O/NT « Z$FDStorageGRIDI > K
KAV FDURNTHZHEHHD T !

* es BEBOEXRTHITNIEARD £H A

* URNIZ. XEZTF—aDchTWBd1>Tv o
REZATTROZHEN DD £F, 2L
*domain-name/myindex/mytype’ T,

I RARA > M. Tenant Manager % 7zld Tenant
Management APIZ{ER L TEREL £9., FEXIFRD
EHEHTY !

* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe
IVRRAY I REXMLZIXET BHIICERTE L
THELREDNHBDET, RETNTLWAWEE. &
EIF404T5—TERBMLE T,

URN |& Destination ERICEENTUVE T,

)2 TR

COBITIE. N7y FORFREZBMNCTSHEEZRLET. COFTIE. IRTOATZ I bDATY
TV b X2T—ZNELCIEEISEEINET,
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PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

COBITIE. LT v PR [images |iC—HT23A TSI MDA T T M ART—RII1DDIEEITEE
T LT a4 v IR Nideos' |IC—HTBA TSI MDA T FAXEZT—RIFI2BBDIEEISEKEIN
£9,
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PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>

</MetadataNotificationConfiguration>

BREHRET—EXICEL > TERMTNT-JSON

NTY bOREMEY —EXZBMICTRE. TP bDXEIT—EFIFRTHEM. BH. Ficl3H!
FRENBITIC, JSONRF a XY hHERREIN, BRI Y RRA Y MIEEINET,

CDAIlE. F— SGWS/Tagging.txt I F DA T U b test E WS EFIDNT v MIERINTHEICE
BENZAEEMDH S JSON DFZRLTWET, ‘test /N7y MEIN—2 3 VBEEBEINTULRWVEH.
‘versionld # J 13T,
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"bucket": "test",
Al key" :
"versionId": "",
"accountId":
"size": 38,

"md5" :

"SGWS/Tagging.txt",

"86928401983529626822",

"3d6c7634a85436eee06d43415012855",

"region":"us-east-1",

"metadata": {
"age": "25"

Y s

"tags": {

"color": "yellow"

ART—2BHNEENZF TV MAET—R

CORICIF. BEBRENBMICE > TVBIFRICIBELIY RRA Y MIEEFETNBISONFF a2 XY MIEE

N3IRTDT 1 —ILRH—HE

TECNTVET,

FFaxXy bR N7y b, 27210 b 8LUN=-U 32D (FET35E) Hainid,

Type
NTy AT bDBR

NTYy beFdTT U bDOER

N7y heFATD T bDIER

N7y heFATD T bDIER

SRATLXIT—4

SATLART—4

Bt
INT Y

$_

versionlD

H1X

mds=EFERLIEFvy>o 7y O
— REHKERIYR—FINB K
SIcHEDE LT

Bz
Ny kDRI

TV h*—%

I bN=C3y (N—=2
aYEEBINENTY FROA T
SITU FDEE)

NTy k=23 (Bl us-
east—l)

HTTPO A7 b6 RZ2747T
STV b4 X (N1 B

IO NV
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Type Pt Bl

A—H—X2T7—% ART—H key:value AT OMIBETZIIANTOD
—H—XET7T—=5 (F-fEDOXR
7eLT0)

Tags R key:value TV MIHLTERSINT:
IRTCDA TSI 2T (F—
CEDRT)

RO A—H—XRZFT—RIZDLTIX. StorageGRID (Z B & % XFF F1=1ES31T N> +
1B%0 & L CElasticsearchlZE L £9, ElasticsearchC N5 DX FF%# Bt F/-I38EX LT
@ BRI 2 &K SICERE T BICIE. Elasticsearch®EH 7+ —ILRI v EV I ELUVHAMSERD T
wEVTICET3FIBICH TSIV, BRERET —EXRERETSHIIC. TVTVvIRE
THHN T —ILRIVE I ZBMITEIHNELRHDEFT, RFaX D1 UFTvIRbE
NEBIZ. T VTYIRARDRFAX MDD T4 —ILREZATZRETEZICIETEFEH A

BEIEHR
"TFYRTAUY EERT "

StorageGRID CGET Storage Usage!) 7 T X b ZFEARALTT7 AUV bENTY DR
L —fEREZEUS

GET Storage Usage') 7T X bE. 7ATY FHMEALTVWA I ML= DB, #
DT7HATY MIEERTENTWVWRENTY FTEDRA ML —UHEHEZRLET,

THAHIVREFDONTY bDMERTSZ XML —UBEIE. x-ntap-sg-usage’ 7 T /NT X —R ZER L 718
EBADListBuckets ) V TX N TEFTEE 9, N7y XML —=CDFERARRIR. AT LICEK > TR
IN3 PUT EKUDELETE U T X b EIFRNCEMENE T, VI TR FDBIRRICK > TE FFICT R
TLERINEWEGES. FRKADEHINHEFE —HT 3 ETICZLODEBENELZAIREELNHBD £,

77 #JL b TlE. StorageGRID (338 77A7 O—/NILESUZFEH L TERREBEREZIRELEISELET,
BT O—NILBEMIEZERTE R VIES. StorageGRID (&1 kDN ABRE M THEAKRTIEHRZIE
L&ED2ELFT,

C DEEZTT I 5ICIE. s3:ListAllMyBuckets RN HET T, FclET7HU 2 FDroot THBZIHENH D F
ER

1) TR

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host
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EIE=y

COFNE. 2DDNT Y MMIADDA T T I FE12NA b DT —R%ZFHF DT AV FERLTVWET, BN
T RIF2DDA TV bE6NA FDT—ENREENTULET,

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</0ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

N—=2 a3 ERE

REINZTARTOA TV bN= 3 Vi BERD "ObjectCount’ $ & U "DataBytes’ DfEIC R I L&
Jo HIFRY —7H—IX "ObjectCount DEEHIIZTEMETNEH Ao

E e E:

"—EM
LAS—aAVTSAT7REITONT Yy F) VTR MIFEHRETT
L < — StorageGRID > 754 7 > RAETOIFHRDON Ty I II X

WRDODA> T4 7 AR ERAL TERSNTNT Y h BB T 3IC
I&. StorageGRID S3 RESTAP| (RT3 ENHB5e5NHD £7,
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AVTSAT 2 AMBEISIRHERICBRD E L1

aid/N—2 3 > D StorageGRID THIATRIEESS o 7= StorageGRID > 75+ 7 > ABEBEISFEHR & 4
D. S3 Object Lock ICEZFHR 5N F LT

oo a—NILAaA>TSA TV AREZEBNCLIEBE. 7O0—-NILS3 AT/ Oy IREIE
StorageGRID 11.6 THEMICAED X9, AV TSA TV ADBEMIBE>TVWBIHLWLWAT Y b EERTZ &
IBTEBBDE LD, BEICS LT, StorageGRID S3 REST APl %@ L TEED L Ao — &N v
FEEETIET,

* "S3RESTAPIZFERLTS3A Iz bOvIEHKRETS"
*"LMEFERLTA IV 2 EEBT 3"
* "NetApp L W R—X : StorageGRID 11.5 TLHY —#HNT v BT 354"

BEBlEcna>TS14 7V REK
IR - AV TSATURDIEHD PUT NS R IR NOEE"

SGCompliance XMLERIFIEHETETY, LIFEIIE. PUTBucket UV TR DA T3 >D XML U IR K
ANIZZ D StorageGRID AR Z LEBRZEHZ E T #BWNT Y b EERTZI A TEX L

* "JEELE - GET Bucket AV 5147V R"
GETBucket A 754 7V RERIFIEHRICAD F LT 7272L. TOUIIXMEFEALT. BEFD
LAS—#HNT Y M L TCREERAINTWVWA AV ISA 7V RAREEERT B LI SHEaI6e
T9,

* "JEHENE - PUT Bucket A 5147V A"
PUT BucketA>Y 7547 RV TR MIFEMETY, 7=72L. COVI TR EFEALT, BEEFEOLA

N7y bDAVTSAT U AREZEET B CIFEIETHRESARTI. AL BIFEONT v b
EENREREICLIED. RIFPBEZERLICDTEH D TERXRT,

StorageGRID?DSGComplianceZ& BTN F LT

SGCompliance XMLEZRIFIEHRETY, LN, ERUNT Y b ZERT 370D
CreateBucket U TX DA S>3 >®D XML J I T X FAXIC. D StorageGRID 7
AXLEBERZZOHZEHNTEFXL
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The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

StorageGRID TPBELE & 117 GET Bucket compliance 'J 7 T X ~

GET Bucket A>T S5A 7V RERIFIEHRICHED X LT L. COUIIR %
FERLT. BFEOL A —EUNTy ML TREEBASINATWVWS IS4 7 20X
HEEMR TR LIIF| EFHZEEETT,

WEim/N— 3 > D StorageGRID THIFATEESS o 7= StorageGRID > 75+ 7 > ABEBEIFIE

R 7D, S3 Object Lock ICE T SMNFE LT, FFMICOVWTIE. UTETELLZEL,

@ * "S3RESTAPIZERLTS3A Iz AV IERET 3"
* "NetApp L wI~R—X : StorageGRID 11.5 TL AL —#MNT vy b EEBRT I HE"

CDREZRT T 3ICI1E. s3:GetBucketCompliance 1ERNMET Y, F/lET7H T hDrootTH ZHED
HHFEF,

IR

CDOUIITRXMEITIE. “mybucket EWSERIDNT Y bDAVTSA TV REREEHRTETE T,

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
Name SHER
RetentionPeriodMinutes SONTY MSEBMENEA TV T P ORISR (584 . RISH
Blld. #7720 DT )y RICEDIAENBERDSHIBEINETD,
LegalHold * True : CONTw MMIRE. ERNRBREICHDET. CONT Y
FROA T T ME. FIFHHBABT TVLTH., ERNFREHERR
INBZETHRTETEEAS
* False : CONT vy MIIRE. ZHNFRETICIEHD A CONT
w NADA TS U M. REFHREIRAET S CHIBRTEE T,
AutoDelete cIELW: CONTY FADA T ME. Ny RHVERRE T
ICRVWRD .. REFHEDET 72 EBEFMICERINE T,
* False: CONTw FROA T o b, REBHENFETLTHE
FMICHIRSNE A, CNHDA TPV bHHIBRT Z2HEHLH
3%a1E. FEITHIFRL TS T,
IS—iE

NT Yy RHEHLT B LK SICER SN TULARWEE. IRED HTTP X 7—4% X J— K& "404 Not Found' & 7
H. S3 T < —1— K{& XNoSuchBucketCompliance T9,

StorageGRID TJBELE & 117- PUT Bucket compliance ') 7 T X b

PUT BucketA> FSA 7 VRV VIR MIIEMETY, 7L, COVIIT R bzER
LT, BIEFOLAS—EWMNT Yy bOOAVTSATORAREZEEIT B CIFFISHEE
AJEETY ., BIXIE. BIFEDONT v b ZENFREREICLIED.. RIFHEBREZERLED T
BN TEET,
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Mgin/N— 3 > D StorageGRID THIFATIAET: o 7= StorageGRID Y 7541 7 > X#REIFIE
WL 72D S3 Object Lock ICBI R 5N E LTco FFHICDOVWTIE. UTZETELZS LY,

@ * "S3RESTAPIZEALTS3A I/ rOVv I ERET S"
* "NetApp 7L wI~R—X ! StorageGRID 11.5 TL A —#FEMNT v FEEET S HE"

C DIREZTT I BIiE. s3:PutBucketCompliance 1NN ET Y, K7 ETH T > hDrootTHBZIHEN
HOET,

PUT BucketA> 7547V AV VIR MEFRITITBIRICIE. AVTSATVAREDIARTDT 1« —IJLRIC
ExIEE T DIHELHD X7,

DI TR

COBD) I TR ME. ‘mybucket CWSEHDONT Y bODAVTSA TV RABREEZEELE T, COHIT
&, “mybucket DA T U bHT ) w RICHRDIAEZFNI-REN S, FREFHBIS1ERTIZR <25EM
(1,051,20099) ICBDFET, CONT Y MMIIFU—HILKR—=ILRIZHD FHA. EF TV MI2EEICH
EFHICHIBRENE S,

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>

Name AR

RetentionPeriodMinutes CONTy MSEBMEN-A TS 7 FOFREHIR (9BNA) ., RI5H
Bld. 7727 DT Uy RICEDIAEFNBFaSEIBINET,

B E RetentionPeriodMinutes [CHTL \MEZIEE T D5E1E. NT v
DIREORFHREUEDERIEE T Z2HELRHD X9, N7 v hDRE
RN RESND . TOEE/NESK TR EIFETEEFHA KELT
B3 LDTEEHEA

LegalHold * True : TONTw MMIRE. BHRBREICHDET, CONT Y
FROA T U M. FIFEHBABT TULTH. ENREHER
SNBETHIBRTET XA

* False : CONT v MMIRE. ENRETFICEHD EEA. CONT
v EADA T T MM RIFHEI BT 2 CHIRTE XY,
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* False: CONTw FROA TS o b, REBHENAETLTHE
FICHIRRSNEEA. TNE5DA T U b =HIBRT Z2HELDH
3BEI1E. FHTHRLTLS TV

AV TSA TV ARED—EM

PUT Bucket AV FSA 7Y AU IR b =2fERBLTSINT Yy hOAVT ATV AREZEFHI S

Y. StorageGRID |7 )y RMETNT Y FDXAT—2%BHLESELET, TIA4ILET
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StorageGRID B’ 7 —R > X —H A b XFTA FROEBBRORA L -2/ — RAFIATERV=DIC
Strong-global BEMEZERTITRWVEE. LARY XD HTTP XA 7—42 X 1— K| 503 Service

Unavailable.
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TOZAILYR— DS RINTBEES. BLUOZDLANILEZFERT S CICKDEBENLRE
@ BB LTVWBSEEZRE. PUT /\’T‘/ FOAYTFZ47 2 RICXF LT Strong-site DES M
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site
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— K& "400 Bad Request' T¥,
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{
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"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"
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To TOMDT I A VIFTRTEEMIIEGEINEITH. "s3:PutOverwriteObject" tERR DER %A &
MDStorageGRIDEIED 7 7> a VIdBRE£d. v a R —Id. AssumeRole APIOMFUH L EF
ICJSONT 77 IILE L TIRETEX I,

"Statement": [

{

"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"
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ER

NTYy RR)D—E. TRV —HDBERINZINT Y "MADT I ZHEREIBEL 9. S3
PutBucketPolicy APl ZfERH L T. U TFOWTNHDY—=ILHENTy hRUS—%EHRELET !

* "Tenant Manager",

*AWSCLI TZOOR Y REZFERALFET ("/\7 v hInd i #881R)

> aws s3api put-bucket-policy --bucket examplebucket --policy
file://policy.json

B NTY SANDEARDERT7 VR 228ICFFAT 5

COFTIE. BRIA—F—%2BLIRTOI—HF—HBNTYy bFRADA TSI b E—BERTL. NTY FARAD
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"Statement": |

{

"Sid": "AllowEveryoneReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [ "s3:GetObject", "s3:ListBucket" ],

"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"]

Bl:HBZTHIYRDLEIINT Y "ADTIVT VAR Z. BIOT7HT> COLBICIIGAWMDERT Y
2R ZNFE5 TS

CORFITIE. FBESNIDDT AT FDIRTOA—H—IZE@EINT Y SADTILT VAN EINET
M RDEESNIET AT FOIRTOI—H—ICZIF. N7y bO—ERTR L. ‘shared/ 772 o +*
— L T4y IRTWHREZNTY FRADF T2 7 MICXTT 2 GetObjecti@IEDRITD AN FFAI S NEF T,

StorageGRID Tld. IFFAEET ATV~ (BHTHVY R EED) IC&>TERSINA TS
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

B N7y EADHRAMOERT VL XZ2BICFFAIL. BESNITIL—TIZRBINLT I X Z2HT TS

CORBITIF. BRI —ZECINTOI-—F-HN\Tv rZ2—&
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—DAIWTINT I XERZFHEE T,
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

B OSA47> bDIPT FLZAEBERAICVWBRIHZE. NTY bADTRARD ELVESTAAHT7 I X Z228ICFF
QDER
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Tz MR LTEREDAT O MEEERITTEE T, TOMDIREIEITRTIEE SN, IP7RLRE
EADNSDITARTOUIIAMBHIEEINE T,
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket","arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188"}

Bl HEESNTITL—23>aA—H—DHINTY SADTINT VLI %ZFHRTS
COFITIE. ZzT7L—>3>a—H—0 Alex IZIE. “examplebucket N7y hEEFDA T U bADT

W7 OEIDHFAINTUVET, root ZELZDMDIRTODI—H—IF. IR TOREZHERNICIESRS
NEF, 7=72L. ‘root I& Put/Get/DeleteBucketPolicy DIEREIETINZ L IEH D £ Ao
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"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-user/Alex"
by
"Action": [
"s3:x"
I
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-user/Alex"
Yo

"Action": [
Tg3ggwm

1,

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

i : PutOverwriteObject ¥E[E
CDFITIE. Deny PutOverwriteObject & & Uf DeleteObject M Effect IC& D ATz bDFT—4&, 21—

HP—EBREDAZT—H. LUV SI ATV M EITHHICHEEZTELIFHIREINABVW EHMREESI F
EXS

140



"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
b
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"
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"Statement": |
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

Bl IIN—=FXN=IZ N7y FROBRD (T4 E—1 ODANDITINTIELR%ZFHFA TS
COFITIE. TIL—FDAUN—IF BESNTNTY N ROBSDRED T #ILE (F—FLT1 v I R)

DHE—BRTELVTIERTERIIEAHFAINTVWET, CNESDTAIADTSA NS —REZTRET
BERICIE. MOTIN—TRIS—BELONT Y bR —ICE& BTV AERHEZERETAIHNELNHD £,

143



"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

StorageGRIDESE Y TEM S NS SIEE

EEEX vt —% StorageGRID H—E R ICL > TERB TN, TFAMOT T 71ILICER
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» CreateBucket
» DeleteBucket
* DeleteBucketTagging
* DeleteObjects
» GetBucketTagging
* HeadBucket
« ListObjects
* ListObjectVersions
* PUTBucketaA> 725147 >R
* PutBucketTagging

* PutBucketVersioning
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BEEOJTESEND A T MEE
* CompleteMultipartUpload
» CopyObject
* DeleteObject
» GetObject
* HeadObject
PutObject
* RestoreObject
» SelectObject
* UploadPart (ILMJL—ILHNS > RB E - IZBERB DD AA % ERT 3I55)
* UploadPartCopy (ILMJL—ILHNS > RBUE - (3BmEBROBDAAEFERT 355)
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