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o This node is currently in maintenance mode. Navigate to one of the URLs listed below and perform any necessary maintenance
procedures.

e https://172.16.2.24:8443
o https://10.224 2 24:8443

When you are done with any required maintenance procedures, you must exit maintenance mode by selecting Reboot
Controller from the StorageGRID Appliance Installer.
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A This nodeis in maintenance mode. Perform any reguired maintenance proceduras. If you want to exit maintenance mode
manually to resume normal operation, go to Advanced = Reboot Controller to reboot the cantraoller,
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MNode Encryption

MNode encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for
the appliance and a KMS is configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A\ You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed

Enable node encryption 4]

Key Management Server Details

View the status and configuration details for the KMS that manages the encryption key for this appliance. You must use the Grid Manager to make configuration

changes.
KMS display name thales
External key UID 41b0306abcceds1facfcelilb1b4870ae1c1ectbd5e3849d790223766baf3bch7?
Hostnames 10.96.99 164
10.96.99.165
Part 5696

Server certificate >
Client certificate >

Clear KMS Key
A Do not clear the KMS key if you need to access or preserve any data on this appliance

If you want to reinstall this appliance node {for example, in another grid), you must clear the KMS key. When the KMS key is cleared, all data on this appliance is
deleted.

Clear KMS Key and Delete Data

Node Encryption R—JCIE. XD 3 2D 3a>hH D FT,

° Encryption Status ICI&. 7 T54 7YX T/ — RESIEHENHEDIHIDRRIEINET,

° F—BEY—NOFMICIZ. TTSA T ROBSICERTINTUVS KMS (BT 3 BRIRTS
NEd, " —NBEKVIZA 7V NEBEDE I a>ZRBET &, STAZEOFME LUV R T—X
AZRRCEXT,

* BARRYINDEEFAZE D FEH A L. SEFAZEBAOMEICHNT BI1CIE. B8R LTIV "KMS @
REHE"

* KMS R R EADEFG TFHLAVEENRET 21551F. ZHERL T TV 'DNSH —/\HIE
LWELTEN" 7 TISATVADRY NT—UDIELLERESINTWVWBE L,

* AFBEOREZRTIRVERIE. TI7ZHIITER—MIEBULEHhE LTIV,

°KMSKey 2207928, 7TSATVAD/ — RIBEILHEMICAED. StorageGRID H - ~FEIC
BESNTWVWET7 IS4 T7 VR —EEBY—NOBOBEMIINERIN, 7TSAT72ADTA

TOT—RDHIREINE T, RITIBHEDNHDEIT KMS F—%=2 2 1) 7 L ET BlID StorageGRID >
ATLICT TZ53AT7 R Z2RET BHEIIC.
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3.

NetApp® StorageGRID® Appliance Installer Help

Home Configure Networking « Configure Hardware ~ Monitor Installation Advanced ~

Home

A\ This node is in maintenance mode. Perform any required maintenance procedures. If you want to exit maintenance mode manually to resume normal operation, go
to Advanced > Reboot Controller to reboot the controller.

This Node
Node type Storage A
Node name hrmny2-1-254-sn
('?:Ione target node connection \
Clone target nede IP 0.0.0.0
Connection state MNa connection information available.
Installation

Current state Waiting for configuration and
validation of clone targst.

Disable Cloning
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NetApp® StorageGRID® Appliance Installer Help

Home Configure Networking ~ Configure Hardware « IMonitor Installation Advanced ~

Manitor Cloning

1. Establish cione peering relationship Complete

2. Clone another node from this node Running

Step Progress Status
Send data to clone target node Sending data, 0% complets, 8.99 GB transferred

3. Activate cloned node and leave this one offline Pending
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i. [ICEEEEINTVBNZAT—REZANLET Passwords.txt 771 Lo
ii. ’XOAT> REAFL TrooticIDEZXFT, su -
V. [CEEE SN TWVWBNRT—RZASILET passwords.txt 771 /Lo

root LTOTA >33, 7OAVTEHBDEEDLDET T 1 4
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shutdown -h now
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1TT7VRIBLET,

TORENCTT LIS, 2ARDSSDAZOw MMoEEBINE T,

SSD drives
(other slots empty)
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JaRLET,

CNSDAVR—RY FOFTHEFIRICE > T RTE L,

a KMATFSATYREFvERY RELRS Y IICRBLET,
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CTTSATVADERZAVIZL. Uy RICBBMIZETHEET,.
d 77547 >R/ —RH Grid Manager ICRREN. 77— MDARRENTVARWZ EEREELE T,

S KRLIETFZAT7>ROTA >V LET,
a RDIARYFZANLET, ssh admin@grid node IP
b. [CEBEHINTWB/NRT—RFZAALEXT Passwords.txt 771 Jlo
C.RDAYY RZ AL TrootiCYIDEX£9, su -
d (CRHEHEINTLWBENRT—RZAALEXT Passwords.txt 771 )L,
6. [T FSA TV ADBMCHRY b —VEiZ UR LT LET. RO 220FT>a>ohHbExd,
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ROARREADLET,

run-host-command ipmitool lan set 1 ipsrc static

run-host-command ipmitool lan set 1 ipaddr Appliance IP
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run-host-command ipmitool lan set 1 netmask Netmask IP
run-host-command ipmitool lan set 1 defgw ipaddr Default gateway
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage
appliances. NetApp recommends you apply the latest hotfix before and after each software upgrade. Some hotfixes are
required to prevent data loss.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update

Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS5 software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version. appliances.

Upgrade — Apply hotfix — Update —
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SANtricity OS

Upload files —— e Upgrade

Approved nodes are added to a queue and upgraded sequentially. Each node can take up to 30 minutes, which includes updating NVSRAM. When

the upgrade is complete, the node is rebooted.

Select Approve all or approve nodes one at a time. To remove nodes from the queue, select Remove all or remove nodes one at a time. If the

uploaded file doesn’t apply to an approved node, the upgrade process skips that node and moves to the next node in the queue.
Optionally, select Skip nodes and finish to end the upgrade and skip any unapproved nodes.
SANtricity OS upgrade file: RCB_11.70.3_280x_6283a64d.dlp

0 out of 3 completed

Approve all O\

Current : . "
Node name # %+  Progress Stage Details Status @ S  Actions

version

Waiting for you to

10-224-2-24-51 @ 08.40.60.01 Nominal Approve
approve
lab-37-sgws Waiting for you to
08.73.00.00 Nominal AppProve
quanta-10 @ approve

N B Waiting for you to
storage-7 @ 98.72.09.00 Nominal  Approve | _

approve
Skip nodes and finish
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Upgrade Drive Firmware

1 Select Upgrade Files

Review your current drnive firmware and select upgrade files below..
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1 Select Upgrade Files
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Software update

You can upgrade StorageGRID software, apply a hotfix, or upgrade the SANtricity OS software on StorageGRID storage
appliances. NetApp recommends you apply the latest hotfix before and after each software upgrade. Some hotfixes are

required to prevent data loss.

StorageGRID upgrade StorageGRID hotfix SANtricity OS update

Upgrade to the next StorageGRID Apply a hotfix to your current Update the SANtricity OS software
version and apply the latest hotfix StorageGRID software version. on your StorageGRID storage
for that version. appliances.

Upgrade — Apply hotfix — Update —
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SANtricity OS
Upload files —— e Upgrade

Approved nodes are added to a queue and upgraded sequentially. Each node can take up to 30 minutes, which includes updating NVSRAM. When

the upgrade is complete, the node is rebooted.

Select Approve all or approve nodes one at a time. To remove nodes from the queue, select Remove all or remove nodes one at a time. If the

uploaded file doesn't apply to an approved node, the upgrade process skips that node and moves to the next node in the queue.
Optionally, select Skip nodes and finish to end the upgrade and skip any unapproved nodes.
SANtricity OS upgrade file: RCB_11.70.3_280x_6283a64d.dlp
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Upgrade Drive Firmware

1 Select Upgrade Files

Review your current drnive firmware and select upgrade files below..

What do | need to know before upgrading drive firmware?

Current Drive Firmware
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PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v COMMUNITY v~ DOWNLOADS v TOOLS v CASES v PARTS v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Download all current E-Series Disk Firmware
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Upgrade Drive Firmware

1 Select Upgrade Files

Review your current drnive firmware and select upgrade files below..

What do | need to know before upgrading drive firmware?

Current Drive Firmware
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PRODUCTS v SYSTEMS v DOCS & KNOWLEDGEBASE v

Downloads = Firmware = E-Series Disk Firmware

E-Series Disk Firmware

Drive Part Number Descriptions

COMMUNITY v~ DOWNLOADS v TOOLS v CASES v PARTS v

Download all current E-Series Disk Firmware

Drive Identifier 5 Firmware Rev. (Download) Notes and Config Info Release Date

Descriptions

ive Part Number

KPM51VUG800G Firmware Rev. (Download
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StorageGRID Appliance

Appliance model: @
Storage controller name: @
Storage controller A management IP: @

Storage controller WWID: @

5G5660

StorageGRID-5GA-Labll

10.224.2.192
600a038000a4a707000000005e8ed5fd

Storage appliance chassis serial number: @
|

1142FG000135 !

i M i W,

Storage controller firmware version: a 08.40.60.01

Storage hardware: @ Nominal ||. j{
{

Storage controller failed drive count: @ 0 ||| }

Storage controller A: @ Nominal ih f
-1
5]

Storage controller power supply A: @ Nominal ||| 3
I

Storage controller power supply B: @ Nominal ||l

Storage data drive type: @ NL-5AS HDD

Storage data drive size; @ 2.00TB

Storage RAID mode: @ RAID&

Storage connectivity: @ Nominal

Overall power supply: @ Mominal |||

UCumpute controller serial number: @ SV54365519 ﬂ

Compute controller CPU temperature: @ Nominal | I 1

Compute controller chassis temperature: @ Nominal |||

Storage shelves

Shelf chassis serial

4 chelfiD @ = Shelfstatus @ = IOM status @ 2

number @

SN 5V13304553 0 Nominal N/A
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Drive firmware version GDCS802Q
Interface type NVMe
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Marketing part number X4101A

Media type 55D

Model name SAMSUNG MZQL23TBHCLS-00A0T
Name nvmelnl

Serial number S64HNEOR900132
Status Offline

o- it might take up to 5 minutes to start drive operations.
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Resolved
Siterices 0\ Total node count: 14
Rules
Name @ = Type = Objectdataused @ =  Object metadataused @ = CPUusage @ =
Email setup
| NODES StorageGRID Deployment Grid 0% 0%

HENARS ~ DataCenter1 Site 0% 0%
LM

& oci-ADM1 Primary Admin Node 21%
CONFIGURATION
T & ociarcy Archive Node 8%
SUPRONE g DC1-G1 Gateway Node 10%

& ocis1 Storage Node 0% 0% 29%
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* ZfFERA L T Grid Manager (CH 1> > LET "UR—FENTWVWS Web 757"

CDRERIICDOWVWT
COFIEBZFEALT. N—RUITICEENRELLT IS4 7V RZR/HEL. RBAEREA/N—RD 73>
A=Y bD55, BUICEELTLVAVSDZRELEFT, KERRE L TRESNZAESEDHZ IR
—X MIIRDEED T,
EREE
cJrY
* Yy RXF—bRZ17 (SSD)
*RYRT=UAYBE—=T A ZXH—FK (NIC)
* CMOS/\vy 51
FIE

1L BEARELLOYR—VPE, EOAVR—ZVIRA YR F=ILTNTWVWBR T S50 7> AD4HI
ERELED,

a. Grid ManagerT. *alerts > current *Z &R L £9,
[Alerts] R—UHRRINFE T,

b. 75— hrZBRLTT7S— bOFHlZRTLET,

dl
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Appliance NIC fault detected

A problem with a network interface card (NIC) in the appliance was

Jaticted Active (silence this alert (&)

Recommended actions Data Center 1 [SGFBL}Z-SBE—}:%CGA ]

1. Reseat the NIC. Refer to the instructions for your appliance.

€ Critical

2. If necessary, replace the NIC. See the maintenance instructions for your
appliance,
ConnectX-6 Lx EN adapter card,
Time triggered 25GbE, Dual-port SFP28, PCle 4.0 x8,

"\ t
2023-02-17 13:36:31 EST (2023-02-17 18:36:31 UTC) No Crypto

26.33.1048 (MT_0000000531)

hic3

5(11.53:&
2 RBHPERIV K-V FEBCL v —UERBELET,

a. Grid Manager 7'5 * nodes * &R L £9,

b. [Nodes]R—JDF—TIL T, BENKE LAV A—RY FEBUTISATYRANL—
DHEIZERLET,

CPHN—RFRDxT7* ] 27ZFERLET,

J—k

\

[StorageGRID 7 7547V R) €023 * A Ea—74>7 2> A—502 U7 IINES %
HWERLET, AVAR—R VP ERBIBZRA N =T FSAT7 VRO TILESEO ) TILESH
—HLTVWEHLESHZRRLET, DU TIILBESH—BLTWVWBREEIE. ELWTTSAT7 2N
RombFlLT.

* Grid Manager®StorageGRID Appliance]tz 7 & 3 U hFRRETNBRWGEIE. BIRL/—R
I&StorageGRID 7 754 7V ATIEHD FtH A V) —Ea1—D550D/ —R%ZFRT S,
* VU TLBESH—HBLAEVSEIE. Y)—Ea—h5RD/ —RE&EIRLET,
B AVKR—R U b EXBTZHNENRH D/ —RERDIF5. [StorageGRID Appliance] 2> avIick
RENET7TISATVADBMCIP7 RLRZEZTEDHET,

T—REYR =TT TIAT Y ADIFFZHERT BI1CI1d. BMCOIPY RLZAZERALTT ISA 72D
HAILEDZ RMTL £ 9o

BEEE IR
"V ISAT YV ADBBILEDZ A I B"
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R3OS, TEBRITRLZMTEIBEDNHBDE T, 7TSA TV ATHEIT 5|
FOEFREEDETILET Y MEDRILCTHEREDHD T

ERZRInd 80IC
*INTRTI T "VIT ATV RAZYPENICRELFTIT" T HERREZEAL TVLB I &

* INTETTY "R T 3PSUDEAZHERR"S
‘1 EOEREEDHZXIRT 35HI1E. ROFIEZRITLEY

RHERREZRIE L. [T 3ERRELFALCETLS IV VY MTHE L ZRRALTHTE
9,

*HS 1 DODERFREEIEHIN. MELTVLWB I ZzHRBLTHEEET,
* WAHOERREZRFICRT 5513 ROFIEZRITLET,
 REAEREEZHRIL. ETILETY MDA ELTHZ I ZHELTETE I,

CDHERTICDOVT

RDEIE. SGF611202D0DEREBZRLTVWET, BREEBICIE. 747V ADEAERNSTIERXT
R

FIE

1. BEREEBEZ 1 BRI TIBEEIE. PTS5ATURES vy OV TRIRBIIHD FEA, T
ALFT EFRI—FEKRTEFT ATv 7, MADEREEXRRFICKRT 2HE1E. BRI—RKEED
NITEIRDFIEZERITLET,

FISATYRES vy AT LET
ATV 1Y kDAL —RIDEGERT BILML—LEBR LS LABD, AHOE
FRELRRICRRT 3 HE. 27 U1 LENX YT AREICEREEER

(D  #myzuErabEd. £5LB0E. COFIERATITY FADT L AN —

BERICKRDONBEREERHD £, ICDVWTIE. ZEBBLTLLK W'Y V)L —
L7V —oa>aERLAEVER"

2. [[power_power_cord . start=2 | RT3 X EREENSBRI—FZRET X7,

TISAT7RAOEEmD SRS, BREEBA (PSU0) XA TEREEB (PSU1) IFEAlICHD F
9,

3. MY BRMDY TS A MDY FILEFE EIFET,
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