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BXEY,

s BARTINTULWSTEFIXL (IPZRLRX) Z#. AWSOYY —ILADT7 7 RIERALI-O—7A
NAYE2—RONT VY IIP7RLRAICEZTBEZET,

* JSOYRTERE. ICBEL 9 "hitps://checkip.amazonaws.com" &2 1) w2 LT, /INTUw
JIPZERERL TLIZE L,

42


https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/gsgcreate-domain.html
https://checkip.amazonaws.com/

"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",

"Principal":

{"AWS": "arn:aws:iam:: nnnnnn:user/xyzabc"},
"Action": "es:*",

"Resource": "arn:aws:es:us-east-1l:nnnnnn:domain/sgdemo/*"
by

{

"Effect": "Allow",

"Principal™: {"AWS": "*"},

"Action": [

"es:ESHttp*"

I
"Condition": {
"IpAddress": {
"aws:SourcelIp": [ "nnn.nnn.nn.n/nn"

]

I

"Resource": "arn:aws:es:us-east-1:nnnnnn:domain/sgdemo/*"

}
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Fine-grained access control

Fine-gr asned aoens controd peovides numeroun featre to help you keep your dats secure Featuees include documens-level secusity, feld-
bevel vecurity, read -only usen, and OpenSearch Deahboandh/Kibana ternent. Fine-grained accen control regueres 2 master user. Learn more

=z

Enable fine-grained access control

SAML authentication for OpenSearch Dashboards/Kibana

SAML puthentiaton Lot you ute your erating identey provider for wngle ugn-on for OpenSearch Dahboant/M2una Learn meore [

@ Touse SAML authentication, you must first enable fine-grained access control.

Amazon Cognito authentication

Enable to uwe Amaron Cognito suthentication for OpenSearch Dashboardu/Xibana Amazon Cognita supports a variety of identity providen
for viername -panword authentication Lesm more B

Enable Amazon Cognito authentication

Access policy
Acurus poticeey control whether a request s sccepted or repected when it resches the Amazon Openfearch Sermce domain Hf you spedity an
SLeoUnt, uier, of role in this policy, you Mmunt g your reguests. Learn more [

Domain access policy
Only use fine-grained access control

Allow open sotEs 1o the domuan

Do not set domain level access policy
Al reguests to the dorman will be dersed

© Configure domain level access policy

Visual editor Import policy

Access policy
j- “tatesent”; | -
& |
L | "Lffece”: "Allow",
L5 “Principal”: {
? T T e L Ry, em—
L b
L “Action®: “es:tt,
ie “Resource”: 'jrn:hu:cl:ui‘clll.!:dm:mth}l'ﬁiﬁt"
1 ).
2. {
13 "Iffect”: "Allow",
18+ TPrincipal”: {
13 e
18 Y
17= “Action™: |
18 “es:lDerpe*
19 *
8= “Coadition™: {
1= “Ipaddress”™: {
3= “bwi:tourcels®: |
i3 TALG . —
i ]
% }
~ G .
:: ) Rasogree®: “am M:n-.n-un-l.-:“:doum.'lﬂm!' -




2. RXAIUNT O T4 TIC12BETI5~200[RFHbF T,

30 OpenSearch Service

Sgd emo wuu Delete Actinm w

General information

3. OpenSearch Dashboards URLZZ 1w LT ILWATTRXAVERE. Ay aRh—RIZT7IE
AL £, accessdenied LT —HWKRRINIHZEIE. PIOELRRIS—DY—XIPFRLZANOAVE 21—
ADNTVYIIPICELLKREINTVT, FAXAAM YR Y S aR—RADT I EIDFITINTWVWBR L
HESELE,

4 v aR—ROBEBR—IT. B9 TEE (Exploreonyourown) #ZIRLE T, XZa—h56. [B
B -FRY—IEBRLET

9. Dev Tools — Console T. StorageGRID Z 7 10 b XX T—RDREFICA > T v I R ZERTS TPut
<index>] EANILZET, ROBITIE. 12T vIR%G X2F—4%1 2FEALET, NTVLW=AFODE
527V y LT PUTOY Y RZRITLET. RDRIU—22 3y FOBICTRT LS IS, ELVEER
NERIDNZILIZRREINET,

S OpenSearch Dashboards

= Dev Tools

Console

History Settings Help

1 PUT sgmetadata D2, 1~ |f
2 "acknowledged™ : true,
3 "shards acknowledged” : true,
4 "index" : "sgmetadata”

6. 1 > 7 w2 XH'Amazon OpenSearch UlDsgdomain > Indices® FICKRRINTWBR 2R L £,
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& Succesfuily updated & sorvics softwors version K02 11 103-P6

CpmrSasiun Sardii
sgdemo .
General information
rhor A
3 [>T O A st L ———
¥ sbibecaiis 5
Do AN Clisse LN mis Seraloe a0ty virson ik
BF reman et o st | I— v 021 1205 fatesty s e ot
T -]

Clustor hastth i Lancd Istth Niadt-Tiwm Logs Tag Corwme e, Pl agen NIt

Chutbinn coi Miguin stdon Sty Configoration

—
Indices (7]
a 1 o
Ity - Dusnsnrm et comint Sipw [Lyin] Qe $etal » Sagmirg by Fimlct mmappizngs
1 508 g 19 I M A e
....... ™ o 102 08 0

To2YNTA—LY—EXIVREALY MDERE

TV bTA—LY—EXIVRRA Y b ERETDICIE. ROFIEZHRITLET,

1. Tenant ManagerT. X kL — (S3) >TIY b ITx—LH—EXDIVRRAY MIBHLET,
2 [IVRRAYEDERZEV ) v Ly ROELSICADLT, K722V v I LET,

o RInBDF)IE TAWS- OpenSearch] TY
° FlE 74 —JLROFI® TURL OFIE2OTORXII =223y bDRAXAACVIVRERAY R,

° URNZ 1 —JL R THIOFIE OFIE2THER L7 B X1 > ARNDREIC /<index>/_docZEMML £

C OB TIE. URNIZarn : aws : es : us-east -1 : 211234567890 : domain/sgdemo/sgmedata/_dociZ
whFEI,
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Create endpoint

o Enterdetails ———

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @
.J'.‘-.'E--O,‘:,‘E."Ii-'néafc:'u
URl @
https://search-sgdemo-/ | i -co50-]e
URN ©
8

sestus-east- 1 ——— 0200 sgdemo/ sgmetadata/_doc

3. Amazon OpenSearch®sgdomainiC 7 2t X § 3 (CI&. FREEX 1 7 & L TAccess KeyZz &R L. Amazon
SIDTIVERF—P—0ULy bE—ZANNLET, ROR—JICBET B T2 o Vv o LFE
EP
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Create endpoint

e’ |

@ Enter details — e ?g.h.at.:tauthenhcatlun type @ Verify server

— Optional

Authentication type @

Select the method used to authenticate connections to the endpoint.

Access Key v

Access key ID @

A A | ||/ ()

Secret access key @

Previous Continue

4 TV RKRA Y &SR BICIE. Use Operating System CA Certificate and Test and Create Endpoint’ &
RLET, BEEICHINT DL RORDKSBIY RRAY MEEANRRINE T, REICKKLIES
&« URND/NZDFEKEIC l/<index>/_doc) HEENTWVWT. AWST7 I RF—r o —TL v hE—HIE
LW ez L TLEEL,

Platform services endpoints

A platform services endpoint stores the information StorageGRIC needsto use an external resource as a target for a platform service (CloudMirror replication, notifications, or search integration . You must
configure an endpoint for each pletform service you plan to use

1 endpoint Create endpoint

Display name Last error Type
HERSH & gl 2 $ e = uen @ %
L] e -]
Sk hittps:/fsearch-sed emn - i ———————— armawses us-east-
earc
cpansearch Lez.amazonaws.com/ 1 ki 1 0310/ sgdemio sgmetadata/_doc

BREHRET—ERXE A>T I XDElasticsearchE FIIFTE X ¢
# > 7L = XDElasticsearchtzy k7 v

ZOFIE 1. X BB TOHADockerZ{EA Y SElasticsearch&Kibana# > 7L S X&#=RZFICEyY 7w
I3-0DEHDTT, Elasticsearchtr —/NEKibanath — /AR TICEETIHESIE. AT v I5ICEAF T,
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1. TN%EERTL X "Docker1 >~ X k—)LF|E DBE" Dockerz 1 VX h—ILd 378, ZFERALET
"CentOS DockerldFIEZ#A VA L—ILTB" DY b7 v T Tl

sudo yum install -y yum-utils

sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo
sudo yum install docker-ce docker-ce-cli containerd.io

sudo systemctl start docker

° 1) 7 — h&ICDockerz &N T B ICIF. KDL SICATILET,

sudo systemctl enable docker

> Tvm.max_map_count] {E%Z262144|Z5&KEL £,

sysctl -w vm.max map count=262144

c )T —FROREZHIFITBICIE. RDLSICANDLET,

echo 'vm.max map count=262144' >> /etc/sysctl.conf

2. |[CRE> TLEE T W "Elasticsearch? -1 v &7 24— 1+ K" Elasticsearch & Kibana Dockerz B &EIED /-
SOOI a>TAYAM=I)LLTEITTEEXT, COITIF. N—23>81%1 >V AM=ILLEL
TCO

ElasticsearchhMERL L 7c A —H&/INXT— R b—=O > XELTHETET, CchHD b+
— 2 >lF. Kibana UIH & UStorageGRID 75w b7+ — LI > RRA > FEREEZ IR 5
TC@‘:L‘Z\E_C?O
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Elasticsearch Service || Self-managed

install and run Elasticsearch
1. Install and start Docker Desktop.

2. Run:

VWhen you start Elasticsearch for the first time, the following security configuration
occurs automatically:
s Certificates and keys are generated for the transport and HTTP layers.

* The Transport Layer Security (TLS) configuration settings are written to
elasticsearch.yml.
* A password is generated for the elastic user

= An enroliment token is generated for Kibana.

You might need to scroll back a bit in the terminal to view the password

wore and enrollment token.

3. Copy the generated password and enrollment token and save them in a secure
location. These values are shown only when you start Elasticsearch for the first time.

You'll use these to enroll Kibana with your Elasticsearch cluster and log in.

F:] If you need to reset the password for the elastic user or other built-in
h-reset-password tool. To generate new

NOTE Users, runthe elasticsearc
enrollment tokens for Kibana or Elasticsearch nodes, run the
-create-enrollment-toksn tool. These tools are available in

B e
TadolLliloid

the Elasticsearch bin directory.

Install and run Kibana

To analyze, visualize, and manage Elasticsearch data using an intuitive Ul, install Kibana.

1. In a new terminal session, run:

docker pull docker.elastic.co/kibana/kibana:3

docker run --pname kib-81 --net elastic -p ! docker.elastic.co/fk

When you start Kibana, a unique link is output to your terminal.
2. To access Kibana, click the generated link in your terminal.
a. In your browser, paste the enrollment token that you copied and click the
bution to connect your Kibana instance with Elasticsearch.
b. Legin to Kibana as the elastic user with the password that was generated

when you started Elasticsearch.
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3. Kibana Dockerd > T F+HEEFH TS . AV —JLICURLY > N hitps://0.0.0.0:5601" ] HFERENE
9, 0.0.0.0%Z. URLADH—NIP7RLRACEFHIET,

4. 2 —14 Telasticy . BIROFIETElasticic & > TERINT=/NXXT—REFEHAL T, KibanaUlicOs
1>LFT,

S.M®TAJA VT BHEEIFE. AV aR—RDESTER—-IJ T, B TIZX7AO—7 (Explore on
yourown) ZEIRLFJ, XZa—H5S. Management > Dev ToolsZERL £ 9,

6. Dev Tools Console[EE T. StorageGRID 7P TV XX T—RDREFICCDA VT v I R % FEBT
% TPut<index>] EAZILE T, CDBITIF A>T v X¥sgmetadataZz A L £ I/NEWVW=AF D3
Sy LT PUTOY Y RFZETLET, RORXIV—22 3y bOFISTRTLSIC. ELWVER
PERDONFILIZRRINET,

& elastic

= . Dev Tools Console

Console Search Profiler Grok Debugger Painless Lab sera

History Settings Help

1 PUT sgmetadata P2 R
2 “"acknowledged” : true,
3 "shards_acknowledged” : true,
4 “index” : “"sgmetadata”

T39I+ —LY—EXIYRRALY LORE
T2 TAa—LHT—EADIYRRA Y b ZHRETDICIE. ROFIEZETLET,
1. Tenant ManagerG. XL — (S3) >TF 5w b 74— LHY—EXDIVRRAY MIBEILET
2 [IVRRAYEDERZI ) v I Ly RDELSICADLT, K720V v I LET,
° R DH: elastic’
° URI:"\https://<elasticsearch-server-ip % 7= l&hostname>:9200

° urn:’ urn:<fa]H*>:es:::<se-unique text>/<index-name>/_doc’ _ C T. index-nameldKibanad>Y —JL T
A L7281 TY, fl: urn:local:es::sgmd/sgmetadata/_doc’
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Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

elasticsearch
URI @

Attps: /10 ——— . ()

URN ©

urn:local:es::sgmd/sgmetadata/_doc

| o m

SREFR 1 & L TBasic HTTP%E#ER L. Elasticsearch® 1 > X b= )L ORI >TEM I N1 —
% Telasticy E/NXXT—RZANDLET, ROR—=JICBFHTBICIE. BT 2 Vv I LET,

Authentication type @

Select the method used to authenticate connections to the endpoint.
Basic HTTP W
Username @
elastic

Password @

[ — ®

Previous Continue

TV RARAY %SRS SICIE. Do not verify Certificate and Test and Create EndpointZ i ZiRL £9, &




FEICRTNT B8 RDRI =223y FEAKROIY RRA Y NEEANKRTINE T, BEMNKBLTE
BaIE. URNS URK BLUVA—HFRBENRT—RFOIVFIAELWVWI EZHEEEL TET W,

Platform services endpoints

A platiorm senvices endpoint stores the nformation StorageGRID needs to wse an external rescurce as a target for a plathorm service (ClowdMmor replicateon, notifications, or search integration ). You must
configure an encpoint for cach platform senvice youplon to use,

2endpoints Crante endpolnt

Desplay rusms Lantmrr
;f . 2 & mig ¢ g =
§ gl search-sgdemo -Tw 22 3holpelzcanpw 3 3rte Tius-east- ETGANSCE LU
awy b Search
1 es amaronanws.com/ |"|'1"|il'I11["L‘\'rlll"lllll'.'._.:llJ oy sgmetadata;_doc
elasticsearch Saarch e L 1) umtiocal es:sgmd,/sgmetadata_toc

INT Yy MERRE T —E XDRE

T2V T 3—LY—EXT Y FRAY FOEE. ROFIETIE. 7727 SDIERL. HIR. 73D
AR T—=RIRTDEFHDTONBILRICERBEADIVRRA Y MIAT O TV MR ET—RZXETD &L
SIS COY—ERZNTY FLRNILTRELE Y,

Tenant Managerz £ L THREHEZHREL. 71 XX LDStorageGRID FREXMLZ /N7y MMIRD K S ICHE
BATE%xd,

1. Tenant Manager . Storage (S3) > Buckets|CB&IL £

2. Create Bucket (/N bODTERL) =220 ) v o L. N7 v b8 (Bl sgmetadatatest) ZAHILT. T+
JL b QDus-east-1) =2 3 U ERIFANE T,

3. [Continue]>[Create Bucket]Z= 27 ) w o L9,

4 N7y FOBEBER—UERTTDICIE. Ny rgEIZVYIL. TS5 b T4—LT—EXZERLZE
ER

S REMREEBMCT B A 7AT Ry I X% ERLET, RRSNIXMLAR Y 7 XIS, TOEXZER
LTEEXMLEZEADLET,

BIARTINIURNIZ. EELAETSY NI —LY—EXIVRRA Y M E—BTIHRELRHD XTI,
DTS IR TZFWTTenant ManageriC 772 X L. EBBEAD TS Y b T +—LHF—EXIT YRR
14> DB URNZ IE—TE XTI,

COBITIETL T4 v I REFERALTVWEREA. 2FED. CONTY RMHDIRTDATS T I FDXAR
F—2H. BICESE LT=ElasticsearchTY RR1 > MMIEEINE T,
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn> urn:local:es:::sgmd/sgmetadata/ doc</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

6. S3 BrowserxFRHLT. T+ 77V RX/>—2 L w bF—%{FH L TStorageGRID (C#EH L. T X b

721U % Tsgmetadata-testy /N7y MZT7 Y TO—R L. FTEXRIEARRLRRT—R%FTY
TV MSEMLES,

\d 53 Browset 9.5.5 - Free Version (fer non-cemmercial use only) (Administrater) - $g6060-platfarm-service - | x
Bccounts  Buckets Files Tool UpgradetoPro!  Help Mew vernion available
l{}'iﬂm bucket Path: EI Pl i s
il sgmetadatatest | | File Size Type LastModified Storage Class
Pl Koala jpg 2 51KE | 311972022 123952 AM | STANDARD
&| Lighthouse jpg E48.12KB JPG File AN92022 123952 AM STANDARD
testl bd 45 bytes Text Document 192022 123952 AM  STANDARD
| test? bd 35 bytas Text Document INSHNF2 123552 AM  STANDARD
fir Upload ‘E_Dmmm ﬂ Delete | 5] New Felder i_igﬂcfruh B TR e
Tasks (14) Permissions Hip Headers Tags Propedies Preview Versions' Evenilog
URL:  hitps://10.193.204.106: 10445/ sgmetadata-test/Koala. jpg (1l Copy
| Key Value
date 01-01-2020
ownar lestuser
project test
type PG
5P Add ¢ Edit Delet Deafault Tags " Apply changes  jo Reboad

7. Kibana UIZfERL T, #7210 XX FT—2hlsgmetadata®d 1 > 7w o XICO— R I & ZHESR

LETo
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a. XZ a—H'5. Management > Dev ToolsZER L £ 9
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GET sgmetadata/ search

"query": {
"match all": { }
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GET

sgmetadata/ search

"query": {
"match":

{

"tags.type":
" query"

}

{
"jpg"

}
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Editing: Hode IP/subnet and gateway

Ose up arrow to recall a previously typed wvalue, which you can then edit
Use d or 0.0.0.0/0 as the IPfmask to delete the metwork from the mode

Ose g to complete the editing session early and return to the previous menu
Press <enter> to use the wvalue shown in square brackets

Site: LONDON

LONDON-ADMI Grid IP/mask
LONDON-51 Grid IP/mask

L45.74.14/2¢6
45,74, 16/2¢6

=2

45.74.248/26
E5.74.26/26

ol e O o B

o aaa

ol o e B
=2

bt bt Bt bl

LONDON-52 Grid IP/mask .45,74,.17/26 0.45.74.27/26
LONDON-53 Grid IB/mask .45.74.18/26 0.45.74.28/26
LONDON-ADM1 Grid Gateway [ 10.45.74.1 ]:

LONDON-51 Grid Gateway [ 12.45.74.1 ]:

LONDON-52 Grid Gateway [ 12.45.74.1 ]:

LONDON-53 Grid Gateway [ 12.45.74.1 ]:

Site: OXFCRD

OXFCRD-ADM1 Grid IF/mask [ 10.45.75.14/26 ]:

OXFCRD-51 Grid IF/mask [ 10.45.75.16/26 ]:

OXFCRD-52 Grid IF/mask [ 10.45.75.17/26 1:

OXFCRD-53 Grid IF/mask [ 10.45.75.18/26 ]:

OXFCRD-ADM1 Grid Gateway [ I 45:759:1 1:

OXFCRD-51 Grid Gateway [ I.45.75:.1 ]:

OXFCRD-52 Grid Gateway [ I.45.75:.1 ]:

OXFCRD-53 Grid Gateway [ 10.45.75.1 ]:

Finished editing. Press Enter to return to menu.l

b. 57 IR TEEZRT

Site: LONDON

LONDON-ADM1 Grid IP
LONDON-51 Grid IP
LONDON-52 Grid IP
LONDON-53 Grid IP
Fress Enter to cuntinuel

10.45.74.,14/2¢6
10.45.74.16/26
10.45.74.17/26
10.45.74.18/26

e
I
I
I
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Welcome to the StorageGRID IP Change Tool.

Selected nodes: all

1: SELECT HCDES to edit

2: EDIT IP/mask and gateway

3: EDIT admin network subnet lists

4: EDIT grid metwork subnet list

5: SHOW changes

[ SHOW full configuration, with changes highlighted
T: VALIDATE changes

8: SAVE changes, so you can resume later
GS: CLEAR all changes, to start fresh

10: APPLY changes to the grid

0: Exit

Selection: lGI

CDRT Y T T*stage *ZEIRTZIHBENHD XTI,

Validating new networking configuration... PASSED.
{Checking for Grid Network IP address swaps... PASSED.

Applying these changes will update the following nodes:

LONDON-ADM1
LONDON-51
LONDON-52
LONDON-53

The following nodes will also reguire restarting:
LONDON-ADM1
LONDCOH-51
LONDCON-52
LONDCON-53

Select one of the following options:

apply: apply all changes and automatically restart nodes (if necessary)
stage: stage the changes; no changes will take effect until the nodes are restarted

cancel: do not make any network changes at this time

[apply/stage/cancel]> stagel

- FROEBICTSATVEE/ — FHAFENTVBIZEIE
—RFeBEsHLET

fa) CAALTFEHTTSATIERE/
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EP 10.45.74.14 - PuTTY

Validating new networking configuration.., DPASSE
Checking for Grid Network IP address swaps...

Applying these changes will update the following nodes:

LONDCN-ADHL
LONDCN-51
LONDON-52
LONDON=53

The following nodes will also require restarting:

LONDON=-RDM1
LONDCN-51
LONDON=52
LONDCN-53

Select one of the following options:

apply: apply all changes and automatically restart nodes (if necessary)
stage: scage the changes; no changes will take effect until the nodes are restarted
cancel: do not make any network changes at this time

[apply/stage/cancel]> stage

Generating new grid networking
Running provisioning... PASSED.
Updating necwork configuration
Updating network configuration
Updating nectwork configuration
Updating network configuration

Finished staging network changes. You must manually restart these nodes for the changes to take effect:

LONDON-ADM1 (has IP 10.45.74.14 until restart)
LONDON=51 (has IP 10.45.74.1€ until restart)
LONDON-52 (has IP 10.45.74.17 uncil rescarc)
LONDON-53 (has IP 10.45.74.18 until restart)

Importing bundles... PASSED.
AR A
" IMPORTANT

* A new recovery package has been gencrated as a result of the

-
"
configuration change. Select Maintenance > Recovery Package *
* in the Grid Manager to download it. *

=

Hetwork Update Complete. Primary admin restart required. Select 'continue’ to restart this node immediately, 'abort' TO restart manually.
Enter a to abort, ¢ to continue [afc]>

f. Enterr—%ZLTRIOAZa2—ICED. IPAYA—TJ A ADEEEKRTLET,

Network Update Complete. Primary admin restart required. Select "continue' to restart this node immesdiately, '"abort' to restart manually.
Encer a to abort, ¢ to continue [a/cl> a

Restart aborced. You must manually restart this node as soon as possible

Press Enter TtO reTturn to the previous m.em:..

3. Grid Managerh*5. FILWUANUNYy =% ATV O—RLUET, * Grid Manager >* X > 77+ > X>*
AN Ny Iy —TF

4. StorageGRID7 754 7 > A TVLANDEENKRERIZEIF. ZBRL T LTV, 7507 Y
AVLANDZEE,

S HARDIRTD/ —RFELUVTTSATYRZ2d vy bEIY L. BBIIISELTTA RIRSA4TICS
NILEMIFTEROAL, SvozMAlML THE L TREIL XTI,

6. BIERY NT—UDIP. V54 F7YRDVLAN, IP7 RLZX%ZZET 23583, BRBRICEEZETT
TEI,

775472 AVLANDOZEE

UFTOFIEIZ. VE—MHSEEERTIBHIC. StorageGRIDT T4 7V ADEBXRY hT—U F1:1E
ISATURRY R T—=JIC)E— T EATERICERIRELTVWET,

FIE

1. 775472022 vy bV BHEIIC,
"PISATUREXYTF U RE-RIZLET
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Storage Virtual Machine D {ER
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= [ ONTAP System Manager

DASHBOARD clustert

INSIGHTS
Health

STORAGE

Overview

Volumes

LUNs 4 SIMBOX
Consistency groups [ |
NVMe namespaces

Shares

Buckets

Qtrees

Quotas

Storage VMs

[Enable S3]&[Enable TLSIOF = IRy RZERL. HTTP (S) R— b ZRELFT, 77 FDF
T BADRIEZFERA L TULWARWEEIE. IPL TRy bRV LT —bDxzr17O—RF¥ LR
XA VEFEELET,
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Add storage VM

STORAGE VM NAME

svm_demo

Access protocol

(%) SMB/CIFS, NFS, S3 SCS f NVMe

[ ] Enable SMB/CIFS
[ enable NFS
B Enable s3

S3 SERVER NAME

s3portal.demo.netapp.com

B enable TLs

PORT

‘443@

CERTIFICATE
(© use system-generated certificate (i )

O Use external-CA signed certificate

[] use HTTP (non-secure)

PORT

‘ 8080 B

DEFAULT LANGUAGE ()

cutf 8

NETWORK INTERFACE
Use multiple network interfaces when client traffic is high.

onPrem-01

IP ADDRESS SUBNET MASK GATEWAY BROADCAST DOMAIN AND PORT V74

Add optional gateway

192.168.0.200 24| Default v

Storage VM administration

[_] enable maximum capacity limit
The maximum capacity that all volumes in this storage VM can allocate. Lea

[ Manage administrator account

kave

SVMOERBHIC I —HMERENE T COA—HFDSIF—%Z2X U YO—FLTUr Y RUZBALE T,




Added storage VM

STORAGE VM 53 SERVER NAME
svm_demo s3portal.demo.netapp.com

User details

USER NAME
sm_s3_user

iy The secret key won't be displayed again. Save this key for future use.

ACCESS KEY

34EH21411SMW1YOV3NQY

Download

SVMAMERL S NTc 5. SVMZHRE L TDNSEREZEML 9,

Services

NIS Name service switch

Not configured Services lookup order @
HOSTS
Files, then DNS

GROUP
Files

NAME MAP
Files

NETGROUP

DNS

Not configured




DNS&EIPZERL F T,

Add DNS domain

DNS domains

demo.netapp.com

Name servers

192.168.0.253

SVM S31—H DERK

RIC, SBA—HFLIN—TZRELET. SGREZHRELET I,
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Protocols

NFS 2 @& SMB/CIFS

Not configured Not configured

NVMe S3

STATUS

Not configured
(*) Enabled

s
Disabled

HTTP
Enabled

FLWIA—HYEEMLET,

70



Storage VMs

~+ Add
S3

(. Enabled

Server

FQON
s3portal.demo.netapp.com

ns TLS PORT

Disabled 443

HTTP HTTP PORT
Enabled 8080

root

sm_s3_user 34EH21411SMW1YOV3NQY Valid forever

I—HREF—OBHHRZAILE I,

Storage VMs

+ Add
S3

(. Enabled

Server

FQON
s3portal.demo.netapp.com

ns TLS PORT
Disabled 443

HTTP HTTP PORT
Enabled 8080

root

sm_s3_user 34EH21411SMW1YOV3NQY Valid forever

FLLWI—TFOS3F—Z2Z o> O0—-FLET,




Added user

USER NAME
demo_s3_user

ACCESS KEY

3TVPI142)JGE3Y7FV2KCO

SECRET KEY

75a1QqKBU4quA132twl4g4iC4Gg5PP30ncy0sPES

KEY EXPIRATION TIME
Valid forever

/\ The secret key won't be displayed again. Save this key for future use.

Download iflq:pse

SVM S34 )L— T D1ER

SVM S35&E D[Groups]® 7 T. LEBTIER L e —1 EFullAccesst&ERZF O L WJIL—TEEML F
ER
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Add group

NAME

demo_s3_group

USERS

demo_s3 user x

POLICIES

FullAccess x

SVM S3/\7 v b DYERK

[Buckets]t 7> 3 VIZBEIL. [+AddIRZ>Z 0w I LET,
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= [ ONTAP System Manager

DASHBOARD Buckets

INSIGHTS +~d
STORAGE

Overview

Volumes

LUNs

Consistency groups
NVMe namespaces

Shares

Buckets

Qtrees
Quotas
Storage VMs
Tiers

ZaE RE% ASL. [Enable ListBucket access...]F T v I Rw o X% A T2 L T. [More options]’R¥ > %
20w LET,




Add bucket

NAME

bucket

CAPACITY

100@”&3 v|

|:| Enable ListBucket access for all users on the storage VM “svm_demo®.

Enabling this will allow users to access the bucket.

fMore options

[EDMDF T ar|EssarT N=UaVEBZEMICTZFIVvIRY I REERLTREFIRZ
Z7)v I LET,
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Add bucket

NAME

‘ bucket

FOLDER (OPTIONAL)

Specify the folder to map to this bucket. Know more

CAPACITY

‘100 = ‘GiB v‘

[ | Use for tiering

If you select this option, the system will try to select low-cost media with optimal performance for the tiered data.

. Enable versioning

Versioning-enabled buckets allow you to recover objects that were accidentally deleted or overwritten. After versioning is enabled, it can't be
disabled. However, you can suspend versioning.

PERFORMANCE SERVICE LEVEL

Extreme

Not sure?

BILFIEZ#EDIEL. N—2 a3V EBEZAMCETI2OEONT Y b 2IERRLET. N7 v hFRERLABE
Z A71L. [Enable ListBucket access...]F T IR w T ADFEIRZMEIRL T, [SavelRZ &I v I LXK
ED
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Add bucket

NAME

ontap-dummy

CAPACITY

1OOHHGiB v|

|:| Enable ListBucket access for all users on the storage VM "svm_demo”,

Enabling this will allow users to access the bucket.

Rafael Guedes. Aron Klein&

AT FR—XX kL —%ONTAP S3H 5StorageGRIDICS — L L XICFEITL.
IVR—TS5A4RXIS5ADSI% R

FIT T FR—XZX FL—U%0ONTAP S3H 5 StorageGRIDICY — L L X IZF1T L.
IR =T34 S5 ADS3I% R

StorageGRID Z#fgL TWX T

COTEDRETIE ISHEST Vb - €FaVTq0IN—F JL—TRI>— N7y bZE
L EJ,

T2 b EER
[Tenants] X 7IC#E L. [Create] RZ>%& V) v I LET,
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= N NetApp | StorageGRID Grid Manager

DASHBOARD
ALERTS @ v

NODES
nant account. Depending on the timing of ingests, netwo

r3a a

Quota utilization @ 3 Quota @ =

TENANTS
[} v
CONFIGURATION

Logical spaceused @ &

MAINTENANCE

SUPPORT

No tenants found

AN

rk connectivity, and node status, the usage data shown might be out of date. To view more rece

Sign in/Copy URL @

TFHFYMRZEEELTT Y FOFHEANL. 95347 AT LTSI ZERLET, 74 —RI3IH
BHDEEA TV T4 —LY—EXZERTIHLED. SSORRZHATITZIHNEDLHD FHA. BE
IKISC T BMEDTATUTA4 T4V —RZ2EAITBZEDHTEEI, root/N\RT—RZHREL TFETIRE

>y I LET,

TFobhREI )Y ITBRE. THY ORI RIEINE T, T2 MDIFRTHEICADEIOT, I
—LTLKEE W YAV URE2Z2 0 )y I LET, TFHYMR=FILOTAUHERREINET, HET

AT BIOHICURLZFEEFELTEET T,

Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view

tenant name

- = a

Logical spaceused @ = Quota utilization @ Object count @

“

Quota @ 2

0 bytes

THYRR=2ILOTAHRREINET, HETHEATESLSICURLZRTFL.
W2 ANDLFET,
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Sign in/Copy URL @
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(¢ A Not secure | 192.168.0.80/?accountld=27041610751165

DA

Q LabStatus @

StorageGRIDi Tenant Manager

Recent Optional v
Account ID 27041610751165610501
Username root

NetApp

Password | seeeees|

Sign in

-5 DRk

[Users]Z 7ICBEIL. TLLWI—FZEHRLFT,

= N NetApp | StorageGRID Tenant Manager

DASHBOARD

STORAGE (S3) A~ U S e rS

My access keys

properties and group membership of local users.

Buckets
Platform services endpoints 1user m

ACCESS MANAGEMENT A

Groups
Users
Username FullName 3% Denied 3% Type =
Identity federation
Root Local
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HLOWIA—THMER SIS, A—RZ2I7 )y I L TA—FOFRZRES T,

Enter user credentials

Create a new local user and configure user access.
Fullname @

Demo S3 User

Username @

demo_s3_user

Password

serennes

Confirm password

Deny access

Do you want to prevent this user from signing in regardless of assigned group permissions?

HBTEATAURLASI—HIDEIE—LET,

80




etApp | StorageGRID Tenant Manager

Demo S3 User

~
Overview
Full name: @ Demo S3 User /'
endpoints
Username: @ demo_s3_user
EMENT A
User type: @ Local
Denied access: @ Yes
Access mode: @ No Groups
Group membership: @ None
Password Access [r\r Access keys Groups

Change password

Change this user's password.

SIF—ZIER T BICIE. A—HHEIVvILET,

= N NetApp | StorageGRID Tenant Manager

DASHBOARD
STORAGE (S3) A U S e rS
My access keys
View local and federated users. Edit properties and group membership of local users.
Buckets

Platform services endpoints 2users m

ACCESS MANAGEMENT A

Groups
Users
Username % FullName 32 Denied < Type <
Identity federation
Root Local
N D user Demo S$3 User v Local

[7OtEZXFx—12TZBRL. [F—DERIRZ>ZI )y I LET. BMERERE T IHEIFHD FE
o T4 RUZBALZ EBERISETE RV S, S3F—2X U O—-FLTLEEL,
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Create access key

@ Choose expiration time a Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.
0 You will not be able to view the Access key ID or Secret access key after you close this dialog.

Access key ID

TCT7L1XSMIOS091E86TR @1

Secret access key

RIJNCSN5SFX9RSWgFdj6SQ7wMrfRZYuSbQLANQTOC rD

tXaUT4IN—TZET S

[TIL—=FIR=JICBEL. FILWIIL—TZERLF T,
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Create group

° Choose a group type @ Manage permissions @ SetS up policy

Choose a group type @

Create a new local group or import a group from the external identity source.

Local group Federated group

Create local groups to assign permissions to any local users you defined in StorageGRID.
Display name

Demo S3 Group

Unique name @

demo_s3_group

(&)
A
T

Continue

JIN—THERZHZHFMOEBICKELEX T, CNUEITFT Y MUIDERTH D SIDERTIIH D FE A
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@ Choose a group type - . e Manage permissions -

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and features.

Read-write @ Read-only

Group permissions @

Select the permissions you want to assign to this group.

Root access

Allows users to access all administration features. Root access permission supersedes all other permissions.

Manage all buckets Manage endpoints Manage your own S3
credentials

Allows users to change settings of Allows users to configure

all S3 buckets (or Swift endpoints for platform services. Allows users to create and delete

containers) in this account. their own S3 access keys.

pre"‘OUS m

S3ERIFTIL—TF RIS — (IAMAR) > —) THIEISNE T, JIL—TFR > —%&customIiZFKE L. JSONR
=Ry I RCEDFITET, CORIS—%ZFERATI . COTIN—T0aA—HET+F>bONTY
HF—EBRTL. Tbuckety EWSEHIDNT v kFT=1X Tbucket] EWSKBIDNT Y FDOY T T+ ILAR
DSWIBERITTEET,
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"Statement": |

{

"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",

"Resource": "arn:aws:s3:::*"
by
{

"Effect": "Allow",

"Action": "s3:*",

"Resource": ["arn:aws:s3:::bucket","arn:aws:s3:::bucket/*"]
}

Create group

Choose a group type - Manage permissions ——— Set S3group policy ———— it
g g 4 -

Set S3 group policy @

An S3 group policy controls user access permissions to specific specific S3 resources, including buckets. Non-root users have no access
by default.

No S3 Access

"Effect": "Allow",
Read Only Access "Action": "s3:ListAlIMyBuckets",

"Resource": "arn:aws:s3:::
Full Access h

@ Custom "Effect": "Allow",

"Action": "s3:"",
"Resource": ["arn:aws:s3:::bucket”,"arn:aws:s3:::bucket !|

(o]
v

B m

RREIC. I—TZ2JI)L—TICEMLTETLET,
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Create group

@ Choose a group type ——— @ Manage permissions

: @ Set S3 group policy —— o Aqdusem

Add users

Select local users to add to the group Demo S$3 Group.

Username 3 FullName %

demo_s3_user Demo S3 User

Create group

s

20Ny EDIER

-

Denied S

[Buckets]Z 7 IC# & L. [Create bucket] RZ>% U w o L%d,

= N NetApp | StorageGRID Tenant Manager

DASHBOARD
STORAGE (53) B uc kets
My access keys

Create buckets and manage bucket settings
Buckets

Platform services endpoints 0 buckets
ACCESS MANAGEMENT A
Groups
Users
Name % Region %
Identity federation

N7y b )—arzE&RLET,

86

ObjectCount @ %

SpaceUsed @ 3 DateCreated 4

No buckets found

Create bucket



Create bucket

. M ge object settings
o Enter details "‘( =l

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

bucket]

Region @

us-east-1 v

/\O_Q/“n]

EBYIONTY b TN=U 3 VEBZEMICLET,

Create bucket

@) enter details @ !2rienobictsetings

Manage object settings

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

Enable object versioning

Previous Create ._aucket
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KIS N=2 a3 VBEBEEBMCETIC2OHONT Y FEERLE T,

Create bucket

- Manage object settings
o Enter details @ b -

Enter bucket details

Enter the bucket's name and select the bucket's region.
Bucket name @

sgdummy{

Region @

us-east-1 v

CD22BDONT Y hTREIN=2a YEBZEMILBVTLIEE L,

Create bucket

@ Enter details a N‘laln.ne‘xg‘e Object settings

Manage object settings

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

Enable object versioning

hc reate bucket
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FITP U R—XZX L —T%ONTAP S37H 5 StorageGRIDICS — L L X IZ#1T L.
IVRA—TFZ4RXI 5 ANDS3%EHR

IO FR—=XZ FL—U%0ONTAP S3H 5 StorageGRIDICY — L L XIZFIT L.
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FERTERL L7-ONTAP1—H' —s3F% —%Z{FA L T. ONTAPY X T LICIERi 9 D L 51CS3Browserz 587 E L
ERS

89



| Add New Account - O X

© AddNewAccount online help
i

Enter new account details and click Add new account

Display name:

IBucket (onginal and post-migration) I

Assign any name to your account

Account type:

[ S3 Compatible Storage -
Choose the storage you want to work with. Default is Amazon S3 Storage

1 REST Endpoint:

[s3portal.demo.netapp.com:8080

Specify S3-compatible AP| endpoint It can be found in storage documentation. Example: rest server.com:8080

Access Key ID:
|3TVPI142JGESY7FV2KCO

Required to sign the requests you send to Amazon S3, see more details at hitps://s3browser.com/keys

Secret Access Key:

Required to sign the requests you send to Amazon S3, see more details at https://s3browser.com/keys

[[] Encrypt Access Keys with a password:

Tum this option on if you want to protect your Access Keys with a master password.

[[] Use secure transfer (SSL/TLS)
If checked. all communications with the storage will go through encrypted SSL/TLS channel

< Addndjsccount | (@ Cancel

4 advanced settings..

TIZ. WOD DT 7AaILx2N—a>yBEAEMMAENT Y M7y 7O—RLES,
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S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (original and post-migration) S
g 9 B e 7

Accounts Buckets Files Bookmark Tools UpgradetoPro! Help

T

New bucket &8 Add external bucket == Refresh Path: | /
=

----- {__| ontap-dummy

Name Size - Type LastModified Storage Class

B (st
m Upload folder(s)

QUP"”G -I | Download % Delete m New Folder E& Refresh
g

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
Task Size %  Progress Status Speed
E S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (oniginal and post-migration) ) .
[ open X
| T " > ThisPC > Downloads v O Search Downloads Pl
Organize v New folder v @ @
‘ Downloads # # Name i Date modified Type Size
Documents # [ ] 9141P1_q imagetgz 3/22/20241:225AM  TGZFile 2,641,058 KB
[&] Pictures  # clusterl_demo_s3_user_s3_user.bt 3/23/202411:04PM  Text Document 1KB
[ This PC cluster1_svm_demo_s3_details (1).txt 3/23/202411:03PM  Text Document 1KB
—j ——— cluster]_svm_demo_s3_details.bt 3/23/202411:01PM  Text Document 1KB
9 8 his.exe 3/22/20241:24AM  Application 2121KB
&8 Cloud Storage o [ hotfix-install-11.6.0.14 3/23/202411:55AM 14 File 717,506 KB
I Desktop 7/18/20206:39PM  Shortcut 2K8
putty
Documents ¢l s3browser-11-6-7.exe 3/23/202412:36 PM  Application 9,807 KB
Jl Downloads
D Music
(&= Pictures
B videos
‘is Local Disk (C:)
v
: e
File name: | "s3browselemo_s3_user_s3_user.bt” cluster_svm_demo_s3_details (1).b¢" “cluster]_svm_demo_s3_details.bd" "hfs.exe" "putty” v|
| Open I l Cancel J
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Q S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (original and post-migration) EERE i
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
s New bucket & Add external bucket %2 Refresh Path:
‘;1 ontap-dummy Name Size a Type Last Modified Storage Class
- _ clusterl_dem.. 157 bytes Text Document 3/23/2024 11:23.25PM  STANDARD
; clusterl_svm.. 211bytes Text Document 3/23/2024 11:23:25PM STANDARD
_; clusterl_svm.. 211bytes Text Document 3/23/2024 11:23:25PM  STANDARD
[F]putty.exe 834.05KB Application 3/23/2024 11:23:25PM  STANDARD
[1hfs.exe 207MB Application 3/23/2024 11:23:25PM  STANDARD
[#5s3browser-11.. 958 MB Application 3/23/2024 11:23:26 PM STANDARD

R

N

ﬁ' Upload ~ Download Delete @ New Folder l %,Rehesh
5]

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog

KIS NTy RCWLK DDA TS bN—=2 3 =B L E T,
T771ILZHIBRLE T,

Q‘::EVC‘ZE!‘ 0 - rre ersion (for non-commercial use on - bucket (onginal and post-migration @ ' i g
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
5 New bucket & Add external bucket 2 Refresh Path:
{:J ontap-dummy Name Size - Type Last Modified Storage Class
] bucket El clusterl_dem_. 157 bytes TextDocument  3/23/2024 11:23:25PM STANDARD
El clusteri_svm.. 211bytes TextDocument 3/23/2024 11:23:25PM  STANDARD
E clusteri_svm.. 211 bytes Text Document 3/23/2024 11:23:25PM STANDARD
[# putty exe 834.05KB Application 3/23/2024 11:23:25PM  STANDARD
(i hfs.exe 207MB Application 3/23/2024 11:23:25PM  STANDARD
[#s3browser-11.. 958 MB Application 3/23/2024 11:23:26 PM STANDARD

Confirm File Delete

N\ N N ; ;
% Upload ~ & Download % Delete C@ New Folde 0 Are you sure to delete "putty.exe’?

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog 5
|f z | o
Task Size %  Progress Status — s

NTYRMITTICEESS 77007y 7O—-—RLTT7 70— L. ILWN—=3 V& 1ERRLE
ER

92



& s38ro

- R - 9% A
53 Open X
1 & > ThisPC > Downloads v &  Search Downloads P
. Storage Class
Organize ¥ New folder
» W STANDARD
‘ Downloads # » Name Date modified Type Size N STANDARD
* s . 2 A - 2> £41 058 K W STANDARD
Documents | | 9141P1_g_image.tgz 3 AM  TGZFile 2,641,058 KB
& Pi 3 . . W STANDARD
[&] Pictures * || cluster1_demo_s3_user_s3_user.bt 3 1:04PM  Text Document 1KB K et
s ] cluster_svm_demo_s3_details (1).b¢t 24 11:03PM  Text Document 1KB
& This PC d =T i m
= . || clusterl_svm_demo_s3_details.bdt 202411:01PM  Text Document 1KB
) 3D Objects — 5
#2 hs.exe 3/22/20241:24AM  Application 2,121KB
Cloud Storage o 3 T — - e
- 9 [ hotfix-install-11.6.0.14 202 14 File 717,506 KB
[ Desktop ;? putty Shortcut 2KB
] Documents ¢y s3browser-11-6-7.exe Application 9,807 KB
4 Downloads
D Music
[&=] Pictures
B videos
‘s Local Disk (C:)
v
File name: | hfs.exe V|
==
-y =l (=7
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
P w Y ~ j—
W — ~ — w
S3BrowserTld. fERL7IcA TP TV bON—S 3 0% RRTEET,
[ 3 Browser 11.6.7 - Free Version (for ial use only) - and post-migs R A - 4
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
b New bucket o Add external bucket %2 Refresh Path: ws/s/BTYR
2 ontap-dummy Name Size Type LastModified Storage Class
2] bucket [ clusterl_dem.__ 157bytes TextDocument  3/23/202411:2325PM STANDARD
[ clusteri_svm... 211bytes TextDocument 3/23/2024 11:2325PM  STANDARD
[~ clusterl_svm_. 211bytes TextDocument 3/23/2024 11:2325PM  STANDARD
[ hfs.exe 207MB Application 3/23/2024 11:23:36 PM  STANDARD
[#s3browser-11.. 958 MB Application 3/23/2024 11:2326 PM  STANDARD
éuulud - Download Delete ENmFuldel %,_Reﬁesh S s (11,85 M8) i O fokiars
Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog
URL:  http://bucket.s3portal.demo.netapp.com:8080/ [ copy
Key LastModified ETag Size Storage Class Owner Version Id
[7) cluster1_demo_s3_user_s3_userxt
revision #: 1 (current) 3/23/2024 11:23:25 PM acf4c9543e97ef3678b2b6ed6able 1bc 157 bytes STANDARD Unknown (Unknown) MzgOMjQIMDAWL.
[ cluster1_svm_demo_s3_details (1) bt
revision #: 1 (current) 3/23/2024 11:23:25 PM 407753b646abcfef19fde 71eefb504 211 bytes STANDARD Unknown (Unknown) NDgOMjQTMDAw.
(] cluster1_svm_demo_s3_details.txt
revision #: 1 (current) 3/23/2024 11:23:25 PM 17d20651856f480a587af39feccc10e2 211 bytes STANDARD Unknown (Unknown) NTU2NZIOMDAWL.
[hfs.exe
revision # 2 (current) 3/23/2024 11:23:36 PM 9e8557¢98ed1269372f0ace9d1d63477 207MB STANDARD Unknown (Unknown) NzQ10TE4MDAw.
revision # 1 3/23/2024 11:23:25 PM 9e8557e98ed1269372ff0ace91d63477 207MB STANDARD Unknown (Unknown) Njk20DI3MDAwWLn.
[Eputty.exe
revision # 2 (deleted) 3/23/2024 11:2331PM Unknown (Unknown) NjMzMDAWMC52
revision #: 1 3/23/2024 112325 PM 54cb91395cdaad9d47882533c21fc0e9 834.05KB STANDARD Unknown (Unknown) NzE2NzEyMDAWL.
[@s3browser-11-6-7.exe
revision #: 1 (current) 3/23/2024 11:23:26 PM 2e36b9705f4782962d6937¢5df082f0-2 958 MB STANDARD Unknown (Unknown) NDY20DcwMDEu...

L7V —2 a3 VEBfRERIL

ONTAPH'5 StorageGRIDAD T — R XEX L £ 9,

ONTAPY R 7 LY #— v T[Protection/Overview]ICBE L £ 9, [T RA TSI M RT]IETHRICR
0—J)LL. DEMARZ>%Z21) w2 LT[ StorageGRID |Z:#ERL £9,
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= [PIONTAP System Manager Search actions, objects, and pages Q Qo ©

Lets you select specific volumes for protection if you Lets you select which volumes you want to be backed up ‘ Lets you protect a consistency group with a zero
DASHBOARD e don't need to protect entire storage VMs. to a cloud destination. ‘ recovery time objective.

INSIGHTS
(@ Netapp SnapCenter software simplifies backup, restore, and clone management for the applications hosted across ONTAP enabled platforms. Use NetApp SnapCenter for application-consistent

STORAGE

NETWORK

Bucket protection
SnapMirror (local or remote)
PROTECTION | 2 of the 2 buckets aren't protected.

EVENTS & JOBS

Relationships Back up to cloud
2 of the 2 buckets aren't backed up to the cloud.
HOSTS

CLUSTER

Protect buckets

Lets you select specific buckets for setting up SnapMirror protection to either an ONTAP destination or a cloud destination.

(—%SmrageGRlD o
Il oness

aws Amazon S3 o

=
{5 others plicate data or metadata to the cloud target. A valid data container must be created with the object store provider. This assumes that the user has valid
bject store provider to access the data bucket.

+add v

ZRICURLRZ 1)L AJIL T, StorageGRIDIEHRZ AN L £ (DT ETIE. Path-styl URLZFEHELFXT
Yo AT TV MANT7DRAO—"T% TStorage VM1 ICEREL £

Add cloud object store

NAME

sgws_demo

URL STYLE

Path-style URL

OBJECT STORE SCOPE

O Cluster () storage vM

useey @@

O SnapMirror (©) ONTAP $3 SnapMirror

SERVER NAME (FQDN)

192.168.0.80

SSLEEAL TWAEEIE. O—RNSUHIVRERAY FDR—bZREL. StorageGRIDI > KRR >+
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DIFAZEHXZCTAE—LF 9, SSLEFEAL TWBIGEEIE. [SSLIARY I X% A T7ICL T, HTTPI Y RARA
YhDR—bEZZICADLET,

T AT 14 %—> 3 D EEEDStorageGRIDEZE D StorageGRIDA—HDS3F— & N7y h&AEANDLE T,

ACCESS KEY

7CT7L1IX5MIOS091E86TR

SECRET KEY

CL L e e LT

CONTAINER NAME ()

bucketl

Network for cloud object store

NODE IP ADDRESS SUBNET MASK BROADCAST DOMAIN GATEWAY

onPrem-01 192.168.0.113 24 Default 192.168.0.1

[ ] use HTTP proxy

BEX—4 v FHBBREINTDT, 2—47 Y bDOR) O —REZEBHTE X I, [Local policy settings])% ER
L. [continuous])ZERL £,

= [ ONTAP System Manager Search actions, objects, and pages

Back up to cloud
DASHBOARD 2 of the 2 buckets aren't backed up to the cloud.
INSIGHTS

STORAGE
NETWORK
EVENTS & JOBS Lets you select specific buckets for setting up SnapMirror protection to either an ONTAP destination or a cloud destination.

PROTECTION
~ Local policy settings @
Relationships

HOSTS

Protection policies =2 Snapshot policies =7 Schedules
CLUSTER

Applicable when this cluster is the destination Applicable when this cluster is the source or wh...

A0,5,10, 15,20, 25, 30, 35, 40, 45, 50, and 55 minutes past the
ALS minutes past the hour, every hour 3 Schedules hour, every hour

No schedules b AL12:15 AM, 06:15 AM, 12:15 PM and 06:15 PM, every day
No schedules AL02:15 AM, 10:15 AM and 0:15 PM, every day

woMhoes AL0,10,2030 40,0 0 mirutes st the hou,evey b

MR R ) S —ZiREL. TBEERARR) = MERE) »5 BW) ICEELET,




Policies Protection overview

Protection policies

Policy type

Continuous (Al

Continuous Policy for S3 bucket mirroring. Continuous Cluster

THROTTLE RECOVERY POINT OBJECTIVE
Unlimited 1 Hours

NT. N7y bZL TV —F935&L5IZSnapMirrorz s ETE XY,

SnapMirror create -source-path sv_demo : /bucket/bucket-destination-path sgws_demo : /objstore-policy
Continuous

@ clusterl-mgmt

NT. REFRONTY FIJZARNIIZTROT7AAVDRREINET,
Buckets

Lifecycle rules  Capacity (available | total)

0 100 Gi8 100 Gi8

0 100GiB 100 GiB

N7 k& 3ZEIR L T SnapMirror (ONTAP X 7zi&Cloud) 1| X JIC#ET % &. SnapMirror®iRgE A T—32 X
NRRINFT,
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bucket

ru SnapMirror (ONTAP or cloud)

Destination Relationship health State

sgws_demo:/objstore t (© Healthy (© Mirrored

L7V —2 3 > O

ZNT. N7y EEONTAPH 5StorageGRIDICIEFICL TV — b TEBESICHD F L, TIEREICH
EEELTVWADTLEOIN?YV—RETATA4XZ—=2aEEE5bN—Ca VyEBINENT Y RTY,
DEION=23 > T RT70R%—=>avIicLFVr—rENETH. S3Browser% fEA L TStorageGRID/\
w hNEERTR . BIFEON—2a L) r—hEnd . HIlRSNA T o b EEET. 20AT
IV MDHIBY—H—bHD FHA, BEINT-A T U FDStorageGRID/N 7w MMZIE/N— 3 > HM
DLAHDFEEA

. s38 7 ) - Bucket (Migration Temp) — a X
Acc ol Help

& New £ Refres! Path: s B Y3

bucket Name Size Type LastModified Storage Class

< sg-dummy clusterl_dem.. 157bytes TextDocument  3/24/2024 121353AM  STANDARD

cluster]_svm._. 211bytes TextDocument  3/24/2024 121353AM  STANDARD

cluster]_svm... 211bytes TextDocument  3/24/2024 121353AM  STANDARD

TP 207MB 3/24/2024 121353 AM | STANDARD

s3brdser-11.. 958MB Application 3/24/2024 121353AM  STANDARD

Upload ~ | o Download ioeme 2 \;New Folder , Refresh

Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog

URL:  http://192.168.0.80:8080/bucket/hfs.exe

[ Copy
Key LastModified ETag Size Storage Class Owner Version Id
¥hfs exe
revision #: 1 (current) 3242024 121353 AM "9e8557¢98ed1269372f0ace91d63477" 207MB STANDARD tenant_demo (27041610751...  NjUSRDhCNDIRT.

ONTAPN 7w b T, UBIERALICOEELEA T I MIFHLWAN—=U 3> zE8mML. ENREDELSICL
TVr—hrEndhzmERBLE Y,
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[ 53 Browser 11.6.7 - Free Version (for

I use only) - and post-mig = Wi - 8 X
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
b New bucket s Add external bucket wsL/ BT D
] ontap-dummy Name Size Type LastModified Storage Class
& bucket clusterl_dem.. 157bytes TextDocument  3/23/2024 11:23:25PM  STANDARD
J clusterl_svm... 211bytes TextDocument  3/23/2024 11:2325PM  STANDARD
cluster]_svm... 211bytes TextDocument  3/23/2024 11:2325PM  STANDARD
[ putty.exe 83405KB Application 3/23/2024 11:2325PM  STANDARD
fs.exe 207MB Application 3/24/2024 121452 AM - STANDARD
#s3browser-11.. 958MB Application 3/23/2024 11:2326 PM STANDARD
4§ Uplosd - Downlosd Delete ] NewFolder |, Refesh 9 foders
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
URL:  hitp://bucket.s3portal.demo.netapp.com:8080/
Key LastModified ETag Size Storage Class Owner Versionld
cluster]_demo_s3_user_s3_user
revision #: 1 (current) 3/23/2024 112325 PM acf4c9543e97ef3678b2bGedba60e 1bc 157 bytes STANDARD Unknown (Unknown) MzgOMQTMDAWL
] cluster1_svm_demo_s3_details (1)xt
revision # 1 (current) 3/23/2024 11:2325PM 407753b646a6cfef19fde71eefS4 211bytes STANDARD Unknown (Unknown) NDgOMQIMDAW.
cluster!_svm_demo_s3_details txt
revision #: 1 (current) 3/23/2024 11:2325PM 17d206518561480a587af3%feccc10e2 211bytes STANDARD Unknown (Unknown) NTU2NzZIOMDAWL
[hfs exe
revision #: 3 (curent) 3/24/2024 121452 AM 9e8557e98ed 1269372aced1d63477 207MB QTANDARD inknown (Unknown) NTYONDgGXMDAw.
revision|, ;2 3/23/2024 112336 PM 9e8557€982d1269372ff0ace91d63477 207MB Unknown (Unknown) NzQ1OTE4MDAW.
revision #: 1 3/23/2024 11:2325PM 9e8557698ed1269372Mace91d63477 207MB STANDARD Unknown (Unknown) Njk20DI3MDAWLN.
[@putty.exe
revision #: 1 (curent) 3/23/2024 11:2325PM 54cb91395¢cdaad9dd7882533c21c0e9 83405KB STANDARD Unknown (Unknown) NzE2NZEyMDAWL.
[Es3browser-11-67.exe
revision #: 1 (current) 3/23/2024 11:2326 PM 2e36/b970514782962d6937c5df08210-2 958MB STANDARD Unknown (Unknown) NDY20DcwMDEU

StorageGRIDfllZ R 3 & ..
FHAN—

CONTY MCBbFLLUWN=
AVHRELTUVWETD,

\ W

[ 53 Browser 1167 - Free Version (for non-commercial use only) - Bucket (Migration Temp) o ' |

VHMER TN TLERIAN

SnapMirrorB8{RLLETD

- o
» 7
Accounts Buckets Files Bookmarks Tools UpgradetoPro!  Help
& New bucket offs Add external bucket 2 Refresh w s/ 08
] bucket Name Size Type LastModified Storage Class
& sg-dummy clusterl_dem.. 157bytes TextDocument  3/24/2024 121353AM STANDARD
cluster]_svm.. 211bytes TextDocument  3/24/2024 121353AM  STANDARD
cluster]_svm... 211bytes TextDocument  3/24/2024 121353AM  STANDARD
T puty.exe 83405KB Application 3/24/2024 121428AM  STANDARD
[Ehfs.exe 207MB Application 3/24/2024 121456 AM  STANDARD
[#s3browser-11.. 958MB Application 3/24/2024 121353AM  STANDARD
4 Uplosd - | g Downlosd | g Delete ( ] New Folder b Refresh 1fie (20200
Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog
URL:  http://192.168.0.80:8080/bucket/hfs.exe [P
Key LastModified ETag Size Storage Class Owner Version Id
[¥hfs.exe
3/24/2024 121456 AM e8557e98ed1269372f0aced Tk rTLM 207MB tenant_demo (27041610751..  OEMR{Y4NDgIRT.
revision #: 1 3/24/2024 121353 AM "9e3557esaad125937Mac391 tenant_demo (27041610751... | NjUSRDhCNDIRT

Z &, ONTAP SnapMirror S37Ot AN A T
3-0 %@TC&)\ TXT’(*'_'
CHIC & D, StorageGRIDIEA TS U FDN—T 5

7 bOREDN—
VEREERFTEXT,

Rafael Guedes. Aron Klein&

AT LU bR—XX L —%ONTAP S3H'5
*/5(—754:(‘/7310)33%%,%

AT PR—XX L —7%ZO0ONTAP S3H'5
VR=TZA XIS ADS3ERR

5 StorageGRID|(C

5 StorageGRID|(C
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S3¥ — DT

BIDBE. FEAXDBEE. BITETHLWILTYOVILEERTZDOTIEAL. 2—HFDILToIv
IW%ETITTZHRELNHD £9, StorageGRIDICIE. s3F—% 1—H'— |40 VR— M TEBAPIREEINTL
£9,

(TF>Y bR —TwUITIE% <) StorageGRIDEIBUIICAZ 1 > 9 % . [API Documentation] swagger/
—JHHETET,

Q @~ ZRootv

= N NetApp | StorageGRID Grid Manager

DASHBOARD Documentation Center

pr— . Dashboard Erm—

NODES
About
Health @

TENANTS
L M Overall st

CONFIGURATION

MAINTENANCE

laccounts] ©27>a>%REEL. TPOST /grid/account-enable-s3-key-import] ZiERL. [Tryitouts 7~
Bz )y LTHhHE. RIRE>ZIVvILET,

accounts Operations on accounts v
id + b1 3-k 3 + Enables the Import S3 Credentials feature on this node. Warning: Enabling this feature allows Grid Manager users with Change Tenant Root Password permission a8
/grid/account-enable-s3-key-import i, hayo fuil access to tenant data. This feature should be disabled immediately after use
Parameters ‘ Cancel

No parameters

[accounts]D FIC X2 0—)JL L CT[POST /grid/accounts/ {id} /users/ {user id} /s3-access-keys|iC#&L £

o

C Tl TIFEWEL=TF> DT AT FIDEASILEF T, JSONR YT ZICONTAPZ—H'D
T14—ILREF—ZANLET, F—DOBEWHRZHRET 5H. [,"Expires":123456789) % HIFk L T[ZE1T]
#OUwILET,
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m /grid/accounts/{id}/users/{user_id}/s3-access-keys Imports S3 credentials for a given user in a tenant account
\'

‘ Parameters

Name Description
‘d * required
string ID of Storage Tenant Account
(path)

27041610751165610501
user_id " reavired
steing ID of user in tenant account
(path)

ebc132e2-cfc3-42c0-a445-3b4465cb523c
body * required

Edit Value Model

(body)

{

“accessKey": "3TVPI142)GE3Y7FV2K(CO",

“secretAccessKey”: "75a1QqKBU4quA132twI4g41C4GgSPP30ncyOsPES"™
}

IRTDIA—HYF—D1 R—bHET LS. Taccounts] POST /grid/account-disable-s3-key-import®
— 1 VR— MEREZTENIC T IHRENHD FT,

m /grid/account-disable-s3-key-import Disables the Import S3 Credentials feature on this node. ™
‘ Parameters Capgel

No parameters
‘ Responses Response content type [ application/json v ]

TTFYRRZ =Y QUITA—HYTADY b Z2HBRTZ L. HLLF—HEMENTVBEZ DD X,
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Users > Demo S3 User

Overview

Fullname: @

Username: @

Demo S3 User /'

demo_s3_user

User type: @ Local

Denied access: @ Yes

Access mode: @ Read-only

Group membership: @ Demo S3 Group
Password Access Access keys

Manage access keys

Add or delete access keys for this user.

AccesskeylD =

Groups

Expirationtime $

RIEWE Yy b F—/N—

None

None

N4 % ONTAPH 5 StorageGRIDICKEEIICL TU 4 — R 31881F. CCTRTTEEY, ONTAPS3
H 5 StorageGRIDADEITDIZHIE. BITZRTLThHY A —N—-LF 7,

ONTAPY R T LR X%—I ¥ TS3T I —T%fmEL.

FReadOnlyAccess] ICEREL T, chickbD. 21—
HHONTAP SANT Y MIEFT AL UM TERCADE T,
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Edit group

NAME

demo_s3_group

USERS

demo_s3_user x

POLICIES

ReadOnlyAccess x

HElE. ONTAPY S XA Hh 5StorageGRIDIT Y RRA > b EIET L SICDNSEZRET 37T T, TV RAR
1Y MERENELVWC e Z2HER L. RERI MEROERDIBRELRZEIE. StorageGRIDTI Y KR > b+
DRXAVE%EEMLED,
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Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of S3 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: s3.example.com,

s3.example.co.uk, s3-east.example.com

Endpoint 1 s3portal.demo.netapp.com +

547> MITILAERRYINICARZDZFOH. DNSE 75w a L TH LW AT LICERL., IRTH
BELTWAZEETANIZBRERHD T, Hrid. (1> R—bEThicFx—Tld% <) StorageGRIDT
— BT ICADT A MIERLIERVIO—BENAES3T—% 2 1)—>7 v L. SnapMirrorf{% % HIlR

L. ONTAPT—RZHIFR T 5717 TT,

Rafael Guedes. Aron KleinZ _
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V=BT TV T—o 3> AHAR
StorageGRID TCloudera Hadoop S3AT X%V 2% AL XY

Angela Cheng® _

Hadoopld. LIES<DET—EH A I T4 AMDHERICAD TLT HadoopTld. > FIIBrOd 5=
DOTL—LT7—0%FERLT. BROOVE 12— BRI FARICEDBARELRT -2ty FEDELIET
T XY, Hadoopld. O—AINDAYE2a—FTa VT ERANL—CEFABET RIS IEIC. B—DH—/1\H
SETFDOIVNCRT =T Vv TITBEDICHAFTNTULET,

S3A%Hadoop”7 —~ 7 O—IFEHE Y 3EH

F—REOEMICHEV. FILWIS IOV 2 =T T A ML—=C%@ERISEMNT 2 7 7O—FIXIEM
KRICHE>TUVWET, VZTICHET R . VY —ROMRNEFERPAI Y ISOBEEN#H L ADFT,

CDESHEFEICHILT B7IC. Hadoop S3AY S 7V MES3A T X ML =TI 2 EMRE
RIIOFRML £, S3AZERA L THadoopT7—20 JO0—%2REFTZE T, TPV NI ML =% FT—
RYRS RV L GERATE, A2 —TFTa VTR NL—=C% DB 32 TEEY, Jhickb, O
VEaA—TA VTR NL—CHERARIIERTEE Y, AVEa—TA VI VY—RER ML= DTS
CXT. AYEa— T2 aICBYBRED)Y —XZEDHT. 7—REY FOH A IBEDVWTEE
FIRMTZICHTEET, FD7H. HadoopT7—2 7O—DMAABE IR M EHIRTZ D TEET,

StorageGRID Z{FH T3 L SICSAIRI A% L £

Bt
* StorageGRID S3T YRR > FDURL, T+ +S370tEXF—. &L UHadoop S3AEERK:T X FAD
9_7 l/“/ I\$_o
* USRANDEZRR M T Cloudera? 5 XX rootF 1= idsudotEfRZE{F 5 L T, Java/Xw T —>% A
\/Z I\_}Lbijo

2022F 485 T, StorageGRID 11.0.14 ¥ Cloudera 7.1.7®MJava 11.0.14H'. M58 KV 6ICFLTT X k
SNFELTe 2L, JavaDN\N—2 3 VBESIIFRA VA M= ERZBENBD X9,

JavaXw T =2 A VA h—=JLLET

1. ZREERL F 9 "Clouderat R— F Y R w o X" #BBLTLIET L,

2 #Ro>O—RLFET "Java 11x/SNws —2" ClouderaZ SRAAARL —F 4 VI RAFLERLTY,
CONYT—C I ZARADERAMIOAE—LEF T, CDOFITIE. CentOSICrpm/Nw o —2 = FERL
TWET,

3. FIRA hiCroote LTOY A>T 3h. sudotEfRZFOT7HI Y b aF->TOTAI>YLET, FKRALT
ROFIEHERITLET,

a NyT—2%A YA b—=ILLET,

$ sudo rpm -Uvh jdk-11.0.14 linux-x64 bin.rpm
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b. Javah'1 VX b=ILENTWVWBGBFRERRLE T, EHON—a oM VX b=ILEnTW3IGE
I FILLAYVRAM=ILLIEN=—2a> 2T 74 MIERELET,

alternatives --config java

There are 2 programs which provide 'java'.

Selection Command
+1 /usr/java/jrel.8.0 291-amd64/bin/java
2 /usr/java/jdk-11.0.14/bin/java

Enter to keep the current selection[+], or type selection number: 2

C. ZDiT% letc/profile DEREIEML £9/VRE. ESERDBERODNRE—HBTIHENHD XTI,

export JAVA HOME=/usr/java/jdk-11.0.14

d XYY RZEITLT, 7O777IILEZEBMLEFT,

source /etc/profile

Cloudera HDFS S3A#&R%

* FE~

1. Cloudera Manager GUIT. 25 X% (Clusters) > HDFS#% &R L. #rL (Configuration) %#i#iRL
ER

2. 173" TAdvancedz#ER L. TICXoO—JLL T lcore-site .xmly AD Y 5 XX 2fADAdvanced
Configuration Snippet (Safety Valve) Z#L 9,

3. (+) BSZEVUYI L. ROERTZEMLET

E2X:T] ffifig
fs.s3a.access.key  <tenant StorageGRID Ds37 72 A¥—_

fs.s3a.secret.key  <tenant s3 secret key from StorageGRID >

FS.s3a.connection. [true or false] (CDI > kJHBRWEEDT 7 )L b ihttps)
ssl.enabled

FS.s3a.endpoint  _ StorageGRID S3T > KR > k : port>_
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E2X:T] flfE
FS.s3a.impl org.apache.hadoop .fs.s3a.S3AFileSystem
FS.s3a.path.style.a [true or false] (CDI Y ~UHBRWEEDT 7+ )L bDREKRZ M)

ccess

YOTINRO)—-22 3y b
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Cluster-wide Advanced
Configuration Snippet (Safety
Valve) for core-site.xml

©f core_site_safety_valve

HOFS (Service-Wide) O Undo

View as XML
Name [ fs.s3a.endpoint l E®
Value sgdemo.netapp.com:10443 l
Description [ StorageGRID 53 load balancer endpoint l
Final
Name [ fs.53a.access key l BE®
Value [ OM (eSSt /N l
Description [ SG CDP 53 access key l
Final
Name fs.s3a. secret key l BE®
Value [ mapziE=Rs LS ebpt e SRR [ o l
Description [ SG CDP 53 secret key l
Final
Name fs.s3a.impl l BE®
Value org.apache hadoop.fs.s3a.53AFileSystem l
Description [ l
Final
Mame [ fs.s3a.path.style.access l H®
Value [ true l
Description [ l
Final

“luster-wide Advanced Configuration Snippet (Safety Valve) for core-site.xml

‘ Save Changes(CTRL+S)

1. [Save Changes]’hZ >%& 2 1) wvo L£d, HDFSX = a1—/\—H 5 Stale Configuration7” -1 1 > % 3R

L. XDR

N

v

TRestart Stale Services%#3##R L T. Restart Now%x 3 3ERL £ 9,
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M CLOUD=RA CDP Cluster

Manager

Search @ HDFS sion-  hH[B

Stale Configuration: Client
Status  Instances  Configu configuration redeployment

Clusters

needed

Hosts

StorageGRID "NDS3AEKi# T A ML ET

BEARNGERT A S ZRITLET

ClouderaZ S ZZDWVWIFNH DK MMZOT 1> L. Thadoop fs s-Is s3a : //<bucket-name>"] ¥ AJIL %
EP

ROFITIE. INRsyle L BIFDHDFST A MNT W b HELIUVTRA AT TV o b EFEALE T,

[root@ce-nl ~]# hadoop fs -1s s3a://hdfs-test/

22/02/15 18:24:37 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/02/15 18:24:37 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/02/15 18:24:37 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/02/15 18:24:37 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

Found 1 items

—rW-rw-rw- 1 root root 1679 2022-02-14 16:03 s3a://hdfs-test/test
22/02/15 18:24:38 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/02/15 18:24:38 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/02/15 18:24:38 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

cSTIN a—Fa>4
SFUFA
StorageGRID NDOHTTPS#E# iz A L. 1591%&IC handshake_failure] T>—ZEEL 95

*I2H : StorageGRID NDEHUS T VWTLSEES X1 — /23 R— TN TULWARWTLSES X 1 — b ZEH
L TWAJRE,/JDKDAN— 3 >,
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I5—XytE—J0f

[root@ce-nl ~]# hadoop fs -1s s3a://hdfs-test/

22/02/15 18:52:34 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/02/15 18:52:34 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/02/15 18:52:34 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/02/15 18:52:35 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

22/02/15 19:04:51 WARN fs.FileSystem: Failed to initialize fileystem
s3a://hdfs-test/: org.apache.hadoop.fs.s3a.AWSClientIOException:
doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: Received fatal alert: handshake failure: Unable to
execute HTTP request: Received fatal alert: handshake failure

1s: doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: Received fatal alert: handshake failure: Unable to
execute HTTP request: Received fatal alert: handshake failure

*BEREE: IDK M XBED A VA R=ILENTWA I e ZER LT 74 bDJavas 1 TS VICERELEF T %
2B TLLIEETWJavaNw T —2J% 4 VA R—)LLET EEHICOWVWTIE. 22 L TLIETEL,

A2

StorageGRID ICEHTITFEATL .o I5—Xyvt—2 TERINLEZ—5 v MADEWNRIEHEE/NZIH
RONMDFEFHEATLR) PRREINEFT,

I2H : StorageGRID S3T Y RRA > b —/N\GEEAZE N Java7OJ S LTEEINTULEE A,

I5—XytE—U0f:
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[root@hdp6 ~]# hadoop fs -1s s3a://hdfs-test/

22/03/11 20:58:12 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/03/11 20:58:13 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/03/11 20:58:13 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/03/11 20:58:13 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

22/03/11 21:12:25 WARN fs.FileSystem: Failed to initialize fileystem
s3a://hdfs-test/: org.apache.hadoop.fs.s3a.AWSClientIOException:
doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target: Unable to execute HTTP
request: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target

MR L Ry R Ty 7IE BEID/NT ) v JEIREBRMENFITT 5 —/\EERREZER L T, JRENtE
FaATTHBICZRRI B2 HRLTVET, ld. JavaDfERRR ~7ICH XX LDOCAERRE & 7t
dH—/\GERRZEZEML E T,

StorageGRID 1 R Z L\CASERRZE £ 7ol — /\FEFAZ Z JavalGfE X b 7IZBMT 3 ICid. XOFIEZRTL £
ER

1. DT 7 #J)L kDJavacacerts 7 71 ILENY I 7 v T LET,

cp —ap SJAVA HOME/lib/security/cacerts
$JAVA HOME/lib/security/cacerts.orig

2. StorageGRID S3T > KRR+ > MEAE ZJavafFEX b 7IC1 Y R— ML E T,

keytool -import -trustcacerts -keystore $JAVA HOME/lib/security/cacerts
-storepass changeit -noprompt -alias sg-1lb -file <StorageGRID CA or

server cert in pem format>
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cSTNLNSa—FTa>7DEY
1. HadoopO & LNV %ES|E EIFTTF NI LET,

'export hadoop root_logger = hadoop .root.logger = debug. console'
2. AV RERTL. O XyvE—T%errorlogllEFELE T,

Thadoop fs s-Is s3a : //<bucket-name>_ error.log

Angela ChengZ _

S3cmd%* A L T. StorageGRID TS37 7t X%=TX LB &L
OERELFT
TAOYI A VE

S3cmdid. SMEBAHDEEBO ATV RSAVY—ILELVIZAT Y T, s3cmdz=EAL
T. StorageGRID TDS3 7Vt R%EZTXANLTEIETETFET,

S3cmdz 1A M—J)LLTHEKLET

D—ORA7—=2a > EIET—NICS3emdz 1 Y A R—=ILF3ICiE. B4 >O—RLEXET "IV VRETA
VS3U AT VR s3emdldg. RS TINTa—FTao YIRADY—)LE LT, &StorageGRID / —RIZHHH
CLHAYXR=ILEINTWVET,

YIHAER E FIIE
1. s3cmd 5% 7E
2. DO DF—I(TIX. access-keyCsecret keyfSIFTZIBELTT 74ILEDEFICLET,
B HELILILT YO VYILTTIERETAMLETYN I n (REY 37D TR MENA/INZT D)
4 BEZHREFELEITN ?[y/N]y
a. &E% [root/.s3cfgl ICRTEL F L7

5. 83cfgT. T=] FEB D& & IChost_base” + —JL K &host_bucket7 + —JL R ZZEIZLF T,
a. host_base=
b. host _bucket=

1M
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@ FlE4 Thost_base & host_bucketZz g% L 7=37& &, CLIT—hostO LY RRA > hZIEE
TERIREIFIHD FEA. B

host base = 192.168.1.91:8082
host bucket = bucketX.192.168.1.91:8082
s3cmd 1ls s3://bucketX —--no-check-certificate

BEARWNZIT> RO

* N7y R

s3cmd mb s3 : //s3cmdbucket --host=<endpoint> : <port>--no-check-certificate-’
CIRTONT Y hERR

s3cmd Is --host=<endpoint> . <port>--no-check-certificate'
CIRTDONT Y FEEDODARBZRT -

s3cmd la --host=<endpoint> . <port>-- no-check-certificate'
CHEONTY MAOA TSI VI MLETD,

s3cmd Is s3 : //<bucket>--host=<endpoint> . <port>--no-check-certificate-’
* N7y ZEHIRR

s3cmd rb s3 © //s3cmdbucket --host=<endpoint> : <port>--no-check-certificate'
ATV R EBEIHEL:

s3cmd put <file>s3://<bucket>--host=<endpoint>:<port>--no-check-certificate’
ATV hERS:

s3cmd get s3 /<IN b>I<A T U h><T 7 A JL>--host=<endpoint> . <port>--no-check-certificate'
ATV hEHIRR:

s3cmd del s3 . //<bucket>/<object>--host=<endpoint> . <port> : -no-check-certificate-"

NetApp StorageGRID ZHBE X kL —2 ¢ L TEERA L #=Vertica
EonE—RDFT—2Z~R—2X

Angela Cheng®& _
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D1 RTIE. NetApp StorageGRID ®/NT ) w o X kL —T % fER L TVertica Eon Mode T —3X RX— X
FERTBFIE ICOVWTEHRBELE I,

lFC®IC
Verticald DT —ER—RXBIBY I VL7 TY, RKEDT—RFEMNIBTBLSIKEFTINIATLEBEZ L
=D TSI F—LTHDREOEFDEWVWS F A TIIIERICEERRII—  NT =TIV RER
IHL F 9 VerticaT —XR—2X . EonE7=IXEnterpriseDVWVTNHDE— R TEELE T, MADE—R%EF
DTLIRERIZVTURICEBATEEY,
EonE— R LEnterpriseE— Ri&. FICT—XDREFFBFAICE > TERD T,
*EONE—RODT—EZR—=XE. T—2RICEBEAML—CEFERLEYT, CnidVerticab'BEIH L £,
* Enterprise Mode 7T —ZRX— X Tld. T—ER—RZBHT D/ —ROT7 7ML AT LICT—2AO—H
LIS I NE T,
Eon Mode 7 —* 77U F v
EonE— R TlE. 5TBVY —ZADNTF—EZR—=ADEFA L= LA Vh 508N, AVEa—FTr2Jk
ARL—=C%FBIRICHRTE X9, EonE— RdDVerticald. S EIFAT—7O0—-RICHEL. AYEa—T
ATV —=REAR L=V —=R%EZRRIERALTI7—270—-REDEIT I LS ICRBILTNTVET,

Eon Modeld. NIV wIX ML =S ENZHEFEA TSV NI MTICT—2%ZBMALET, NTU v D
AbL—=2kld. #>7FL T XRF7lFAmazon S3EICRA MENSBS3NT Y T,
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‘|IIII"

EonE— R Tld. T—2ZO—AIICKNTBZHADDIC. IRTOT—2eAZOT (XE27—4) ICE—D
HEIbL—2O7—> a3 zEALET,. HFEI ML —DLId. T—EXR—AD—TEEINA L=
DIZFAT. T—EAR—X/ —RFETHEINBEHDTT,

]/

HEI L=

HEXML—=JIZIERO7ONTaDHD £9,

CUOFSIREFLRBAYTILIROA TPV R R ML—CHOEBRI ML =2 BL2DIS DT 1 XY
EDR L= X DBMEFENE. APL—VBREICLEZ T —FHEROREZRIFICKKB>TVE
ER

FIRTOF—2I3 ALAREEALTERD / — R THAMS LA TEE T,
* J—RDFA RIAR—RICE BBREIRIGH D Ft Ao

F PR IBEBRBICREINS o, BT B—XIBDE T SRAAERRICHETEET, 7—4
A= RICO—ALICEMSNTORBER. /— REEMEEHRT 3L SIc. /— FETHBHT 3
FoANKBICKBICAD FT, TNETSICE. HIBHRO/ — ROSHBET 5h. HLfERLTE/
— RICBBT ZXBLBD £,
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TR

HEINL—YOREDIDIIRETT, HEVS TR EDBADST—RICTIERATIHEE. O—AHILT
A RIDSE T2 %EHmANZIH5ELDHEEIAIND FT, F. 2HD/ — 1\73‘—1_'_5‘_7 RE A>T
W3IHEa. HBEX ML —JADEGEHNR ML Y ZICRZEEERHD £, T—2T7 IV REEEZHELESHE
37=®IC. Eon ModeT—32ZR—XHD ./ —RiF. TREEEINZT—R2OO—AILT1AI7Fvva%xR
BLET, JIVERITIZHEE. /—RIFET. BERT—EINTRICHZIDESHEFTVvILET, &
E93%a1F. T—20o0— ﬂMJE FEHALTIIUDNRTLES, T—E2DTRICEWVEE. /—RiZ
HEX L= 6TF—2Z2BEL. THRICOIE—E2FREFELE T,

NetApp StorageGRID D#tEEIE

Verticald. T—HR—ADT—R%EF TSI A NL—JICAF (BERA) DOEBA IS T e LT
MLEYT (1720 bH7=D200~500MB) , A—H—HF—ER—X VT %FETI S L. Verticald/\
1 FEFEGETHUH LEZFERBL T, EfEcNiA Tz MO SBIRL T —2@EEZLHICERELE T, /N
1 FEEFEGETIZFEFNENHWSKB T,

10TBDT —AR—XATROI—HF I T T X MTIE. 1#8H7=D4. 000~ 10. 000fEDGET (/N1 MEEEGET
) BRAT U Y RICEESNE LT SGE060T7 547V AEFEALTIDTRNERITLIEBAE. 773
AT VR —RHT=D DCPUFIFERIT (2030002 riE 5. cPUBRE®O23TIORHH L TV E T SGFe024 TH. IORMBEOS < —8 (0%

0 5%) b\EEEiL.\ (G h i -a_o

IOPSIINEVWABNC ED5. LA T OBHEIFRICEL (PAM@IZ0.0185KE) fod. ATV ok
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1. F—ZR—2 %M T 3 IZI¥admintools create-db™Y — L& FERA L £ F

= DB TR S TN B2 MO EEASIE RIcR L E 9. SRTOURBI Y 4T 3 >3 | 50D M
DUVWTId. VerticaD RFa XY b ZBRBLTLREEIL

o X<TIERSNIEZREET7 7 MILDNRIT7A4IVE STV RRA VM7 IR TBIHDEREET 7
TILDIYERL) >

SRR DF L. ERBICERINR. T—IXN—XAIFREFEINE T, S3¥—JL v bF—DRH%
BT B7DIC. CDOT7AILZHIBRTEE T,

° --son/storagegrid-sstorage -location <s3 . //storagegrid bucketname>
° s <TDT—AR—RIIFEET B Vertica/ —RFDAHUIXYID ) X k>
° -d <fERT BT — X R—XDE&HI>

Cp<CDFILVWT—ER=RIIHRETB/NRT—R>, LERF ROOAXY RAESRLTLES
LYo

admintools -t create db -x sg auth.conf --communal-storage
-location=s3://vertica --depot-path=/home/dbadmin/depot --shard
-count=6 -s vertica-vml,vertica-vm2,vertica-vm3 -d vmart -p

'<password>"'

T—AR—=ZD/—FHICE TR FILLWT—EIRX—IRDERICHAD DB ERBDET. T—
BAR—RZDTERT B EEIC. FAEVAERICART B L ICKODONET,

Tce ZINXIRDG > FIVERIE 7 71 )L Ccreate db’ A R EEB L TL T

[dbadmin@vertica-vml ~]$ cat sg_auth.conf

awsauth = MNVU40YFAY2CPKVXVxxxx:03vuO4M4AKmdfwffT8ngnBmnMVTr78GuIwAN+xXXX
awsendpoint = s3.england.connectlab.io:10445

awsenablehttps =1

[dbadmin@vertica-vml ~]$ admintools -t create db -x sg auth.conf
-—-communal-storage-location=s3://vertica --depot-path=/home/dbadmin/depot
--shard-count=6 -s vertica-vml,vertica-vm2,vertica-vm3 -d vmart -p
' RRXXXRRX"
Default depot size in use
Distributing changes to cluster.

Creating database vmart

Starting bootstrap node v_vmart node0007 (10.45.74.19)

Starting nodes:

v_vmart node0007 (10.45.74.19)

Starting Vertica on all nodes. Please wait, databases with a large
catalog may take a while to initialize.

Node Status: v_vmart node0007: (DOWN)
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Node Status: v_vmart node0007: (DOWN)
Node Status: v_vmart node0007: (DOWN)
Node Status: v_vmart node0007: (UP)
Creating database nodes
Creating node v _vmart node0008 (host 10.45.74.29)
Creating node v_vmart node0009 (host 10.45.74.39)
Generating new configuration information
Stopping single node db before adding additional nodes.
Database shutdown complete
Starting all nodes
Start hosts = ['10.45.74.19', '10.45.74.29', '10.45.74.39']
Starting nodes:
v_vmart node0007 (10.45.74.19)
v_vmart node0008 (10.45.74.29)
v_vmart node0009 (10.45.74.39)

Starting Vertica on all nodes. Please wait, databases with a large

catalog may take a while to initialize.

Node Status: v _vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)

Node Status: v_vmart node0007: (DOWN) v _vmart node0008: (DOWN)
v_vmart node0009: (DOWN)

Node Status: v_vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)

Node Status: v _vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)

Node Status: v_vmart node0007: (UP) v_vmart node0008: (UP)
v_vmart node0009: (UP)
Creating depot locations for 3 nodes

Communal storage detected: rebalancing shards

Waiting for rebalance shards. We will wait for at most 36000 seconds.

Installing AWS package

Success: package AWS installed
Installing ComplexTypes package

Success: package ComplexTypes installed
Installing MachinelLearning package

Success: package MachinelLearning installed
Installing ParquetExport package

Success: package ParquetExport installed
Installing VFunctions package

Success: package VFunctions installed
Installing approximate package

Success: package approximate installed
Installing flextable package

Success: package flextable installed
Installing kafka package
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Success: package kafka installed
Installing logsearch package

Success: package logsearch installed

Installing place package
Success: package place installed

Installing txtindex package

Success: package txtindex installed

Installing voltagesecure package

Success: package voltagesecure installed

Syncing catalog on vmart with 2000 attempts.

Database creation SQL tasks completed successfully. Database vmart created

successfully.

T2 DY AZ (N1 1)
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s3://Vertica/051/026d63ae9d4a33237bf0e2
cf2a794a7942000000000021a07/026d63ae9d4
a33237bf0e2c£2a794200a0000000000000021a
07 _00.dfd

s3://Vertica/2c4/026d63ae9d4a33237bf0e?2
cf2a794a794a794a000000000000000021a3d/0
26d63ae9d4a33237bf0e2cf2a794a794a00a000
000000021a3_0.dfd

s3://Vertica/33C/026d63ae9d4a33237bf0e2
cf2a794a0000000021al1d/
026d63ae9d4a33237bf0e2cf2a794a000000000
00021ald 0.dfd

s3://Vertica/382/026d63ae9d4a33237bf0e2
cf2a794a794a0000000021a31/026d63ae9d4a3
3237bf0e2cf2a794a794a000000000021a31 0.
dfs

s3://Vertica/42f/026d63ae9d4a33237bf0e?2
cf2a794a794a00000000211/026d63ae9d4a332
37bf0e2cf2a794a0000000000000021a 0.dfd

s3://Vertica/472/026d63ae9d4a33237bf0e?
cf2a794a794a000000000021a25/026d63ae9d4
a33237bf0e2cf2a794a000000000000000021a2
5 0.df
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s3://Vertica/476/026d63ae9d4a33237bf0e2
cf2a794a794a00000000000021a2d/026d63ae9
d4a33237bf0e2c2cf2a794a00a0000000000002
la2 0.dfd

s3://Vertica/52A/026d63ae9d4a33237bf0e?
cf2a794a794a0000000021a5d/026d63ae9d4a3
3237bf0e2cf2a794a794a000000000021a5d 0.
daf

s3://Vertica/5d2/026d63ae9d4a33237bf0e?2
cf2a794a794a000000000021a19/026d63ae9d4
a33237bf0e2cf2a794a00a0000000000000021a
19 0.df

s3://Vertica/5f7/026d63ae9d4a33237bf0e?2
cf2a794a794a000000000021al1/026d63ae9d4
a33237bf0e2¢cf2a794a00a00000000000021all

_0.df

s3://Vertica/82D/026d63ae9d4a33237bf0e2
cf2a794a794a0000000021al15/026d63ae9d4a3
3237bf0e2c£f2a794a0000000000000021al15 0.
df

s3://Vertica/922/026d63ae9d4a33237bf0e?2
cf2a794a794a0000000021a61/026d63ae9d4a3
3237b£f0e2cf2a794a0000000000000021a61 0.
df

s3://Vertica/ACD/
026d63ae9d4a33237bf0e2cf2a794a794a00000
0000021a29/026d63ae9d4a33237bf0e2cf2a79
4a7%94a00000000000021a29 0.dfs

s3://Vertica/b98/026d63ae9d4a33237bf0e2
cf2a794a794a00a00000000000021a4d/026d63
ae9d4a33237bf0e2cf2a794a794a00a00000000
0021a4d 0.df

s3://Vertica/db3/026d63ae9d4a33237bf0e2
cf2a794a794a000000000021a49/026d63ae9d4
a33237bf0e2cf2a794a00a0000000000000021a
49 0.df
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's3://Vertica/eba/
026d63ae9d4a33237bf0e2cf2a794a794a0000000000

21a59/026d63ae9d4a33237bf0e2cf2a794a794a0000
000021a59_0.dfdfs.dfs

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
000000000215e2/026d63ae9d4a33237bf0e2c2
cf2a794a000000215e2.tar

s3://vertica/metodat/VMart/Library/Libr
aryd63ae9d4a33237bf0e2c2cf2a794a00a0000
000021602/026d63ae9d4a33237bf0e2c2cf2a’
94a0000000000000021602.tar

s3://vertica/metodata/mart/Library/Libr
aryd63ae9d4a33237bf0e2c2cf2a794a00a0000
000021610/026d63ae9d4a33237bf0e2c2cf2a’
94a00a000000000000000021610.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
00000217e0/026d63ae9d4a33237bf0e2c2cf2a
794a0000000000217e0.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2¢c2cf2a794a00a000
0000000000021800/026d63ae9d4a33237bf0e2
c2cf2a794a00a0000000000000000000000218.
tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
00000002187a/026d63ae9d4a33237bf0e2c2ct
2a794a00a00002187a.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
00000000000218b2/026d63ae9d4a33237bf0e2
c2cf2a794a0000000000218b2. tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
00000000000219ba/026d63ae9d4a33237bf0e?2
c2cf2a794a0000000000219%ba. tar



T2z bDYAZ (N1 1)
44932'608

256306688

8062464

20024832

r10444

823266

1254

12958

231"

1822521

NTY MATZ I bF—DFEL/INZ

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
000000000219de/026d63ae9d4a33237bf0e2c?2
cf2a794a00000000000000219de.tar

s3://vertica/metadata/VMart/Librarys/02
6d63ae9d4a33237bf0e2c2cf2a794a00a000000
00000021a6e/026d63ae9d4a33237bf0e2c2cf2
a794a000000000000000021abe.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2¢c2cf2a794a00a000
0000021e34/026d63ae9d4a33237bf0e2c2cf2a
794a00000000000000000021e34.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
0000021e70/026d63ae9d4a33237bf0e2c2cf2a
794a00000000000000000021e70.tar

‘s3://vertica/metadata/VMart/cluster _config.json

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C13 13/chkpt 1l.c
at.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C13 13/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints

/C2_2/chkpt 1l.cat.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C2 2/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C4 4/chkpt 1.cat

.gz
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s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C4 4/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 14 gld.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 3 g3.cat.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 4 gd.cat.gz

s3://vertica/metadata/VMart/nodes/v
_vmart nodeOOl6/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn_ 5 g5.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn_8 g8.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/tiered catalog.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints
/Checkpoints /Cl4-7/chkpt l.cat.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints
/Checkpoints /Cl4-7/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 14 g7.cat.g
Z
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755033" s3://vertica/metadata/VMart/nodes/v

_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 15 g8.cat

roJ s3://vertica/metadata/VMart/nodes/v

_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/tiered catalog.cat

822922° s3://vertica/metadata/VMart/nodes/v

_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints
/Checkpoints /Cl4-7/chkpt l.cat.gz

1232 s3://vertica/metadata/VMart/nodes/v

_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints
/Checkpoints /Cl14-7/Completed

822930° s3://vertica/metadata/VMart/nodes/v

_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 14 g7.cat.g
Z

755033° s3://vertica/metadata/VMart/nodes/v

_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 15 g8.cat

oy s3://vertica/metadata/VMart/nodes/v

_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/tiered catalog.cat

A= JHRZENICLTVET

CDFIE & DA > TFLIRA TV bR ML —TDVertica guidelcE W TH D, StorageGRID (23
RI2HBERDHD FT,

1.

F—RZR— 2 %= {ERL L 1= 5’AWSStreamingConnectionPercentage S8 € /N T X — X #0ICERE L TEMICL
FITDREIF. HREIA ML —C%FERALIA Y TL I ABETOEoNE—RDA Y X F=JLICIZFRET
To CDRE/NTA—RIF. Verticah’ R ) =SV IHRAMDICERTEZA TV U b X MTADEGE
ZHEEILE T, 77V RRIETIE. COREVBHLBE. 7TV AN THLEDA NI —ZVTF
—ZHMERAIRERIRTD T 7AILN\Y RILZEWMEDBRWVWLSICTEIENTEXT, AT
FZARTFHIBICERTEZ 7 7ML\ RILDZRSDTVWES AV LI ADA TSIV RARTDLA
TUIHMEWESD. CDF T I VIERETT,

INTA—BEZBHTBICIEvsq XEFERLEIT/NIT—RIF. THVTLIXTFT—2R—XDEFH1 T
BELIET—EAR—ZANRAT—RTY, Iz, ROBAHZESEBLTLETL,
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[dbadmin@vertica-vml ~]$ vsqgl
Password:
Welcome to vsgl, the Vertica Analytic Database interactive terminal.
Type: \h or \? for help with vsgl commands
\g or terminate with semicolon to execute query
\g to quit
dbadmin=> ALTER DATABASE DEFAULT SET PARAMETER
AWSStreamingConnectionPercentage = 0; ALTER DATABASE
dbadmin=> \qg

TRODERE 2SR L TL

VerticaT —ZR—ZXDT 7 # )L b TREBEIE. THHAED B XUVE I IAAREICH L TEM(E=1)TI. N7+
—IRAEMBLIEZHIC. CNSDTREBEEEBENCILTES I ZECHELE T,

vsgl -c¢ 'show current all;' | grep -i UseDepot
DATABASE | UseDepotForReads | 1
DATABASE | UseDepotForWrites | 1

YU FINT—20O0—K (FF>3Y)

CDT—ENR—RETANBICERAL. BRI 3561 T2 TINT—2ZT XA MRICCOT—ER—XIZO
—RTEFZEY, Verticallld. FVertica/ — R D [loptiverticalexamples/VMart _Schemal/] ICHBDH > TILT
=&ty bVMartiMtEBL TWE T, COY U FILT—REy FOFEMRICOWTIE. Z8RBL T ZETWVW "' T
557z &L fETL,

BTN T—E2EO—RTBICIE. ROFIEZEITLET,

1. WIhhdVertica/ — RiZdbadmink L TEY 1 >~ LF 9, cd /opt/vertica/examples/VMart _Schema/

2 YO FINT—2%ET—EZR—X|CO—R L. FlicedTFOY T rDBRREINIESET—ER—ID/NAT
—REASDLET,

a. Tcd /opt/vertica/examples/VMart _Schema'] C AL EXT
b. T /vmart_geny

c. vsql <vmart_define_schema.sql
d. Tvsqgl <vmart_load_data.sql]

3. FRIERSNIEROSQALI T UL HD ET, TDSEDO—PERTLT. TART—ENTF—2R—-2
ICEEBICO—RINTEEZREERTEEXY, 7o xIE. Tvsql <vmart_queries1.sqll DK SICED FT

EMNERDOERT

CORFIXYMIEBHTNTOVBBIROFRICOVWTIF. UTDORF a2 X2 b Web ¥4 b Z2BBRLTL
2T
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https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart
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B

grok/NE —> TEBINDERIDEWCED, 220> FILN—=J3 VR EIhE T, +7ce
IE. Logstashi&E 7 7 1 JLDSYSLOGBASE grok/\XZ—>Tld. 1> X b—=JLENTL\BLogstashD/N\—

IVICE2TT A —ILREDEBD FT,

match => {"message" => '<%{POSINT:syslog pri}>%{SYSLOGBASE}

% {GREEDYDATA:msg-details}"'}

* Logstash 7.17H > 7)L*

AJ X% 2823027

128

Field

t _id

t _index
# _score
t _type

e timestamp

t host

t |[logsource

t msg-details

t pid

t [program

t syslog_pri

t ftimestamp

Value
7CIMaYEBRHBUbLTKNI1sS

sgrid2-26822 .86.15

_doc

Junm 15, 2822 @ 17.36:46.838
gridz-site?-s1

SITEZ-51

Reloading syslog service
628

update-sysl

37

Jup 185 27:36:46



Table

JSON

Q) Search field names

Actions Field Value
ooo B _id yUuhOiIEBVPEKX4EwWqeyU
o _index[:? sglog-2822.86.21
ooo # _score
oo i @timestamp Jun 21, 20822 @ 18:87:45.444
oo t event.original <28=Jun 21 22:87:45 SITE2-53 ADE: syslog messages being dropped
oo t  host.hostname SITE2-S3
ooo t msg-details syslog messages being dropped
LL] { | process.name ADE
oo t|syslog_pri 28
oo t timestamp Jun 271 22:87:45
* FE~

1L AYZA=ILENTWVWBRTILIN= 3 VICEDSVWT, BREShIEY Y TIVERRLET. Y27

« 7 #I)LAICI3 Logstash configtt > FIL A2 DF £FMN T UL\ X I sglog-2-file.conf : Z DIERL 7 7 1 JLIE’
T—RZH%1TH T ICLogstash LD 7 7 1 JLICStorageGRID 0% « X vt —C%#HAOLEFT O
BExFHJ 5 . Logstashh'StorageGRID X vt —CH#ZELTVWE I e 2B LT:

D. StorageGRID OJ /N\NZ—>%IBfELT-D TE £, +sglog-2-es.conf: *C DL T 71 LI, &
FZFEBRNEZ—2% T4 )LE%EFEHAL TStorageGRID O Xyt —%#FHLET, ZOFICIE. /X
A=V FIETAIINRICEDVWTXyE—2%2 ROy FTB3DROPAT— XY EHEEFNTLE
To AT VI RAEERT B T-DICH SIH ElasticsearchiCXEINE T, +7 71 ILADIERICRES
T, BRLIEEBHE 7 7ML ZHRARZTAXLET,

AAZIIAX LI T 7AINLETAMLET,

/usr/share/logstash/bin/logstash --config.test and exit -f <config-
file-path/file>

RENDEREDITHRDITICUTVBIZE. BT 7 1IILICBX IS —EHD A

[LogStash: :Runner] runner - Using config.test and exit mode. Config
Validation Result: OK. Exiting Logstash

HRAZ A X ENT=conf7 7+ JL % Logstasht} — /N Dconfig:/etc/logstash/conf.d+IC JE— L &
9 /etc/logstash/logstash.yml Tconfig.reload.automaticZ B%hIC L TLVR WIS E 3 Logstash—E X %
HiEFL £ 2NUNDZEIE. RED) O— FERIRBTZ20Z[/HEF T,
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10.

grep reload /etc/logstash/logstash.yml
# Periodically check if the configuration has changed and reload the
pipeline
config.reload.automatic: true
config.reload.interval: 5s

Ivar/log/logstash/logstash-plain.log%z F#58 L. LogstashZ ¥ L LWERE 7 7 1L TR T ZEICT S —H
BWI MR LED,

TCPR— AR EN. VR LTWB L ZHERT %o +ZDAITIE. TCPR— F50000MERA TN
TWET,

netstat -ntpa | grep 5000
tcpb 0 0 :::5000 388%
LISTEN 25744 /java

StorageGRID Y% — ¥ GUIN'S. OF X wt—T % LogstashiZixE T B & S ICHEBsyslogt — /%
MELFT, FHICOVTIE. ZBRLT"TEET A" <ETL,

- EREINITCPR— bADStorageGRID / — R Z5FA] ¢ 5 1Cld. Logstashtf—/NETT7 7477

F—IIEREXTISENICTEIHREN DD T,

Kibana GUIN' 5. [Management]—[Dev Tools]Z &R L £9 . ConsoleX— T, XDgetIX > K &EE
7L T\ Elasticsearch LICFTL WA > T v I XAPMEETNTWVWB e ZzfERL £,

GET / cat/indices/*?v=true&s=index

Kibana GUIN' 5. FE5|/N\2—> (Elk7.x) F=ld3T7—42E 21— (Ek8x) Z{ERL F 9,

Kibana GUIN'5. EEBHRICH B1EFKEAR Y 7 XIC Tsaved objects] CANLEFT, +[REBFHA TS
THRR—IT, [ V= FEBRLE T, [1VR— A S 3T, BABICFISa V%S
KzBRLET,


https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack
https://media.netapp.com/video-detail/3d090a61-23d7-5ad7-9746-4cebbb7452fb/storagegrid-log-analysis-using-elk-stack

Import saved objects

Select a file to import

&y
Import
Import options
o Check for existing objects ®

Automatically overwrite conflicts

%Requesr_ action on conflict
—

Create new objects with random IDs @

elk <version>-query-chart-sample.ndjsonz 1 > R— L £ T, +HEZRRT DL OKRDSNT5.
FIEBS TR LTcA VT v I RNE =2 F 3T —2E 2 —%FRLE T,
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Import saved objects

€ Data Views Conflicts

The following saved objects use data views that do not
exisl. Please select the dala views you'd like re-associated
with them. You can create a new data view if necessary.

D Count Sample of aff... New data view

594f91a0-
d1892-11ec-
b30i- 2 sglog
09f67aedd
ds

B0cf3620-
e5fa-11ec-
afvy1- 1 sglog W
Bi6e9B0dBe -
b0

RODKibanaZd 7 0 bH A Y R—bENET, * Query ** audit-msg-s3rg-orim * bycastdZ/'s3BFE X v
+ —2* loglevel warning{ _E+* failed security event * nginx-gw > RRA > 72204 (elk8-
sample-for-sg119.zip T D &bycast.logfEAAIEE) * Chart**J TR b & A TR+ 4 v aR—RKRU I T
2~ DOFHEISERE

N T. Kibana%Z & L TStorageGRID OJ 0% RT3 E I TE £ L1

ZFOMD) Y —2
* "syslog101"
"IN RR YT EIETE DY
* "grok/N\Z—>1) A k"
* "¥0EEIT DLogstashH 1 K: Grok"
* 'O X2 aDEBEBBT AR syslogDEFHA"
* "Kibana#i 1 F-RFa XY rZBRL T IV
* "StorageGRID BEEOJ X wE—J U T 7LV XTY"
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R—T A RICIESSLEEAENNRE T, CDFEAEIF. EFEINT=CAIZ & 2 TPrometheustt—/\IZ&k > T
FREINTVSN. BEBATNTLRGEREFHTERINTVIHERHD £, FMICOVTIE. 28
L TL TV "StorageGRID D K F a2 X > k"

1. StorageGRID B V2 —T7 1 XADEFICHS lconfiguration] ZEIRL. 2BBDF)ICHS T
Security] T TCertificates; 21 v I L %9,
2. FEAZIR—D T IA4T7 Y MNRTZFERL. [BIMAE>%E0 )y I LET,

3. VOB REZHATBZUSAT7> bD&RIEIEEL. COHAE%FEHALF9,. TAllow Prometheus] DRI
® TPermissions] Ry I X% 1) w2 L. [Continue; R2>%271)vILET,
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Add a client certificate

- '__-“. - a 1
o Enterdetails ——— (2) Enterdetails

Certificate details
Certificate name @

prometheus

Permissions

Allow prometheus @

4. CAZLZIFRAEN H B3B8 1F. EEAZED 7Yy 7O—RIDSTAREVEBIRTET E I, COBEEIE. [EE
BEDERD T A RE >V EFEIRL T, StorageGRID B' IS4 7> MERZEZEMTEDILSICLE
To ANNTBBAET 4 —ILRBRREINET, V547> bH—/NDFQDN. H—NDIP. 4%, BxH
Mz ANTILET, TERMI RE2>ZIVvILET,
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Add a client certificate

Certificate type

Upload certificate @ Generate certificate

Domain name @

prometheus.grid.local
Add another domain

P

192.168.0.10
Add another IP address

Subject ©

,l'CN=F'mme!heu5i

Days valid @

730

Generate i

Previous

Be mindful of the certificate days valid entry as you will need
@ to renew this certificate in both StorageGRID and the Prometheus

server before it expires to maintain uninterrupted collection.

. EEBAZDPEM7 71 )L EMRBOPEM 7 7 M IILEZA o >O—RKRLET,
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Generate

Certificate details i
Download certificate | Copy certificate PEM

Subject DN: JCH=Prometheus

Serial Number: T2DEEDT:04:CC4F 29 66:08:-CA:53:24: T9: 1B:09:45: 3B C:56

Issiner [¥N: {CH=Prometheus

Issued On: 2002-08-23T17:54:33. 0002

Enpires On: 2024-08-21T17:54:33.0002

SHA-1 Fingerprint: FAT:6E:FDET:DE:52:ETREESDA-AADF BD:45:94.04:53:47:1E
SHA-256 Fingerprint:  T4:23:C2:02:3A D908 COEE:CL-FASS A TCAE 1 8AR:BO: T D2 L3 LF 3 ERAF BFAF 9ECT.00.CHFAET

Alternative Names: DNS:prometheus.grid.local
IP Address:192. 168,010

Certificate private key @

A Youwill nat be able to view the certificate private key after you close this dialog. To save the keys for future reference, copy and paste
the values to another location.

Download private key | Copy private key

=———BEGIN RSA PRIVATE KEY
MITEpATBAAKCAQEAIbTCYIEpMWPKS ritVpMkmIDKLT jaTHIertq23VeAMLwxz Lall

e T Pl BT W P T FE Ll T F e B AR P AT e i Pl T T E R AS A -

(:) This is the only time you can download the private key, so make
sure you do not skip this step.

Linuxt—/\TPrometheus- > X b — )L % %45

Prometheus% 1 > X b — )L BHIIC. PrometheusI—H T4 LI MNUIBEZEAL TBREZ#fHEL. B2
DISNBFIOREZREL £,
1. Prometheus1—H' % {ER L £,

sudo useradd -M -r -s /bin/false Prometheus

2. Prometheus. 754 7> MEERAZE., BIET—X2DT o LU MU EERL £,

sudo mkdir /etc/Prometheus /etc/Prometheus/cert /var/lib/Prometheus

3. Fhidextd T 7 A IS AT LATDOA M) I RBEDIDICHERTBZT 1 RV Z2T7+—Xv b LF LT

mkfs -t ext4d /dev/sdb
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4. ZOH . Prometheus®dmetricsT 4 LI FJICT 7AIL AT L%EI D M LELT

sudo mount -t auto /dev/sdb /var/lib/prometheus/

S. BT —RIERTZT 4 RA7DUUIDZEEIEL X9,

sudo 1ls -al /dev/disk/by-uuid/
lrwxrwxrwx 1 root root 9 Aug 18 17:02 9af2cba3-bfc2-4ecl-85d9-
ebab850bb4al -> ../../sdb

6. Jetc/fstablc T R ZEBMLTIY UV bE D T — FEH/dev/isdbDUUIDZEFEARAL TR T LSICLE

ER
/etc/fstab
UUID=9af2c5a3-bfc2-4ecl-85d9-ebab850bbdal /var/lib/prometheus ext4
defaults 0 0

Prometheusz 1 > X b—J)LLTHET S
NTH—NOEBMNTETE LT PrometheusD1 > X b—JLZRBLT. Y—EXZRETTEI,

1. Prometheust X b= I)LIN\wrr—S%#RELET

tar xzf prometheus-2.38.0.linux-amd64.tar.gz

2. )N\ F 1) % Jusr/local/binic AE— L. BIDOFIETIER L7-Prometheus1—HI|CFAEEZZEL XY

sudo cp prometheus-2.38.0.linux-amd64/{prometheus, promtool }
/usr/local/bin
sudo chown prometheus:prometheus /usr/local/bin/{prometheus, promtool}

3. AV —IILS+a4 T35 %&/etc/lPrometheusic AE—L ¢

sudo cp -r prometheus—Z.38.0.linux—amd64/{consoles,consoleilibraries}

/etc/prometheus/

4. LIFiiCStorageGRID 54 U > O— R Lo 54 7 > NERZ C BZBHEOPEM T 7 1)L
% letc/prometheus/certsiC AE—L £

5. PrometheusisZEYAMLT 7 1 ILZ{ERR L £
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sudo nano /etc/prometheus/prometheus.yml

6. ROWEBEZW/ALE T, PaTRICIF. FEDOELFIZIEETCETE T, ltargets : [ ZBE/—K
DFQDNICEE L. EFHECHWEBRO T 71 IILR2ZEE LTIHEIE. tis_configt o> 3>z E#HL T—
TETLKETV. RIS, 7701 ZREFELET, JUY REEBAVZ—TJ 1A XA TEBCELIHAEZFH
LTWBIHEEIE. SEAZEZ AV O— R LT—ROABIDY 517 > MEEAZICEM L. tls_configz o >
3 >add ca_file : /etc/prometheus/cert/Ulcert.pem|iCi&#IL £ 9

a. ZOHITIE. alertmanager. cassandra. node. & & UfStorageGRID TiRF 2 I N TDIEEZUEL
TWE T, PrometheustBIZDFFMICDOWVWTIE. ZBBL T TV "StorageGRID D RF 2 X > k'

# my global config
global:
scrape interval: 60s # Set the scrape interval to every 15 seconds.

Default is every 1 minute.

scrape configs:
- job name: 'StorageGRID'
honor labels: true
scheme: https
metrics path: /federate
scrape interval: 60s
scrape timeout: 30s
tls config:
cert file: /etc/prometheus/cert/certificate.pem
key file: /etc/prometheus/cert/private key.pem
params:
match[]:
'{ name =~"alertmanager .*|cassandra .*|node .*|storagegrid .*"}'
static configs:

- targets: ['sgdemo-rtp.netapp.com:9091"]

Ty REERAVZ—T7 1/ ATEHCELRASMERATN TV SIEEIE. (AEZX Y >0
—RLT—REORRITI 47> MEAZICRINL T, tis_configt o> 3T 547>
hEERRE C MERBDITO LICAERRZE ZEBML £ 9

®

ca file: /etc/prometheus/cert/Ulcert.pem

1. PrometheusID IR TD T 7ML T o LT M DPFRABIEL . Ivar/lib/prometPrometheus 1—H ADFRE
¥ZZETD
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sudo chown -R prometheus:prometheus /etc/prometheus/
sudo chown -R prometheus:prometheus /var/lib/prometheus/

2. /etc/systemd/system|i_Prometheustt —EX 7 7 1 ILZER L £

sudo nano /etc/systemd/system/prometheus.service

3. mDITEIEAL £9, --storage.tsd.dretentiontime=1y# & WS X b U v 4 T — X O FRFH B £1F 2
F9, /e AL—CVOHRIRBICESVWTHRFHHEBZRET 215 86 b
--storage.tsdb.retentionsize=300GiB#%= T2 HTEF X T, EEOFREFLRETITZDIE. CDIF
PRI TY,

[Unit]
Description=Prometheus Time Series Collection and Processing Server
Wants=network-online.target

After=network-online.target

[Service]

User=prometheus

Group=prometheus

Type=simple

ExecStart=/usr/local/bin/prometheus \
--config.file /etc/prometheus/prometheus.yml \
--storage.tsdb.path /var/lib/prometheus/ \
--storage.tsdb.retention.time=1y \
--web.console.templates=/etc/prometheus/consoles \

--web.console.libraries=/etc/prometheus/console libraries

[Install]
WantedBy=multi-user.target

4. SRF LAY —EXZDO—RLTHFLLVPrometheustt—EXEZEFRL FT, EDE. Prometheusthr—E
2B LTEMILETD,

sudo systemctl daemon-reload
sudo systemctl start prometheus

sudo systemctl enable prometheus

S. H—ERNERICKITENTVWE 2R LEFT

sudo systemctl status prometheus
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® prometheus.service - Prometheus Time Series Collection and Processing
Server
Loaded: loaded (/etc/systemd/system/prometheus.service; enabled;
vendor preset: enabled)
Active: active (running) since Mon 2022-08-22 15:14:24 EDT; 2s ago
Main PID: 6498 (prometheus)
Tasks: 13 (limit: 28818)
Memory: 107.7M
CPU: 1.143s
CGroup: /system.slice/prometheus.service
L—ca98 /usr/local/bin/prometheus --config.file
/etc/prometheus/prometheus.yml --storage.tsdb.path /var/lib/prometheus/
--web.console.templates=/etc/prometheus/consoles --web.con>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.510Z caller=head.go:544 level=info component=tsdb
msg="Replaying WAL, this may take a while"

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:615 level=info component=tsdb msg="WAL
segment loaded" segment=0 maxSegment=1

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:615 level=info component=tsdb msg="WAL
segment loaded" segment=1 maxSegment=1

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:621 level=info component=tsdb msg="WAL
replay completed" checkpoint replay duration=55.57us wal rep>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8317Z caller=main.go:997 level=info fs type=EXT4 SUPER MAGIC
Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.83172 caller=main.go:1000 level=info msg="TSDB started"

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.831Z caller=main.go:1181 level=info msg="Loading
configuration file" filename=/etc/prometheus/prometheus.yml

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.832Z caller=main.go:1218 level=info msg="Completed loading
of configuration file" filename=/etc/prometheus/prometheus.y>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8327Z caller=main.go:961 level=info msg="Server is ready to
receive web requests."

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8327Z caller=manager.go:941 level=info component="rule

manager" msg="Starting rule manager..."

6. Prometheustt  —/NQUIC T VX TE 3L SI24 D £7 http://Prometheus-server:9090 & & fUI%E B
LT<fizan
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http://Prometheus-server:9090

9 Prometheus Alerts Graph Status- Help

B Use local time @ Enable query history ® Enable autocomplete

Remove Pane

Add Panel

7. TStatus)] Z—%"v kDPrometheus TERE L 7=StorageGRID T RARA Y FDRAT—R X% MHRTE X
+

9 Prometheus Alerts Graph Status~ Help

Runtime & Build Information
Targets
TSDB Status
Command-Line Flags
Al Unhealthy Collapse Al v
Configuration
Rules
Targets

- Service Discovery
Endpoint

9 Prometheus Alerts Graph Status~ Help

Targets

Al Unhealthy Collapse All

show less

Last Scrape
Endpoint State Labels Scrape Duration  Error

up instance="sgdemo-rtp.netapp.com:9091" 43.396sa 280.876ms
match[]="{__name__=~"alertmanager_~|cassandra_"|node_"|storagegrid_""}" job="StorageGRID" go

8. [JFTIR—IUT, TRAMIIVZETL. T—EHERBICRILAEYTEINTVER L ZHRTE X
o T zxIE. 2T ) /N—IC Tstoragegrid_node name utilization _percentage] ¥ AN L. R{THREZ V%
7w LFET,




9 Prometheus #

B Use local time &
Q  storagegrid_node_cpu_utilization_percentage Execute
Table

< >
storagegrid_node_cpu_utilization_percentage{instance="TD-SG-Adm01", job="node", node_id="fc1f00fc-d148-42b6-b9c4-72b34c2cd0c3", site_id="a3d223fd- 3.4062500000005547
cc25-4255-8987-771e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-5G-GW01", job="node" node_id="97b62a35-c5f0-4ccd-alf8-24e6ddfc770b" site_id="a3d223fd- 3.264583333336901
cc25-4255-8987-771e724B8ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG-SN01", job="node", node_id="17bal4f4-53fc-44fd-alcc-96d2525c31db", site_id="a3d223fd- 12.99166666666641
cc25-4255-8987-771e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG-SN02", job="node", node_jd="b4343{55-16fd-4471-993c-1cd749867718", site_id="a3d223fd- 14.618749999999494
cc25-4255-8987-771e7246ad35", site_name="Terald

storagegrid_nod utilization_percentage{instance="TD-5SG-SN03", job="node", node_id="77313bb8-0300-45af-b748-98cd128dd39d", site_id="a3d223fd- 10.620833333423812
cc25-4255-8987- 24B6ad35", site_name="Tera01"}

Add Panel

GrafanazZ 1 > X +F—)LLTEHRELET

Prometheush -1 > XA h—JLENTHEEREL 7=D T, Grafana® A VA h—JLEA v a7 R— ROHREIEAFT T

GrafanaD

1. GrafanaDBRFD I VA —TSSA XTI T4 a>yEAVAM—ILLET

sudo apt-get install -y apt-transport-https

sudo apt-get install -y software-properties-common wget
sudo wget -g -0 /usr/share/keyrings/grafana.key
https://packages.grafana.com/gpg.key

2. BERV ) —ZBICROV RS M) ZEBMLET,

echo "deb [signed-by=/usr/share/keyrings/grafana.key]
https://packages.grafana.com/enterprise/deb stable main" | sudo tee -a

/etc/apt/sources.list.d/grafana.list

3. URI U ZEML %,

sudo apt-get update

sudo apt-get install grafana-enterprise

4. systemdty—E X% 1) O— R LTH L L\grafanath —EXZZF{RL £9, KIZ. Grafanatr—E X =RHIEL
TEMICLEFT,
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sudo systemctl daemon-reload
sudo systemctl start grafana-server

sudo systemctl enable grafana-server.service

S. Grafanah'f Y A F—=J)LENTEITIND LSO £ LTce TS THTHTTP | //prometheus-server
:3000IC 7RG B L. GrafanaD O 1 O R—IHBRREINE T,

6. FT7 A FDOOYA I LT VY vilidadmin/ adminT®H 0. HLWISRT— REBERI N L SICRTE
TEBENHD ET,

StorageGRID (CX}I5 L 7=Grafana% v > 2 R— RZ{ER L £ ¢

GrafanaZ Prometheush' 1 VXA b= ILENTEITINTVBIRET, 7—2YV—XEZERLTH v aR—K
EERETIECT. COOFEETARBMARELET

1. ERlORA > THERIZERRAL. [T—32Y—XZBIRLT. [T—F2Y—XDEBMAREZ>E2O) v LE
¥

2. Prometheusld. BHOARDHZT—XY —AD1DTT, BEINTULRWESIZ. BE/N—
T Prometheus] 8 EL X9,

3. Prometheus{ > X2~ ADURLY XU S E > EkE%Prometheus DREIFRE — T 5K SICASL

T. PrometheusY —X%ZREL F I, PrometheusT7 T — hIRX—JvERELAD S0, 75—
o arbEMICLEL
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tit Settings

Prometheus

HTTP

URL
Access
Allowed cookles

Timeout

Auth

Basic auth
TLS Client Auth
Skip TLE Verlly

Forward DAuth ldemity

Custom HTTP Headers

+ Add header

Alerting
Manage slerts via Alerting Ul

Alsrimanager dats source

Scrape interval
Query timeout

HTTP Mathod

htip:/flocalhost:9090

Server (default)

With Credentiats

With CA Cert

Dafisult

- BROREZANLIES. FICRIZO0-LLTFERELTTRAMNZIUY I LET,
- BRETARERBICET L1250 [EXPLORIRZ>%Z I w I LET,

a. TfAZ&E| U+ > RUT. PrometheusT lstoragegrid_node namel ICXLTTFRX MLz DEREILEE
EZzFEHRAL. TRunquerys REa>xoUwoLEd




L

6. 7—HY—XEZRELS. Xy aR—RzERLET,
a. EIORA TRy aR—RZEBAL. +#HLVLWA YD aR—RZ#ERLET,

b. TEFENXILZEM Z:&RLET,
C AXMUYIZEFERLTHLULUNRILZRELET, HS5—E [lstoragegrid node names Z{FEHAL.

NRILDEA MILEAS L. TEBIC TOptions] ZEREAL TAAIZHZAZLIZEEL. [ { {instance
FY 1 EAALT/—R&EEEELE T, BRAIDARC > D Standard options] set "Unit; % Misc-
100%] ICRRELE T, [ERZIZVYILT. NI EA YD aR—RICREFELE T,

.{- MNew dashboard F Edr Panat




7. REBEREECCICCDESBR Yy a2 h—REBRLEITZ B TETEIH. F&EICH. StorageGRID
ICIFR Y aR—RATTICBEINTED. AREZLA YD aR—RICOE—FB3CNTEEFT,

146

a. StorageGRID B2 VA —T7 14 ADERIDRA VT, [HAR—FEFRL. [V=ILFIDTBICH B[

BiRlE Uy I LET,
b. {EIZAT. FROFIDERICHS Ty R VY IZBRLET,

[t

T Metrics

Ancess charts and matnics to help roubleshoot Hsues

Mrgey e Promet R UT wseng The link belove. You e B2 wigned knio the Geid Managie

i

Shoign pels
Ernusrg coding Borems the Grafana dashboassds useng Tha links bakow. You mend e signed n tothe Grid Manager
Akzrigr ghido

Brpan S -

Eliperd ~riadots lechup A — al

COHFIGURETION

WARIHTTHANTE

LT

amiwthoun in am opea-souris inolkid for goectieg mebics The Prometheus siedacn allows you b query the curimnt value of metio sad 15 vie

o cHartn of tha vl ues over e

Gratans b epenwuets softwies lof meties visuallastion. The Grelees isterlace provides pre-conmimucted deabbes idy ik contein grapha ol wmgoetant metra vilued gy tine

c. J)wRA v aR—R T, [Storage Used - Object Metadatal /NRILZEIRLE T, XZa—% K
Ay 7RI 2T 3ICE NRILZA FILONEBRTESRNEKREZI )y I LET, COAXZa—

H5 Tnspect) £ TPanel JSSONJ %#3&RL £7,

d JSONO—FRZIE—L T4 RIZBRALE T,



Inspect: Storage Used - Object Metadata

Salact source

Panel JSON

"aliasColors"™:

“"datasource":
"decimals": 2,
*fitL": 1,
“fillGradient™: @
“gridPos": {

"legend”: {
"avg": Talse

“current"

"values™:
|
"lines™: true,
*linewidth": 1,
“links": [],
*nullPointMode":
“options™: {
"alertThreshold"
}e
"percentage™:
“pointradius™: °f
"polints™:
"renderer":
"seriesOverrides":
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Name : www . wip.engineering.f5demo.nek
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C:\Users\gorman>nslookup www.wip.engineering.f5demo.net
Server: dns.google
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Non-authoritative answer:
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Name : www . wip.engineering.f5demo gt
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listeners:
- name: snmp
snmp listener:
workers: 100 # number of workers used to discover devices concurrently
discovery interval: 3600 # interval between each autodiscovery in
seconds
loader: core # use core check implementation of SNMP integration.
recommended
use device id as hostname: true # recommended
configs:
- network address: 10.0.0.0/24 # CIDR subnet
snmp version: 2
port: 161
community string: 'stOr@gegrid' # enclose with single quote
profile: netapp-storagegrid

8 &2 OF /N1 R

/etc/datadog-agent/conf.d/snmp.d/conf.yaml

init config:
loader: core # use core check implementation of SNMP integration.
recommended
use device id as hostname: true # recommended
instances:
- ip address: '10.0.0.1'
profile: netapp-storagegrid
community string: 'stOr@gegrid' # enclose with single quote
- ip address: '10.0.0.2'
profile: netapp-storagegrid
community string: 'stOr@gegrid'
- ip address: '10.0.0.3"
profile: netapp-storagegrid
community string: 'stOrlgegrid'
- ip address: '10.0.0.4"'
profile: netapp-storagegrid
community string: 'stOr@gegrid'

kS w 7OSNMPERE

SNMP k5w Z7D#8R% . datadogt&FYAML 7 7 - JL/etc/datadog-agent/datadog.yaml CEZINTWVWET
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network devices:
namespace: # optional, defaults to “default”.
snmp traps:
enabled: true
port: 9162 # on which ports to listen for traps
community strings: # which community strings to allow for v2 traps

- stOrQgegrid

StorageGRID DSNMPE&E

StorageGRID > X 7 LADSNMPI— 1 > h&. [Configuration]®? 7 M[Monitoring]ZJIc#% D £ 9, SNMP%ZH
ML, BEBEREHREANDLET. by TEERT 3HSE. [Traps Destinations]%=i#R L. ~ 5w TR
& DatadogT—> > KRR FDIEBEEER L £,

SNMP Agent

You can configure SNMP for read-only MIB access and notifications. SNMPyl, SNMPv2c, SNMP3 are supported. For SNMPY3, only User Security Model {LISM)
authentication is supported. All nodes in the grid share the same SNMP configuration,

Enable SNMP @

System Contact @
System Location @ lab

Enable SNMP Agent Notifications @
Enable Authentication Traps @ [
Community Strings

Default Trap Community @ stlr@gegrid

Read-Only Community @

String 1 stir@gegrid +

Other Configurations

Agent Addresses (0) USM Users (0} Trap Destinations (1)

= 1
4 l:reat:J
C i SM
Version Type Huost Port Protocol u:q::rmnllﬂ'u
SHMPVIE inform 10,193,592 241 8162 une efaul Community:

stin@gegrid
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rcloneZ{EMA L T. StorageGRID LA T2 T +%#
7. PUT. BLVHIBRLEXT

S—=0T7)—=keAwyFeTOY  USAE

rcloneld. SMEBRADERDIAT Y RSA Y —=ILTISA4T7 > T, rclonexfEMAL T. StorageGRID t
DATOT U bT—R%Z8Hi7. AE— BLVHIBRTET XY, rclonellld. XDFINCRT LSS, Tpurgel
BT AL TETERLTHONT Y M ZHIBRT AEENEENTUVET,

rclonez1 VA F—JLLTERELET

rclonez 7 —JXA7—= 3 EEIET—NICA VA M=ILT3ICIE. 54U >O— R L £ "rclone.org”s

AR EFIE
1L R/ERIV T bZRTIBZD. 770NN EFETERL T rclonetm 7 71 ILZER L 7
2. ZOHITIE. rclonetBBd ') E— kStorageGRID S3T > RRA > ~D&HIICsgdemozERAL £ 95
a. §%%E 7 7 1 JL~l.config/rclone/rclone.confz {ERL L £ 9

[sgdemo]

type = s3

provider = Other

access key id = ABCDEFGH123456789JKL

secret access key = 123456789ABCDEFGHIJKLMNO0123456789PQRST+V

endpoint = sgdemo.netapp.com

b. rclone confige RITLEX T
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https://rclone.org/downloads/

#rclones%E

2023/04/13 14:22:45 NOTICE: Config file
"/root/.config/rclone/rclone.conf" not found - using defaults
No remotes found - make a new one

n) New remote

s) Set configuration password

g) Quit config

n/s/aq> n

name> sgdemo

Option Storage.

Type of storage to configure.

Enter a string value. Press Enter for the default ("").

Choose a number from below, or type in your own value.
1 / 1Fichier

\ "fichier"

2 / Alias for an existing remote
\ "alias"

3 / Amazon Drive
\

"amazon cloud drive"

4 / BAmazon S3 Compliant Storage Providers including AWS,
Alibaba, Ceph, Digital Ocean, Dreamhost, IBM COS, Minio,
SeaweedFS, and Tencent COS

\ "s3"
5 / Backblaze B2
\ "b2"
6 / Better checksums for other remotes
\ "hasher"
7 / Box
\ "box"
8 / Cache a remote
\ "cache"
9 / Citrix Sharefile
\ "sharefile"
10 / Compress a remote
\ "compress"
11 / Dropbox
\ "dropbox"
12 / Encrypt/Decrypt a remote
\ "crypt"
13 / Enterprise File Fabric
\ "filefabric"
14 / FTP Connection
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15

16

17

18

19

20

21

22

23

24

25

26

27

28

31

32

33

34

35

36

PN N N N U N N N O N N N N N N N - N N N

" ftp"

Google Cloud Storage (this is not Google Drive)

"google cloud storage"
Google Drive

"drive"

Google Photos

"google photos"

Hadoop distributed file system
"hdfs"

Hubic

"hubic"

In memory object storage system.
"memory"

Jottacloud

"jottacloud"

Koofr

"koofr"

Local Disk

"local"

Mail.ru Cloud

"mailru"

Mega

"mega"

Microsoft Azure Blob Storage
"azureblob"

Microsoft OneDrive
"onedrive"

OpenDrive

"opendrive"

OpenStack Swift (Rackspace Cloud Files,

"swift"

Pcloud

"pcloud"

Put.io

"putio"

QingCloud Object Storage
"gingstor"

SSH/SFTP Connection
"sftp"

Sia Decentralized Cloud
"sia"

Sugarsync

"sugarsync"

Tardigrade Decentralized Cloud Storage
"tardigrade"

Memset Memstore,
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37

38

39

40

41

42

43

44

45

PN N N N N N N

Transparently chunk/split
"chunker"

Union merges the contents
"union"

Uptobox

"uptobox"

Webdav

"webdav"

Yandex Disk

"yandex"

Zoho

"zoho"

http Connection

i e ™

premiumize.me
"premiumizeme"

seafile

"seafile"

Storage> 4

large files

of several upstream fs



Option provider.

Choose your S3 provider.

Enter a string value.

1

10

11

12

13

14

/

N 7N N N N N N N N N N N N o

~

Amazon Web Services (AWS) S3
"AWS"

Alibaba Cloud Object Storage System
"Alibaba"

Ceph Object Storage

"Ceph"

Digital Ocean Spaces
"DigitalOcean"

Dreamhost DreamObjects
"Dreamhost"

IBM COS S3

"IBMCOS"

Minio Object Storage

"Minio"

Netease Object Storage (NOS)
"Netease"

Scaleway Object Storage
"Scaleway"

SeaweedFS S3

"SeaweedFS"

StackPath Object Storage
"StackPath"

Tencent Cloud Object Storage (COS)
"TencentCOS"

Wasabi Object Storage

"Wasabi"

Any other S3 compatible provider
"Other"

provider> 14

(0SS)

Press Enter for the default ("").

Choose a number from below, or type in your own value.

formerly Aliyun
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Option env_auth.

Get AWS credentials from runtime (environment variables or

EC2/ECS meta data if no env vars).

Only applies if access_key id and secret access_ key is blank.

Enter a boolean value (true or false). Press Enter for the

default ("false").

Choose a number from below, or type in your own value.

1 / Enter AWS credentials in the next step.

\ "false"

2 / Get AWS credentials from the environment (env vars or IAM).
\ "true"

env_auth> 1

Option access key id.

AWS Access Key ID.

Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default ("").
access key id> ABCDEFGH123456789JKL

Option secret access key.

AWS Secret Access Key (password).

Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default ("").
secret access key> 123456789ABCDEFGHIJKLMN0123456789PQRST+V

Option region.

Region to connect to.

Leave blank if you are using an S3 clone and you don't have a
region.

Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.

/ Use this if unsure.

1 | Will use v4 signatures and an empty region.
\ mwn
/ Use this only if v4 signatures don't work.
2 | E.g. pre Jewel/v10 CEPH.

\ "other-v2-signature"
region> 1
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Option endpoint.

Endpoint for S3 API.

Required when using an S3 clone.

Enter a string value. Press Enter for the default ("").
endpoint> sgdemo.netapp.com

Option location constraint.

Location constraint - must be set to match the Region.

Leave blank if not sure. Used when creating buckets only.

Enter a string value. Press Enter for the default ("").

location constraint>
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Option acl.
Canned ACL used when creating buckets and storing or copying
objects.
This ACL is used for creating objects and if bucket acl isn't
set, for creating buckets too.
For more info wvisit
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-
overview.html#canned-acl
Note that this ACL is applied when server-side copying objects as
S3
doesn't copy the ACL from the source but rather writes a fresh
one.
Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.

/ Owner gets FULL CONTROL.

1 | No one else has access rights (default).
\ "private"
/ Owner gets FULL CONTROL.
2 | The AllUsers group gets READ access.
\ "public-read"
/ Owner gets FULL CONTROL.
3 | The AllUsers group gets READ and WRITE access.
| Granting this on a bucket is generally not recommended.
\ "public-read-write"
/ Owner gets FULL CONTROL.
4 | The AuthenticatedUsers group gets READ access.
\ "authenticated-read"
/ Object owner gets FULL CONTROL.
5 | Bucket owner gets READ access.
|

If you specify this canned ACL when creating a bucket,
Amazon S3 ignores it.

\ "bucket-owner-read"

/ Both the object owner and the bucket owner get FULL CONTROL
over the object.

6 | If you specify this canned ACL when creating a bucket,

Amazon S3 ignores it.

\ "bucket-owner-full-control"
acl>

Edit advanced config?

y) Yes
n) No (default)
y/n> n
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[sgdemo]

type = s3

provider = Other

access key id = ABCDEFGH123456789JKL

secret access key = 123456789ABCDEFGHIJKLMNO0123456789PQRST+V
endpoint = sgdemo.netapp.com:443

y) Yes this is OK (default)

e) Edit this remote

d) Delete this remote

y/e/d>

Current remotes:

Name Type

sgdemo s3

e) Edit existing remote

n) New remote

d) Delete remote

r) Rename remote

c) Copy remote

s) Set configuration password

g) Quit config

e/n/d/x/c/s/q> g
BEANZI< Y ROF

s N7Tw M EER

rclone mkdir remote:bucket

#rclone mkdir sgdemo : test01

() SSLIFFAE % 18§ 3 UWEH B 318 &1E. —-no-check-certificate f#H L £ ¥

CIRTDONT Y hERR .

177



rclone 1lsd remote:

#rclone Isd sgdemo

CBEONTY MAOA TSI R EIVRXMLET,

rclone ls remote:bucket

# rclone Is sgdemo : test01

65536 TestObject.O
65536 TestObject.l
65536 TestObject.10
65536 TestObject.12
65536 TestObject.13
65536 TestObject.14
65536 TestObject.1l5
65536 TestObject.1l6
65536 TestObject.17
65536 TestObject.18
65536 TestObject.2
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
33554432 bigobj
102 key.Jjson
47 lockedOl.txt
4294967296 sequential-read.0.0
15 test.txt
116 version.txt

O 0 J o U1 W

s N7 v b EHIRR

rclone rmdir remote:bucket

#rclone rmdir sgdemo : test02

ATV EEZTHIL:
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rclone copy filename remote:bucket

#rclone copy ~/test/ testfile.txt sgdemo : test01

* ATV RS

rclone copy remote:bucket/objectname filename

#rclone copy sgdemo . test01 / testfile.txt ~/test/ testfileS3.txt

s ATV hEHIR:

rclone delete remote:bucket/objectname

#rclone delete sgdemo : test01 / testfile.txt

N7y NROA T U FDOBAT
rclone sync source:bucket destination:bucket --progress

rclone sync source directory destination:bucket --progress

#rclone sync sgdemo : test01 sgdemo : clone01 — progress

Transferred: 4.032 GiB / 4.032 GiB, 100%, 95.484 KiB/s, ETA
Os
Transferred: 22 / 22, 100%
Elapsed time: 1m4.2s
(D —progress £ 7cld- PZERAL T, 2R VDETRRZRRLET. ENUADEZE. B
lFdH D FH A

rclone purge remote:bucket --progress
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#rclone purge sgdemo . test01 — progress

Transferred: OB/ 0B, -, 0B/s, ETA -
Checks: 46 / 46, 100%

Deleted: 23 (files), 1 (dirs)

Elapsed time: 10.2s

# rclone Is sgdemo . test01

2023/04/14 09:40:51 Failed to 1ls: directory not found

Veeam Backup & Replicationz R L 7=EAICRE T
%StorageGRIDODRXX K 50574 X

_ Oliver Haensel & Aron KleinZ

CDHA RTlE. NetApp StorageGRIDD#ERL & . Veeam Backup & Replication®—&R %= FOMIEREBAL £ 95
ARF a2 X2 bE Linux> 2T ALICKEE L. Veeam Backup & Replication & $8#A4 &1 TNetApp
StorageGRIDY XA 7 LADRTF o IEREXBLUTIA ML —VBEBES L URY N T—UBBEEZWNRELT
WET,

BE

AL —UBEEE. A, ARGV AN)DOEERZERL. Z—XICE&LETILERL. T—2DORIRE
ICATZRS—z2BEEITZVYa—>areE@FALT. T—20EMZEELAVEEZTVWET, Ch
5DV a—avid. BECEREDHIKENSDFRETIHNENHD £, Veeam NetAppldigiE L
T AYTLIROA T U FX L —CHEITDVeeam Backup & Recovery & NetApp StorageGRID %
BOE T — 2 RERREZIEHR L F LT

Veeam ¢ NetApp StorageGRIDHEHE L TEIMET 3 ELWP T VRRZIRMHITZI I T, AFBT—HEDIE
APHROBBEFRIEO=Z—XIHIETEE T, VT7TRR=RDA TPz A ML= TEEMN. 1k
R ERAMER. OXAMIRIZBNTVWARZCTHLONTED, NvIT7yTOR—7y hE LTHRETY,
ARF 21X hTlE. Veeam BackupfiREE$H & U'StorageGRIDS R 7 LDIERICEAT 21X R C#ERE
ExERELE,

VeeamDA 7TV b7 —00O—RIZK->T MNREFA TP £ FDPUT. DELETE. LISTALEEAERICE
BUERSNE T, EZBICHIBROBLEEEMICT 3. FREHFFOEREC/N—23 VORKICEATIERD
ATV I RTICEBMENE T, Nv o7y F2oao7OLXTld. BREEDLOICA TSI A
EFINAFNET, Z0B. FILLEZIAADNTRT TR, NI T7 v ITOREFR)—ICEOVWTA TS o
EHEIBRESNE T, Ny o7y o3RI a—)Lid I FEACDBEEELET, TORR. Nvo 7
VT IA4 Y RIODKERDA TSI E X RTIC50D50DPUT / DELETETV —2 O— R TR EINE T, X
2020w bOFREXFEA L CREUIEHZVeeamTHEL. Ny o7y r2aJoOv o0 I w1EP
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ROV FEIEELE T, fmezldE. H—NI2DDOCPUOATHHB5E. AT FXMTICIEE
FH28EDERFEX Ly RAMERINE T, CHiCid. PUT. GET. X U'BATCH DeletehA&ENE T, ¥ X
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Response body

"responseTime”: "2025-09-19T715:01:28
"status": "success",
"apiVersion": "4.2",
"data": {
"deletes": {
"synchronous"”: null,
"deleteQueueWorkers": null,
"asynchronousQueueRatio"”: null,
"synchronousTimeout”: null,
"asyncILMDeletes": null,
"maxConcurrentUnlinkTruncateOps": null
},
"scanner": {
"ignoreTimeSinceLastClientOp": null,
"ignoreTimeSinceLastILMOp": null,
"scanRate": null,
"leakedUUIDCheckRatio”: null,
"leakedUUIDMaxConcurrentWorkers": null,
"leakedUUIDIgnoreTimeSincelLastEvent": null,
"bucketDeleteObjectsMaxConcurrentWorkers"”: null

8. PUT ilm-advancedZ&RL £ 9,
9. TERL THB1 #FEIRLT. API KEDREERBLEF T,

a F7#I)ETIE. API KIEICITT 7 2L MEDE FN. UFIHCEBRINTEAXZLEBEIZFESENEE
Ao CD, FIBES~7%2ETITREHIERICEETHIEHRTTI,

10. FE5~7 TT 74 FUNDEBRRON o158 1E. APIAREZFIE7 TRELI-BAICESRIF
T o TNUNDBE. FIES5 ~7 TEH null 7o 72mE1E. API REKIZZFDOFFICLTHESTE I,

M. API KIFER Y VX THRDINT XA —2%FABLET,
a. EEAfE% false ICEREL X9,

API XX DHI:
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Edit Value Model

"deletes": {
“synchronous": false|,
"deleteQueueWorkers": null,
"asynchronousQueueRatio": 10,
"synchronousTimeout": 30,
"asyncILMDeletes": null,
"maxConcurrentUnlinkTruncateOps": null

},

"scanner": {
"ignoreTimeSincelLastClientOp": 3600,
"ignoreTimeSinceLastILMOp": 10800,
"scanRate": null,
"leakedUUIDCheckRatio": 10,
"leakedUUIDMaxConcurrentWorkers": 64,
"leakedUUIDIgnoreTimeSincelLastEvent": 3600,
"bucketDeleteObjectsMaxConcurrentWorkers": 64

12. F7 L5, TERT1 2BRLET

BADF—RA> bk
StorageGRID

AEEHIRERIZEIE. StorageGRIDY X T ATA Iz OV IDNEMIH>TVWE =R LET,
BEIBUID[Configuration]/[S3][Object Lock]iCd B A F 3 V& FEIRL X,

Configuration > 53 Object Lock

S3 Object Lock

o 53 Object Lock has been enabled for the grid and cannot be disabled.

Enable S3 Object Lock for your entire StorageGRID system if S3 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this setting is enabled, it cannot be
disabled.

Before enabling 53 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with S3 Object Lock enabled.
It must create at least two replicated object copies or one erasure-coded copy.
These copies must exist on Storage Nodes for the entire duration of each line in the placement instructions.
Object copies cannot be saved in a Cloud Storage Pool.
Object copies cannot be saved on Archive Nodes.
At least one line of the placement instructions must start at day 0, using Ingest Time as the reference time.

At least one line of the placement instructions must be "forever".
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NTy b EZBRBONY I 7y FIERT 35E1E. /N7y b DIERLEFIC[Enable S3 Object Lock] % 3&ER L
£9, CNUSEKD. N7y bON—2 3 VEEABBNICEMIRD FY, 772 0 MrEHARIEVeeam
ICE > THRTRHNICRESND O, T7 4 bOFRFHBIGENOERICLE T, VeeamTEEARTD/\ Y
7w THMER SN TVLWAWEEIZ. [Versioning] £ [S3 Object Lock]Z &R L AW T E T LY,

Manage object settings optional

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an
object as needed.

ﬂ Object versioning has been enabled automatically because this bucket has 53 Object Lock enabled.

53 Object Lock

S3 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use $3
Object Lock, you must enable this setting when you create the bucket. You cannot add or disable S3 Object Lock after a bucket is
created.

If S3 Object Lock is enabled, object versioning is enabled for the bucket automatically and cannot be suspended.

Enable S3 Object Lock

Default retention @

Automatically protect new objects put into this bucket from being deleted or overwritten.

@) Disable

Enable

NTy bDMERE NI, ERLTENT Y FOFRR—JICBBLE T, BEMLANILZERLET,
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Buckets = veeam12
veeam12

Region:
S3 Object Lock:
Date created:

Object count:

us-east-1

Enabled

2023-09-21 08:01:38 GMT
0

View bucket contents in Experimental 53 Console [4]

Delete objects in bucket | | Delete bucket

Consistency level

Last access time updates

Object versioning

S3 Object Lock

Bucket options Bucket access Platform services

Read-after-new-write (default)

Disabled

Enabled

Enabled

VeeamTld. S3NT v ML TEDBEBEUHDNRETYT, D70, Veeamh I ERDIGFAD ST —RIZT

T RATBVILFHYA FRIEDHZEIF.

I'strong-globaly Z:#&ERL £9, VeeamD/N\w I Ty T VAT %

BHB—HA N TOHFRRTITIHEIE. BEMELARIL%Z (strong-site] ICRETIHENDHDET, TEEREFL

9,

Bucket options

Consistency level

Storage Modes and sites.

All

@ Strong-global

Strong-site

Available

Last access time updates

Bucket access Platform services

Read-after-new-write (default)

Change the consistency control for operations performed on the objects in the bucket. Consistency levels provide a balance between the availability of objects and the consistency of those objects across different

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability or consistency requirements, change the client application's behavior, or set the Consistency-
Control header for an individual API request, which overrides the bucket setting.

Provides the highest guarantee of consistancy. All nodes receive the data immediately, or the request will fall

Guarantees read-after-write consistency forall client requests across all sites.

Guarantees read-after-write consistency for all client requests within a site.

Read-after-new-write (default)

Provides read-after-write consistency for new objects and eventual consistency for object updates. Offers high availability and data protection guarantees. Recommended for most cases.

Provides eventual consistency for both new objects and object updates. For 53 buckets, use only as required (for example, for a bucket that contains log values that are raraly read, or for HEAD or GET
operations on keys that do not exist). Not supported for FabricPool buckets.

Disabled

StorageGRIDI&. IRTOERE ./ —RELUVERDTY— b T4/ —RFTHRESINCO—RNZOHH—EX

187
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ETCEFBLTY, TS D ISA TV R T—O0—RADTZ TUTr—2a > O E%FBE LD, Do
AT RT—=00-REDHT—IO—-RZBELIEDTEDICFERINEITH. BERICIRIIDENMDIE
BIEDR—FIAHiRML X,

[Configuration]® 7 T. [Traffic Classification]ZERL. FTLWRU > —ZERL £, IL—ILICKRIZ T
RATELTNTY bEETFOREERLET. Ny MELIETFHF2 bDEFIZANDILE T, QoSH
BREEIIFREZRELEF TN, FLALCDRETIE. FIREERELBVTLIEEL,

Create a traffic classification policy

You can create traffic classification policies to monitor the network traffic for specific buckets, tenants, IP
addresses, subnets, or load balancer endpoints. You can optionally limit this traffic based on bandwidth,
number of concurrent requests, or the request rate.

@ Enter policy name —— @ Add matching rules —— @ Set limits —— o Review the policy
Review the policy

Policy Veeam
name:

Description:Policy to monitor
Veeam bucket
traffic

Matching rules

Type Inverse
4 Matchvalue @
(7] match @
Bucket test No
VeeamDIREICE > T

StorageGRID7 75 A4 7 Y ADETILERIC L > TE. N7y FTRRIIERTTET 3 0NEBEHOFRZZERL T
RETIVENHD T,
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Edit Backup Job vm baciup 4rmb

Storage

- Specify processng proxy server to be used for source data refrieval, backup repositony to store the backup files produced by
m this joir and customize advanced job settings if required,

Backup peown
| Buiomatc selection

Marms=
Choose..

Yirmual Machines
Backup repositony:

m | bar=metal 4mb [Created by MUCCBC chaense! ot 14.03.2023 1521 -

Guest Processing L Map backup
Retenti licy: | 30 - | -
Schedule kot sttt | bd .a:irs
! Keep certain full backups longer for archival purpozes Configure..
Scrnmary

G weekly, 3 monthly

[} Configure secandary destinations for this job
Capy backups produced by this job to another batkup repository, or lape. We recommend to make
at least one copy of your backups to & different storage device that is located ofi-site.

Advanced job settings inchide backup mode, comprassion and deduplication, block [, ;
size, notificsbion cettngs, autcmated post-ob actvity and other sefings, i

< Previous Finish || Cancel

FHsRE] 22 Vv o L. A ML —CRBEEHREZ4I MBUEICEE L F9, EHEtEEE L BEHREREZ BRIC
LET. EHRICRLTTRAMREZEEL. Ny I 7y F2aTORTDa—IlzRELEXT,

Advanced Settings

Backup Ma’lrrbmm: Stotage | Motifications | vSphere | Integration | Scripts

Data reduction
[¥] Exclude swap file blocks (recommended)
|| Exclude deleted file hlacks frecommended)
C-:-mprﬁnu:-n Ievel
| Optirmat [rewnmendedr - |
Provides for the best -:cmpue-ssmﬂ to p-:rl’mr"lance ratio, lowest backup pr,.'m-
CPU usage end fastest restore.

'Srnmgr aptimiration:

T -
Required far processing rachines with disks farger than 1007T8. Reduces
dedupe rate and increases the size of mcremental backups
Encryption
[7] Enable backup file encrypbon
Save da Default| DK, Cancel
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Veeam ¥ StorageGRIDDEEIZ L B /X7 # —< V RO LK FEIBET B ICIF. RIID/INv I 7 v TOREFH
BEHRIN £ THEOVELRDHD FT, TNET. VeeamDT—U O— RIFEICPUTIIETHER SN HIKRIZ
TONTVWEEATLIce Ny o7y TIT7—2DBMHBRIEOVWTI U -7y FT2RTIde. #70x
IR R MTIC—E LFERARENRIEIN, BEICIGL TVeeam THREZRABRTEE T,

StorageGRIDIZ &, [Support]? 7 D[Metrics] R—JICH DS AT LDEEZERT 21O DERBRFv— D
BETNTWETY, EIZS3D[Overview]. [ILM]. [Traffic Classification Policy] (7R1) > —hMER TN TWL 315
B) DA v aR—RZREELE T, S3D[Overview]d v 2 R— RiZlF. S3OMNER, LAF>I B
KSEICET BEHRIARTINE T,

SIDHEEET VT4 TRERZHERI DL, &/ —FTUEINTLIEFADEE. 21 THIDERDEE
ZHERTEEI,

400 ops/s

s/s
12:00 14:.00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

== $g5712tme-13 delete_object == sg5712-tme-13 get_object == $g5712-tme-13 get_usage
== $g5712tme-13 put_object $g5712-tme-14 delete_object $g5712-tme-14 get_object

$95712-tme-14 put_object $g5712-tme-15 delete_object $g5712-tme-15 get_object
== $05712-tme-15 put_object $a5712-tme-16 delete_obiect 5a5712-tme-16 qet_object == Sitel delete_object == Site1 get_object == Sitel get usage == Site1 put_object

O ops/s = - -
12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

Active Requests Summarized Active Requests

12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00
== $g5712tme-13 delete_object == sg5712-tme-13 put_object == $g5712-tme-14 delete_object
== 5g5712-tme-14 put_object $95712-tme-15 delete_object $g5712-tme-15 put_object

$g5712-tme-16 delete_object $95712-tme-16 put_object == Site1 delete_object == Site1 put_object

12:.00 14:.00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

[Average Duration]F ¥ — Ml &/ — RDEBRZ A4 T OFERBRBARRINE T, ChigUoT
2 S DFEEET. BINOFAERHNURED. StorageGRID AT LML DZL DERZF|ETRITIRMHH D
tezmLTLWBHhrdbLNnFtA

Average Duration

i
|
|

11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30

== $g6060-tme-09 delete_object == sg6060-tme-09 put_object == $g6060-tme-10 delete_object == sg6060-tme-10 put_object $g6060-tme-11 delete_object $g6060-tme-11 put_object $g6060-tme-14 delete_object

[Total Completed Requests]F ¥ — rTld. UIIRA &R FA—REIGEI—RICRTTEE T, IS
12200 (OK) MADIBEHIERSNIIES. Chid. StorageGRIDS X7 LD & 5 4 FIEEAS503 (RO—4™
V) INBZXEFELTED. BIORABNNREICA DD, BEHIEBINT DI AT LAZHRRT 2EEAFR
C&ZERLTVWBAEEMDAHD £9,
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Total Completed Requests

300 Mmil

200 Mil

e

100 Mil /

0

09/20 09/23 09/26 09/29

== 200 delete_bucket == 200 delete_object == 200 get_object == 200 head_bucket
200 other 200 put_bucket 200 put_object 404 other == 404 put_object
500 delete_object 503 delete_object 503 head_bucket 503 put_object

10/02

200 list_buckets
405 put_object

[ILM]& v 2 27R— R Tld. StorageGRIDY X T LDHIBRD/INT #—X >V XA Z&EHTET XY, StorageGRIDT
& &/ — RTHEEHIBR CIEREAHIR Z A HE TERAL. SR TOEROEENABNT +—T >V A ZRE
ItLEDELFT,

Average Delete Times

15:00 1510 15:220 15:30 15:40 15:50 16:00 16:10 16:20 16:30 1640 16:50 17:00

$g6060-tme-09 delete metadata == sg6060-tme-10 delete metadata == $g6060-tme-11 delete metadata
$g6060-tme-14 delete metadata == sg6060-tme-09 cloc remove
$g6060-tme-11 cloc remove == $g6060-tme-14 cloc remove
$q6060-tme-11 total $q6060-tme-14 total

$96060-tme-10 cloc remove
$96060-tme-09 total == sg6060-tme-10 total

Rate of Client Driven Deletes

100 ops/s

0 ops/s
1500 1510

1520 1530 1540 1550 16:00 1610 16220 16:30 16140 16:50 17:00

= 506060-tme-09 Sync == $g6060-tme-10 Sync == sg6060-tme-11 sync == $g6060-tme-14 sync
$96060-tme-09 async $g6060-tme-10 async $g6060-tme-11 async $g6060-tme-14 async
$g6060-tme-09 sync timed out == sg6060-tme-10 sync timed out $g6060-tme-11 sync timed out
$a6060-tme-14 sync timed out

Active Deletes

o | i

15:00 1510 1520 1530 1540 1550 1600 1610 1620 16:30 1640 1650 17:00

== $06060-tme-09 common == $g6060-tme-10 common == $g6060-tme-11 common
== $96060-tme-14 common

Rate of ILM Driven Deletes

300 ops/s
200 ops/s

100 ops/s X
n [ [ 1 A

0ops/s -
1500 1510 1520 1530 1540 1550 1600 16:10 16220 16:30 16:40 16:50 17:00
== 506060-tme-09 queue == sg6060-tme-10 queue == sg6060-tme-11 queue == sg6060-tme-14 queue
$g6060-tme-09 MD purge $g6060-tme-10 MD purge s$g6060-tme-11 MD purge
$g6060-tme-14 MD purge

RST4wIRERS—%#ERTIE. O—RNSUHERODZIIL—TFv b, L—k, BRI, &
UVeeamhEZET B A TPV M HAXICEATEIA M) W IERRTEE T,
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Load Balancer Request Traffic Load Balancer Request Completion Rate
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Error Response Rate Average Request Duration (Non-Error)
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Write Request Rate by Object Size Read Request Rate by Object Size

No data points

ENNFHRDESRAT

CORF2XY MCRESNTLBBEHOFMONTIE. UTFORF2 XY b Web 1 FEBRL T
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* "NetApp StorageGRIDE G R F 2 X > "

* "Veeam Backup Replication"

StorageGRID%* A L 7=DremioT—4% Y — X DKE
Angela Cheng®& _

Dremiold. V5T RR=ZANAVTLIADA TSI AL —VRE BRBRT—FY —X%EHER—F
LTWEY, StorageGRIDZA TP TV A ML= F—2Y—RELTEAT 3L S ICDremiozZs&RETE
x9,

DremioT —4% Y — XDXE
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EIE=E G
* StorageGRID S3T > FRA1 > MURL. T+ +s370E2XF—ID. >—JL Y 702 F—,

* StorageGRIDIERDHELREEIE | EMEZEMICLET (T 7 4L M TIEER) o [+]
Dremiold. Byte range GETAFHEL T. JTURICALA TS U FALSERZ /N1 MEEFEZRRFIC
RELET, N1 FEEERO—MENAEY 1 XIZIMBTY, B4 TSI b 2FRTI L. /N1 MG
FEGETONT #—IX Y AMPMETFLET,

Dremio/i-1 K

"Amazon S3ADIEHE- S3EHER ML —S DRE"

1PN
1. [Dremio Datasets] R— T, [+]22 U w o L TY—X%ENML. [Amazon S3|Z 2R L £
2. ZoHFLWTF—42Y —XD4%R] (StorageGRID S3DTF+ Y 70 XAF—IDE>Y—UL Y 7OV XF
—) ZANLET,

3. StorageGRID S3T Y KRR > FADIESTIChttpsZFEH T 35S 1&. [Encrypt connection]F = 7Ry &
REAICLET, [+]
CDS3TY RRA > FTESELCAIAZEZEAT 315513, DremioDH 1 RFIBICHE>T. CDCAGE
BHZ % Dremiott —/\M<JAVA_HOME>/jre/lib/security+IZBHNL £ 9,
BOTINRI)—=> 3y b~

EE o

Advanced Options

Mame
Reflection Refresh
Metadata
Privileges Authentication
O AWS Access Key EC2 Metadata AWS Profile No Authentication

All or allowlisted (if specified) buckets associated with this access key or IAM role to assume (if specified) will be available

AWS Access Key

WERsEE s ey

AWS Access Secret

IAM Role to Assume

Encrypt connection

Public Buckets

Buckets

(® Add bucket

4 FFRA T avEs )y oL, [EBRE-RZEBMCT B2 ICLET,
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9. [Connection properties] T« [+ Add Properties]z 2 1) w2 LT, CNb5Ds3aO/NT+ ZEBMLF T,

6. fs.s3a.connection.maximum> 7 #JL ;3100 T, s37T—4tw MZ1000U LRSS HFAEI T 71
ILDEENTVBRHEEIE. 100&DKEVMEEZANTEIHNELRHD £, ZDHREICDLTIE. Dremiod
HAREBEBLTLLEIL,

2L fifiE

FS.s3a.endpoint _ StorageGRID S3T > KK > k : port>_
FS.s3a.path.style.access ELWTTY
fs.s3a.connection.maximum <100&L D AZLME>

YOTINRI)—-22 3y b

General Enable asynchronous access when possible

Mo compatibi”‘:y -
Apply requester-pays to 53 reguests
Reflection Refresh
s Enable file status check

Metadata Enable partition column inference

Privileges Root Path

!

Server side encrypiion key ARN

Default CTAS Format

PARQUET s

Connection Properties

MName Walue

f=.53a.path.style.accass true H
MName Walua

f5.53a3. endpoint sgdemo.naetapp.com ¥
MName Value

fs.53a. connection.maximum 1000 X

(& Add property

Allowlisted buckets

(# Add bucket

Cache Options

Enable local caching when possible
Max parcent of total available cache space to use whan possible

100

7. 8B E-ZT7 V=2 3 VOBHICIEL T, ZF0MDDremiod 7> 3 &R ELEF T,
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8 [Savelh & >Z V) w oI LTHLWT—RY —XZERLET,

9. StorageGRIDT—4&R Y — XD EEICEMEINZ . NT Y FDU R MDBERBDNRILICKRRIESNE T, [+]
BOTINRO)—=2 3y b~

5 ]
Datasets StorageGRID
(A) hdp-user amg T
v Spaces (0) ©)] [ apache-hive
[ edp-cluster
[ cdp-tera
No spaces yet [ databrick-tpcds
Add space )
] delta-lake
S ® [ dicluster-tpeds
v Object Storage (2) (3 dremio-10g-csv
@ StorageGRID 0 [ dremio-csv

NetApp StorageGRID & GitLab

Angela Cheng®& _

NetAppldStorageGRID%ZGitLabT7T X b L £ L7zo U TDGitLabDFEREFZERL T 2TV ZBRL T
FEEIWVW'GitLabA TV F AL —UEMAA R ZB8BL TV,

720 bR L= DG

Linux/Nw 7 —2 DA Y X R—IILDFZEIF. ROFEBRLTLEEL, connection MG 7 #— L TDHK
o MREE /etc/gitlab/gitlab.rb RDITZEML. NEREZEIHEIET,
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# Consolidated object storage configuration

gitlab rails['object store']['enabled'] = true
gitlab rails['object store']['proxy download'] = true
gitlab rails['object store']['connection'] = {

'provider' => 'AWS',
'region' => 'us-east-1',
'endpoint' => 'https://<storagegrid-s3-endpoint:port>',
'path stype' => 'true',
'aws access key id' => '<AWS ACCESS KEY ID>',
'aws secret access key' => '<AWS SECRET ACCESS KEY>'
}
# OPTIONAL: The following lines are only needed if server side encryption
is required
gitlab rails['object store']['storage options'] = {
'server side encryption' => 'AES256'

}

gitlab rails['object store']['objects']['artifacts']['bucket'] = 'gitlab-
artifacts'

gitlab rails['object store']['objects']['external diffs']['bucket'] =
'gitlab-mr-diffs'

gitlab rails['object store']['objects']['lfs']['bucket'] = 'gitlab-1fs'
gitlab rails['object store']['objects']['uploads']['bucket'] = 'gitlab-
uploads'

gitlab rails['object store']['objects']['packages']['bucket'] = 'gitlab-
packages'

gitlab rails['object store']['objects']['dependency proxy']['bucket'] =
'gitlab-dependency-proxy'

gitlab rails['object store']['objects']['terraform state']['bucket'] =
'gitlab-terraform-state'

gitlab rails['object store']['objects']['pages']['bucket'] = 'gitlab-
pages'
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FIE & APID ]
StorageGRID TS3E={t4 > a >z T X ML TEEE

7Oy oA VE

StorageGRID £ S3APIICIE. RET— X ZREBLTILHOIXTIETAFENAESINTUVET, FMlICD
WTld. BB L T 23\ "StorageGRID OISt AR EREZEL £

CDAHA RTIF. S3APIDEESIEXY v FICDWTEHAL T,

H—N— DS (SSE)

SSEZEHRT L. VAT MDA TSI bZEM L. StorageGRID TEEINZ—EDF—THESL
TEET, 7TV MHERETNB L. StorageGRID IS N —ICL > TAH TP 7 FHES(LE
nNE9,

SSED

* SSEZFOA TV b ZRELEY

aws s3api put-object --bucket <bucket> --key <file> --body "<file>"
--server-side-encryption AES256 --endpoint-url https://s3.example.com

AT DAY E—THESLZRERLET

aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:03:03+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "text/plain",
"ServerSideEncryption": "AES256",

"Metadata": {}

ATV EEUSLET
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aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com

A—HIEEDF—IC LD — /NSt (SSE-C)
SSERERTRL. ISATYMA TSI RERIML. 9547V M4 TS 10 FCIRIET3—BED+x

—THATP IV b ZRBETEE T, 7TV MHERENILEIC, 2TV b Z2ESILLTRI D
ICRAILF—ZEET2HEDNHD FT,

SSE-CDl

c FANELRTEANTES L —EERTEET
c BS L F—EERLET

openssl enc -aes-128-cbc -pass pass:secret -P°

salt=ESDBB6603C7B3D2A
key=23832BAC16516152E560F933F261BF03
iv =71E87COF6EC3C45921C2754BA131A315

CERINIF—EROA TV M ERELEY

aws s3api put-object --bucket <bucket> --key <file> --body "file" --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

* ATV bOKEIEMLET

aws s3api head-object --bucket <bucket> --key <file> --sse-customer
-algorithm AES256 --sse-customer-key 23832BAC16516152E560F933F261BF03
--endpoint-url https://s3.example.com
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"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:20:02+00:00",
"ContentLength": 47,

"ETag": "\"f92ef20ab87e0e13951d9%ee862e9£9a\"",
"ContentType": "binary/octet-stream",
"Metadata": {},

"SSECustomerAlgorithm": "AES256",
"SSECustomerKeyMD5" : "rjGuMdjLpPVleRuotNaPMQ=="

@ EE{tx—%ELAWLE. [The error occurred (404) when calling the HeadObject operation:
not found"] (NY AR AT U MEEREDODMDFEA)EWVWS I S—HRRINET,

C ATV EEUSLET

aws s3apil get-object --bucket <bucket> --key <file> <file> --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

EE{tF—%ELAWVLE. TAnerroroccurred (InvalidRequest) when calling the GetObject
(D operation : the object was stored using a form of Server Side Encryption] & \L\5 I35 —HFKR
TINFET, ATV M EFRAHTICIE ELWNSX—EZIEET2HELNHD £, "
NT Y b —NRIDEES (SSE-C)
SSE-CEMERTR L. NTY MIBRMINTWVWRIIRTDOA TSV bDTI74IL NOBSIEEEE I 517

VETERTEEYT, 77217 ~idStorageGRID TEEINZ—EBEDF—TCTHESILEINET, #7170
RHOEREN S &, StorageGRID IS NTVWESF—IC&>2TAT V7 D ESILEINE T,

Ny ~SSE-COH

CFHLWNATY bZER L. T #4I)L OSSR > —ZRE
cHLWANT Y b Z1ER T B

aws s3api create-bucket --bucket <bucket> --region us-east-1
--endpoint-url https://s3.example.com

° PUT Bucket encryption D% E
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aws s3apl put-bucket-encryption --bucket <bucket> --server-side
-encryption-configuration '{"Rules":
[{"ApplyServerSideEncryptionByDefault": {"SSEAlgorithm":
"AES256"}}]}' --endpoint-url https://s3.example.com

ATV RENTYMIEBLEY

aws s3apil put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

ATV MOFEIEMLET

aws s3api head-object —--bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

{

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T20:16:23+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {}

}

ATV EEUSLET

aws s3apl get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com

StorageGRID TS3AJ> /7 hOv o %2 57X ML TEEEE
TOYI A VE

Object Lockld. A7 bHHIBRE/IFEEEFTNERVKLSICWORMETILZIRMHE L £, StorageGRID
IC&BATozo Oy IDORETIE. BRHEBEGEZBLL. 7707 MEEO)—HILA—IILR OV TS

AT7VRE—RZHYR—FL. NTY DT T I MREFAR) >—%HR— 93K S5, Cohasseth 5
INE9,

COHARTIF S3A T2/ OV IAPHCDOVWTEHEAL FT,
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J—HILKR—=ILE

ATz oAV II—HILR—ILRE 7T MIBRSNZBEMLBA /AT XA T—2XTY,

aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=ON --endpoint-url https://s3.company.com

* GETAUETIREEL £
aws s3api get-object-legal-hold --bucket <bucket> --key <file>

--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "ON"

*—HILER—=ILRZEATICLET

aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0FF --endpoint-url https://s3.company.com

* GETALETHREEL £
aws s3api get-object-legal-hold --bucket <bucket> --key <file>

--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "OFE"

Compliance®—F

C AT U FORFFICIE. A LRARY THretainuntiizERALET,
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aws s3api put-object-retention --bucket <bucket> --key <file>
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2025-06-
10T16:00:00"}"' --endpoint-url https://s3.company.com

* REEX T — S Xz HERR

aws s3apl get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

+
{
"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2025-06-10T16:00:00+00:00"
}
}
T 74~ DORE

AT FBRUDAPITERSNICRIFHRZ AR FHTREL XTI,

aws s3apil put-object-lock-configuration --bucket <bucket> --object-lock
-configuration '{"ObjectLockEnabled": "Enabled", "Rule": {
"DefaultRetention": { "Mode": "COMPLIANCE", "Days": 10 }}}'

--endpoint
-url https://s3.company.com

* RERAT -2 Xz HER

aws s3apl get-object-lock-configuration --bucket <bucket> --endpoint-url
https://s3.company.com
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"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",

"Rule": {
"DefaultRetention": {
"Mode": "COMPLIANCE",
"Days": 10

ATV bENTYMIERBELEY

aws s3apl put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

*NTY P TRESNLEFRED A T2 0 FORFZ A LRI FICEBEEINE T,

aws s3api get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"

REFREPERSNTVWS ATV bOHIBRZT A MLEY

ATVIobOY IR A=Y a3 ERO LICERSNET, ®RIFPHEA T bON-Ua Y TEST
NET, REPEBSNTVEA TV bEHRLES ELEEFIS A=Y arEEShTOARWES
& BB —A—HA TS0 bOBREDON—Y 3V E LTHERENET,

* REHENERINA TV FZEHIRRLET

aws s3api delete-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

*NTYRRAOA Tz VI MLET
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aws s3apli list-objects —--bucket <bucket> --endpoint-url
https://s3.example.com

c ATV RHRUZIPEINTVAWVZ EITERL TS L,
*HIBRNY—A—eOv I TN N—2 a3 Y ERTIBICE N—2a>z)XMLET

aws s3apli list-object-versions --bucket <bucket> --prefix <file>
--endpoint-url https://s3.example.com

"Versions": [

{
"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",

"Size": 47,

"StorageClass": "STANDARD",
"Key": "file.txt",
"VersionId":

"RDVDM]j YWMTQtQkNDQSOxMUVDLThGOEUtN]jQ3NTAWQzAxQTk1",
"IsLatest": false,
"LastModified": "2022-04-15T14:46:29.734000+00:00",
"Owner": {
"DisplayName": "TenantO1l",
"ID": "5662239930895129492¢6"

I
"DeleteMarkers": [
{
"Owner": {
"DisplayName": "TenantO1l",
"ID": "56622399308951294926"
by
"Key": "fileOl.txt",
"VersionId":
"QjVDQzgzOTAtQOFGNi0xMUVDLThFMzgtQORGMjAwQjkOMIM1",
"IsLatest": true,
"LastModified": "2022-05-03T15:35:50.248000+00:00"

*OvIENTWVWEA T bON—2 a3V ZHIBRLET
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aws s3api delete-object --bucket <bucket> --key <file> --version-id
"<VersionId>" --endpoint-url https://s3.example.com

An error occurred (AccessDenied) when calling the DeleteObject

operation: Access Denied

StorageGRIDD R ) > — X ¥R
2 ZTl3. StorageGRID S30/K L & — X EROFETRL £ T,

R —DEE

StorageGRIDTl&. ZIL—TR > —FAWSI—H (IAM) DS3H—EXRI—EL T,
StorageGRIDTIZT IL—TFR) O —HMURETY, S37 7 XF—%2F o> TLWTA—HJIL—TICEDYHTS
NTVWARWI—H», —ZBOERZHFAITZ2R) S —ARESNTVWAWVWITIL—TICEIDHE TSN TWS1—
HlE. T—RICTIVEXTEEH A,

Ny bRUS— e IN—FRUS—id, BLACDBREHBLET, KU —ZISONFER TR TN
AWSHR S —J TR L—&"

IARNTORIS =T, MR 7oarv, VDY—IDREREINET. N7y MRUS—TRETIVINILDE
BINFET,

Effect*ld ) VT X FZFFRAI 3 MEBR T HHDDEE5MMIBD T,
ANV

C Ny R RS — L OHERENET,
C TSI HERERSERIESTETAYY MI—H T,
CRDESICEBETEET,

S AL R A= R

"Principal":"*"

"Principal" :{"AWS":"*"}

° FFYRMHNDIARTOI—HFDTF > D (AWSTHo Y MMIHEY)

"Principal": { "AWS": "27233906934684427525" }
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o A—YH (INTY EDEETZTHY MR SOO—AIILFETTL—Ty Rl FLEFITUY A
DRIDTF > k)

"Principal": { "AWS":
"arn:aws:iam::76233906934699427431 :user/tenantluserl" }

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/tenant2userl" }

c =T (INTY FHEESNTWETFY FADNSOO—AILFLIEFITTL—Ty R EE
oy RRDRIDTF>R) o

"Principal": { "AWS":
"arn:aws:iam::76233906934699427431 :group/DevOps"™  }

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" '}

Action *|&. A —HICEFRI X cIFEBINBZ—EDSINIETT,

@ JI—TR) S —DIBE. SHREERTTBICIF. FAIETNTUL Bs3 : ListBucketi2ENNE
T9,

Resource *I&. ZU VI NILICHLTT o> a > ORTZHFAXLIFESTTZINT Y b TY, BEIZIGL T,
RO —=T 023 hBNRGED R ZIEETETET,

JSONRY o —DERIFRD K SICBRD FT,
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"Statement": |

{

"Sid": "Custom name for this permission",
"Effect": "Allow or Deny",
"Principal": {

"AWS": [

"arn:aws:iam::tenant ID::user/User Name",
"arn:aws:iam::tenant ID::federated-user/User Name",
"arn:aws:iam::tenant ID:group/Group Name",
"arn:aws:iam::tenant ID:federated-group/Group Name",
"tenant ID"
]
by
"Action": [
"s3:ListBucket",
"s3:0ther Action"

I

"Resource": |
"arn:aws:s3:::Example Bucket",
"arn:aws:s3:::Example Bucket/*"

1,

AWS RS —S L —20DFEA

AWSTRD =Tzl —RiF, EELELSELTVWBELWVWEHEBIRTISONI— FZEIF T2 DICIRILD
BNy —ILTY,

StorageGRIDZ )L — R S —DIERZERT B ICIE. ROFIEERITLET, RUP—DEA AL
TEIAMAR ) > —% B8R E£ T, *HEZTIMRDOREZVEERLF T, Ay £7E TES) T, KUY
—Tdenyt&RZIEEL THBL. 77> a> ROy FH I VICAlowERR*ZBIMT 2 2 #RLEFT, C
DIERFTII[TRTOIREIR Y IV RICEZHBSHRMEDWEICH B Ry I X% 7)) v LET, [Amazon
Resource Name (ARN) 1Ry I RIZNTY bNNRZANDLET, N7y FADEIIC Tarn taws ©s3: 1 [ ]
EHET, ex"arn i aws :s3: : : example bucket"
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AWS Policy Generator

The AWS Policy Generatar is a toal that enables you to create policies that control access to Amazon Web Services [AWS) products and resources. For more information about
creating policies, see key concepts in Using AWS ldentity and Access Management. Here are sample policies.

Step 1: Select Policy Type
A Policy Is a container for permissions. The different types of policies you can create are an 1AM Policy, an 53 Bucket Policy, an SNS Togic Policy, a VPC Endpoint Policy, and an 5QS
Queue Policy.

Select Type of Policy | 1AM Policy w| d——— For qroun policy.choose 1AM Policy

Step 2: Add Statement(s)

A statement ks the formal description of a single permission. See a description of elements that you can use In statements.

Effect ) Allow @ Deny

AWS Service | amozon 53 | ‘_i All Services (')
Use multiple stabemants 10 add permisssons for more than one servion Choose Amazon 53 service
Actions .. Salect Actions -« o | [JAlActions ('*') g—u Sulsctihe $3 actions to allow or diny
Aniakai Rassunck Nas: (ARN) “:] A amuawsisdBuckel Hame
ARK "'.n... falh 7 MeyMame}

ks a3 BucketMama i

Add Conditions (Optional)

Add Staterment No Action selected. You must select at least one Action

Step 3: Generate Policy
A poficy is a document (written in the Access Policy Language) that acts as a container for one or more statements,

Add one or more statements above to genarate a policy.

NTy bR —DMERZERT BICIE 1 RS —DRA FIC[S3 Bucket Policy] Z:#IRL £ 9, *HLT 3
SHRORRZVZZERLET, TEFA F7ld EESL1 TY. R —Z%denytER THIZE L. Principald 1—
P ELIFTIL—TFEHRICAllow permissions * TypeZENMT 2 C =R L £, [Actions] ROy AU >
T. CDIER F7IE[All Actions] Ry J RICEHBSI TV a > DEICH B RV I R%Z0 v LE

*[Amazon Resource Name (ARN) J7/Rw I XICNTy ENRZAFILE T, N7y FEDREIIC Tan
taws 183 I 1] ZEHETY, ex."arn aws i s3 .  : example bucket"
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products and resources, For more information about
creating palicies, see key concepts in Using AWS Identity and Access Management, Here are sample policies,

Step 1: Select Policy Type

A Policy |s a container for permissions, The different types of policles you can create are an TAM Policy, an 53 Bucket Policy, an SNS Topic Policy, a WPC Endpoint Policy, and an 5QS
Cuewe Palicy.

Select Type of Policy 4—— Eor buckst policy choose S3 Buckel Policy

Step 2: Add Statement(s)

A statement ks the formal description of a single permission. See a deseription of elements that you can use [n statements.

Effect @ Allow ) Deny
Principal | | ————arnawsiam: Tenan! \DuserUser Name
Liil & COMETNR 10 SEORALE Mailtiphe vkl
AWS Service  pmgron 53 . All Services ('*')
LUise mudtiplie stater s to add permissions far more than one service
Actions .. Select Actions -- e [ All Actions (') #——w—u— Saloct the 53 sctions to allow or dany
Amazon Resource Name (ARN) | | — arniaws:sd:Bucket Name

ARN whowid follow the
Lise o comma to sepa

ing format arn:anve:s3: o §{Bucket Nama )/ §{ Keyhame}
rmuitiplie valises

Add Conditions (Optianal)

Step 3: Generate Policy
A policy s & document (written In the Access Policy Language) that acts as a contalner for one or more statements,

Add one or more statements above to generate a policy.

ez, IRTOA—HICNT Y NADITARTDA T U MIXF T B GetObjectlUIBNDERITEZFFA T 5 /\
Ty bRRUS—%ERHL. EEELTTHTY bD Marketingl ZIL—FICBT31—HICOHTILTIEX
OB LET,

* RS —&+A 7 LT[S3][Bucket Policy] Z 2R L £ 7,

s I8FRl) T 70 FEFEIRLETS

XTI TIN—TDEREADLE T, arn : aws : iam . : 95390887230002558202 : federated-
group/Marketing

C[IRTDT7 I aAVIDRYyIR%ET) v I LET,

s N7y MMESREASILE T, arn:aws :s3:  : example_bucket. arn:aws:s3: ! :example bucket
/*
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products an
creating policies, see key concepts in Using AWS Identity and Access Management. Here are sample policies.

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an S3 Bucket Policy, an SNS To
Queue Policy.

Select Type of Policy |53 BucketPolicy |

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements.

Effect @ Allow ) Deny

Principal |amn:aws:iam::95390887; €— arn:aws:iam::95390887230002558202:federated-group/Marketing

Use a comma to separate multiple values.

AWS Service Amazon 53 ~ All Services (I*I)

Use multiple statements to add permissions for more than one service,

Actions - All Actions ('*')
Amazon Resource Name (ARN) |am:aws:s3: examplebu| #— arn:aws:s3:;:examplebucket arn:aws:s3:examplebucket/”

ARN should follow the following format: am:aws:s3:::${BucketName}/s{KeyName}.
Use a comma to separate multiple values.

Add Conditions (Optional)

* [Add Statement]/ R 2> 2 ) v I LET,

You added the following statements. Click the button below to Generate a policy.

Principal(s) Effect Action Resource Conditions

+ arniaws:lam::95390887230002558202: federated-group/Marketing Allow 53:% = arniaws:s3::examplebucket Norne
= arniaws:s3iexamplebucket/*

 IEFA) Tz MEFRLET,
CIRTDA—YDFTRREIVRY T ZAALFT,
* [GetObject actions] & [ListBucket actions]Di&EICH DRy I X%= T 1) w I LEXT,
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1 Action(s) Selected
(] GetMultiRegionAccessPointRoutes

L L

GetObject
[ GetObjectAcl %
() GetObjectAttributes

/ (] GetObjectLegalHold
(] GetObjectRetention ali
(] GetObjectTagging
[] GetObjectTorrent

L L]

2 Action(s) Selected

() ListAccessPointsForObjectLambda
(] ListAllMyBuckets
ListBucket

/ [ ListBucketMultipartUploads
(] ListBucketVersions X
() ListCallerAccessGrants

C] ListJobs

s N7y MMEREASILET, arn:aws :s3: : : example_bucket. arn:aws:s3: ! :example bucket
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products an
creating policies, see key concepts in Using AWS Identity and Access Management, Here are sample policies.

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an 1AM Policy, an 53 Bucket Policy, an SNS Tt
Queue Policy.

Select Type of Policy |53 Bucket Policy |

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements,

Effect @ Allow () Deny

Principal [ ]

Use 2 comma to separate multiple values.

AWS Service Amazon 53 v All Services ('*')

Use multiple statements to add permissions for more than ane service.

Actions 2 Action(s) Selected ¢ [ All Actions ("*')

Amazon Resource Name (ARN) [arn:aws:sa'_::examplebu] a— arn:aws:s3:;examplebuckel, arn:aws:s3: cexamplebucket/*

ARN should follow the following format: arn:aws:s3:::5{BucketName}/${KeyMName}.
Use a comma ta separate multiple values.

Add Conditions (Optional)

* [Add Statement]h&Z>Z o Uwv I LET,

You added the followlng statements. Click the button below to Generate a policy,

Principal(s) Effect Action Resource Conditions

= arm:aws:iam::95320887230002558202 federated-group/ Marketing Allow s3:" = arn:aws:s3:examplebucket None
= armiawsis3:examplebucket/™

- Allow = 3 GatDbject - am:aws‘.sa:::eumplwu:ku Nowmne
+ s3:ListBucket + arniaws:s3:examplebucket/*

* RUS—0QER) REY%Z0Vv o338 ERENRI S —2BCRYTT7vTU1 2 RUNKRE
TNE9,
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214

Policy JSON Document

Click below to edit. To save the policy, copy the text below to a text editor.
Changes made below will not be reflected in the policy generator tool,

{

“Id": "Policyl744399292233",

“"Version": "2812-10-17",

"Statement": [

{

"Sid": "Stmt1744399152838",
“Action": “s3:%",
"Effect": "Allow",
"Resource": [

"arn:aws:s3:::examplebucket”,
“arn:aws:s3:::examplebucket/*"
1
"Principal": {
"Aws": [

"Sid": "Stmt1744399288838",
"Action": [

RDESBTLBISONTF X bZIE—-LET,



"Id": "Policyl1744399292233",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "Stmtl1744399152830",

"Action": "s3:*",

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

I,

"Principal": {

"AWS": [

"arn:aws:iam::95390887230002558202: federated-group/Marketing"

"Sid": "Stmtl1744399280838",
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": "*"

CDISONIFED X EEAT B LH. "Statement'ITO LICHBIDEN—2 3 DITZHIRI B EHTER
To Tl VOERFAZTLIC, LDBKROHZ2A FILTSIDZAZXZIAXILTID. HIFRLIED TS &
HTETEI,

Bl
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"Statement": |
{

"Sid": "MarketingAllowFull",

"Action": "s3:*",

"Effect": "Allow",

"Resource": |
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": ({

"AWS": [
"arn:aws:iam::95390887230002558202: federated-group/Marketing"

"Sid": "EveryoneReadOnly",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1y
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": "*"

JIL—TFR>— (IAM)
R—=LTaLZbFUERXONTY E 7€

CDTIL—TR) I —TIE. usersusername WS ZBEID/NT Y NADF TSI CADT IV ZADAHMN
—HICEFRI S NE I,
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{
"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::home",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::home/?/?/S${aws:username}/*"

70z by INTy bOERZEIERLET

CDTN—=TRIS—=TlE A—DNT Y b Z2fBLTEDNT Y hTHT D7 OV I Z2BMICTSC
CIFTEE A

() co&Us—isStorageGRID UITIEBAENT, S3APITOABRSNET,
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
by
{
"Action": [

"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning"

1,

"Effect": "Deny",

"Resource": "arn:aws:s3:::*"

F72 0 Oy Y OERFEFHIR
CONT Y bR S —TlE. Object-Lock DRFFHARDMOBUTICHIRI N EF T

{

"Version":"2012-10-17",
"Id":"CustSetRetentionLimits",
"Statement": [

{
"Sid":"CustSetRetentionPeriod",
"Effect":"Deny",
"Principal"™:"*",

"Action": [
"s3:PutObjectRetention"
I

"Resource":"arn:aws:s3:::testlock-01/*",
"Condition": {
"NumericGreaterThan": {
"s3:0bject-lock-remaining-retention-days":"10"
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"Statement": [
{
"Action": [
"s3:DeleteObjectVersion"

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::*"
b
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

IIN—T2HmIBMOERT7 VLA TE—OY TTo LI M) (FLT74vIR) ICHIRT S

CDRI—TIEF. TIL—=TDXN=IINTYy N RADYTFTo LI ) (FLTa4vIR) AOFAFRDE
B70t2%#HLET, N7 v &L Tstudyl « 7570 L2 kUK Tstudy0ll T,

"Statement": [
{
"Sid": "AllowUserToSeeBucketListInTheConsole",
"Action": [
"s3:ListAl1MyBuckets"
1,

"Effect": "Allow",
"Resource": |
"arn:aws:s3:::*"

"Sid": "AllowRootAndstudyListingOfBucket",
"Action": [
"s3:ListBucket"
I
"Effect": "Allow",

"Resource": [
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"arn:aws:s3::: study"
I
"Condition": {
"StringEquals": {
"s3:prefix": [
"study0l/"
I
"s3:delimiter": [

n/n

"Sid": "AllowListingOfstudyO1l",

"Action": [
"s3:ListBucket"

I

"Effect": "Allow",

"Resource": |
"arn:aws:s3:::study"

I

"Condition": {
"StringLike": {

"s3:prefix": [

"study01l/*"
]
}
}
"Sid": "AllowAllS3ActionsInstudyOlFolder",
"Effect": "Allow",

"Action": [
"s3:Getobject"

I

"Resource": |

"arn:aws:s3:::study/study01/*"



N7y bR S —

NIy R EGHBRDERT VAR B OE—I1—FICHIRLET

CORUD—=TIE TADI—FIINT v bADHAMDERT7 I/ X2 L. HOITARNTOI—HFADT
I RZBATNICET L £, FHEZARICITSICIF. RS —DEEICDenyXT— b XY & T IL—F1L
THRICEHRELE T,

"Statement": [

{

"Sid": "Deny non userl",

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn:aws:
}o
"Action": [
HS3.~)<H
1y
"Resource": |

iam::34921514133002833665:user/userl"

"arn:aws:s3:::bucketl",

"arn:aws:s3:::bucketl/*"

"Sid": "Allow userl
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:

b

"Action": [
"s3:GetObject",
"s3:ListBucket"

1y

"Resource": |

read access to bucket bucketl",

iam::34921514133002833665:user/userl"

"arn:aws:s3:::bucketl",

"arn:aws:s3:::bucketl/*"

N7y N EFHBMDERT 7 AEERFOVEOI—HICEIRT .
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"Statement": [
{
"Sid": "Deny all S3 actions to employees 002-005",
"Effect": "deny",
"Principal": {

"AWS": [
"arn:aws:iam::46521514133002703882:user/employee-002",
"arn:aws:iam::46521514133002703882:user/employee-003",
"arn:aws:iam::46521514133002703882:user/employee-004",
"arn:aws:iam::46521514133002703882:user/employee-005"

]

b

"Action": "*x",

"Resource": [
"arn:aws:s3:::databucketl",
"arn:aws:s3:::databucketl/*"

"Sid": "Allow read-only access for employees 002-005",

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::46521514133002703882:user/employee-002",
"arn:aws:iam::46521514133002703882:user/employee-003",
"arn:aws:iam::46521514133002703882:user/employee-004",
"arn:aws:iam::46521514133002703882:user/employee-005"
]
by
"Action": [
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion"
I

"Resource": |
"arn:aws:s3:::databucketl",
"arn:aws:s3:::databucketl/*"
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"Statement": [
{
"Action": [
"s3:DeleteObjectVersion”

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": ({
"AWS": [
"5662239930895129492¢6"
]
}
by
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": {
"AWS": [
"56622399308951294926"

StorageGRIDD /N7 b ZA4T7H 1)L

S3TATHAUINKRELZIER L T FEDA T 7 b StorageGRID & X T LH5
HIRRSNZ 21 I VI %FIETEET,
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SATHAVIEREE BHED S3NTY FROA T2V MIBEREINEZ—EDIL—ILTT, FIL—ILIE
HEERITBZATIOI Vb, EN5DOA TV FOBMEAR REOBMEIZIBH®E) ZHBELFT,
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LIHmBICA T2z bzRIBRLE T,

* NoncurrentVersionExpiration : 8 L7cBIZEL-A TPz FZHIBRLE S, Chidk. 7720 b+
HEFTHL BT EIHBETY,

c T4 IR (FLITawI R, RY)
* 27— *D

StorageGRID Tld. RONT Y MMUBZFERL TS I A VI REZEETETET,

» DeleteBucketLifecycle
» GetBucketLifecycleConfiguration

» PutBucketLifecycleConfiguration

AT A VIR S —DIEE
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"Rules": [
{
"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",

"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
}y
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
bo
"Expiration™: {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

by

"Status": "Enabled"
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SATHAUIERET 71 ILEEH LT-5. PutBucketLifecycleConfigurationEsk % F1T L T/\ v M ICEA
LET,

COEXIF. BTN T7AINLDSATHAVILEREEZ EWVWSEBDONT Y NROF TS U MEBL
‘testbucket' £ 9,

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

SATHAVIIEREDNT w MIEBICER SN C E ZHESRT 51213, GetBucketLifecycleConfigurationZ
KReMELET, FIRIF:

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
—--bucket testbucket
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SOBEEBICEETY, XUy b AL—2OXMZEBL. N7y b2 EBREBEBTE XY,

"Rules": [
{
"ID": "Delete after 90 day rule",
"Filtexr": {1},
"Status": "Enabled",
"Expiration™: {
"Days": 90

N=2ayBEBINEENT Y COTZA 71400 RS —Df|

10BRICIERFIRZHIBRT 5
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BIET. AL—CEREZRBEILLEY,

"Rules": [
{
"ID": "NoncurrentVersionExpiration 10 day rule",
"Filtexr": {1},
"Status": "Enabled",
"NoncurrentVersionExpiration": {

"NoncurrentDays": 10

5ODIRMN—2a>eREFITS

ERAM: BEEXLIIEEDOENT. RONKLHOUFIDON—2 3 V2 RFKFTBERICER T, flR: +9%
BECEIERA Y MRS 37DIC. TRBEOIEERFN-2a > 2R/EFLET,

"Rules": [
{
"ID": "NewerNoncurrentVersions 5 version rule",
"Filter": {},
"Status": "Enabled",
"NoncurrentVersionExpiration": {

"NewerNoncurrentVersions": 5

MON—2 3 D EFEELBEVSEISEIBRY—H—%ZHIBRLET
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BRLET,
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"Rules": [

{
"ID": "Delete marker cleanup rule",
"Filtexr": {1},
"Status": "Enabled",
"Expiration": {
"ExpiredObjectDeleteMarker": true
}

BEDODN— 3>k 30 HEICHIBRIN, WEON—3 VY UADON—T 3 ik 60 BRICHIBRS M. o
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"Rules": [

{

"ID": "Delete current version",
"Filtexr": {1},
"Status": "Enabled",
"Expiration": {
"Days": 30
}
by
{
"ID": "noncurrent version retention",
"Filtexr": {1},
"Status": "Enabled",
"NoncurrentVersionExpiration": {
"NoncurrentDays": 60
}
by
{
"ID": "Markers",
"Filter": {1},
"Status": "Enabled",
"Expiration": {

"ExpiredObjectDeleteMarker": true

DN—2 3 OB RVEIBRY—H—%HIBRL. Taccounts_. L 71 v IR #HFDOATS U MIDOWVWT
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"Rules": [
{
"ID": "Markers",
"Filtexr": {1},
"Status": "Enabled",
"Expiration": {

"ExpiredObjectDeleteMarker": true

"ID": "accounts version retention",
"Filter": {"Prefix":"account "},
"Status": "Enabled",
"NoncurrentVersionExpiration": {
"NewerNoncurrentVersions": 4,
"NoncurrentDays": 30

"ID": "noncurrent version retention",

"Filtexr": {1},

"Status": "Enabled",

"NoncurrentVersionExpiration": {
"NewerNoncurrentVersions": 2,

"NoncurrentDays": 10
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BEMDHZS3 FREIFESIH->TWVWET) ZFEAT S L. Magic CommitterldEREDS3/NT v h TEEIC
FRATEEY,

BEIRCEER :

21— —RIZK LT Staging Committer (25 X ZHDFST 71 LY X T LICHKTE) & Magic Committerd®
EEohZERTEET,

MmAZEL T 7—70- REBEFICRERDDZHIBIL T ET LY,
BRNIB . SBAOZI v RIF. S3AD—E L. BMETEEMEOSVHEAII Y XY VWS ERNR

HBICH T IRRRERBBLE T, AMREFTHICED. T—XOBEUZHEFL BN SMERNET — Xz X
BWLET,

Option Meaning Default (Hadoop 3.3.5)
. Committer to create for output to S3A, one of: "file",

fs.s3a.committer.name e o o o file
directory”, "partitioned”, "magic".

fs.s3a.buffer.dir Local filesystem directory for data being written and/or |${env.LOCAL_DIRS:-
staged. ${hadoop.tmp.dir}}/s3a

fs.s3a.committer.magic .enabled Enable “magic committer” support in the filesystem. true

fs.s3a.committer.abort.pending.uplo [list and abort all pending uploads under the destination

ads path when the job is committed or aborted. true

fs.s3a.committer.threads Number of threads in committers for parallel operations 8
on files.

fs.s3a.committer.generate.uuid Generate a Job UUID if none is passed down from false
Spark

fs.s3a.committer.require.uuid Require the Job UUID to be passed down from Spark fake

mapreduce.fileoutputcommitter.mar |Write a_SUCCESS file on the successful completion true

ksuccessfuljobs of the job.
The committer factory to use when writing data to S3A
filesystems. If

mapreduce.outputcommitter.factory. mapr_educ:(_a_outputcommltter.factory.cIass is set, itwil org.apache.hadoop.fs.s3a.commit.S3A]
override this property. ;

scheme.s3a ) - g CommitterFactory
(This property is set in mapred-default.xml)

ALY R, /-, JOyv oo X

CADDNT Yy FERDED T38*S3A* IS4 T7 > MIiF. 7y O— RV IAE—-NEBROA—
VHTTP1AERE ALY ROBERT—ILHAHD T,

"INEDT=IYAZXEZFHELT. WIA—TVAREXEYIZLY REHEDNS VA BB EHT
TXI, "

* S3CT—AETYIO—RTREE. T—XFTAOvIICREINET, 74/ b0TOv I3 14X
[£32MBT9d, CcDEZRHRXRXTA XTSI, fs.s3a.block.size7O/NT 1 %#REL £

s JOvIHA % KREILLTRE, 7y 7O—RAICIILFIN—bN—bN—rEZEBTDZIA—/N—AYR
NERINZ D, KRRIELT—427 Yy TO—RONT+—IVAPELELFT, KRELRT—2EY +
DIHE. HREEIZ256 MBI ETT,
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Option Meaning Default (Hadoop 3.3.5)

The total number of threads available in the filesystem for data

fs.s3a.threads.
sva.freads.max uploads *or any other queued flesystem operation™.

64

Controls the maximum number of simultaneous connections to
S3. This must be bigger than the value of fs.s3a.threads.max so
fs.s3a.connection.maximum as to stop threads being blocked waiting for new HTTPS 9%
connections. Why not equal? The AWS SDK transfer manager
also uses these connections.

The number of operations which can be queued for execution.
fs.s3a.max. total tasks This is in addition to the number of active threads in 32
fs.s3a.threads.max.

Number of threads in committers for parallel operations on files

fs.s3a. itter.thread
Sva.commitier-threads (upload, commit, abort, delete...)

The maximum number of submitted tasks which is a single
operation (e.g. rename(), delete()) may submit simultaneously for
execution -excluding the 10-heavy block uploads, whose capacity
is set in "fs.s3a.fast.upload.active.blocks" All tasks are submitted
to the shared thread pool whose size is set in
"fs.s3a.threads.max"; the value of capacity should be less than
that of the thread pool itself, as the goal is to stop a single
operation from overloading that thread pool.

fs.s3a.executor.capacity 16

Maximum Number of blocks a single output stream can have
active (uploading, or queued to the central FileSystem instance's
pool of queued operations. This stops a single stream overloading

fs.s3a.fast.upload.active blocks
(see also related fs.s3a.fast.upload.buffer
option)

the shared thread pool.
Block size to use when reading files using s3a: file system. A 32221?\/'{;9“3[!51;;:3;? sit ‘_"“th
fs.s3a.block.size suffix from the set {K,M,G,T,P} may be used to scale the numeric an ocksize

shows significant improvement
in both read and write)

value.
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TO—RERZZXEFELET, StorageGRIDIE. 7Y TA—RINEN=YDSA TSI M ZBEL. 7
SATUNDAITS O MITIEVRATESRLSICLET,
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Default

Option Meaning (Hadoop 3.3.5)

How big (n bytes) to split upload or copy
operations up mto. A suffix from the set

fs.s3a.multipart.size {K.M,G,T.P} may be used to scale the numeric 64M
value.
How big (in bytes) to split upload or copy
operations up into. This also controls the partition
fs.s3a.multipart.threshold size in renamed files, as rename() mvolves copying 128M

the source file(s). A suffix from the set
{K,M,G,T,P} may be used to scale the numeric
value.

True if you want to purge existing multipart
uploads that may not have been completed/aborted
correctly. The corresponding purge age is defined
m fs.s3a.multipart.purge.age. If set, when the
filesystem is instantiated then all outstanding
fs.s3a.multipart.purge uploads older than the purge age will be terminated false
-across the entire bucket. This will impact
multipart uploads by other applications and users.
so should be used sparingly, with an age value
chosen to stop failed uploads, without breaking
ongoing operations.

Minimum age in seconds of multipart uploads to

fs.s3a. multipart. purge.age purge on startup if "fs.s3a multipart. purge" is true 86400
5XEVHDONY 7 7EETAHT—H
NT =X VRZALEEEBICIE. EEZAAT—RFZSIICTy FO—RTBRRENICKXEVICNY T 7LET,
HUSED DEDEZTIAA ﬁ#ﬂﬁ*hxb$#ﬁtbi?o
Default
Option Meaning (Hadoop
3.3.5)

The buffering mechanism to for data being written. Values: disk,
array, bytebuffer. "disk" will use the directories listed in
fs.s3a.buffer.dir as the location(s) to save data prior to being
uploaded. "array" uses arrays in the JVM heap "bytebuffer" uses
off-heap memory within the JVM. Both "array" and "bytebuffer" will
fs.s3a.fast.upload.buffer consume memory in a single stream up to the number of blocks disk
set by: fs.s3a.multipart.size * fs.s3a.fast.upload.active.blocks. If
using either of these mechanisms, keep this value low The total
number of threads performing work across all threads is set by
fs.s3a.threads.max, with fs.s3a.max.total.tasks values setting the
number of queued work items.
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Create server backup plan e

Plan name

Backup destinations Add copy
Name Storage Retention period +

Primary storageGRID final test 30

RPO

Backup frequency Runsevery 4 [ Hours =

B Add full backup

Backup window Monday through Sunday : All day
Full backup window Monday through Sunday : All day
Folders to backup v
Snapshot options v
Database options v
Override restrictions v
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Add VM group e
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Name

Browse and select VMs Hosts and clusters -

[T

[
D
;)

ect all

1]
o

5
]

] BsGoL1
O P AaoD

ghsG

1 @ 10.193.92.169

] @ 10.193.92.170

] @ 1019392171

] [ 10.193.92.203

] @ 10.193.92.227

[ | 10.193.92.97

] @ 10.193.92.98

] [ 10.193.92.99

@ Ahmad

| & Arpita

[7] & Ask Ahmad before screwing around :)
] @ Baremetal-VM-hosts
| @ CVLT HCI POD

| & DO-NOT-TOUCH

| & Felix

| & Jonathan

1 @ JosephK]

| & NAS Bridge Migration Test
| @ steve

| @Yahoo Japan Test

| & Cloned-GW

] &) GroupA-GW1

| $1john

Backup configuration

‘ Use backup plan

Plan to SG- No dedup v




T—HZALT VM. FTRVMOESZREIRL. BRIZEADLEFT,
AIDORRITER LTcNy O 7y TEtEZBIRL £ 7,

[Save]z2 ) w2 LT fERLIcVMIIIL—TZzHEERL £ 7,

[VM group]”V « > RO DA EIZH B [Backup]Z &R L £ 9,

© N o O

COMMVAULT & q
Command Center

pervis: VM groups
-DSN-server
Overview Configuration
VMs Content
0] 0 0 @& DNS-server-Bootcamp
Summary

9. Ny o7y T LRI LTFuUllZEEIRL. NwoT7 v IHETLES
L. [OKIZZ Dy O L TNy Ty -2oa)zmBLET,

(7> 3>7T)

® 3 adminy

@ Feedback

EX—I)LZEK
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Select backup level

@ Full

Incremental

Synthetic full

When the job completes, notify me via email
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10. D3 TOBMER—JICBEL T, a7 0BEERRLE T,

COMMVAULT & q = 2 admn
Commant d Center

Job 21531 - [Backup] Suspend Kill More actions v

Job summary Job details
Backup Agent Virtual Server
Full Media agent MA_win-jmt87h11uc3

12.87GB

7.27GB

61% Transfer time 40 min 0 sec

Jul 13, 2020 4:29:41 PM
Jul 14, 2020 12:40:38 AM
Scheduled

to-sg-head-test

No

Events &
No data available
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Aux CopyiZ{ETIZ. 4DDCommvault MediaAgenth'NetApp AFF A300> X2 7 LIC T —
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S$3 and Swift Objects vs Time

2020-03-26 14 34 39 EDT to 202003-27 14 34 32 EDT

2,500,000
2 2.0::0.000-:-'4_,-#'
o
s
- 1.500.000¢
o
&
z
L7 1.000,000¢
a5
c
w
A $00.000+
0 - . . - >
15:00 20:00 01:00 0600 11:00
Time (hours)
X2 : 80TBD X k L — % 3BFREAKR T THERKX
1 day
Storage Used - Object Data

100.00%

75.00%

50.00%

25.00%

o 16:00 18:00 20:00 22:00 00:00 02:00 04:00 0600 08:00 10:00 12:00 14:00

= Lised ()

INT Y FEEELANILOHRESRIE

NetApp StorageGRIDZ{#EH$ % . T RI1—H(L. Simple Storage Service (S3) /\
TYRRADA T LU MR LTRITEINDIVLIBOEESHLANILZEIRTEEX,

CommVault MediaAgentiZ. CommVaultiRIED T —RX L—/N\—T79, 1L AL DIFE. MediaAgentiz 7= 1
< ') StorageGRIDH 1 MIO—NIILTEZTRATLELSICHESINTVE T, £DeH. O—HILDTZA<UH
1rFRTEVESHELANILZHRI T2 CZH#HREL XY, StorageGRIDTIERL L 7=Commvault/\7 v MCEE

MLANLEBRETBEEIE. RO RS VIR TL RSV,

11.0.0-Service Pack 16 K DEID/N— 3 > D CommVaultZER L TL 358, CommVaultz

®

IE EALTWAN=3aYDHA RS IR TLREL,

BHMN—2 a7y TIL— R332 LTLREEV, T F T2 a>TRVGE

* 11.0.0&L DEID/N— 3 > DCommVault - Service Pack 16, * 11.0.0& DEID /N — 3 > D Service Pack
16 Tl&. CommVaultld) A F 7S L VHIRRLIBO—IRE LT, FHELABAWVWA TV U MMIX LTS3
HEADH S UGETALEEZEITL£T. N7 v FDOEESM L N)L%Zstrong-sitelZF%E L T. StorageGRIDA

DCommvault/N\w 7 7w FICRBLREEMELANILEZRELET,

* CommVault/\—<3 >11.0.0 - Service Pack 16.4f%, */N\—°3>11.0.0 - Service Pack 16L& TlE. 1T

258



LEWAT ST ML TERITEINSS3 HEADALIZ ¥ GETALIEOHA R/ RICINZ S E
9o Commvaulty & U'StorageGRIDERIBETHE LWEEM L RNILEZRERT BI1CIE. N7y hDdefaultBEMH L
A~ )L % Read-after-new-write|CERE L £,

TR-4626 : O— F/NZ >

StorageGRID Tttt O— RNZ VT ZFERA TS

StorageGRIDBEDA TP T I FA ML= RFTALICEITE. T—RN—FT1 LV
JO0-NO—RNZYHORENCDOWVWTEHRRALE T,

H—RN—=F 8O- RNT Y %FEH L TNetApp®StorageGRID®% RIEFT B /=D D—RMI R H 1 X > X,

ATV RRML—PIFITTRIAMNL—CERAETY, V7T RAMNL—=DFBTZ7 ) 5r—3>
& FRESDURLENL TR ML—JICHE L £ 9, StorageGRIDIZ. DT> FILRURLZFERL T, &
—H A N ERISHEBNICOB LY F2ETRE. NTA—IY VR T—2REEEZLRTETET, Z0fF
SHERRTZAVR—R I O—RNZ YT,

CHORFaXYDOBEMIZ. StorageGRIDDEZFKICO— RN DA TS a3 VICDWTEHRBEL. — KX
—T48O—RNFUHOREICEATZ—MRNBHA L AZRIBTSZZETT,

O—RNSHOEX

O— RNZ>HIi&. StorageGRIDBE DIV R—TFSA XV ZADAT PV A ML= AT LRI
BWIAYKR—2Y FTY, StorageGRIDIFEHD A ML —Y/ —RTHERIN. FXA ML=/ —RIIEE
(D StorageGRID-T > X & >~ A D Simple Storage Service (S3) R—LARXAR—IALAZRMBTEET, O— KN
FUHIFAAMOEVWIY RRA Y b EER L. £DERICStorageGRID./ — R ZFEE L £ 9, StorageGRID
& SSE#EA TS TV R ML= R T LOHRTHEOO— RNZ VT ZIRMT 57217 TR F5. Citrix
NetScalere HAZOF 2 NGINXBEDH — RN—FT ¢ LIFABOO—RNZHHHR—FLTVET,

RO TIE. Bl L TURL/ZLER R X % (FQDN) [ls3.company.com’) ZfERALTWVWEY, O—RKN
Z>Hid. DNSZ L TFQDNICEEREINBRIEIP (VIP) Z{ER L. 77U —> 3 h6DEKRZ TN
TStorageGRID/ — RDTF—JLICEEL T, O—RNSUHIFE/ —RTR2MF T v I ERITL. EER
J—RADEHFGDAHEHILL £,

Pool of Storage Nodes

-------------------------------------------------------------

S3\HTTP
Endpoint

Applications

Load Balancer

”https:ﬂsS.company.com
: HA Group

. .
------------------------------------------------------------

RODEIFStorageGRIDAMEM T 20— RNZ > HZRLTVWETH. BRIET—RN—Fr0OO—-RNF Y
THREILTY, 7V =232 30—RNASHOVIPZERL THTTPEY > 3 > ZHIIL. S5 T70 Yy
I EO0—RNZOHZEBALTAML—C/—RIZEEINET, T7#4IIETIE 77U 5r—>3>h560
—RNASoH BLXUVA—RNSUHDISA ML=/ —RADIRTD ST 4w IHHTTPSZ N L THE
BlbEINFEzET, HTTPIEHR— TN TWVWEA T3> TY,

259



O—AlsLsO—NILoa— RN >
O—RNZOHICIRD2EELH D £9,

TO—AIESTavIIx2—v (LTM) o B—HA FRO/ — RO T—ILEKICEGEEDELE T,

s JO—NIY—EXO—RKNZ 2% (GSLB) . EHOY 1 MMIEHEZHML. LTMO—RNZ > %)
BWMICO—RNZ > VPLET, GSLBIZ. 71T U T Y ADNSH—NEEZTLETW, 951047
> hH'StorageGRIDT Y R7R1 > NURLZER T S & GSLBIZA B X /IEZDMOER (7 U 4r—
SIVOEBIEEEBTEST FAY) ICEDVWT. ZOURLELTMOVIPICERL £, LTMIZEICH
ETYH. StorageGRIDY 1 FDEE T TV —> a3V DBEHICIEL T GSLBIEA I 3> T,

EMEROESRET
CORFaAXYMIBEINTVRIBHROFMICOVTIE. UTDORFaXY P Web U1 hEBRLTK
J e A

* NetApp StorageGRID K& 2 X > + 2 > & —https://docs.netapp.com/us-en/storagegrid/[]

* NetApp StorageGRID-1 2r— 7 JL X > b https://docs.netapp.com/us-en/storagegrid-enable/

* StorageGRID F5O0— R/N\NZ > H D&EHCEE 9 % EEEIA hitps://www.netapp.com/blog/storagegrid-f5-
load-balancer-design-considerations/

» Loadbalancer.org—Load Balancing NetApp StorageGRID https://www.loadbalancer.org/applications/load-
balancing-netapp-storagegrid/

* Kemp : O— K /\Z > > % NetApp StorageGRID https://support.kemptechnologies.com/hc/en-us/articles/
360045186451-NetApp-StorageGRID

StorageGRIDO— RN\S > —%#FERAT 3

StorageGRIDZ'—hU x4 /—F O—R NZUH—DREICDODVWTEZELF T,
NetApp® StorageGRID® 7 — bV x4 /—REZRETI1-HD—RIBRHAM A > X,

StorageGRID'— kU x4/ —RO—RNZoHett&O— KNS OB O

StorageGRIDI&. S BN HZA TS TV MR ML —IRVIA—DHRTH—, EROT IS4 T7 >

A, VM, OYTFE L TERTESZZEDOO— RN U ZRME L ET, StorageGRIDARMT S 0— KN
SN T/ —REBFINET,

F5XCitrix A EDA— RN B E FEFRBEL TLWAVWEERDBE. T —RKRN—TsDO— RN H DX
BIIIERICHEMICHRBETREMN B D £, StorageGRIDO— KNS U HiE. O— KRNSO HOMNIE%R KIEICFEE
Z1LET,

T—bozAa/—FRiE. JAMENT AV REBNEIVEZ—TSAXVZZAOO0—RNZ Y TY, 7
—rJxA /=R, BY=—KN=FTqRO-RNSH, £LEZFOAEAZRLIT )Y RICRETZHTE
X9 ¥—boxzA/—RIEFA—HDIWNEZ T4y IIRZ—T ¥ THD. GSLBTIEH D FH A
StorageGRIDA— R/N\Z U HIZIE. KROFI=EHHD £,

cBEM. VVY—RXT—I). BEMF v I Ny FER. X>TF2ROEEER%Z 9 X TStorageGRID
TER

260


https://docs.netapp.com/us-en/storagegrid-enable/
https://www.netapp.com/blog/storagegrid-f5-load-balancer-design-considerations/
https://www.netapp.com/blog/storagegrid-f5-load-balancer-design-considerations/
https://www.loadbalancer.org/applications/load-balancing-netapp-storagegrid/
https://www.loadbalancer.org/applications/load-balancing-netapp-storagegrid/
https://support.kemptechnologies.com/hc/en-us/articles/360045186451-NetApp-StorageGRID
https://support.kemptechnologies.com/hc/en-us/articles/360045186451-NetApp-StorageGRID

* NT#+#—< VR, StorageGRIDO— K /N5 >1|EStorageGRIDEARATHD . BN T+ —IVADF vy
DanRHETE, FEBEZOC O T T T Tr—>2 a3V efiaddleiEHh £t A

* O b RETSY (VM) AV TFON—23aVIFEBMIX MR LTREINE T,

*rITav IR BEBNS T4 v IO nERKEZFR T S L. StorageGRIDEEDQoSIL—ILET—2
O— RPHZRITTETET,

* 5% ?DStorageGRIDEE D#4AE, StorageGRIDIE. S& D ) —X T EFH{IHRBELZITL. O— KNS
UHICEFHNAKEEBMLTVWEE T,

StorageGRIDDIEE/ —FE LT, O—NIL bZ T4 v I IX—2v—F BEBANILR FzvIzERL
T. ARL—=2 J—=—RDAILR, B, LTV —XOBEMICEDVWTEREZ DT DEEEE KR TL)

x99, I5IC. U1 FREIDStorageGRIDY) > X+ T0) ICERETSNTWVWBIBEIE. EROY 1 ~MibhT:
STCEBREZDEHTIMELHDET, ANL—2 J—RHAMERTERVWY, 1 RO — D21 /—FR
MMERTE 355G, BFIET )y RROROY A MIBFMICEEINE T,

T—roxza4 /—FRoO—R NS FvyvPaletld. T—FUEBO—RLTTF—% v b EEHKMD
BHRARDT3REDT—oO0—R Al FL—ZVJRE)YDNT =XV Az KBICHEIEZEZBH
ELTWVWET, Fvvyar—boxa /—FRi& Uy ROED OEDH SYIENICEENT-IGFRICERT
BZEHEEET. ChUCED. —EDT—oO—RTNRNTA#—<I VAN EEL. WAN v FT—20DERXR
MEFLET, FvvPald—RNY T E—RTEMEL. EZAAEEFryvZadng., Frvladik
RBIIZEINEF A STy v I 5—boxza /—RiE. OFxF v v 5—roxa /—Rrlk
WIT L TEEL XY,

StorageGRID Gateway./ — R DEADFHHIC DL TIE. "StorageGRID D RF 2 XA > ",

HTTPSF MOSSL:IFAZE %* StorageGRIDIZE&E 9 3 /5%
StorageGRIDICSSLAFARE # RE T3 /-0DEEM C FIEZBE L £ 95

HTTPS%{EHE 9 3% &%, Secure Sockets Layer (SSL) FFEAZEHNMETY, SSLZORINLIFI ATk
EIVRARAVbZHR L. FRETEZHDL L TRIELET, SSLIF. bZ 71 v IDES{LBIRMHEL F
9. SSLEIFRZIF V1 7Y O SFEBEINTVRIHRENHD £9, ChZzRIETSICIE. DigiCertieE DY
A—/NILIZEBEINTERER (CA) NSDSSLAIAE. 1V 73X RS IF v TRITINTVWER T TR~
FCA. FHIFRRAMIK > TERINI-BECELMPEZFERALEY,

9747 MUTOEMDT V> 3 YHRERT-DH. JO—/NILICEESNI-CAISIFAZOERANHRINE
Yo HEAENO— RNZ > £7ldStorageGRIDICA—R TN, 547V MITVRRA > b EEEL TR
mLET,

TS5AR—rCAZERTBICIE. IL—FERREE IRTOTEERRER® 75147 MIEBMT2HRELH D
£9, TTAR—CASEFRZZEE T2 7OV RIE. 9547 bDARL—F A VIS RTFLET TV
—avicE->TERD XT, 72 ZIE. ONTAP for FabricPool Tld. F—>YHNDEEAE (JL— MEEBR
£, TNEERZE. T2 RARA Y FEEAZE) ZONTAPYZ S X ZIAMICT v 7O—RI23REBHLRHD £,

HCERUREZEATBICIE. 77172 bHCAR L TRIESNIEIRRE 258 L TERMEZREL T 54
BHHDET, —HDT7 TV 7r—2 3> TR BEBLIARENRITANGNTY . REIZERTETRVHED
HHET,

7547 O— RIS Y DStorageGRID/SAADSSLABBEDEIE (. SSLE—I R—> 3 VHRERIEG
FRICE 2 TEADET, O—RNSOHEISATUMDIBI YRR M LTEREL. A— RN
5 StorageGRIDA DA DHT L LSSLEEFAZE ZFERA L THEIES(LF 3Ry MESET2 2 eHTEF

o Feld. b7 v I ZBEBRIHE. StorageGRIDZESSLIEIGT Y RARA Y MITBR8HTEZXYT, O—

261


https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/
https://docs.netapp.com/us-en/storagegrid/

RNSUBMNSSLZ—Z =3 VIV RRA Y FDOBE. SEREIFO— RN UHIZA VA M=ILEN. D
NSZ/URLOY T U b, BLUA—RNZ B %/ L TStorageGRIDZ—47w MIEHRTDELDICTZ
A7V IBRESNTLBZRBURLIDNSENEENTUVET, TTILRA—REZET, O—RNTUHN
INZAZII—RICRESNTUVSIESRIE. StorageGRIDICSSLEIRAEZE % 1 VY X b—IL T2 REBHH D £, SEFE
£(21E. DNSZ/URLOY IV ¥ hE. O—RNS>H %/ L TStorageGRIDZ —4"w MK T LS
ICOZA4T7 Y FHRESNTVBREURLIDNSE (TA1ILRA—REAZET) HEFNTVIHRELHD X
I B AR DAL=/ —RAEMHEICEDZHEIFHL. TVRRALY FDOURLDAEZH ZHEHH
D£Ed,

Subject DN: /C=US/postalCode=94089/ST=California/L=Sunnyvale/street=495 East Java Dr/O=NetApp, Inc./OU=IT1/OU=Unified Communication
s/CN=webscaledemo.netapp.com
Serial Number: 37:4C:6B:51:61:84:50:F8:7A:29:09:83:24:12:36:2C
Issuer DN: /C=GB/ST=Greater Manchester/L=Salford/O=Sectigo Limited/CN=Sectigo RSA Organization Validation Secure Server CA
Issued On: 2019-05-23T00:00:00.000Z
Expires On: 2021-05-22T723:59:59.000Z
Alternative Names: DNS:webscaledemo.netapp.com
DNS:*.webscaledemo-rtp.netapp.com
DNS:* webscaledemo.netapp.com
DNS:webscaledemo-rip.netapp.com
SHA-1 Fingerprint: 60:91:44:E5:4F.7E:25:6B:B5:A0:19:87:D1:F2:8C:DD:AD:3A:88:CD
SHA-256 Fingerprint: FE:21:5D:BF:08:D09:5A:E5:09:CF:F6:3F:D3:5C:1E:9B:33:63:63:CA:25:2D:3F:39:0B:6A:B8:EC:08:BC:57:43

StorageGRID TDEFETE S H— RN—FTs 8O- RNF U HDERE

StorageGRIDTERETE 2 —RN—TsHO— NS OHZREIT DHEICDOVWTER
BEL £9,

1D EDNEL A P7O—RNZ B e, IPR=IXDSINT Y b EFIETIL—TFR) > —%FERALTVWSIE
B+ StorageGRIDIIEBDEEEDIPT RLRAZHETIVELNHD £9, Cnid. O—RNSUHIZL-T
ERICEA TN B X-Forwarded-For (XFF) ANwA—%ARZIcE>TIThNErd, A L=/ —RIC
BEFEXEINLEERTXFFAY X —DHEICAT—T 1« I N3N H 578, StorageGRIDTId. &
BRMEESNILAVIO—RNSUHICE 2T —FTo I TN TVWBR I L EHRTIMNERHD F

9o StorageGRIDAU IV T X CDEETEEFTIHRVEEIE. XFFANYAEZEELE T, JU v REEAPI
EEALT. EBEINIEABLAVYIO-—RNSOTDOIU IR E2HRETETET, COFLVAPHITSAR—
FAPITHD. 5% DStorageGRIDY ) —X TEBEINZAEMLH D £, RFDIBHMICDOWVTIE. HiflE
WR7—T1 NV EBBLTILLIEIVWY—RN—=—FT 4 DLAVIO—RNS Y EETZLS
ICStorageGRIDZ FZE T 5 A"

O—AIcS T v o=y O— RN YO

O—ALES 74y IIRZ—2vO-RNSOYDOAAE Y RZHBE L. RBELBREZ
RELET,

WFIE. Y= RFNA=THO-RFNSUHOREICEAT 5 —MRNBAANE 2 ATY, BEVORRICRBERE
FRZRETBICIE. O— NS UHEBEICERULEhE LI,

AL=/—=RDIY—=RTIN—T%1ERK
StorageGRIDA fL =/ —REDY =X T—= )L 1213 —EXTIL—=TICT =T L ET (BEIIEFED

O—RNSUHICE>TERZBELHD £9) o StorageGRIDRX kL —/ — RIFKRDKR— ~IZS3 API%
RELET,

262


https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers
https://kb.netapp.com/Advice_and_Troubleshooting/Hybrid_Cloud_Infrastructure/StorageGRID/How_to_configure_StorageGRID_to_work_with_third-party_Layer_7_load_balancers

° S3HTTPS : 18082
* S3HTTP : 18084

1T AL DERRIZ. BEDHTTPSKR— b EHTTPR— b (4435 £ 1f80) %#{ER L TAPIZ{RIEH —/\ICiR
HITBEERLTUVWET,

@ & StorageGRIDY 1 FMIIET 7 AL FT3IDDORA ML=/ —RARET, #FDS562DIFEE
BIRETHI2HELHD XTI,

BeMFT vy

H—RN—=FTOO—RNZHICIF &/ —FOBEMHE NS T4 v I ZRETEINE SO ZHRTIH

ENNRETY, NetAppTlE. BEMF T v I ORITICHTTPARZFEHRE T &2 #E L TLWE T OPTIONS

o O—RNSUHIHME & DAL —2 ) — RICHTTPERZFHITL OPTIONS . AT —HX AGEBZ#HAFL £
9, 200

WEERSBVWA ML=/ —FHHBL 2000 TED/—FREAML—CBRZUEBTEEEA. 7F7UT
—2aYEVRADBHICE 2T INSDF IV IDRALT I, O—RNZUUYHRRITIBZTIS
IVERETDHEDHD XY,

fezE T—R2EE—1D4DDRA L =2/ —RDSE3DMELEL TVBIBERIF. IRTDORS T 1w
DT —3E 228X TEET,

WRINZR—UIRERBIFIFICIET, Fx v IIC3BIEBLIZHEIC/ —REFTSAICLET,
S3DELMEF T v I Dfl

ROFITIE. ZXEL opTIoNs THEEREL 200 OK £ 9o Amazon SIDFRAITNTUVWAERVWERZEZHR—NL
TLWARWES., ZFEBALT "opTIONS WE T,

263



curl -X OPTIONS https://10.63.174.75:18082 --verbose --insecure
* Rebuilt URL to: https://10.63.174.75:18082/

% Trying 10.63.174.75...

* TCP_NODELAY set

* Connected to 10.63.174.75 (10.63.174.75) port 18082 (#0)

* TLS 1.2 connection using TLS ECDHE RSA WITH AES 256 GCM SHA384
* Server certificate: webscale.stl.netapp.com

* Server certificate: NetApp Corp Issuing CA 1

* Server certificate: NetApp Corp Root CA

OPTIONS / HTTP/1.1

Host: 10.63.174.75:18082

User-Agent: curl/7.51.0

Accept: /

HTTP/1.1 200 OK

Date: Mon, 22 May 2017 15:17:30 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.4.0
x—amz-request-id: 3023514741
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frontend s3
bind *:443 crt /etc/ssl/server.pem ssl
default backend s3-serve
rs
backend s3-servers
balance leastconn
option httpchk
http-check expect status 200
server dcl-sl 10.63.174.71:18082 ssl verify none check inter 3000
server dcl-s2 10.63.174.72:18082 ssl verify none check inter 3000
server dcl-s3 10.63.174.73:18082 ssl verify none check inter 3000

I, SSLINRZIL—DFlETRLET.

frontend s3
mode tcp
bind *:443
default backend s3-servers
backend s3-servers
balance leastconn
option httpchk
http-check expect status 200
server dcl-sl 10.63.174.71:18082 check-ssl verify none inter 3000
server dcl-s2 10.63.174.72:18082 check-ssl verify none inter 3000
server dcl-s3 10.63.174.73:18082 check-ssl verify none inter 3000
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S3 Object Lock

Allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use S3 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable 53 Object Lock after a bucket is
created.

If S3 Object Lock is enabled, object versioning is enabled for the bucket automatically and cannot be suspended.

Enable $3 Object Lock

Default retention

Disable
O New objects added to the bucket will not be protected from being deleted or overwritten. Does not apply to objects already in the bucket

or to objects that have their own retain-until-dates.

Enable
@ New objects added to the bucket will be protected from being deleted or overwritten based on the default retention mode and period
you specify below, Does not apply to objects already in the bucket or to objects that have their own retain-until-dates.

Default retention mode

Governance
Users with special permissions can change an object's retention settings or they can override these settings to delete the object.

Compliance
No users can overwrite or delete protected object versions during the retention period.

Default retention period @

90 Days v

Maximum retention period on this tenant: 100 years

A7z Oy IAPIDERBZERXRICELED,

72z b0y I U—HIER—IIRIE T2 MCERSNBZEMBA VI FTRXT—R T,

aws s3api put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=ON --endpoint-url https://s3.company.com

J—HINKR=ILFXAT—2 X ZHREL THEIBERESNGV®H. GETUIETHEETEX I,
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aws s3api get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "ON"

J—HIVR=ILRZATICTBICIF. ZTRAT—2X=z@EALE T,

aws s3api put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=0FF --endpoint-url https://s3.company.com
aws s3apl get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "OFE"

FT70xV b OFREFHAEOREICIE. X1 LAY TETHREDERASINE I,

aws s3apli put-object-retention --bucket mybucket --key myfile.txt
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2022-06-
10T16:00:00"}"'" --endpoint-url https://s3.company.com

BORLICEDFITH. RLEBEBRDEIIHD FEA. TDH. GETHUBLZFEHA L TREXT—
X2 ERRICHEEETE XY,

aws s3apli get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-06-10T16:00:00+00:00"

727 by IBBNRNT Y MCT 74 b OFRFHREZRE T 5 & ®FHE (HeE) MNMERATH
9,
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aws s3api put-object-lock-configuration --bucket mybucket --object-lock
-configuration '{ "ObjectLockEnabled": "Enabled", "Rule": {
"DefaultRetention": { "Mode": "COMPLIANCE", "Days": 1 }}}' —--endpoint-url
https://s3.company.com

CNSDIIBDIFEAEERRIC. HLICEEDRENREINBVD, REZKRILT HCETZRTTE X
ER

aws s3api get-object-lock-configuration --bucket mybucket --endpoint-url
https://s3.company.com

{
"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",

"Rule": {
"DefaultRetention": {
"Mode": "COMPLIANCE",
"Days": 1

WIS, RIEBFREEZBEALICRETNAT Y MCA TS U M 2BRBLE T,
aws s3 cp myfile.txt s3://mybucket --endpoint-url https://s3.company.com
PUTRUETIGEDIREINF T,

upload: ./myfile.txt to s3://mybucket/myfile.txt

REFEA TV TR LROBFITNT Y MICRESNTVWAREHABDN A T2 0 ORI A LRZVT
ICEBENE I,

aws s3api get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"
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Create endpoint

: - Select : 1tication type
o Enter details : (E) elect authentication type
Optional

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

MyGrid

URI ©

https://s3.company.com

URN @

arn:aws:s3:::mybucket

2.Y=ZNTY T RESNTVWBIVRRA Y b EFERATELOICLTVT—2 3 Z2RELE T,

<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Bucket>arn:aws:s3:::mybucket</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>

3. APL—CDEBEN—Y3 VDR ML —VHBEZEETAILMIL—ILZER L F T, COFITIE. &N
TB3ATOTI FORTHRUWN—J 3 UDRESNTVE T,
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Create ILM Rule Step 1 of 3: Define Basics

Mama | WyTenamt - verslsn petantian

Descngptinn rwinin non-current versions for 30 days

eriytarnirl [PERELA SIR00 BEY 150471)
Tenart Accourts [optionad] @

Buckel Mame conining mrytecioet

Create [LM Rule step 2 of 3: Define Placements

Configure placement instructions to specily how you want elfects matched by this rule to be stored

WyTenam - vertion retention
ST ABA-CatPen weridtes for 30 iy

Arube that uses Moncurrent Time only applies to noncurrent versions ol 53 objects.
You cannot use this rule as the default rale in an ILM policy because it does nat apply to current object versions.

Reference Tims D Honeuffent Time
Placements D 11 Son by start day
Framday 0 store  or Sl - - day m
Type | replicated = Location || siel Coples 2 = Temporary location | - Optianal - - +
Retention Diagram @ L Betresh
Trigmes
- — I
[—— .
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FEL TV — D RIEET T,
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TV FDN—2 a3 VEREZIRET B7HIC. 3EE ' X ~iZDeleteObjectVersion. PutBucketPolicy

. DeleteBucketPolicy. PutLifecycleConfiguration. & & U'PutBucketVersioningz 22 HENH D £7,
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group

— — _ S
{ ) Choose s group type IL } Manage parmissions o Sat 53 group policy
et —

Set 53 group policy @

A 53 group palicy eontrols user acceds permissions to specific spocific 53 resources, including buckets. Men.roof users have no accoss
bry default.

No 53 Access

Read Only Access “Staterment”; [

[
Full Access “EReot™: "Allow®,
“Action™ |
@ Ransomware Mitigation @ "s¥CroateBucket”,
" 92 Dl tiBanchket ™,
Custam "siDeletefeplicationConfiguration”,
Murit b o valid JSON barmatted string ) "sdDeleteBucketMetadataNatification”,

“s1-GetBucketAcl”,
“sd:GetBucketCompliance®,

n:-“l.lir:.l I

RIS TI=TFRIS—DABZRLET. COTIL—TFRID—|lIF. BATHICHFRIEINILEL, RER
BEBIWEBNZENTULET,

"Statement": |
{

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteReplicationConfiguration",

"s3:DeleteBucketMetadataNotification",
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"s3:GetBucketAcl",
"s3:GetBucketCompliance",
"s3:GetBucketConsistency",
"s3:GetBucketLastAccessTime",
"s3:GetBucketLocation",
"s3:GetBucketNotification"
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicy",
"s3:GetBucketMetadataNotification",
"s3:GetReplicationConfiguration",
"s3:GetBucketCORS",
"s3:GetBucketVersioning",
"s3:GetBucketTagging",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:ListAl1MyBuckets",
"s3:ListBucketMultipartUploads",
"s3:PutBucketConsistency",
"s3:PutBucketLastAccessTime",
"s3:PutBucketNotification",
"s3:PutBucketObjectLockConfiguration",
"s3:PutReplicationConfiguration",
"s3:PutBucketCORS",
"s3:PutBucketMetadataNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:GetObjectLegalHold",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectAcl"”,
"s3:PutObjectLegalHold",
"s3:PutObjectRetention",
"s3:PutObjectTagging",
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"s3:PutObjectVersionTagging",
"s3:RestoreObject",
"s3:ValidateObject",
"s3:PutBucketCompliance",
"s3:PutObjectVersionAcl"

1y

"Resource": "arn:aws:s3:::*"
by
{

"Effect": "Deny",

"Action": [

"s3:DeleteObjectVersion",
"s3:DeleteBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketVersioning"

1,

"Resource": "arn:aws:s3:::*"
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n StorageGRID Tenant Manager

CASHBZMRIY
Buckets » bass-bucket
STOIAGE (811 "
. base-bucket

i Regecn: us-east-1 Space uzed: 0 bytes

ACCRSS = &

AR AGERE T Dale creatsd 2025-06-25 MOTAT 5T Capacity |imit —
Obaject cownt; g Oipect count limit: =
[habete chijerss in duriet et s

53 Console Bucket options Bucket access

Branch buckeis for base-bucket

A branch bucket provides access to objects in s buckel as they sxsted ot o certain teme, A& branch bucket provisdes access 1o protected data. but doesn'tserve a5 4 backup, To continue 1o
arotect dats sk thege {egbres on base buckote 53 Object Lock, cross-grid repicatian for base buckets, or bucket palicies for versioned budoots to clean up old object versons

m G
a

lranch bucket name 2 Branch bucket bype (71 2 Before time (31 2 Dutn crosted - 3

brandh backet- 1 Rend-write 2005-06-25 1deD52 IST I05-06-25 140607 IST

CTISVFNTY DR RE IV Y I T BE. X=X N7y MIBEERMITONU -2 3 VD5
HONERICANSNIERY T7 Y THRET FT,
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Create branch bucket of base-bucket

Manage settings
o Enter details 9 9
Optional

Enter branch bucket details

Branch bucket name ()

Required

Region @)

Before time (3)

6/25/2025 = 03 :| o4 PM | IST

Branch bucket type

@ Read-write

In the branch bucket, you can add or delete objects or object versions,

O Read-only

in the branch bucket, you can't modify objects. In the user interface, bucket settings related to the modification of objects
will be disabled.

Cancel
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Prometheus? T ') Z (M L 7-181ZAPID R
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Metrics

‘Access charis and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-functional

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics and to view charts of the values over time.

Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager.

= hitps:/iwebscalegmi.netapp.com/metrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain graphs of impertant metric values over time

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager,

ADE Grid

Account Service Overview ILM

Alertmanager

Audit Overview

Cassandra Cluster Overview
Cassandra Network Overview
Cassandra Node Overview
Cloud Storage Pool Overview
EC Read (11.3) - Node

EC Read (11.3) - Overview

Identity Service Overview
Ingests

Node

Node (Internal Use)

Platform Services Commits
Platform Services Overview
Platform Services Processing

Renamed Metrics

Flold. VIICEEBH TS CHTEERT,

Replicated Read Path Qverview
53 - Node

53 Overview

Site

Streaming EC - ADE

Streaming EC - Chunk Service
Support

Traces

Traffic Classification Policy

Virtual Memory (vmstat)

Prometheus -

O Sabi ey st
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metrics Operations on metrics

7_ /grid/metric-labels/{label}/values Lists the values for a metric label

/grid/metric-names Lists all available mefric names

/grid/metric-query Performs an instant mefric query at a single point in time

The format of metric queries is controlied by Prometheus. See https//prometheus io/docs/querying/basics

Parameters

Name

query * =
string
(query)

time
string(Sdate-
time)

(query)

timeout
string
(queéry)

)

Description

Prometheus query string

storagegrid_http_sessions_incoming_current

query start, default current time (date-time)

time - query start, default current time (date-t/

timeout (duration)

120s

JSEICIF. Prometheus URLZ T THUSTE 3 BMEBILEHRNZENT T, EXA L -2/ —RTH

EBIISNTUVBHTTPE Y 3 YO HS—EESRTEET, IS ZEJSONFERTHA Y >O—R L TqH

H#RYL

Responses

Curl

Request URL

Code

200

curl -X GET "https://10.193.92.238/api/v3/grid/metric-queryXquery=storagegrid_http_sessions_incoming currently_established&timeout=128s" -H "accept: application/json” -H
©b94910621b19c128b4488d2e537€374"

Server response

==t

I&. Prometheus?Z TV GEDHIZRLTWVWET,

THILHTEEI, RD

conlam[ype[ pplication/json v

"X-Csrf-Token:

Details.

Response body

{
"responseTime”: "2828-06-02721:26:36.0087",
"status™: "success”,
~apiVersion™: "3.27,

"data": {
"resultType": "vector”,
“result”: [

‘toragegrid_http_sessions_incoming currently_established",
us-storage-1",
-agegrid”,
aBcc5d26-b52a-4d78-95ec-8f21e76c61bd”,
"1dr",
c56d838-cd56-423b-a 07 -edeBada2sasd",
"us-east-fuse”

1591133196.007,

toragegrid_http_sessions_incoming_currently_established",
s-storage-2",
egrid”,

SRl NV T ) ZRITTETBHLTT,

APIZER T 3 =i,
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StorageGRID CcURLZFEFRA L TX MY I RIZTIVERTS
cURLZEA L TCLINSIBIEIC 7 I E R TR AEICDOWTEHAL £,

CORMEZRITTBICIE. RVICEREEN—T Y ZBEITIRENHBD FT, b=V EERTBICIF. XDF
IEZRTLET,

Flig

1. GMIT. [Help][API Documentation]DJEIZEIRL £

2. [AUthlZFTTFICRZO-)LL T, HFAICET B REZRELEF T, ROXTU—>2 3w bd. POSTXY
YRDNSA—=RERLTVWET,

auth Operations on authorization S
m Jfauthorize Getauthorization token »
Mame Description
body *

object Example Value  Model

(body)

Parameter conlent type

[ application/json b

Responses Response content type | application/jsen ~ l

3. [TryitoutlzZ ) w o L. GMIDA—H—RHENZXT— R TAXZRELE T,
4. Executez 7w LET,

5. cURLEZ > avilHh3cURLOAY Y RZEIAE—L. 2—ZFI T4V RIICEEDITE T, O RIERX
DESICHEDET,

curl -X POST "https:// <Primary Admin IP>/api/v3/authorize" -H "accept:
application/json" -H "Content-Type: application/json" -H "X-Csrf-Token:
dc30b080elca9bc05ddb81104381d8c8" -d "{ \"username\": \"MyUsername\",
\"password\": \"MyPassword\", \"cookie\": true, \"csrfToken\": false}"
-k

@ GMI/NR T — RIZEHXENEEFNTVWRHEEIE. B\ z2FEBL THFRXXFE IR T —7
LTLEETWL, Tt RIE BFBRET,

6. FEEDCURLOVY Y REEITIDE. ROBFIDLS BRI ~—7 VD EAICKRRINE T,
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{"responseTime" :"2020-06-
03T00:12:17.0312z","status":"success", "apiVersion":"3.2","data":"8ale528d
-18a7-4283-9%9a5e-b2e6d731e0b2"}

CNT. =7 >XFIZEFEBL T, cURLZNLTA M) Y IIZTIEATESRLSICHEDFL
Too BRRICT VLR TE7OCRIE. £ 3 VDFIBCTL "StorageGRIDD EELEER" £, 7
L. TEAE LT, [Metrics]Z7 3") T[GET /grid/metric-labels/ {label} /values)%zERL 7=z~ L
ERP

7. f=e 2 IE. MOCURLOY Y RICHKITI BERALb—U U HIEFE T B £ StorageGRIDADH 1 F&AH—E
RREINEI,

curl -X GET "https://10.193.92.230/api/v3/grid/metric-
labels/site name/values" -H "accept: application/json" -H
"Authorization: Bearer 8aleb528d-18a7-4283-9ab5e-b2e6d731e0b2"

CURLOTY >V RIF. OB HEERMLE T,

{"responseTime":"2020-06-
03T00:17:00.844z","status":"success", "apiVersion":"3.2","data": ["us-

east-fuse","us-west-fuse"]}

StorageGRID®MDGrafana% v > 27/R— R %= fEA L 812D R

Grafana-f > % — 7 =1 X% {EF L TStorageGRIDT — 2 = A fR{b & & VBRI B HEIC
DWTEHRRAL 7,

Grafanald. X—RMILEZEBRENTZ1-0ODF—T VYV =AYV I NITT7 TS T7FILET
I&. StorageGRIDY R T LICEAT 2B TRABIERZIRET I X v aR— RBRFEFICERINTULET,

FRBRINLA YD 2 R—FE BRI TEL BBO LS TN a—T4 Y JICBRIUIEET, —BBIF
TOZANLYR-—bDPMEATEZCECZENELTVE T, IcEXE AL =2/ —FOERZRTI BIC
& ROFIEZRITLET

FE
1. GMID X =2 —hH"5. [Support][Metrics]Z &R L £ 9,

2. [Grafana]tZ >3 > T, [Node]¥ v aR—REZEIRLET,

307


https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api
https://docs.netapp.com/ja-jp/storagegrid-enable/technical-reports/advanced-monitor-storagegrid.html#export-metrics-through-the-api

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that centain graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE Grid Replicated Read Path Overview
Account Service Overview ILM 53 - Node

Alertmanager Identity Service Qverview $3 Overview

Audit Overview Ingests Site

Cassandra Cluster Overview Node Streaming EC - ADE
Cassandra Network Ovi Node (Internal Use) Streaming EC - Chunk Service
Cassandra Node Overvi Platform Services Commits Support

Cloud Storage Pool Overview Platfi ices Overview Traffic Classification Palicy
EC Read - Node Platform ces Processing

EC Read - Overview Renamed Metric:

3. GrafanaT. #EIRERTI S/ —RICKAMZRELEF T, COBITIF. RL—2/ —RANEIRETNT
WET. UTFDRTU =223y bEDBHFHRIERNIRTINET,

StorageGRIDT 5 7 4 w U R4ER) > —%FERT 3

StorageGRIDTXY b7 —J S 74 v I ZEEBSLUxBILTRHDNZ T v
PER)—ZEY b7y TELUVRET I HEICDOVWTEHBALET.

ES 70 v ORER)S—IF BEDTFHFV M N7y b IPH TRy b £EO—RNSOHI Y RRAT

VMIBDWT RS 70 v O EBERFIIFIRT2AEZRELET., v T —JFFKEHIHE
I&. StorageGRIDICE > THFICEERIEIE T,

EZ T4 v ORERY S —ZRETBFIRIF. RDEEDTI,

FIE
1. GMIT. X = a—[Configuration][System Settings]>[Traffic Classification]iC#&1 L £ 9,
2. [Create]z 7 ') w U+
3. RUD—D&EICFHBAZEANLFT,
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4. _ﬁ)lf—}b%ﬂzﬁi L/ i?o

Create Matching Rule

Matching Rules

Type @

Temant

Inverse Match @

Tenant ~

Jonathan.Wong (22497137670163214190)

O

Change Account

[coes | o

S. HRZERELEXY (A F>3Y) .

Create Limit

Limits (Optional)

Type @

Value @

6. KL —%1RFET S

— Choose One —

— Choose One —
Aggregate Bandwidth In
Aggregate Bandwidth Out
Concurrent Read Requests
Concurrent Write Requests
Per-Request Bandwidth In

Per-Request Bandwidth Out
Read Request Rate
Write Request Rate
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Create Traffic Classification Policy
Policy
Mame Match a Temant
Description {optional)
Matching Rules

Traffic that matches any rule is included in the policy.

4 Create || # Edit || % Remove

Type Inverse Match Match Value
® Tenant Jonathan.Wong (22497137670163214190)

Displaying 1 matching rule.
Limits (Optional)

=+ Create

Type Value Units

fm Jimmibe Emps
No limits found.

= |

ST woRER)—ICRAEBEMITENTWVWEA X M) wIERRTDICIE. RU—%EFIRL
T[Metrics]z 7w o LET, O—RNTFUHERNS T4 v IRFHERPEREDIBERZRRT
%Grafana® v > ah— RHBERINE T,

cation Policy -

Load Balancar Requast Complstion Rate

wirite Request Rate by Dbject Size
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TOTAET s ZIBELIED. FHAREELAR—bPFy—I NV ILR—rEERLIED TEXY,

BEEXyE—CDFFMIC DV TIE. StorageGRIDD RFa XY hZBRBRLTLEETV, ZBRBL T "BEEXA Y
-

Splunk[[liFStorageGRID 7 1) r—< 3 > %

Splunk 72w b 7 #+— /A TStorageGRIDIRIE Z 85, 7747 T & S NetApp StorageGRID
for Splunk D ¥z CHEFR < 72 LY,
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StorageGRID7 RA YDA VA =)L, 7y I L—R, BLUREDHZEICDOVWTIE. RO ~EBIEL
T<7E2E L\, https://splunkbase.splunk.com/app/3895/#/details

TR-4882 : [lInstall a StorageGRID bare metal gridJ

StorageGRID./ 1 VA b— )L/ HA 3D
RT7 XK MZStorageGRID%ZE 1 VX b—ILT B HEICDVWTEHBEL X9,

TR-4882(C1&. NetApp StorageGRIDDEEM A A VX b—ILFIBNRBHINTVWE T, X7 XZILFT:
I&Red Hat Enterprise Linux (RHEL) TER{TETNTWVWRRETI Y (VM) ICAVXM=)ILTEEXT, CD7T
ZO—FTld. StorageGRIDI VT FHEEINI6DDH—E X%, HREINBZLAT7U XML -V
T, 3BOYE (F/I3MRE) YoV THED] 1A M—=ILZRTLET, BBEHRICL > TIE. TODTRIC
REHINTVRIEAFIRES T EATOCLRZERBR LI BRIHEENHD £,

StorageGRIDY 1 VX b= )L 7O ZDFFBICOWVWTIE. ®HEFF 2 X2 FD[Install. upgrade. and hotfix (
AVRAM=)b. 7Y FTL—R, BLXUVEY kT4 v XDStorageGRID) 2B L T
https://docs.netapp.com/us-en/storagegrid-118/landing-install-upgrade/index.html < 72 &F LY,

BA%ZBIAYT BHIIC. NetApp StorageGRIDY 7 bz 7D Ea—FTa>d. A L= Ry kT —7
DEHZERL THEL & S, StorageGRIDIZ. PodmanZ/zldDockerI T FH Iz —ER LT
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# cat /etc/sysconfig/network-scripts/ifcfg-enp67s0

# This is the parent physical device

TYPE=Ethernet

BOOTPROTO=none

DEVICE=enp67s0

ONBOOT=yes

# cat /etc/sysconfig/network-scripts/ifcfg-enp67s0.520
# The actual device that will be used by the storage node file
DEVICE=enp67s0.520

BOOTPROTO=none

NAME=enp67s0.520

IPADDR=10.10.200.31

PREFIX=24

VLAN=yes

ONBOOT=yes

COFITIE. Uy Ry bD—=0DYIERY T —0F N1 AHenp67s0THBDEEELTUVWET, £

7=. bond0BREDFEETNA RICTBEHTEXT, XY NT—TR—=MIT 7 4L FOVLAND R WIZE
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iISCSIZEERALTRA ML=y M7y 31015 ROFIEEETLES,

FIE

1. NetApp E 1) — X% NetApp ONTAP®F — R EIEY 7 ko T 7B L DALRSCSIR b L—J % EHT 315
BlE. RONYITF—2%A VA R=)LLE T,

sudo yum install iscsi-initiator-utils
sudo yum install device-mapper-multipath

2 BRARTAZOI—RIDERRLET,

# cat /etc/iscsi/initiatorname.iscsi
InitiatorName=ign.2006-04.com.example.nodel

3. Flg20 1 = I —2%%ZFEALT. AL—UFNAXEDOLUN (RISRETNTVBRHET A X) &
A=Y/ =FIIRVEYTL" AL —UZ2H" £,
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4. THULLIEB L7-LUNZ#&E L iscsiadm. A1 LET,

# iscsiadm -m discovery -t st -p target-ip-address

# iscsiadm -m node -T ign.2006-04.com.example:3260 -1

Logging in to [iface: default, target: ign.2006-04.com.example:3260,
portal: 10.64.24.179,3260] (multiple)

Login to [iface: default, target: ign.2006-04.com.example:3260, portal:
10.64.24.179,3260] successful.

C) SEHICDWTIE. Red Hath X AT —R—ZIILOEBBRBLTLEIVWSCSIA =T —4D
ERR" o

5. TILFNAFNA X FNICEEMIT SNIELUN WWIDERR T AICIE. ZOOAXYY REETLET,

# multipath -11

iISCSIZEVILFNRTNAZATEALTLWAWSEIE. —EONX&ZFEALTTNIA%EITI LTS
723 T TNARADEBERP) T—rHARILE S ICHBINE T,

/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:1:0

FNA RBEEAT BRI T, /dev/sdx FNA RHBIRE BB S NI 5 S 12 g
RETBEIEMABD £ T, YILF AT REEBLTVEHAR. RO &S ICTA
D7 2Z@EETEIELESICT7AINZEEL X7 /etc/multipath.conf o +

(D LATIRIE>TIE. TNSDTNAZANTARTD/ —RICFETIHEEBEVEED
HOET,
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multipaths {
multipath {
wwid 36d039ea00005f06a000003c45fa8f3dc
alias Docker-Store
}
multipath {
wwid 36d039ea00006891b000004025fa8£597
alias Adm-Audit
}
multipath {
wwid 36d039ea00005f06a000003c65fa8£f3£f0
alias Adm-MySQL
}
multipath {
wwid 36d039ea00006891b000004015fa8f58¢c
alias Adm-0S
}
multipath {
wwid 36d039ea00005f06a000003c55fa8f3e4
alias SN-0S
}
multipath {
wwid 36d039ea00006891b000004035fa8f5a2
alias SN-Db0O
}
multipath {
wwid 36d039ea00005£06a000003c75fa8f3fc
alias SN-Db01
}
multipath {
wwid 36d039ea00006891b000004045fa8fbaf
alias SN-Db02
}
multipath {
wwid 36d039ea00005f06a000003c85fa8f40a
alias GW-0S
}
}

"X FOSICDockerz 1 >V A F—IL T BH1IC. LUNEIEZTA RN X 2T T+—I v LTI TV R
L “/var/lib/docker £9, IDLUNIZ/ — KRBT 7 1 JLICEZE SN, StorageGRIDI > T FHIC & > TEIEE
BEnfxd, 2FD. TNH6DT7 7L RATALIFRRROSICIFFTRAEINT . OAVTFFHEEICEKRIIN. 1
VAR=FICELoTHIBEINE T,

iISCSIN—XDLUNZFEAL TWLWBIHEIE. fstabT7 7 M ILICRD LS B1T2EBMLET. sihDLSIC.
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DLUNIZR R FOSICR VY b TBHEIFHD FEAN. FATELRTIOVITNARE L TRRINIUE
NHO X,

/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:1:0 /var/lib/docker extd
defaults 0 0

Docker®d -1 > X b — )L D#f
Docker® - VA b — L2 #EfFd 3ICIE. ROFIEZEITLE T,

Flig
1. 3DDHRRA MIARTDDockerA FL—HR) a—LIC T 7AIINATLEERLE T,

# sudo mkfs.ext4 /dev/sd?

iISCSITNA RZTIFNZATHERL TWRHEIE. ZEH L /devimapper/Docker-Store™ % ¢

2. DockerR FL—U R a—LR T MRAY M EERLE T,
# sudo mkdir -p /var/lib/docker
3. [E#RD I > k') %Zdocker-storage-volume-devicelZIBINL £9 /etc/fstabo

/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:1:0 /var/lib/docker exti
defaults 0 O

RD netdev AT 3 Ui, iISCSITNA XZEAL TVLWBIBRICOAEREINE I, O—AILDTOY
TTNARZEAT 3%EIF netdev BERVc®. ZHREL X, defaults

/dev/mapper/Docker-Store /var/lib/docker ext4 netdev 0 O

4 FHLWIFAINIATLZERIYIY L. T RIVDERAREZRTLED,

# sudo mount /var/lib/docker
[root@hostl]# df -h | grep docker
/dev/sdb 200G 33M 200G 1% /var/lib/docker

5. N7 44— A LEDEBAHLIS. RV TEFTICLTEMCLED,

$ sudo swapoff --all
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6. REHEMIFTTBICIF. RDESIBIRTDRT Y FI Y~ %/etclistabh SHIBRL £,
/dev/mapper/rhel-swap swap defaults 0 O

()  RIYTERREEHCTIRLVL, NT -V ABREIET T BTREMABD £

7. J—ROTARIT—=FrZERTLT. A a—LHKENTHD., IRTODT1RITN1ADBRE>TK
BDeHMEEL /var/lib/docker £,

Docker for StorageGRIDD 1 > X b —JL
Docker for StorageGRIDD A1 > X k=)L AEICDWTERAL £ 9,
Dockerz 1 > X b—JLg3ICIE. ROFIEZERITLET,

Flig
1. DockerAADYyuMU RIS M) ZREL XIS

sudo yum install -y yum-utils
sudo yum-config-manager --add-repo \
https://download.docker.com/linux/rhel/docker-ce.repo

2. RBBNYIT—S%A VA M=ILLET,
sudo yum install docker-ce docker-ce-cli containerd.io

3. DockerziE# L £,

sudo systemctl start docker

4. Docker® T A ML £,

sudo docker run hello-world

5. Dockerh's A 7 LRFFICRITINTVWBS e 2EELE T,

sudo systemctl enable docker
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StorageGRID®D / — Rk 7 7 1 )L %= %4
StorageGRIDAE®D / — KRB 7 71 I 2w d 3 HEICDVWTEHRBELE T,
J—RFRE7OCROKRENLEFIBIFXDEHED TY,

FlE
1L IRTORRAMIT LY bUZER L /etc/storagegrid/nodes £7,

sudo [root@hostl ~]# mkdir -p /etc/storagegrid/nodes

2. AT HI/—REAATDOLATI MIEHLET, MMBERA N CICHREBER T 7 ILEEBRLE T, Z Dl
Tl B RAMISVOYBRI R EI20D T 71 IV EERR L E LT,

@ T771ILDE&HIEZ. 1A M=ILDEBED ./ —RE&%=TEHELEFT, fczIE. IF decl-
adml.conf EWSEFID ./ — RIZHD “del-adm1" F£ 9,

R R
dcl-adml.conf
dcl-snl.conf

R 2
dcl-gwl.conf
dcl-sn2.conf

R R3:
dcl-gw2.conf
dcl-sn3.conf

/= REBE7 71 ILDO%EE

ROBTIE. EWSHEXZFEAL /dev/disk/by-path £9, XOOATY Y REETLT. ELWNZHER
TEEI,
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[root@hostl ~]# 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 0 90G 0 disk

F—sdal 8:1 0 1G 0 part /boot

L—sda2 8:2 0 89G 0 part

—rhel-root 253:0 0 50G 0 lvm /
F—rhel—swap 253:1 0 9G 0 lvm
lL—rhel-home 253:2 0 30G 0 lvm /home

sdb 8:16 0 200G 0 disk /var/lib/docker
sdc 8:32 0 90G 0 disk
sdd 8:48 0 200G 0 disk
sde 8:64 0 200G 0 disk
sdf 8:80 0 4T 0 disk
sdg 8:96 0 4T 0 disk
sdh 8:112 0 4T 0 disk
sdi 8:128 0 90G 0 disk
sr0 11:0 1 1024M 0 rom
ARV RIERDEED T,
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[root@hostl ~]# 1ls -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root

../ ../sxr0

lrwxrwxrwx 1 root

../../sda

lrwxrwxrwx 1 root

->

../../sdal

lrwxrwxrwx 1 root

->

../../sda2

lrwxrwxrwx 1 root

../../sdb
1lrwxrwxrwx
../../sdc
lrwxrwxrwx
../../sdd
lrwxXrwxrwx
../../sde
1lrwXrwxrwx
../../sdf
lrwxrwxrwx
../../sdg
lrwxXrwxrwx
../../sdh
lrwxrwxrwx
../ ../sdi

T71ILADA :

root

root

root

root

root

root

root

TZ2A4R)EE/—ROA

root 9 Dec 21 16:42 pci-0000:02:01.0-ata-1.0 ->

root 9 Dec 21 16:42 pci-0000:03:00.0-scsi-0:0:0:0 ->

root

root

root

root

root

root

root

root

root

root

10 Dec 21 16:42 pci-0000:03:00.0-scsi-0:0:0:0-partl

10 Dec 21 16:42 pci-0000:03:00.0-scsi-0:0:0:0-part?2

9 Dec 21 16:

9 Dec

9 Dec

9 Dec

9 Dec

9 Dec

9 Dec

9 Dec

21

21

21

21

21

21

21

16:

16:

16:

16:

16:

16:

16:

42

42

42

42

42

42

42

42

/etc/storagegrid/nodes/dcl-adml.conf

®

T77AILORBDH :

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

03:

03:

03:

03:

03:

03:

03:

03:

00

00.

00

00.

00.

00.

00.

00.

.0-scsi-0:

O-scsi-0:

.0-scsi-0:

O-scsi-0:

O-scsi-0:

O-scsi-0:

O-scsi-0:

O-scsi-0:

—hRICEEIN. TV Y RICAKSTBEBBEZEZDARMEDNDD T,

0:1:0 ->
0:2:0 ->
0:3:0 ->
0:4:0 ->
0:5:0 ->
0:6:0 ->
0:8:0 ->
0:9:0 ->

TARIVNADFZRISRLEFET, el FRXOBBIZFERATET XY /dev/mapper/alias
o BMEDTOYVITNARGIIMEALBWVWTLIET WV, OV I T/NA RE&IE /dev/sdb VT
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NODE_TYPE = VM Admin Node

ADMIN ROLE = Primary

MAXIMUM RAM = 24g

BLOCK_DEVICE VAR LOCAL = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:2:0
BLOCK DEVICE AUDIT LOGS = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:3:0
BLOCK DEVICE TABLES = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:4:0
GRID NETWORK TARGET = ensl92

CLIENT NETWORK TARGET = ens224

GRID NETWORK IP = 10.193.204.43

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.193.204.1

CLIENT NETWORK CONFIG = STATIC

CLIENT NETWORK IP = 10.193.205.43

CLIENT NETWORK MASK = 255.255.255.0

CLIENT NETWORK GATEWAY = 10.193.205.1

AbL—=2/—Rof)

T71ILBDAE :

/etc/storagegrid/nodes/dcl-snl.conf
77 1ILONRBEDH :

NODE TYPE = VM Storage Node

MAXIMUM RAM = 24g

ADMIN IP = 10.193.174.43

BLOCK_DEVICE VAR LOCAL = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:9:0
BLOCK DEVICE RANGEDB 00 /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:5:
BLOCK DEVICE RANGEDB 01 /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:6:
BLOCK DEVICE RANGEDB 02 /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:8:
GRID NETWORK TARGET = ensl92

CLIENT NETWORK TARGET = ens224

GRID NETWORK IP = 10.193.204.44

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.193.204.1

o O O

FT—hroxA /) —ROH
T71ILBDH :

/etc/storagegrid/nodes/dcl-gwl.conf
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T771ILORBEDH :

NODE _TYPE = VM API Gateway

MAXIMUM RAM = 24g

ADMIN IP = 10.193.204.43
BLOCK_DEVICE VAR LOCAL = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:1:0
GRID NETWORK TARGET = ensl92

CLIENT NETWORK TARGET = ens224

GRID NETWORK IP = 10.193.204.47

GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.193.204.1
CLIENT NETWORK IP = 10.193.205.47
CLIENT NETWORK MASK = 255.255.255.0
CLIENT NETWORK GATEWAY = 10.193.205.1

StorageGRIDDKZFRARE /N —2 D1 VX =)L
StorageGRIDDKEFERERE NV T —SH A VA M—=ILT B HEICDWTEAL X9,

StorageGRIDDMKEFERERE N YT —S %A VA =)L FBICIE. ROOATY REERITLET,

[root@hostl rpms]# yum install -y python-netaddr
[root@hostl rpms]# rpm -ivh StorageGRID-Webscale-Images-*.rpm
[root@hostl rpms]# rpm -ivh StorageGRID-Webscale-Service-*.rpm

StorageGRID#ERY 7 7 -1 )L DIREE
StorageGRIDDIER 7 7 1 L DARBRZREET 2 HAEICDODWVWTERAL £95

& StorageGRID ./ — R DI 7 7 1)L Z{EB L 75 /etc/storagegrid/nodes . TENEDT 71 ILDA

BRI BHVEDNHD XTI,

W7 71ILORBEZRIET BICIE. FRAMNTROOAT VY RERTLES,

sudo storagegrid node validate all

T7AILHELWEEIE. BT 71 JLICDWVWTPASSEDE R ENE T,
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-

Checking for misnamed node configuration files.. PASSED
Checking configuration file for node dcl-adml..
Checking configuration file for node dcl-gwl..
Checking configuraticon file for node dcl-snl..
Checking configuration file for node dcl-sn2..
Checking configuration file for node dcl-sni.
Checking for duplication of unigue valuss between nodes.. FLI

BT 7 1ILDELLBRVEERIE. EEELUV IS LTHEIRTEINE T, BRIS—HNEON -5
Bl A2 A b—ILZHITI BRIICIEET 2HEDHD T,

Checking for misnamed node configuration files..
] ignoring /etc/storagegrid/nodes/dcl-adml
ignoring /etc/storagegrid/nodes/dcl-sn2.conf.keep
ignoring /etc/storagegrid/nodes/my-file.txt
Checking configuration file for node dcl-adml..
ERRCR: NODE TYPE = VM Foo Node
VM Foo Node is not a valid node type. See *.conf.sample
ERROR: ADMIN ROLE = Foo
Foo is not a valid admin role. See *.conf.sample
ERROR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-gwl-var—-local
Jdev/mapper/sgws—gwl—-var-local is not a valid block device
Checking configuration file for node dcl-gwl..
ERRCOER: GRID NETWOEK. TARGET = bond0.1001
bond0.1001 is not a valid interface. See “ip link show’
ERROR: GRID NETWORK TP = ERudag
10.1.3 i=s not a valid IPv4 address
ERROR: GRID NETWORK MASK = 255.248.255.0
255.248.255.0 is not a wvalid IPv4 subnet mask
Checking configuration file for node dcl-snl..
ERRCE: GRID NETWOEK GATEWAY = G [} § 0 8 N
10.2.0.1 is not on the local subnet
ERRCE: RDMIN NETWORK ESL = 152.168.100.0/21,172.16.0fco
Could not parse subnet list
Checking configuration file for node dcl-sni..
Checking configuration file for node docl-sn3.. PASS
Checking for duplication of unique wvalues between nodes.
ERROE: GRID NETWOEK IF = 10.1.0.4
dcl-sn2 and dcl-sn3 have the same GRID NETWCRK IP
ERRCR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws—sn2-var—local
dcl-snZ and dcl-sn3 have the same BLOCK DEVICE VAR LOCAL
ERRCR: BLOCK DEVICE RANGEDE 00 = /dev/mapper/sgws-snZ-rangedb-0
dcl-snZ and dcl-sn3 have the same BLOCE DEVICE RANGEDB 00

328



StorageGRID R X b —EXZRBLET
StorageGRIDRR b —E X ZHIBT 2 AEICDOVWTEHRAL F T,

StorageGRID ./ — R%ZRRL. KRR D) T—rRIC/ —RHBEFHINZ L S5IZF3ICIE. StorageGRIDR
AR —ERZBHMICL THIBT2HELRHD £,

StorageGRIDR R b —E X ZRIET B ICIF. ROFIEZETLF T,

FIE
1. BRAMTROOAT Y RERITLETS,

sudo systemctl enable storagegrid
sudo systemctl start storagegrid

() BuoxFTE. BEETOLRIHEANN S LHBD ET,
2. QAR FZERITLT. BAOETIRAZHERL £,
sudo storagegrid node status node-name
3. FZDRT—RA%EIRYT / —RICX L T. Not-Running Stopped XD AT REERTL I,

sudo storagegrid node start node-name

fce I ROBEHADS / — R ZEEHT B EL decl-adml 9o

[user@hostl]# sudo storagegrid node status
Name Config-State Run-State

dcl-adml Configured Not-Running

dcl-snl Configured Running

4. StorageGRIDR X b —EXZLEIICEMICL THRBLIEZ DB 3158 (FRLEFT—EXHDBMICE -
THRIBSINIEDE S HDRBRISE) (& ROOATY RHEITLET,

sudo systemctl reload-or-restart storagegrid

StorageGRID T D Grid ManagerDEXE

To5ATVER ./ — RDStorageGRID T )y RYR—J v ZRET D HEICDVWTEE
BHLF Y,
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T4 )ER ./ — RDGrid Manager1—14+« > 2 —7 1 AH 5StorageGRIDZ A T LZFREL T, 1V
Ah=ILZZETLET,

FIEDHE
JVyRERBELTA VA M=IILZTRETIBICIF. RDIXRTZRITLET,
FIE

1. Grid Manager|Z 88}
"StorageGRID 51tz > X EHREIEEL "
"StorageGRIDADH 1 kDB
"J)y Ry hD—=TF TRy FDIEE"
"RERDIVY R —REERBLET"
"NTPH —/N\fERDIEE"
"RXA VR —LT AT LY —/\NIEROIEE"
"StorageGRID ¥ AT LD/INAT—RZIEEL "
"R ERERL. A VAM—ILERTLET"

© © N o o > w D

Grid Manager|_# &)
Ty RIZ—T v % FERAL T, StorageGRIDY XA T LADHREICHEBRIRTOBEREZEELF I,

ERZRIRI BHIIC. TSIV VER/ —FZEAL. RYDOEFHS TV AZTT LTELBENHD X
ER

Grid Managerz{ER L TIBHRZERT B ICiF. ROFIEZETLEF T,

FlE
1. 5RO 7 K L X TGrid ManagerliC 7 72X L £ 7,

https://primary admin node grid ip

F7cld. R— 8443 TGrid ManageriC 772X TE XY,

https://primary admin node ip:8443

2. [Install a StorageGRID System]z 2 1) w2 L %9, StorageGRIDZ ') v RDFREICFERT 2 R—IHERR
INEJ,
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License

Enter a grid name and upload the license file provided by Metipp for your StorageGRID system.

Grid Mame

License File Browse

StorageGRID 5 7 7 > X D% BN
StorageGRIDZ A >R T7 7 I)I%Z 7y 7O—RTI3FEICDOVWTEHRALF T,

StorageGRID ' X T LD&FIZIEEL. Ry 7y TIHheRESINS1EV X770 2Ty 7O—-RY
BDRENHD XY,

StorageGRIDZ 1 > RIBEFRZIEE T B ICIF. ROFIEZRTLF I,

FIE

1. [License] X— < D[Grid Name] 7 + —JL K|, StorageGRIDY XA T LDEBIZ AL EFT, 1V A =)L
%, F0&REHT )Y R ROSY ) —DREMLANILE LTRRINET,

2. [Browse]® 27 ') w2 L. NetAppZ 1>V X7 71 IL%&ZEL (NLF-unique-id.txt £9) . [Open]ZE 2 ) v
ILET. FAEVRT7AIIUDEIAIN, DUTIINBBLITAEVRATNIER ML —URENKRRIN
9,

CD StorageGRID 1 Y X h—=ILT7—A41 TIClF. ERVER—FOBRVWEES 1Y INEEFN
TWET, 1YR—ILRIC. UR—FZRETEISAEVRICEHRTETET,
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Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and propertional to the needs of each site.
Typically, sites are located in geographically different locations. Having multiple sites also allows the use of distributed replication and
erasure coding for increased availability and resiliency.

Site Name 1 MNew York +

B - |-

3. [Next]zZ Vw2 LET,

StorageGRIDADH 1 ~ DB/

StorageGRIDICH 1 FZEBIML TEEHE AN L—CREZMRLEIEZIHEICDOVWTE
BHL £7,

StorageGRIDZ 1 >~ X =)L 31FEIF. ¥ b ZDBREHIDERT Z2HENHD £9, StorageGRID &
AT LDEEEZEO. ANL—CREBZIEXRIEHIC. BMOY A M ZERTZ N TEEXT,

B L ZEBIMT3ICIE. ROFIEZRITLET,

FIE
1L [FARR=DT, A +BZAALEFT,

2. FA bEEBMTBICIE. REOYA IV MIOEICHZ TSRS EZI )y I L. FILVLIYA FRIT
FRAMRY I RCERIZAAILET, JUY R MROJICHKEBERBBOT A FZEMLFET, 1 MIRK
16 X TEMTEEXT,
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I_i{xénse Grid Network Grid Nodes NTP DMNS Passwords

Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and propertional to the needs of each site.
Typically, sites are located in geographically different locations. Having multiple sites also allows the use of distributed replication and
erasure coding for increased availability and resiliency.

Site Name 1 MNew York +

=

3. [Next]Z2Z ) wo LFT,

StorageGRIDD ') Ry kT —0H TRy FDIEE
StorageGRIDBED T Jw Ry h =05 TRy bDFREAEICDOWVWTERALE T,
Ty Ry NT—OTHERINZ Y TRy MEIBETIHNELHD £,

Y7y bIT Y RUICIE. StorageGRIDY AT LARDEY A DT Uy Ry hT—0DH TRy b LU
Ty RRy N —ORBATRETEZIMNELRHDZI Y TRy b (NTPH—NERIARTEZH TRy hRE) B
EEEED

Ty YTy bHERHZHEIE. TV Ry D=0 = bz ADBETY, EETBHIRNTDY
Dy R TRy b COT—h I ARBHATT IV EXATETH B ENBETT,

TV Ry bT—=0DH TRy b Z2EET BICIE. ROFIEZERITLET,

FIE
1. [Subnet 117 F X Ry 2 2Ty DB EH1DDT U w KRRy kT —ZOCIDRRY kT—2 7 KL X%
BELEX Y.
2 RBEOIVNIDOHEBICHZTZAEEZ7 )y I LT, BMORY hT7—0I Y M) ZEBMLET, DR
EH1DD/—REITICEALTWSIHE(IE. [Discover Grid Networks Subnets]x 2 1) w2 L
T. Grid ManagerlCBHFEINTWBR T Uy R/ —RHOBHRESNZ T TRy b ETV Yy Ry FT—0H
Ty b ZXMIBEHICEMLES,
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Summary

Grid Network

fou mist specity tha subnets that are used on the Grid Metwand. These enimes fypicaly include the subnets for the Grd MNebwon: for
each 5% N your SloragedRID system. Select Discovar Sdd Networks fo aulomalicaly add subnets Lased on the nebwork.
configuration of all registered nodes,

Hole: You must manualy add any subneds Sor NTP, DNS. LDAP. or glher extornal sarvers accessed through the Gnd Network gatesay,

Subnat 1 10,193,204 024 ®

Subnel 2 000D + x

.-! e ErHI i.-\. a i

| - | - |

3. [Next]Z=Z w2 LET,
StorageGRIDD 7 1) v K J — F DEER

StorageGRIDY X T LICEMENTWBEREFDI Uy R/ — R zHB L TER T35
EICDODWTEAL £95,

£J 1w R /—RIlE. StorageGRIDY X7 LSBT 2HIICESE T 2HELHD £,

@ EE%EBIIRT BHIIC. IRIBT7 547> R¥EStorageGRIDT7 FS5A TV ADT U R/ —R%E
IRTEALTELBELHD £T,

1%%'4:'0)7‘ Jyk/— F%ﬁwuj%‘k—‘is /k@%am,ﬁ%¥1?b§_§_o

Flg
1. [Pending Nodes]'J A b T, BALMT U YR/ —RHAITRTRRINTWVWBRCZRERLET,

() EonshLIUY R/ —kEBRHAR. ERCEATNEC L ERBLET,

2. KRTBDHREBPD/ —ROBICH B ZOARE =2 ) v I LET,
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Summary
Grid Nodes
Approve and configure grid nodes, so that they are added correctly to your StorageGRID systemn.
Pending Nodes
Grid nodes are listed as pending until they are assigned to a site, configured, and approved.
| e Appm| | ® Remove Search Q
Grid Network MAC Address Il Name Il Type I Platform 11 Grid Network IPv4 Address ~
© f6:8a36:44:c4:80 det-admi  Admin Node CentOS Container 10.193.204.43/24
46:5a:b6:7a:6d:97 dc1-sn1 Storage Node CentOS Container | 10.193.204.44/24
ba:e5:f7:6e:ec:0b dct-snd  Storage Node CentOS Container  10.193.204.46/24
c6:89:e5:bf:Ba:47 del-gwi APl Gateway Node CentOS Container  10.193.204.47/24
fe:91:ad:e1:46:c0 dcl-gw2 APl Gateway Node CentOS Container  10.193.204.98/24
1 L4

3. [EEB =V LET,
4. [—HEFRE]T. BEICHLTROTONT s DREEZTELF T,
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Admin Node Configuration

General Settings

Site MNew York :i

Name dci-adm1

NTPRole | Automatic -

Grid Network

Configuration  STATIC
IPv4 Address (CIDR) | 10.193.204.43/24

Gateway 10.193.204.1

Admin Network

Configuration  DISABLED

This network interface is not present. Add the network interface before configuring network settings.

IPv4 Address (CIDR)
Gateway

Subnets (CIDR)

Client Network

Configuration  STATIC
IPv4 Address (CIDR} | 10.193.205.43/24

Gateway 10.193.205.1

*Site*: CDTVY R/ —RFDOYA bDIRT L%,

*Name*: /—RICE|D HTH5NBHKX & EGrid ManageriCRREND &R, T 74 KTiE. /—
REABFICIEE LIREHMERINE TN, MBI THAIZEETEET,

*NTProle*: ZJ1)w R/—FODNTPO—)L, #7F> 3>id. [Automatic]l. [Primary]l. & & U[Client] T
9o [Automatic]F 7> 3 > FEIRT B . B/ — K. Administrative Domain Controller (ADC) t—FE
AEFERTEIRAN—C /=R =0z Ha4/— R, BLUOERNIPT RLADNRESNTT U Y R/
— RICPrimaryO—=ILAEID HTENE T, IOITARTDOI VY R/ —RIZIZZ A7 > O—=ILHEID
HTonxd,
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(D 0/—EREI LEBBICAT SV IORENELE T, Fhy SY1 FT200 ./ —
RETSATIUNIPY—RELTIBEIT S LICED, 1 DT Uy ROMDERDH S
DEINTH., EEBIAIVIDMRIESNE T,

-*ADC service (R L —2/—RDH) *: 2D/ —RICADCH—EZXHDNURENE SHE S ITLTEE)
BIICHIET T B ICIE. [Automatic]ZEIRL £9, ADC H—EXIF. J Uy R —EXDIGFrE A BE% B
HLET, EHA L TOHHELCLEDHIDDR ML -/ —RICADCH—EZXNEEFNTVWIRELHD £
T, BAEBD./—RICADCH—EXZEBMT B CIETTEXEHE A

- [Grid Network] T. RO FANT 1 DREZHEICHSCTEELE T,

-*IPv4 address (CIDR) *: J Uy Ry hT—0A YR =T 1A ADCIDRFY hT—UF7RLZX (A¥
TTADeth0) o fc& ZIE. "192.168.1.234/24’ T

~T=bUTA VY RRYy T —=O5—bD A, TcERIE T192.168.0.1° T,

() ZuvroIRy MERBEBAE. F— b T HKETT.

51y KRy FO—SRETDHCPEBRLIBAIE. COCEEEETS L. HLLEY
() /—Rrosm7rLILLTEESNET. FRSNLIPT KL XHDHCPT KL X7 —
MNIBENTVWRWVW I ZHEBLE T,

)Y R —ROBEEBRY FT—U%KRET BICIE. [Admin Networklz 27> 3 > TREICIG L TREZ B
MELISEFLED,

CDAVE—=T A RADNABICHZIL— DT AT %—> 3> TRy %, [Subnets (CIDR) ]7F
ARV I RZANLET, BEY TRy MERDH 2581 BET— V1 HRETT,

BI2xy FU—YBRECDHCPEBRLIBAR. CCTEEESET 3L, HLWMEr/ —
(D) FrommyrLrLTRESNET, ERSNLIPT KL IADHCPT KL X T—ILIC
BENTVWBVWIEZRELE Y,

7 TZA4 TR . StorageGRIDT7 I3 A4 7 > ADIFH. StorageGRIDT TS5 A7V XAV A =S %ER
L7=#El1 > X b= ILEFICERB Ry hT—IHRESNTULALE.,. ZD[Grid Manager] 21 7OJ 7R
JATHRETETFHA. KOOI, ROFIEZERTITIHRELRHD XTI,

a FISATREYT—rLET, 7TSATVAAVAN=FT, XZa—nh
5[Advanced][Reboot] Z3E R L £9, VT — MDD B EhHDET,

b. X = a— : [Configure Networking][Link Configuration]% &R L. BYIRFR Y b —o%BMICL F
ER

C. X= a—7h5[Configure Networking][IP Configuration] 23R L. BXExy hD—0 %K EL X,
d. DR—LR—=JIZED. [Start Installation)z 2 ) v I L£ T,

e. Grid Manager : / — RH'[Approved Nodes] 7 — 7 JLICRRENTWVWBRFEFIF. /—RzUEy L ZF
ED

f. Pending Nodes T—7I/LH'5 / — R %ZHIBRL £,
g /—RH* Pending Nodes ) X MICBRIRCNZ X THEE I,
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h.

BBy FT—DRETET B LWL T T, IP Configuration X— 2 THEE L 7iGEH B 5D
CHOANTNTVWEBREDR DD T, EMEBER OB FALTWS T FSAT7UVIETILDOA Y
Ab=LEXYTF U ADFIEZSRLTILEL,

1INy R/ =RDIIATU bRy bT—D%RET D5 BBICKLTISAT YRRy bT—=D
O a YV TREZEMEILBEEHRLET, 7747V bRy b IT—UZRETZIHBET—bDAH
HEIZBDET, U TVAM=IRBIC/—RFRDTIAIL T =TT AICBDET,

7547 >R StorageGRIDT 754 7 > ADHE. StorageGRID7 7S A7V XA VR b—S%FH
L7=#IElA YR =IO SA TV Ry FT—ODREINTLERWVE. T D[Grid Manager]¥ 1 7
AJRY I ATHRETETEFHA, KOOI, ROFIEBZRITITI2HELNHD XTI,

a.

TFTIS5AT7R%E)T—LET, V7ISAT7VRAVAM—=5T. XZa—H
5[Advanced][Reboot] Z:E R L £9, T — I HD B EhHDET,

X = 1 — ! [Configure Networking][Link Configuration]% &R L. BEIHR% Y T —I%BMICL £
ER

X = a2 —h 5[Configure Networking][IP Configuration]Z3&R L. BXH%y hD—0 %R ELE T,
DR—LR—TIZRED. [Start Installation|Z 27 v L£9,

Grid Manager : / — R [Approved Nodes] 7 — 7 ILICKRREINTWVWBEEIE. /—REUEY ML E
EP

Pending Nodes 7—7ILHh'5 / —RZHIBRL £9,
/ — R Pending Nodes ') X MICBRRINZETEHELEE T,

BYIRRY T —U%ZRETETS MR L £, IP Configuration X— THERE LTZIBHwRN B 5H
COANTNTVWBIRENHD £, BIER OFSIE. FEALTWVWSR T4 T7ADA YA M—
WEXDTFYRADFIRZERL TLEET L,

8 REEXIUYILET, JUYR/—RIVNUD[ESREA/—FL (Approved Nodes) ] R MICH
BLZx9,
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NetApp® StorageGRID®

Install

Gr

Approve and configure grid nodes, so that they are added correctly to your StorageGRID systemn.

o0 0 0

Llcense

Summary

id Nodes

Pending Nodes

Sites

Grid Network

Grid Nodes

NTP

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

~*- xa.pprm | *® Remove |

Q

Grid Network MAC Address !

f6:Ba:36:44:c4:80
46:5a:b6:7a:6d:97
ba:e5:f7:6e:ec:0b
c6:88:e5:bf:Ba:47
fer91:ad:e1:46:c0

Name [
dc1-adm1
dcl-sn
dot-sn3
del-gw1
dcl-gw2

Type ]
Admin Node
Storage Node
Storage Node

API Gateway Node
APl Gateway Node

Platform i1
CentDS Container
CentOS Container
CentOS Container
CentOS Container
CentOS Container

9. BZRIBZHREBPDIT )y R/ —RTCICFIE1 ~8%#DRL £,

DNS

Search

i

Passwords

Q

Help ~

Grid Network IPv4 Address ~

10.193.204.43/24
10.193.204.44/24
10.193.204.46/24
10.193.204.47/24
10.193.204.98/24

Ty RICBRBRIRTD/ —RZERITIHBELHD 9, 7=7ZL. [Summary]R— T[install]z o 1)
VI TBHENC. WOTHIDR—=JIIRBZEWTEET, ZRLT Uy R/ —ROoFONT1 = EE
TBICIE /—RDOSTFREEI )y oL, [EdifZo ) v I LET,

10. Uy R/ —ROERDTET LIS, Next]ZZ Uy I LET,

StorageGRIDDNTPH —/\D

FHIDIEE

Al R DY —NTEITSNINIBEOREAZHIRFCTE S & SIS, StorageGRIDY R 7 Ly
DONTPEREBHRZIEE T DA EICOVWTEHALE T,

BRIOITNICET ZREE[EE§ BICIE. Stratum S EDAEINTPH —N\SB%4DIEETI2HNEHLH D £

ER

®

AEL ANJLD StorageGRID 1 > X F—LERIBETHEB NTP V—XZIBE T 35S IE. Windows
Server 2016 K DHID/N— 3 > D Windows T Windows Time (W32Time ) % —E X% {EH

LaunT<iEaw

Ao

AEBNTPT—/NIE. MEIHC TS UNTPO—ILZEIDE T/ — RTERTNE T,

o UHID/N— 3 > DOWindowsD X 1 L —E X E+ICIERETIZAR
<. StorageGRID®D & 5 RERDEFH L WERIE TOEAIC IEMicrosoft TH R —

FEnTLEE
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HSATY Ry FI—2%A VR P —LTOLADRVERTEMII LBV L. NTPH—/
(D om—0V—RichD FtA. DB EBIDONTPH—/NCT Uy KRy hT— 2 E 1 IFEIR
Ry hT—ORBETT VLA TES S CEBRBL TR,

NTPH —N\BIRZIEET BICIE. ROFIEZHRITLE T,

FIiE
1. [Server 1 to Server 4]7 ¥ X bRy I X T, DB EHADDONTPH—NDIP7 RLXZIBELE T,

2. RBICIKHLT. BEOIVNIDHEICHD TSREBEEZ V7V v I LT Y=NI> MU ETSICEMLZE
XS

NetApp® StorageGRID® Help ~

Install

oO—0 0 O & & G

License Sites Grid Network Grid Nodes NTP DNS Passwords Summary

Network Time Protocol

Enter the |P addresses for at least four Network Time Protocol (NTP) servers, so that operations performed on separate servers are kept in
sync.

Server 1 10.193.204.1

Server 2 10.193.204.1

Server 3 10.193.174.249

Server 4 10.193.174.250 e

= o e

3. [Next]z2 ) w o LET,

StorageGRIDMDDNSH — /XD DIETE
StorageGRIDAICDNST —N\ZRE T D HEICDOWVWTERHAL £95,

IP7RLZDRHDIZHRR F2%EERE L THBY —/NIC T 722 TE 5L 512, StorageGRIDS X 7 L DDNS
BRZIBETH2HENHD XTI,

DNSH —/N\IBHR%ZEIBTET D &« EX—/L@EI°NetApp AutoSupport® X vt —J I, IP7 RL X TIERL TS
B8 R X7 >% (FQDN) KR FEEFEATEE T, NetAppTiE. D EH2DDDNSH—NEIEET S
CEHWRELET,
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@ Iy RD—ODBDRRE LIESICEY A A O—HILICT IR TES DNS H—/\ &R
TRIUREHLHD X,

DNSH—/NIEHREIEET BICIE. XOFIEZRTLEFT,

FlE
1. [Server 1]7 ¥ X bRy I X T. DNSH—/NDIP7 RLZEIEELE T,

2. RBIZISLT. BEOIYN)DBICHZ TS RAEEE IV v I LTH—NEZBIML £,
NetApp® StorageGRID® Help ~
Install

o—0 0 0 O o« G

License Sites Grid Network Grid Nodes NTP DNS Passwords Summary

Domain Name Service

Enter the IP address for at least one Domain Name System (DNS) server, so that server hostnames can be used instead of IP addresses.
Specifying at least two DNS servers is recommended. Configuring DNS enables server connectivity, email notifications, and NetApp

AutoSupport.
Server 1 10.193.204.101 x
Server 2 10.193.204.102 + X

oo | EIEE

3. [Next]z 27w o LET,

StorageGRID®D > X 7 LL/NZA T — R DISTE

7OES 3 ZYINRTL—Xe )y REErootA—H/NAT—RZREL
T. StorageGRID>Y XA T LZRET D HEICDOWVWTEHAL £,

StorageGRIDY R 7 LZRE T 2 1-OHICFERTZ/NRXT—RZANT3FEIF. XDODLHEDTT,

FIE

1. [Provisioning Passphrase]iC. StorageGRIDY X 7LD 1)y R cROSH#ZEE I3 HICHEBERTOLE
SaZVINRTL—=XEANLET, TONRT—RIFBRLBIFFAICEEERL T T L,

2. [Confirm Provisioning Passphraselic 7OE S 3 =9 NA 7L —XZBAHILE T,

3. [Grid Management Root User Password]iC. rootL— & L CTGrid ManageriC 7 27t X 3§ 3ERICERT3
NRT—REZANILET,

4. [Confirm Root User Password]iC. Grid Manager® /N2 7 —REZBASILE Y,
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NetApp® StorageGRID”

Install
O © © 0 © )>—@
License Sites Grid Metwork Grid Modes NTP DNE Passwords Summary
Passwords

Enter secure passwords that meet your organization’s security policies. A text file containing the command line passwords must be downloaded
during the final installation step.

Provisioning ssssEEen
Passphrase

Confirm (TTIITYT]
Frovisioning
Passphrase

Grid Management sssseEEE
Root User
Password

Confirm Root User ssssseee
Passwaord

W Create random command ling passwords.

S. AVt T rOERIEFIETERICIV Y REA VX M—ILT 3%5E(E. [Create Random Command Line
Passwords]#t 7> 3 > DBIRZ#EFRL £ 9,

ABRETIE. X270 LOBENSEICT VA LNAT—RZERTIHNENHD £9, rootFic
iFadmin7 AT Y b2ERALTAN Y RSAIDB TNy R/ —RIZTIERTBRICT I AL EDNXR
D—REFEHRT 251 TEADY ) v R TDH[Create Random Command Line Passwords]74 < 3
SOFERZERLE T,

[Summary]R—Z Tlinstallz 2 U w38, DANINyT—=ST 7))V &R > 0—
RITBLSITKDS5MN (sgws-recovery-packageid-revision.zip £9) o 1R+

(D —WeERTIBEE. COT7ALESLYYO— R BUBABNET, SATLICTY
TRITBIHDNRT—FRIE VANINYT=ST7AIILICEENTVS T 71 ILICHE
MIN Passwords.txt TWET,

6. [Next]zZ U w o LET,

HE X SR L TStorageGRIDD 1 VX b—I)L%ZRT

1)y REEEBERZEIEL . StorageGRIDDA VX =)L 7O R %EFTT $3AHZEICD
WTEBAL £95

AVRAR—ADERICKET LIcZEz2HRI 3IC13. ANLLEREBRZ L CHEEL TRV, ROFEZ
RITLET,

Flig
1. [Summary|IR—JE#RRLET,
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NetApp® StorageGRID® Help ~

Install
License Sites Grid Network Grid Nodes NTP DS Passwords Summary
Summary

Verify that all of the grid configuration information is correct, and then click Install. You can view the status of each grid node as it installs. Click the
Modify links to go back and change the associated information.

General Settings

This is an unsupported license and does not provide any support entittement for this product.

Grid Name Morth America Modify License

Passwords StorageGRID demo grid passwords. Modify Passwords
Networking

NTP 10.193.204.101 10.193.204.102 10.193.174.249 10.54.17.30 Modify NTP

DNS 10.193.204.101 10.193.204.102 Modify DNS

Grid Network 10.193.204 .0/24 Modify Grid Network

Topology
Topology MNew York Modify Sites Modify Grid Nodes

dcl-adm1  dcl-gwi1 dctgw2 dcil-sm1  dci-sn2  dci-sn3

2. 1)y ROREBEBRDIRTELWC EZEZELE T, Summary (<)) R—JD Modify (BE) 1)
VORFEALT. B2 CIo—%BIELET,

3 AYVAb—ILEI VYU LET,

D5ATVRRYy N I—0%FERHTDILSIC/ —RHBRESNTVWBIHEEIE. [Installz o
w3, TED/—ROTI7AINNTF—FrIzAaD Ty Ry NT—ODB 051
@ TohRy RT—=TICUIDEBDHDD 9, \EHKDONIGEIE. 7O XAEBT TRy
RENLTTIARIEBR/ —RICTIVEALTVWB I ZEEL TS TV, FMICD
WTIE. TRy M7= DA VA M=)l FOEY 3 =>d ) #8BLTLLIEE W,

A [ANUNyT—=IJDAo>a—R%E o)y I LES,
Uy RMRODPZERTZIRAVEEETAI VA N=IDES ., VANINYT—=ST 710N ER T
A—RT3LDICKROSNET) . COTF7AINOARARICTIVECRATETZ L ZHRTEIAvE—IHK
REN(CzipET VANIUNYT—=ST7AIILDRT7>O—RBABEBIZRZDIF. Uy R/ —RTE
ENFHLE L5 ICStorageGRIDS AT LZ VAN TEZLIICT 30T,

T77MILOHNBRZRATET S 2L .zip. RETRERH & OBRICHREFELE T,
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@ DANYNYTr—2 T 74 )LICIE StorageGRID & X T LD T—R 5T 3 -0 DIES

F—ENRT—FHRFENTVB O, REIFRETIHXENHD TT,

3. [I have successfully downloaded and verified the Recovery Package File]4 7> 3 > % ER L. [Next]%x &

I LET,

Download Recovery Package

Before proceeding, you must download the Recovery Package file. This file is necessary to recover the StorageGRID system if a failure

QCCUrs.

When the download completes, open the zip file and confirm it includes a "gpt-backup” directory and a second zip file. Then, extract
this inner zip file and confirm you can open the passwords b file,

After you have verified the contents, copy the Recovery Package file to two safe, secure, and separate locations. The Recovery Package
file must be secured because i contains encryption keys and passwords that can be used to cbiain data from the StorageGRID

system.

€ The Recaovery Package is required for recovery procedures and must be stored in a secure location.

Bownload Recevery Package

™ | have successfully downloaded and verified the Recovery Package file.

AR M= ELETRDIFEIL. [Installation Status] R—IHEETF T, COR—=IJITIF. v R

J—RIEDA VR = ILDEHBIKANRTENE T,

Inslakabon Status

Hneceasary, you may & Download Fie Recomrny Baciage fie again
Hame it Sie

g t-adm? Sital
detgt Site

defal Sitel

dcta? Sited

deted Site]

Grid Natwork IPvd Addmss

172964 29521
21 e 2821
172164 2977

172164218721

172 164 2987

It Stage it

Startg sereces

I eyt

Waiting for Dynamic 19 Seevice pears
Dlownloading hotf fram primany Admren if
nasdad
Downloading hotfx lam peimary Admn if
needed

IRTOT Uy K/ —RHComplete AT —TITET D & Grid ManagerD -1 > O R—IHHEAE &

ERS

6. 1R M—=)LEFICIBE L 7/NXT—RZFEHEL T, Grid ManageriZroot21—H LTHA V1> LET,

StorageGRID TR 7 XX/ —R%=ZF7vFJL—FR

StorageGRIDTDARFZ X ZIL/ —RO7 w7 L—R7OERICDOWTEHRBALE Y,

RTPAZI/ —ROT7yvFIL—R7OtRIE. 77547 RERIFVMware/ — RO 7y 7o L— RO
TREIIFEBDE T, RT7XZIL/—RDT7 v oL —R%EERTIBH1IC. GUIZFERLTT7Z v SIL—KR%
RITTBRHNC. FTIARTDOERIAMTRPMIZ 7ML ET Y I L—RITBIBRELRHD X,
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[root@hostl rpms]# rpm -Uvh StorageGRID-Webscale-Images-*.rpm
[root@hostl rpms]# rpm -Uvh StorageGRID-Webscale-Service-*.rpm

CNT. GUIZFERLTY DT 7O7 Yy T L—RICECZEHTEFT,

TR-4907 : [Configure StorageGRID with Veritas Enterprise
Vaulty

A4 721N F—N—DT=DHDStorageGRIDDERTE DI E

Veritas Enterprise VaultTld. T4 X ZVANVDTSAIIV A ML=V R =4S v b
L TStorageGRIDZ{ER L TWE T,

C DA K TIE. NetApp®StorageGRID®% Veritas Enterprise VaultD 7> 1< U XA fL—J &2 =4
CELTRETAFIEZFHBLET, £/. 7o X2 UANY (DR) >FVATHA T A ILA—)N—F
|CStorageGRIDZERE T B HEICDOVWTHIRALF T,

VI7LYAT—FTI0Fv

StorageGRIDI&. Veritas Enterprise Vault@F ICA > FL S ADSIERI T RNV I Ty FR—=7y bR
fLE9, XRDKIL. Veritas Enterprise Vault¥ StorageGRIDD 7 —F 77 F ¥ R L TWVWE T,

II/-' FILE EERVERS ==
iy
&
Windows Storage Server

L MetApp J

rl/"' EMAILIMENRADINGD \
ﬁi Exchange

<

B HeL bomine

\ TR

B+ CORTENT

I,/" SOURCES N

O GO

p——= I storageGRID' *

Veritas Enterprise Vault™ 53 Primary Storage

"—'.'D'l:b
O e = o
O @ g = =
N e J

EBANBHROERE

CORFIXYMIEBHITNTOLBBIROFMICOVWTIF. UTDORFa2 X2 b Web ¥4 bZ2BRLTL
2T

* NetApp StorageGRID K & 2 X > k2 > &% — https://docs.netapp.com/us-en/storagegrid-118/
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https://docs.netapp.com/us-en/storagegrid-118/

* NetApp StorageGRID-1 2 —7JL X > b https://docs.netapp.com/us-en/storagegrid-enable/
* NetApp&an F ¥ 2 X > b https://www.netapp.com/support-and-training/documentation/

StorageGRID ¥ Veritas Enterprise VaultD 3% E

StorageGRID 11.5L{[%$ & UfVeritas Enterprise Vault 14 1A OEAXRIEBR = RET 3 H
BICDWTEREAL £95,

C DB RiZ. StorageGRID 11.58 & U'Enterprise Vault 14.1[CEDWTWE 9, Write Oncellld. S3
Object Lock. StorageGRID 11.6. Enterprise Vault 14.2.2% {#F L 7zRead Many (WORM) E—R®DX kL —
SHEFERALEF L. CTNHEDHA RS VOFMICDOVWTIE, R—I%EIBT B "StorageGRID D RF 2 X >
k" h\ StorageGRIDOFEFIRICBEBUVEHE L TZTE L,

StorageGRID ¥ Veritas Enterprise Vault’z 5% 9 % 7= & DRiIR M4

* Veritas Enterprise Vault CStorageGRID%Z F&E 9 a1l KRDFIRFHFZHEIRL T EE L,
@ WORMZ hL—2 (AT bOw?Y) ICI&. StorageGRID 1.6 EHNHETT,
* Veritas Enterprise Vault 14. 1M1 > X —=)LETNTW3,

@ WORMZX hL—2 (727 bOvwy) DIFEIE. Enterprise Vault/N\— 3 14 .2 2L EH
MNETY,

CR=IERASTIN—TFER=IL bR THMER SN E LT, FFMAICDWVWTIX. [Veritas Enterprise Vault
Administration Guide] Z&BR L TLZE L),

* StorageGRIDTF+ > b, 712 XF—, >—ULvbFx— BELXUONT Y FHDMEREINTWLWS,

* StorageGRIDO— RS Y H I REA >k (HTTPEIZHTTPS) MMER TR TL 3,

* BCELIFRE X FH Y 315518, StorageGRIDB 2 &% CASEFHZE % Enterprise Vaultth —/N\—(ZBAIL
F9, HMICOVWTIE. TBE5%BBLT "VeritasT L v IN—ZDFEE"< I,

* HTDEnterprise Vaulti8 7 7 7 )L ZE# L TEFA L. NetApp StorageGRIDZHEDHR— TN TWVS
A=Y )a—2a>yEBMILET, FHICOVTIE. TE5Z88BL T "VeritasF Ly IR—2
MDEEE"<TZE L,

Veritas Enterprise VaultZ {3 L 7=StorageGRID D% E
Veritas Enterprise Vault% f#F3 L TStorageGRID%ZRE T B ICIE. KOFIEZETL F T,

FI&E
1. Enterprise VaultBEI2 >V —)LEZEEL X 95
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MNew Partition >

Erterprise Vault can oreate a Vault Store Partiion on vanous types of
storage. Clidk Help for more nformation.

Storage Lyps:
Storage descripbon:

NetApp StorageGRID - enterprse grade 53 compathle obect
sterage,

VERITAS
For essential information regarding the support of these devices, see
the Enterprse Vault Compatibility Charts,

quq;ImM7ILJ?d  Mep |

4. [Store Data in WORM Mode using S3 Object Lock]A 7> a VIgA 7D EFFIZLET, [Next]Zo U v oL
9,

Mew Partition *

How do you want Enterprise Vault to store data in the NetApp
StorageGRID (53) budket?

[CJistore dat= in WORM mode using 53 Obect
Cick Help for more information

Lock

ok (] [ on | |

S R ENR—TJ T, ROBHREASILET,
o VUt XF—ID
°o =Ly cFIOERF—

° H—E XK 4 StorageGRIDTRESINIO— RN VY IV RAKRA >~ (LBE) R— b+ (\https
. //I<hostname> : <LBE_port>R¥) ZE®H3LSICLTLIEEL,
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° Bucket name : F|FIICIERINI=Z—7 v NN ED%H, Veritas Enterprise Vault CTl&/N 7w ME

ERENEE Ao

° Bucket region : us-east-1 7 7 # /L ME,

Mew Partition
NetApp StorageGRID (53} canection settings
Setting ) Velue #
£ Access key 1D SKADHHIS0B932...
) Bucket access type Path
3 Bucket name object-lock-exam...
£ Bucket region us-east.1
£ Log level Mo logging
N Read chunk size (MB) 5
Aleset Al Test Modify
Description
VERITAS Enter the geographucal regon where the budket is ceated,
<ok e o

6. StorageGRID/\NY vy EADERZEIR T B ICIE. [Test|Z I U w o LE T, HEHRTIAMPHRIILEEC %
HERELET, [OKIZZU v L. NextlZZ w2 LET,

Metipp StorageGRID (53] connecton settngs

Sefting Value Lol
i % Access key 1D SEAZHHIS0BS32...
Enterprise Vault X
M.
o MetApp StorageGRID (53) connechion test succesded.
L)
e
VE}

<Back | MNext> | | Cancd Heo

7. StorageGRID Tk, SALTUr—>a NS AX—2hHR—FEINFEH A, StorageGRIDTIE. 77V x
U ERETZEDIC. BRI IIILERE (M) -2 FRALTT—2REILT—L (EHOD
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JE—FFR@FALA2vy—O—T1>7) ZBELF T, [When Archived Files Exist on the Storage]#
T3 %FERL. [Next]Z 2w LET,

MNew Partition x

Enterprse Vault seares the archived iems in the S3-compliant
storage at the configured sEn ntenval.

() When ardhived fies are replicated on the storege

{8 When archiver fles swst on the storage

Configure partiton scan nterval 1o | 60 = minutes

VERITNS

= e

8. HWMER—OFEREESR L. [Finishj2o v o LET,

New Partition x

You have now entered al the information required to create the new
Vault Store Partition:
Vault Store Partison -~
hama: o stoeagegnd
Deseripion: Partrtion of Vault Store FEAVSPerf
Storage: Netipp SterageGRID (53)
Service host name: hitps: [ fegs060-gd 1.spdemo.neta
Bkt riame: object dock -example
Bucket regeon: us-sast-1
Bucket access type! Path
Storage dass: 53 Standard N

VERITAS = =
Clhick Firesh to oeate the new Partition,

<ok [T ] | ooms | | rep

L FHLWIA—ILERNTN—T 1> a VHEBICERINTS. StorageGRIDZ 51X VR L —J K
L TERE Y BEnterprise Vault TTr—2%Z7—hH1 7. VA N7, BLUBRETEZT,
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Mew Partition b 4

The new Vault Store Partition has been successfully oeated and s
ready for use,

VERITAS

WORMX k L —FHMDStorageGRID S34 72 FOY U DERE

S3AT7¥ o b0y U EFERLTWORMR kL —AICStorageGRIDZERE T 3 HEIC
DWTERAAL F 9,

WORMZX k L — AICStorageGRID% 5} E 9 3 7o & D HITR M

WORMZX k L — Tl StorageGRIDIZS3A 7Pz bOv I FERALTA ISV b ERFL, AV F5

AT7VREBRERLET. CHICIE S3A TV OV IDT T #IL ENT Y MRIFEENEATH
7=StorageGRID 11.6LAMEHNKRE TS, Enterprise VaultiZiE/N— 3 142 2L B HETY,

StorageGRID S3A 727 bOv I DT 7 )L NIy MRFDRTE
StorageGRID S34 72z bOAvIDT 7 AL Ny MEFZERET 3ICIF. ROFIEEZRITLED,

=2
1. StorageGRIDT+ > Y X—2 v TN FEER L. [Continue]Z 2w LET,
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Create bucket
o Enter details

Enter bucket details

Enter the bucket's name and select the bucket's region

Bucket mame ﬁ

uh|acl-|a|:h-e-an1pl|:4

Reglon &

L -ast-1

2. [Enable S3 Object Lock]#4 7 3 > % &R L. [Create BucketjzZ U v LT,
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= o -
t’__J Ente tetails o Manage object settings
M 1

Manage object settings

Ohject versioning

Enable object wersioning If you want to Store every Yersion of each object in This bcket. You can then retnese previous versons of an

object as nesdad,

n Oibgect versloning has been enabled automatically because this bucket haz 53 Object Lock enabled

53 Object Lock

53 Object Lock allows you to specify rétention and legal hold settings for the objects ingestéd into a bucket, if you want to use 53 Object
Laeh, Yol must enable this setting when yau creats the bucket. Yau cannat add or disable 53 Object Lock after & buckst ks cieated

1T 53 Object Lock Is enabled, object versioning it enabled for the bucket automatically and cannot be suspended.

Enable 3 Object Lock

S m

3NT Y FDERE. NTy b ZEBRLTINTY FDA T 3>%ZRRLET, [S3 Object Lock]ROAw &
IoATaVERBRALET,
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Overview ~

K abfeci-loch-snample
Regiom us-east-l
% (it Lach Enabied
[ate cressed: 20T -06-24 TAA4:54 PET
Viurw buchet comterts i Gapgramanmal 53 Comcie [
Budeet options Bucket access Platfonm services
Canskstency level P alferriesis-wr i | de L] (¥
last aoess fime updates Dbl w
Dbject vervioning Enatriest v
53 Objoct Lock Enabyisd -~

53 Digect Losth slbawes yiris B s iy remsemsdion oriel iegled B ki sediie g for the ofSbects mpesied avima bucket. i viu mantiooes 53 0bpect Lad b, vhm mrst enpbis {1y seming whes, yoiosamie the bscke. Yoo Gennol malie s
il 53 Thiet Lok irfter i o b crsaind

D e 50 Dt Lok i enabled 1 ucken, pludae't dnahile . Vo 5% 0 Ge'| Suspeand GRjecT seriboning v i1 buckit

E] Dbject Lok
Eralilmd

Uetmiilt retetion )

i8]} Cusatie

Enptie

4. [Default Retention] C[Enable]Z IR L. T 7 # )L F DEFRIFHBZ1BICREL £ 9, [Save Changes)x &
Dy L&Y,

53 Object Lotk Emablrd i

I Cnfert Lok sl ver i ey eetere and bl ol settivgs o the gbyents Ingeled Intm p bebctemt, 1 s st An e 50 Dt Lowch, e st st e s st when s Coml e it it Sem) camngs prusile e
e S Tt Lok afer i buchrt (s simate)

W ARerS3 Dl Lisck & enabied o § Sudied, pou Can'TARLabN IT. S0 B0 CMT SLSPonid ohjiect sis0terg For Th ik

53 Dot Losck
Enabled

Owlwutl retestion @

Dealile

@ Enabie

Oetauit retention moda
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N T N7y k%ZEnterprise Vaut TWORMT — X DIIHICHFERTE S L SICBD £ LT

B

Enterprise VaultD &
Enterprise Vaultz s E ¢ i3, ROFIEZRTLE T,
Fig

1. 2023 >DFIE1~3%1DRL "Fhot V" £9H. S[alE[Store data in WORM Mode using S3
Object Lock]# 7> a3 >z BRL 9, [Next]zZ v I L%,

Mew Partition x
Haw do you want Enterprise Vault to store dats in the NetApp
StorageGRID (53) budket?
[/]Etore data in WORM mode using 53 Object Lod|
Cick Help for more information
VERITAS
< Back Cancel Help

2. SANTw MERBREXZANTRIESFIE. S3A T2 OV IDT T )L FORENERNICAE>TL
BS3INTy bDZEIZASTILE T,

3. iz T AL TREEZRRAL X,
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ICDWTERBAL £95

StorageGRID7 —F TV F v X ILFHA MIEATIDIE—MHRNTY, 1 MNE. DROFZ I T4 TI70T
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BiCERexMRELEY, COHETIE. 21 DT I T4 TINYy P TREOBERSBALET, b
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FIRICEMUVEDHE ST L,
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Veritas Enterprise Vault TStorageGRID % (% E 9 % 7= DREIR R4
StorageGRIDY 1 b DT A I A —N—ZRET BH1IC. ROFHREMG =B L TSI W,

* 24 ~DStorageGRIDIRIE (7z& X IE. Site1& Site2) N D £7,
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HEY A MIEEINTW 3,
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StorageGRID 1 kD7 =1 ILA—/N—DERE

StorageGRIDY 1 FD T T —IILA—N—%RET BIIF. XDOFIEZRITLE T,

FIE

1. %+ FEZERFICStorageGRIDADIFEFZ R T BICIE. N1 T7RAZEY T« (HA) JIL—T%2FLEL
¥ 9, StorageGRIDDGrid Manager-f >>2—7 4 X (GMI) T. [Configuration]. [High Availability
Groups]. [+Create]DJEICTZ v T LE T

[Vertias / Veritas-create-high-availability-group]

2. NERIERE AL E T, [Select Interfaces]z 7w L. Sitel (F5A<VHA L) BMBEIYRXAX—T
HBSite2DX Yy FIT—I AV R—T A R%Z2EHFET, ALT TRy FROFREIPZRLAEEDYTE
T REEIZUVILET,

Edit High Availability Group 'site1-HA'
High Availability Group
AR HDE T-HA
Dezcrption £l 1<HA
Interfaces

Saked] nberfaies o moheEte n e HA group, A nlerEcas must Be o s fame network Submet

Salel mlertaces

Mode Name laterface IPv4 Siibinet Prateried Mastar
SITE 1-ADM1 eth? 06 024 L]
SIMEZ-ADMN wtha )5 24

Dinploying 2 imterfaces

Wirtual IP Addreases

Vinual P Sutne?. 10 103 205 0728 Al vrtual [P addresies musl Da within Tes subnef Thane mast be ol
beatt 1 and no mans Ikan 10 virtual [P addmesces

Virtual IP Address 1 -'Eﬁ 40 +
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3. ZOIRMEIP (VIP) 7 KL Xl&. Veritas Enterprise Vaultd/N\—F 1 & 3 VERERICERA TN 3S3HKA L
ICBETT DMELHDE T, VIPPRLRIENS T4 v I %SitelliIBRLEF T, SitelliCEELNHEET S
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StorageGRID GMIT. [ILM]. [Storage Pools]|®DJEICZ 1) w2 L. [+Create]z V) v I LExd, VrH—FK
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D
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Storage Grade; Al Siorage indes
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Made Haime
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