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7. BBICS LT, Azured Y FHICEERT SNETHY Y MR RIEROTHY Y FE—&E AN LET,
8. KOy FA 7 >H 5[* Do not verify Certificate* (GEBFE%#A&RIEL AR ULV) %@ RL £ 9,
9. [1R7Z (Save) 1Z27UwoLET,

HESNZERTY
Azure Blob Storage BNV ST RX ML= F—ILAMER SN TWA Z e #HESRL X 9,

Targreox E

TJSORAML—=STF=ILBNY I 7w TICERT 3

Ny ITyTBICOZORIANL=TF—IILICA T b 2RBEIT BILMIL—I)LZ1E
RTEFET,

VELZHD
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https://host:port`
http://host:port`

* StorageGRID 1M1.6H'&ESINE L1,
* NEBDAzZure AV THIE T TICEY 7y TENTVLET,
FlE
1. Grid ManagerT. *ILM > Rules > Create *DJEICFEEIL £,
BIE Z#ANTLET,
W=z h)H—92BEZZANLET,
T*RA*] Z#OUYILET,
ATz O ZAML—=D /) —RICLFUT—FLZFT,
FEE/IL—ILZEML XTI,
ATz MEOSIRIANL—=F=ILICL TS —RLET
T~ *] Z#OUv I LET,
[fR%F (Save) 1ZUUvILET,

© ® N o g k~ w D

BESNZHERTY
FRIFRIC, Ny o7 v THICStorageGRID £ 75U RX ML= 7—)LICA—AILICERETNTWS AT
IV MDRETNTVWB e EREELET,

ILMIL=ILD R U A—SNEEICITIRIA ML= —)LICOAE—DEREL. ATV DU R T %
RITEFICA—AINTHA Iz b ZHAHICEDNTETE 2R LT,

JafHy - oxrE

StorageGRID RS —EXZRET S

CDHA RTIE. Amazon StorageGRID 11.6FHRET—ER AV LI X
(DElasticsearchz AT 3 & S ICNetAppZHKE T A FIBICOWVWTEFLCEHAL £,

[FC®IC
StorageGRID (&, 3BED Sy b7 +— L —EXZHR—FLTVET,

* * StorageGRID CloudMirrorL 1) r—< 3 >*, StorageGRID /N7 fHBIEE S NIEAIBDT AT 1 %
—aVIREDA T2 VI LET,

B, N7y FBRAOARY MNER . A7V MR L TERITINEEONIRICEEY 285 %. 15E
TNF=ANEBDAmazon Simple Notification Service (Amazon SNS) ICEEL £,

* RERET—ER N —EXRZFEAL TAXART—FZRRELIEIDINTETZL5IC. EEESN
7=Elasticsearch-f > 7 v 2 X |ZSimple Storage Service (S3) ATV 1T M XZT—R%ZXEFELE T,

TSV bTA—LY—ERIF TFHYEIX =D v DUIZERALTSITFHY ML >TRESNF T, il
ICDOWTIE ZBRBLTKIEETW' TSy T+ — LT —EXDEAICET 2ZREIE,

CORFaXYhE. OHEEBER Y L THEEL £ "StorageGRID 11.67F > M1 R" HLNIC. BEHKRE

B—EZBEOIVRARAFENT Y FOREFIEEHZRLEFT, T T I BSAmazon Web Services
(AWS) F7=ld7 > 7L = XDElasticsearchtzw 7w 7OFIEIZ. EXNEZTI T EBNICOAFER
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L&,

Y&RFEIE. Grid Manager. 77> EYX—J v ITRBEL TWBRRENLHD. S3TSIHICTIERL
T. StorageGRID REHET X FDOEAXMALR Ty FO— K (PUT) WIBrA o >O—FK (GET) WIB%RT
TZEFI,

T rEEHR L. 7Yy I7A4—LY—EXZBMICLET
1. Grid Managerz B L TS37T+ > FZ21ER L. R%BZAHDLTSIZO L OIL%EERT 3,

2. [TUOERFANR—DT, [y b T3—LY—ERZFHA T34 T2 a>z2BRLET. BEICSL
T, thotERZZERL 9o

Create a tenant

Select permissions
Select the parmesaons fior this tenant account
Alow platiorm services @

Use owm identity source §

Albow 53 Selegy @

3. T+ b DrootA—HDFEANRAT—REZRETZIN. FJUYRTIzTL—2avhEMICE->TWS
BEIE. TR THO M E2RETD-0Droot 7V AMERZIF > T7 7L —FT v RTIL—T%FER
LEd,

A NW—heLlTHIYa 1T )w oL [INTY b DNy FOERLE B EIRL X 95
Tenant Managerd R— I HRREINE T,

5. Tenant ManagerT. My Access Keys% &R L TS37 VX F—%2ERSLUVA T >O—RL. HETT
AbEEBLEFT,

Amazon OpenSearch ¥ DIEHRHEESH —E X

Amazon OpenSearch (|HElasticsearch) H—E XDty k7 v/

COFIE . TAMTEBHTDHAOpenSearchtf —E X Z TIEP < EHEICEY FT7 v I T370ICFEAL
F9. BEHEEAT—ERICHF >V TFL I XADElasticsearchzEAL TWLWEERIF. #2BLTLLLETV BER
B —EXEF>TL I ADElasticsearch F|HTE 9,

@ OpenSearchtf —E X ICEERT B, BBAWSO VY —)LOATA >, 7IOEAF— o —
Ly b7 OERF—. BLTIERVPBETT,

1. DFIEICHKES>T. FILWLWR XA UEEB L 9 "AWS OpenSearcht) —E ZFHABI D E[F R DIBEER S
9,
° F|E 4R XA % : sgdemo
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° F|E10 : SHMHAERTI/EROAMO—JL: TEHEHLI LTI/ LA MO-IILEZEBMCTD) 47
SaVDBREEBRLET,

° F|E12.7 U+ XK 1) > — : Configure Level Access Policy#31#iR L. JSON% 7 %:#iR L TRDOFI% E
BLT7t2RARIS—%EELET,

* BIAKRIINTZTF X b%. AWS Identity and Access Management (IAM) IDE A—HHICES
Bz ET,

FBARTINTLWSTEXE (IPZRLRX) 2. AWSOVY —ILADOT7 7 RIERALI-O—7H
NAVE2a—FZONT VY IIP7RLRICEZBRZIED,

s JSUYR7%RE. ICBEL £ 9 "hitps://checkip.amazonaws.com" 2 1) w o LT, /NTUw
JIPZERERLTLEEL,

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal":
{"AWS": "arn:aws:lam:: nnnnnn:user/xyzabc"},
"Action": "es:*",
"Resource": "arn:aws:es:us-east-1l:nnnnnn:domain/sgdemo/*"
by
{
"Effect": "Allow",
"Principal": {"AWS": "*"},
"Action": [
"es:ESHttp*"
I
"Condition": {
"IpAddress": {
"aws:SourceIp": [ "nnn.nnn.nn.n/nn"

]

by

"Resource": "arn:aws:es:us-east-1l:nnnnnn:domain/sgdemo/*"

}


https://checkip.amazonaws.com/

Fine-grained access control

Fine-gr asned aoens controd peovides numeroun featre to help you keep your dats secure Featuees include documens-level secusity, feld-
bevel vecurity, read -only usen, and OpenSearch Deahboandh/Kibana ternent. Fine-grained accen control regueres 2 master user. Learn more

=z

Enable fine-grained access control

SAML authentication for OpenSearch Dashboards/Kibana

SAML puthentiaton Lot you ute your erating identey provider for wngle ugn-on for OpenSearch Dahboant/M2una Learn meore [

@ Touse SAML authentication, you must first enable fine-grained access control.

Amazon Cognito authentication

Enable to uwe Amaron Cognito suthentication for OpenSearch Dashboardu/Xibana Amazon Cognita supports a variety of identity providen
for viername -panword authentication Lesm more B

Enable Amazon Cognito authentication

Access policy
Acurus poticeey control whether a request s sccepted or repected when it resches the Amazon Openfearch Sermce domain Hf you spedity an
SLeoUnt, uier, of role in this policy, you Mmunt g your reguests. Learn more [

Domain access policy
Only use fine-grained access control

Allow open sotEs 1o the domuan

Do not set domain level access policy
Al reguests to the dorman will be dersed

© Configure domain level access policy

Visual editor Import policy

Access policy
j- “tatesent”; | -
& |
L | "Lffece”: "Allow",
L5 “Principal”: {
? T T e L Ry, em—
L b
L “Action®: “es:tt,
ie “Resource”: 'jrn:hu:cl:ui‘clll.!:dm:mth}l'ﬁiﬁt"
1 ).
2. {
13 "Iffect”: "Allow",
18+ TPrincipal”: {
13 e
18 Y
17= “Action™: |
18 “es:lDerpe*
19 *
8= “Coadition™: {
1= “Ipaddress”™: {
3= “bwi:tourcels®: |
i3 TALG . —
i ]
% }
~ G .
:: ) Rasogree®: “am M:n-.n-un-l.-:“:doum.'lﬂm!' -
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2. RXAIUNT O T4 TIC12BETI5~200[RFHbF T,

30 OpenSearch Service

Sgd emo wuu Delete Actinm w

General information

3. OpenSearch Dashboards URLZZ 1w LT ILWATTRXAVERE. Ay aRh—RIZT7IE
AL £, accessdenied LT —HWKRRINIHZEIE. PIOELRRIS—DY—XIPFRLZANOAVE 21—
ADNTVYIIPICELLKREINTVT, FAXAAM YR Y S aR—RADT I EIDFITINTWVWBR L
HESELE,

4 v aR—ROBEBR—IT. B9 TEE (Exploreonyourown) #ZIRLE T, XZa—h56. [B
B -FRY—IEBRLET

9. Dev Tools — Console T. StorageGRID Z 7 10 b XX T—RDREFICA > T v I R ZERTS TPut
<index>] EANILZET, ROBITIE. 12T vIR%G X2F—4%1 2FEALET, NTVLW=AFODE
527V y LT PUTOY Y RZRITLET. RDRIU—22 3y FOBICTRT LS IS, ELVEER
NERIDNZILIZRREINET,

S OpenSearch Dashboards

= Dev Tools

Console

History Settings Help

1 PUT sgmetadata D2, 1~ |f
2 "acknowledged™ : true,
3 "shards acknowledged” : true,
4 "index" : "sgmetadata”

6. 1 > 7 w2 XH'Amazon OpenSearch UlDsgdomain > Indices® FICKRRINTWBR 2R L £,
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& Succesfuily updated & sorvics softwors version K02 11 103-P6

CpmrSasiun Sardii
sgdemo .
General information
rhor A
3 [>T O A st L ———
¥ sbibecaiis 5
Do AN Clisse LN mis Seraloe a0ty virson ik
BF reman et o st | I— v 021 1205 fatesty s e ot
T -]

Clustor hastth i Lancd Istth Niadt-Tiwm Logs Tag Corwme e, Pl agen NIt

Chutbinn coi Miguin stdon Sty Configoration

—
Indices (7]
a 1 o
Ity - Dusnsnrm et comint Sipw [Lyin] Qe $etal » Sagmirg by Fimlct mmappizngs
1 508 g 19 I M A e
....... ™ o 102 08 0

To2YNTA—LY—EXIVREALY MDERE

TV bTA—LY—EXIVRRA Y b ERETDICIE. ROFIEZHRITLET,

1. Tenant ManagerT. X kL — (S3) >TIY b ITx—LH—EXDIVRRAY MIBHLET,
2 [IVRRAYEDERZEV ) v Ly ROELSICADLT, K722V v I LET,

o RInBDF)IE TAWS- OpenSearch] TY
° FlE 74 —IJLROFI® TURL OFIE2OTORXII =223y bDRAACVIVRERA T R,

° URNZ 1 —JL R THIOFIE OFIE2THER L7 B X1 > ARNDREIC /<index>/_docZEMML £

C OB TIE. URNIZarn : aws : es : us-east -1 : 211234567890 : domain/sgdemo/sgmedata/_dociZ
whFEI,
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Create endpoint

o Enterdetails ———

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @
.J'.‘-.'E--O,‘:,‘E."Ii-'néafc:'u
URl @
https://search-sgdemo-/ | i -co50-]e
URN ©
8

sestus-east- 1 ——— 0200 sgdemo/ sgmetadata/_doc

3. Amazon OpenSearch®sgdomainiC 7 2t X § 3 (CI&. FREEX 1 7 & L TAccess KeyZz &R L. Amazon
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Create endpoint

e’ |

@ Enter details — e ?g.h.at.:tauthenhcatlun type @ Verify server

— Optional

Authentication type @

Select the method used to authenticate connections to the endpoint.

Access Key v

Access key ID @

A A | ||/ ()

Secret access key @

Previous Continue

4 TV RKRA Y &SR BICIE. Use Operating System CA Certificate and Test and Create Endpoint’ &
RLET, BEEICHINT DL RORDKSBIY RRAY MEEANRRINE T, REICKKLIES
&« URND/NZDFEKEIC l/<index>/_doc) HEENTWVWT. AWST7 I RF—r o —TL v hE—HIE
LW ez L TLEEL,

Platform services endpoints

A platform services endpoint stores the information StorageGRIC needsto use an external resource as a target for a platform service (CloudMirror replication, notifications, or search integration . You must
configure an endpoint for each pletform service you plan to use

1 endpoint Create endpoint

Display name Last error Type
HERSH & gl 2 $ e = uen @ %
L] e -]
Sk hittps:/fsearch-sed emn - i ———————— armawses us-east-
earc
cpansearch Lez.amazonaws.com/ 1 ki 1 0310/ sgdemio sgmetadata/_doc

BREHRET—ERXE A>T I XDElasticsearchE FIIFTE X ¢
# > 7L = XDElasticsearchtzy k7 v

ZOFIE 1. X BB TOHADockerZ{EA Y SElasticsearch&Kibana# > 7L S X&#=RZFICEyY 7w
I3-0DEHDTT, Elasticsearchtr —/NEKibanath — /AR TICEETIHESIE. AT v I5ICEAF T,
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1. TN%EERTL X "Docker1 >~ X k—)LF|E DBE" Dockerz 1 VX h—ILd 378, ZFERALET
"CentOS DockerldFIEZ#A VA L—ILTB" DY b7 v T Tl

sudo yum install -y yum-utils

sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo
sudo yum install docker-ce docker-ce-cli containerd.io

sudo systemctl start docker

° 1) 7 — h&ICDockerz &N T B ICIF. KDL SICATILET,

sudo systemctl enable docker

> Tvm.max_map_count] {E%Z262144|Z5&KEL £,

sysctl -w vm.max map count=262144

c )T —FROREZHIFITBICIE. RDLSICANDLET,

echo 'vm.max map count=262144' >> /etc/sysctl.conf

2. |[CRE> TLEE T W "Elasticsearch? -1 v &7 24— 1+ K" Elasticsearch & Kibana Dockerz B &EIED /-
SOOI a>TAYAM=I)LLTEITTEEXT, COITIF. N—23>81%1 >V AM=ILLEL
TCO

ElasticsearchhMER L Tc 2 —HR/INRAT—RE b=V XELTHETET, TNED -

— 2 >lF. Kibana UIH & UStorageGRID 75w b7+ — LI > RRA > FEREEZ IR 5
TC@‘:L‘Z\E_C?O
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Elasticsearch Service || Self-managed

install and run Elasticsearch
1. Install and start Docker Desktop.

2. Run:

VWhen you start Elasticsearch for the first time, the following security configuration
occurs automatically:
s Certificates and keys are generated for the transport and HTTP layers.

* The Transport Layer Security (TLS) configuration settings are written to
elasticsearch.yml.
* A password is generated for the elastic user

= An enroliment token is generated for Kibana.

You might need to scroll back a bit in the terminal to view the password

wore and enrollment token.

3. Copy the generated password and enrollment token and save them in a secure
location. These values are shown only when you start Elasticsearch for the first time.

You'll use these to enroll Kibana with your Elasticsearch cluster and log in.

F:] If you need to reset the password for the elastic user or other built-in
h-reset-password tool. To generate new

NOTE Users, runthe elasticsearc
enrollment tokens for Kibana or Elasticsearch nodes, run the
-create-enrollment-toksn tool. These tools are available in

B e
TadolLliloid

the Elasticsearch bin directory.

Install and run Kibana

To analyze, visualize, and manage Elasticsearch data using an intuitive Ul, install Kibana.

1. In a new terminal session, run:

docker pull docker.elastic.co/kibana/kibana:3

docker run --pname kib-81 --net elastic -p ! docker.elastic.co/fk

When you start Kibana, a unique link is output to your terminal.
2. To access Kibana, click the generated link in your terminal.
a. In your browser, paste the enrollment token that you copied and click the
bution to connect your Kibana instance with Elasticsearch.
b. Legin to Kibana as the elastic user with the password that was generated

when you started Elasticsearch.
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3. Kibana Dockerd > T F+HEEFH TS . AV —JLICURLY > N hitps://0.0.0.0:5601" ] HFERENE
9, 0.0.0.0%Z. URLADH—NIP7RLRACEFHIET,

4. 2 —14 Telasticy . BIROFIETElasticic & > TERINT=/NXXT—REFEHAL T, KibanaUlicOs
1>LFT,

S.M®TAJA VT BHEEIFE. AV aR—RDESTER—-IJ T, B TIZX7AO—7 (Explore on
yourown) ZEIRLFJ, XZa—H5S. Management > Dev ToolsZERL £ 9,

6. Dev Tools Console[EE T. StorageGRID 7P TV XX T—RDREFICCDA VT v I R % FEBT
% TPut<index>] EAZILE T, CDBITIF A>T v X¥sgmetadataZz A L £ I/NEWVW=AF D3
Sy LT PUTOY Y RFZETLET, RORXIV—22 3y bOFISTRTLSIC. ELWVER
PERDONFILIZRRINET,

& elastic

= . Dev Tools Console

Console Search Profiler Grok Debugger Painless Lab sera

History Settings Help

1 PUT sgmetadata P2 R
2 “"acknowledged” : true,
3 "shards_acknowledged” : true,
4 “index” : “"sgmetadata”

T39I+ —LY—EXIYRRALY LORE
T2 TAa—LHT—EADIYRRA Y b ZHRETDICIE. ROFIEZETLET,
1. Tenant ManagerG. XL — (S3) >TF 5w b 74— LHY—EXDIVRRAY MIBEILET
2 [IVRRAYEDERZI ) v I Ly RDELSICADLT, K720V v I LET,
° R DH: elastic’
° URI:"\https://<elasticsearch-server-ip % 7= l&hostname>:9200

° urn:’ urn:<fa]H*>:es:::<se-unique text>/<index-name>/_doc’ _ C T. index-nameldKibanad>Y —JL T
A L7281 TY, fl: urn:local:es::sgmd/sgmetadata/_doc’

30


https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。
https://0.0.0.0:5601`」​が​表​示​さ​れ​ま​す。0.0.0.0​を、URL​内​の​サ​ー​バIP​ア​ド​レ​ス​と​置​き​換​え​ま​す。

Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

elasticsearch
URI @

Attps: /10 ——— . ()

URN ©

urn:local:es::sgmd/sgmetadata/_doc

| o m

3. B8R ¥ L TBasic HTTPZ3&3R L. Elasticsearchd® 1 > X br—JL 7A€ I L >TERINEEI—H
% Telasticy E/NXXT—RZANDLET, ROR—=JICBFHTBICIE. BT 2 Vv I LET,

Authentication type @

Select the method used to authenticate connections to the endpoint.
Basic HTTP W
Username @
elastic

Password @

[ — ®

Previous Continue

4 TV RKRA Y F%ERT BICIE. Do not verify Certificate and Test and Create Endpoint%#iRL £ 9, &
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FEICRTNT B8 RDRI =223y FEAKROIY RRA Y NEEANKRTINE T, BEMNKBLTE
BaIE. URNS URK BLUVA—HFRBENRT—RFOIVFIAELWVWI EZHEEEL TET W,

Platform services endpoints

A platiorm senvices endpoint stores the nformation StorageGRID needs to wse an external rescurce as a target for a plathorm service (ClowdMmor replicateon, notifications, or search integration ). You must
configure an encpoint for cach platform senvice youplon to use,

2endpoints Crante endpolnt

Desplay rusms Lantmrr
;f . 2 & mig ¢ g =
§ gl search-sgdemo -Tw 22 3holpelzcanpw 3 3rte Tius-east- ETGANSCE LU
awy b Search
1 es amaronanws.com/ |"|'1"|il'I11["L‘\'rlll"lllll'.'._.:llJ oy sgmetadata;_doc
elasticsearch Saarch e L 1) umtiocal es:sgmd,/sgmetadata_toc

INT Yy MERRE T —E XDRE

T2V T a—LY—EXT Y FRAY OEE. ROFIETIE. 7720 SDIERL. HIR. 73D
AR T—=RIRTDEFHDTONBILRICERBEADIVRRA Y MIAT O TV MR ET—RZXETD &L
SIS COY—ERZNTY FLRNILTRELE Y,

Tenant Managerz £ L THREHEZHREL. 71 XX LDStorageGRID FREXMLZ /N7y MMIRD K S ICHE
BATE%x9d,

1.

Tenant ManagerT. Storage (S3) > BucketsiC#EIL £9

2. Create Bucket (N bODERL) =220 ) v o L. N7 b8 (Bl : sgmetadatatest) ZANILT. T+
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Lk @us-east-1) =23 >V EZRIFTANE T,
[Continue]>[Create Bucketlz 7 U w2 L £ 9,

INTY FOBER—JZRRTBICIE. Ny hgEI)wIL. 7o52v b TIx—LY—EXZERLE
ER

MREREZBMCTBIFA A TATRY I REBRLET, RRSNIEXMLR Y I XS, T OBz ER
L TREXMLZANDLE T,

BIARTINIURNIZ. EELETSY N IA—LY—EXIVRRA Y N E—BTIHRELRHD XTI,
DTS IH R TZFWTTenant ManageriC 772 X L. ERBBEAD TSV b T +—LHF—EXIT YRR
14> DB URNZ IE—TE X7,

COBTIETL 74 v I REFERALTVWEREA. 2FED. TONTY RMHDIRTDA TS T I FDXAR
F—2H. BICESE LT=ElasticsearchTY RR1 > MMIEESINE T,




<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn> urn:local:es:::sgmd/sgmetadata/ doc</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

6. S3 BrowserxFRHLT. T+ 77V RX/>—2 L w bF—%{FH L TStorageGRID (C#EH L. T X b
721U % Tsgmetadata-testy /N7y MZT7 Y TO—R L. FTEXRIEARRLRRT—R%FTY
TV MSEMLES,

\d 53 Browset 9.5.5 - Free Version (fer non-cemmercial use only) (Administrater) - $g6060-platfarm-service - | x
Bccounts  Buckets Files Tool UpgradetoPro!  Help Mew vernion available
l{}'iﬂm bucket Path: EI Pl i s
il sgmetadatatest | | File Size Type LastModified Storage Class
Pl Koala jpg 2 51KE | 311972022 123952 AM | STANDARD
&| Lighthouse jpg E48.12KB JPG File AN92022 123952 AM STANDARD
testl bd 45 bytes Text Document 192022 123952 AM  STANDARD
| test? bd 35 bytas Text Document INSHNF2 123552 AM  STANDARD
fir Upload ‘E_Dmmm ﬂ Delete | 5] New Felder i_igﬂcfruh B TR e
Tasks (14) Permissions Hip Headers Tags Propedies Preview Versions' Evenilog
URL:  hitps://10.193.204.106: 10445/ sgmetadata-test/Koala. jpg (1l Copy
| Key Value
date 01-01-2020
ownar lestuser
project test
type PG
5P Add ¢ Edit Delet Deafault Tags " Apply changes  jo Reboad

7. Kibana UIZfERL T, #7210 XX FT—2hlsgmetadata®d 1 > 7w o XICO— R I & ZHESR

LETo

a. XZ a—H'5. Management > Dev ToolsZER L £ 9
b. ROV —IILNRILICH > IO T ) ZEEDHIF. =ZAFDESZ ) v I LTEITLET,

ROBPIDRT V) =223y bTES JTVIOY Y FILERICADDOL I—RARTENTVET, C
NENTY FROF T2V bOBIC—HL F T,
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GET sgmetadata/ search

"query": {
"match all": { }

. Dorw Took Console
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GET

sgmetadata/ search

"query": {
"match":

{

"tags.type":
" query"

}

{
"jpg"

}
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I&Connection Load Balancer (CLB) TY, StorageGRID 11.3Tl&. HTTPcZ 74w o OO—RNZ 2PV
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ZRRELTVETH. PORT_REMAPHEBEIZ TR TDA VX —ILAEICERAIN. RTXZIIWRELT S
SATVATHEKO IO A ZFEETEET,

VMwarefR8<Y S V75— o1/ —RDEA

RDFEIE. StorageGRID Open Virtualization Format (OVF) Z#HEL T —+co 0/ —RFRZVMZ L
TVMware vSphere 7ICE A9 % StorageGRID IRIFZXMRE L TVWE T, COTAOLXTIF. VMZIKIERIC
HIBRL. BIL%BICHEBR TVMZEBEALEY, VMOERZ A VICT SHIIC. vApp7ONT 1 ZEZEL TR
—rEBIYYEYY L. VMOBRZAVICLT/—ROUAN) 7O RIRVET,

* StorageGRID 1.3 [&%#E1TLTW3

* AR M=ILETNTLABStorageGRID N—2 3 > DVMwaref Y A =)L 71 )ILZzXo>O—RL. 7
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° T RARA > hDSSLEERAEHCLBY — E X B dD[Configuration]/[Server Certificates]/[Object Storage
API Service Endpoints Server Certificate]licf > X b —JILENTWVWBIHDLREILTH I 7517 >
rOEEBAZEDEFEZEGRTE %,

If your existing certificate is self-signed, you cannot reuse it
in the new endpoint. You must generate a new self-signed

@ certificate when creating the endpoint and configure the clients
to accept the new certificate.

BT — YA/ —REBBRLET
RNDT—ho A/ —RFZHIRT 3ICIE. ROFIEZRITLET,

1LV RICEBD/ — DB 35513 BRI Z7—hU(/—FZERLET,

2. BRBICIHLC T, IRTODNST UV ROEY IV T T4 £-IEA— KRNSO T—ILH 5/ — RIPZH|
FRLE T

3. Time-To-Live (TTL) W TW3 v g VA ERYINICEZ ETHEEE T,
4 VM/—ROEREATICLET,
5. F4XUHhBVYM/ —RZHIBRLET,

AT — I TA )~ REBALEY
AT — Uz A/ —RZEATBICIE ROFIEZRITLE I,

1. HR—bHA DS E T O-RLEAYI M=y T =D 5 0ovfe mfc .wvmdk 7 71 L% &R L
T. OVFA5FH LWMZEALF T,
o vsphere-gateway.mf
o vSphere-gateway.ovf

> NetApp-sg-11.4.0-20200721.1338.d3969b3.vmdk
2. BAHDTET LS. VMDD ) X D 5VM%EZEIR L. [Configure] % 7 [vApp Options]Z &R L £
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summary Monitor Configure Permissions Datastores MNetworks Snapshots Updates

Settings g > Deployment

VM SDRS Rules

OVF Settings |

Alarm Definitions

Scheduled Tasks

OVF environment transport VYMware Tools
Policies
Guest User Mappings Installation boot Disabled
Properties
ADD EDIT SET VALUE DELETE

27"
3. [Properties]z2 >3 Y EFTTICZA2O—)LL. PORT_REMAP_INBOUNDZO/N7 1 Z#IRL £

Summary Monitor Configure Permissions Datastores MNetworks Snapshots Updates

Settings W C) ADMIN_IP Primary Admin IP 10.193.204.110 0.000 Grid Metwork ip
{ethQ)
VM SDRS Rules

(D) | ADMIN_NETWO Admin network ext Admin Networ  string
vApp Options RK_ESL ernal subnet list k (eth1)

A Y s () ADMIN_NETWO  Admin network IP 10.193.174.112 0.0.0.0 Admin Networ  ip

Scheduled Tasks RE_IP k (ethl)

Policies 'Z':J NODE_TYPE Node type VM_API_Gate Grid Node Par string["VM_Storage_MNode”, "VM_
way ameters min_Node”, "VM_API_Gateway™, *

Guest User Mappings 4
g _Archive_MNode"]

(O | CLENT_NETWO Client network IP ¢ STATIC DISABLED Client Networ string["DISABLED", "STATIC", “DH
RK_CONFIG onfiguration k {eth2) P

PORT_REMAP_| Inbound port rema Advanced string

NEOUND pping specification

O GRID_NETWORK Grid network IP co STATIC STATIC Grid Network string["STATIC", "DHCP™]

4. [7ONFAV R FO—BLETRIO—LL. [REEIV I LET

Properties

ADD EDIT SET VALUE DELETE
R

S [FA N2 T=2FERL., [1—HF—REAEIFIVIRYIZADBFTUICHE>TWVWS e ziER LT [RE]
27y LET,
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6.

Edit property

Genearal Type

D static proparty

Typa

User n
configurable

Langth o

Default value

Dynamic property

Macra

MNatwork

Inbound port remapping specificati.. x

String

- 6553

| CANCEL | SAVE

27"

TPORT_REMAP_INBOUND] ZO/X7 « hMFEIRE NIARRET. [Properties]') X b D _EEBIC & B [Set
Valuelx 2w o L%,

Properties
ADD EDIT SET VALUE  DELETE
R M
7. [Property Value]7 + —JLRIZ. 2y hD—2 (v R, BEBE. £ld3v>147> ) . TCP. TDR
)—I\ (8082) . HLUHFHLWAR—F (10443) 2 ZNZhDEDORICEEHTAALET CROR%EER
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Property value grid/tcp/8082/10443|

Set value Inbound port remapping specification X

8. ROy =% FERLTVWBIBEIE. h>< () 2EALTRY N IT—J7DOXFH %= XD ET (
| : grid/tcp/8082/10443. admin/tcp/8082/10443. client/tcp/8082/10443)

T—bozA /=R VAN

T—hOzA/—FRZIVANITBICIF. ROFIEZRITLET,

1. F'1) v REEUID[Maintenance/Recovery|t 7 > 3 VICBEIL £,

Maintenance ~

Maintenance Tasks
Expansion

rery  Decommission

Recovery

—a2—"

Support ~

Network

Grid Network
DNS Servers
NTP Servers

System

Software Update
License

Recovery Package

X

2 VM/—RDEREAICL. /—RHT ) v REEUID[Maintenance/Recovery Pending Nodes]tz 27 &

IVICRREINB I THEET,
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Recovery

Sedeci he faded grid node fo recover, enfer your provisioning passphrase, and then click Siar Recovery io begin fhe recovery procedure.

Pending Nodes

Name ¥ |Pvd Address 1T state 1T Recoverable

No resuilts found

For information and directions for node recovery, see the
https://docs.netapp.com/sgws-114/topic/com.netapp.doc.sg-

@ maint/GUID-7E22B1B9-4169-4800-8727-75F25FCOFFB1 .html [Recovery
and Maintenance guide]

3 J—=—ROUANIDRTLIES, IRTHODNSS IV ROEYI VT T £dO—RNZ > T—)L
(ZYTBIBER) ICIPEEHBR N TEET,

CNT. R—FBOB2DHTTPSE v 3 VIdR— MMO443ICHERRIENE T

B/ —RFRTOSAT7VESIT7IELRAADKR— A3 ZBEIVEY T LET

StorageGRID X TLTHDEIR/ — R, FIZBE/ —RESTCHAZIIL—TDT 7+ FOEREIE. R—
R43LBONEBES LUTF Y IR —JVUIRICFHNEINTSE D, O—RNSIUHIY RRA Y MMIIEER
TEFEHA CNADOHERE TlE. R—bOBYYEYIHEEEFERL T, 1> N\DT Y RR— 443 0—R
NIVBIVRRAVMELTRESNBZFHLWAR—MIVAAILIMLET, T LIEIFTAT7RS3H
74U TR—MABZFERATETZEL5ICRB . 1)y REEBUNIIZR— F8443BATDH 7 IV AT
. T FBRBUINCIER— FOMIBATDAT IR TERLSICHEDET, RA—rDOBYvE>THEE
& /—RODA YA N=LEICOAHRETETE T, JUYRRDTIT14T/—RDR—FDBIYVYEY I %
REFTBICIE. FO/—REAVIAM=ILEIOREIC) Y FTBIHRELRHD £, CNISKENLRFIE T
HH. REDEERIC/—RZVANITEZCHEENFE T,

OJT—3aR—X%= Ny o 7vFLET

BIE/ —RICIE. BEEOY . PrometheustBiZDIEH. BME. 75—L. 75— MIET3EBREBEHRIEAS
NEd, B/ —RFRHPEHHZI VWS ZCE. COT—ROAE—DERHZ3 =Bk LET, U v RIC
BIE/ — RHEREVEEIE. COTOCVRDRET/ —RBVANISINEHEIZV AT TESZLSIC
CDT—RA%FRFLTHELRBELRHDFT, Uy RICHOER . —RAHZ5EIE. VAN FOEXFIC
FDO/—RH6TF—2%20E—TF£9, Uy FRICADEIR ./ — RHABWEEIE. /—REZKET S5
1. ROFIBICRE>TTF—2%=IAE—TEXT,
BEENJ%ZIE—-95%
1. B/ —RrRicOJ1>LFEFd,

a XOIARX>VKRZANILET, ssh admin@Rgrid node IP

b. ICRBEINTVWENRT—REZASNDLZET Passwords.txt 771 )lo

C.RODOAY >V R%ZEAAL TCrootiCtIDEZ FJ, su -
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d |[CRBEINTVWBNIT—REASAILZET Passwords.txt 771 o
€. SSHI—T 1Y MCSSHMEREREZEMLET, AJJTSIATYVNR ssh-add
fICEBEINTWVWBSSH7 I ER/NRT—REZASNILET Passwords.txt 771 Lo

When you are logged in as root, the prompt changes from “$° to “#°.

2. RTCOBEEOV 7700 EZHNDT )y R — RO—RHNBIBFRICIE—F5 T LI MUZERL &
9, lets use_storage _node 01_:

a. ssh admin@storage node 01 IP
b. mkdir -p /var/local/tmp/saved-audit-logs
3. B/ —FICED. AMSH—ERZEFELELTHLLWAOIT T 7MILDMERSNBVLSICLET,

service ams stop

4. auditlog 77 7 ILORFIZEEL T, YANULIEER/ —FADIE—KICBIFDO T 7 AN LEEES
NBWESICLET

a. auditlog D&FIZ. yyyy-mm-dd.txt.1 BED—BDESDNHIWIT 7 AMIILRICEELFT, Ttz
i BEEOT 7 7 IILDERIZ2015-10-25xt HICEETET F T

cd /var/local/audit/export
1lg =1
mv audit.log 2015-10-25.txt.1

S. AMSH—EXRZHEEH L FJ, service ams start
6. IRTHEEOI 770 %EIE—LEJ, scp * admin@
storage node 01 IP:/var/local/tmp/saved-audit-logs

PrometheusT—4%% Jt—

@ Prometheus T —4~RX—XDIAE—ICIF 1 BEU LI DB BEERHD FT, BIE/—RTH—
EZXHMEIEL TWARIE. Grid Manager®—EBDMEBENERTEI A< AD £T,

1. PrometheusT—4Z5IDJ 1) v K/ — RO—BHNBIBRICIE—935T s LI MU ZERLET, COD
B & Huser_storage node 01 _:
a kL= /—RICOJA>LFET,
L ROV REASILET, ssh admin@storage node 01 IP
i. (CEEEEINTVWBNRT—RFZANLEY passwords.txt 771 Jbo
ii. mkdir -p /var/local/tmp/prometheus
2. g/ —RiICAg1>LEY,
a XOIXRVRFZANILET, ssh adminRadmin node IP
b. ICEEH TN TWVWE/NRT—FZASNILETY Passwords.txt 771 /Lo
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3.

4.

C.RDIAXY RZASL TrootiIDERX £, su -

d (CRHEEINTVWBENRT—RZAALEXT Passwords.txt 771 )L,

€. SSHI—> x> hICSSHWEREZEMLET, ANTBHIVY K ssh-add

L ICEEHTEINTUWBSSH7 7 ERNZXT—RFZ AL FT Passwords.txt 771 /L,

When you are logged in as root, the prompt changes from “$° to “#° .

BIE/—RHh 5. Prometheusth  —EXZ{EIEL £9, service prometheus stop

a. V—XXEE/ — FDPrometheusT—EAN—RZ A ML=/ —RONY O 7y 7R/ —RICOAE—L
¥9, /rsync -azh --stats "/var/local/mysql ibdata/prometheus/data"
"storage node 01 IP:/var/local/tmp/prometheus/"

YV — 2B’/ — R TPrometheust —E X ZBicH L £ ¢ .service prometheus start

BEERZzNYITYTILEY

BREIBIRIIMYSQLT — AR —RIREFESNE T, 7T—ER—AQIAE—%LA>TT3BICIE. 2y Ty 7D
A—HENRT—RHBRETT, Uy RRICHIDOEE ) — RHAHZ35EIE. COFIBEIZHNERLS. UANY
TOEXPIHEDDEIE) — RS TF—AR—EIO—=_VJTEET,

1.
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BB/ —rIicOJ1>LET,

a XOIAX>YRFZASNILFT, ssh admin@admin node IP

b. [CEBEHINTWB/NRT—FZAALEXT Passwords.txt 771 Jlo
C.RDOARXY RZASL TrootiCtIDE R £, su -

d (CERESNTUVBNRT—RZANL XY Passwords.txt 771 Lo

€. SSHI—2 x> hIZ SSHMERZEMLEI, AJITZIVY K ssh-add

L ICEBEEINTUVBSSHY 7 ERNRT—RFZ AN LET Passwords. txt 7 7 Jlo

When you are logged in as root, the prompt changes from “$° to “#° .

B/ — R TStorageGRID #—E X %ZfZIEL. NTPEMySQLZES L £¢
a gNRTOT—ERZFEIELFY, service servermanager stop

b. NTPH—EXZBBLEXJ, service ntp start. MySQLY—EXEBIEEFH L £, service
mysgl start

miT —4A# N— 2 % |var/local/tmpiCZ > L £ ¥

a XDIAYYRZASILEXY, mysqgldump -u username -p password mi >
/var/local/tmp/mysgl-mi.sgl

MySQLA > F 7 74 I ZRID ./ —RICOE—L %9, CZ Tld_storage node 01%ZfERAL £,
scp /var/local/tmp/mysgl-mi.sqgl storage node 01 IP:/var/local/tmp/mysgl-mi.sqgl

a oY —NICNRAT=RFRLTTI7ERTRIBEDN BB 2IIFEIE. SSHI—J 2 bh SWER



ZHIFRLE T, AJJTBIYV K ssh-add -D

BE/—FZzUEILRLEY

7y FRORIDEER/ — FICBERINTOT—ReO7ONy 77y FIE—DMERShich. —BN%G
BRRICAEMSNICD T, RICTFS5A4T7 0 R2)EYy LTR—FDBIYVEY I ZRELE T,

1. 772472208y b33 7FIAT7 2V RIHFICA VA M—ILENIZREBICED . KR
. IPC BEUORY FT—IREDHDMREFENE T IRNTOT—2HRONB 7D, EELBRON
VI Ty THERICIERETNE T,

aRDIARYRZANLEY, sgareinstall

root@sgl00-01:~ # sgareinstall

WARNING: All StorageGRID Webscale services on this node will be shut
down.

WARNING: Data stored on this node may be lost.

WARNING: You will have to reinstall StorageGRID Webscale to this
node.

After running this command and waiting a few minutes for the node to
reboot,

browse to one of the following URLs to reinstall StorageGRID Webscale
on

this node:

https://10.193.174.192:8443
https://10.193.204.192:8443
https://169.254.0.1:8443

Are you sure you want to continue (y/n)? y

Renaming SG installation flag file.

Initiating a reboot to trigger the StorageGRID Webscale appliance
installation wizard.

2. LIBT3 T7TSAT7YAN)T—rL. /—ROPGEUNCTVERTEBZLSICHBDET,
3. [Configure Networking]ic 772X L £9
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Home Configura Networking = Configun

Link Configuration
Home IP Configuration
Remap Pons g—
Ping and MTU Test
O Use istitutes d
Port Connectivity Test (nmap)

DNS Configuration

ZERLET

- —— .

4 BROxy cT—2, PO AA. FXVR—FZERL. [AddRulelRE>Z 0w I LET,

JUyRRY FI=2 EDA YIS RH— MASEBTYES I TR, A VR b—LE
() SUMEBEFBA RMINET, S0y RRy FT—SOK— F4SEBIYELITBIL

IFERINFE A
Home Configure Natworking = Configure Hardwwrs = Monios Instaiason Advancod =

Remap Ports
I fibguingsd, et Gl P e infSeeninl poris on e abpSance Slomge Node b dfedenl axiemal porls. For aosmoie, you might resd o dmad ports bacausa of & firewall ssus

+ AddFule | Meteork | Grg =| Frolgcol TGP+ Aemap Diecton  intound *  Qriginel Port 1 Mopped-To Port 1
Hetwork Frofocal Remap Directicn Ciiglaal Port Mapped-Ta Port
L} Chani ToF linboumd 453 10483

O MERR—FDBIYYEYINEMENTVWERFESEIE. R—LRZTIZRED. [Start Installation] R & > %
Jw I LET,

TEE/—RFOVANIFIBEZRITTERLDICBDE LI "HmbFa X2 R

T—RAN—ceO7%JANT7LET
BE/—FOUANIDET LS. 1BE OY. BEBRZVANTPTEEXRT, JUY RICHOEE/—R
DHB3HEIFE. IO TLETVW"RFE R+ 2 X > " _prometheus-clone-db.sh_and_mi-clone-db.sh_scripts
HERT D, CNHHE—DEER ./ —RTHD., COT—RENVITVvITTRIx2FERLIEBEIZ. ROF
JBICHE > TIBHRZEETTITE T,
BEEOJZIE—LTRICRLEY
1.8/ —RiICcOJ1>LET,

a RDINVYFZANILEXT, ssh admin@grid node IP

b. ICEBEHINTWVWBNRT—REANLZET Passwords.txt 771 J)bs

CRMDAYY REANL TrootiCIDEX £F9, su -

d [CEEHINTLWBANRAT—RZAHNLFT Passwords.txt 771 Jlo
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€. SSHI—J x> M SSHMEEEZEMLET, AJJTSIATYK ssh-add
L ICEEHINTUVWBSSH7 IV XNRT—R%Z AL FT passwords.txt 771 o

When you are logged in as root, the prompt changes from “$° to “#°.

2 RIFINTVWBREEOI 770 ZVANUSRIEBE/—RIZOE—-L£ T, scp
admin@grid node IP:/var/local/tmp/saved-audit-logs/YYYY* .

3. tF¥alT« LOEBHICED, BEEOJHNVANVINLEE/ —RICOE—CN e zE L5,
BEENJZREIT YR/ — I*fJ‘bEU[‘?bi?'o

4. YANDEINBIE/ —RT. BEBOJ 7740021 —H T —TOHREEZEFHFLEFT, chown ams-

user:bycast *

EBHEADBGFEDISA TR T IEIRBHLURANTTIHRELNHD 9, SHEMICDOLWTIE. StorageGRID
DEEFIEZESRL TIETL,

PrometheustgiZ%z ) A k7

(D Prometheus ?—Q/\‘—Zd);l E—IZiE 1 El%ﬁfl}(tfi‘f)‘\\%i%éb‘%\o i?'o B/ —RTH—
EZXHMEIEL TWARIE. Grid Manager®—EBDMEEENERTEI A< AD £7,
1. BB/ —RIcOJr1>LET,
a XOIAVYRZANLEY, ssh admin@grid node IP
b. [CEEBHEINTWVE/NRT—FZANLET Passwords.txt 771 /Lo
C. RODIAXY RZEASNIL TrootiCtIDEZF 9, su -
CREINTULWBNRT—FZAALEXY Passwords.txt 771 )L
€. SSHI—> x> hICSSHWEREZEMLET. ANTHIVY K ssh-add
L ICEEETEINTUWBSSH7 7 ERNZXT—RFZ AL FT Passwords.txt 771 /L,

When you are logged in as root, the prompt changes from “$° to “#°.

2. EIE/ — RH5. Prometheustt —EX%EEIELF 9, service prometheus stop

a. —BMR/Ny o7y TIFFAD 5 EIE / — RiCPrometheusT —AR—X% JE—L %9, /rsync
-azh --stats "backup node:/var/local/tmp/prometheus/"
"/var/local/mysqgl ibdata/prometheus/"

b. F—AZMNELWNRIZCHD. RETHZCZHRLET 1s
/var/local/mysql ibdata/prometheus/data/

3. VY —EE] / — R TPrometheustt —E X ZBiCE L £ 9 .service prometheus start

EBREEHRE VAN LEY
1. 8B/ —RrRicOg1>LFEd,
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6.

a XOIAXYFZANILET, ssh admin@grid node IP

b. |ZFREHEINTVWBNRXT—FZANILZET Passwords.txt 771/l

C. RODIAXY RZEASNIL TrootiltIDEZF 9, su -

d ICERBEINTVWBEINZIT—REANLET Passwords.txt 771 Lo

€. SSHI—> x> hIC SSH MERZEMLE I, AJITSIVY K ssh-add
fACRBHEINTUVWBSSH7 VRN RT—RFZASILET Passwords.txt 771 )L,

When you are logged in as root, the prompt changes from “$° to “#°.

KB/ —RHreMySQLE > 7770 )lZzaE—L X9, scp
grid node IP :/var/local/tmp/mysgl-mi.sqgl /var/local/tmp/mysgl-mi.sqgl

‘T / — K TStorageGRID #—E X %ZfZIlEL. NTPEMySQLZESI L £7
a gRTOY—ERZFEIELET, service servermanager stop

b. NTPH—EXZBRL£XJ, service ntp start. MySQLY—EXEBIEEFH L £, service
mysgl start

mi7T—2AXR—XZHIRL. TILLWEDT—ER—X%Z{EHLEXTo mysql -u username -p

password —-A mi -e "drop database mi; create database mi;"

CT=AR=RATHEMYSQLT—EAR—X%Z ) AP LEXT, mysql -u username -p password

-A mi < /var/local/tmp/mysql-mi.sql
HDITRTOY—ERZBIEHL X9 service servermanager start

TAYIIAVE
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V=ILEKLUTTIT—3 2 HAR

StorageGRID TCloudera Hadoop S3AT X%V 2% AL XY

Hadoopld. LIS DET—RHAIT>T14 A MDEKICAD TLT=. HadoopTid.

SUTNBTIOATSIIVITL—LT—0ZERL T #ROAVE 1 —R I TR
FWBABELRT -2ty FEDBUIBETE XS, Hadoopld. O—AHJILDIVE 21—
TAVIERANL—DZFBT2HIYI KIS, B—DOY—N\DBHFDOIIVICRT
—IWNTYvTITBRESICHFTINTVET,

S3A%*Hadoop 7 —7 7 O—ICEAY 31EH

F—REOQEMICHEV. LW IOV E2a—Tao Y J A ML= @RISEMT 27 7O—FIXIER
TRICHES>TUVWET, VZTICHETR L. VY —ROMRNEFERRPAI Y ISOEEN#ELLAD T,

CODESHRBEAICHN T 70, Hadoop S3AT T4 7V MISIA TS U A ML —TIC T 2 & 1R
RIOZRELET, SARERL THadoopT7—2V 7O—%2FKREFTBZET. ATV IV MR L—D%FT—
RURS RV LTERTE, AVEa—FTAa VIR —DZ BT B D TEET, CNUCELD. O
VEA—TA VI RAML=FFLICIHERTEE Y, AVEa—FTa VI IVV—RERA ML= T 3
CCT. AYEa— T I 2adICBYBRED)Y —RZEDHT, 7T—REY OB A IBEDTVWTHE
ERMIZCHTEET, D7/, HadoopT7—2 7O—DMFAEIX M ZHIB TR ENTEFET,

StorageGRID Z{FH T2 L SICSATRI A %EEBH L £

IE 3aa
* StorageGRID S3T Y KRR > FDURL. 77+ +S37 Ut XF¥—. & & UHadoop S3AESK:T X FEH®D
9_0 l/‘y Fq:_o

* USRAANDERR MK F BCloudera? 5 XX ErootF 7-ldsudotERZ 45 L T, Java/Nwor—2% A
AR=ILLEY,

2022F4H R T, StorageGRID 11.0.14 ¢ Cloudera 7.1.7®MJava 11.0.14H%, M58 LM 6ICXFLTT R b
TINF LT 2L JavaDN—2 3 VESIIHFRA VA M—ILECERBZHEDHD £J,

JavaN\w i —SH A VA M=)LLET

1. Z#REEEL 9 "Clouderatt R— <Y R w o " #B2BLTLLETL,

2. #AYO—RLET "Java 1Mx/Vwr—2" ClouderaZ S R AARL —F 4 VIV RFLERL T,
CONYT—SH IS AZAOEZRANMIOE—LE T, COFITIEZ. CentOSICrpm/Nw i —J % FERL
TWEd,

3. BIRA MiCroote LTAY A VT 3D sudotEfREFOT7HI Y raFE-oTOJI Y LET, FEKRALT
ROFIEZETLET,

a NyTrT—2%A2A—ILLET,

$ sudo rpm -Uvh jdk-11.0.14 linux-x64 bin.rpm
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b. Javah'1 VX b=ILENTWVWBGBFRERRLE T, EHON—a oM VX b=ILEnTW3IGE
I FILLAYVRAM=ILLIEN=—2a> 2T 74 MIERELET,

alternatives --config java

There are 2 programs which provide 'java'.

Selection Command
+1 /usr/java/jrel.8.0 291-amd64/bin/java
2 /usr/java/jdk-11.0.14/bin/java

Enter to keep the current selection[+], or type selection number: 2

C. ZDiT% letc/profile DEREIEML £9/VRE. ESERDBERODNRE—HBTIHENHD XTI,

export JAVA HOME=/usr/java/jdk-11.0.14

d XYY RZEITLT, 7O777IILEZEBMLEFT,

source /etc/profile

Cloudera HDFS S3A#&R%

* FE~

1. Cloudera Manager GUIT. 25 X% (Clusters) > HDFS#% &R L. #rL (Configuration) %#i#iRL
ER

2. 173" TAdvancedz#ER L. TICXoO—JLL T lcore-site .xmly AD Y 5 XX 2fADAdvanced
Configuration Snippet (Safety Valve) Z#L 9,

3. (+) BSZEVUYI L. ROERTZEMLET

E2X:T] ffifig
fs.s3a.access.key  <tenant StorageGRID Ds37 72 A¥—_

fs.s3a.secret.key  <tenant s3 secret key from StorageGRID >

FS.s3a.connection. [true or false] (CDI > kJHBRWEEDT 7 )L b ihttps)
ssl.enabled

FS.s3a.endpoint  _ StorageGRID S3T > KR > k : port>_
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E2X:T] ffifi&
FS.s3a.impl org.apache.hadoop .fs.s3a.S3AFileSystem

FS.s3a.path.style.a [true or false] (CDI Y ~UHBRWEEDT 7+ )L bDREKRZ M)
ccess

YOTINRO)—-22 3y b
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Cluster-wide Advanced HOFS (Service-Wide) O Undo @
Configuration Snippet (Safety View as XML
Valve) for core-site.xml

MName [ fs.s3a.endpoint l E®

©f core_site_safety_valve

Value

sgdemo.netapp.com:10443 l

Description [ StorageGRID 53 load balancer endpoint l

Final
Mame [ fs.53a.access key l BE®
Value [ OM (eSS N l

Description [ SG CDP 53 access key l

Final
Mame fs.53a.secret key l BE®
Value [ mapziimmhehitmiihhRetaReeEERNaE O fc I

Description [ SG CDP 53 secret key l

Final
Name fs.s3a.impl l HE®
Value org.apache hadoop fs.53a S3AFileSystem l
Description [ l

Final
Mame [ fs.s3a.path.style.access l H®
Value [ true l
Description [ l

Final

“luster-wide Advanced Configuration Snippet (Safety Valve) for core-site.xml ‘ Save Changes(CTRL+S)

1. [Save Changes]’h 2 >%& 21w L£d, HDFSX= a1—/\—hH 5 Stale Configuration77 -1 1> % iR
L. RD~R— TRestart Stale ServiceszER L T. Restart NowZERL £,



CLOUDZRA . .
M Manager CDP Cluster

Search @ HDFS sion-  hH[B

Stale Configuration: Client
Status  Instances  Configu configuration redeployment

Clusters

needed

Hosts

StorageGRID "NDS3AEKi# T A ML ET

BEARNGERT A S ZRITLET

ClouderaZ S ZZDWVWIFNH DK MMZOT 1> L. Thadoop fs s-Is s3a : //<bucket-name>"] ¥ AJIL %
EP

ROFITIE. INRsyle L BIFDHDFST A MNT W b HELIUVTRA AT TV o b EFEALE T,

[root@ce-nl ~]# hadoop fs -1s s3a://hdfs-test/

22/02/15 18:24:37 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/02/15 18:24:37 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/02/15 18:24:37 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/02/15 18:24:37 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

Found 1 items

—rW-rw-rw- 1 root root 1679 2022-02-14 16:03 s3a://hdfs-test/test
22/02/15 18:24:38 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/02/15 18:24:38 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/02/15 18:24:38 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

cSTIN a—Fa>4
SFUFA
StorageGRID NDOHTTPS#E# iz A L. 1591%&IC handshake_failure] T>—ZEEL 95

*I2H : StorageGRID NDEHUS T VWTLSEES X1 — /23 R— TN TULWARWTLSES X 1 — b ZEH
L TWAJRE,/JDKDAN— 3 >,
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I5—XytE—J0f

[root@ce-nl ~]# hadoop fs -1s s3a://hdfs-test/

22/02/15 18:52:34 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/02/15 18:52:34 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/02/15 18:52:34 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/02/15 18:52:35 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

22/02/15 19:04:51 WARN fs.FileSystem: Failed to initialize fileystem
s3a://hdfs-test/: org.apache.hadoop.fs.s3a.AWSClientIOException:
doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: Received fatal alert: handshake failure: Unable to
execute HTTP request: Received fatal alert: handshake failure

1s: doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: Received fatal alert: handshake failure: Unable to
execute HTTP request: Received fatal alert: handshake failure

*BEREE: IDK M XBED A VA R=ILENTWA I e ZER LT 74 bDJavas 1 TS VICERELEF T %
2B TLLIEETWJavaNw T —2J% 4 VA R—)LLET EEHICOWVWTIE. 22 L TLIETEL,

A2

StorageGRID ICEHTITFEATL .o I5—Xyvt—2 TERINLEZ—5 v MADEWNRIEHEE/NZIH
RONMDFEFHEATLR) PRREINEFT,

I2H : StorageGRID S3T Y RRA > b —/N\GEEAZE N Java7OJ S LTEEINTULEE A,

I5—XytE—U0f:
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[root@hdp6 ~]# hadoop fs -1s s3a://hdfs-test/

22/03/11 20:58:12 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/03/11 20:58:13 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/03/11 20:58:13 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/03/11 20:58:13 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

22/03/11 21:12:25 WARN fs.FileSystem: Failed to initialize fileystem
s3a://hdfs-test/: org.apache.hadoop.fs.s3a.AWSClientIOException:
doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target: Unable to execute HTTP
request: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target

MR L Ry R Ty 7IE BEID/NT ) v JEIREBRMENFITT 5 —/\EERREZER L T, JRENtE
FaATTHBICZRRI B2 HRLTVET, ld. JavaDfERRR ~7ICH XX LDOCAERRE & 7t
FH—/\GERZEZEML E T,

StorageGRID 1 R Z L.CASERRZE £ 7ol — /\FEFAZ Z JavalGfE X b 7IZBMT 3 ICid. XOFIEZRITL £
ER

1. DT 7 #J)L kDJavacacerts 7 71 ILENY I 7 v T LET,

cp —ap SJAVA HOME/lib/security/cacerts
$JAVA HOME/lib/security/cacerts.orig

2. StorageGRID S3T > KRR+ > MEAE ZJavafFEX b 7IC1 Y R— ML E T,

keytool -import -trustcacerts -keystore $JAVA HOME/lib/security/cacerts
-storepass changeit -noprompt -alias sg-1lb -file <StorageGRID CA or

server cert in pem format>

57
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1. HadoopO & LNV %ES|E EIFTTF NI LET,

'export hadoop root_logger = hadoop .root.logger = debug. console'
2. AV RERTL. O XyvE—T%errorlogllEFELE T,

Thadoop fs s-Is s3a : //<bucket-name>_ error.log

Angela ChengZ _

S3cmd%* A L T. StorageGRID TS37 7t X%=TX LB &L
ORELFT

S3cmdid. SMEBEDEED IV RSA VY —ILELUVIZT1T7> FTY, s3cmd%z
fEA L T. StorageGRID TDS37 VX% T A ML TEIATEEXT,

S3cmd%E1 A M—)LLTHERBLET

D—ORT—=23 > FLIEY—NICS3emdZ A VA =)L BICIE. ISR T>O0—RLET"IXVETA
VS3U ATV ks s3emdidg. RSN a—FTao YIRADY—)LE LT, &StorageGRID / — RIZHSH
CLoHA VX =ILEINTWVET,

FIHAER E FIE
1. s3cmd -5&7E
2. BED D F—I(TIE. access-keyCsecret_key/SIFZIBELTCT 7 AL bDEXICLET,
BIHELEILTYIUVILTT7IVERETANLETYN :n kBT B7H. TARENA/INRT D)
4 BEZRELITIN ?[yN]y
a. gE#% [root/.s3cfgl ICRFEL F LT

5. 83¢fgT. =1 EBBEDH & Chost_base 7+ —JL K X host bucket7 + —JL RZZEICL X T,
a. host_base=
b. host_bucket=

@ FlB4 Thost_base & host_bucketZz 357 L 7=35&1&. CLIT—hostD I > KRR > M EIEE
TRIREIHD EFHEA. B

host base = 192.168.1.91:8082
host bucket = bucketX.192.168.1.91:8082
s3cmd 1ls s3://bucketX --no-check-certificate
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s3cmd mb s3 © //s3cmdbucket --host=<endpoint> : <port>--no-check-certificate-’
CIRTONTY bZERT !

s3cmd Is --host=<endpoint> : <port>--no-check-certificate'
CIRTONTY FEZOHABZRT !

s3cmd la --host=<endpoint> . <port>-- no-check-certificate’
CHEONTY FADA TSI U NLET,

s3cmd Is s3 :© //<bucket>--host=<endpoint> . <port>--no-check-certificate-’
* N7y bZHIBR -

s3cmd rb s3  //s3cmdbucket --host=<endpoint> . <port>--no-check-certificate’
CFITTVTVREESTHIL:

s3cmd put <file>s3://<bucket>--host=<endpoint>:<port>--no-check-certificate
M Rl N\

s3cmd get s3 : /[<INTw b>/<A TS U b><T 71 )L>--host=<endpoint> : <port>--no-check-certificate’
ATV EHIBR

s3cmd del s3 : //<bucket>/<object>--host=<endpoint> . <port> : -no-check-certificate-"
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* Verticah’ 1 X b=JLETNTW3,
CUSRBAEEY R TYTLTREL. T—ER—XEZERTEINRREICLET,

STV RRAVMITIECRTBDI-ODERAT 71 IIL %2 ERK T B ICIE. ROFIEZETLE T
1. Tadmintools] %Z31TL TEon ModeT—4&~X— X %= {ER$ BVertica/ — RicOJ1> L %9,
T 7 A4 D= —(Fdbadmin’T'VerticaZ T XA ZDA >V A b—JLEFICER S NE T

2. 7% b - I7 1 2%FERAL T/HOME/dbadminT 1 LI FUDTICT7 7 A IILEERLET 7 71 ILAIC
&7z & X ldsg_auth.confR ' EEDRAIEIEETET XY

3. S3TY RARAY FHIEEDHTTPR— F8OK /o IFHTTPS R — M43 FHAL TV 35HEIE. R—hES%
BRRLE I, HTTPSZEATSICIF. ROEZREL XTI,
° ‘awsenablehttps=1"E NUANDHZEIL'0ICEZHREL X
° awsauth=<s3 access key ID> . <secret access key>

° awsendpoint=< StorageGRID s3 endpoint>:<port>
StorageGRID S3T > RR- > FDOHTTPS#ERICH R X LCASFRREZ /- I3 B 2 B4 SSLIREZ # &4
TBICIE AAZFOTRLBR T 7AINRE T 7AINBZEEELET. CDT 7Lk FVertica/ —
REDEICHBFRICHD . IRTOI—F—ICHAWMDIERDEZ SN TVWBIHRENHD F
9, StorageGRID S3T > KRR > DSSLAFAEN—RRICHI SN TWVWBCAICL > TEHTNTWVDS
ek, COFIEZEBLET,

-awscafile=<filepath/filename>"

e ZIE ROY U TINT 74 ILZBRLTIIEEL,

awsauth = MNVU40YFAY2xyz123:03vuO4M4KmdfwffT8ngnBmnMVTr78Gu9wANabcxyz
awsendpoint = s3.england.connectlab.io:10443

awsenablehttps = 1

awscafile = /etc/custom-cert/grid.pem

@ ABRIETIE. —RICHISNTULWBCAICEK > TER SN —/\FEBHE % StorageGRID S3
O—RNSUHIVRRAY MIRETIZHRELHD £,
IR TDVertica/ — RFDTRNAZFERLET

TRAML—=INRADE ) —RIZTa LI MU ZBRELCIMERLE T TRAML = NIANSF X =R
EITBTALIRUICIE. RODDOHHBETT,

*UZZAAHRDIRTO/ —RTRL/NR (F : /home/dbadmin/depot)
* dbadmin I —HIC K BFTHAESIHAREICHD FT
c+PBANL—Y
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create-db’ A< > R D—depot-size’'5 |z FERT 2. THRADY A XZFIRTETET, 2BRLTLLIEETV

"EonE— R 7 —4&~—Z®DVertica Clusterd® 1 < > 45" VerticaD—RRBRH A VT HA RSA4 IO
TiE. TBE56%Z TELEE L, Vertica Account Manageric BREIVLVEHE <72 E LY,

‘admintools create-dbY —JLIFFEELBEWBEICHBA TTRNAZERLELSELET

VT IRATF—HER—XDIER
VTILIRTF—AR—R %R T BICIE. ROFIEEEITLET,
F—RZN— % {ERK T B I admintools create-db™Y — L= ERA L £

COBITERAINTUVSSIHOBEAFBEERXICILET. IRTONRES e AT 3> 5| 8DOEMIC
DWTIE. VerticaD RF¥a XY bEESBLTLEITW
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TILDIERL >0

::L,\:E(D#‘fﬂ”i\ IE.%‘J'FEﬁ*TLTJﬁ T BANR— le\]kﬁr*?hi'é'o S3>— 7'/‘/ b — 0) Eﬁ%
Bt g 370HIC. COT71ILZHBRTEET,

o

--son/storagegrid-sstorage -location <s3 : //storagegrid bucketname>
° s <CDT—RAN—RIIFEHAT BVertica/ —RDAVIXYID ) X b>
o d<fER T BT —ER—XAD%E]>

Cp<ZDFHLWTF—ER—=RIIBETB/NAT—R>, fcexld. ROOAT Y RFAIZBBLTLLES
Lo

admintools -t create db -x sg auth.conf --communal-storage
-location=s3://vertica --depot-path=/home/dbadmin/depot —--shard
-count=6 -s vertica-vml,vertica-vm2,vertica-vm3 -d vmart -p
'<password>"'

F—HAR=2ZAD /) —RFUCE>TIF. FLLWTFT—ER—IADERICEDHIDBZ BN ET, T—
BR—ZAEFDOTIER TR EZFIC. SAEVAZNICAEZETZLDICKROSNET,

ERINTRDY > FILVEREE T 71 )L E'create db’ AX Y REZBB L T LT

[dbadmin@vertica-vml ~]$ cat sg auth.conf

awsauth = MNVU40OYFAY2CPKVXVxxxx:03vuO4M4AKmdfwffT8ngnBmnMVTr78GuIwAN+xXxXXX
awsendpoint = s3.england.connectlab.io:10445

awsenablehttps = 1

[dbadmin@vertica-vml ~]$ admintools -t create db -x sg auth.conf
-—communal-storage-location=s3://vertica —--depot-path=/home/dbadmin/depot
--shard-count=6 -s vertica-vml,vertica-vm2,vertica-vm3 -d vmart -p
'XXXRXXXXX '
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Default depot size in use
Distributing changes to cluster.
Creating database vmart
Starting bootstrap node v_vmart node0007 (10.45.74.19)
Starting nodes:
v_vmart node0007 (10.45.74.19)
Starting Vertica on all nodes. Please wait, databases with a large
catalog may take a while to initialize.
Node Status: v_vmart node0007: (DOWN)
Node Status: v_vmart node0007: (DOWN)
Node Status: v_vmart node0007: (DOWN)
Node Status: v_vmart node0007: (UP)
Creating database nodes
Creating node v _vmart node0008 (host 10.45.74.29)
Creating node v_vmart node0009 (host 10.45.74.39)
Generating new configuration information
Stopping single node db before adding additional nodes.
Database shutdown complete
Starting all nodes
Start hosts = ['10.45.74.19', '10.45.74.29', '10.45.74.39']
Starting nodes:
v_vmart node0007 (10.45.74.19)
v_vmart node0008 (10.45.74.29)
v_vmart node0009 (10.45.74.39)
Starting Vertica on all nodes. Please wait, databases with a large
catalog may take a while to initialize.
Node Status: v _vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)
Node Status: v_vmart node0007: (DOWN) v _vmart node0008: (DOWN)
v_vmart node0009: (DOWN)
Node Status: v_vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)
Node Status: v_vmart node0007: (DOWN) v vmart node0008: (DOWN)
v_vmart node0009: (DOWN)
Node Status: v_vmart node0007: (UP) v _vmart node0008: (UP)
v_vmart node0009: (UP)
Creating depot locations for 3 nodes
Communal storage detected: rebalancing shards

Waiting for rebalance shards. We will wait for at most 36000 seconds.
Installing AWS package
Success: package AWS installed
Installing ComplexTypes package
Success: package ComplexTypes installed
Installing MachineLearning package
Success: package Machinelearning installed
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Installing ParquetExport package

Success: package ParquetkExport installed
Installing VFunctions package

Success: package VFunctions installed
Installing approximate package

Success: package approximate installed
Installing flextable package

Success: package flextable installed
Installing kafka package

Success: package kafka installed
Installing logsearch package

Success: package logsearch installed
Installing place package

Success: package place installed
Installing txtindex package

Success: package txtindex installed
Installing voltagesecure package

Success: package voltagesecure installed
Syncing catalog on vmart with 2000 attempts.

Database creation SQL tasks completed successfully. Database vmart created

successfully.
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s3://Vertica/051/026d63ae9d4a33237bf0e?2
cf2a794a794a000000000021a07/026d63ae9d4
a33237bf0e2cf2a794a00a0000000000000021a
07 00.dfd

s3://Vertica/2c4/026d63ae9d4a33237bf0e?2
cf2a794a794a794a000000000000000021a3d/0
26d63ae9d4a33237bf0e2cf2a794a794a00a000
000000021a3 0.dfd

s3://Vertica/33C/026d63ae9d4a33237bf0e?2
cf2a794a0000000021al1d/
026d63ae9d4a33237bf0e2cf2a794a000000000
00021ald 0.dfd

s3://Vertica/382/026d63ae9d4a33237bf0e2
cf2a794a794a0000000021a31/026d63ae9d4a3
3237b£f0e2cf2a794a794a000000000021a31 0.
dfs
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s3://Vertica/42f/026d63ae9d4a33237bf0e?2
cf2a794a794a00000000211/026d63ae9d4a332
37bf0e2cf2a794a0000000000000021a 0.dfd

s3://Vertica/472/026d63ae9d4a33237bf0e?2
cf2a794a794a000000000021a25/026d63ae9d4
a33237bf0e2¢cf2a794a000000000000000021a2
5 0.df

s3://Vertica/476/026d63ae9d4a33237bf0e2
c£2a794a794a00000000000021a2d/026d63ae9
d4a33237b£f0e2c2cf2a794a00a0000000000002
la2_0.dfd

s3://Vertica/52A/026d63ae9d4a33237bf0e?2
cf2a794a794a0000000021a5d/026d63ae9d4a3
3237bf0e2cf2a794a794a000000000021a5d 0.
df

s3://Vertica/5d2/026d63ae9d4a33237bf0e2
cf2a794a794a000000000021a19/026d63ae9d4
a33237bf0e2cf2a794a00a0000000000000021a
19 0.df

s3://Vertica/5f7/026d63ae9d4a33237bf0e2
cf2a794a794a000000000021al1/026d63ae9d4
a33237bf0e2cf2a794a00a00000000000021all

_0.df

s3://Vertica/82D/026d63ae9d4a33237bf0e?2
cf2a794a794a0000000021al15/026d63ae9d4a3
3237bf0e2cf2a794a0000000000000021a15 0.
df

s3://Vertica/922/026d63ae9d4a33237bf0e?2
cf2a794a794a0000000021a61/026d63ae9d4a3
3237b£f0e2c£2a794a0000000000000021a61 0.
df

s3://Vertica/ACD/
026d63ae9d4a33237bf0e2cf2a794a794a00000
0000021a29/026d63ae9d4a33237bf0e2cf2a79
4a794a00000000000021a29 0.dfs
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s3://Vertica/b98/026d63ae9d4a33237bf0e2
cf2a794a794a00a00000000000021a4d/026d63
ae9d4a33237bf0e2cf2a794a794a00a00000000
0021ad4d 0.df

s3://Vertica/db3/026d63ae9d4a33237bf0e2
cf2a794a794a000000000021a49/026d63ae9d4
a33237bf0e2cf2a794a00a0000000000000021a
49 0.df

s3://Verticalebal
026d63ae9d4a33237bf0e2cf2a794a794a0000000000
21a59/026d63ae9d4a33237bf0e2cf2a794a794a0000
000021a59_0.dfdfs.dfs

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
000000000215e2/026d63ae9d4a33237bf0e2c2
cf2a794a000000215e2.tar

s3://vertica/metodat/VMart/Library/Libr
aryd63ae9d4a33237bf0e2c2cf2a794a00a0000
000021602/026d63ae9d4a33237bf0e2c2cf2a’7
94a0000000000000021602.tar

s3://vertica/metodata/mart/Library/Libr
aryd63ae9d4a33237bf0e2c2¢c£2a794a00a0000
000021610/026d63ae9d4a33237bf0e2c2cf2a’
94a00a000000000000000021610.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
00000217e0/026d63ae9d4a33237bfl0e2c2cf2a
794a0000000000217e0.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
0000000000021800/026d63ae9d4a33237bf0e?2
c2cf2a794a00a0000000000000000000000218.
tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
00000002187a/026d63ae9d4a33237bf0e2c2ct
2a794a00a00002187a.tar
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s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
00000000000218b2/026d63ae9d4a33237bf0e?2
c2cf2a794a0000000000218b2.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
00000000000219ba/026d63ae9d4a33237bf0e2
c2cf2a794a0000000000219%ba. tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2¢c2cf2a794a00a000
000000000219de/026d63ae9d4a33237bf0e2c2
cf2a794a00000000000000219de.tar

s3://vertica/metadata/VMart/Librarys/02
6d63ae9d4a33237bf0e2c2cf2a794a00a000000
00000021a6e/026d63ae9d4a33237bf0e2c2cf?2
a794a000000000000000021a6e.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
0000021e34/026d63ae9d4a33237bf0e2c2cf2a
794a00000000000000000021e34.tar

s3://vertica/metadata/VMart/Library/Lib
raryd63ae9d4a33237bf0e2c2cf2a794a00a000
0000021e70/026d63ae9d4a33237bf0e2c2cf2a
794a00000000000000000021e70.tar

“s3:/Ivertica/metadata/VMart/cluster _config.json

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C13 13/chkpt 1.c
at.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C13 13/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints

/C2_2/chkpt 1l.cat.gz
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s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C2 2/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C4 4/chkpt 1.cat

.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Checks/C4_4/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 14 gl4.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn_ 3 g3.cat.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 4 gd.cat.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 5 g5.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 8 g8.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0016/Catalog/859703b06a3456d
95d0be28575a673/tiered catalog.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints
/Checkpoints /Cl4-7/chkpt l.cat.gz



I b4 X (N1 F)
1232

822930

755033°

roy

822922’

1232]

822930

755033

Mo

A= IJHRZENCLTVET

NTY MATZ I bF—DFEL/INZ

s3://vertica/metadata/VMart/nodes/v
_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints
/Checkpoints /Cl4-7/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 14 g7.cat.g
z

s3://vertica/metadata/VMart/nodes/v
_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 15 g8.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0017/Catalog/859703b06a3456d
95d0be28575a673/tiered catalog.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints
/Checkpoints /Cl4-7/chkpt l.cat.gz

s3://vertica/metadata/VMart/nodes/v
_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/Checkpoints
/Checkpoints /Cl4-7/Completed

s3://vertica/metadata/VMart/nodes/v
_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 14 g7.cat.g
Z

s3://vertica/metadata/VMart/nodes/v
_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/Txnlogs/txn 15 g8.cat

s3://vertica/metadata/VMart/nodes/v
_vmart node0018/Catalog/859703b06a3456d
95d0be28575a673/tiered catalog.cat
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1. F—&Z~R— 2% {ER{ L 7= 5’AWSStreamingConnectionPercentage’ s € /X5 X — 2 % 0IC5%E L TEMICL
FIDEREIF. HRARXA ML= FEAHLIEA Y LI RBETOEONE—RDOA1 VX M—=JLICIZFARET
To CDRE/NTA—ARIF. Verticah’ R b =SV IHRAMDICFERTEZA TV U b X NTADEGT
ZHELE T, 77V RRIETIH. CORENBENBEE. AT A NTHASDRA NI -2 F
—ZHMERARERIRTD T 7AILN\Y RILZEWMEDBRWVWLSICTEIENTEXT, AT
FZARTFIBICERTEZ 7 7MILNYRILDZESDTVWES AV LI ADA TSIV RARTDLA
TUIHMEWESD. DA T I VIERETT,

2. NSA—=BEHBHTZICITvsg XEFERLEIT/NIT—RIF. TF2TLIRTF—E2R—XDEFH1 T
BELIET—EAR—ZANRAT—RTY, Iz, ROBAHZESEBLTLETL,

[dbadmin@vertica-vml ~]$ vsqgl
Password:
Welcome to vsqgl, the Vertica Analytic Database interactive terminal.
Type: \h or \? for help with vsgl commands
\g or terminate with semicolon to execute query
\g to quit
dbadmin=> ALTER DATABASE DEFAULT SET PARAMETER
AWSStreamingConnectionPercentage = 0; ALTER DATABASE
dbadmin=> \g

FROBEERAL T

Vertica7T —ZN—ZXDT 7 # )L b TREEIF. HAWND EIVEZTAHRIEICH L TEM(E=1)TI. NT %
—XRYRAZALETEBHIC. INSDTRREZBMCLTES e Z2m<HEELED,

vsgl -c 'show current all;' | grep -i UseDepot
DATABASE | UseDepotForReads | 1
DATABASE | UseDepotForWrites | 1

YOI TF—20O—F (A7 3V)

CDT—EN—%Z2T7AMRICERAL. HIRI 358 YO TUNT—2ZT7 A MBICCOT—EZAN—2XIZO
— RTEXY, Verticallld. FVertica/ — R D [lopt/vertica/examples/VMart _Schemal/l IZH 3> FILT
—&Zty FVMarthMIBL TWE T, COY Y FILT—REy FOFEMICOWLWTIZ. Z8RLTLIETWVW T
55z CEBLLZTV,

YU TIINT—R2%20— RT3 ROFIEZXRTLET,

1. WIhbdVertica/ — RiZdbadminz L TOY 1 >~ L £ 9, cd/opt/verticalexamples/VMart _Schema/

2 Y TINT—E%TFT—ER—X|ICO—R L. FlEcedTFOY T rHRRRINIESET—ER—ID/NAD
—READLET,

a. lcd /opt/verticalexamples/VMart _Schema's CAHILET
b. T /vmart_gen]

c. vsgl <vmart_define_schema.sql

d. Tvsql <vmart_load_data.sql]
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ElEE e

Fi#& IStorageGRID B K VEIKDFHEES &K MEEICHEBEL TLWE T,

Ei=Pan

grok/NE —> TEBINDERDEWICE D, 220V FILN—-J 3 VMR EIhEF T, +7c x

I&. Logstashi%E 7 7 1 JLDSYSLOGBASE grok/\Z—>Tld. 1 X b—=)LETNTL\BLogstashd/\—
IVICE>TT A —ILREDELBD X7,

match => {"message" => '<%{POSINT:syslog pri}>%{SYSLOGBASE}
% {GREEDYDATA:msg-details}'}

* Logstash 7174 > )L*

Field Value
¢ _id FCI1MaYEBRHBUBTKRI1sE
t _index sgrid2-2622 .86.15
# _scare =
t | _type _doc
[ @timestamp Jun 15, 2822 @ 17:36:46.838
t host grid2-sitel-s’
t [logsource SITE2-51
t msg-details Reloading syslog service
t pid 628
t [program update-sysl
t ;yslﬂg_pri 37
t [timestamp | Jum 185 27 :36:46
AJ X% 2823 >7)L
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Table

JSON

Q) Search field names

Actions Field Value
ooo B _id yUuhOiIEBVPEKX4EwWqeyU
o _index[:? sglog-2822.86.21
ooo # _score
oo i @timestamp Jun 21, 20822 @ 18:87:45.444
oo t event.original <28=Jun 21 22:87:45 SITE2-53 ADE: syslog messages being dropped
oo t  host.hostname SITE2-S3
ooo t msg-details syslog messages being dropped
LL] { | process.name ADE
oo t|syslog_pri 28
oo t timestamp Jun 271 22:87:45
* FE~

1L AYZA=ILENTWVWBRTILIN= 3 VICEDSVWT, BREShIEY Y TIVERRLET. Y27

« 7 #I)LAICI3 Logstash configtt > FIL A2 DF £FMN T UL\ X I sglog-2-file.conf : Z DIERL 7 7 1 JLIE’
T—RZH%1TH T ICLogstash LD 7 7 1 JLICStorageGRID 0% « X vt —C%#HAOLEFT O
BExFH Y 5 . Logstashh'StorageGRID X vt —CHZELTVWB I 2B LT:

D. StorageGRID OJ /N2 —>%IBfELT-D TE £, +sglog-2-es.conf: *C DL T 71 )LIF. &
FZFEBRNEZ—2% T )LE%EFEHAL TStorageGRID O Xyt —%#FHLET, ZOFICIE. /X
A= FLIETAIINRICEDVWTXyE—2%2 ROy FTB3DROPAT— XY EHEEFNTULE
To AT VI RAEERT B T-DICH SIH ElasticsearchiCXEINE T, +7 71 ILADIERICRES
T, BRLIEEBHE 7 7ML ZHRARZTAXLET,

AAZIIAXLIRER T 7AILETAMLET,

/usr/share/logstash/bin/logstash --config.test and exit -f <config-
file-path/file>

RENDEREDITHRDITICUTVBIZE. BT 7 1IILICBX IS —EHD A

[LogStash: :Runner] runner - Using config.test and exit mode. Config
Validation Result: OK. Exiting Logstash

HRAZ A X ENT=conf7 7+ JL % Logstasht} — /N Dconfig:/etc/logstash/conf.d+IC JE— L &
9 /etc/logstash/logstash.yml Tconfig.reload.automaticZ B%hIC L TLVR WIS E 3 Logstash—E X %
HiEEL £ 2NUNDZEIE. RED) O— FERIBBTZ0Z[/HEF T,
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10.

grep reload /etc/logstash/logstash.yml
# Periodically check if the configuration has changed and reload the
pipeline
config.reload.automatic: true
config.reload.interval: 5s

Ivar/log/logstash/logstash-plain.log%z F#58 L. LogstashZ ¥ L LWERE 7 7 1L TR T ZEICT S —H
BWI MR LED,

TCPR— AR EN. VR LTWB L ZHERT %o +ZDAITIE. TCPR— F50000MERA TN
TWET,

netstat -ntpa | grep 5000
tcpb 0 0 :::5000 388%
LISTEN 25744 /java

StorageGRID Y% — ¥ GUIN'S. OF X wt—T % LogstashiZixE T B & S ICHEBsyslogt — /%
RELFT, ZBRLTKEIVW'TEET A" ZBRLTIIZEU,

- EEEINITCPR— bADStorageGRID / — R #5FA] ¢ 5 1Cld. Logstashtf—/NETT7 7477

F—IIEREXTISENICTEIHREN DD T,

Kibana GUIN' 5. [Management]—[Dev Tools]Z &R L £9 . ConsoleX— T, XDgetIX > K &EE
7L T\ Elasticsearch LICFTL WA > T v I XAPMEETNTWVWB e ZzfERL £,

GET / cat/indices/*?v=true&s=index

Kibana GUIN' 5. FE5|/N\2—> (Elk7.x) F=ld3T7—42E 21— (Ek8x) Z{ERL F 9,

Kibana GUIN'5. EEBHRICH B1EFKEAR Y 7 XIC Tsaved objects] CANLEFT, +[REBFHA TS
THRR—IT, [ V= FEBRLE T, [1VR— A S 3T, BABICFISa V%S
KzBRLET,


https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
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https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396
https://www.netapp.tv/details/29396

Import saved objects

Select a file to import

&y
Import
Import options
o Check for existing objects ®

Automatically overwrite conflicts

%Requesr_ action on conflict
—

Create new objects with random IDs @

elk <version>-query-chart-sample.ndjsonz 1 > R— L £ T, +HEZRRT DL OKRDSNT5.
FIEBS TR LTcA VT v I RNE =2 F 3T —2E 2 —%FRLE T,
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Import saved objects

€ Data Views Conflicts

The following saved objects use data views that do not
exisl. Please select the dala views you'd like re-associated
with them. You can create a new data view if necessary.

D Count Sample of aff... New data view
594f91a0-

d1892-11ec-

b30i- 2 sglog
09f67aedd

ds

B0cf3620-

e5fa-11ec-

afvy1- 1 sglog W
Bi6e9B0dBe -
b0

RODKibanaZd 72U bHA VA R—bENET, *2 T 1J* audit-msg-s3rq -Im+* bycast log s3BIEX vtz
—J+* loglevel warning & 7=z dabove * failed security event +* Chart ** s3Ek#bycast.log * HTTP status
code +* audit breakdown by type +* average s3jt& LEEDI Z 7 Z@FH L. B4 v 27R— F+*S3
gfﬁg\‘y‘QJﬂ‘:— I\“o

N T. Kibana%Z & L TStorageGRID OJ 0th%E RT3 E I TE £ L1

ZFOMD)Y -2
* "syslog101"
"IN RR YT EIETE DY
* "grok/N\Z—>1) A k"
* "¥0EEIT DLogstashH 1 K: Grok"
* 'O X2 aDEBEBBT AR syslogDEFHA"
* "Kibana#i 1 F-RFa XY rZBRL T IV
* "StorageGRID BEEOJ X wE—J U T 7LV XTY"
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Prometheus ¢ Grafanaz £ L TIEEDRGFZILERLEF T

DT =AILLER—FTlX. ANEBDPrometheustt —E X &K UGrafanatr —E X
TNetApp StorageGRID 11.6%Z5&E T 255 LLWFIEZERAL £

IEC®IC

StorageGRID &, PrometheusZ [ L TiEBEZREF L. #HAAADGrafanay v > 27R— R TIN5 DIEE
ZREILLE T, PrometheustBiEICIZ. V517V N7 O REREEREL. FBESNLISAT VR
MDPrometheus 7 7 € X BMIC S 3 Z £ T. StorageGRID 'SR LICTIV/ERATE 9, BHE. CDIEIET
— A DFFPRIIEE ./ — ROA ML —VREILL>THRTINATVWEYT, CNHDBIZEOHIEZII TN
7-aRbZRIR T 37012, #1L UL Prometheustt —/N & Grafanatf — /N8 A L. FTLWLWH—N
TStorageGRIDWebscalef Y X2V AW SIBIZER XUV SEV T TBLIICKREL. EBERIEIZEERFERA LY
woaR—REZBELET, TIESTNTPrometheusiBiZDFM% FESETE £ "StorageGRID @ K& 2 X
>k

Prometheus* 7 x5 L —>3>93%

SR D

C DfITIL. StorageGRID 11.6./ — K X Debian 11— /XD IR TORET> V& FEAL £J, StorageGRID
BIEA VA —T 21 U, RRATNTULBEEINICATERHENRESNTVET, COFT

|&. StorageGRID < X 7 Ls*¥°Debian Linux® 1 > X k=)L E&EIFITHONEHE As Prometheus & GrafanaT
HR—bEINTWVWSE. FEODLinUXxZ L—/N\—ZFERATEF XY, Prometheus Grafanald¥'5 5%. Dockerd
VT V=ZHBBEIR, FEEOAUNAILBHFONAFIELTA VA M=ILTEXT, COHIT

I&. Prometheus/\-f 7 1) ¥ Grafana/\-1 1) DE 5 Z[E CDebianty —NICE#HZ A VX h—JILLE T, hoE
KRR A VA M=ILFIEZA T >O— KR LTEITLET https://prometheus.io & K T https://grafana.com/
grafana/ €€ 1.

Prometheus” 51 7 > k72t X AI_StorageGRID Z:XE S %

StorageGRID IDICH&#IE LT UL B PrometheustBiZIC 7V R §3ICIE. MEBERBEFRLTI 17 > NIERE
EERFELE Ty TO-RL. 951472 bOERZEMCTIHENHD £J, StorageGRID EIE1 >~
R—T A RICIFSSLEFFAENMNET Y, CDIFAZEIX. EFETN/CAIZK o> TPrometheustF—/NIC &k o T
FEINTVED. BEELHINTVABRIIFHTEEINTLIRENHD X9, FMICOVLTIE. =&
LT TV "StorageGRID D RF 2 X > k'

1. StorageGRID BIE1( > X —7 21 ADETFIZH 3 Tlconfiguration] ZFEIRL. 2EBBDHICH S T
Security] T TCertificates; Z2Jv oL %7,

2. GEREIR—C T 17> MR TZ&ERL. [BMAE>ZoUv I LET,

3. POV REHATZIT4T7> bD&aIEIEEL. COHMRAEX#FEHALF I, TlAllow Prometheus] DI
@ Permissions) DAY I X% 1)w2o L. [Continues RE>Z20) v L%ET,
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Add a client certificate

- '__-“. - a 1
o Enterdetails ——— (2) Enterdetails

Certificate details
Certificate name @

prometheus

Permissions

Allow prometheus @

4. CAZLZIFRAEN H B3B8 1F. EEAZED 7Yy 7O—RIDSTAREVEBIRTET E I, COBEEIE. [EE
BEDERD T A RE >V EFEIRL T, StorageGRID B' IS4 7> MERZEZEMTEDILSICLE
To ANNTBBAET 4 —ILRBRREINET, V547> bH—/NDFQDN. H—NDIP. 4%, BxH
Mz ANTILET, TERMI RE2>ZIVvILET,
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Add a client certificate

Certificate type

Upload certificate @ Generate certificate

Domain name @

prometheus.grid.local
Add another domain

P

192.168.0.10
Add another IP address

Subject ©

,l'CN=F'mme!heu5i

Days valid @

730

Generate i

Previous

Be mindful of the certificate days valid entry as you will need
@ to renew this certificate in both StorageGRID and the Prometheus

server before it expires to maintain uninterrupted collection.

. EEBAZDPEM7 71 )L EMRBOPEM 7 7 M IILEZA o >O—RKRLET,
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Generate

Certificate details i
Download certificate | Copy certificate PEM

Subject DN: JCH=Prometheus

Serial Number: T2DEEDT:04:CC4F 29 66:08:-CA:53:24: T9: 1B:09:45: 3B C:56

Issiner [¥N: {CH=Prometheus

Issued On: 2002-08-23T17:54:33. 0002

Enpires On: 2024-08-21T17:54:33.0002

SHA-1 Fingerprint: FAT:6E:FDET:DE:52:ETREESDA-AADF BD:45:94.04:53:47:1E
SHA-256 Fingerprint:  T4:23:C2:02:3A D908 COEE:CL-FASS A TCAE 1 8AR:BO: T D2 L3 LF 3 ERAF BFAF 9ECT.00.CHFAET

Alternative Names: DNS:prometheus.grid.local
IP Address:192. 168,010

Certificate private key @

A Youwill nat be able to view the certificate private key after you close this dialog. To save the keys for future reference, copy and paste
the values to another location.

Download private key | Copy private key

=———BEGIN RSA PRIVATE KEY
MITEpATBAAKCAQEAIbTCYIEpMWPKS ritVpMkmIDKLT jaTHIertq23VeAMLwxz Lall

e T Pl BT W P T FE Ll T F e B AR P AT e i Pl T T E R AS A -

(:) This is the only time you can download the private key, so make
sure you do not skip this step.

Linuxt—/\TPrometheus- > X b — )L % %45

Prometheus% 1 > X b — )L BHIIC. PrometheusI—H T4 LI MNUIBEZEAL TBREZ#fHEL. B2
DISNBFIOREZREL £,
1. Prometheus1—H' % {ER L £,

sudo useradd -M -r -s /bin/false Prometheus

2. Prometheus. 754 7> MEERAZE., BIET—X2DT o LU MU EERL £,

sudo mkdir /etc/Prometheus /etc/Prometheus/cert /var/lib/Prometheus

3. Fhidextd T 7 A IS AT LATDOA M) I RBEDIDICHERTBZT 1 RV Z2T7+—Xv b LF LT

mkfs -t ext4d /dev/sdb
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4. ZOH . Prometheus®dmetricsT 4 LI FJICT 7AIL AT L%EI D M LELT

sudo mount -t auto /dev/sdb /var/lib/prometheus/

S. BT —RIERTZT 4 RA7DUUIDZEEIEL X9,

sudo 1ls -al /dev/disk/by-uuid/
lrwxrwxrwx 1 root root 9 Aug 18 17:02 9af2cba3-bfc2-4ecl-85d9-
ebab850bb4al -> ../../sdb

6. Jetc/fstablc T R ZEBMLTIY UV bE D T — FEH/dev/isdbDUUIDZEFEARAL TR T LSICLE

ER
/etc/fstab
UUID=9af2c5a3-bfc2-4ecl-85d9-ebab850bbdal /var/lib/prometheus ext4
defaults 0 0

Prometheusz 1 > X b—J)LLTHET S
NTH—NOERBMNTETE LT PrometheusD1 > X b—JLZRBLT. Y—EXZRETTEI,

1. Prometheust X b=I)LIN\wrr—S#RELET

tar xzf prometheus-2.38.0.linux-amd64.tar.gz

2. )N\ F 1) % Jusr/local/binic AE— L. BIDOFIETIER L7-Prometheus1—HI|CFAEEZZEL XY

sudo cp prometheus-2.38.0.linux-amd64/{prometheus, promtool }
/usr/local/bin
sudo chown prometheus:prometheus /usr/local/bin/{prometheus, promtool}

3. AV —IILS+a4 T35 %&/etc/lPrometheusic AE—L ¢

sudo cp -r prometheus—Z.38.0.linux—amd64/{consoles,consoleilibraries}

/etc/prometheus/

4. LIFiiCStorageGRID 54 U > O— R Lo 54 7 > NERZ C BZBHEOPEM T 7 1)L
% letc/prometheus/certsiC AE—L £

5. PrometheusisZEYAMLT 7 1 ILZ{ERR L £
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sudo nano /etc/prometheus/prometheus.yml

6. ROWEBEZW/ALE T, PaTRICIF. FEDOELFIZIEETCETE T, ltargets : [ ZBE/—K
DFQDNICEE L. EFHECHWEBRO T 71 IILR2ZEE LTIHEIE. tis_configt o> 3>z E#HL T—
TETLKETV. RIS, 7701 ZREFELET, JUY REEBAVZ—TJ 1A XA TEBCELIHAEZFH
LTWBIHEEIE. SEAZEZ AV O— R LT—ROABIDY 517 > MEEAZICEM L. tls_configz o >
3 >add ca_file : /etc/prometheus/cert/Ulcert.pem|iCi&#IL £ 9

a. ZOHITIE. alertmanager. cassandra. node. & & UfStorageGRID TiRF 2 I N TDIEEZUEL
TWE T, PrometheustBIZDFFMICDOWVWTIE. ZBBL T TV "StorageGRID D RF 2 X > k'

# my global config
global:
scrape interval: 60s # Set the scrape interval to every 15 seconds.

Default is every 1 minute.

scrape configs:
- job name: 'StorageGRID'
honor labels: true
scheme: https
metrics path: /federate
scrape interval: 60s
scrape timeout: 30s
tls config:
cert file: /etc/prometheus/cert/certificate.pem
key file: /etc/prometheus/cert/private key.pem
params:
match[]:
'{ name =~"alertmanager .*|cassandra .*|node .*|storagegrid .*"}'
static configs:

- targets: ['sgdemo-rtp.netapp.com:9091"]

Ty REERAVZ—T7 1/ ATEHCELRASMERATN TV SIEEIE. (AEZX Y >0
—RLT—REORRITI 47> MEAZICRINL T, tis_configt o> 3T 547>
hEERRE C MERBDITO LICAERRZE ZEBML £ 9

®

ca file: /etc/prometheus/cert/Ulcert.pem

1. PrometheusID IR TD T 7ML T o LT M DPFRABIEL . Ivar/lib/prometPrometheus 1—H ADFRE
¥ZZETD
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sudo chown -R prometheus:prometheus /etc/prometheus/
sudo chown -R prometheus:prometheus /var/lib/prometheus/

2. /etc/systemd/system|i_Prometheustt —EX 7 7 1 ILZER L £

sudo nano /etc/systemd/system/prometheus.service

3. mDITEIEAL £9, --storage.tsd.dretentiontime=1y# & WS X b U v 4 T — X O FRFH B £1F 2
F9, /e AL—CVOHRIRBICESVWTHRFHHEBZRET 215 86 b
--storage.tsdb.retentionsize=300GiB#%= T2 HTEF X T, EEOFREFLRETITZDIE. CDIF
PRI TY,

[Unit]
Description=Prometheus Time Series Collection and Processing Server
Wants=network-online.target

After=network-online.target

[Service]

User=prometheus

Group=prometheus

Type=simple

ExecStart=/usr/local/bin/prometheus \
--config.file /etc/prometheus/prometheus.yml \
--storage.tsdb.path /var/lib/prometheus/ \
--storage.tsdb.retention.time=1y \
--web.console.templates=/etc/prometheus/consoles \

--web.console.libraries=/etc/prometheus/console libraries

[Install]
WantedBy=multi-user.target

4. SRF LAY —EXZDO—RLTHFLLVPrometheustt—EXEZEFRL FT, EDE. Prometheusthr—E
2B LTEMILETD,

sudo systemctl daemon-reload
sudo systemctl start prometheus

sudo systemctl enable prometheus

S. H—ERNERICKITENTVWE 2R LEFT

sudo systemctl status prometheus
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® prometheus.service - Prometheus Time Series Collection and Processing
Server
Loaded: loaded (/etc/systemd/system/prometheus.service; enabled;
vendor preset: enabled)
Active: active (running) since Mon 2022-08-22 15:14:24 EDT; 2s ago
Main PID: 6498 (prometheus)
Tasks: 13 (limit: 28818)
Memory: 107.7M
CPU: 1.143s
CGroup: /system.slice/prometheus.service
L—ca98 /usr/local/bin/prometheus --config.file
/etc/prometheus/prometheus.yml --storage.tsdb.path /var/lib/prometheus/
--web.console.templates=/etc/prometheus/consoles --web.con>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.510Z caller=head.go:544 level=info component=tsdb
msg="Replaying WAL, this may take a while"

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:615 level=info component=tsdb msg="WAL
segment loaded" segment=0 maxSegment=1

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:615 level=info component=tsdb msg="WAL
segment loaded" segment=1 maxSegment=1

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:621 level=info component=tsdb msg="WAL
replay completed" checkpoint replay duration=55.57us wal rep>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8317Z caller=main.go:997 level=info fs type=EXT4 SUPER MAGIC
Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.83172 caller=main.go:1000 level=info msg="TSDB started"

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.831Z caller=main.go:1181 level=info msg="Loading
configuration file" filename=/etc/prometheus/prometheus.yml

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.832Z caller=main.go:1218 level=info msg="Completed loading
of configuration file" filename=/etc/prometheus/prometheus.y>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8327Z caller=main.go:961 level=info msg="Server is ready to
receive web requests."

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8327Z caller=manager.go:941 level=info component="rule

manager" msg="Starting rule manager..."

6. Prometheustt  —/NQUIC T VX TE 3L SI24 D £7 http://Prometheus-server:9090 & & fUI%E B
LT<fizan
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http://Prometheus-server:9090

9 Prometheus Alerts Graph Status- Help

B Use local time @ Enable query history ® Enable autocomplete

Remove Pane

Add Panel

7. TStatus)] Z—%"v kDPrometheus TERE L 7=StorageGRID T RARA Y FDRAT—R X% MHRTE X
+

9 Prometheus Alerts Graph Status~ Help

Runtime & Build Information
Targets
TSDB Status
Command-Line Flags
Al Unhealthy Collapse Al v
Configuration
Rules
Targets

- Service Discovery
Endpoint

9 Prometheus Alerts Graph Status~ Help

Targets

Al Unhealthy Collapse All

show less

Last Scrape
Endpoint State Labels Scrape Duration  Error

up instance="sgdemo-rtp.netapp.com:9091" 43.396sa 280.876ms
match[]="{__name__=~"alertmanager_~|cassandra_"|node_"|storagegrid_""}" job="StorageGRID" go

8. [JFTIR—IUT, TRAMIIVZETL. T—EHERBICRILAEYTEINTVER L ZHRTE X
o T zxIE. 2T ) /N—IC Tstoragegrid_node name utilization _percentage] ¥ AN L. R{THREZ V%
7w LFET,




9 Prometheus #

B Use local time &
Q  storagegrid_node_cpu_utilization_percentage Execute
Table

< >
storagegrid_node_cpu_utilization_percentage{instance="TD-SG-Adm01", job="node", node_id="fc1f00fc-d148-42b6-b9c4-72b34c2cd0c3", site_id="a3d223fd- 3.4062500000005547
cc25-4255-8987-771e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-5G-GW01", job="node" node_id="97b62a35-c5f0-4ccd-alf8-24e6ddfc770b" site_id="a3d223fd- 3.264583333336901
cc25-4255-8987-771e724B8ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG-SN01", job="node", node_id="17bal4f4-53fc-44fd-alcc-96d2525c31db", site_id="a3d223fd- 12.99166666666641
cc25-4255-8987-771e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG-SN02", job="node", node_jd="b4343{55-16fd-4471-993c-1cd749867718", site_id="a3d223fd- 14.618749999999494
cc25-4255-8987-771e7246ad35", site_name="Terald

storagegrid_nod utilization_percentage{instance="TD-5SG-SN03", job="node", node_id="77313bb8-0300-45af-b748-98cd128dd39d", site_id="a3d223fd- 10.620833333423812
cc25-4255-8987- 24B6ad35", site_name="Tera01"}

Add Panel

GrafanazZ 1 > X +F—)LLTEHRELET

Prometheush 1 > XA b—JLENTHEEREL 7=D T, Grafana®1 > A h—JLEA v a7 R— ROHREIEAFT T

GrafanaD 9

1. GrafanaDBRFD I VA —FSA XTI T4 a>E1YAM—ILLET

sudo apt-get install -y apt-transport-https

sudo apt-get install -y software-properties-common wget
sudo wget -g -0 /usr/share/keyrings/grafana.key
https://packages.grafana.com/gpg.key

2. BERV ) —ZBICROV RS M) ZEBMLET,

echo "deb [signed-by=/usr/share/keyrings/grafana.key]
https://packages.grafana.com/enterprise/deb stable main" | sudo tee -a

/etc/apt/sources.list.d/grafana.list

3. URI U ZEML %,

sudo apt-get update

sudo apt-get install grafana-enterprise

4. systemdty—E X% 1) O— R LTH L L\grafanath —EXZZF{RL £9, KIZ. Grafanatr—E X =RHIEL
TEMICLEFT,
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sudo systemctl daemon-reload
sudo systemctl start grafana-server

sudo systemctl enable grafana-server.service

S. Grafanah'f Y A F—=J)LENTEITIND LSO £ LTce TS THTHTTP | //prometheus-server
:3000IC 7RG B L. GrafanaD O 1 O R—IHBRREINE T,

6. FT7 A FDOOYA I LT VY vilidadmin/ adminT®H 0. HLWISRT— REBERI N L SICRTE
TEBENHD ET,

StorageGRID (CX}I5 L 7=Grafana% v > 2 R— RZ{ER L £

GrafanaZ Prometheush' 1 Y XA b= ILENTEITINTVWBIRET, 7—2YV—XEZERLTH v aR—K
EERETIECT. COOFEETARBMARELET

1. ERlORA > THERIZERRAL. [T—32Y—XZBIRLT. [T—F2Y—XDEBMAREZ>E2O) v LE
¥

2. Prometheusld. BHOARDHZT—XY —AD1DTT, BEINTULRWESIZ. BE/N—
T Prometheus] 8 EL X9,

3. Prometheus{ > X2~ ZADURLYE XU S E > EkE%ZPrometheus DREIFRE — T 5 & SICASL

T. PrometheusY —X%ZREL F I, PrometheusT7 T — hIRX—JvERELAD S0, 75—
o arbEMICLEL
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tit Settings

Prometheus

HTTP

URL
Access
Allowed cookles

Timeout

Auth

Basic auth
TLS Client Auth
Skip TLE Verlly

Forward DAuth ldemity

Custom HTTP Headers

+ Add header

Alerting
Manage slerts via Alerting Ul

Alsrimanager dats source

Scrape interval
Query timeout

HTTP Mathod

htip:/flocalhost:9090

Server (default)

With Credentiats

With CA Cert

Dafisult

- BROREZANLIES. FICRIZO0-LLTFERELTTRAMNZIUY I LET,
- BRETARERBICET L1250 [EXPLORIRZ>%Z I w I LET,

a. TfAZ&E| U+ > RUT. PrometheusT lstoragegrid_node namel ICXLTTFRX MLz DEREILEE
EZzFEHRAL. TRunquerys REa>xoUwoLEd




L

6. 7—HY—XEZRELS. Xy aR—RzERLET,
a. EIORA TRy arR—RZEBAL. +#HLVLWA YD aR—RZ#ERLET,

b. TERENXILZEM Z:&RLEFT,
C AMUYIZEFERLTHLUOUNRILZRELET, HS5—E [lstoragegrid node names Z{FEHAL.

NRILDEA RMILEAS L. TEBIC TOptions] ZEREAL TAAIZ D AR LIZEEL. [ { {instance
P 1 EAALT/—R&EEEHZELE T, BRAIDARC > D TStandard options] set "Unit; % Misc-
100%] ICRRELE T, [ERZIZVYILT. NI ELA YD aR—RICREFELE T,

.{- MNew dashboard F Edr Panat




7. REBEREECCICCDESBR Yy a2 h—REBRLEITZ B TETEIH. F&EICH. StorageGRID
ICIFR Y aR—RATTICBEINTED. AREZLA YD aR—RICOE—FB3CNTEEFT,

92

a. StorageGRID B2 VA —T7 14 ADERIDRA VT, [HAR—FEFRL. [V=ILFIDTBICH B[

BiRlE Uy I LET,
b. {EIZAT. FROFIDERICHS Ty R VY IZBRLET,

[t

T Metrics

Ancess charts and matnics to help roubleshoot Hsues

Mrgey e Promet R UT wseng The link belove. You e B2 wigned knio the Geid Managie

i

Shoign pels
Ernusrg coding Borems the Grafana dashboassds useng Tha links bakow. You mend e signed n tothe Grid Manager
Akzrigr ghido

Brpan S -

Eliperd ~riadots lechup A — al

COHFIGURETION

WARIHTTHANTE

LT

amiwthoun in am opea-souris inolkid for goectieg mebics The Prometheus siedacn allows you b query the curimnt value of metio sad 15 vie

o cHartn of tha vl ues over e

Gratans b epenwuets softwies lof meties visuallastion. The Grelees isterlace provides pre-conmimucted deabbes idy ik contein grapha ol wmgoetant metra vilued gy tine

c. J)wRA v aR—R T, [Storage Used - Object Metadatal /NRILZEIRLE T, XZa—% K
Ay 7RI 2T 3ICE NRILZA FILONEBRTESRNEKREZI )y I LET, COAXZa—

H5 Tnspect) £ TPanel JSSONJ %#3&RL £7,

d JSONO—FRZIE—L T4 RIZBRALE T,



Inspect: Storage Used - Object Metadata

Salact source

Panel JSON

"aliasColors"™:

“"datasource":
"decimals": 2,
*fitL": 1,
“fillGradient™: @
“gridPos": {

"legend”: {
"avg": Talse

“current"

"values™:
|
"lines™: true,
*linewidth": 1,
“links": [],
*nullPointMode":
“options™: {
"alertThreshold"
}e
"percentage™:
“pointradius™: °f
"polints™:
"renderer":
"seriesOverrides":

i

e FHLWA YL aR—RFRT, 74320y I LTHRLLUNARILZEMLE T,
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thi+

Add panel

f ZEZMATICHLOARILZERLEY

9. StorageGRID /X)L [E#kIC. JSONZREFEL £ 9. JSONI— RZ I THIPRL. StorageGRID /X
DS IE—LIcO—RICEESHRE T,

h- FHLWARILZRET 2. GAIC 171 REVZETBITXAvE—IHRFENET, REV%E
Uy LT, BRIRZ>Z7)vILET,

Sravige Lned - Doject Metndats




8. IRTONFRILZFEDUBICEEL. BEIISLTHEHLIES. BEOTAXOT7ra>%20 Uy oL
TRy aR—RFzREL. BEIZHITET,

Epat))

HRARZIA AOJRER T — R RIFHEEE X b L —UBEZ R f-Prometheus —N\ZEAL F L7, £D7:
. ERICRLEEMHOFEWVERZFER L THBDA v a2 R—FZBRLEITZENTETET, TPES
N 71zPrometheus}stRDEFl % MEEE TE 9 "StorageGRID D FF 2 X > k%

TAOYISAVE

Datadog SNMP#&h%
StorageGRID SNMPX kR & b 5w FZUNET B & S iZDatadogZ B L £,

Datadogz &AL £ 9
Datadogid. X KU TR, EZaT754E—>ar. 75— b 2RMET2BEREREKE T, RDER

I&. StorageGRID ¥ X7 LD O—AJLICEE I N 7zUbuntu 22.04.17RF X b EDLinuxI— x> b= 3
JTABATREINE LT

StorageGRID MIB7 7 1 JLH 5 £ S Nf-Datadog 7O 7 7 I ILE LV v T T 7 1)L

Datadogld. H@EMIBT 71 ILZSNMPX vt —2 DY w E > JICdE % datadogB R 7 7 1 ILICEHR T 25 4E
ZIRMLET,

ROM o7t RIcHE > TER T N/cDatadog b v 7R v E > J BHD Z DStorageGRID YAMLZ 71 )L "
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c RSy IYAMLT AL EA T Y O—RLET" [+
° * MD5F T w75 Ls* 42627e4210719945a46172b98c379517LAB%

° * SHA256F T v 7 1 L.* d0fe5c8e6ca3c902d054f854b70a85f928cba8b7¢76391d356f05d2cf73b6887
LAB%

ROM o7t BIcHE > TEM T N/zDatadogX k) 7 X< w E>VJB®D Z DStorageGRID 7O 7 7 JLYAML
T7AIL"CE6% BRIV +ZD 7T 71 )% letc/datadog-agent/conf.d/snmp.d/profiles/+ICERE L £ ¢

*"FOT77AIYAMLT7 71 )L >O—RLES"[+]
° * MD5F = v 7 1 LL,* 72bb7784f4801addade0c3ea77df19aa+
° * SHA256F T v 7t LL* b6b7fadd33063422a8bb8e39b3ead8ab349ee0229926eadc8585f0087b8cee+

% 1~ ZSNMP Datadogih

XMy I DSNMPDRREIF. 2DDHETEERTEE Y, BEFRHEER E?‘étdi\ StorageGRID < 2 7 Ly
EBEUCRYNT—UT7RLAGEHEZEET S, B L2 DTN ADIPEERLFT, REDFFAIE. REA
RICE->TERDFY, BFELEIF. datadogT— > FOYAMLT 7 '()L’CE%*TLi?o AN ORANTRAN
1 AEZEIE. SNMPFHREYAMLT 7 1L THREINE T, UTFIC. [ELStorageGRID & X 7 LDENENDHF
ZmRLET,

BERE

X E |3 /etc/datadog-agent/datadog.yamliCdp D £ 9

listeners:
- name: snmp
snmp listener:
workers: 100 # number of workers used to discover devices concurrently
discovery interval: 3600 # interval between each autodiscovery in
seconds
loader: core # use core check implementation of SNMP integration.
recommended
use device id as hostname: true # recommended
configs:
- network address: 10.0.0.0/24 # CIDR subnet
snmp version: 2
port: 161
community string: 'stOr@gegrid' # enclose with single quote
profile: netapp-storagegrid

@ <2 DTN R

/etc/datadog-agent/conf.d/snmp.d/conf.yaml
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init config:

loader: core # use core check implementation of SNMP integration.
recommended

use device id as hostname: true # recommended
instances:
- ip address: '10.0.0.1'

profile: netapp-storagegrid

community string: 'stOr@gegrid' # enclose with single quote
- ip address: '10.0.0.2'

profile: netapp-storagegrid

community string: 'stOr@gegrid'
- ip address: '10.0.0.3'

profile: netapp-storagegrid

community string: 'stOr@gegrid'
- ip address: '10.0.0.4'

profile: netapp-storagegrid

community string: 'stOr@gegrid'

k5w FDOSNMPERE

SNMP k5 v 7D#ER%Ix. datadogt&RYAML 7 7 - JL/etc/datadog-agent/datadog.yaml TEFEINTWVWE T

network devices:
namespace: # optional, defaults to “default”.
snmp_ traps:
enabled: true
port: 9162 # on which ports to listen for traps
community strings: # which community strings to allow for v2 traps
- stOr@gegrid

StorageGRID NDSNMP:%E

StorageGRID >~ X7 LDSNMPI—> 1 > k&, [Configuration]® 7 M[Monitoring)¥ic#® D £9, SNMPZH
Mol BDEBBRZANDLET, bTy TZEBRT 3551, [Traps Destinations]Z#ER L. ~Z v T8
FaEEDatadogT—> Y MR MDEEEIEFR L £,
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SNMP Agent

You can configure SNMP for read-only MIB access and notifications. SNMPvl, SNMPvc, SNMP3 are supported. For SNMPY3, only User Security Model (LISM)
authentication is supported. All nodes in the grid share the same SNMP configuration,

Enable SNMP @

System Contact @
System Location @ lab

Enable SNMP Agent Notifications @
Enable Authentication Traps @  [_]
Community Strings

Default Trap Community @ stOn@gegrid

Read-Only Community @

String 1 stOr@gegrid +
Other Configurations
Agent Addresses (0) USM Users (0) Trap Destinations (1)
4 Create |
- - J
Version Type Hast Part Protocol fl:d::munltyfu ™
~— : Delault Comminity:
| SHMPVIC infarm 10,193,532 241 51632 upe siovigegrid
e -t
TOyos4M4VE

rcloneZ{EMA L T. StorageGRID LA T T +%#
7. PUT. B&UVHIBRLEXT

rcloneld. SIMBADEKRD ATV RSA Y —=ILTISA4T7 > T, rclonez{EHA
L T. StorageGRID tDA T U hF—42%817. IE—. BLUVHIBRTET X

Jo rclonellid. RDFNCTRTESIC. Tpurgel HEEXFEARAL TETHLTHENT Y k
HIBR G BHEEEN S ENTVE T,

rclonex* 1 XA F—)LLTERELET

rclonez 7 —J A7 =3V EEIET—NICA VA M=ILT3ICIE. 56X U >O— R L £ "rclone.org”s
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https://rclone.org/downloads/

YIRS E FIE

1. R/EXRVI) T ZERTTEID. 771N ZFETERL T, rclonetdpl 7 7 1 L ZER L £ J,
2. ZOBITIE. rclonet@Rid ') £— kStorageGRID S3T Y KRR > hD%&HIICsgdemozEERAL £ 9,
a. 5% 7 7 - JL~/.config/rclone/rclone.confZ ERY L & ¢

[sgdemo]

type = s3

provider = Other

access key id = ABCDEFGH123456789JKL

secret access key = 12345678SABCDEFGHIJKLMNO0123456789PQRST+V
endpoint = sgdemo.netapp.com

b. rclone config= RITL X
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#rclones%E

2023/04/13 14:22:45 NOTICE: Config file
"/root/.config/rclone/rclone.conf" not found - using defaults
No remotes found - make a new one

n) New remote

s) Set configuration password

g) Quit config

n/s/aq> n

name> sgdemo

Option Storage.

Type of storage to configure.

Enter a string value. Press Enter for the default ("").

Choose a number from below, or type in your own value.
1 / 1Fichier

\ "fichier"

2 / Alias for an existing remote
\ "alias"

3 / Amazon Drive
\

"amazon cloud drive"

4 / BAmazon S3 Compliant Storage Providers including AWS,
Alibaba, Ceph, Digital Ocean, Dreamhost, IBM COS, Minio,
SeaweedFS, and Tencent COS

\ "s3"
5 / Backblaze B2
\ "b2"
6 / Better checksums for other remotes
\ "hasher"
7 / Box
\ "box"
8 / Cache a remote
\ "cache"
9 / Citrix Sharefile
\ "sharefile"
10 / Compress a remote
\ "compress"
11 / Dropbox
\ "dropbox"
12 / Encrypt/Decrypt a remote
\ "crypt"
13 / Enterprise File Fabric
\ "filefabric"
14 / FTP Connection
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15

16

17

18

19

20

21

22

23

24

25

26

27

28

31

32

33

34

35

36

PN N N N U N N N O N N N N N N N - N N N

" ftp"

Google Cloud Storage (this is not Google Drive)

"google cloud storage"
Google Drive

"drive"

Google Photos

"google photos"

Hadoop distributed file system
"hdfs"

Hubic

"hubic"

In memory object storage system.
"memory"

Jottacloud

"jottacloud"

Koofr

"koofr"

Local Disk

"local"

Mail.ru Cloud

"mailru"

Mega

"mega"

Microsoft Azure Blob Storage
"azureblob"

Microsoft OneDrive
"onedrive"

OpenDrive

"opendrive"

OpenStack Swift (Rackspace Cloud Files,

"swift"

Pcloud

"pcloud"

Put.io

"putio"

QingCloud Object Storage
"gingstor"

SSH/SFTP Connection
"sftp"

Sia Decentralized Cloud
"sia"

Sugarsync

"sugarsync"

Tardigrade Decentralized Cloud Storage
"tardigrade"

Memset Memstore,
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37

38

39

40

41

42

43

44

45

PN N N N N N N

Transparently chunk/split
"chunker"

Union merges the contents
"union"

Uptobox

"uptobox"

Webdav

"webdav"

Yandex Disk

"yandex"

Zoho

"zoho"

http Connection

i e ™

premiumize.me
"premiumizeme"

seafile

"seafile"

Storage> 4

large files

of several upstream fs



Option provider.

Choose your S3 provider.

Enter a string value.

1

10

11

12

13

14

/

N 7N N N N N N N N N N N N o

~

Amazon Web Services (AWS) S3
"AWS"

Alibaba Cloud Object Storage System
"Alibaba"

Ceph Object Storage

"Ceph"

Digital Ocean Spaces
"DigitalOcean"

Dreamhost DreamObjects
"Dreamhost"

IBM COS S3

"IBMCOS"

Minio Object Storage

"Minio"

Netease Object Storage (NOS)
"Netease"

Scaleway Object Storage
"Scaleway"

SeaweedFS S3

"SeaweedFS"

StackPath Object Storage
"StackPath"

Tencent Cloud Object Storage (COS)
"TencentCOS"

Wasabi Object Storage

"Wasabi"

Any other S3 compatible provider
"Other"

provider> 14

(0SS)

Press Enter for the default ("").

Choose a number from below, or type in your own value.

formerly Aliyun
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Option env_auth.

Get AWS credentials from runtime (environment variables or

EC2/ECS meta data if no env vars).

Only applies if access_key id and secret access_ key is blank.

Enter a boolean value (true or false). Press Enter for the

default ("false").

Choose a number from below, or type in your own value.

1 / Enter AWS credentials in the next step.

\ "false"

2 / Get AWS credentials from the environment (env vars or IAM).
\ "true"

env_auth> 1

Option access key id.

AWS Access Key ID.

Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default ("").
access key id> ABCDEFGH123456789JKL

Option secret access key.

AWS Secret Access Key (password).

Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default ("").
secret access key> 123456789ABCDEFGHIJKLMN0123456789PQRST+V

Option region.

Region to connect to.

Leave blank if you are using an S3 clone and you don't have a
region.

Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.

/ Use this if unsure.

1 | Will use v4 signatures and an empty region.
\ mwn
/ Use this only if v4 signatures don't work.
2 | E.g. pre Jewel/v10 CEPH.

\ "other-v2-signature"
region> 1
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Option endpoint.

Endpoint for S3 API.

Required when using an S3 clone.

Enter a string value. Press Enter for the default ("").
endpoint> sgdemo.netapp.com

Option location constraint.

Location constraint - must be set to match the Region.

Leave blank if not sure. Used when creating buckets only.

Enter a string value. Press Enter for the default ("").

location constraint>
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Option acl.
Canned ACL used when creating buckets and storing or copying
objects.
This ACL is used for creating objects and if bucket acl isn't
set, for creating buckets too.
For more info wvisit
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-
overview.html#canned-acl
Note that this ACL is applied when server-side copying objects as
S3
doesn't copy the ACL from the source but rather writes a fresh
one.
Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.

/ Owner gets FULL CONTROL.

1 | No one else has access rights (default).
\ "private"
/ Owner gets FULL CONTROL.
2 | The AllUsers group gets READ access.
\ "public-read"
/ Owner gets FULL CONTROL.
3 | The AllUsers group gets READ and WRITE access.
| Granting this on a bucket is generally not recommended.
\ "public-read-write"
/ Owner gets FULL CONTROL.
4 | The AuthenticatedUsers group gets READ access.
\ "authenticated-read"
/ Object owner gets FULL CONTROL.
5 | Bucket owner gets READ access.
|

If you specify this canned ACL when creating a bucket,
Amazon S3 ignores it.

\ "bucket-owner-read"

/ Both the object owner and the bucket owner get FULL CONTROL
over the object.

6 | If you specify this canned ACL when creating a bucket,

Amazon S3 ignores it.

\ "bucket-owner-full-control"
acl>

Edit advanced config?

y) Yes
n) No (default)
y/n> n

106



[sgdemo]

type = s3

provider = Other

access key id = ABCDEFGH123456789JKL

secret access key = 123456789ABCDEFGHIJKLMNO0123456789PQRST+V
endpoint = sgdemo.netapp.com:443

y) Yes this is OK (default)

e) Edit this remote

d) Delete this remote

y/e/d>

Current remotes:

Name Type

sgdemo s3

e) Edit existing remote

n) New remote

d) Delete remote

r) Rename remote

c) Copy remote

s) Set configuration password

g) Quit config

e/n/d/x/c/s/q> g
BEANZI< Y ROF

s N7Tw M EER

rclone mkdir remote:bucket

#rclone mkdir sgdemo : test01

() SSLIFFAE % 18§ 3 UWEH B 318 &1E. —-no-check-certificate f#H L £ ¥

CIRTDONT Y hERR .

107



rclone 1lsd remote:

#rclone Isd sgdemo

CBEONTY MAOA TSI R EIVRXMLET,

rclone ls remote:bucket

# rclone Is sgdemo : test01

65536 TestObject.O
65536 TestObject.l
65536 TestObject.10
65536 TestObject.12
65536 TestObject.13
65536 TestObject.14
65536 TestObject.1l5
65536 TestObject.1l6
65536 TestObject.17
65536 TestObject.18
65536 TestObject.2
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
33554432 bigobj
102 key.Jjson
47 lockedOl.txt
4294967296 sequential-read.0.0
15 test.txt
116 version.txt

O 0 J o U1 W

s N7 v b EHIRR

rclone rmdir remote:bucket

#rclone rmdir sgdemo : test02

ATV EEZTHIL:
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rclone copy filename remote:bucket

#rclone copy ~/test/ testfile.txt sgdemo : test01

* ATV RS

rclone copy remote:bucket/objectname filename

#rclone copy sgdemo . test01 / testfile.txt ~/test/ testfileS3.txt

s ATV hEHIR:

rclone delete remote:bucket/objectname

#rclone delete sgdemo : test01 / testfile.txt

N7y NROA T U FDOBAT
rclone sync source:bucket destination:bucket --progress

rclone sync source directory destination:bucket --progress

#rclone sync sgdemo : test01 sgdemo : clone01 — progress

Transferred: 4.032 GiB / 4.032 GiB, 100%, 95.484 KiB/s, ETA
Os
Transferred: 22 / 22, 100%
Elapsed time: 1m4.2s
(D —progress £ 7cld- PZERAL T, 2R VDETRRZRRLET. ENUADEZE. B
lFdH D FH A

rclone purge remote:bucket --progress
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#rclone purge sgdemo . test01 — progress

Transferred: OB/ 0B, -, 0B/s, ETA -
Checks: 46 / 46, 100%

Deleted: 23 (files), 1 (dirs)

Elapsed time: 10.2s

# rclone Is sgdemo . test01

2023/04/14 09:40:51 Failed to 1ls: directory not found

=0T )=k eAvyTFeTAY - IIAVE
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BADF—RA> bk
StorageGRID

REUDNERIZEIX. StorageGRIDY AT ATA IS 7 FOAVIDEMICHE>TWS I EHERLE T,
EIEUID[Configuration]/[S3][Object Lock]icd 34 T 3 > & FEIRL XY,

Configuration > S3 Object Lock

S3 Object Lock

o 53 Object Lock has been enabled for the grid and cannot be disabled.

Enable S3 Object Lock for your entire StorageGRID system if S3 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this setting is enabled, it cannot be

disabled.

Before enabling S3 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with S3 Object Lock enabled.
It must create at least two replicated object copies or one erasure-coded copy.
These copies must exist on Storage Nodes for the entire duration of each line in the placement instructions.
Object copies cannot be saved in a Cloud Storage Pool.
Object copies cannot be saved on Archive Nodes.
At least one line of the placement instructions must start at day 0, using Ingest Time as the reference time.
At least one line of the placement instructions must be "forever".

NTw b EZBARBONY I 7y TIERT 35EIE. /N7y b DIERLEFIC[Enable S3 Object Lock] % &R L
£9, CNUSEKD. N7y bON—2 3 VEEAREBBNICEMIRD FY, 7720 MrEHARIEVeeam
ICK > THRBICERESIND SO 77 4 bOFRFHHRBIIEMNO X RICLEF T, VeeamTEBEARA D/ Y
7w THMER SN TVLWAWEEIZ. [Versioning] £ [S3 Object Lock]Z &R L A WT L £ T LY,
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Manage object settings optional

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

ﬂ Object versioning has been enabled automatically because this bucket has 53 Object Lock enabled.

53 Object Lock

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use 53
Object Lock, you must enable this setting when you create the bucket. You cannot add or disable 3 Object Lock after a bucket is
created.

If S3 Object Lock is enabled, object versioning is enabled for the bucket automatically and cannot be suspended.

Enable S3 Object Lock

Default retention @

Automatically protect new objects put into this bucket from being deleted or overwritten.

@) Dbisable

Enable

NTy EDMERE NS B LTENT Y FOFHR—JICBEL £, BEMLANILZZRLET,
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Buckets = veeam12
veeam12

Region:
S3 Object Lock:
Date created:

Object count:

us-east-1

Enabled

2023-09-21 08:01:38 GMT
0

View bucket contents in Experimental 53 Console [4]

Delete objects in bucket | | Delete bucket

Consistency level

Last access time updates

Object versioning

S3 Object Lock

Bucket options Bucket access Platform services

Read-after-new-write (default)

Disabled

Enabled

Enabled

VeeamTld. S3NT v ML TEDBEBEUHDNRETYT, D70, Veeamh I ERDIGFAD ST —RIZT

T RATBVILFHYA FRIEDHZEIF.

I'strong-globaly Z:#&ERL £9, VeeamD/N\w I Ty T VAT %

BHB—HA N TOHFRRTITIHEIE. BEMELARIL%Z (strong-site] ICRETIHENDHDET, TEEREFL

9,

Bucket options

Consistency level

Storage Modes and sites.

All

@ Strong-global

Strong-site

Available

Last access time updates

Bucket access Platform services

Read-after-new-write (default)

Change the consistency control for operations performed on the objects in the bucket. Consistency levels provide a balance between the availability of objects and the consistency of those objects across different

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability or consistency requirements, change the client application's behavior, or set the Consistency-
Control header for an individual API request, which overrides the bucket setting.

Provides the highest guarantee of consistancy. All nodes receive the data immediately, or the request will fall

Guarantees read-after-write consistency forall client requests across all sites.

Guarantees read-after-write consistency for all client requests within a site.

Read-after-new-write (default)

Provides read-after-write consistency for new objects and eventual consistency for object updates. Offers high availability and data protection guarantees. Recommended for most cases.

Provides eventual consistency for both new objects and object updates. For 53 buckets, use only as required (for example, for a bucket that contains log values that are raraly read, or for HEAD or GET
operations on keys that do not exist). Not supported for FabricPool buckets.

Disabled

StorageGRIDI&. IRTOERE ./ —RELUVERDTY— b T4/ —RFTHRESINCO—RNZOHH—EX
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ZIRMLET, COO—RNFUHZFERETIZLDFEDIDIE. bS5 T v IRER) S — (QoS) =%
ETCEFBLTY, TS D ISA TV R T—O0—RADTZ TUTr—2a > O E%FBE LD, Do
AT RT—=00-REDHT—IO—-RZBELIEDTEDICFERINEITH. BERICIRIIDENMDIE
BIEDR—FIAHiRML X,

[Configuration]® 7 T. [Traffic Classification]ZERL. FTLWRU > —ZERL £, IL—ILICKRIZ T
RATELTNTY bEETFOREERLET. Ny MELIETFHF2 bDEFIZANDILE T, QoSH
BREEIIFREZRELEF TN, FLALCDRETIE. FIREERELBVTLIEEL,

Create a traffic classification policy

You can create traffic classification policies to monitor the network traffic for specific buckets, tenants, IP
addresses, subnets, or load balancer endpoints. You can optionally limit this traffic based on bandwidth,
number of concurrent requests, or the request rate.

@ Enter policy name —— @ Add matching rules —— @ Set limits —— o Review the policy
Review the policy

Policy Veeam
name:

Description:Policy to monitor
Veeam bucket
traffic

Matching rules

Type Inverse
4 Matchvalue @
(7] match @
Bucket test No
VeeamDIREICE > T

StorageGRID7 72 A4 7 Y ADETILERIC L > TE. N7y FTRRIIERTTET 2 0NEBEHOFIRZZERL T
RETIVENHD T,
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9., VMEEML/AS5. SOBRUKRIS MUEBEIRL X,
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Edit Backup Job vm baciup 4rmb

Storage

- Specify processng proxy server to be used for source data refrieval, backup repositony to store the backup files produced by
m this joir and customize advanced job settings if required,

Backup peown
| Buiomatc selection

Marms=
Choose..

Yirmual Machines
Backup repositony:

m | bar=metal 4mb [Created by MUCCBC chaense! ot 14.03.2023 1521 -

Guest Processing L Map backup
Retenti licy: | 30 - | -
Schedule kot sttt | bd .a:irs
! Keep certain full backups longer for archival purpozes Configure..
Scrnmary

G weekly, 3 monthly

[} Configure secandary destinations for this job
Capy backups produced by this job to another batkup repository, or lape. We recommend to make
at least one copy of your backups to & different storage device that is located ofi-site.

Advanced job settings inchide backup mode, comprassion and deduplication, block [, ;
size, notificsbion cettngs, autcmated post-ob actvity and other sefings, i

< Previous Finish || Cancel

FHsRE] 22 Vv o L. A ML —CRBEEHREZ4I MBUEICEE L F9, EHEtEEE L BEHREREZ BRIC
LET. EHRICRLTTRAMREZEEL. Ny I 7y F2aTORTDa—IIlzRELET,

Advanced Settings

Backup Ma’lrrbmm: Stotage | Motifications | vSphere | Integration | Scripts

Data reduction
[¥] Exclude swap file blocks (recommended)
|| Exclude deleted file hlacks frecommended)
C-:-mprﬁnu:-n Ievel
| Optirmat [rewnmendedr - |
Provides for the best -:cmpue-ssmﬂ to p-:rl’mr"lance ratio, lowest backup pr,.'m-
CPU usage end fastest restore.

'Srnmgr aptimiration:

T -
Required far processing rachines with disks farger than 1007T8. Reduces
dedupe rate and increases the size of mcremental backups
Encryption
[7] Enable backup file encrypbon
Save da Default| DK, Cancel
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StorageGRID DE:4H

Veeam & StorageGRIDDEEIZ L B /X7 # —< V RO LK G EIBET B ICIF. RIID/INY I 7 v TOREFH
BEHNINS £ THOVELRDHD FT, TNET. VeeamD T —U O— RIFEICPUTIIETHER I N. HIKRIE
TONTVWEEATLe Ny o7y IT7—2DBMHBRINEOWT O -7y FT2RTIde. 775
IR R MTIC—E LFERARENRIEIN, BEICIGL TVeeam THREZRABRTEE T,

StorageGRIDIZ &, [Support]Z 7 D[Metrics] R—JNCH DS AT LD EZERT 2O DERRFv— D
BETNTWET, EIZS3D[Overview]. [ILM]. [Traffic Classification Policy] (ZR1) > —hMER TN TWL 315
B) DA v aR—RZREELE T, S3D[Overview]d v > 2 R— RiZlF. S3OMNER, LAF>I B
KRSEICET BEHRIARTINE T,

SIDHEEET VT4 T RERZERI DL &/ —FTUEINTLIEFADEE. 21 THIDERDEEK
ZHERTETEI,

400 ops/s

s/s
12:00 14:.00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

== $g5712tme-13 delete_object == sg5712-tme-13 get_object == $g5712-tme-13 get_usage
== $g5712tme-13 put_object $g5712-tme-14 delete_object $g5712-tme-14 get_object

$95712-tme-14 put_object $g5712-tme-15 delete_object $g5712-tme-15 get_object
== $05712-tme-15 put_object $a5712-tme-16 delete_obiect 5a5712-tme-16 qet_object == Sitel delete_object == Site1 get_object == Sitel get usage == Site1 put_object

O ops/s = - -
12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

Active Requests Summarized Active Requests

12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00
== $g5712tme-13 delete_object == sg5712-tme-13 put_object == $g5712-tme-14 delete_object
== 5g5712-tme-14 put_object $95712-tme-15 delete_object $g5712-tme-15 put_object

$g5712-tme-16 delete_object $95712-tme-16 put_object == Site1 delete_object == Site1 put_object

12:.00 14:.00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00

[Average Duration]F ¥ — Ml &/ — RDEBRZ A4 T OFERBRBARRINE T, ChigUoT
2 S DFEEET. BINOFAERHNURED. StorageGRID AT LML DZL DERZF|ETRITIRMHH D
tezmLTLWBHhrdbLNnFtA

Average Duration

i
|
|

11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30

== $g6060-tme-09 delete_object == sg6060-tme-09 put_object == $g6060-tme-10 delete_object == sg6060-tme-10 put_object $g6060-tme-11 delete_object $g6060-tme-11 put_object $g6060-tme-14 delete_object

[Total Completed Requests]F ¥ — rTld. UIIRA &R FA—REIGEI—RICRTTEE T, IS
12200 (OK) MADIBEHIERSNIIES. Chid. StorageGRIDS X7 LD & 5 4 FIEEAS503 (RO—4™
V) INBZXEFELTED. BIORABNNREICA DD, BEHIEBINT DI AT LAZHRRT 2EEAFR
C&ZERLTVWBAEEMDAHD £9,
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Total Completed Requests

300 Mmil

200 Mil

e

100 Mil /

0

09/20 09/23 09/26 09/29

== 200 delete_bucket == 200 delete_object == 200 get_object == 200 head_bucket
200 other 200 put_bucket 200 put_object 404 other == 404 put_object
500 delete_object 503 delete_object 503 head_bucket 503 put_object

10/02

200 list_buckets
405 put_object

[ILM]& v 2 27R— R Tld. StorageGRIDY X T LDHIBRD/INT #—X >V XA Z&EHTET XY, StorageGRIDT
& &/ — RTHEEHIBR CIEREAHIR Z A HE TERAL. SR TOEROEENABNT +—T >V A ZRE
ItLEDELFT,

Average Delete Times

15:00 1510 15:220 15:30 15:40 15:50 16:00 16:10 16:20 16:30 1640 16:50 17:00

$g6060-tme-09 delete metadata == sg6060-tme-10 delete metadata == $g6060-tme-11 delete metadata
$g6060-tme-14 delete metadata == sg6060-tme-09 cloc remove
$g6060-tme-11 cloc remove == $g6060-tme-14 cloc remove
$q6060-tme-11 total $q6060-tme-14 total

$96060-tme-10 cloc remove
$96060-tme-09 total == sg6060-tme-10 total

Rate of Client Driven Deletes

100 ops/s

0 ops/s
1500 1510

1520 1530 1540 1550 16:00 1610 16220 16:30 16140 16:50 17:00

= 506060-tme-09 Sync == $g6060-tme-10 Sync == sg6060-tme-11 sync == $g6060-tme-14 sync
$96060-tme-09 async $g6060-tme-10 async $g6060-tme-11 async $g6060-tme-14 async
$g6060-tme-09 sync timed out == sg6060-tme-10 sync timed out $g6060-tme-11 sync timed out
$a6060-tme-14 sync timed out

Active Deletes

o | i

15:00 1510 1520 1530 1540 1550 1600 1610 1620 16:30 1640 1650 17:00

== $06060-tme-09 common == $g6060-tme-10 common == $g6060-tme-11 common
== $96060-tme-14 common

Rate of ILM Driven Deletes

300 ops/s
200 ops/s

100 ops/s X
n [ [ 1 A

0ops/s -
1500 1510 1520 1530 1540 1550 1600 16:10 16220 16:30 16:40 16:50 17:00
== 506060-tme-09 queue == sg6060-tme-10 queue == sg6060-tme-11 queue == sg6060-tme-14 queue
$g6060-tme-09 MD purge $g6060-tme-10 MD purge s$g6060-tme-11 MD purge
$g6060-tme-14 MD purge

RST4wIRERS—%#ERTIE. O—RNSUHERODZIIL—TFv b, L—k, BRI, &
UVeeamhEZET B A TPV M HAXICEATEIA M) W IERRTEE T,
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Load Balancer Request Traffic Load Balancer Request Completion Rate

8 Gb/s

6 Gb/s

~
a
=]

4Gb/s

2Gb/s

\

i
\

Requests per second

obs moiiiin——-——m——— ————/  -————- 0
09:53 09:53
== Received == Sent == Total == PUT

Error Response Rate Average Request Duration (Non-Error)

No data

°
=
<]
o
@
7]
o
a
2
7]
]
=
o
]

(-4

Write Request Rate by Object Size Read Request Rate by Object Size

No data points

EMERDERT

CORF2XY MCRESNTLBBEHOFMONTIE. UTFORF2 XY b Web 1 FEBRL T
R,

* "NetApp StorageGRID M. 78FE RF 2 X > "

* "Veeam Backup Replication"

_ Oliver Haensel & Aron KleinZ _

StorageGRID%* /A L 7=DremioT—4% Y — X DKE
Dremiold, 75T RR—XNFVTLIRADATS TV AL —JRYE, BT —

2 —2%HFR—KLLTWEY, StorageGRIDEA TPV XML —JF—R2Y—2X
Y LTERTSESICDremiozRETIT £,
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DremioT —4% Y — XDEKTE

Gl Se
* StorageGRID S3T YRR > MURL., T+ +s370E2XF—ID. =LY 702 F—,

* StorageGRIDIERLDHELREEIE | EMEZEMICLET (T 7 4L M TIFER) o [+]
Dremiold. Byterange GETAHL T. JTURICALA TS 7 FALSERZ /N MEEFEZRRFIC
WMELEY, NA FEEBERO—MRNAEY 1 XIFIMBTY, EffA TPz b2 ERTZ . /N1 M
EGETONT #—X Y AMMETFLFT,

Dremio/i-1 K

"Amazon S3ADIEHE- S3EHER ML —C DRE"

1PN
1. [Dremio Datasets] R— T, [+]22 U w o L TY—X%ENML. [Amazon S3]|Z 2R L £,
2. ZOFHLWTF—RY —XD%HE (StorageGRID S3D T+ 7V XF—IDe>—o Ly 701X F
—) ZASILZET,

3. StorageGRID S3T Y KRR > FADIESTChttpsZFEH T 35BS 1&. [Encrypt connection]F = 7Ry &
AuEFAVICLET, [+]
CDSITY RRA > N TEHCERCAIIFRE #FH Y 3215 51&. DremioD A RFIBIZHRE>T. ZDCASE
BHZ % Dremiotr — /XD <JAVA _HOME>/jre/lib/security+IZBANL £,
HOFINRI)—=> 3y b

e [

Advanced Options

MName
Reflection Refresh
Metadata
Privileges Authentication
O AWS Access Key EC2 Metadata AWS Profile No Authentication

All or allowlisted (if specified) buckets associated with this access key or IAM role to assume (if specified) will be available

AWS Access Key

M r e e e ey

AWS Access Secret

IAM Role to Assume

Encrypt connection

Public Buckets

Buckets

(® Add bucket
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4 AT avEI Vv oL, [EBRE-—RZEMCTB] 2T VICLET,
3. [Connection properties] T+ [+ Add Properties]z 2 1) w2 LT, CNb5Ds3a7O/NT+ ZEBIMLE T,

6. fs.s3a.connection.maximum> 7 #JL ;M E100T ¢, s3T—2t v MMI100FUALDARSHFIAMI T 71
ILDEENTUVBIBEIE. 100D KEFWVMEEZANTEIHELRHD T, ZOHREICDWLWTIE. Dremiod
A4 RZEBEBLTLIETL,

=L fiifiE

FS.s3a.endpoint _ StorageGRID S3T > KRR > b : port>_
FS.s3a.path.style.access FLWTY
fs.s3a.connection.maximum <100& D KEFLVE>

LN W S/ RV Rk D

General Enable asynchronous access when possible

Apply requaster-pays to 53 requests
Reflection Refresh
e Enable file status check
Metadata Enable partition column inference

Privileges Root Path

/

Server side encryption key ARN

Default CTAS Format

PARQUET s

Connection Properties

Name Walua

fs.53a.path.style.access true X
Name Walua

fs.53a.endpoint sgdemo.netapp.com b
MName Value

fs.53a. connection.maximum 1000 X

& Add property

Allowlisted buckats

& Add bucket

Cache Options

Enable local caching when paossible
Max percent of total available cache space to use whan possible

100
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7. 4B EIZT TV =23 > OBHFICR LT, FOMODremiod 7> a8/ ELE T,
8. [Savel ha>HE )y I LTHLLWTFT—2Y —XZERLF T,

9. StorageGRIDT—4 Y —XHWEEIEMIND & N7y DU R MHERIONRILICRITSNE T, [+]
BOTINRI)—=> 3y b

Q
Datasets StorageGRID
(A) hdp-user Name T
v Spaces (0) O] [ apache-hive
[ cdp-cluster
[ cdp-tera
No spaces yet [ databrick-tpeds
Add space )
[ ] delta-lake
P ® [ dicluster-tpeds
v Object Storage (2) [ dremio-10g-csv
= StorageGRID 0 [ dremio-csv

Angela Cheng® _
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FE & APID

StorageGRID TS3E={t4 > a >z T X ML TEEE

StorageGRID Y S3 APIICIE. RET— 2Bt T3ODIEIERAENRAESTN
TWET, EElICDOVTIE. BB L TL/EE V) "StorageGRID DEESL AN SR L
x9"

CDHA FTIE. S3APIDEESIEXY v FICDWTEHBELE T,

tH—N\—AIDES1t (SSE)

SSEZERTR L. VA7 MDA T hZ &ML . StorageGRID TEIEINZ—EDF— TSt
TEFET, 7TV MHERETNB L. StorageGRID IS N —ICL > TH TP 7 RHES(LE
nxd,

SSED

* SSEEFOA TP I M ERBELFT

aws s3api put-object --bucket <bucket> --key <file> --body "<file>"
--server-side-encryption AES256 --endpoint-url https://s3.example.com

AT DAY —THESILZRRLET

aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:03:03+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "text/plain",
"ServerSideEncryption": "AES256",

"Metadata": {}

ATV EEIRLET
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aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com

A—HIEEDF—IC LD — /NSt (SSE-C)
SSERERTRL. ISATYMA TSI RERIML. 9547V M4 TS 10 FCIRIET3—BED+x

—THATP IV b ZRBETEE T, 7TV MHERENILEIC, 2TV b Z2ESILLTRI D
ICRAILF—ZEET2HEDNHD FT,

SSE-CDl

c FANELRTEANTES L —EERTEET
c BE L F—EERLET

openssl enc -aes-128-cbc -pass pass:secret -P°

salt=ESDBB6603C7B3D2A
key=23832BAC16516152E560F933F261BF03
iv =71E87COF6EC3C45921C2754BA131A315

CERINIF—EROA TV M ERELEY

aws s3api put-object --bucket <bucket> --key <file> --body "file" --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

* ATV bOKEIEMLET

aws s3api head-object --bucket <bucket> --key <file> --sse-customer
-algorithm AES256 --sse-customer-key 23832BAC16516152E560F933F261BF03
--endpoint-url https://s3.example.com
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"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:20:02+00:00",

"ContentLength": 47,

"ETag": "\"f92ef20ab87e0e13951d9%bee862e9f9%a\"",
"ContentType": "binary/octet-stream",

"Metadata": {},
"SSECustomerAlgorithm":

"AES256",
"SSECustomerKeyMD5" : "rjGuMdjLpPVleRuotNaPMQ=="

@ EE{tx—%ELAWLE. [The error occurred (404) when calling the HeadObject operation:

not found"] (NY AR AT U MEEREDODMDFEA)EWVWS I S—HRRINET,

C ATV EEUSLET

aws s3apil get-object --bucket <bucket> --key <file> <file> --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

EE{tF—%ELAWVLE. TAnerroroccurred (InvalidRequest) when calling the GetObject

(D operation : the object was stored using a form of Server Side Encryption] & \L\5 I35 —HFKR
TNET, TPV b EFRAETICIE. ELWNIX—ZZIEETIHENHD ET, "

NT oy c—NBlDEES1t (SSE-C)

SSE-CEEATR L. N7y MIBMEINTVWRIRTDA TSI DT 7L DB SLIEZ IS4 T
VETERTEEYT, 77217 ~idStorageGRID TEEINZ—EBEDF—TCTHESILEINET, #7170

RHOEREN S &, StorageGRID IS NTVWESF—IC&>2TAT V7 D ESILEINE T,
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aws s3api create-bucket --bucket <bucket> --region us-east-1

--endpoint-url https://s3.example.com

° PUT Bucket encryption D% E

el

X AE
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aws s3apl put-bucket-encryption --bucket <bucket> --server-side
-encryption-configuration '{"Rules":
[{"ApplyServerSideEncryptionByDefault": {"SSEAlgorithm":
"AES256"}}]}' --endpoint-url https://s3.example.com

ATV RENTYMIEBLEY

aws s3apil put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

ATV MOFEIEMLET

aws s3api head-object —--bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

{

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T20:16:23+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {}

}

ATV EEUSLET

aws s3apl get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com

——
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aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=ON --endpoint-url https://s3.company.com

* GETAUETIREEL £
aws s3api get-object-legal-hold --bucket <bucket> --key <file>

--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "ON"

*—HILER—=ILRZEATICLET

aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0FF --endpoint-url https://s3.company.com

* GETALETHREEL £
aws s3api get-object-legal-hold --bucket <bucket> --key <file>

--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "OFE"
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aws s3api put-object-retention --bucket <bucket> --key <file>
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2025-06-
10T16:00:00"}"' --endpoint-url https://s3.company.com

* REEX T — S Xz HERR

aws s3apl get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

+
{
"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2025-06-10T16:00:00+00:00"
}
}
T 74~ DORE

AT FBRUDAPITERSNICRIFHRZ AR FHTREL XTI,

aws s3apil put-object-lock-configuration --bucket <bucket> --object-lock
-configuration '{"ObjectLockEnabled": "Enabled", "Rule": {
"DefaultRetention": { "Mode": "COMPLIANCE", "Days": 10 }}}'

--endpoint
-url https://s3.company.com

* RERAT -2 Xz HER

aws s3apl get-object-lock-configuration --bucket <bucket> --endpoint-url
https://s3.company.com

130



"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",

"Rule": {
"DefaultRetention": {
"Mode": "COMPLIANCE",
"Days": 10

ATV bENTYMIERBELEY

aws s3apl put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

*NTY P TRESNLEFRED A T2 0 FORFZ A LRI FICEBEEINE T,

aws s3api get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"

REFREPERSNTVWS ATV bOHIBRZT A MLEY
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* REHENERINA TV FZEHIRRLET

aws s3api delete-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

*NTYRRAOA Tz VI MLET
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aws s3apli list-objects —--bucket <bucket> --endpoint-url
https://s3.example.com

c ATV RHRUZIPEINTVAWVZ EITERL TS L,
*HIBRNY—A—eOv I TN N—2 a3 Y ERTIBICE N—2a>z)XMLET

aws s3apli list-object-versions --bucket <bucket> --prefix <file>
--endpoint-url https://s3.example.com

"Versions": [

{
"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",

"Size": 47,

"StorageClass": "STANDARD",
"Key": "file.txt",
"VersionId":

"RDVDM]j YWMTQtQkNDQSOxMUVDLThGOEUtN]jQ3NTAWQzAxQTk1",
"IsLatest": false,
"LastModified": "2022-04-15T14:46:29.734000+00:00",
"Owner": {
"DisplayName": "TenantO1l",
"ID": "5662239930895129492¢6"

I
"DeleteMarkers": [
{
"Owner": {
"DisplayName": "TenantO1l",
"ID": "56622399308951294926"
by
"Key": "fileOl.txt",
"VersionId":
"QjVDQzgzOTAtQOFGNi0xMUVDLThFMzgtQORGMjAwQjkOMIM1",
"IsLatest": true,
"LastModified": "2022-05-03T15:35:50.248000+00:00"

*OvIENTWVWEA T bON—2 a3V ZHIBRLET
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aws s3api delete-object --bucket <bucket> --key <file> --version-id
"<VersionId>" --endpoint-url https://s3.example.com

An error occurred (AccessDenied) when calling the DeleteObject
operation: Access Denied

TAOYISAVE
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—HICEFRIENE T,

"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::home",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::home/?/?/S${aws:username}/*"
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"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
b
{
"Action": [

"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning"

1,
"Effect": "Deny",

"Resource": "arn:aws:s3:::%*

"

FI7T U Oy T ORISR
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{
"Version":"2012-10-17",
"Id":"CustSetRetentionLimits",
"Statement": |
{
"Sid":"CustSetRetentionPeriod",
"Effect":"Deny",
"Principal":"*x",
"Action": [
"s3:PutObjectRetention"
1,

"Resource":"arn:aws:s3:::testlock-01/*",
"Condition": {
"NumericGreaterThan": {

"s3:0bject-lock-remaining-retention-days":"10"

A—H—I&BA TV FDHIER%Z versionld THIFR L £ 9
ZDTI—TR) T —E, versionld CN—2aYVEBA TS TV M %HIR T A—ICHIBELES

"Statement": [
{
"Action": [
"s3:DeleteObjectVersion”

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::*"
b
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
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"Statement": |
{
"Action": [
"s3:DeleteObjectVersion"
1,
"Effect": "Deny",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": {
"AWS": [
"56622399308951294926"

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": ({
"AWS": [
"56622399308951294926"

NTY heRABRDERT7 VL AEZIF OBE—I—HICHRLET
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"Statement": |

{

"Sid": "Deny non userl",

"Effect": "Deny",
"NotPrincipal": {
"AWS":

"urn:sgws:identity::34921514133002833665:user/userl”

by

"Action": [
Vg3 gl

I

"Resource": [
"urn:sgws:s3:::bucketl",
"urn:sgws:s3:::bucketl/*"

"Sid": "Allow userl read access to bucket bucketl",

"Effect": "Allow",
"Principal": {
"AWS" :
"urn:sgws:identity::34921514133002833665:user/userl"
by
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"urn:sgws:s3:::bucketl”,
"urn:sgws:s3:::bucketl/*"

IIN—T2HmIWMOERT7 VLA TE—OY T LI M) (LT v I R) ICHIRT S
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"Statement": [

{

"Sid": "AllowUserToSeeBucketListInTheConsole",
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"Action": [
"s3:ListAl1MyBuckets"

I

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::*"

"Sid": "AllowRootAndstudyListingOfBucket",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3::: study"
I
"Condition": {
"StringEquals": {
"s3:prefix": [
""l
"study01l/"
I
"s3:delimiter": [

"/"

"Sid": "AllowListingOfstudyOl1l",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3:::study"
I
"Condition": {
"StringLike": {
"s3:prefix": [
"study0l/*"

b
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"Sid": "AllowAllS3ActionsInstudyOlFolder",
"Effect": "Allow",
"Action": [
"s3:Getobject"
1y
"Resource": [

"arn:aws:s3:::study/study0l/*"
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