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S3 Object Lock

Allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use 53 Object
Lock, you must enable this setting when you create the bucket. You cannot add or disable 53 Object Lock after a bucket is
created.

If S3 Object Lock is enabled, object versioning is enabled for the bucket automatically and cannot be suspended.

Enable 53 Object Lock

Default retention

Disable
O New objects added to the bucket will not be protected from being deleted or overwritten. Does not apply to objects already in the bucket
ar to objects that have their own retain-until-dates,

Enable
@ New objects added to the bucket will be protected from being deleted or overwritten based on the default retention mode and period
you specify below, Does not apply to objects already in the bucket or to objects that have their own retain-until-dates.

Default retention mode

Governance
Users with special permissions can change an object’s retention settings or they can override these settings to delete the object.

@ Compliance
Mo users can overwrite or delete protected object versions during the retention pericd.

Default retention period @

90 Days v

Maximum retention period on this tenant: 100 years
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aws s3api put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=ON --endpoint-url https://s3.company.com
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aws s3apl get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "ON"
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aws s3api put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=0OFF --endpoint-url https://s3.company.com
aws s3apl get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "OFE"
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aws s3apli put-object-retention --bucket mybucket --key myfile.txt
-—-retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2022-06-
10T16:00:00"}'" --endpoint-url https://s3.company.com
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aws s3api get-object-retention --bucket mybucket --key myfile.txt
-—-endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-06-10T16:00:00+00:00"
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aws s3api put-object-lock-configuration --bucket mybucket --object-lock
-configuration '{ "ObjectLockEnabled": "Enabled", "Rule": {
"DefaultRetention": { "Mode": "COMPLIANCE", "Days": 1 }}}' —--endpoint-url

https://s3.company.com
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aws s3api get-object-lock-configuration --bucket mybucket --endpoint-url

https://s3.company.com

{
"ObjectLockConfiguration": {

"ObjectLockEnabled": "Enabled",

"Rule": {
"DefaultRetention": {
"Mode": "COMPLIANCE",

"Days": 1
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aws s3 cp myfile.txt s3://mybucket --endpoint-url https://s3.company.com

PUTRUETIGEDIRENF T,
upload: ./myfile.txt to s3://mybucket/myfile.txt
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aws s3apl get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"
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Create endpoint

: - Select : 1tication type
o Enter details : (E) elect authentication type
Optional

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

MyGrid

URI ©

https://s3.company.com

URN @

arn:aws:s3:::mybucket
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Bucket>arn:aws:s3:::mybucket</Bucket>
<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>
</ReplicationConfiguration>
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Create ILM Rule Step 1 of 3: Define Basics

Mama | WyTenamt - verslsn petantian

Descngptinn rwinin non-current versions for 30 days

eriytarnirl [PERELA SIR00 BEY 150471)
Tenart Accourts [optionad] @

Buckel Mame conining mrytecioet

Create [LM Rule step 2 of 3: Define Placements

Configure placement instructions to specily how you want elfects matched by this rule to be stored

WyTenam - vertion retention
ST ABA-CatPen weridtes for 30 iy

Arube that uses Moncurrent Time only applies to noncurrent versions ol 53 objects.
You cannot use this rule as the default rale in an ILM policy because it does nat apply to current object versions.

Reference Tims D Honeuffent Time
Placements D 11 Son by start day
Framday 0 store  or Sl - - day m
Type | replicated = Location || siel Coples 2 = Temporary location | - Optianal - - +
Retention Diagram @ L Betresh
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- — I
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Eroup

— — : :
{~) Chooseagroup type (=) Manage permissions a Set 53 group policy
" o . -

Set 53 group policy @

An 53 proup palicy controls user acceds permissions to specilic specific 53 resources, including buckets. Men-root users have no access
bry default.

No 53 Access

Read Only Access "Staterment”; [

[
Full Access “Eect™: "Allow”®,
“hction® |
@ Ransomware Mitigation & "s3:CroatdBucket”,
=92 Ot Bnc kst ™,
Custom "sikDeleteReplicationConfiguration”,
Murid be o valld JSON karmatted string ) *s3:DeleteBucketMetadataMotification”,

“sd:Get Buckethc]®,
“sd:GetBucketCompliance”,

RIS TIN=TFRIS—DABZRLET. COTIL—TFRIUD—ICIF. BATHICFFRISNICUIEE . RIER
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"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",



"s3:DeleteReplicationConfiguration",
"s3:DeleteBucketMetadataNotification",
"s3:GetBucketAcl",
"s3:GetBucketCompliance",
"s3:GetBucketConsistency",
"s3:GetBucketLastAccessTime",
"s3:GetBucketLocation",
"s3:GetBucketNotification"
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicy",
"s3:GetBucketMetadataNotification",
"s3:GetReplicationConfiguration",
"s3:GetBucketCORS",
"s3:GetBucketVersioning",
"s3:GetBucketTagging",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:ListAl1MyBuckets",
"s3:ListBucketMultipartUploads",
"s3:PutBucketConsistency",
"s3:PutBucketLastAccessTime",
"s3:PutBucketNotification",
"s3:PutBucketObjectLockConfiguration",
"s3:PutReplicationConfiguration",
"s3:PutBucketCORS",
"s3:PutBucketMetadataNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:AbortMultipartUpload",
"s3:DeleteObject",
"s3:DeleteObjectTagging",
"s3:DeleteObjectVersionTagging",
"s3:GetObject",
"s3:GetObjectAcl",
"s3:GetObjectLegalHold",
"s3:GetObjectRetention",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:ListMultipartUploadParts",
"s3:PutObject",
"s3:PutObjectAcl",
"s3:PutObjectLegalHold",



"s3:PutObjectRetention",
"s3:PutObjectTagging",
"s3:PutObjectVersionTagging",
"s3:RestoreObject",
"s3:ValidateObject",
"s3:PutBucketCompliance",
"s3:PutObjectVersionAcl"

1,

"Resource": "arn:aws:s3:::*"
b
{

"Effect": "Deny",

"Action": [

"s3:DeleteObjectVersion",
"s3:DeleteBucketPolicy",
"s3:PutBucketPolicy",
"s3:PutLifecycleConfiguration",
"s3:PutBucketVersioning"

1,

"Resource": "arn:aws:s3:::*"
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n StorageGRID Tenant Manager

CASHBZMRIY
Buckets » bass-bucket
STOIAGE (811 "
. base-bucket

i Regecn: us-east-1 Space uzed: 0 bytes

ACCRSS = &

AR AGERE T Dale creatsd 2025-06-25 MOTAT 5T Capacity |imit —
Obaject cownt; g Oipect count limit: =
[habete chijerss in duriet et s

53 Console Bucket options Bucket access

Branch buckeis for base-bucket

A branch bucket provides access to objects in s buckel as they sxsted ot o certain teme, A& branch bucket provisdes access 1o protected data. but doesn'tserve a5 4 backup, To continue 1o
arotect dats sk thege {egbres on base buckote 53 Object Lock, cross-grid repicatian for base buckets, or bucket palicies for versioned budoots to clean up old object versons

m G
a

lranch bucket name 2 Branch bucket bype (71 2 Before time (31 2 Dutn crosted - 3

brandh backet- 1 Rend-write 2005-06-25 1deD52 IST I05-06-25 140607 IST

CTISVFNTY DR RE IV Y I T BE. X=X N7y MIBEERMITONU -2 3 VD5
HONERICANSINIERY T7 Y THRETFT,

* BEORICTS>F N7y baziEEL. (BRI 3T 0F N7y b1 T2 RRLE T,
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Create branch bucket of base-bucket

Manage settings
o Enter details 9 R QII 9
ptional

Enter branch bucket details

Branch bucket name ()

Required

Region @)

Before time (2)

6/25/2025 = 03 :| o4 PM | IST

Branch bucket type
@ Read-write

In the branch bucket, you can add or delete objects or object versions,

O Read-only

in the branch bucket, you can't modify objects. In the user interface, bucket settings related to the modification of objects
will be disabled.

Cancel

13



ZFEICET 3B

Copyright © 2025 NetApp, Inc. All Rights Reserved. Printed in the U.S.C D R 2 X > MIBEMEICEK > TR
EEINTVWET, EFREFMEEOEAICK 2FFIAFED HIHEZIRE. BRER. EFEEA. SLUEER
B, BHREE. T—THE EFREI X T LANDHEMAAZ STHEMIEAEL L. WHRBERE LUHEIC
LBEHBBILFT,

Y b7y TDERYHSIRELIY 7 U T7IE. RICRIERAFHERES FURBREOHRERD &
ERS

COVITRUT7IE Xy b7y FICE&oT MBRROFTF RESNATVE T, *v b7 v FIZATHERER
A X3E@MES LOREBNICN T 2 EEMEORTRNRIEZ S 2 CNURESNBVVLDRBEETR
NBRFRIEDITVEEA. R b7 v 7id. ABRILIIABY —EXOFEE. EBFEE. 7 —XEXR. FIRE
K. EHFFPHzEH. DOINURESNGL. SOV I MT T T7DERICEDE LT IRNTOEENEE.
BENIEE. BRVIEE. KRS, BEEE. KANBEZEOREICH L T, HROFEEDEREMENEN S
NTWcE LTH, TOEEER. RULE T35EH. ZHNOBE. BEREE. FETR BRFLIZEST
BWEEZE0) IChH 5T —TI0oEEZEVEEA,

XY R Ty TiE. CTICEHEHINTULERIRTOERICNTI2EEZMER. FELITSENEZRBLED,
FZY R TPy FICEBZERHNLBEBCLZEENDHZHEZRT. CICRBEITNTLVBRBDERICEDEL
BPEESLUVEHICH LT, my b7y TIdEEEEVEFEA. CORRBOERFIZEBAIRX. v b7y
DYSEFHE. BOIEME. FT-I3MORKNFRABIEICE DK StV ADHErIZABEINEE A,

CORZaTILCEEHINTUVBRERIE. 1 DU LEDOXKERE. ZOMOEORFF. BLUOEBROFEFICK
STHREINTWVWIEELHD £,

MEFOFIRICOWVWT | BAFIC K A, EH. FxRld. DFARS 252.227-7013 (2014%28) &KL UFAR
5252.227-19 (20074E12H) DRIights in Technical Data -Noncommercial ltems (17 —% - JEFEARE ICES
T BEEF) FED(b)3)E. ICHESNIHFIRMNMBERAINE T,

AEIIEFNZT—RIIBAERS LV £IFEBEY—EX (FAR2101DERICEDL) ICBERL. T—
R DFFEMEIINetApp, InclCHD F£F, AZNICEIIREINZ IRTORY b Ty TOEMT—2E LV
AYEa—&2YI7boz7id. BEENTHD. WEOATHEINLDDTY ., KEBMFIEERT—2ICH
L. FHEHDIOBES LIV TS AR T, 2HREXNRE T3 E L ARBEDFHIRT S EREES
L. KT =2 OREORIE 22 - o KEBAFZOICEEL. YW OEMIT L T3H8ICOAERT -2 % E
BTEXY, AEDIBEZRET. NetApp, INC.OEMEICLBZHFAIZER/ICEDI B, KTF—2%=FEAH. B
T BnEy. BT BIEHD. EEFRIIBRIZZCIITEEFHA. EFRAEICHD D RKEBAAD T —XERME
ICDWTIX. DFARS 252.227-7015(b)3& (20144%28) TEDH SNIMHEFDAHNEBHSNE T,

ERICE T 3 15%R

NetApp. NetApp® O I\ http://www.netapp.com/TMICEEEH SN TS —2I&. NetApp, Inc.DFEIETY, £
DDEHHEERLIE. ENEFAEITIEHOBIZTHIHENHD FT,

14


http://www.netapp.com/TM

	TR-4921：『Ransomware Defense』 : StorageGRID solutions and resources
	目次
	TR-4921：『Ransomware Defense』
	StorageGRID S3オブジェクトをランサムウェアから保護
	StorageGRIDのベストプラクティス
	防御方法
	追加情報の参照先

	オブジェクトロックを使用したランサムウェア対策
	レプリケートされたバケットを使用したバージョン管理によるランサムウェア対策
	保護IAMポリシーを使用したバージョン管理を使用したランサムウェア防御
	ランサムウェアの調査と修復
	ブランチバケットの作成



