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aws s3api put-object --bucket <bucket> --key <file> --body "<file>"
--server-side-encryption AES256 --endpoint-url https://s3.example.com
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aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:03:03+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "text/plain",
"ServerSideEncryption": "AES256",

"Metadata": {}
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aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com
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openssl enc -aes-128-cbc -pass pass:secret -P°

salt=ESDBB6603C7B3D2A
key=23832BAC16516152E560F933F261BF03
iv =71E87COF6EC3C45921C2754BA131A315
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aws s3api put-object --bucket <bucket> --key <file> --body "file" --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com
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aws s3api head-object --bucket <bucket> --key <file> --sse-customer
-algorithm AES256 --sse-customer-key 23832BAC16516152E560F933F261BF03
--endpoint-url https://s3.example.com



"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:20:02+00:00",
"ContentLength": 47,

"ETag": "\"f92ef20ab87e0e13951d9%ee862e9£9a\"",
"ContentType": "binary/octet-stream",
"Metadata": {},

"SSECustomerAlgorithm": "AES256",
"SSECustomerKeyMD5" : "rjGuMdjLpPVleRuotNaPMQ=="

@ EE{tx—%ELAWLE. [The error occurred (404) when calling the HeadObject operation:
not found"] (NY AR AT U MEEREDODMDFEA)EWVWS I S—HRRINET,
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aws s3apil get-object --bucket <bucket> --key <file> <file> --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com
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aws s3api create-bucket --bucket <bucket> --region us-east-1
--endpoint-url https://s3.example.com

° PUT Bucket encryption D% E



aws s3apl put-bucket-encryption --bucket <bucket> --server-side
-encryption-configuration '{"Rules":
[{"ApplyServerSideEncryptionByDefault": {"SSEAlgorithm":
"AES256"}}]}' --endpoint-url https://s3.example.com
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aws s3apil put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com
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aws s3api head-object —--bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

{

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T20:16:23+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {}

}
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aws s3apl get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com
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aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=ON --endpoint-url https://s3.company.com
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aws s3api get-object-legal-hold --bucket <bucket> --key <file>

--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "ON"
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aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0FF --endpoint-url https://s3.company.com
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aws s3api get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "OFE"
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aws s3api put-object-retention --bucket <bucket> --key <file>
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2025-06-
10T16:00:00"}"' --endpoint-url https://s3.company.com
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aws s3apl get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

+
{
"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2025-06-10T16:00:00+00:00"
}
}
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aws s3apil put-object-lock-configuration --bucket <bucket> --object-lock
-configuration '{"ObjectLockEnabled": "Enabled", "Rule": {
"DefaultRetention": { "Mode": "COMPLIANCE", "Days": 10 }}}'

--endpoint
-url https://s3.company.com
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aws s3apl get-object-lock-configuration --bucket <bucket> --endpoint-url
https://s3.company.com



"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",

"Rule": {
"DefaultRetention": {
"Mode": "COMPLIANCE",
"Days": 10
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aws s3apl put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com
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aws s3api get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"
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aws s3api delete-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com
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aws s3apli list-objects —--bucket <bucket> --endpoint-url
https://s3.example.com
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aws s3apli list-object-versions --bucket <bucket> --prefix <file>
--endpoint-url https://s3.example.com

"Versions": [

{
"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",

"Size": 47,

"StorageClass": "STANDARD",
"Key": "file.txt",
"VersionId":

"RDVDM]j YWMTQtQkNDQSOxMUVDLThGOEUtN]jQ3NTAWQzAxQTk1",
"IsLatest": false,
"LastModified": "2022-04-15T14:46:29.734000+00:00",
"Owner": {
"DisplayName": "TenantO1l",
"ID": "5662239930895129492¢6"

I
"DeleteMarkers": [
{
"Owner": {
"DisplayName": "TenantO1l",
"ID": "56622399308951294926"
by
"Key": "fileOl.txt",
"VersionId":
"QjVDQzgzOTAtQOFGNi0xMUVDLThFMzgtQORGMjAwQjkOMIM1",
"IsLatest": true,
"LastModified": "2022-05-03T15:35:50.248000+00:00"
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aws

s3api delete-object --bucket <bucket> --key <file> --version-id

"<VersionId>" --endpoint-url https://s3.example.com

An error occurred (AccessDenied) when calling the DeleteObject

operation: Access Denied
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::home",
"Condition": {

"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::home/?/?/S${aws:username}/*"
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"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
b
{
"Action": [

"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning"

1,
"Effect": "Deny",

"Resource": "arn:aws:s3:::%*

"
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{
"Version":"2012-10-17",
"Id":"CustSetRetentionLimits",
"Statement": |
{
"Sid":"CustSetRetentionPeriod",
"Effect":"Deny",
"Principal":"*x",
"Action": [
"s3:PutObjectRetention"
1,

"Resource":"arn:aws:s3:::testlock-01/*",
"Condition": {
"NumericGreaterThan": {

"s3:0bject-lock-remaining-retention-days":"10"
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"Statement": [
{
"Action": [
"s3:DeleteObjectVersion”

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::*"
b
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

CONTy bR —IE, 21— (2 —HID 566223993089512949261 T&kA) Hiversionld T/N—2 3>
BIEATOI VM ZHIRTBZCCZFIRLEY



"Statement": |
{
"Action": [
"s3:DeleteObjectVersion"
1,
"Effect": "Deny",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": {
"AWS": [
"56622399308951294926"

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": ({
"AWS": [
"56622399308951294926"
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"Statement": |

{

"Sid": "Deny non userl",

"Effect": "Deny",
"NotPrincipal": {
"AWS":

"urn:sgws:identity::34921514133002833665:user/userl”

by

"Action": [
Vg3 gl

I

"Resource": [
"urn:sgws:s3:::bucketl",
"urn:sgws:s3:::bucketl/*"

"Sid": "Allow userl read access to bucket bucketl",

"Effect": "Allow",
"Principal": {
"AWS" :
"urn:sgws:identity::34921514133002833665:user/userl"
by
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"urn:sgws:s3:::bucketl”,
"urn:sgws:s3:::bucketl/*"
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"Statement": [

{

"Sid": "AllowUserToSeeBucketListInTheConsole",
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"Action": [
"s3:ListAl1MyBuckets"

I

"Effect": "Allow",

"Resource": [

"arn:aws:s3:::*"

"Sid": "AllowRootAndstudyListingOfBucket",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3::: study"
I
"Condition": {
"StringEquals": {
"s3:prefix": [
""l
"study01l/"
I
"s3:delimiter": [

"/"

"Sid": "AllowListingOfstudyOl1l",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3:::study"
I
"Condition": {
"StringLike": {
"s3:prefix": [
"study0l/*"



"Sid": "AllowAllS3ActionsInstudyOlFolder",
"Effect": "Allow",
"Action": [
"s3:Getobject"
1y
"Resource": [

"arn:aws:s3:::study/study0l/*"
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