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aws s3api put-object --bucket <bucket> --key <file> --body "<file>"
--server-side-encryption AES256 --endpoint-url https://s3.example.com
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aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:03:03+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "text/plain",
"ServerSideEncryption": "AES256",

"Metadata": {}
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aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com
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openssl enc -aes-128-cbc -pass pass:secret -P°

salt=ESDBB6603C7B3D2A
key=23832BAC16516152E560F933F261BF03
iv =71E87COF6EC3C45921C2754BA131A315
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aws s3api put-object --bucket <bucket> --key <file> --body "file" --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com
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aws s3api head-object --bucket <bucket> --key <file> --sse-customer
-algorithm AES256 --sse-customer-key 23832BAC16516152E560F933F261BF03
--endpoint-url https://s3.example.com



"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:20:02+00:00",
"ContentLength": 47,

"ETag": "\"f92ef20ab87e0e13951d9%ee862e9£9a\"",
"ContentType": "binary/octet-stream",
"Metadata": {},

"SSECustomerAlgorithm": "AES256",
"SSECustomerKeyMD5" : "rjGuMdjLpPVleRuotNaPMQ=="

@ EE{tx—%ELAWLE. [The error occurred (404) when calling the HeadObject operation:
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aws s3apil get-object --bucket <bucket> --key <file> <file> --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com
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aws s3api create-bucket --bucket <bucket> --region us-east-1
--endpoint-url https://s3.example.com
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aws s3apl put-bucket-encryption --bucket <bucket> --server-side
-encryption-configuration '{"Rules":
[{"ApplyServerSideEncryptionByDefault": {"SSEAlgorithm":
"AES256"}}]}' --endpoint-url https://s3.example.com

ATV RENTYMIEBLEY

aws s3apil put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com
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aws s3api head-object —--bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

{

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T20:16:23+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0bl36bcl\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {}

}
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aws s3apl get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com

StorageGRID TS3AJ> /7 hOv o %2 57X ML TEEEE
TOYI A VE

Object Lockld. A7 bHHIBRE/IFEEEFTNERVKLSICWORMETILZIRMHE L £, StorageGRID
IC&BATozo Oy IDORETIE. BRHEBEGEZBLL. 7707 MEEO)—HILA—IILR OV TS
ATVAE—RZHER—FL. N7V FDT T4 MREFRU S —ZHR— b9 3K 512, Cohasseth 5
INnE9J,

COHARTIF S3A T2/ OV IAPHCDOVWTEHEAL FT,



J—HILKR—=ILE

ATz oAV II—HILR—ILRE 7T MIBRSNZBEMLBA /AT XA T—2XTY,

aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=ON --endpoint-url https://s3.company.com
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aws s3api get-object-legal-hold --bucket <bucket> --key <file>

--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "ON"
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aws s3api put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0FF --endpoint-url https://s3.company.com

* GETAUIBTHEEL £ 9

aws s3api get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "OFE"
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aws s3api put-object-retention --bucket <bucket> --key <file>
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2025-06-
10T16:00:00"}"' --endpoint-url https://s3.company.com
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aws s3apl get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

+
{
"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2025-06-10T16:00:00+00:00"
}
}
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aws s3apil put-object-lock-configuration --bucket <bucket> --object-lock
-configuration '{"ObjectLockEnabled": "Enabled", "Rule": {
"DefaultRetention": { "Mode": "COMPLIANCE", "Days": 10 }}}'

--endpoint
-url https://s3.company.com
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aws s3apl get-object-lock-configuration --bucket <bucket> --endpoint-url
https://s3.company.com



"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",

"Rule": {
"DefaultRetention": {
"Mode": "COMPLIANCE",
"Days": 10
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aws s3apl put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com
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aws s3api get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"
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aws s3api delete-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com
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aws s3apli list-objects —--bucket <bucket> --endpoint-url
https://s3.example.com
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aws s3apli list-object-versions --bucket <bucket> --prefix <file>
--endpoint-url https://s3.example.com

"Versions": [

{
"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",

"Size": 47,

"StorageClass": "STANDARD",
"Key": "file.txt",
"VersionId":

"RDVDM]j YWMTQtQkNDQSOxMUVDLThGOEUtN]jQ3NTAWQzAxQTk1",
"IsLatest": false,
"LastModified": "2022-04-15T14:46:29.734000+00:00",
"Owner": {
"DisplayName": "TenantO1l",
"ID": "5662239930895129492¢6"

I
"DeleteMarkers": [
{
"Owner": {
"DisplayName": "TenantO1l",
"ID": "56622399308951294926"
by
"Key": "fileOl.txt",
"VersionId":
"QjVDQzgzOTAtQOFGNi0xMUVDLThFMzgtQORGMjAwQjkOMIM1",
"IsLatest": true,
"LastModified": "2022-05-03T15:35:50.248000+00:00"
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aws s3api delete-object --bucket <bucket> --key <file> --version-id
"<VersionId>" --endpoint-url https://s3.example.com

An error occurred (AccessDenied) when calling the DeleteObject

operation: Access Denied
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"Principal":"*"

"Principal" :{"AWS":"*"}
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"Principal": { "AWS": "27233906934684427525" }
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"Principal": { "AWS":
"arn:aws:iam::76233906934699427431 :user/tenantluserl" }

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/tenant2userl" }

c =T (INTY FHEESNTWETFY FADNSOO—AILFLIEFITTL—Ty R EE
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"Principal": { "AWS":
"arn:aws:iam::76233906934699427431 :group/DevOps"™  }

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" '}
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"Statement": |

{

"Sid": "Custom name for this permission",
"Effect": "Allow or Deny",
"Principal": {

"AWS": [

"arn:aws:iam::tenant ID::user/User Name",
"arn:aws:iam::tenant ID::federated-user/User Name",
"arn:aws:iam::tenant ID:group/Group Name",
"arn:aws:iam::tenant ID:federated-group/Group Name",
"tenant ID"
]
by
"Action": [
"s3:ListBucket",
"s3:0ther Action"

I

"Resource": |
"arn:aws:s3:::Example Bucket",
"arn:aws:s3:::Example Bucket/*"

1,

AWS RS —S L —20DFEA
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—Tdeny#RZEEL THIBL. 72> 3> POy T I VICAllowtER* ZEMT 2 2HELE T, C

DIEFRF T II[T RN TDIRIEIR Y I XICEH BSHREDRICH B Ry I X2 ') v LET, [Amazon

Resource Name (ARN) 1Ry I RIZNTY bNNRZANDLET, N7y FADEIIC Tarn taws ©s3: 1 [ ]

EHET, ex"arn i aws :s3: : : example bucket"
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AWS Policy Generator

The AWS Policy Generatar is a toal that enables you to create policies that control access to Amazon Web Services [AWS) products and resources. For more information about
creating policies, see key concepts in Using AWS ldentity and Access Management. Here are sample policies.

Step 1: Select Policy Type
A Policy Is a container for permissions. The different types of policies you can create are an 1AM Policy, an 53 Bucket Policy, an SNS Togic Policy, a VPC Endpoint Policy, and an 5QS
Queue Policy.

Select Type of Policy | 1AM Palicy | ————— For groun policy.chooss LAM Policy

Step 2: Add Statement(s)

A statement ks the formal description of a single permission. See a description of elements that you can use In statements.

Effect ) Allow @ Deny

AWS Service |_.5ng5; 53 = [ All Services (')
Use multiple stabemants 10 add permisssons for more than one servion Choose Amazon 53 service
Actions .. Salect Actions -« o | [JAlActions ('*') g—u Sulsctihe $3 actions to allow or diny

Aniakai Rassunck Nas: (ARN) “:I A amuawsisdBuckel Hame

Hf "'.n... falh
e

pernats armcaes sl BucketNamae 3/
s

MeyMame}

Add Conditions (Optional)

Add Staterment No Action selected. You must select at least one Action

Step 3: Generate Policy
A poficy is a document (written in the Access Policy Language) that acts as a container for one or more statements,

Add one or more statements above to genarate a policy.

NTy bR —DMERZERT BICIE 1 RS —DRA FIC[S3 Bucket Policy] Z:#IRL £ 9, *HLT 3
SHRORRZVZZERLET, TEFA F7ld EESL1 TY. R —Z%denytER THIZE L. Principald 1—
P ELIFTIL—TFEHRICAllow permissions * TypeZENMT 2 C =R L £, [Actions] ROy AU >
T. CDIER F7IE[All Actions] Ry J RICEHBSI TV a > DEICH B RV I R%Z0 v LE

*[Amazon Resource Name (ARN) J7/Rw I XICNTy ENRZAFILE T, N7y FEDREIIC Tan
taws 183 I 1] ZEHETY, ex."arn aws i s3 .  : example bucket"
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products and resources, For more information about

creating palicies, see key concepts in Using AWS Identity and Access Management, Here are sample policies,

Step 1: Select Policy Type

A Policy |s a container for permissions, The different types of policles you can create are an TAM Policy, an 53 Bucket Policy, an SNS Topic Policy, a WPC Endpoint Policy, and an 5QS

Cuewe Palicy.

Select Type of Policy 4—— Eor buckst policy choose S3 Buckel Policy

Step 2: Add Statement(s)

A statement ks the formal description of a single permission. See a deseription of elements that you can use [n statements.

Effect @ Allow ) Deny
Principal | | ————arnawsiam: Tenan! \DuserUser Name
Liil & COMETNR 10 SEORALE Mailtiphe vkl
AWS Service  pmgron 53 . All Services ('*')
LUise mudtiplie stater s to add permissions far more than one service
Actions .. Select Actions -- e [ All Actions (') #——w—u— Saloct the 53 sctions to allow or dany
Amazon Resource Name (ARN) | | — arniaws:sd:Bucket Name

ARN whowid follow the
Lise o comma to sepa

ing format arn:anve:s3: o §{Bucket Nama )/ §{ Keyhame}
rmuitiplie valises

Add Conditions (Optianal)

Step 3: Generate Policy
A policy s & document (written In the Access Policy Language) that acts as a contalner for one or more statements,

Add one or more statements above to generate a policy.

T zlE. IRTOIA—HIINT Y FRDITRTOA T I U MMIXFT B GetObjectlUIBOEITEEFAI T % /\
Ty bRRUS—%ERHL. EEELTTHTY bD Marketingl ZIL—FICBT31—HICOHTILTIEX

ZFFRAIT B LET,

* RS —&+A 7 LT[S3][Bucket Policy] Z 2R L £ 7,
s T T7x 7 b EFRLEY,

XTI TIN—TDEREADLE T, arn : aws : iam . : 95390887230002558202 : federated-

group/Marketing
C[IRTDT7 I aVIDRYy IR )y I LET,

s N7y MMESREASILE T, arn:aws :s3:  : example_bucket. arn:aws:s3: ! :example bucket

/*
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products an
creating policies, see key concepts in Using AWS Identity and Access Management. Here are sample policies.

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an S3 Bucket Policy, an SNS To
Queue Policy.

Select Type of Policy |53 BucketPolicy |

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements.

Effect @ Allow ) Deny

Principal |amn:aws:iam::95390887; €— arn:aws:iam::95390887230002558202:federated-group/Marketing

Use a comma to separate multiple values.

AWS Service Amazon 53 ~ All Services (I*I)

Use multiple statements to add permissions for more than one service,

Actions - All Actions ('*')
Amazon Resource Name (ARN) |am:aws:s3: examplebu| #— arn:aws:s3:;:examplebucket arn:aws:s3:examplebucket/”

ARN should follow the following format: am:aws:s3:::${BucketName}/s{KeyName}.
Use a comma to separate multiple values.

Add Conditions (Optional)

* [Add Statement]/ R 2> 2 ) v I LET,

You added the following statements. Click the button below to Generate a policy.

Principal(s) Effect Action Resource Conditions

+ arniaws:lam::95390887230002558202: federated-group/Marketing Allow 53:% = arniaws:s3::examplebucket Norne
= arniaws:s3iexamplebucket/*

 IEFA) Tz MEFRLET,
CIRTDA—YDFTREIVRY T ZAALFT,
* [GetObject actions] & [ListBucket actions]Di&EICH DRy I X%= T 1) w I LEXT,
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1 Action(s) Selected
(] GetMultiRegionAccessPointRoutes

L L

GetObject
[ GetObjectAcl %
() GetObjectAttributes

/ (] GetObjectLegalHold
(] GetObjectRetention ali
(] GetObjectTagging
[] GetObjectTorrent

L L]

2 Action(s) Selected

() ListAccessPointsForObjectLambda
(] ListAllMyBuckets
ListBucket

/ [ ListBucketMultipartUploads
(] ListBucketVersions X
() ListCallerAccessGrants

C] ListJobs

s N7y MMEREASILET, arn:aws :s3: : : example_bucket. arn:aws:s3: ! :example bucket
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5% webservices

AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products an
creating policies, see key concepts in Using AWS Identity and Access Management, Here are sample policies.

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an 1AM Policy, an 53 Bucket Policy, an SNS Tt
Queue Policy.

Select Type of Policy |53 Bucket Policy |

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements,

Effect @ Allow () Deny

Principal [ ]

Use 2 comma to separate multiple values.

AWS Service Amazon 53 v All Services ('*')

Use multiple statements to add permissions for more than ane service.

Actions 2 Action(s) Selected ¢ [ All Actions ("*')

Amazon Resource Name (ARN) [arn:aws:sa'_::examplebu] a— arn:aws:s3:;examplebuckel, arn:aws:s3: cexamplebucket/*

ARN should follow the following format: arn:aws:s3:::5{BucketName}/${KeyMName}.
Use a comma ta separate multiple values.

Add Conditions (Optional)

* [Add Statement]h&Z>Z o Uwv I LET,

You added the followlng statements. Click the button below to Generate a policy,

Principal(s) Effect Action Resource Conditions

= arm:aws:iam::95320887230002558202 federated-group/ Marketing Allow s3:" = arn:aws:s3:examplebucket None
= armiawsis3:examplebucket/™

- Allow = 3 GatDbject - am:aws‘.sa:::eumplwu:ku Nowmne
+ s3:ListBucket + arniaws:s3:examplebucket/*

* RUS—0QER) REY%Z0Vv o338 ERENRI S —2BCRYTT7vTU1 2 RUNKRE
TNE9,
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Policy JSON Document

Click below to edit. To save the policy, copy the text below to a text editor.
Changes made below will not be reflected in the policy generator tool,

{

“Id": "Policyl744399292233",

“"Version": "2812-10-17",

"Statement": [

{

"Sid": "Stmt1744399152838",
“Action": “s3:%",
"Effect": "Allow",
"Resource": [

"arn:aws:s3:::examplebucket”,
“arn:aws:s3:::examplebucket/*"
1
"Principal": {
"Aws": [

"Sid": "Stmt1744399288838",
"Action": [

*RDESBTELBISONTHF I bz IE—LET,
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"Id": "Policyl1744399292233",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "Stmt1744399152830",

"Action": "s3:*",

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": {

"AWS": [
"arn:aws:iam::95390887230002558202: federated-group/Marketing"

"Sid": "Stmtl1744399280838",
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": "*"

CDISONIFED X EEAT B LH. "Statement'ITO LICHBIDEN—2 3 DITZHIRI B EHTER
To Tl VOERFAZTLIC, LDBKROHZ2A FILTSIDZAZXZIAXILTID. HIFRLIED TS &
HTETEI,

Bl
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"Statement": |

{

"Sid": "MarketingAllowFull",

"Action": "s3:*",

"Effect": "Allow",

"Resource": |
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": ({

"AWS": [

"arn:aws:iam::95390887230002558202: federated-group/Marketing"

"Sid": "EveryoneReadOnly",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1y
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": "*"

JIL—TR)S— (IAM)

R—LT7«4 LI MIERONTY T I€X

CDTIL—TR) I —TIE. usersusername WS ZBEID/NT Y NADF TSI CADT IV ZADAHMN
—HICEFRI S NE I,
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{
"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::home",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::home/?/?/S${aws:username}/*"

70z by INTy bOERZEIERLET

CDTN—=TRIS—=TlE A—DNT Y b Z2fBLTEDNT Y hTHT D7 OV I Z2BMICTSC
CIFTEE A

() co&Us—isStorageGRID UITIEBAENT, S3APITOABRSNET,
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
by
{
"Action": [

"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning"

1,

"Effect": "Deny",

"Resource": "arn:aws:s3:::*"

F72 0 Oy Y OERFEFHIR
CONT Y bR S —TlE. Object-Lock DRFFHARAMOBUTICHIRI N E T

{

"Version":"2012-10-17",
"Id":"CustSetRetentionLimits",
"Statement": [

{
"Sid":"CustSetRetentionPeriod",
"Effect":"Deny",
"Principal"™:"*",

"Action": [
"s3:PutObjectRetention"
I

"Resource":"arn:aws:s3:::testlock-01/*",
"Condition": {
"NumericGreaterThan": {

"s3:0bject-lock-remaining-retention-days":"10"



A—H—IC&BATT U FDHIBR%Z versionld THIE L £ 9
CDTI—TRY > —F versionld TN—2aVEBA TS T b 2R T2 2z 1—HICHBRLET

"Statement": [
{
"Action": [
"s3:DeleteObjectVersion"

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::*"
b
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

IIN—T2HmIBMOERT7 VLA TE—OY TTo LI M) (FLT74vIR) ICHIRT S

CDRI—TIEF. TIL—=TDXN=IINTYy N RADYTFTo LI ) (FLTa4vIR) AOFAFRDE
B70t2%#HLET, N7 v &L Tstudyl « 7570 L2 kUK Tstudy0ll T,

"Statement": [
{
"Sid": "AllowUserToSeeBucketListInTheConsole",
"Action": [
"s3:ListAl1MyBuckets"
1,

"Effect": "Allow",
"Resource": |
"arn:aws:s3:::*"

"Sid": "AllowRootAndstudyListingOfBucket",
"Action": [
"s3:ListBucket"
I
"Effect": "Allow",

"Resource": [

22



"arn:aws:s3::: study"
I
"Condition": {
"StringEquals": {
"s3:prefix": [
"study0l/"
I
"s3:delimiter": [

n/n

"Sid": "AllowListingOfstudyO1l",

"Action": [
"s3:ListBucket"

I

"Effect": "Allow",

"Resource": |
"arn:aws:s3:::study"

I

"Condition": {
"StringLike": {

"s3:prefix": [

"study01l/*"
]
}
}
"Sid": "AllowAllS3ActionsInstudyOlFolder",
"Effect": "Allow",

"Action": [
"s3:Getobject"

I

"Resource": |

"arn:aws:s3:::study/study01/*"
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Ny kRS —
NIy R EGHBRDERT VAR B OE—I1—FICHIRLET

CORUD—=TIE TADI—FIINT v bADHAMDERT7 I/ X2 L. HOITARNTOI—HFADT
I RZBATNICET L £, FHEZARICITSICIF. RS —DEEICDenyXT— b XY & T IL—F1L
THRICEHRELE T,

"Statement": [
{

"Sid": "Deny non userl",

"Effect": "Deny",

"NotPrincipal": {
"AWS": "arn:aws:iam::34921514133002833665:user/userl"

by

"Action": [
SEER

I

"Resource": [
"arn:aws:s3:::bucketl",
"arn:aws:s3:::bucketl/*"

"Sid": "Allow userl read access to bucket bucketl",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::34921514133002833665:user/userl"
b
"Action": [

"s3:GetObject",
"s3:ListBucket"

1,

"Resource": |
"arn:aws:s3:::bucketl",

"arn:aws:s3:::bucketl/*"

N7y N EFHBMDERT 7 AEERFOVEOI—HICEIRT .
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"Statement": [
{
"Sid": "Deny all S3 actions to employees 002-005",
"Effect": "deny",
"Principal": {

"AWS": [
"arn:aws:iam::46521514133002703882:user/employee-002",
"arn:aws:iam::46521514133002703882:user/employee-003",
"arn:aws:iam::46521514133002703882:user/employee-004",
"arn:aws:iam::46521514133002703882:user/employee-005"

]

b

"Action": "*x",

"Resource": [
"arn:aws:s3:::databucketl",
"arn:aws:s3:::databucketl/*"

"Sid": "Allow read-only access for employees 002-005",

"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam::46521514133002703882:user/employee-002",
"arn:aws:iam::46521514133002703882:user/employee-003",
"arn:aws:iam::46521514133002703882:user/employee-004",
"arn:aws:iam::46521514133002703882:user/employee-005"
]
by
"Action": [
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion"
I
"Resource": |
"arn:aws:s3:::databucketl",

"arn:aws:s3:::databucketl/*"



Ny FADN— 3 VEBF 7O 10 b OI—FIC L BERESIRT 3

CONTy bRUS—E, 21— (I—HID 56622399308951294926] TiAI) Hiversionld T/N— 3>
BEA TPV b ZERT B zHIRLET

"Statement": [
{
"Action": [
"s3:DeleteObjectVersion”

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": ({
"AWS": [
"5662239930895129492¢6"
]
}
by
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": {
"AWS": [
"56622399308951294926"

StorageGRIDD /N7 b ZA4T7H 1)L

S3TATHAUINKRELZIER L T FEDA T 7 b StorageGRID & X T LH5
HIRRSNZ R I VI FIETEET,

SA 71 VILBR I

SATHAVIEEE BHED S3NTY FROA T2V MIBEREINZ—EDIL—ILTT, FIL—ILIE
HEERITBZATIOI Vb, ENSOA TV FOBMEAR REOBMEIZIBHE) ZHBELFT,

BATZT U ME SINTY b SATHATINELIEILMARY o —DREREICEWVE T, SSNTY FS5A

THAVIDRESNTVBIBRIE. NTY SATHAITILTANRI—RITBZA T2 FDILMKR Y &
—WNSATHATINBMARD T I 3> TLEEEENE T, NTYRSATHAIILT A IILRIC—H LBV
FTTTV MCIE ILMRY S —DREREMERINE T ATV BN TY bSATH A7 T 1)L
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FIC—H L. BMHRORENBATHICEE SN TVAWEE. ILMRY > —OREREIIERAINT. 47
PV bON—2a HEIRICRIFF SN S C EHMBEENICREINE T,

EFDH. M IIL—IILOEBEFIELN AT 7 MIFIEHRIBEBASNTVWTH, AT AT Uy B
SHIRESNZ DB ET, HBWE ATV MW T BILMEBEIRRARM LB TH, 7700
EAT )y R EICRE SN B RIEESED H B,

StorageGRID Tld. 1 2DSA 7H A VIERETHRA 1. 000 BD 1 7H1 VILIL—ILHHR—bEhZE
o BIL=ILICIEZ. KO XMLEEZZEHZENTEET,

* Expiration : #8E LTcAHNIELIBE. FRBEATIO I FHRDRAEFNIEEHSIEE LICHRISE
LEmBIcA T2z bzRIBRLE T,

* NoncurrentVersionExpiration : 8 L7cBIZELA Tz b ZHIBRLE S, Chidk. 7720 b+
HEFTHL BT EIHBETY,

c T4 IR (FLTawI R RY)
* 27— *ID

StorageGRID Tld. RONT Y MMUBZFERL TS I A VIR EZEETETET,

» DeleteBucketLifecycle
» GetBucketLifecycleConfiguration

» PutBucketLifecycleConfiguration

SATHA IR S —DIEE

SATHAUINEREEZIERTD-ODRIDFIEE LT, 1 DUEDIL—IL%ZEL JSON 771 ILEVERL L
F9, 12 ZIE. TDISON T 7ATILICIERD 3 DDIL—=ILHAEZGENTWVWET,

1T *)L=)L1*E. FL 71 v R Tcategory1/l IC—H L. key2DfEN Ttag2) THZ3 AT U MMIDHE
B3NEzJ, Expiration/NT XA —R(E. T ILRZ—IC—KT DA T U bH2020FE8H22H DFHI0EFIC
HIRRYINICRZ Z e xIEEL 9,

2. *)L—=)L2*lE. FL T a4 w2 R Tcategory2/] IC—T23A T MIDHBERINET, Expiration/\
TA=RIF. TN R—I—T234T2 0 FHRDAEFNTHS100BRICERIRYINICES Z &
ZERELEFT,

AMEIRET 3L —ILid. # TV o MIMDAENI B AR R L LIAARNGIL—)L
(D ¥, BEOBRIMOAHE L EREBI TLWABAR. 51 791 2 LREDERE
TU—HDF T NS v M SHIRS NB TTREMA B D £ 7,

3 JL—=IL3*E. FL T xw PR Tcategory3d/) IC—HEZ2A T U MIDOABREINE T, Expiration/\
SAX=RIF. BT ZA TS0 bDOIERTN=3 0H FERITN=I 3 VIR > THS508RICHARR
PNICB3 e ziBELE T,
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"Rules": [
{
"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",

"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
}y
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
bo
"Expiration™: {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration":
"NoncurrentDays": 50

by

"Status": "Enabled"



NTY MISATHAUILEREZER

SATHAUIERET 71 ILEEH LT=5. PutBucketLifecycleConfigurationE3R % F1T L T/\4 v M ICEA
LET,

COEXIF. BTN T7AINLDSATHAVILEREEZ EWVWSEBDONT Y NROF TS U MEBL
‘testbucket' £ 9,

aws s3api --endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration

--bucket testbucket --lifecycle-configuration file://bktjson.json

SATHAVIIEREDNT w MIEBICER SN C E ZHESRT 51213, GetBucketLifecycleConfigurationZ
KReMELET, FIRIF:

aws s3api --endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration

--bucket testbucket

BE (N=YaYBEINATVWAW) NTYy DS THATIL RIS —D6)
BEICF TSI FEHIRT S

A—-RT—R ORIV —F —KT7 7). OF. FERET—2%8C. [RoNICHABOAEEST 27—
SOBEBICEETY, XUy b AML—=2OXMZEBL. N7y b2 EIBREBEBTE XY,

"Rules": [
{

"ID": "Delete after 90 day rule",
"Filtexr": {1},

"Status": "Enabled",
"Expiration™: {
"Days": 90

N=2ayBEBINEENT Y COTZA 71400 RS —Df|
108 R ICIERFTIRZHIFR T 5

IA—RT7—X: CORIVD—F BEOBRE EBHICEREN. KEDAR—IXZHEBEIS@RMtoH 3. &

29



FIN—23>TRBVWATIT I MDA ML—UFRBICRIEEF T, XUy b I &FIN—2a>0sHZFRET
BIET. AML—CEREZRBEILLEY,

"Rules": [
{
"ID": "NoncurrentVersionExpiration 10 day rule",
"Filtexr": {1},
"Status": "Enabled",
"NoncurrentVersionExpiration": {

"NoncurrentDays": 10

5ODIRMN—2a>eREFITS

ERAM: BEEXLIIEEDOENT. RONKLHOUFIDON—2 3 V2 RFKFTBERICER T, flR: +9%
BECEIERA Y MRS 37DIC. TRBEOIEERFN-2a > 2R/EFLET,

"Rules": [
{
"ID": "NewerNoncurrentVersions 5 version rule",
"Filter": {},
"Status": "Enabled",
"NoncurrentVersionExpiration": {

"NewerNoncurrentVersions": 5

MON—2 3 D EFEELBEVSEISEIBRY—H—%ZHIBRLET
A—XAT—R . ZORII—F. IRTOIEBHFN—a > EHIBRLTZRICEIEIBRY—D—%2BIET30DIC

RIBET, CNS5DOY—H—IIHEOEBL EHICERINBARMDHBD LI, XUy kI FRBEREEZ
BRLET,
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"Rules": [

{
"ID": "Delete marker cleanup rule",
"Filtexr": {1},
"Status": "Enabled",
"Expiration": {
"ExpiredObjectDeleteMarker": true
}

BEDODN— 3>k 30 HEICHIBRIN, WEON—3 VY UADON—T 3 ik 60 BRICHIBRS M. o
=2 aVhFELEBLL B2 I5REDON— 3 VOHIBRICE > TER S NTZEHIBRY — A —DEIBR SN X T,

A—RAT—X HIBRNY—H—Z28C. RAEON-2a Y EEREON-2a>vOREB 1 7T U )Lz M

LEFe XVy b 1 +DBVANURAS Y b EBEZFRIFLABD S, AbL—2aX MZHIBL. N7y bz
BIEINIREICRB XY,
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"Rules": [

{

"ID": "Delete current version",
"Filtexr": {1},
"Status": "Enabled",
"Expiration": {
"Days": 30
}
by
{
"ID": "noncurrent version retention",
"Filtexr": {1},
"Status": "Enabled",
"NoncurrentVersionExpiration": {
"NoncurrentDays": 60
}
by
{
"ID": "Markers",
"Filter": {1},
"Status": "Enabled",
"Expiration": {

"ExpiredObjectDeleteMarker": true

DN—2 3 OB RVEIBRY—H—%HIBRL. Taccounts_. L 71 v IR #HFDOATS U MIDOWVWT
&4 DDIERFFIN— 3> PB<ED 0 HROBREZ®RFEL. fOITRTOATO o~ N—=2 3 >icD
WTIE2 DDN—=2 3> B<CeH 10 BDOREZRIFLE D,

A—-RAT—X FEDA TPz betto4 727 MCEBEDIL—ILZBAL. BIRY—H—Z23CHED
N=23 EFREDN=23 DA THAINEERZEELET, XUy b XAML—IUOX 2R
Lo N7y b ZBELAEDS, +RRVANVRAY M EBREZRIETZIE T, SREBI 17V FEHIC
MHTEET,
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"Rules": [
{
"ID": "Markers",
"Filtexr": {1},
"Status": "Enabled",
"Expiration": {

"ExpiredObjectDeleteMarker": true

"ID": "accounts version retention",
"Filter": {"Prefix":"account "},
"Status": "Enabled",
"NoncurrentVersionExpiration": {
"NewerNoncurrentVersions": 4,
"NoncurrentDays": 30

"ID": "noncurrent version retention",

"Filtexr": {1},

"Status": "Enabled",

"NoncurrentVersionExpiration": {
"NewerNoncurrentVersions": 2,

"NoncurrentDays": 10

FEH
CTATHATIILR) - ERNICERELUVEH L. LM ELVT-2EEOBERICEHLE THELZE
ER

* RS —ZLEEICERT 3RS, FRBRIBEELCENTY FTTRAMLT, BERLEEEDICHET S
CrzMERLET,

Oy IOBENEMICHRBERUD D B D, IL—ILz LDERNICT B OHICFHIENRIDZEER L F
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