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Create a tenant

(- Enter details Selact permissions
e

Select permissions
Select the parmesdaons fior this tenant s<count
Miow platform services @

Use owm identity source §

Albpw 53 Select @

3. T+ bDroot1—HDIEB/NRT— REZRET DN U Y RTIzTFL—a3 0 E/MICHE->TULS
BEIE. TTFYRTHI Y R EBRETBR-0Droot7 7 AMERZIF DT T L —FT v RTIL—T%EIR
LEd,

4 J—bheLTHa 1100y INTY R Iy FOERE BB 2 BIRL £,

Tenant Manager®O R—SHRREINE T,

3. Tenant Manager©. My Access KeysZiE R L TS37 VL AF—%EHE L UVA T VO—RL. HETT
A bhZEBELEFT,

Amazon OpenSearch ¥ DIEEHEEH —E X

Amazon OpenSearch (|HElasticsearch) H—E XDty 7 v/

COFIEIF. TAMTEBHWTDHAOpenSearchtrt —EXZ TIEP < EHHEICEY FT7 v I T5OICFEAL
9, BREHEY —ERICA Y TL I XADElasticsearchZ{EA L TWBBAIE. 28BL TSV BEH
B —EXEA>TL I XDElasticsearchE FI|FHTEF £ 9,

@ OpenSearchtf —E X IZEERT B ICIE. BWHRAWSOAVY —)LATA Y, 7IOEAF—. o —
Ly b T7OERF—. BLTIERIPBETT,

1. DFIEICHKES>T. FILWLWR XA UEER L £9 "AWS OpenSearcht) —E ZFHARI D EF R DIBEERS
9,
° FE 4R XA >% : sgdemo

° FE10 : IHMH AT IR Ol TSSO L7/ bO—-ILEBWMICTS) 7
SavOEREMRLET,

° F|@12.7 7+ XK > — : Configure Level Access PolicyZ &R L. JSONA 7 %2R L TR DFI % &
BLT7IEAR)S—%2BELET,

* BBIARTINI-TF X &L AWS Identity and Access Management (IAM) IDE 1—HZICES
BXEY,

s BARTINTULWSTEFIXL (IPZRLRX) Z#. AWSOYY —ILADT7 7 RIERALI-O—7A
NAYE2—RONT VY IIP7RLRAICEZTBEZET,

* JSOYRTERE. ICBEL 9 "hitps://checkip.amazonaws.com" &2 1) w2 LT, /INTUw
JIPZERERL TLIZE L,
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"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",

"Principal":

{"AWS": "arn:aws:iam:: nnnnnn:user/xyzabc"},
"Action": "es:*",

"Resource": "arn:aws:es:us-east-1l:nnnnnn:domain/sgdemo/*"
by

{

"Effect": "Allow",

"Principal™: {"AWS": "*"},

"Action": [

"es:ESHttp*"

I
"Condition": {
"IpAddress": {
"aws:SourcelIp": [ "nnn.nnn.nn.n/nn"

]

I

"Resource": "arn:aws:es:us-east-1:nnnnnn:domain/sgdemo/*"

}



Fine-grained access control

Fine-gr asned aoens controd peovides numeroun featre to help you keep your dats secure Featuees include documens-level secusity, feld-
bevel vecurity, read -only usen, and OpenSearch Deahboandh/Kibana ternent. Fine-grained accen control regueres 2 master user. Learn more

=z

Enable fine-grained access control

SAML authentication for OpenSearch Dashboards/Kibana

SAML puthentiaton Lot you ute your erating identey provider for wngle ugn-on for OpenSearch Dahboant/M2una Learn meore [

@ Touse SAML authentication, you must first enable fine-grained access control.

Amazon Cognito authentication

Enable to uwe Amaron Cognito suthentication for OpenSearch Dashboardu/Xibana Amazon Cognita supports a variety of identity providen
for viername -panword authentication Lesm more B

Enable Amazon Cognito authentication

Access policy
Acurus poticeey control whether a request s sccepted or repected when it resches the Amazon Openfearch Sermce domain Hf you spedity an
SLeoUnt, uier, of role in this policy, you Mmunt g your reguests. Learn more [

Domain access policy
Only use fine-grained access control

Allow open sotEs 1o the domuan

Do not set domain level access policy
Al reguests to the dorman will be dersed

© Configure domain level access policy

Visual editor Import policy

Access policy
j- “tatesent”; | -
& |
L | "Lffece”: "Allow",
L5 “Principal”: {
? T T e L Ry, em—
L b
L “Action®: “es:tt,
ie “Resource”: 'jrn:hu:cl:ui‘clll.!:dm:mth}l'ﬁiﬁt"
1 ).
2. {
13 "Iffect”: "Allow",
18+ TPrincipal”: {
13 e
18 Y
17= “Action™: |
18 “es:lDerpe*
19 *
8= “Coadition™: {
1= “Ipaddress”™: {
3= “bwi:tourcels®: |
i3 TALG . —
i ]
% }
~ G .
:: ) Rasogree®: “am M:n-.n-un-l.-:“:doum.'lﬂm!' -
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2. RXAIUNT O T4 TIC12BETI5~200[RFHbF T,

30 OpenSearch Service

Sgd emo wuu Delete Actinm w

General information

3. OpenSearch Dashboards URLZZ 1w LT ILWATTRXAVERE. Ay aRh—RIZT7IE
AL £, accessdenied LT —HWKRRINIHZEIE. PIOELRRIS—DY—XIPFRLZANOAVE 21—
ADNTVYIIPICELLKREINTVT, FAXAAM YR Y S aR—RADT I EIDFITINTWVWBR L
HESELE,

4 v aR—ROBEBR—IT. B9 TEE (Exploreonyourown) #ZIRLE T, XZa—h56. [B
B -FRY—IEBRLET

9. Dev Tools — Console T. StorageGRID Z 7 10 b XX T—RDREFICA > T v I R %ZERTS TPut
<index>] EANILZET, ROBITIE. A>T vIR%G X&2F7—4%1 2FEALET, NTVL=AFODEE
SV y LT PUTOY Y RZRITLET. RDRIVU—22 3y FOBICTRT LSS, ELVEER
NERIDNZILIZRREINET,

S OpenSearch Dashboards

= Dev Tools

Console

History Settings Help

1 PUT sgmetadata D2, 1~ |f
2 "acknowledged™ : true,
3 "shards acknowledged” : true,
4 "index" : "sgmetadata”

6. 1 > 7 w2 XH'Amazon OpenSearch UlDsgdomain > Indices® FICKRRINTWBR 2R L £,
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& Succesfuily updated & sorvics softwors version K02 11 103-P6

CpmrSasiun Sardii
sgdemo .
General information
rhor A
3 [>T O A st L ———
¥ sbibecaiis 5
Do AN Clisse LN mis Seraloe a0ty virson ik
BF reman et o st | I— v 021 1205 fatesty s e ot
T -]

Clustor hastth i Lancd Istth Niadt-Tiwm Logs Tag Corwme e, Pl agen NIt

Chutbinn coi Miguin stdon Sty Configoration

—
Indices (7]
a 1 o
Ity - Dusnsnrm et comint Sipw [Lyin] Qe $etal » Sagmirg by Fimlct mmappizngs
1 508 g 19 I M A e
....... ™ o 102 08 0

To2YNTA—LY—EXIVREALY MDERE

TV bTA—LY—EXIVRRA Y b ERETDICIE. ROFIEZHRITLET,

1. Tenant ManagerT. X kL — (S3) >TIY b ITx—LH—EXDIVRRAY MIBHLET,
2 [IVRRAYEDERZEV ) v Ly ROELSICADLT, K722V v I LET,

o RInBDF)IE TAWS- OpenSearch] TY
° FlE 74 —IJLROFI® TURL OFIE2OTORXII =223y bDRAACVIVRERA T R,

° URNZ 1 —JL R THIOFIE OFIE2THER L7 B X1 > ARNDREIC /<index>/_docZEMML £

C OB TIE. URNIZarn : aws : es : us-east -1 : 211234567890 : domain/sgdemo/sgmedata/_dociZ
whFEI,
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Create endpoint

o Enterdetails ———

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @
.J'.‘-.'E--O,‘:,‘E."Ii-'néafc:'u
URl @
https://search-sgdemo-/ | i -co50-]e
URN ©
8

sestus-east- 1 ——— 0200 sgdemo/ sgmetadata/_doc

3. Amazon OpenSearch®sgdomainiC 7 2t X § 3 (CI&. FREEX 1 7 & L TAccess KeyZz &R L. Amazon
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Create endpoint

e’ |

@ Enter details — e ?g.h.at.:tauthenhcatlun type @ Verify server

— Optional

Authentication type @

Select the method used to authenticate connections to the endpoint.

Access Key v

Access key ID @

A A | ||/ ()

Secret access key @

Previous Continue

4 TV RKRA Y &SR BICIE. Use Operating System CA Certificate and Test and Create Endpoint’ &
RLET, BEEICHINT DL RORDKSBIY RRAY MEEANRRINE T, REICKKLIES
&« URND/NZDFEKEIC l/<index>/_doc) HEENTWVWT. AWST7 I RF—r o —TL v hE—HIE
LW ez L TLEEL,

Platform services endpoints

A platform services endpoint stores the information StorageGRIC needsto use an external resource as a target for a platform service (CloudMirror replication, notifications, or search integration . You must
configure an endpoint for each pletform service you plan to use

1 endpoint Create endpoint

Display name Last error Type
HERSH & gl 2 $ e = uen @ %
L] e -]
Sk hittps:/fsearch-sed emn - i ———————— armawses us-east-
earc
cpansearch Lez.amazonaws.com/ 1 ki 1 0310/ sgdemio sgmetadata/_doc

BREHRET—ERXE A>T I XDElasticsearchE FIIFTE X ¢
# > 7L = XDElasticsearchtzy k7 v

ZOFIE 1. X BB TOHADockerZ{EA Y SElasticsearch&Kibana# > 7L S X&#=RZFICEyY 7w
I3-0DEHDTT, Elasticsearchtr —/NEKibanath — /AR TICEETIHESIE. AT v I5ICEAF T,
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1. TN%EERTL X "Docker1 >~ X k—)LF|E DBE" Dockerz 1 VX h—ILd 378, ZFERALET
"CentOS DockerldFIEZ#A VA L—ILTB" DY b7 v T Tl

sudo yum install -y yum-utils

sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo
sudo yum install docker-ce docker-ce-cli containerd.io

sudo systemctl start docker

° 1) 7 — h&ICDockerz &N T B ICIF. KDL SICATILET,

sudo systemctl enable docker

> Tvm.max_map_count] {E%Z262144|Z5&KEL £,

sysctl -w vm.max map count=262144

c )T —FROREZHIFITBICIE. RDLSICANDLET,

echo 'vm.max map count=262144' >> /etc/sysctl.conf

2. |[CRE> TLEE T W "Elasticsearch? -1 v &7 24— 1+ K" Elasticsearch & Kibana Dockerz B &EIED /-
SOOI a>TAYAM=I)LLTEITTEEXT, COITIF. N—23>81%1 >V AM=ILLEL
TCO

ElasticsearchhMER L Tc 2 —HR/INRAT—RE b=V XELTHETET, TNED -

— 2 >lF. Kibana UIH & UStorageGRID 75w b7+ — LI > RRA > FEREEZ IR 5
TC@‘:L‘Z\E_C?O
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Elasticsearch Service || Self-managed

install and run Elasticsearch
1. Install and start Docker Desktop.

2. Run:

VWhen you start Elasticsearch for the first time, the following security configuration
occurs automatically:
s Certificates and keys are generated for the transport and HTTP layers.

* The Transport Layer Security (TLS) configuration settings are written to
elasticsearch.yml.
* A password is generated for the elastic user

= An enroliment token is generated for Kibana.

You might need to scroll back a bit in the terminal to view the password

wore and enrollment token.

3. Copy the generated password and enrollment token and save them in a secure
location. These values are shown only when you start Elasticsearch for the first time.

You'll use these to enroll Kibana with your Elasticsearch cluster and log in.

F:] If you need to reset the password for the elastic user or other built-in
h-reset-password tool. To generate new

NOTE Users, runthe elasticsearc
enrollment tokens for Kibana or Elasticsearch nodes, run the
-create-enrollment-toksn tool. These tools are available in

B e
TadolLliloid

the Elasticsearch bin directory.

Install and run Kibana

To analyze, visualize, and manage Elasticsearch data using an intuitive Ul, install Kibana.

1. In a new terminal session, run:

docker pull docker.elastic.co/kibana/kibana:3

docker run --pname kib-81 --net elastic -p ! docker.elastic.co/fk

When you start Kibana, a unique link is output to your terminal.
2. To access Kibana, click the generated link in your terminal.
a. In your browser, paste the enrollment token that you copied and click the
bution to connect your Kibana instance with Elasticsearch.
b. Legin to Kibana as the elastic user with the password that was generated

when you started Elasticsearch.
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3. Kibana Dockerd > T F+HEEFH TS . AV —JLICURLY > N hitps://0.0.0.0:5601" ] HFERENE
9, 0.0.0.0%Z. URLADH—NIP7RLRACEFHIET,

4. 2 —14 Telasticy . BIROFIETElasticic & > TERINT=/NXXT—REFEHAL T, KibanaUlicOs
1>LFT,

S.M®TAJA VT BHEEIFE. AV aR—RDESTER—-IJ T, B TIZX7AO—7 (Explore on
yourown) ZEIRLFJ, XZa—H5S. Management > Dev ToolsZERL £ 9,

6. Dev Tools Console[EE T. StorageGRID 7P TV XX T—RDREFICCDA VT v I R % FEBT
% TPut<index>] EAZILE T, COBITIFX A>T v XfsgmetadataZz A L £ I/NEWVW=AF D3
Sy LT PUTOY Y RFZETLET, RORXIV—22 3y bOFISTRTLSIC. ELWVER
PERDONFILIZRRINET,

& elastic

= . Dev Tools Console

Console Search Profiler Grok Debugger Painless Lab sera

History Settings Help

1 PUT sgmetadata P2 R
2 “"acknowledged” : true,
3 "shards_acknowledged” : true,
4 “index” : “"sgmetadata”

T39I+ —LY—EXIYRRALY LORE
T2 TAa—LHT—EADIYRRA Y b ZHRETDICIE. ROFIEZETLET,
1. Tenant ManagerG. XL — (S3) >TF 5w b 74— LHY—EXDIVRRAY MIBEILET
2 [IVRRAYEDERZI ) v I Ly RDELSICADLT, K720V v I LET,
° R DH: elastic’
° URI:"\https://<elasticsearch-server-ip % 7= l&hostname>:9200

° urn:’ urn:<fa]H*>:es:::<se-unique text>/<index-name>/_doc’ _ C T. index-nameldKibanad>Y —JL T
A L7281 TY, fl: urn:local:es::sgmd/sgmetadata/_doc’
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Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

elasticsearch
URI @

Attps: /10 ——— . ()

URN ©

urn:local:es::sgmd/sgmetadata/_doc

| o m

3. B8R ¥ L TBasic HTTPZ3&3R L. Elasticsearchd® 1 > X br—JL 7A€ I L >TERINEEI—H
% Telasticy E/NXXT—RZANDLET, ROR—=JICBFHTBICIE. BT 2 Vv I LET,

Authentication type @

Select the method used to authenticate connections to the endpoint.
Basic HTTP W
Username @
elastic

Password @

[ — ®

Previous Continue

4 TV RKRA Y F%ERT BICIE. Do not verify Certificate and Test and Create Endpoint%#iRL £ 9, &
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Platform services endpoints

A platiorm senvices endpoint stores the nformation StorageGRID needs to wse an external rescurce as a target for a plathorm service (ClowdMmor replicateon, notifications, or search integration ). You must
configure an encpoint for cach platform senvice youplon to use,

2endpoints Crante endpolnt

Desplay rusms Lantmrr
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awy b Search
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Tenant Managerz £ L THREHEZHREL. 71 XX LDStorageGRID FREXMLZ /N7y MMIRD K S ICHE
BATE%xd,

1.

Tenant ManagerT. Storage (S3) > BucketsiC#EIL £9

2. Create Bucket (/N bODTERL) =220 ) v o L. N7 v b8 (Bl sgmetadatatest) ZAHILT. T+
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<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn> urn:local:es:::sgmd/sgmetadata/ doc</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

6. S3 BrowserxFRHLT. T+ 77V RX/>—2 L w bF—%{FH L TStorageGRID (C#EH L. T X b
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\d 53 Browset 9.5.5 - Free Version (fer non-cemmercial use only) (Administrater) - $g6060-platfarm-service - | x
Bccounts  Buckets Files Tool UpgradetoPro!  Help Mew vernion available
l{}'iﬂm bucket Path: EI Pl i s
il sgmetadatatest | | File Size Type LastModified Storage Class
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ownar lestuser
project test
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a. XZ a2—H'5. Management > Dev ToolsZZER L £ 9
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GET sgmetadata/ search

"query": {
"match all": { }
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sgmetadata/ search

"query": {
"match":

{

"tags.type":
" query"

}
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Editing: Hode IP/subnet and gateway

Ose up arrow to recall a previously typed wvalue, which you can then edit
Use d or 0.0.0.0/0 as the IPfmask to delete the metwork from the mode

Ose g to complete the editing session early and return to the previous menu
Press <enter> to use the wvalue shown in square brackets

Site: LONDON

=2

LONDON-ADMI Grid IP/mask
LONDON-51 Grid IP/mask

L45.74.14/2¢6
45,74, 16/2¢6

45.74.248/26
E5.74.26/26

ol e O o B

o aaa

ol o e B
=2

bt bt Bt bl

LONDON-52 Grid IP/mask .45,74,.17/26 0.45.74.27/26
LONDON-53 Grid IB/mask .45.74.18/26 0.45.74.28/26
LONDON-ADM1 Grid Gateway [ 10.45.74.1 ]:

LONDON-51 Grid Gateway [ 12.45.74.1 ]:

LONDON-52 Grid Gateway [ 12.45.74.1 ]:

LONDON-53 Grid Gateway [ 12.45.74.1 ]:

Site: OXFCRD

OXFCRD-ADM1 Grid IF/mask [ 10.45.75.14/26 ]:

OXFCRD-51 Grid IF/mask [ 10.45.75.16/26 ]:

OXFCRD-52 Grid IF/mask [ 10.45.75.17/26 1:

OXFCRD-53 Grid IF/mask [ 10.45.75.18/26 ]:

OXFCRD-ADM1 Grid Gateway [ I 45:759:1 1:

OXFCRD-51 Grid Gateway [ I.45.75:.1 ]:

OXFCRD-52 Grid Gateway [ I.45.75:.1 ]:

OXFCRD-53 Grid Gateway [ 10.45.75.1 ]:

Finished editing. Press Enter to return to menu.l

b. 57 IR TEEZRT

Site: LONDON

LONDON-ADM1 Grid IP
LONDON-51 Grid IP
LONDON-52 Grid IP
LONDON-53 Grid IP
Fress Enter to cuntinuel

10.45.74.,14/2¢6
10.45.74.16/26
10.45.74.17/26
10.45.74.18/26

e
1
1

[ T s T S ]

C.M0)=EBIRL CHEEL. EEZEAL XY,
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Welcome to the StorageGRID IP Change Tool.

Selected nodes: all

1: SELECT HCDES to edit

2: EDIT IP/mask and gateway

3: EDIT admin network subnet lists

4: EDIT grid metwork subnet list

5: SHOW changes

[ SHOW full configuration, with changes highlighted
T: VALIDATE changes

8: SAVE changes, so you can resume later
GS: CLEAR all changes, to start fresh

10: APPLY changes to the grid

0: Exit

Selection: lGI

CDRT Y T T*stage *ZEIRTZIHBENHD XTI,

Validating new networking configuration... PASSED.

{Checking for Grid Network IP address swaps... PASSED.

Applying these changes will update the following nodes:

LONDON-ADM1
LONDON-51
LONDON-52
LONDON-53

The following nodes will also reguire restarting:
LONDON-ADM1
LONDCOH-51
LONDCON-52
LONDCON-53

Select one of the following options:

apply: apply all changes and automatically restart nodes (if necessary)
stage: stage the changes; no changes will take effect until the nodes are restarted

cancel: do not make any network changes at this time

[apply/stage/cancel]> stagel

- LEEDEBICTZATVER ./ —RAFENTVIHEIR.

—RFeBEsHLET

fa) CAALTFEHTTSATIERE/



EP 10.45.74.14 - PuTTY

Validating new networking configuration.., DPASSE
Checking for Grid Network IP address swaps...

Applying these changes will update the following nodes:

LONDCN-ADHL
LONDCN-51
LONDON-52
LONDON=53

The following nodes will also require restarting:

LONDON=-RDM1
LONDCN-51
LONDON=52
LONDCN-53

Select one of the following options:

apply: apply all changes and automatically restart nodes (if necessary)
stage: scage the changes; no changes will take effect until the nodes are restarted
cancel: do not make any network changes at this time

[apply/stage/cancel]> stage

Generating new grid networking
Running provisioning... PASSED.
Updating necwork configuration
Updating network configuration
Updating nectwork configuration
Updating network configuration

Finished staging network changes. You must manually restart these nodes for the changes to take effect:

LONDON-ADM1 (has IP 10.45.74.14 until restart)
LONDON=51 (has IP 10.45.74.1€ until restart)
LONDON-52 (has IP 10.45.74.17 uncil rescarc)
LONDON-53 (has IP 10.45.74.18 until restart)

Importing bundles... PASSED.
AR A
" IMPORTANT

* A new recovery package has been gencrated as a result of the

-
"
configuration change. Select Maintenance > Recovery Package *
* in the Grid Manager to download it. *

=

Hetwork Update Complete. Primary admin restart required. Select 'continue’ to restart this node immediately, 'abort' TO restart manually.
Enter a to abort, ¢ to continue [afc]>

f. Enterr—%ZLTRIOAZa2—ICED. IPAYA—TJ A ADEEEKRTLET,

Network Update Complete. Primary admin restart required. Select "continue' to restart this node immesdiately, '"abort' to restart manually.
Encer a to abort, ¢ to continue [a/cl> a

Restart aborced. You must manually restart this node as soon as possible

Press Enter TtO reTturn to the previous m.em:..

3. Grid Managerh*5. FILWUANUNYy =% ATV O—RLUET, * Grid Manager >* X > 77+ > X>*
AN Ny Iy —TF

4. StorageGRID7 754 7 > A TVLANDEENKRERIZEIF. ZBRL T LTV, 7507 Y
AVLANDZEE,

S HARDIRTD/ —RFELUVTTSATYRZ2d vy bEIY L. BBIIISELTTA RIRSA4TICS
NILEMIFTEROAL, SvozMAlML THE L TREIL XTI,

6. BIERY NT—UDIP. V54 F7YRDVLAN, IP7 RLZX%ZZET 23583, BRBRICEEZETT
TEI,

775472 AVLANDOZEE

UFTOFIEIZ. VE—MHSEEERTIBHIC. StorageGRIDT T4 7V ADEBXRY hT—U F1:1E
ISATURRY R T—=JIC)E— T EATERICERIRELTVWET,

FIE

1. 775472022 vy bV BHEIIC,
"PISATUREXYTF U RE-RIZLET
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JUyRIPELTI VY RIPZERTZCCIETEEREAS

3. JVYRRY FT—JDVLANZEBLEY, 747> b 2y hIT—URBRBATT ISATVRICTY
TRXI25E. BHRE TR IS4 7Y MVLANBZETE FEA. BBRICEETEET,
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S EHLWHA NTT7ISAT7 Y ADERFBHTT LT=5. ZFERAL TStorageGRID7 IS4 TV AL VR k—
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T 9472 h2ybET—01F. COHEDFIETIPEEY —IILZERBLTISAT7 MRy FT—
JIPEBEHIDETEMBITETTCLE A,

7. XFTFVRE—REZRTLETS, StorageGRID 7 FSAT7 VR« VXA —5H5, Advanced>*
Reboot Controller* %33R L. * Reboot into StorageGRID * %2R L £ 9,

8. TARTD/—RHBHEL. [Grid)iCEHREENRTIINAEL R 275, BB L Tchange-IPZERA LT
TIZATVRADERBRY N T—0 04T hRy NT—0EBHLET,

ONTAP S3%'5StorageGRIDADF 71U hAR—X X b L —
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AT T hR=ZXX L —I%ONTAP S3h 5StorageGRIDICY — L L X ICFATL.
IVR—TS5A4XU T ADS3ZRIT

FIT U bR—XZX L —T%0ONTAP S3h 5 StorageGRIDICY — L L XICHEIT L.
IVRA—TF54RXU S5 ANDS3%EHR

BITOTE

CDTETIF. I—H /N7 v ~%ZONTAP S35\ 5 StorageGRIDICHEIT T 3 HEICDOWVWTERAL 7,

7T hR—IXX kL —2%ONTAP S3H 5StorageGRIDICS — L L XICFEIT L.
IR —TS5AXIS5ADSIEEH

720 hR—XZX kL —T7%0ONTAP S3H 5 StorageGRIDICS — L L X IC#1T L.
IVR—TS5A4RXUZADS3% R

ONTAP D #fis

TERIC. SWMATD I CAST7H =N 2—H, JIL—TF JIL—TRI>— EXUONT v b= ERK
LET,

Storage Virtual Machine D {ER

ONTAPY X F LY %— ¥ T. [Storage VM]ICFEE) L TH L L Storage VMZEEM L £7 .
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= [ ONTAP System Manager

DASHBOARD clustert

INSIGHTS
Health

STORAGE

Overview

Volumes

LUNs 4 SIMBOX
Consistency groups [ |
NVMe namespaces

Shares

Buckets

Qtrees

Quotas

Storage VMs

[Enable S3]&[Enable TLSIOF = IRy RZERL. HTTP (S) R— b ZRELFT, 77 FDF
T BADRIEZFERA L TULWARWEEIE. IPL TRy bRV LT —bDxzr17O—RF¥ LR
XA VEFEELET,
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Add storage VM

STORAGE VM NAME

svm_demo

Access protocol

(%) SMB/CIFS, NFS, S3 SCS f NVMe

[ ] Enable SMB/CIFS
[ enable NFS
B Enable s3

S3 SERVER NAME

s3portal.demo.netapp.com

B enable TLs

PORT

‘443@

CERTIFICATE
(© use system-generated certificate (i )

O Use external-CA signed certificate

[] use HTTP (non-secure)

PORT

‘ 8080 B

DEFAULT LANGUAGE ()

cutf 8

NETWORK INTERFACE
Use multiple network interfaces when client traffic is high.

onPrem-01

IP ADDRESS SUBNET MASK GATEWAY BROADCAST DOMAIN AND PORT V74

Add optional gateway

192.168.0.200 24| Default v

Storage VM administration

[_] enable maximum capacity limit
The maximum capacity that all volumes in this storage VM can allocate. Lea

[ Manage administrator account

kave

SVMOERBHIC I —HMERENE T COA—HFDSIF—%Z2X U YO—FLTUr Y RUZBALE T,




Added storage VM

STORAGE VM 53 SERVER NAME
svm_demo s3portal.demo.netapp.com

User details

USER NAME
sm_s3_user

iy The secret key won't be displayed again. Save this key for future use.

ACCESS KEY

34EH21411SMW1YOV3NQY

Download

SVMAMERL S NTc 5. SVMZHRE L TDNSEREZEML 9,

Services

NIS Name service switch

Not configured Services lookup order @
HOSTS
Files, then DNS

GROUP
Files

NAME MAP
Files

NETGROUP

DNS

Not configured




DNS&EIPZERL F T,

Add DNS domain

DNS domains

demo.netapp.com

Name servers

192.168.0.253

SVM S31—H DERK

RIC, SBA—HFLIN—TZRELET. SGREZHRELET I,

44



Protocols

NFS

Not configured

NVMe

Not configured

FLWIA—HYEEMLET,

2 @& SMB/CIFS

Not configured

S3

STATUS

() Enabled

s
Disabled

HTTP
Enabled
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Storage VMs

~+ Add
S3

(. Enabled

Server

FQON
s3portal.demo.netapp.com

ns TLS PORT

Disabled 443

HTTP HTTP PORT
Enabled 8080

root

sm_s3_user 34EH21411SMW1YOV3NQY Valid forever

I—HREF—OBHHRZAILE I,

Storage VMs

+ Add
S3

(. Enabled

Server

FQON
s3portal.demo.netapp.com

ns TLS PORT
Disabled 443

HTTP HTTP PORT
Enabled 8080

root

sm_s3_user 34EH21411SMW1YOV3NQY Valid forever

FLLWI—TFOS3F—Z2Z o> O0—-FLET,




Added user

USER NAME
demo_s3_user

ACCESS KEY

3TVPI142)JGE3Y7FV2KCO

SECRET KEY

75a1QqKBU4quA132twl4g4iC4Gg5PP30ncy0sPES

KEY EXPIRATION TIME
Valid forever

/\ The secret key won't be displayed again. Save this key for future use.

Download iflq:pse

SVM S34 )L— T D1ER

SVM S35&E D[Groups]® 7 T. LEBTIER L e —1 EFullAccesst&ERZF O L WJIL—TEEML F
ER
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Add group

NAME

demo_s3_group

USERS

demo_s3 user x

POLICIES

FullAccess x

SVM S3/\7 v b DYERK

[Buckets]t 7> 3 VIZBEIL. [+AddIRZ>Z 0w I LET,
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= [ ONTAP System Manager

DASHBOARD Buckets

INSIGHTS +~d
STORAGE

Overview

Volumes

LUNs

Consistency groups
NVMe namespaces

Shares

Buckets

Qtrees
Quotas
Storage VMs
Tiers

ZaE RE% ASL. [Enable ListBucket access...]F T v I Rw o X% A T2 L T. [More options]’R¥ > %
20w LET,




Add bucket

NAME

bucket

CAPACITY

100@”&3 v|

|:| Enable ListBucket access for all users on the storage VM “svm_demo®.

Enabling this will allow users to access the bucket.

fMore options

[EDMDF T ar|EssarT N=UaVEBZEMICTZFIVvIRY I REERLTREFIRZ
Z7)v I LET,
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Add bucket

NAME

‘ bucket

FOLDER (OPTIONAL)

Specify the folder to map to this bucket. Know more

CAPACITY

‘100 = ‘GiB v‘

[ | Use for tiering

If you select this option, the system will try to select low-cost media with optimal performance for the tiered data.

. Enable versioning

Versioning-enabled buckets allow you to recover objects that were accidentally deleted or overwritten. After versioning is enabled, it can't be
disabled. However, you can suspend versioning.

PERFORMANCE SERVICE LEVEL

Extreme

Not sure?

BILFIEZ#EDIEL. N—2 a3V EBEZAMCETI2OEONT Y b 2IERRLET. N7 v hFRERLABE
Z A71L. [Enable ListBucket access...]F T IR w T ADFEIRZMEIRL T, [SavelRZ &I v I LXK
ED
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Add bucket

ontap-dummy

CAPACITY

1OOHHGiB v|

|:| Enable ListBucket access for all users on the storage VM "svm_demo”,

Enabling this will allow users to access the bucket.

Rafael Guedes. Aron Klein&

AT FR—XX kL —%ONTAP S3H 5StorageGRIDICS — L L XICFEITL.
IVR—TS5A4RXIS5ADSI% R

FIT T FR—XZX FL—U%0ONTAP S3H 5 StorageGRIDICY — L L X IZF1T L.
IR =T34 S5 ADS3I% R

StorageGRID Z#fgL TWX T

COTEDRETIE ISHEST Vb - €FaVTq0IN—F JL—TRI>— N7y bZE
L EJ,

T2 b EER
[Tenants] X 7IC#E L. [Create] RZ>%& V) v I LET,
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= N NetApp | StorageGRID Grid Manager

DASHBOARD

ALERTS @ ¥ Te n a n tS

NODES
nant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view more recent values, select the

TENANTS

v r3a .

CONFIGURATION
Name @ % Logical spaceused @ & Quota utilization @ % Quota @ 2 Objectcount @ 2 Signin/Copy URL @

MAINTENANCE

SUPPORT

No tenants found

AN

TFHFYMRZEEELTT Y FOFHEANL. 95347 AT LTSI ZERLET, 74 —RI3IH
BHDEEA TV T4 —LY—EXZERTIHLED. SSORRZHATITZIHNEDLHD FHA. BE
IKISC T BMEDTATUTA4 T4V —RZ2EAITBZEDHTEEI, root/N\RT—RZHREL TFETIRE
>y I LET,

TFobhREI )Y ITBRE. THY ORI RIEINE T, T2 MDIFRTHEICADEIOT, I
—LTLKEE W YAV URE2Z2 0 )y I LET, TFHYMR=FILOTAUHERREINET, HET
AT BIOHICURLZFEEFELTEET T,

Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view more recent values, select the

tenant name

- = a

Name @ 2 Logical spaceused @ = Quota utilization @ Quota @ = Objectcount @ 2 Sign in/Copy URL @

0 bytes 0 =] 10

THYRR=2ILOTAHRREINET, HETHEATESELSICURLZRFL, root1—F I LT v
W2 ANDLFET,
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(¢ A Not secure | 192.168.0.80/?accountld=27041610751165

DA

Q LabStatus @

StorageGRIDi Tenant Manager

Recent Optional v
Account ID 27041610751165610501
Username root

NetApp

Password | seeeees|

Sign in

-5 DRk

[Users]Z 7ICBEIL. TLLWI—FZEHRLFT,

= N NetApp | StorageGRID Tenant Manager

DASHBOARD

STORAGE (S3) A~ U S e rS

My access keys

properties and group membership of local users.

Buckets
Platform services endpoints 1user m

ACCESS MANAGEMENT A

Groups
Users
Username FullName 3% Denied 3% Type =
Identity federation
Root Local
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Enter user credentials

Create a new local user and configure user access.
Fullname @

Demo S3 User

Username @

demo_s3_user

Password

serennes

Confirm password

Deny access

Do you want to prevent this user from signing in regardless of assigned group permissions?

HLOWIA—THMER SIS, A—RZ2I7 )y I L TA—FOFRZRES T,

HBTEATAURLASI—HIDEIE—LET,

55



etApp | StorageGRID Tenant Manager

)
endpoints
EMENT A

Demo S3 User

Overview
Full name: @
Username: @
User type: @
Denied access: @
Access mode: @

Group membership: @

Password Access L\.-’

Change password

Change this user's password.

SIF—ZIER T BICIE. A—HHEIVvILET,

= N NetApp | StorageGRID Tenant Manager

,

Demo S3 User
demo_s3_user
Local

Yes

No Groups

None

Access keys Groups

DASHBOARD

STORAGE (S3) A

My access keys
Buckets

Platform services endpoints

ACCESS MANAGEMENT A

Groups
Users

Identity federation

View local and federated users. Edit properties and group membership of local users
2users
Username & FullName %
Root
n L\ user Demo S3 User

Denied 3+ Type =

Local

v Local

[7OtEZXFx—12TZBRL. [F—DERIRZ>ZI )y I LET. BMERERE T IHEIFHD FE
o T4 RUZBALZ EBERISETE RV S, S3F—2X U O—-FLTLEEL,
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Create access key

@ Choose expiration time a Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

0 You will not be able to view the Access key ID or Secret access key after you close this dialog.

Access key ID

TCT7L1IXSMIOS091E86TR @j

Secret access key

RIJNCSN5SFX9RSWgFdj6SQ7wMrfRZYuSbQLANQTOC rD

txal)TaJIN—T%2EKT S
[TIL—=FIR=JICBEL. FILWIIL—TZERLF T,
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Create group

° Choose a group type @ Manage permissions @ SetS up policy

Choose a group type @

Create a new local group or import a group from the external identity source.

Local group Federated group

Create local groups to assign permissions to any local users you defined in StorageGRID.
Display name

Demo S3 Group

Unique name @

demo_s3_group

(&)
A
T

Continue

JIN—THERZHZHFMOEBICKELEX T, CNUEITFT Y MUIDERTH D SIDERTIIH D FE A
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@ Choose a group type - . e Manage permissions -

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and features.

Read-write @ Read-only

Group permissions @

Select the permissions you want to assign to this group.

Root access

Allows users to access all administration features. Root access permission supersedes all other permissions.

Manage all buckets Manage endpoints Manage your own S3
credentials

Allows users to change settings of Allows users to configure

all S3 buckets (or Swift endpoints for platform services. Allows users to create and delete

containers) in this account. their own S3 access keys.

pre"‘OUS m

S3ERIFTIL—TF RIS — (IAMAR) > —) THIEISNE T, JIL—TFR > —%&customIiZFKE L. JSONR
=Ry I RCEDFITET, CORIS—%ZFERATI . COTIN—T0aA—HET+F>bONTY
HF—EBRTL. Tbuckety EWSEHIDNT v kFT=1X Tbucket] EWSKBIDNT Y FDOY T T+ ILAR
DSIWIBEZRITTEET,
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"Statement": |

{

"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",

"Resource": "arn:aws:s3:::*"
by
{

"Effect": "Allow",

"Action": "s3:*",

"Resource": ["arn:aws:s3:::bucket","arn:aws:s3:::bucket/*"]
}

Create group

Choose a group type - Manage permissions ——— Set S3group policy ———— it
g g 4 -

Set S3 group policy @

An S3 group policy controls user access permissions to specific specific S3 resources, including buckets. Non-root users have no access
by default.

No S3 Access

"Effect": "Allow",
Read Only Access "Action": "s3:ListAlIMyBuckets",

"Resource": "arn:aws:s3:::
Full Access h

@ Custom "Effect": "Allow",

"Action": "s3:"",
"Resource": ["arn:aws:s3:::bucket”,"arn:aws:s3:::bucket !|

(o]
v

B m

RREIC. I—TZ2JI)L—TICEMLTETLET,
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Create group

@ Choose a group type ——— @ Manage permissions

: @ Set S3 group policy —— o Aqdusem

Add users

Select local users to add to the group Demo S$3 Group.

Username 3 FullName %

demo_s3_user Demo S3 User

Create group

s

20Ny EDIER

-

Denied S

[Buckets]Z 7 IC# & L. [Create bucketl RZ>% U w oI L%d,

= N NetApp | StorageGRID Tenant Manager

DASHBOARD
STORAGE (53) B uc kets
My access keys

Create buckets and manage bucket settings
Buckets

Platform services endpoints 0 buckets

ACCESS MANAGEMENT A
Groups
Users

Name 2 Region %
Identity federation

N7y b )—arzE&RLET,

ObjectCount @ %

SpaceUsed @ 3 DateCreated 4

No buckets found

Create bucket
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Create bucket

. M ge object settings
o Enter details "‘( =l

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

bucket]

Region @

us-east-1 v

/\O_Q/“n]

EBYIONTY b TN=U 3 VEBZEMICLET,

Create bucket

@) enter details @ !2rienobictsetings

Manage object settings

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

Enable object versioning

Previous Create ._aucket

62



KIS N=2 a3 VBEBEEBMCETIC2OHONT Y FEERLE T,

Create bucket

- Manage object settings
o Enter details @ b -

Enter bucket details

Enter the bucket's name and select the bucket's region.
Bucket name @

sgdummy{

Region @

us-east-1 v

CD22BDONT Y hTREIN=2a YEBZEMILBVTLIEE L,

Create bucket

@ Enter details a N‘laln.ne‘xg‘e Object settings

Manage object settings

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

Enable object versioning

hc reate bucket
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IVRA—TFZ4RXI 5 ANDS3%EHR

IO FR—=XZ FL—U%0ONTAP S3H 5 StorageGRIDICY — L L XIZFIT L.
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| Add New Account - O X

© AddNewAccount online help
i

Enter new account details and click Add new account

Display name:

IBucket (onginal and post-migration) I

Assign any name to your account

Account type:

[ S3 Compatible Storage -
Choose the storage you want to work with. Default is Amazon S3 Storage

1 REST Endpoint:

[s3portal.demo.netapp.com:8080

Specify S3-compatible AP| endpoint It can be found in storage documentation. Example: rest server.com:8080

Access Key ID:
|3TVPI142JGESY7FV2KCO

Required to sign the requests you send to Amazon S3, see more details at hitps://s3browser.com/keys

Secret Access Key:

Required to sign the requests you send to Amazon S3, see more details at https://s3browser.com/keys

[[] Encrypt Access Keys with a password:

Tum this option on if you want to protect your Access Keys with a master password.

[[] Use secure transfer (SSL/TLS)
If checked. all communications with the storage will go through encrypted SSL/TLS channel

< Addndjsccount | (@ Cancel

4 advanced settings..

TIZ. WOD DT 7AaILx2N—a>yBEAEMMAENT Y M7y 7O—RLES,



S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (original and post-migration) S
g 9 B e 7

Accounts Buckets Files Bookmark Tools UpgradetoPro! Help

T

New bucket &8 Add external bucket == Refresh Path: | /
=

----- {__| ontap-dummy

Name Size - Type LastModified Storage Class

B (st
m Upload folder(s)

QUP"”G -I | Download % Delete m New Folder E& Refresh
g

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
Task Size %  Progress Status Speed
E S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (oniginal and post-migration) ) .
[ open X
| T " > ThisPC > Downloads v O Search Downloads Pl
Organize v New folder v @ @
‘ Downloads # # Name i Date modified Type Size
Documents # [ ] 9141P1_q imagetgz 3/22/20241:225AM  TGZFile 2,641,058 KB
[&] Pictures  # clusterl_demo_s3_user_s3_user.bt 3/23/202411:04PM  Text Document 1KB
[ This PC cluster1_svm_demo_s3_details (1).txt 3/23/202411:03PM  Text Document 1KB
—j ——— cluster]_svm_demo_s3_details.bt 3/23/202411:01PM  Text Document 1KB
9 8 his.exe 3/22/20241:24AM  Application 2121KB
&8 Cloud Storage o [ hotfix-install-11.6.0.14 3/23/202411:55AM 14 File 717,506 KB
I Desktop 7/18/20206:39PM  Shortcut 2K8
putty
Documents ¢l s3browser-11-6-7.exe 3/23/202412:36 PM  Application 9,807 KB
Jl Downloads
D Music
(&= Pictures
B videos
‘is Local Disk (C:)
v
: e
File name: | "s3browselemo_s3_user_s3_user.bt” cluster_svm_demo_s3_details (1).b¢" “cluster]_svm_demo_s3_details.bd" "hfs.exe" "putty” v|
| Open I l Cancel J
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Q S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (original and post-migration) EERE i
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
s New bucket & Add external bucket %2 Refresh Path:
‘;1 ontap-dummy Name Size a Type Last Modified Storage Class
- _ clusterl_dem.. 157 bytes Text Document 3/23/2024 11:23.25PM  STANDARD
; clusterl_svm.. 211bytes Text Document 3/23/2024 11:23:25PM STANDARD
_; clusterl_svm.. 211bytes Text Document 3/23/2024 11:23:25PM  STANDARD
[ putty exe 834.05KB Application 3/23/2024 11:23:25PM  STANDARD
[1hfs.exe 207MB Application 3/23/2024 11:23:25PM  STANDARD
[#5s3browser-11.. 958 MB Application 3/23/2024 11:23:26 PM STANDARD
é. Upload ~ Download Delete @ New Folder l gERehesh
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
RIS N7y MWK DD DA T I bN=2a > ZERLET,
s
77 ZHIBRLF T,
S3 Browser 11.6.7 - Fr ersion (for non-co ercial use o - Bucket (origina ? =
= < B e 7 =
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
&5 New bucket & Add external bucket &2 Refresh Path:
{:J ontap-dummy Name Size - Type Last Modified Storage Class
{2 bucket El clusterl_dem_. 157 bytes TextDocument  3/23/2024 11:23:25PM STANDARD
El clusteri_svm.. 211bytes TextDocument 3/23/2024 11:23:25PM  STANDARD
E clusteri_svm.. 211 bytes Text Document 3/23/2024 11:23:25PM STANDARD
[# putty exe 834.05KB Application 3/23/2024 11:23:25PM  STANDARD
(a5 hfs.exe 207MB Application 3/23/2024 11:23:25PM  STANDARD
[#s3browser-11.. 958 MB Application 3/23/2024 11:23:26 PM STANDARD
Confirm File Delete
A} b A Are you sure to delete ‘putty.exe’?
Upload ~ Download Delete C@ New Folde 0
" & b 4
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog 5
| f z: I o
Task Size %  Progress Status — s

S

NTY RIS TICEEI S 77027y 7A—RFLTT70)LlZdE—-L. HILLWA-23

ERS

R L &
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& s38ro

- 9% A
53 Open X
1 & > ThisPC > Downloads v &  Search Downloads P
. Storage Class
Organize ¥ New folder
» W STANDARD
‘ Downloads # » Name Date modified Type Size N STANDARD
* s . 2 A - 2> £41 058 K W STANDARD
Documents | | 9141P1_g_image.tgz 3 AM  TGZFile 2,641,058 KB
& Pi 3 . . W STANDARD
[&] Pictures * || cluster1_demo_s3_user_s3_user.bt 3 1:04PM  Text Document 1KB K et
s ] cluster_svm_demo_s3_details (1).b¢t 24 11:03PM  Text Document 1KB
& This PC d =T i m
= . || clusterl_svm_demo_s3_details.bdt 202411:01PM  Text Document 1KB
) 3D Objects — 5
#2 hs.exe 3/22/20241:24AM  Application 2,121KB
Cloud Storage o 3 T — - e
- 9 [ hotfix-install-11.6.0.14 202 14 File 717,506 KB
[ Desktop ;? putty Shortcut 2KB
] Documents ¢y s3browser-11-6-7.exe Application 9,807 KB
4 Downloads
D Music
[&=] Pictures
B videos
‘s Local Disk (C:)
v
File name: | hfs.exe V|
==
-y =l (=7
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
P w Y ~ j—
W — ~ — w
S3BrowserTld. fERL7IcA TP TV bON—S 3 0% RRTEET,
[ 3 Browser 11.6.7 - Free Version (for ial use only) - and post-migs R A - 4
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
b New bucket o Add external bucket %2 Refresh Path: ws/s/BTYR
2 ontap-dummy Name Size Type LastModified Storage Class
2] bucket [ clusterl_dem.__ 157bytes TextDocument  3/23/202411:2325PM STANDARD
[ clusteri_svm... 211bytes TextDocument 3/23/2024 11:2325PM  STANDARD
[~ clusterl_svm_. 211bytes TextDocument 3/23/2024 11:2325PM  STANDARD
[ hfs.exe 207MB Application 3/23/2024 11:23:36 PM  STANDARD
[#s3browser-11.. 958 MB Application 3/23/2024 11:2326 PM  STANDARD
éuulud - Download Delete ENmFuldel %,_Reﬁesh S s (11,85 M8) i O fokiars
Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog
URL:  http://bucket.s3portal.demo.netapp.com:8080/ [ copy
Key LastModified ETag Size Storage Class Owner Version Id
[7) cluster1_demo_s3_user_s3_userxt
revision #: 1 (current) 3/23/2024 11:23:25 PM acf4c9543e97ef3678b2b6ed6able 1bc 157 bytes STANDARD Unknown (Unknown) MzgOMjQIMDAWL.
[ cluster1_svm_demo_s3_details (1) bt
revision #: 1 (current) 3/23/2024 11:23:25 PM 407753b646abcfef19fde 71eefb504 211 bytes STANDARD Unknown (Unknown) NDgOMjQTMDAw.
(] cluster1_svm_demo_s3_details.txt
revision #: 1 (current) 3/23/2024 11:23:25 PM 17d20651856f480a587af39feccc10e2 211 bytes STANDARD Unknown (Unknown) NTU2NZIOMDAWL.
[hfs.exe
revision # 2 (current) 3/23/2024 11:23:36 PM 9e8557¢98ed1269372f0ace9d1d63477 207MB STANDARD Unknown (Unknown) NzQ10TE4MDAw.
revision # 1 3/23/2024 11:23:25 PM 9e8557e98ed1269372ff0ace91d63477 207MB STANDARD Unknown (Unknown) Njk20DI3MDAwWLn.
[Eputty.exe
revision # 2 (deleted) 3/23/2024 11:2331PM Unknown (Unknown) NjMzMDAWMC52
revision #: 1 3/23/2024 112325 PM 54cb91395cdaad9d47882533c21fc0e9 834.05KB STANDARD Unknown (Unknown) NzE2NzEyMDAWL.
[@s3browser-11-6-7.exe
revision #: 1 (current) 3/23/2024 11:23:26 PM 2e36b9705f4782962d6937¢5df082f0-2 958 MB STANDARD Unknown (Unknown) NDY20DcwMDEu...

L7V —2 a3 VEBfRERIL

ONTAPH'5 StorageGRIDAD T — R XEX L £ 9,

ONTAPY R 7 LY #— v T[Protection/Overview]ICBE L £ 9, [T RA TSI M RT]IETHRICR
0—J)LL. DEMARZ>%Z21) w2 LT[ StorageGRID |Z:#ERL £9,
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= [PIONTAP System Manager Search actions, objects, and pages Q Qo ©

Lets you select specific volumes for protection if you Lets you select which volumes you want to be backed up ‘ Lets you protect a consistency group with a zero
DASHBOARD e don't need to protect entire storage VMs. to a cloud destination. ‘ recovery time objective.

INSIGHTS
(@ Netapp SnapCenter software simplifies backup, restore, and clone management for the applications hosted across ONTAP enabled platforms. Use NetApp SnapCenter for application-consistent

STORAGE

NETWORK

Bucket protection
SnapMirror (local or remote)
PROTECTION | 2 of the 2 buckets aren't protected.

EVENTS & JOBS

Relationships Back up to cloud
2 of the 2 buckets aren't backed up to the cloud.
HOSTS

CLUSTER

Protect buckets

Lets you select specific buckets for setting up SnapMirror protection to either an ONTAP destination or a cloud destination.

(—%SmrageGRlD o
Il oness

aws Amazon S3 o

=
{5 others plicate data or metadata to the cloud target. A valid data container must be created with the object store provider. This assumes that the user has valid
bject store provider to access the data bucket.

+add v

ZRICURLRZ 1)L AJIL T, StorageGRIDIEHRZ AN L £ (DT ETIE. Path-styl URLZFEHELFXT
Yo AT TV MANT7DRAO—"T% TStorage VM1 ICEREL £

Add cloud object store

NAME

sgws_demo

URL STYLE

Path-style URL

OBJECT STORE SCOPE

O Cluster () storage vM

useey @@

O SnapMirror (©) ONTAP $3 SnapMirror

SERVER NAME (FQDN)

192.168.0.80

SSLEEAL TWAEEIE. O—RNSUHIVRERAY FDR—bZREL. StorageGRIDI > KRR >+
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DIFAZEHXZCTAE—LF 9, SSLEFEAL TWBIGEEIE. [SSLIARY I X% A T7ICL T, HTTPI Y RARA
YhDR—bEZZICAADLETD,

T AT 14 %—> 3 D EEEDStorageGRIDEZE D StorageGRIDA—HDS3F— N7 h&AE AL E T,

ACCESS KEY

7CT7L1IX5MIOS091E86TR

SECRET KEY

CL L e e LT

CONTAINER NAME ()

bucketl

Network for cloud object store

NODE IP ADDRESS SUBNET MASK BROADCAST DOMAIN GATEWAY

onPrem-01 192.168.0.113 24 Default 192.168.0.1

[ ] use HTTP proxy

BEX—4 v FHBBREINTDT, 2—47 Y bDOR) O —REZEBHTE X I, [Local policy settings])% ER
L. [continuous])ZERL £,

= [ ONTAP System Manager Search actions, objects, and pages

Back up to cloud
DASHBOARD 2 of the 2 buckets aren't backed up to the cloud.
INSIGHTS

STORAGE
NETWORK
EVENTS & JOBS Lets you select specific buckets for setting up SnapMirror protection to either an ONTAP destination or a cloud destination.

PROTECTION
~ Local policy settings @
Relationships

HOSTS

Protection policies =2 Snapshot policies =7 Schedules
CLUSTER

Applicable when this cluster is the destination Applicable when this cluster is the source or wh...

A0,5,10, 15,20, 25, 30, 35, 40, 45, 50, and 55 minutes past the
ALS minutes past the hour, every hour 3 Schedules hour, every hour

No schedules b AL12:15 AM, 06:15 AM, 12:15 PM and 06:15 PM, every day
No schedules AL02:15 AM, 10:15 AM and 0:15 PM, every day

woMhoes AL0,10,2030 40,0 0 mirutes st the hou,evey b

MR R ) S —ZiREL. TBEERARR) = MERE) »5 BW) ICEELET,




Policies Protection overview

Protection policies

Policy type

Continuous (Al

Continuous Policy for S3 bucket mirroring. Continuous Cluster

THROTTLE RECOVERY POINT OBJECTIVE
Unlimited 1 Hours

NT. N7y bZL TV —F935&L5IZSnapMirrorz s ETE XY,

SnapMirror create -source-path sv_demo : /bucket/bucket-destination-path sgws_demo : /objstore-policy
Continuous

@ clusterl-mgmt

NT. REFRONTY FIJZARNIIZTROT7AAVDRREINET,
Buckets

Lifecycle rules  Capacity (available | total)

0 100 Gi8 100 Gi8

0 100GiB 100 GiB

N7 k& 3ZEIR L T SnapMirror (ONTAP X 7zi&Cloud) 1| X JIC#ET % &. SnapMirror®iRgE A T—32 X
NRRINFT,

71



bucket

ru SnapMirror (ONTAP or cloud)

Destination Relationship health State

sgws_demo:/objstore t (© Healthy (© Mirrored

L7V —2 3 > O

ZNT. N7y EEONTAPH 5StorageGRIDICIEFICL TV — b TEBESICHD F L, TIEREICH
EEELTVWADTLEOIN?YV—RETATA4XZ—=2aEEE5bN—Ca VyEBINENT Y RTY,
DEION=23 > T RT70R%—=>avIicLFVr—rENETH. S3Browser% fEA L TStorageGRID/\
w hNEERTR . BIFEON—2a L) r—hEnd . HIlRSNA T o b EEET. 20AT
IV MDHIBY—H—bHD FHA, BEINT-A T U FDStorageGRID/N 7y MZIE/N— 3 > HM
DLHHDFEA

. s38 7 ) - Bucket (Migration Temp) — a X
Acc ol Help
& New £ Refres! Path: s B Y3
bucket Name Size Type LastModified Storage Class
< sg-dummy clusterl_dem.. 157bytes TextDocument  3/24/2024 121353AM  STANDARD
cluster]_svm._. 211bytes TextDocument  3/24/2024 121353AM  STANDARD
cluster]_svm... 211bytes TextDocument  3/24/2024 121353AM  STANDARD
TP 207MB 3/24/2024 121353 AM | STANDARD
s3brdser-11.. 958MB Application 3/24/2024 121353AM  STANDARD
Upload ~ | o Download ioeme 2 \;New Folder , Refresh

Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog

URL:  http://192.168.0.80:8080/bucket/hfs.exe

[ Copy
Key LastModified ETag Size Storage Class Owner Version Id
¥hfs exe
revision #: 1 (current) 3242024 121353 AM "9e8557¢98ed1269372f0ace91d63477" 207MB STANDARD tenant_demo (27041610751...  NjUSRDhCNDIRT.

ONTAPN 7w b T, UBIERALICOEELA T I MIFHLWNA—=U 3> zEMmML. ENREDELSICL
TVr—hrEndhzmRBLE Y,
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[ 53 Browser 11.6.7 - Free Version (for

I use only) - and post-mig = ] - 8 X
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
b New bucket s Add external bucket wsL/ BT D
] ontap-dummy Name Size Type LastModified Storage Class
& bucket clusterl_dem.. 157bytes TextDocument  3/23/2024 11:23:25PM  STANDARD
J clusterl_svm... 211bytes TextDocument  3/23/2024 11:2325PM  STANDARD
cluster]_svm... 211bytes TextDocument  3/23/2024 11:2325PM  STANDARD
[ putty.exe 83405KB Application 3/23/2024 11:2325PM  STANDARD
fs.exe 207MB Application 3/24/2024 121452 AM - STANDARD
#s3browser-11.. 958MB Application 3/23/2024 11:2326 PM STANDARD
4§ Uplosd - Downlosd Delete ] NewFolder |, Refesh 9 foders
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
URL:  hitp://bucket.s3portal.demo.netapp.com:8080/
Key LastModified ETag Size Storage Class Owner Versionld
cluster]_demo_s3_user_s3_user
revision #: 1 (current) 3/23/2024 112325 PM acf4c9543e97ef3678b2bGedba60e 1bc 157 bytes STANDARD Unknown (Unknown) MzgOMQTMDAWL
] cluster1_svm_demo_s3_details (1)xt
revision # 1 (current) 3/23/2024 11:2325PM 407753b646a6cfef19fde71eefS4 211bytes STANDARD Unknown (Unknown) NDgOMQIMDAW.
cluster!_svm_demo_s3_details txt
revision #: 1 (current) 3/23/2024 11:2325PM 17d206518561480a587af3%feccc10e2 211bytes STANDARD Unknown (Unknown) NTU2NzZIOMDAWL
[hfs exe
revision #: 3 (curent) 3/24/2024 121452 AM 9e8557e98ed 1269372aced1d63477 207MB QTANDARD inknown (Unknown) NTYONDgGXMDAw.
revision|, ;2 3/23/2024 112336 PM 9e8557€982d1269372ff0ace91d63477 207MB Unknown (Unknown) NzQ1OTE4MDAW.
revision #: 1 3/23/2024 11:2325PM 9e8557698ed1269372Mace91d63477 207MB STANDARD Unknown (Unknown) Njk20DI3MDAWLN.
[@putty.exe
revision #: 1 (curent) 3/23/2024 11:2325PM 54cb91395¢cdaad9dd7882533c21c0e9 83405KB STANDARD Unknown (Unknown) NzE2NZEyMDAWL.
[Es3browser-11-67.exe
revision #: 1 (current) 3/23/2024 11:2326 PM 2e36/b970514782962d6937c5df08210-2 958MB STANDARD Unknown (Unknown) NDY20DcwMDEU

StorageGRIDfllZ R 3 & ..
FHAN—

CONTY MCBbFLLUWN=
AVHRELTUVWETD,

\ W

[ 53 Browser 1167 - Free Version (for non-commercial use only) - Bucket (Migration Temp) o ' |

VHMER TN TLERIAN

SnapMirrorB8{RLLETD

- o
» 7
Accounts Buckets Files Bookmarks Tools UpgradetoPro!  Help
& New bucket offs Add external bucket 2 Refresh w s/ 08
] bucket Name Size Type LastModified Storage Class
& sg-dummy clusterl_dem.. 157bytes TextDocument  3/24/2024 121353AM STANDARD
cluster]_svm.. 211bytes TextDocument  3/24/2024 121353AM  STANDARD
cluster]_svm... 211bytes TextDocument  3/24/2024 121353AM  STANDARD
T puty.exe 83405KB Application 3/24/2024 121428AM  STANDARD
[Ehfs.exe 207MB Application 3/24/2024 121456 AM  STANDARD
[#s3browser-11.. 958MB Application 3/24/2024 121353AM  STANDARD
4 Uplosd - | g Downlosd | g Delete ( ] New Folder b Refresh 1fie (20200
Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog
URL:  http://192.168.0.80:8080/bucket/hfs.exe [P
Key LastModified ETag Size Storage Class Owner Version Id
[¥hfs.exe
3/24/2024 121456 AM e8557e98ed1269372f0aced Tk rTLM 207MB tenant_demo (27041610751..  OEMR{Y4NDgIRT.
revision #: 1 3/24/2024 121353 AM "9e3557esaad125937Mac391 tenant_demo (27041610751... | NjUSRDhCNDIRT
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laccounts] ©27>a>%REEL. TPOST /grid/account-enable-s3-key-import] ZiERL. [Tryitouts 7~
Bz )y LTHhHE. RIRE>ZIVvILET,

accounts Operations on accounts v
id + b1 3-k 3 + Enables the Import S3 Credentials feature on this node. Warning: Enabling this feature allows Grid Manager users with Change Tenant Root Password permission a8
/grid/account-enable-s3-key-import i, hayo fuil access to tenant data. This feature should be disabled immediately after use
Parameters ‘ Cancel

No parameters

[accounts]D FIC X2 0—)JL L CT[POST /grid/accounts/ {id} /users/ {user id} /s3-access-keys|iC#&L £

o

C Tl TIFEWEL=TF> DT AT FIDEASILEF T, JSONR YT ZICONTAPZ—H'D
T14—ILREF—ZANLET, F—DOBEWHRZHRET 5H. [,"Expires":123456789) % HIFk L T[ZE1T]
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m /grid/accounts/{id}/users/{user_id}/s3-access-keys Imports S3 credentials for a given user in a tenant account
\'

‘ Parameters

Name Description
‘d * required
string ID of Storage Tenant Account
(path)

27041610751165610501
user_id " reavired
steing ID of user in tenant account
(path)

ebc132e2-cfc3-42c0-a445-3b4465cb523c
body * required

Edit Value Model

(body)

{

“accessKey": "3TVPI142)GE3Y7FV2K(CO",

“secretAccessKey”: "75a1QqKBU4quA132twI4g41C4GgSPP30ncyOsPES"™
}

IRTDIA—HYF—D1 R—bHET LS. Taccounts] POST /grid/account-disable-s3-key-import®
— 1 VR— MEREZTENIC T IHRENHD FT,

m /grid/account-disable-s3-key-import Disables the Import S3 Credentials feature on this node. ™
‘ Parameters Capgel

No parameters
‘ Responses Response content type [ application/json v ]

TTFYRRZ =Y QUITA—HYTADY b Z2HBRTZ L. HLLF—HEMENTVBEZ DD X,
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rs > Demo S3 User

Overview

Fullname: @

Username: @

Demo S3 User /'

demo_s3_user

User type: @ Local
Denied access: @ Yes
Access mode: @ Read-only
Group membership: @ Demo S3 Group
Password Access Access keys Groups
Manage access keys
Add or delete access keys for this user.
AccesskeylD S Expirationtime $
................ 86TR None

................ m None

RIEWE Yy b F—/N—

N4 % ONTAPH 5 StorageGRIDICKEEIICL TU 4 — R 31881F. CCTRTTEEY, ONTAPS3
H 5 StorageGRIDADEITDIZHIE. BITZRTLThHY A —N—-LF 7,

ONTAPY AT LR FZ— ¥ TS3TIIL—T%#EEL. TReadOnlyAccess] ICERELFT, TNniCkhH, 21—
HHONTAP SANT Y MIEFT AL UM TERCADE T,
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Edit group

NAME

demo_s3_group

USERS

demo_s3_user x

POLICIES

ReadOnlyAccess x

HElE. ONTAPY S XA Hh 5StorageGRIDIT Y RRA > b EIET L SICDNSEZRET 37T T, TV RAR
AV MEAENELWVWC CZHER L. RERX MEXDOERNURELRIZEIE. StorageGRIDTI Y KRR > b

DREXA2ZEMLET
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Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of S3 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: s3.example.com,

s3.example.co.uk, s3-east.example.com

Endpoint 1 s3portal.demo.netapp.com +

547> MITILAERRYINICARZDZFOH. DNSE 75w a L TH LW AT LICERL., IRTH
BELTWAZEETANIZBRERHD T, Hrid. (1> R—bEThicFx—Tld% <) StorageGRIDT
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