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COHABAETILTIE. BHDOAZS #ERALTT—2DE5 AR L £9, & Cloud Volumes

ONTAP 1 VY RA VR, HARTZREDBEF v RILERBHTEIAT A IT—421 VR EZVRUIE. EHOD
AZ ZERITI3HNELNHD £,

BITRY EDETRASE) TV —VIHFERETIHENBD XTI,

NAS T—RESLVI S XX ISVM EEBEDZ7O—FT4>JIP7RLX

BED AZ ICBR T 7z HA configurations Tl BENRELLFBRIC/ —FETRITT270—FTr >
JIP7RLAEFEALET. VPC DABHDSRA T4 TICTIVERTEZIETEFHA L. £
DHEEIFREET "AWS ek — b U1 Z/RELF T

JO0—74>YJIP7RLAD1DIFIZXAZEER. 1213/ —F1DNFS/CIFST—4%F. 512
I¥/—F 2®NFS/CIFS T—2FHT9, SYM EEAD 4 DBO7O0—T« YT IPF7RLRIGFAT>aY
TY,

@ SnapCenter for Windows ¥ 7=|& SnapDrive # HA X7 TEAR I 315 &1E. SVM B LIF
Bic70—74>7 IP7RLADBKETT,

Cloud Volumes ONTAP HATERIRIZZER § 35T 1E. BlueXPTT7O—7« VY JIP7 FL XZ AT %%
ERHDET, DRTLOEEFFIC. HARTIZIPY RLADEIDEHTHNET,

JO—FT«14>JIP7RLRIFZ. HABBEZEATDZANS U—3 RO ED VPC O CIDR 7Oy 7IC
LBELTVWAWKERDHDET, JO—TFTasVF IP7RLRIE. U—23 > RO VPC OAEBICH BRIE
TRy FEEZTLIETL,

ROFE. AWS U —23>070—T14 VJ IPT7RLRE VPC DBfRZRLTVWEY, 70T~

JIPT7RLRARBEDVPC D CIDR 7AVZICHELTEST . -T2 I T7—TILeNLTH TRy
MIIL—T4>JTEET,
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AWS region

VPC A VPC B VPC C
172.16.0.0/16 172.17.0.0/16 10.0.0.0/16

VPCD VPCE
10.1.0.0/16 10.2.0.0/16

Floating IP addresses
192.168.10.2
192.168.10.3
192.168.10.4

BlueXPTl&. VPCOANBRICH BV 1T > b H5DISCSIT I X ENAST 7+ XKL
(D) <. EBHCBHPT RLIMERShET, CNSOEED P 7 KL AOB#EHET
WEFIHD THE A

NEHSDTO—F 1 VT IP 7O %0REICT D07 — o1 VPC
MBIZIHLE T, "AWS xS — b I AR ELEFT"HARTHEEITNTLS VPC OAERH S HA R
FOIO—FTA4 VT IPT7ZRLRICTIEATEBRELSICLET,

IL—rF—=TIL
BlueXPT7O—7T« VJIP7RLRAZIBETD . 7ZA—Ta4 VJIP7RLZAADIL—+ESUIL—bT
;7»%%%?%;5mﬁw6ni¢o:nt$0\HA&?«@ﬁ%{?beOtzﬁﬂ%:ﬁbi
VPCHROY T2y FBRDIL—FT4 > T T—TILDMND (XA VI—FT1>FF7—TI) £ITDHEEIE. FOD
=T >0 7=)co70—T«1 YJIP7 RLADBEEFNIEMINE S, ILl—Ta0 I T—TILHE
BH35E1E. HARTOERFEFICELWIL—FT0 I T7—TINERIRITZCHIEEICEETY, €5
Lawe., —8d 7 541 7>k Cloud Volumes ONTAP IC7 7R TEHRVIEERHD £,

ezl BRB3IN—bT—TIIICEERITON 2 DOY TRy bHBBELET, IL—FTa 2T T—

12



TIWAZERL. =TI T7—TILBIEERLEBD SIIHE. L—T1 2T T—TIL AICEERMT
SN TRy FMRADIZAT Y MIHARTICT VELRATEEIN IL—FT+ 27 T7—7 )L B ICBhE
Fonic T2y MRDISA T MEIT IV ERXTEEE Ao

=T >0 T7—TILOEMZDOVWTIE. ZBBLTLIETVW"AWS D RF a2 X+ ¢ [ Route Tables"s

Y TPy TOEEY — )L L DEE
EBEOAZICEBEINIEHARBR TRy b7y TEEBEY —)LEFERTBICIE. XD 2 DDEGA TS a >
HHbxd,

1L 2y b7y TOEEY—ILIF. BIDOVPC EICEBATEXY "AWS Ik — b U T AZRELFT
T—hUzAZ2ERATBE. VPC DABH SIS RRIEEBAVA—T A ROT7O0—-T«4 Y7 IP 7T
FLRICTI7EATEE T,

2.NAS U547 bEAKRDI—T 1 IREZFEALT. AL VPCICRyY hT7 v TEERY—ILZEA

TEEI,

HA #RL D5l

KOEIE. EHOAZICE-NBZ HARTICEAEDZRY hD—20 AV R—2 > b ERLTVWET, 3D207AX

1ZEUTaY =20 3208 Ty b JO—FTa4 YT IPT7RLRA BLWPIL—FT—=TILTT,
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Floating IP addresses in
one or more route tables

Node 1 Node 2
Virtual Private Cloud 192.168.10.2 192.168.10.4
172.31.0.0/16 192.168.10.3
" " " / \

Availability zone 1 Availability zone 2

Subnet 1 Subnet 2

Synchronous mirror of
data between nodes

e

AR XDEH

AR 2% FEERLTOVAWESIE. ORIZDFR Y FT—oBHHRERL TSIV,

M ARTBADERY RN T— o BUhERRLET"

*"AWSDOtEFaUFaJIL—TDIL—IL"
TOHART7DAWS X — b1 Oty 7 v 58D AZ

ANDT7 IR ZBMITR=HIC. AWSEET — T A 2R ELEFT HARTD 1
D"IJO—FT4 2T IPT7RELZA"HARTHIEET S VPC OANEEH S
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Cloud Volumes ONTAP HA 18R HDMEED AWS 7RA SE Y TV =BT TW3IE8IE. VPC AH
S5DONAS T—AR7VZABIC7O0—FT4 YT IP7RLADMMUBETYT, cN5O70—T0 T IPF7RLR
3. BEORERIC/ —RETRITTEETN. VPCOABHSRA T4 TICT7IERTRLIETEZEE
Ao VPC OABHSDT—RT7 I RETSAN—FIP 7RLATIREINEFTH, BEI7zMILA—/N—
IFREINEFH A

VIRAZBBA V=T IAREATa>OSYMEELIFICHT7O-T4 2T IP7RLABBETT,

AWS BLXT — NIV T A 2_BET D . HARTHEESINT VPC ONEH S T70O0—FT0>J IP 7 RLXIC
TOELATEBRLIICBDET, DED. VPCDAZRICHBZ NAS V547> bRy b7y TOERY —
he70—FT4 YT IPICT7IERTEET,

UTFIC. PSPy M= bIxAqIC&>TEREINT2 DD VPC OFETRLET, HAVXTLIZ1 DD
VPCIZTFTEL. 253147 MEHS5—ADVPCICEELE T, 0%, 7O—Ta VI IP7RLX%ZEA
LTNASRYa—LEISATVNINIRTEET,

|

Floating IPs
routed to VPC1

route table

172.23.04

Transit
gateway
Y Y
i “\ 7 ™
( 1722301 ) |
Floating IPs
Floating IPs routed to the
( 172.230.3 ) routed to ENIs transit gateway
= Mediator Client
BN S | \. J
_ , VPC 2 (10.100.0.0/16)
. J

VPC 1 (10.160.0.0/20)
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TS, FEfRDOBRZHRET 5FIBEZRLET,
FIE
LSSy M=z A%ZER L. VPC ZICERLET — bz 1%
2VPC L hTUPy M=o zAI)l— bT—T I EEERT 3,
a. *VPC H—E X T. *Transit Gateway Route Tables* Z 2 1) w2 L X9,
b. L=+, F—TNZHERLET,
C. [*Associations] Z2 ') w2 L. [Create associations] Z:#ERL £,
d BE&EIT3RMTT771I)L (VPC) ZFIRL. *BEEMTOER*EZIVvILFT,

S HART7D7O-T4YJ IPT7RLAZEBEL T BET —r I TADIL— b T—TILICIL— b ZERL

£9,
70—7 4 >JIP7 RL XIE. BlueXPOEERFBRIR—JICHD T, KIcHlERLET,

NFS & CIFS access from within the VPC using Floating IP

i Auto failover

Cluster Management : 172.23.01

Data (nfs,cifs) : Mode 1: 172.23.0.2 | Node 2: 172.23.0.3
Access

SVM Management : 172.23.0.4

RORNE. AT — b T T DIL—rT—TILERLTVWET, CDIL—KIZIE. 2 DD VPC @ CIDR
JOvIAD)L— k&, Cloud Volumes ONTAP TEAHINZ 4 2D 7O—T 4 VT IP 7RLAVEE

nx9,

Transit Gateway Route Table: tgw-rtb-OeaBee291c7aeddd3

Details Associations Propagations Routes Tags

The table below will return a maximum of 1000 routes. Narrow the filter or use export routes to view more routes.

Q Filter by attributes or search by keyword

CIDR Attachment Resource type Route type
I 10.100.0.0/16 tgw-attach-05e77bd34e2ff91f8 | vpe-0b2bc30eldc8eldbt I h "‘-VP..C‘z' propagated

10.160.0.0/20 Taw-attach-00ebaleaca250d7db | vpc-673ae603 ! \ "y propagated
—_— y
gw-atiach-U0ebadea: Ud7db | vpc-b/3aebl \ \"‘W}J" static

172.23.0.2/32 taw-attach-00eba3eac3250d7db | vpc-673ae603

FI VPC‘t. static
172.23.0.3/32 tgw-attach-00eba3eac3250d7db | vpc-673ae603 --'--th-l—n\g static
172.23.0.4132 {gw-attach-00ebadeac3250d7db | vpc-573ae603 _l_B‘ Addresses, ...
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Route state

active
active
active
active
active

active
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4. JO-FTA4 VI IPTRLRICTIELRATBIHENHD VPC DIL—T 1 I T—TINZ2ZELFT,

a JO—74>YJIP7RLRACIL—bI>RUEBMLET,
b. HART7HEFEET S VPC O CIDR 7OvZICIL— I MU EBMLE T,

RDEIF. VPC1ADII—beT7O0—FT14 T IP7RLRAZELCVPC2DIL—+T—TIL%ZRLT

W&,

Route Table: rtb-0569a1bd740ed033f

Summary Routes Subnet ions. Route Tags
Edit routes

View Al routes -
Destination Target
10.100.0.0/16 local
0.0.0.0/0 Igw-07250bd01781e67df
10.160.0,0/20 tow-015b7c249661ac279
172.23.0.1/32 tgw-015b7c249661ac279
172.23.0.2/32 tgw-015b7c249661ac279
172.23.0.3/32 tgw-015b7c249661ac279
172.23.0.4/32 tgw-015b7c249661ac279

S. JO—FT 4 YU IP7RLAADT I ADMKNER VPC ADIL— +%EEHIL T,

TAVIT—TINZEEELFT,

VPCEDIL—T«4 I h5ET I35, COFIRIFEETY,

Status
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active
VERCA
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Floating IR
et S 't
Addresses

Rt
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HA X7 D VPC OJL—
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Summary Routes Subnet Associations Route Propagation Tags
Edit routes
View | All routes -

Destination Target Status

10.160.0.0/20 local active

pl-68a54001 (com.amazonaws.us-west-2.s3, 54.231.160.0/19, 52.218.128.0/17, 52.92.32.0/22) vpce-cb51a0a2 active

0.0.0.0/0 Igw-b2182dd7 active

10.60.29.0/25 pex-589¢3331 active

I 10.100.0.0/16 tgw-015b7c248661ac279 I \MP.\CZ
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172.23.0.1/32 eni-0854d4715559c3¢db H
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172.23.0.2/32 eni-0854d4715559¢c3cdb acti |B

172.23.0.3/32 enl-0f76681216c3108ed Add resses
e e N

172.23.0.4/32 eni-0854d4715559c3cdb active
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8 Volume Actions

View volume details

Mount command

Clone volume
Edit volume tags
Edit volume settings

Delete volume

@ Protection Actions

@ Advanced Actions
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c "AWS ICHBITBRNATRASE )T RT"
° "Cloud Volumes ONTAP in AWS DX kT — o EH"
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Other AWS accounts ) 4

Specify the AWS accounts that can use this key. Administrators of the accounts you
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUseOfTheKey",
"Effect": "Allow",
"Action": [

"kms:Encrypt",
"kms:Decrypt",
"kms :ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"
I
"Resource": |
"arn:aws:kms:us-east-
l:externalaccountid:key/externalkeyid"
]
by
{

"Sid": "AllowAttachmentOfPersistentResources",
"Effect": "Allow",
"Action": [

"kms:CreateGrant",
"kms:ListGrants",
"kms :RevokeGrant"
I
"Resource": [
"arn:aws:kms:us-east-
l:externalaccountid:key/externalaccountid"
1,
"Condition": ({
"Bool": {
"kms:GrantIsForAWSResource": true



-+

COTOCRDEFMICOVWTIE. ZBBLTLKETVWAWS OV Za 7L i o 7Hho > boa1—H(C
KMS —DER%ZFRIT 3"

BPERHPEET S CMK ZFRL TV 3HEIE. Cloud Volumes ONTAP IAM O—JL% a_key user_1&[R
CLTEMLT. CMKOF—RUS—%ZTBLET,

CDOFJEIZ. Cloud Volumes ONTAP TTF—4XDEBILZBMIC L. S3INT v MIBMEINTWET—
2 EBEEILT BIHRICHETT,

EERIEOERBRHI IAM O—LAMER INZ 7D, CDRXTvTD _EAT% _ Cloud Volumes ONTAP %
RITTIHELHD XTI, (HBEBA. BEED Cloud Volumes ONTAP IAM O— L2 AT ZHTE
37, COFIEZFICEITIDZECHTETEY) o

"AWS DRFaxX>h: TE—DiRE"

Cloud Volumes ONTAP AADIAMO—J)L%#5RE L X7

MBS IERZEDIAMO— )L % & Cloud Volumes ONTAP / — RICEEE[ TR HENH D
9o HAXT A I—A2—ICDOWTHREBKTY, BlueXPTIAMO—ILZER T 2 DH'HED
BETTH. BRDOREEZFEREITZICHTEET,

CDRRTFA TS 3>TT, Cloud Volumes ONTAP {EXEIRIEXEK T 335, T 7 #JL L TlE. BlueXP
TIAMO—ILEER TR N TEF T, EPRRDEF 22U F4R) S —TIAMO—ILDERNFEI TR
5N3%5E1E. ROFIEEETLET,

() AWS CommercialZ 57 K H—E X BIETIAMO—/LZHMBICEID Y TRINELRHD £,

"C2SICCloud Volumes ONTAP # B A 3 AEZ=FZL X9

Fg
1. AWS IAMO>Y —)LICTEEI L £,

2. ROWERZSTIAMARD) > —%21ERK L 9.

30

° Cloud Volumes ONTAP / — RDARN—XR1) S —


https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/editing-keys.html

1RAERRI

"Version": "2012-10-17",
"Statement": [{
"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws:s3:::*",
"Effect": "Allow"
boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": "arn:aws:s3:::fabric-pool-*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-us—-gov:s3:::*",
"Effect": "Allow"

b A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-us—-gov:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject”
I
"Resource": "arn:aws-us-gov:s3:::fabric-pool-*",
"Effect": "Allow"

C2SiEiE



"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

boo A
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject”

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",

"Effect": "Allow"
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws:s3:::netapp-backup*",
"Effect": "Allow"

by

{
"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"

I

"Resource": "arn:aws:s3:::netapp-backup*/*",

"Effect": "Allow"

GovCloud (US) U—> 3>



"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws-us—-gov:s3:::netapp-backup*",
"Effect": "Allow"
by
{
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",
"s3:GetBucketObjectLockConfiguration",
"s3:GetObjectRetention",
"s3:PutBucketObjectLockConfiguration",
"s3:PutObjectRetention"
I
"Resource": "arn:aws-us-gov:s3:::netapp-backup*/*",
"Effect": "Allow"

—
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"Version": "2012-10-17",

"Statement": [

{

*HAXT 4 IT—%

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::netapp-backup*",

"Effect": "Allow"

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutObjectTagging",
"s3:GetObjectTagging",
"s3:RestoreObject",

"s3:GetBucketObjectLockConfiguration",

"s3:GetObjectRetention",

"s3:PutBucketObjectLockConfiguration",

"s3:PutObjectRetention"
I

"Resource": "arn:aws-iso:s3:::netapp-backup*/*",

"Effect": "Allow"



"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [

"ec2:AssignPrivateIpAddresses",

"ec2:CreateRoute",
"ec2:DeleteRoute",
"ec?2:DescribeNetworkInterfaces",
"ec?2:DescribeRouteTables",
"ec2:DescribeVpcs",
"ec2:ReplaceRoute",
"ec2:UnassignPrivateIpAddresses"
"sts:AssumeRole"

ec?2:DescribeSubnets"

1,

"Resource": "*"
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Valumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[/T\] AWS Markeiplace
% s

Subscribe and then click 5et Up Your Account to configure your account.

(27 Cloud Manager
L2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel

a. BlueXPICE27=5. REAZEDR—JICTIEZALT M Freemium *) Z:&RLET,

Select Charging Method

Professional capacity s’

Essential

° Freemium (Up to 500 GiB)

Per Node
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing
details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

[f?“] AWS Markeiplace
L

Subscribe and then click Set Up Your Account to configure your account.

(2" Cloud Manager
2)

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select & subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

Pay-Per-TiE - Annual Contract * Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Valumes ONTAP at
an annual, upfront payment. an hourly rate.

The next steps:

['}T\] AWS Markeiplace
¥ 7
Subscribe and then click 5et Up Your Account to configure your account.

(27} Cloud Manager
2

Save your subscription and associate the Marketplace subscription with your AWS credentials.

Continue Cancel
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Edit Credentials & Add Subscription

Select a subscription option and click Continue. The AWS Marketplace enables you to view pricing

details and then subscribe.

* Pay-Per-TiB - Annual Contract Pay-as-you-go
Pay for Cloud Volumes ONTAP with Pay for Cloud Volumes ONTAP at
&n annual, upfront payment. an hourly rate.

The next steps:

(17 AWS Marketplace
(1)

Subscribe and then click 5et Up Your Account to configure your account.

,:“E“] Cloud Manager
Ly

Sawve your subscription and assodiate the Marketplace subscription with your AWS credentials.

Continue Cancel

b. BlueXPICR 275, [BEAEIR—JICTIELALTRER—IADNYT—JEFERLET,

Select Charging Method

° Professional

Essential

Freemium (Up to 500 GiB)

101

Per Node

"ZTFwTINA Ty TOFIEZEFESE L T. AWSTCloud Volumes ONTAP Z#&EE# L TL 2T L\,

Keystonett 7 X0 1) > 3>

Keystoneth 7R 1) 7o avid. EPRADOERICIGLTH TR O) a3 o R—ADHY—EXTT,



"NetApp Keystone 7 XU 1) 72 3 > OFEMICOVWTIE. TBEL5EZELEETLY,

FIE
1L E&EYTROVTLarveEHETHRWMEEIE. "*y F 7y FICBRVEahbE T

2. mailto : ng-keystone-success@netapp.com [ k7w ACEBVEHE < EE W], 1D EDKeystone
HITX1) T3 TBIUeXPL—HT7H oY b 2ERT 356,

3. Ry MY TIDREEROTH I b EHFALI-H L. "Cloud Volumes ONTAP TERTZ2H T X0 T
aveEY>ILET

4. X > )NZAR—TT. *Add Working Environment*%# 2 1) w2 L. BlueXPOFIBEIZREWE T,
a BEHETERTZELSROSENTS. Keystoneth TR U T 3> DBEAEEZERLET,

Select Charging Method

5

° Keystone

Storage management

Charged against your MetApp credit

Keystone Subscription

A-AMRITAT

Professional capacity RV

Essential

Freemium (Up to 500 GiB)

4 B K
10101
<

Per Node

FFa>DORIOV)—=>3w b "]

"Z2Tw IINA AT TOFEEFESE L T. AWSTCloud Volumes ONTAP Zigd) L T< 2T L\,

AWS T Cloud Volumes ONTAP D&
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Cloud Manager (for Cloud Volumes ONTAP)
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usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

Wou are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here 1o be taken fo the product's registration area
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Details & Protection

Volume Name:

vol

Snapshot Palicy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
250
Share name: Permissions:
vol_share Full Control -
Users / Groups:
engineering

Valid users and groups separated by a semicolon
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Cloud Manager (for Cloud Volumes ONTAP)

You are currently subscribed to this product and will be charged for your accumulated
usage at the end of your next billing cycle, based on the costs listed in Pricing
information on the right.

You are already subscribed to this product
0 Having issues signing up for your product?

If you were unable to complete the set-up process for this software, Pricing Details
please click here to be taken to the product's registration area
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Details & Protection

Volume Name:

vol

Snapshot Policy:
default

i Default Policy

Volume Details, Protection & Protocol

Protocol
Size (GB): i NFS CIFS iSCSI
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Share name: Permissions:
vol_share Full Control -

Users / Groups:
engineering

Valid users and groups separated by a semicelon
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"Statement": [{
"Effect": "Allow",
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"Action":
"ec2:
"ec2:

"ec?
"ec?2

"ec?

"ec2:
"ec2:
"ec2:
:ModifyVolumeAttribute",
"ec2:

"ec2

"ec2:
"ec2:
"ec2:

"ec?2
"ec?2
"ec?2
"ec?2

"ec2:
"ec2:
"ec2:
:ModifyNetworkInterfaceAttribute",
"ec2:

"ec2

"ec?2

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?2

[
DescribeInstances",
DescribeInstanceStatus",

:RunInstances",
:ModifyInstanceAttribute",
"ec2:

DescribeRouteTables",

:DescribeImages",

CreateTags",
CreateVolume",
DescribeVolumes",

DeleteVolume",
CreateSecurityGroup",
DeleteSecurityGroup",
DescribeSecurityGroups",

:RevokeSecurityGroupEgress",
:RevokeSecurityGroupIngress",
:AuthorizeSecurityGroupEgress",
:AuthorizeSecurityGroupIngress",

CreateNetworkInterface",
DescribeNetworkInterfaces",
DeleteNetworkInterface",

DescribeSubnets",

:DescribeVpcs",

DescribeDhcpOptions",
CreateSnapshot",
DeleteSnapshot",
DescribeSnapshots",
GetConsoleOutput",
DescribeKeyPairs",
DescribeRegions",
DeleteTags",

:DescribeTags",

"cloudformation:CreateStack",

"cloudformation:DeleteStack",

"cloudformation:DescribeStacks",

"cloudformation:DescribeStackEvents",

"cloudformation:ValidateTemplate",

"iam:

"iam:

"iam:

lam:

lam:

lam:

lam:

PassRole",

CreateRole",
DeleteRole",
PutRolePolicy",
ListInstanceProfiles",
CreatelInstanceProfile",
DeleteRolePolicy",
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"iam:AddRoleToInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:DeleteInstanceProfile",
"s3:GetObject",

"s3:ListBucket",
"s3:GetBucketTagging",
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets",
"kms:List*",

"kms:Describe*",
"ec2:AssociatelamInstanceProfile",

"ec2:DescribelamInstanceProfileAssociations",

"ec?2:DisassociateIamInstanceProfile",
"ec2?2:DescribelnstanceAttribute",
"ec2:CreatePlacementGroup",
"ec2:DeletePlacementGroup"

1,

"Resource": "x"

"Sid": "fabricPoolPolicy",
"Effect": "Allow",
"Action": [

"s3:DeleteBucket",
"s3:GetLifecycleConfiguration",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketTagging",

"s3:ListBucketVersions"

1,

"Resource": |
"arn:aws-iso:s3:::fabric-pool*"

]

"Effect": "Allow",

"Action": [

"ec?2:StartInstances",
"ec2:StopInstances",
"ec?2:TerminateInstances",
"ec?2:AttachVolume",
"ec2:DetachVolume"

1,

"Condition": {
"StringLike": {

"ec2:ResourceTag/WorkingEnvironment" :

"ok



Yy
"Resource": [

"arn:aws-iso:ec2:*:*:instance/*"

"Effect": "Allow",

"Action": [
"ec?2:AttachVolume",
"ec2:DetachVolume"

1y

"Resource": |

"arn:aws-iso:ec2:*:*:volume/*"
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"Version": "2012-10-17",
"Statement": [{

"Action": "s3:ListAllMyBuckets",
"Resource": "arn:aws-iso:s3:::*",
"Effect": "Allow"

boo A
"Action": [

"s3:ListBucket",

"s3:GetBucketLocation"

1,

"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"

oo Ao
"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:DeleteObject"
I
"Resource": "arn:aws-iso:s3:::fabric-pool-*",
"Effect": "Allow"
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"Version": "2012-

"Statement": [{

"Effect":
"Action":

"ec?

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"ec?

"ec2

1,

10-17",

"Allow",
[

:AssignPrivateIpAddresses",

CreateRoute",

DeleteRoute",
DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeVpcs",

:ReplaceRoute",

:UnassignPrivateIpAddresses"

"Resource": "*"
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