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set -privilege advanced
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security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context
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security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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Create an access policy X

@ rpermissions @ Frincipal Application (optional) (1) Review + create

Only 1 principal can be assigned per access policy.
Use the new embedded experience to select a principal. The previcus popup experience can be accessed here. Select a principal

M Search by objact ID, name, or email address

Selected item

Mo itemn selected
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7. X—D7FAONT 1 ZKRI BICIE. [ Current version FRED/N—23>*) [THF—IDERIRL X9,
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

Private endpoint network policy

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. RFZERLT. REZBUFLF T,
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set advanced -con off

3. BDOT—RSVMZEREL. TDODNSEKREZMHEL £,

vserver services name-service dns show

a BHDT—2SVMODNST > hUMEEL. EDI Y hUICAzure DNSOIY FUAZENTWSE
Bld. JLRBBEDHD FHA, RRETNBWVEEIE. Azure DNS. 751 N— kDNS, Ffcldgz >~
LI RY—NZIETT—RZSYMDDNSH—NIV AUZEMLET, 75 RFXEESVMOIY KU
CRILCTHIBBENHD ET,
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. 7 —&ZSVMAICDNSY —E ZAMERI S iz C L & RER L £ 9.

vserver services name-service dns show

4 77— a3 DBRRBICRESNLISAT7 Y MDETF > MID%ZEFEHRL T, Azure Key Vaultx %)
ICLEY,

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name Azure key vault name -key-id
Azure key ID

S. F—EBIEY—IDRT—RRZHRLET,
security key-manager external azure check

HAIFRDESICHBD ET,

::*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status

Status: UNKNOWN

Details: No volumes created yet for the vserver. Wrapped KEK status
will be available after creating encrypted volumes.

3 entries were displayed.

WRICIEL T service reachability AT—RXANTIFH D FEA OK Tld. BELRITNTDEHL
MeFRZ [ L TSVMAH'Azure Key Vaulth —E RICT7 V2 XT3 ldTEEFH A Azured Ry KT —72
RS —=CII—F 4 2TICE&>T. 54— hVNeth'Azure KeyVault/ST U w I TV RRA > MMIRRE
TEAEVWKLSICLTLETL, ZDFEIE. Azure 75AR— IV RKRA > M EFEHL TVNetID 5 F
—JA=IMITIERTBECERETLTLIEETV, TVRRAV DT STAR=KMPT7 RL AZER
TB7HIC. SVMICEEINRI FITY M) RBMY 2BENHZH58DHD £7,

o kms wrapped key status D#RE L £9 UNKNOWN {IHAERERf. X T— X AWNIEDD £ 0K A



DR a—LHESLEINH .
6. 7> 3> NVEDKBEERIE S 2T A MR 2a—LEERT S

vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

FELLERESNTULNIUZL. Cloud Volumes ONTAP TR 2 —LABEHIC/ER I . R 12— LES1t
HEMICHED FI,

7. R) a—LHELLERB L UBSL TN ZHELET, RASTNTULWIHEIF. -is
—encrypted NTX—RIFRD LS ICRREIND trueo
vol show -vserver SVM name -fields is-encrypted

GoogleDCloud Key Management ServiceZ{#FFAL T*—% &
BLET

ZEATE X7 "Google Cloud Platform D —Ei#E—E X ( Cloud KMS) " Google
Cloud Platform®B A 7 1) /r—> 3 > TONTAP BBt *—ZREL £ 7

Cloud KMSZ R L e+ —EIRIE. CLIX7IZONTAP RESTAPIZER L TAMICTEZI LN TEFT,

Cloud KMSZEFER T 2HEIE. T 74 ETIET—ESVMDLIFAY ST RF—BEBIT YRR Y bED@EE
ICERAEINBZZCIEREL TSV, /—REBRY FT—2IE. 5T RTONA A DR —E X

(oauth2.googleapis.com) EDBEICHFERAINE T, V7 XEFXY M IT—IHELLREINTULARWVE,
IS RAATHF—EBEEY—EXNBEYICFIAINEE A

FEZBIRT HIIC
* Cloud Volumes ONTAP T/N\— 3 Y910 1UBENRITTN TV EIHRELRHD £
* Volume Encryption (VE) ZA4E2>ZANA VX M=ILENTWVDS

* Cloud Volumes ONTAP 9.12.1 GAF&. TILFTF > FES{EF—EE (MTEKM) S1E2 N1 X
F—ILETNTULET,

* VS AREBEEBEFLIEISVMOERBETHIHMENHD X T
* 7271 77Google Cloud Platformt 7 X2 F> 3>

HIPR
* U577 RKMSIZT—HSVMTODARECETEY

HE
Google Cloud
1. Google Cloud RIETld. "WH#GCPF—1) > J e —%{E L £9"

2. Cloud Volumes ONTAP 4 —EX7HO Y FREOARZLO—IL%=ERL F£9,
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gcloud iam roles create kmsCustomRole
--project=<project id>
-—-title=<kms custom role name>

-—description=<custom role description>

—--permissions=cloudkms.cryptoKeyVersions.get,cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms. keyRings.get, cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—--stage=GA

3. Cloud KMS# — & Cloud Volumes ONTAPH —E X7 AT Y MIARZLO—ILZEIDHTET,
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
-—location key location —--member serviceAccount: service account Name --role
projects/customer project id/roles/kmsCustomRole

4 H—ERXT7HIY FDISONF—%2A o >O—K .
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com
Cloud Volumes ONTAP
1. BRSSHY SA 7> b 2ERAL T S RXEELIFICERL X T,

2. advanced #ERL RJLICYTIDEZ F 7,

set -privilege advanced

3. ¥ —42SVMADDNS% {ER,

dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. CMEKI> kU DOTERL :
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. FAVT hHRERENT 5. GCPT AU Y FDISONF—ZANLE T,
6. Baa 7O DML C 2R L T,

security key-manager external gcp check -vserver svm name

1. 3723y  BEtZETANT2R)a—LZERLET, vol create volume name -aggregate

aggregate -vserver vserver name -size 10G
NSNS a—FTa>0%175
FSTNDa—T4 VIODRERBRIE. LEORBD2DDFIETRESTAPIOrawd/ 2T —ILTE X,

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log
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SOY LD T THh L DFREZRL

UYL TREIZ. EDRIER. VY —X, FTHZETSESAEEDHD £
o BlueXPTld. SH LT T T7REITO2DDNetAppY ) a—> 3V ERETEET,
—RNBRS VLTI T I 7AIILEFHISDFREL. BEES VY LT T 7R
(ARP) T9, eV ) a—avid. Ak, BRH. BEDOTODMRIEY —
IWZRMEL £,

—fMRNB S Y LD T T DT 7 A IVIERFH S fRE

BlueXPTHIBRIGEL T U LU T 7V HRFBEZ AT % & ONTAP FPolicytéaezFA L T. —RMAZS >
YL TT7 I 7R FRATHSRETEE T,

=2}
1. [Canvas]R—J T, IV LTI PHRICKRE LI AT LOEZFIZZATILI )OI LET,

2. [Overview]® 7 T. [Features]/\%JL%Z 2 1) w2 L. *[Ransomware Protection]*DH&ICH ZRAET7 1 A%
1)y LEY,
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Instance Type

Write Speed

Standard-Infrequent Access

Tags

4P
=+

mb5.xlarge

Normal

Ransomware Protection

O
=

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. XYy TPV TIDIUH LTI TAITY Va -3V EEATS

a. Snapshot KU —HEMICER > TVWAEWRY a—LHHZHEIE. * Snapshot KU —D 7o T«
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i 2oy o LFET,

NetApp Snapshot 72/ OJIE. SV H LTI 7OBEICERESOV ) a—> a3 ERHLET,
DANDZRINTHESZICIE. BELTWVWERWNY I T Y IHBE I ITBIEHEET

9o Snapshot IE—I3FHAWMODERTHD ., SV LTI T7ICLDWEXHELES, B—DT 741
LA —FRRBREBTAHFRLZVANIY ) 2a—23 0D X—SEERT 3BOBEMUERMT S
_EHTETET,

b. FPolicy D725+ 71t * %4 1) w4 LT ONTAP @ FPolicy V) 2a—> 3 >aEMICLET. Chic
D, T71IDIEFICEODVWT 7 7L E= Oy o TEXd,

COFBVIa—>aride SUTLUITHRENSDREZBILT B3 —RNRS Y LTI T T 7
TINEATZ2TOv I LET,

T 7 #I)L b® FPolicy R A—Fld. ROMLRFZ=HFO>7 7M1= OvILET,

Y1700 BE. Ov o, B, BSt. BSfbcrinf. rba. XRNT. XTBL. R16M01D05
« pzdc. good. LOL!. OMG!. RDM. RRK. encryptedRS . crjoker. enciphered .
LeChiffre

Cloud Volumes ONTAP TFPolicyz 77 7« 71td2d . COXA—THEREINE

To COURMEI —OBI VLD TDIT7AINEATICEDVWTVWET, 70O
VIENBZT 7AIEFENRXEY A XF3ICIF. Cloud Volumes ONTAP CLI 'S
_vserver fpolicy policy scope. AY¥ > K ZEAL £,

Ransomware Pratection

Ranscmware attacks can cost a business time, resources, and reputation. The NetApp salution for ransomware provides effective tools for visibility, detection, and remedistion. Learn Mors

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension.

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BENLE S Y LD 7

Cloud Volumes ONTAPI|Z. Autonomous Ransomware Protection (ARP) #fexHR— L TWET, D
BElX. 7—oO0—FEDHL. SOV LD THREDRIGEMDHIBRERT VT« ET427O7 071 7IC
BHLTESLEY,

TREINZ 7 77 IIVILEFRECIIRIC. "Z 0T LT - 70ERE'ARPEREIE. 7—2o0O— RO EER
LT, BHEIN: TEERT7ITAET 21 ICEDVTEENARRBICOVWTA—HFICBELET, UYL
U I 7XERRE CARPKEEOHM A EZHAEHE T, SENARSI VT LTI 7HEEITOIECHNTEET,

ARPHEEEIF. / — RR—IEBER—XOEHEDZA LY ZXETILT. BYOLZAEY R (15, 2. 3FHE
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) TOAMEATETET, Cloud Volumes ONTAPDARPHEE CERTAHLWI RA Y SAE > X% RE
FEAT BICIE. NetAppD EHEEBUEICEMULWEHE LIV,

TRAVSAECVRZBALTTORILT 4L MIEMT S . Cloud Volumes ONTAPZ{ER L TR 2
— LB TARPZBMICTEX T, A2 —LDARPDFEEIE. ONTAP System Manager £ ONTAP CLI% f#
FALTEITLET,

ONTAP System Managerd$ & *CLITARPZBMICT DA EDFMIC OV TIE. ZBRLTLKLETVW"EFH S
LUz TREZRMLE

() srerapmur. STEYRSNIMEDERIFY£— FShEEA,

Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB
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