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* credential based : RELMERZIEFD ONTAP 2—HDI1—HRKRE/NIXT—FK, BY. FRERIN-t
Fal)FoOJ1>0- ) %2ERATACZHEL XTI admin £7-1F vsadmin ONTAP D/N—2 3> &
DEHEMZRAKRICED B 7D,

* SERAZEAR—X : AstraTrident 3. NV I IV RICA VR b—=ILENT-GBBE%FERAL TONTAP 7 5 X4
CIEETRIEDHTEET, COBE. NYIIVRERICIE. Base6d TTYIA—REIN=I9S1T7 Y
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Flol BEONYIIVRZEHLIED, LTIV ILR—IDSIEAER—XIIBITLIED. ZOEICE
TLEDTBZeDHTEET, VLTV VILEEBREDOmAD * I#HINTUVLBI5S. Astra Trident &
NYITIVRERBDSILTUOVILEHIRTDESICEESEZRITLANS, T 74 NTIHERREZFEALE
ER

LTS vIIR—ZADEF=EMICLET

Trident X ONTAP Nw U TV REBETBICIE. SYVM ZWRE LT-BEEZ IS4 ENRE LI-EE
BDULTUIVILHARMETY, BREDREDEFIEREINO—-IIZFERAITZIc=ZHRELET adnin F
72ld vsadmine S LD, SEDU 1) —XXD ONTAP £ DE#ENRSED ) 1) — XD Astra Trident TfEH
TNBEEEAPI DA SNBAREMEDHD Fd, HRAZLDEF 2T 40O 4 >O—)LIiE Astra Trident T
ER L TERTE I, #HEShEE A

NYITITYREEDONIRDELSICHED T,

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "secret"

NYITIVRERIE. LTIV IDTL—2TF AN TRESNDIE—DIGFATH S ZCICEELTLE
TV NYIIYVRMMETND . I—HRE/INXT—RKH Baseb4 TL> I— R TN, Kubernetes > —
JLy b LTHERMENE T, LTI vILORBIREREDIZ. NV IITY ROEREEHRLITTT, &
DAIB I EIREHAT,. Kubernetes/ X L —SBBENARITLET,

SERAER—XDFREEEBMICLET
IR EIIBEFEONY VTV RISHBEERFEAL TONTAP Ny I IV REBETEEF T, NvIIYVRES
ICIE 3 DDINTAXA—EHURETT,

* clientCertificate : Base64 TTZ>1—R3IN/i=o 541 7> MNEBBED(E,

* clientPrivateKey : Base64 TI > d— RdNf. BETIT SNI-MERDE,

* trustedCACertifate: (S8 SN 7= CASEBEZ M Baseb4 T > 11— R, (S NT- CAZFERT 35513,
CDONTA—AEIBETIUNELNHD £9, EEINE CAHNMERAINTULAVESIZERLTHEVE
Ao

—fEMR T — 7 7 O—ILRDOFIETHERINE T,
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1. 9S4 7 >V EBRE e x-S LET, EMEFIC. ONTAP 21—H¥ L TEREEd % & 5 1C Common
Name (CN ; #@%) #HRELEF T,



openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. {SECNTC CAGEEIEZ ONTAP 7 SR ZICBIML T, COLEIF. R L —IBBENTTICIT-T
WBATREMD B D &9, ERTET S CAHMERATNTUARVSSIFERLEI,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP VSRR SA TV MNEFAZE e F—% 1V RM—=IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4 ONTAP EFxa T O O—I)ILTHR—FEINTWBRZ L ZHERT B cert FREFH T,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S. AT NI-ERAEZE % FEHA L TERE%E T X FONTAP BIE LIF > ¥ <vserver name> (&, BIELIFDIP 7 KR
LABLXUV SYMAICEFTFEZTLIEETL, LIFODY—ERR)S—HICHEINTWVWDR 2 HERT 30
BHQHD £9 default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. Base64 TEIEAE. ¥—. BLWMEEIN CASIBEZ I > O— R T %,

base64 -w 0 k8senv.pem >> cert basebt4
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4
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$ cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
$ tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

ELAEEBEH I BN JLT oI v)lzO0—T—23>» LT

BEONy IV RZEHLT. JOREARZFERALED. L7y )lzO0—FT—>3a> Lihd3C
ENMTEXT, CNIFEBESDAETHRELE T, A—HRBENRT—RZFERTI/N v I I RISEEBRE
HERATALSICEHTETEIN, SEFAEZFEAHITAI/NYII YV RIEA—HFRENRT—RICEDWVWTEHT
TET, CNETOICIE. BN ZFERAL X9 backend. json BITTBUNELNHB/INTAXA—XEZL T
71 )l tridentctl backend updateo



$ cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
$ tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

NZAT—ROO—7T—2 3> ZRTIIRICIE. A L—UBEEDNRANIC ONTAP TI1—H
ORI~ REBH T EUBENBD ET. CORICNYIIY RT Y TF— MRS ET, I
() ®\Eon-F-oa ERATABIC. BROTRRELI—VICENT 5 LA TIET, £
D%, Ny oI RFEHRSNTHLVTRBMERING &S ICADET, COMHEICH
CHWEIHEIE. ONTAP 25 22 BHIBTE £ 7,

NYIIYRZEHLTH., TTICERINTWVAERY a—LADT7 7 REHHEINT . FDHBDOR) 21—
LEFICHODEELEFEA. NV IITY ROEFHMINLI-HE. Astra Trident B ONTAP NI TV R @
EL. UBEDRY) 2 —LNBENBTEZ % RLTVETD,

NFS TV RR—bRUS—ZEBELET

Astra Trident [&. NFS T XR—bhRUS—FERALT. 7OEY 3 =Z>J 23R a—LANDT7 I X%
HIEIL £9,

Astra Trident |Zl&. T AR—FR) S —ZFERATIRIRD 2 DDA T arhHD £,
* Astra Trident . TV XR—FRUS—BEEHNICBETETE T, COE—RTIX. HFAERELRIPT

RLXERICIDR7OVIDIR 2R ML —JBEEEDEEL £9, Astra Trident I$. CDOEHICS
FNB3/—RIPEIVRAR—FRUS—ICEHERICEML 3, F7ld. CIDRs MEEINTULVAEWLE



Bld. /—RETBRHEINEZ/O0-NILZAOA—TOAZFv AR IPAI I ZR—RUS—|BINE
nxd,

c ANL—=UBEEIZ. TVRAR—FRU—%ER LD, IL—=ILZFHTEMLEDTEFXT, HEBIC
AMOTYURAR— RS —Z%=IEELHRWVE, AstraTrident T 7 AL DT I RR— RS —%{FA
LEd,

TJZAR— bR —ZFICERE

CSI Trident @ 20.04 ') 1) —XTld. ONTAP NI IV RODIVRR— bR —%ENICEETEET,
CHUICED. ARL—UEREE. BRHNARIIL—ILEZFHTERIDDTIEHRL, T—H—/—RD IP THF
BENB3TRLAAR—ZAEBETETX T, TVZRAR— bR —DBEEBHIKBICEZILIN. TV XKR—F
RUS—ZZELTH, AML—TUSRRIITTE2FHOREIFAEBICHEDET, IHIC. ANL—U0 5
2ABANDT IR %, IEELLEED IPE#FE DT —H—/ —REFICEPRTZZ T, SHAHIALEECB
bz R—bLET,

() T RR—bRYS—DENNEIRIT CSI Trident TOAERTEET, 7T—H—/— KHNAT
MBENTWAWS EZERITSCHEETY,

Bl
2DDREA T AV ERATEIRENHDE T, Ny ITVRFERDHZRICTLET,

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",

"username": "vsadmin",

"password": "FaKePaSsWoRd",
"autoExportCIDRs": ["192.168.0.0/24"7],

"autoExportPolicy": true

COMEEEFERT 3, EIE. SYMDIL—FJ vy o3>l /J—ROCIDR 7Oy o %

@ AR ITIVRR—KMIL=IL (TTAINEDIVRR—FRI)S—RY) 28CHIIERIN
I ORR—RRIS—DHBEZHRTDIVENBHD XTI, Ry N7y TIHHET S,
Astra Trident EEDARIA N S0 714 AZBICTFo>TLIET L,

CCTiE. EROAEERLTOBERL DS ICBIET BhICOLTHEL £7,

* autoExportPolicy WMCRREINE T trueo HE. Astra Tridenth D TP XAR— bR o —%={ERRT
32Zc%RLET svml SYUMT. ZFERLTIL—ILOBIMEHIRZMNIEL £ autoExportCIDRs 77 K
LX70Owv Y, & zIE. UUID 403b5326-842-40dB-96d0-d83fb3f4daec® /Ny VT R TY
autoExportPolicy ZICEREL T true EWSRBNDI Y RAR— RIS —ZEHL X9 trident-
403b5326-8482-40db-96d0-d83fb3f4daec IEEL 7,

* autoExportCIDRs P RLZXT7AYIDUIAMDHEENET T, CDT 1 —ILRIFEEAET. 774/ K
13 ['0.0.0.0/0" . ":/0" TYo BRINTULARLIEEIE. Astra Trident '\ 7—H—/—FTREINT:



IRTOZO—NIILCRAOA—FEEINA=ZF v A7 RLRAZEMLEY,

COFITIE. ZERALTWVWET 192.168.0.0/24 P RLAZAR=ZIPEETNTVWET, D7 KL XEH
ICE& N3 Kubernetes / — R ®D IP H'. Astra Trident BMEK T BT Y RR— b RUS—ICEBMTNZ %
mL XY, AstraTridentld. EITEINTWVWE/—RZEERITD L. /—RDIPPRLRAZEFL. TEEIN
=7RLR7AOy I eBELTFT Y Y LET autoExportCIDRs, IPE 71 ILRU>SF 3. Trident
PREHELIEISAT7UVRNIPOIVRR— MRS —=)IL=IL%ZERL. FELE/—RZCIZ1 DDIL—ILH
RESNET,

B TET XY autoExportPolicy BV autoExportCIDRs NV I I Y REERLI=HEDNY I TV R
DFEEFHNICEEINZNY I IV RICFHLL CIDRs ZE8M L&D, BIZD CIDRs ZHIBRLI=D TE £
9o CIDRs ZHIBRS BIF. BIFOEGIIIINBEVWESICEEL TSIV, EMCTEZIEHTEE
9 autoExportPolicy Z/\N\W I IV RIEML. FETERLIEIVRAR—MRUS—IZRLEYT, N
ICIFZRET AINEDHD £9 exportPolicy NV T I REBED/INT X—4,

Astra Tridenth' /N I T REERETISEFH LS. ZFERAL TNV I IV RZHEEETEFEY tridentetl
F7IEW5 T B tridentbackend CRD :

$ ./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd

Kubernetes?7 5 X RIZ/ — R%ZEBML TAstra Tridentd> bO—ZICBEHRT D . BBEONYIIVRDIY
ZR=FRUS—DEFHENET (ICIBESNLT FLAGEHEICETENDHE) autoExportCIDRs /N7
IVRDBE) 270V v o LET,

J—R%ZHIBRT D . AstraTrident I3A >S4 >DITRTONYIIVREFTyvI LT, ED/—RD7T
I ZN—ILEZHIBRLET, BEENRONYIIVROIIRAR—FRIS—DE5ZD/—RIP%ZHIRT 3
X T. AstraTridentld. CDIPHISIXEAROFLV/ —RICEX>THBFAINGZLWHATD, RERTY
Y hERIELEY,

UHIONYyIITY RDOBEIF. ZFERALTNYIIVRZEHLET tridentctl update backend T



IE. Astra Tridenth' T X7/R— bR —2BFMICBEELE Y, ChICED. Ny II2 RO UUID OH
CICEWVWSEBIOFHLWI I RR— RS —DMERRSN. NV I IV RICEFEETDHRY a—LlF. FTLLE

LTI RR— bR —%ERALT. BOYYYMLET,

BHEEINALIIAR—bRUS—ZEALTNYI IV RZHIRT 2 & BRICER TN

®

T ZAR—bRUS—DHIREINE T, NvIIVRHBBIERENZ . TDNYIIUR

BHLWAYy I FeLTHRDN. FHILLWI I XK= MRS —HMERENE T,

SAT/—RKDIP 7 RLADVEFINIESIE. /— R_LED Astra Trident R REBRREI T INENH D
o Trident NEETEINYIIVRDIVRR—FRUS—2B#HLT. COIPOEEERMEIEET,

REA T a>ehl

ONTAP NAS RS+ /N\Z1ER L T Astra Trident T > X b — L TERT 2 HE% CHERLIEETV, OIS
VTR NYIIYRBROBE. Ny IIVRER ML —VISRCRVETTEHERFH L CHAL

=3
INY DI RERA T>a>
NYITYRBEAF TS I ICDOVNTIE. ROREBBLTLEEU,

INTA—H

version

Bz

ZARL—=Y RSANDEH

storageDriverName

backendName HARLBEIFA ML= NNy
JIVER

managementLIF IS ZARER’ LIF £713 SVM BIE
LIFDIP 7RLXR

dataLIF ZORINLLIFOIPT7RL
Zo IPV6 ICIEZAD > CZ2FRALF
To RERICEHRITA_LIFTE
FEA

autoExportPolicy IURR— bR —DBEEER
EEHEBWMCTB[T—D)T ]

autoExportCIDRs Kubernetes® ./ — RIPZWL\DH'5
T14IWRITFBh %R
FCIDRsD ') X ~
autoExportPolicy DEIIICHED
Er

labels R a—LICERYT3ERED

JSON FEH D SNILDE Y +

FI7#IILE
=1

I ONTAP-NAS J . [ ONTAP-
NAS-TJ./=— ] . [ ONTAP-
NAS-flexgroup 1 « [ ONTAP-SAN

1« TONTAP-SAN-ITO./X— ]
FZSANB+""+FT—%LIF
r10.0.011 . T

[2001:1234:abcd::fefe] |

BIIBENRULHATF D, SVM A
FLET

(AIAY-4

[0.0.0.0/0] « [::/0]
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clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

igroupName

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

gtreesPerFlexvol

useREST

=EA

547> NEBBZE D Base64 T
/] F{EO DIEEHE/\ Xa)nlb\ﬂ
ICERENET

5472 NpEHED Base64 T
/] I\1IEO DIEEHE/\ Z@nlb\ﬂ
ICERSNET

EFE S N7z CAGEEHE D Base64 T
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DFRECFERAINET
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ad— -'js%o 7|/7_‘\//‘\")|/\“—Z
DFPEEICEREINE T

IS5 AHL [ SVM ICIERT BT-00D
AZU Ko LTI )LR—
DEREEICEFERAINE T

£ 9 % Storage Virtual Machine

SAN 7R 2 — L\ TfER T 3 igroup
(OEY:]

SVM T#HLWARD a—L%ZOE
VI TBRRICERTBZSL
TavOREBELE T, RER
ICEHTBLIETEXHEA

FRENCDEEZBI T35
Bld. 7O a = IhkBL
*9, *Amazon FSX for ONTAP *
ICIERAINEEA

EREINTARY 2a— LY A INC
@{E%ﬁi—c L\%i%ﬁ\ 7°|:| t“y
aZVIHRELET,

FlexVol #7-D D& AK LUN ¥, B
ThREEHE % 50 . 200 TG

FSTIWNSa—Ta Y JRICER
$B3TNVIT TS, il {"API"
. false . "method" . true}

NFSYOV AT a>urAIUY
TXYI-7=J X+

FlexVol & 7D &K qtree ¥, &
M7 EH L [50 . 300] T,

ONTAP REST API Z{£H 9 578
DT—=VTVINTA—=R, *TUZ
ALTLEa—*

FT7AILE
M

M

SVMOGEICEREINET
managementLIF ZIBELXT
"trident-<backend-UUID> "

Trident

" (TI7AIETIFERAINIEA
)

)” (T7AILFTIRBERASNhEEA

100

null

200
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useREST (F. TUVZAHITLEa— LTRESINTVE T, TR MNRIETIE. xBREDT
—JO0—RTIFHEINIFEA, ICRET DY true Astra Tridentld. ONTAP REST API

@ ZHEALTINYIIVREBELEY, COMBEEZFERTBICIE. ONTAP 9.8 LUMEHAMET
o £, FHRTB0oNTAP OJ 4 O—=ILIZIEANDT IV AMENNRETT “ontap 7 TV
—> 3y CNEEFERINICEL > THILEINE T vsadmin KUY cluster-admin O
—Jls

ONTAP 7 SRR LBIET BICId. AN FIAXA—XZIBETIHENHD FT, CNE. EFaVT0O0A
VERIBAVZAM=ILENTWVWBEREDO I —HH / NXT—RTY,

Zw k7w FONTAP )\ U T RICAmazon FSXEEA L TWVW3IEEIE. ZIEELBVWTLE
(D L) limitAggregateUsage /NI X—4&, fsxadmin $ KU vsadmin Amazon FSX for

NetApp ONTAP OO —JLiCi&k. 7Z U — ~DERAKRRZEIE L. Astra Tridentz i@ U THIRE

TREDICKMERT IV AEBRAFTENTLERE A

(D FHRELBEWVWTL IV debugTraceFlags F I 7N a—FT40 2 F =T LTVWT., 5RO
TJATHREBERGEEZRETET,

NYITVRZERTDEETIE. ZENBVWTLCIEEIVWdatallF KU storagePrefix {F
() ABICEETECLBTEECA. CNBDNSX—ZEEH TSI HLLWAYITVR
T BUBABD £7,

ICIETELBE R X1 % (FQDN) %3 EETEF X9 managementLIF 77> 3 VICFQDN%ZIEET S HT
EFET datalIF A T3>, ZDHEIE. NFSY T Y MLUBIZFQDNAMERINE S, TS558 T 5
T2 ROE> DNS ZER L CT. BHOT—2 LIFREITRBRZDHMIBZ N TEEXT,

‘managementLIF FARTOONTAP RSA/N%EIPv6 7 RLRICERET A EHTEXY, Astra
Tridentld. BTZFEHALTA A M=ILLTLEELY "——use-ipvé6"
750, ZEETDBITFEPMVETY 'managementLIF S AN ZAHDIPveT KL X,

IPv67 RL 2ZFEAT35E1F. ZHEEEL T TV managementLIF &KV dataLlF (\

O SIYVREZICEENTNBIEES) 1f. [2868:d97:a825:b7bf:69a8:d02f:967b:3555]7% ¥ (D f
FIIRICEREINE T, KR datalIF BHEEINTUVRWGEE. Astra Tridenth'SVMAH' 5 IPv6
TF—RLIFZEEL X9,

H{FEH T 3 autoExportPolicy KU autoExportCIDRs CSI TridentTld. TV XR—bhR S —%BH
MICEIETEE Y, CNIETARTD ONTAP-NAS-* RSANTHR— IR TLET,

#71)w2PLZEY ontap-nas-economy RZ/\. limitVolumeSize /> a>ZzFHT S L. qireedH
SULUNBICEIETER) 2a—LORAT A ZBHHIRINE T gtreesPerFlexvol A/ 3>z EHET 3
. FlexVol %7=D DR/ AqtreeflE HAZAIA X TETE T,

o nfsMountOptions NTX—RZFERTIL. YO MA T arziBETEX Y, Kubernetes 7k )
A—LDIYI AT UVIEBERA N L= ATERESNE TN ANL=SOSATRYIV N T
IUMEEINTULARWES. AstraTrident XA ML—S NV I TV RDOER 7 7ML TIEESTNTLWSY

IR ATOaEFERALET, ANL—=J0FRFRIBEBR 7 7AILICRO Y AT aVhEESTATL
RUWIEE. Astra Trident I[EBE T SNTAKGEHAR Y 2a—LALICIT Y A7 arzRELEFH A
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®

Tridenth* 5. ZEAL TERLIEIRTDORY) 2— LD Commentsy 7+ —JLRICFOEY
AZVITIRIHDBESINE I (ontap-nas & U (ontap-nas-flexgroup. FHETI RS
A INICEDWVWT, FlexVol ICOX Y EHRRESNE T (ontap-nas) F7cldFFlexGroup DL\E N
M T (ontap-nas-flexgroup) o Tridenth. AL —STF—=ILEICHDZITARTDOINIL
. 7OED3aZ VIR MNL—UR) a—AICaAE—=LET, A NL—UBEEIE. X b
L= =ICeIlINIILZEE L. A ML= = IILRICERSINTEIRTOAR) 2a— L%
TJIN—TEFET, CNICED. NI IV RBRTIRIESNDZI LA 2T XaEH—ED

IRIIVNCEDVWTARY a—LEBHEICKRTEET,

R)a—LOT7OESIZVIEONY I IV FiERA T a >

N5DFA T a>EFERALT. BROFBIGEEI 3T R)a—LET AL bTTOEY 3 =Z>Fd
BHERFEETEE T, FlICOWVWTIE. UTOREMEBBLTLLIEEL,

NTA—=H

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

securityStyle

tieringPolicy

unixPermissions

Bl T7#IL bk
space-allocation for LUN @Y > 1ELWTTY
FziEELFT

AR—RAN)HFR— g FE—KR L
lmonel () Fflx T
volume | (v ?)

9 % Snapshot K1) o — BL

ERLT=R) a—LICEIDHTS T
QoS RU>—=FJ)I—TF, AL —
CT=NINYIITYRIEI
QOSPolicy F¥7zI&

adaptiveQosPolicy DL\ NH\z &
IRLET

TEATT47T QS KRIS—F)L— T
TIERRLTERY) a—LICEID Y
TEYo ARL=UF=ILINYD
T R ZXIZ QOSPolicy £7z1&
adaptiveQosPolicy D W\ T N h %
RLEFT, BEEICHKETS

ONTAP - NAS TigHR— b E
Ao

AFw 7T a3y b 0" BICFHEIN KR snapshotPolicy & T
e R a—LDEE nonel . FNUUSMNE 1 T,

ERBFICOO—>% NS5 XY LWLz
wvhkLET

2y Ty TOR) a—-LEBStE LWZ
EEMCLET

HLWRY2a—LOEFa)Tg M UNIX J
%8

MLy ZEATIMELRYS ONTAP 9.5 £ HEID SVM-DR &
- BD TRFvTFoay D)

HFLOWARY 2 —-LOE—R 777
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INTX—A& Bz FI7AILE

Snapshot 7« L& kU DORTEFERTRZHELFT RIS
.snapshot 74 L2 kU

I RR—FRUD— FEIZITIRR—rRIS— T7#ILbE

securityStyle DiBfN FLOWARY 2—LDEFa) 7o T UNIX J
i

Trident H' Astra T QoS R > —JIL—F%=FEHRT 3IZIE. ONTAP 9.8 LIEHNNETYT, HE

@ INBVWQoS RUS—F I —T=FEBLT. SAVAToFaLTy MIERICRY =T IL—
TEBATACEHELET, HE QS RUI—FIL—FICLD, IRTOT—70—RD
B RIL—Fy MCH L TERMBEREINE T,

RIS TT7AHILEDERSNTVBHZRLET,

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "customBackendName",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},

"svm" :

"trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",
"nfsMountOptions": "nfsvers=4",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

MDIHE ontap-nas & ontap-nas-flexgroups Trident AT ICEHEZER L T Flexvol DY
X hsnapshotReserveDENFGEPVCTIELSRESINTWVWBR CZHRITBLIICHBDELTze I—HH
pvC ZEKTB L. Astra Trident & FILLWHEZFEALT. LDZBLDAR—IAZHFDITD
Flexvol Z{ERLET. COFEICED. I—HFIFEREINT: pvc ROEZEZAAABERAR—IZRZ(E
L. EREINFAR—ZEDHDBVIAR—AZERTEE S, v21.07 £DFION—2 3> TlEd, 21—
H pvc ZERTBE ( 5GiB HR¥) . snapshotReserve H 508 ICFRESTNTUVBRIHE. EFAAA]
BERAR—RIE 2.5GiB DAICHEDE T, ChlE. I—HUHWERLIEA) 2 — LB THBI7HTT
‘snapshotReserve |, FDENEZIBEL £, Trident 21.07TlE. A—HFHERL=H DHE FIAHA]
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BERAR—XTHD. Astra TridenthE&E L £ snapshotReserve R a—LREKICHTIEIGE LT
RENET, ICITBEBAINEHEA ontap-nas-economyo < DEBEDTHEAICDWVWTIE. RDOFIEZBEL T
CIEEW,

FARIIRODEEDTY,

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50% . PVC E3R =5GiB D&, Kl a—LDET 1 XX 2/0.5=10GB THO. fF
FARIEER Y 1 X3 5GB THH. TNH PVC BERTERENAT A X T, o volume show RDBIDKS
BIERIRIEINET,

Vserver Volume Aggregate State Available Used%

_pvec_B9f1cl156_3801_4ded_9f9d_034d54c39574
online RW 1eGB 5.006G3 %
_pvc_eB372153_9ad9_474a_951a_08aelSelclba
online RW 1G 511.8MB

2 entries were displayed.

LEIOA VR =L SDBFED /Ny I T Rid. Astra Trident @7y 75 L — REFICEDRD K SICR 2
—LZz7OES3Z>ILEY, 7y FIL—REINER LAY 2—LICDOVWTIE. EENRMEIND LS
IR 2a—LDH A XA%ZZEETINELNHDF T, L zxiE HEBHINTWVWSB2GBPVCHRETY
snapshotReserve=50 Uil EZFAAHATERAR—ZIADGBOR) a—LHMEREINTWE LT T2k
ZIE. R a—LDHYA X% 3GBICEET R, 7SI Tr—2a > VDEFIAHARERIR—IH 6GIB DR
1Ja—LT3GBICKEDET,

&=/N\RDERTE B

RDOBNE NFEAEDNTRA=EFZT T4 FDFRICTEIEANLGREZTLTVWET, Chid. Ny T
VREERIBIROLBEERFETT,

@ % k7w ONTAP T Trident 2 L TW335&I1F. IP 7 FL X TIZ%< LIF D DNS &
ZIRETB CEHRELET,

ontap-nas sEFAER— XD EFRAIT DI R4 N

. NI IV RORNBRDRERF TY o clientCertificate. clientPrivateKey HKIUY
‘trustedCACertificate (BEINICAZERAL TWBRGEIEA T aY) NICANINET
backend.json BLWIE. 7 T4 7> MERAE. WER. EFEINICATIFHE Dbaseb4T > I1— RE% £
NeENEEFELET,
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"version": 1,

"backendName": "DefaultNASBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
"storagePrefix": "myPrefix "

ontap-nas RZANECBEI I AR— R —

COBIE. BRI I RR— RS —ZFERALTIVRR— MRS —2BHNIERELUVEETS LS
|C Astra Trident ICI8 R 92 AEZRLTWVWET, Cld. THREBKICHEBEL £9 ontap-nas—-economy &
U ontap-nas-flexgroup FZ4/\,

"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1a", "backend": "testl-
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",
"password": "secret",
"nfsMountOptions": "nfsvers=4",

ontap-nas-flexgroup K71 /\
{"version" : 1. "storageDriverName" : "ONTAP-NAS-flexgroup " . "managementlif" : "10.0.0.1" .
"dataLIF" : "10.0.0.1". "labels" : {"k8scluster" : "test-cluster-east-1b". /\w I I > RiZ I test1

1. Ttestl-ontap 75 X%y . TSYM1 : TSYM NFS ). Ta—#%4%) : Tvsadminy . [/YXT—
Ky @ To—oLwbky.} TY

ontap-nas IPVeX{is K 51 /\
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{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "nas ipv6 backend",

"managementLIF": "[5c5d:5edf:8f:7657:bef8:1090:1b41:d491]",

"labels": {"k8scluster": "test-cluster-east-1la", "backend": "testl-ontap-
ipve"},

"svm": "nas ipv6 svm",

"username": "vsadmin",

"password": "netappl23"
}

ontap-nas-economy R Z-/\

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

REIASL—=F—ILZERTZ/NY I I ROF

RONYIIYRERT 71ILORITIE. BREDTRTDRA ML =T —)LICH L TREDT 7 1)L MHERE
INTWET spaceReserve 7L DIHFEIE. spaceAllocation ¥DFRD encryption BTSN E
o IREXML—=UF=)LIE. ARL—=21202 3 TERELEDS

CDFITIE. —BDRA L= F =LA HBICRRE SN TULWET spaceReserve. spaceAllocation'$
KTV ‘encryptionfBXIEET D L. —BDTS—ILTlE. LEBDT 7 AI MEDRLEEZTEINE T,

ontap-nas FZ-4/\

{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret",
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"nfsMountOptions": "nfsvers=4",

"defaults": {

"spaceReserve": "none",
"encryption": "false",
"gosPolicy": "standard"
}I
"labels":{"store":"nas_ store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755",

"adaptiveQosPolicy": "adaptive-premium"

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"app":"wordpress", "cost":"50"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"

"labels":{"app":"mysqgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"



ontap-nas-flexgroup R Z1/\

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
I
"labels":{"store":"flexgroup store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [
{
"labels":{"protection":"gold", "creditpoints":"50000"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"protection":"gold", "creditpoints":"30000"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0755"

"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",



"encryption": "true",

"unixPermissions": "0775"

"labels":{"protection":"bronze",
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

ontap-nas-economy R Z-/\

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {
"spaceReserve": "none",
"encryption": "false"
b
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance",
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"creditpoints":"10000"},

"creditpoints":"6000"},

"labels":{"department":"legal", "creditpoints":"5000"},
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"zone":"us east 1b",

"defaults": {
"spaceReserve": "none",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"department":"engineering", "creditpoints":"3000"},

"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"

"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

N\ T2 R% StorageClasses ICY¥YEYILET

JR®D StorageClass £ ld. ERDHREI ML= F—ILEBRBLTLLIETV, 2FHTS

parameters.selector FA ML =TT RF R a—LDKRIAMIERATEZRET—ILEZFUOHL £

Fo R a—LICIEE BRLEEEBT-ILATERINICERZDNHD T,

* RADA ML —TU TR (protection-gold) ZIEET S L. AD1FBL2BHDREA ML -V T —
R YvEYYT ENET ontap-nas-flexgroup NDRIIDRE X L —F—)L ontap-san /N\v T

IR O-LRIRNLOFREZREL TVWEHE—DT—ILTT,

* 2D HEDStorageClass (protection-not-gold) & DIFEH. 4FEBDREI ML —JT—)LIIYvE
VI EINET ontap-nas-flexgroup DNV I LY RE2BEBHDIBBDIREX ML —2 F—)L ontap-

san NI IR SBUADREL NI ZRMHTZH—DT—ILTT,

*BIDAML—TU U TR (app-mysqgldb) ZOUwo§3E. TAEEBDREANL—F—ILICYvEY
J3ENET ontap-nas DNV I IV REIDEHDRERA ML — =)L ontap-san-economy /\w T
VR imysqldb RATFDT7 TV —aADIA ML= T —IREZRRBLTVWS F—ILIE. Chofke

17T,

*BADA L —T U S R (protection-silver-creditpoints-20k) & DIBEDOREI L —TF
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=L EYT ENET ontap-nas-flexgroup DNV I IV RE2DEDREINL—UTF—=)L

ontap-san NV I IVR I O=ILRLARNILOFREZREL TVWEIHE—DF—/LIE. 20000 OFFERIEE%
LTy hRAYETY,

*BEDRAML—T YU TR (creditpoints-5k) 27w o g3, TC220HDREINL—JTF—ILICY
wEYT ENET ontap-nas-economy DNV I LY REIDEDRERA ML —2T—)L ontap-san /\
WP IR 15000 K1Y ~DOFRAERELRHE—DT—ILIFUATOEED T,

Trident B, EDIRBIA L —ST—ILZERT D ZHEIL. AL —DBHZBRICHELILSICLE

ERS
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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