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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP VS RRICUVSAT Y FEFAZEF— B2V A M—=ILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true
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security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver—-name>
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Bt it et e
+————— f—————— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e Rt bt e
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et et et L e PP
- e +
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |
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version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd
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ZLIFZEEL£9. NFSYTU > b
SLIE (ZfEF 9 B Fully Qualified
Domain Name (FQDN ; S22 (&4
FXA %) #ELT. ZT>
FOE >DNS%E{ERL L TERDT
—ZLIFEICEfAZzo8Tc e
TEFEI, VHIRERICEETE
9, zBRBLTLEETV, =
A L TAstra Tridentz - > X b—JL
L73ZE. IPV67 KL XA &ERT
BEOICZRETETEXT --use
-ipve 759, IPv67 FL X

I%. [28e8 : d9fb : a825 : b7bf
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EENEFIHN. AL—UF R
TYI>YhA T arvhiEESN
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NB5OA T arEFERALT. OF 74O a >0 %Gl TE X T defaults REDEI 3
Yo FHZDWTIE. UTOREFZBEBL T IV,

INTA—H 5BH TI7AI b

spaceAllocation space-allocation for LUN <Y > 1ELWTTY
FeiEELET

spaceReserve AR—=ZANHFER—= 3V EF—FR AN

Tnoney () &Fflx T
volume | (v ?2)

12



INTAX—&
snapshotPolicy
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Trident H' Astra T QoS R > —JIL—F%=FERT 3IZIE&. ONTAP 9.8 LIEHNNETY, HE

@ INBWVW QoS R P—JII—T%=FERALT. EAVATasFaTy bMERICKR) S —TI)L—
TEBATAICEHELET, HE QS RUI—FIL—FICLD, TRTOT—I0—RD
B RIL—Fy ML TLEREAEREINE T,

RUa—LT7OES3=>T b

TI7AIEDHERSINTUVBAIZRICTLET,

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: password
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

DIHE ontap-nas & ontap-nas-flexgroups TridentHFATICEHEZER L T Flexvol DY
X H'snapshotReserveDENFGEPVCTIELSRESINTWVWBR L ZHERITBLIICHBDELTe I—HH
PVC ZEKRTB Y. Astra Trident (& FILLWHEZFERAL T £DZLDAR—IZHFEDTD
Flexvol ZEML T, COFHEICLD. A—HIFERINE pvc AOEFTAATRERIR—IZZEF
L. BRESNTEAR—ZAEDHDBVRAR—IAZHEETET LT, v21.07 £DBION—2 32T, 21—
H pvc ZBERITBE ( 56iB RE) . snapshotReserve B 508 ICRESNTWVRIHE. EFIAAA
BERAR—XI|E 2.5GiB DAICHEDEFT, Chid. A—HHERLIA) 2a—LLEKENTHB/HTT
‘snapshotReserve ICIE. FDENEZIBEL XTI, Trident 21.07TlE. A—HFHERL = DHE FIAHA]
BERAR—XTHD. Astra Tridenth'E#&E L £ snapshotReserve Rl a—L2EICHTIEIGE L TR
INET, ICIFEHINEHA ontap-nas-economyo C DIEBEDERAAICDUVTIE. XDFIEZHEEL TL
Jere A

FARIEIRODEEDTY,
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Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)

snapshotReserve = 50% . PVC &R =5GiB D&, K a—LDEEY 1 XX 2/0.5=10GB THO. fF
FrgERHY 1 XL 5GB THH. TNHAPVC BRTEREINLT A XTY, o volume show RDFID LS
BRERIRTEINZE T,

Vserver Voelume

online AW 18GB
_pvc_eB372153_9ad9_474a_951a_88ael5elc@ba
online RW 1GB

2 entries were displayed.

YHIOA VYA R—=ILHSDBEED/N 7T RiE. AstraTrident D7 74 L — REFHZEHRD K SIZARY 2
—LZE7OEDaZ>ILFET. 7Y TIL—REICER LAY 2—LICDVWTIE. ZERRMEND LS
ICR) 2a—LOHY A XAZEETIMNENHBDF T, ILEXiF. BHEHITNTWVBZ2GBPVCHRLETY
snapshotReserve=50 A&, EFIAARRERIR—IADMGBDR) 2 —LHMEREINTWE LT 2k
ZIE. R a—LDHYA X% 3GBICEET R, 7SI Tr—2a3>VDEZFIAHBRERIR—IH 6GIB DR
J)a—LT3GBICKEDET,

i
B/ NRDRER

RDOBNF [FEAEDNSRA—=RZT T A FDFFRICTZIEANLBREEZTLTVET, Chid. NvIT
VRZERIBIROBEELRAFETT,

@ 2w k7w ONTAP T Trident ZEH L TW3B&IE. IP 7 RLXTIEA < LIF O DNS %
FIEETRICEHRLET,

TI7AIN DA TS a>%&A I L FT <code>ontap-nas-economy</code>

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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FEEAEN— X DERE

hidF. NIV RORNEDRERF TS clientCertificate. clientPrivateKey B&U
‘trustedCACertificate (BEINICAZFEEL TWAHRIIA T aY) BICAHTNET
backend.json B WE. 774072 MERE. WER. [SFEINI-CASEFHZE Dbase64T > 11— 1B
ZENETNEIELE T,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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BHEIT O XAR—bRU—

UTofIE. BRI I RAR—bR)S—2FALTIVRAR— R >—2BFMNICIER P K UOEE
I3 & SICAstra TridentiCiER 2 AEZ L TVWET, Chid. THRKRICHEBEL £9 ontap-nas-
economy H& U ontap-nas-flexgroup K T4 /\,

ONTAP -NAS RS/

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

<code>ontap-nas-flexgroup</code> K 5 /\

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

labels:
k8scluster: test-cluster-east-1b
backend: testl-ontap-cluster

svm: svm nfs

username: vsadmin

password: password
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IPV67 RL XEFEHRALTWS

CDHFE. ZRLTWE Y managementLIF IPv6 7 RL X ZERAL TL 3,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

ontap-nas-economy R Z-/\

version: 1

storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ontap-nas SMB7R ) 2 — L% Y 2 Amazon FSX for ONTAP HD RS 1 /\

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fqgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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RET—IL%=FERTZ/NvIITY ROH

KONV IITVRERT7AILDBITIE. BREDITARTORA ML =T =L LTHEHEDT 7 4L FHERE
INTWET spaceReserve L) DIHFEIE. spaceAllocation ¥ DFRD encryption BITEINE
3_0 ﬂi?ﬁj_)l/‘;\ AL—=UEo 3 \/_C/'_:E%L/ij_o

Astra Tridentid. [Comments]7 «+ —J/LRICTAES 3=V SANILEZHRELEFT, DFlexVol ICTIX > hHER
EINTWET ontap-nas F7=IFFlexGroup for ontap-nas-flexgroup. Astra Tridentid. 7OEZ 3=
VORHRE T EICHBZITRTDIRNILZ AL =R a—LAICOE—=LET, X NL—UBEEE.
RET=ILCICTRNILZEEZLTED. R a—LEIRILTIIL—FLEEDTEXT,

COBTIE. —BBDR L= 7= ILAHBICERE SN TWE T spaceReserve. spaceAllocation'
KT “encryptionfBZIEET D L. —ZBDT—ILTlE. LEBOTI7HI MENLEEZTINET,
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<code>ontap-nas</code> R Z - /\

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalIF: 10.0.0.2
svm: svm nfs
username: admin
password: password
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas_ store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755'
- labels:
app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'

unixPermissions: '0775"

20



labels:
app: mysqgldb

cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'
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<code>ontap-nas-flexgroup</code> K 5 /\

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin
password: password
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"'
zone: us_east la
defaults:

spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000"'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
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zone: us_east 1d

defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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<code>ontap-nas-economy</code> R Z - /\

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin
password: password
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:

spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

department: legal

creditpoints: '5000'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

B3 dataLIF YIHARE®R

MESRERICT —XLIFEZE T3, OOV REERITLT. BFSNT—2LIFEFHFLWLWNNY I T Y
RJSONT 71 ILICIEEL £,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-datalLIF>

@ PVCHM DU EDR Y RICEHINTULIIHEIE. WHTBRIIRTORY REEFELELTHS.
LOWTF—ALIFZBMICT D =DICEFREICREIHNELNHD X,

N\ T2 R% StorageClasses ICYYEYILET

R(DStorageClassEFEIdF. LERDRET—ILZBRBLTVWET, ZFAT S parameters.selector FX b
L=0ZE A)a—LDRIAMIFERTERREBT—ILZFUOHLET, AU a—LlliE. ERLER
B7—I)LATERINERDHD £,

* RADRAML—TUF R (protection-gold) ZEAL T O1FBHD2EHDRE—ILICIvE>Y
L £79 ontap-nas-flexgroup DNV I LY REFRHDRET—IL ontap-san /NI IR d=)L
RLARILDFREZRBEL TVWEIHE—DTF—ILTT,

* 2D HEDStorageClass (protection-not-gold) & DIFBBEDIFBEDRET—ILICIvEYTENFE
9 ontap-nas-flexgroup /N\w I IV RE. D2HEBDIFBDIRET—)L ontap-san /Ny I IR .
SEUNDRELANILZREEBETIHE—DT—ILTT,

*EBIDAML—T U TR (app-mysqgldb) & DABBORET—ILICYYE YT ENET ontap-nas D
NYIIYRBEIUVIBEDIRE TS —IL ontap-san-economy /NP TV R Imysqldo 214 7DTF7 )4
—YaYBEORNL—CT—ILREZRBLTVWE F—ILIE. CNBREITTY,

* BADA ML —Y U TR (protection-silver-creditpoints-20k) (& DIFBDIRES—ILICT Y
E>J3INZET ontap-nas-flexgroup NI IV RED2EBDIREF—IL ontap-san /NI I
R:O=ILRLRILOREZREL TVWBHEE—DT—)LIZ. 20000 DFBEERI LY hRA 2V T
ER

*BEDRA ML =P TR (creditpoints-5k) (& D2EBEHDRETS—ILICYYE>Y T ENET ontap-
nas-economy DNV I LY RFELVIBFBDRE T —)L ontap-san /NI IV R 5000 KA1 > DF]
FARIgEBRME—D F—ILIFUATDEED T,

Tridenth', EDRBT—IILZRIRTBHZHIBL. AL —CBHZERICHLILSICLET,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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