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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
1,
"permissions": [

{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

"
14

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

e"’
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"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele
te" ,

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea
d",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri
te" ,

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del
ete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get
Metadata/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r
ead",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations

/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations

/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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version: 1
storageDriverName: azure-netapp-files
subscriptionID:
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

9f87c765-4774-fake-ae98-a72ladd45451
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version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelevel: Ultra

capacityPools:

- application-group-1l/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMB7R ) 12— LDEEHS

ZfEA L £9 nasType. ‘node-stage-secret-name’$ & Uf ‘node-stage-secret-namespace’ Z{#H L T. SMB
R a—LEIEEL. %EXRActive DirectoryZ LTV v ILEIEETE XS,

11



Bl TITAINPR—LAR—RADERETE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

B2 Z—LRAR—RATEICERDZ =Ly b 2ERTS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

B3RV a—LIEICRBRBS—TI Ly b 2ERTS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

12



@ nasType: “smb SMBRU a1—LZHR—rFTEZ3T—ILTITIAINRZ)YILET, nasType:
‘nfs £7ld nasType: "null NFST—=I)LICW LTI ZzEALET,

NIV RZEERLET
NV IV RBRT7 71IVEER L5, KOO RERITLED,

tridentctl create backend -f <backend-file>

Ny I I ROERICKELIESZEIE. Ny IIY ROREICEAIEEDNHD T, ROARYRZRITIS
& OJZRRLTREZHETET XY,

tridentctl logs
BT 7L CREEZRFEL TEBIELS. create XY REBERITTE XY,

Google Cloud/\'v 2 I > KFHICCloud Volumes Service = 5%
ELET

% k77w 7FCloud Volumes Service for Google Cloud%z Astra Trident®/\w I TV R &
LTHEMT 2AEZ. RESNTVWAEREAIZFERL THBELET,

Cloud Volumes Service for Google Cloud(Z%f 9 % Astra Tridenttf 7R — k DFEl%E CHE
LTV

Tridenth'Cloud Volumes Service /R 1) 2 —LZ{ERTEZDIE. 22DS5ED1DTYT "h—E X X1 T

* *CVS - Performance * . 77 #JL F®DAstra Tridentt —E X824 7o NT#—I 2V ADRBILETNIZD
H—EXZAFE NT+—X VR ZERTIABRIEOT—IVO—RICKRETY, CVS-NT+—T
Y —EXZA TiE. 1 IHAM00GBULEDRY) 2a—LEYR—FIBN—RITT7AFT>3>TT, D
WINHOEBIRTEXT 30D —EZALAL" .

° standard
° premium

° extreme

**CVS*:CVSH—ERXRATIE. FIEEDNT #—I 2V ALRNILICHIRENI-E L ARILOE] A= iR
LEXY, CVSH—ERZATIE. A L= TF—IILZEALTIGBERBDOR) 2a—L%ZEHYR—rT35V 7
FOXTT7ATSa>Td, ANL—UF—ILICIERARS0BEDR) 2a—L%EZHBZENTE. IRTOR
Ja—LTT—IDBEENT #—IXVAZHETEZT, OLWVITNHZBIRTE XTI 200 —EZL
~NJ)L"

° standardsw

° zoneredundantstandardsw

BERHD
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* NetApp Cloud Volumes Service TRFE & 117=Google Cloud77 177 > b
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version
storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber
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https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
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apiRegion

apiKey

proxyURL

nfsMountOptions

limitVolumeSize
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"nfsvers=3"
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NTA—=H B T Ak

debugTraceFlags ESTINSa—Ta JBICER  null
3TNV IT TS5, fi:
\{"api":false,
"method":true}o T I
— T4 0T o CFEMBEOIAR
ITIDRERIZEERE. COF
T avIiFERLBRVWTLIEE

(AN

allowedTopologies JAORN—=2a3> 702 %ZEBM
IC9 BICI&. DStorageClassEE
ZERALEY
allowedTopologies IARTD!
—2a EgOINENHD X
T Bl :
- key:
topology.kubernetes.io/reg
ion
values:
- us-eastl

- europe-westl

R)a—Lo7OESa=>I47 3>

Tl T7AIEDRY 2—L7OES 3=V J5HIEHTE XS defaults R I7 77ILDEI> 3>,

INTA—H Bz FI7#IE

exportRule HLWARYa—LDI YV XAR—K "0.0.0.0/0"
JL—JL. CIDRZRED IPv4 7 K L
XERIFIPVA STy FOEED
HAEHEE LY TXY>THE

ETIBELRHD £7,

snapshotDir IC72EALET .snapshot T LWX
1 LI KV

snapshotReserve Snapshot BICUH#F—TEnTW3 ™ (CVSDTFT A MEZZDF
A a—LOEE FfEH)

size FLWRY2—LDHYAX, CVS- CVS-NT+—IVRAY—EXDA
INT #—< >V AR/IMEIF100GIBT 1 FIEF 7 #JL LT M00GIB] T
¥, CVS&/IMEIF1IGIBT Y, ¥, CVSH—ERDEATTIET

T EDRESNEEHA
. 1GBULENHRETT,

CVS -NT7 #—<Y VA —E XDEEDH

ROFUE. CVS -NT =X VAP —EXZATOREMZRLTVET,
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1 RNBROIER

HUE. TIAILERD THEEE ) H—EXLARILTTI7HILEDCVSNT =TV AY—ERX XA THE
BI3& NNV IIYREBETY,

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
XsYgogyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
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auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



2 : F—EXLANILDOHEE

COBFE. T—ERLRILRR) a—LDOTIFIERE NIV RERA 72322 RLTULE
ER

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"'
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
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auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '5'
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
size: 5Ti
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EHLEZHRELET,

CCTlE. IRTOREBT=ILICH L THEDT 74 EDREIN. TRTORET—ILICTF L TH
BREENZET snapshotReserve 5%E LUV TH B exportRule Z0.0.0.00ICKRELFT, RET—IL
3. TEEINZET storage TIP3, @ 4 ORET—ILICIEFEFNZENIHBEOEENHDXT
servicelevel P wP 3. —HODT=ILTTI7HIMEDREEZTEINET, T—ILEXAT S
1=®Ic. RET—ILDOINIILEZFERLELE “performance KLU protections

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"'

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m



znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zqg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard



servicelevel: standard

ANL—=COZRDEE
R(DStorageClassEFEId. RIET—I/LOEHAICERINE T, AL £9 parameters.selector Tld. R

Ja—LDRAMIERTBIHRET—IILZA L =20 F3RATEIEEETEEXR T, RUa—LIZIE BERLT:
T TERSNLERZDNHD XTI,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"



allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

*RIIDA ML —UU TR (cvs-extreme-extra-protection) Z&RAIDRET—ILICYVEYILE
To AT w723y bFHN10% DIEBICEVWNT +—I VA ZREITEI2HE—DTS—IL T,

*REDAML—UUF R (cvs-extra-protection) AFT w73y bFHHN0%DIANL—UF—)L
ZHEOHLET, Tridentht., CDRET—ILZEERTZIHDZREL. ATy TP a3y b FHOEHIFEL
INTVWBZezERELET,

CVSH—E X X1 TDHI
ROBIE. CVSH—ERZ2A TOREFAERLTVET,

25



1 : /BB

NiE. BFERTZNYIIY RORIMEBRTY storageClass CVSH—EXZA T T T4l %35
9 BICIE standardsw Y—E XL ANJL :

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com

26



client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw

27
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PARL=T—ILOER

CDNYIIYRBEDHTIE. ZFEHAL T storagePools ARL—JT—ILZRRELE T

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'



auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

ROFIE
Ny DTy RIERT 7 A VEER LIS, ROAT Y RERITLET,

tridentctl create backend -f <backend-file>

Ny TV ROERICKBLIESZSGIF. Ny I I FOREICANMEENHD £, ROAXV FZ2ERITIT S
& OJZRTLTREZHETET XY,

tridentctl logs
BR7 7L TRBEEZBELTEBIELS. create ANV REBERTTETE I,

NetApp HCI £ 7-|% SolidFire /NI TV RERELET

2w R 7w IHRET S Trident ¥ > XA —JLTElement N\ I REERL TERT 3AER SRR
T
WMERHD
*Element V7 b x7%2E(T93. YR—EUROISL =S X T Lo
* NetApp HCI/ SolidFire 7 5 R X BBEX-IIR) a—LZEEBTES TV FA—HDILT>I vl
* IARTOD Kubernetes 7—H—_/ — RISEYIR ISCSIY—ILEA VA N—=ILTEIREBELHD T, &M
LTLETW"D—Hh—/ — ROERBBFR"
HMoTHLREZ L

o solidfire-san AL = RSANIE R a—LE—FR (flezblock) OmAxXHR—KLTWET,
#201)wv 2 LET Filesystem volumeMode. Astra Tridenth'7R) a2 —LZER L. 7 7 1L X T L% 1ER
T71IWNY AT LDARA F1F StorageClass TIEETNE T,
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RSN ZOok3alL A)a—LE—FR HER-—FIhTWE HR-—LENBZT7

VIO AE—NR T1IV AT LA
solidfire-san iISCSI JOwvy RWO . ROX. T7AILS AT LD
RWX HOFHA raw 7
Ay 77NART
ER
solidfire-san iISCSI JOwvy RWO. ROX. T7AILS AT LD
RWX HOFHA raw 7
Ay 77 NART
ER
solidfire-san iSCSI T71I AT A RWO . ROX xfs. ext3. ext4
solidfire-san iSCSI T71I AT LA RWO . ROX xfs. ext3. ext4

Astra Trident (Z53&8{t 7= CSI 7O 3 — > JHNEF L L THEET 3355, CHAP ZFERL

C) 9, CSIDTT7AILFTHS CHAP #FEHE L TWLWBIHEIE. CNULOERIIVNEHD £H
Ao ZBATHICERE T DXL £9 UseCcHAP CSIUANDTrident CCHAP=ERT 54
av, ENLANIE. EBEBLTLIETVW'CELEZ BTV,

RYa—LT7I0ERTI—TIE. ®FEDIECSI 7L —LT—2 T3 Astra Trident TO &R
C) —rENTWVWET, CSIE—RTEMET BLSICERESNTULSIHES. Astra Trident £ CHAP
ZERALEY,

55 THRWES AccessGroups £721d UseCHAP HEREIN. XOWVWITNHDIL—ILHBEREINET,
* TI7FIMDGFEIE trident V7RI IN—THEEIN. 7OECRTIN—THMERINE T,
s TUOERTIN—THEEENT . Kubernetes /N\— 3 U 1.7 LIEDIBEIZ. CHAP BMERTINE T,
NYOIITYRERA T3>

NYIITYREBEA TSI ICDOVWTIE, KOREBEBLTLLEIL,

INTA—R Bl TI7#I b
version wIC 1
storageDriverName ARL—=Y R4 ND%H] #I1Z T solidfire-san-]
backendName HRBALBFEEIERA ML= Ny Miscsl_1 + AL — (iscsl
JIVR ) IP 77 KL X SolidFire
Endpoint TFHOEDOLTOvILZEE
9 % SolidFire 75 XX®D MVIP
SVIP A kL= (iSCSI) DIP7RL
RER—F
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INTX—A
labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups

Types

limitVolumeSize

debugTraceFlags

B
R a—LISBRT2EED
JSONFEERD SANILDE Y b,

ERT3TF> b (RoD5R
WIS EICERL)

iSCSI S 714 wIZEREDERA
AR =T A RICHIEL X

CHAP Z{MA L T iSCSI Z53EE L
£9

ERT277€XJIL—-—FIDDV
Ak

QoS DTHk

EREINT=ARY a— L1 XN
DEZBXTVWRIHE. 7OEY
IZVIDNKRMLET
NSNS a—Ta Y JRICER
TB3TNVIT TS5, fl: {"API"
. false . "method" @ true}

FT7AILE
M

FI7AILE

IEELWTY

[trident ] CWSEEIDT 27X
JIL—TDIDEZBRELET,

) (T7AIFTIRBRAINEEA

null

@ ERLABRWVWTLEEV debugTraceFlags b 77N> a—F70 >JZ2RTLTVWT, a0
TR THRERGEERETET,

1 : DNy I R solidfire-san 3TEDR) a—L%x{EATERZ1N

ITOFIE. CHAPERE%=ERITAI/NYIIVR I 7ML, BHED QoS Rit=EAH LT3 DOR) 2 —LA
ATDETIVIZRLTVWET, EDHEIE. ZFEBALTEAN L -5 FEHETRESICEELET
IOPS AL =05 XADINT A—A,
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

2 : 0)/\\“‘)7]:‘/ REZARL—U T XADERTE solidfire-san IRET—IL =B8R 7
[2e A

CDFE. RET—ILEeHIC. ENS5%E BB BStorageClassesE EHICEBH TN TVWBINY I IV RES
771 Z2RLTVWET,

Astra Tridentld. X L= 7= ILEICHZIRILE, AOEDS 3=V ORIC/NY I I RX ML —2LUNIC
dE—LFd, A hL—UBEBEZ. RET-ILZCICTRNILEZERZLTED, R)a—LESRILTYIL—T
ItL=bTEZET,

MLFICRITNYIIVREZRT 7AILDOHTIE. TRTDRA ML= F—= LI L THEEDT 7 7L FHRE
TINTVET, CHICED, DERESNET type VILN—s RETF—ILIF. TEEINZET storage 2
av, COBITIE. —EDRAML—F—I)LTHBORA THERESNTED. —EDF—ILTIELEETE
ELET 74 MERLEESTTINET,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
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SVIP: "<svip>:3260"
TenantName: "<tenant>"

UseCHAP: true

Types:

- Type: Bronze
Qos:

minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000

- Type: Silver
Qos:

minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000

- Type: Gold
Qos:

minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

type: Silver
labels:

store: solidfire

k8scluster: dev-1l-cluster

region: us-east-

storage:
- labels:
performance:

cost: '4'

zone: us-east-

type: Gold
- labels:
performance:

cost: '3'

Zone: us-east-

type: Silver

- labels:
performance:
cost: '2'

zone: us-east-

type: Bronze

- labels:
performance:
cost: '1'

zone: us-east-

1

gold

la

silver

1b

bronze

1lc

silver

1d

RDStorageClassE#F . EFERDRET—ILZERLTVWET, ZFEHT S parameters.selector A b+
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L=205RE R)a—LDORAMIERTERZRET—ILEFUOHLET, AU a—LiliE ERLR
B7—I)LATERINERDSHD Y,
RVIDA L =T 5 R (solidfire-gold-four) ZERT R L. RPDEREBT—ILICIVvEYTTETNF

To d=ILRDNT =TV AERMTZH—DT—)L Volume Type QoS D, REDAL—JIFX
(solidfire-silver) SiverNT7 #—IVRZRMHITEZIIA ML - TF—ILZ2IRTHEL FJ, TridenthH\

EDRBT—INEERT 3D ZHIL. AL —CEHZREISHLIELIICLET,
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apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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FHMICOWTIE. TBEH6&H BTV
"R a—LT7IOERTIL—"

Ny PII>RICONTAPSAN RS NZHRELFTT

ONTAP & & U Cloud Volumes ONTAP SAN R 51 NZfER L7 ONTAP Ny LY ROFREICDWTERAL
£,

A
RE A

Astra Controlld. TIERLL7cRY) 2 —LICXF LT O—LL RBFRE. T HFXZU AN,
B LUBE) (KubernetesV S XX TR 12— L%E#HH) %ML ET ontap-nas.
ontap-nas-flexgroup LU “ontap-san RF1/\. ZEBL T E L) "Astra Control
L7Ur—2a>oaiest 28R LTV

* ZFEAITIVEDHD £9 ontap-nas T— X FRi&E. TAHFXFVAN), EEUT1 %
MNBLIR3ABRENDT—70O—- REITOHY—EXTTY,

@ * f£F ontap-san-economy BEINZHKR 2 —LFEHEHNONTAP THR—FINZEE
DHKIBICZWEE

* fH ontap-nas-economy BEINZ R a—LFEHEHI. ONTAP THR—FEN3b
FOEDBHKRBICZVIBEICOAHZE L X T ontap-san-economy RZANIFFEHATE X
Ao

* HALBVWTL TV ontap-nas-economy 7 —XfRi&. T HFXZVANU, EEUTF
1 DZ—AWFEINZHE

O—H1ER

Tridentid. BEIIZFEAL T. ONTAP BIEEE X /-IISVMBEED B 5HE LTEITINZIBELHD XS
admin 77X A—H£7IETY vsadmin SVMIA—H, £IEXEALO—I/ILZHFORDEEID 11—

1, Amazon FSX for NetApp ONTAP IRIZETld. Astra Tridentid. 75 X X% {EH L T. ONTAP BIEE /-
IISVMBIEBEDEE5NE LTEITEINBZIDBDEEEL TWET fsxadmin A—H £ 7IFTT vsadmin
SVMIaI—H, F£IERILO—IILEZHFDIHD&ABIDI—Y, o fsxadmin COIA—H(I. VS RAXEEEI—
HERENICEZTHEZAZ2HD T,

ZfEA Y 358 1limitAggregateUsage 7 7 A X BIEEMERNUNETY, Amazon FSX for

@ NetApp ONTAP % Astra Trident & BICER L TWBHEEIE. 28R LT TV
limitAggregateUsage /N T X— &I TIFHBEL FHA vsadmin LUV fsxadmin I—H
AU CONTA—RZIEET 2 CRENIBIFKMLFT,

ONTAP A Tld. Trident RS A N\HDMERTET A3 LDFIRMLEREZIER TSI CHTETEIN, HELEFE
Ao Trident DEFFV 1) — X Tld. ZLDBEE. ZEEIANT API BPAEMTREICRZH. Pv T L —RHE
L. I5—HEIDPITLLAEDET,

NI ILIYRICONTAPSANR SANEZRET S HERELET

ONTAP SAN RSANZFERALTONTAP N\w I TV RZRET D -HDERAEICDOVWTEHAL X
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do ONTAP NI TV RIANTICN LT Astra Trident B SVM (ICD K eH 12D 75 V45— %E|D
HBTTELRBELHD XY,

BEORSANEZRITL. 1 DFXLIFEBORZANZEBRIZAMNL—CISRZERTZICHTEX
To TR ZRETET XY san-dev ZFFHTS9 TR ontap-san RTAM/NELUPAsan-default &
£ 9 %% 2 X ontap-san-economy 12,

IR TDKubernetes7 —H— ./ — RICHEYIRISCSIY —ILE A VR =ILLTHELMBELRHDEF T, #BBL
TLIETVW"'CELHZZELEEIVV 55 ©

Astra Trident [Cl&. ONTAP Nw O TV R%ZFEITZ 2 DDE—RAHDFT,

* credential based : RELMERZIEFD ONTAP 2—HDI1—HRKRE/NIXT—FK, BY. FRERIN-t
Fa)TFoOJ14>0- ) %2ERATACZHEL XTI admin £7-1F vsadmin ONTAP D/N—2 3> &
DEHMZRARRICED B 7D,

* SEFAZEAR—X : AstraTrident ld. NV I IV RICA VA M—=ILENT-GBBE%FEHRAL TONTAP 7 5 X4
CIEETRIEDHTEET, COBE. NYIIVRERICIE. Base6d TTYIA—RIN=I9S1T7 Y
NEEERE. ¥—. BLUEHEINT CASEFRE (HE) HEEFN TV IRELHD £,

BEONYIIVRZEHRLT. JLT VO vIINR—ADARCARAER-IDAREZYIDBEZ BN TE
9o Il —EICHR—FENBERELAEIIZI DT T, BOSEARICYIDEZBICIE. Ny oY
FREN SEIFEOARZHIRT 2HENDHD T,

@ ILTFOIVIICHBREOmMAESELLS TR E. Ny I Iy ROERDEEL. BT
7AILCERORAAENEETNTVWBREVWS IS —BRRRINET,

LTV v N—RORIAEEMLET

Trident A ONTAP Nw U TV RE@BETBICIE. SYVM ZWRE LI-BEEZ IS A4 ENRE LI-EE
BDOILTUOVIDMETY, BREDIZEDEFEEINIO—IIZFERTICZHEL X adnin F
72lE vsadmine S LD, SEDU 1) —XXD ONTAP £ DE#BENRSED ) 1) — XD Astra Trident TfEH
TNBEEEAPI DA SNBAREMEDHD Fd, HRALDOEF2)T40O5 41 >O—)LIE Astra Trident T
ER L TERTE TN, #HEShEE A

NYITITYREEDONIRDELSICHED T,
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YAML

/N\—< 3> 1 backendName : ExampleBackend storageDriverName : ontap-san managementLIF
. 10.0.0.1 SVM : svm_nfs username . vsadmin password : password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

NYIIVRERIE. LTIV IIDTL—2TF AN TRESNDIEE—DBFATHDZCISEFELTLE
TV, NYIIVRAPMERTND E. I—RE/INAT—RKH Base64 TLTI— R TN, Kubernetes & —
JLy b LTRIACNE T, LT vIILOMBIRERDIZ. NI I ROEMEIIEFHEITT
T COUIBIIEIEEZFHT. Kubernetes/ A AL —CBEBENETLED,
SEFAER—XDFEEEEMICLET
IR EIIBEFEONY VTV RISHBEEREAL TONTAP Ny I IV REBETEEF T, NvIIYVRES
ICIE3 DDINTA—EHRETT,

* clientCertificate : Base64 TTZ>d1—R3IN/i=o 541 7> MNEBBED(E,

* clientPrivateKey : Base64 TI > — R&Nf. BEMTIT SNI-MEBERDE,

* trustedCACertifate: {538 SN 7= CASEBEZ M Baseb4 T > 11— R, ST NT- CAZFERT 35513,
CDOINTA—REZIEETIUNENHD XTI, EESNT CANMEHINTULEWVSEEITEFELTHFEFVE
Ao

—fEMR T — 7 JO—IPRDOFIETHEREINE T,

FIE

1. 9S4 7 >V ERE e F—2EMLET, EMEFIC. ONTAP 21—H¥ L TEREEd % & 5 1C Common
Name (CN ; #@%) #HRELF T,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ST CAGIFAE = ONTAP S RRZICEML T, COMEIF. R L—IBEBENTTICIT-T
WBEREMA B D £, SETE 2 CANEATNTUAWERSIRERLET,
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security certificate install -type server -cert-name <trusted-ca-cert-

name> -vserver <vserver-name>
ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP VS RAICUSA TV NEFABE X —% 14>V M—=IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP £Fa VT4 OJ 4> O—-IILTHR—FINTWVWEZ L ZMHRT B cert FREH TN

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. ERENI-EIRAZE R FA L TEREE%2 T X FONTAP BIE LIF > & <vserver name> |&. BIELIFDIP 7 K
LZABEELVP SYM BICEFTHEZ TLIETL,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"

6. Base64 TiIFAZE. ¥—. BLVEBEIN CARAERZ I O—RT 3,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7 AIDOFIETHEMEZERAL TNV I I RZERLE T,



cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

n:unEH/f%E%ﬁj—éh\ 71/7—:\/\\/'\"}[/%?“:'_7___\\/3\/[/—(

BEONYIIYREEFHLT. ORI EZFERLED. LT ovIlzO0—FT—2a > LD TEE
To CNIIEESDHETHEEELF T, I—HFRQENRAT—REFATZ /N VI IV RIZEAZEFEAT S
EOICEHTETE TN SBAEXFERITZINYIIVRIEA—HYRENRT—RICESVWTEHRTEFET,

n%z

,— =

1T2IClE.

BFORELAEZHIRL T, FLVEREEAEZEBMT 2HEDHD 9, RIC. BHIN

7=backend.json7 7 1 JLICAEBRNTA—ZDEENT-DDZFEAL TEITLEX T tridentctl backend
updateo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

NRT—ROAO—-T—23a Y ERTTIRICIE. X FL—IEERENRAIC ONTAP TI—F
ONRAT— FREHTZBENBD FT. COBICNYIIYRT Y IF— MGEET, G
() ®mEon-—7->a RATsRE. BROTHABEI—FICBMTECLATEET, £
D%, Ny /T KBRS NTHLVEREAMBRSINS &5 ICAD £T. COMBEICH
CHWIHEE. ONTAP 2522 BHIRTE £ 7,

N IITYREBEHLTH., TTIERINTWVWBRY a—LADT7 IR IFHEINT. ZOERDORY 12—
LEFICHOEELEEA. NV IIY ROEFHHMINLZHE. Astra Trident B ONTAP N I TV RE@
L. LIFEDOR) a—LAMEBENIBTEZZRLTVWETD,

igroup ZIEEL XY

Astra Trident &, igroup ZERA L T. 7OEY3=>J ¢3R! a—L4L (LUN) ADT77EXZHIEL F
To BEEIEINYIIVRICigroup ZIBET B HEE LT XD 2 DEFIRTE XTI,

* Astra Trident Tl&. /N\w oI > R XIC igroup Z BEIICIER. BETE X9, KR igroupName (F/\
VOLIYRDERICEFEFNTULARW=SH. Astra Tridenth' & L\ S ZHEIDigroupZE B L £9 trident-
<backend-UUID>BEL F T, CHICED. ENV I IV RICERD igroup H'EID H TSN,
Kubernetes / — R @ IQN O BEHENIEIBRALIEENEF T,

* oo FAIICERSNIcigroup HBNY I TV FOERETRETE XY, Chid. 2EALTRITTEXRY
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igroupName /N X—R%RE L £, Astra Trident H'. Kubernetes / — R ® IQN % EE7ZD igroup
ICBMEIZHBRL £ 9,

ZEENYIITY RDGE igroupName EEINTWS igroupName Z{HEHA L CHIBRTE XY
tridentctl backend update Astra TridentTigroupZz BEILIE S TICT—oO— RIZERINTWVWSR
A—LANDT I IADFRENZ ZIEHD £HA. SEIEM SN S igroup Astra Trident Z{FH L TiEkix
REBLET,

Astra Trident D—E DA VXXV XTIl igroup ZEHRBICT R 2 MR LET, Zhid.
Kubernetes BI2E Y X ML —JBEBEICE 2 THERTY, CSITrident &, 75 X%/—FK
IQN @ igroup ANDEBIIE HIkEBENL L. BEZABICEZLL £9. Kubernetes IRiE (B
& U Astra Trident 1 > X b—JL) 2 TEL SVM =R T 355, EAD igroup ZEAT 3

@ C T, % Kubernetes 7 7 XA ZICRTDEED. BID Kubernetes 7 5 A X ICEE[ T 5N
T igroup ICRELABRWVWESICTET X9, £/ Kubernetes 7 S XZADE ./ —RIC—ED
IQN %#8E T B EHEETY, AhdD K SIC. Astra Trident (& IQN DEN & HIkR%Z BENRIIC
WIBLET, "X METIQN 2BFEHATD . RXAMETRERLTEBINTLUNICTIZER
TEAVWELSAR, BELLABVWSFUADRETIAREELHD X9,

Astra Trident H' CSI Provisioner & L THEET 3 K SICHRE SN TLSIHES. Kubernetes / — K IQN (B &)
BYIC igroup IZBIN/ HIBRSNE T, / — RHKubernetesV T AR IZEBIMENS E. trident-csi
DemonSetiC& 2 TRy RABHAIMNE T (trident-csi-xxxxx 23.01BID/N—2 3 V7l trident-
node<operating system>-xxxx 23.01LAMET) FIL<EBMLZ/—RT. HILLW/ —RZZFRLTHU 2
—LEEHRTEDLSICLET, /—RIQNHNY I IV RDigroup ISBIIENE T, / — RHEKT S,
HIBR I M. Kubernetes D SHIBRINIIHZE D FEKDFIET IQN OHIBFHUIBEINE T,

Astra Trident A% CSI Provisioner & L TE{TEINARWEEIFE. Kubernetes 7 7 AZHND IR TDT—H—/
—RHAS5DISCSIIQN ZEE &K SIC. igroup ZFHTEH T 2HBENHD £, Kubernetes 75 XX IZENM
95/—R®DIQN % igroup ISENMT AHELH D £9, BE#kIC. Kubernetes 75 XAZHLHIBREI NI/ —
R®D IQN Z igroup D SHIBR T 2ELH D £,

WHME CHAP AL TERERELF 9

Astra Tridentid. (2 L TWAMBCHAPZ AL TiSCSIty > a V%A CE £ ontap-san KXY
ontap-san-economy R Z4/\s CHICIE. ZBMCTIHNEDLHD useCHAP NV I IV REEDA T
3V, ICERET B K true. AstraTridentld. SVMDT T AL rDA =T —R2tEFX 271 ZWNHECHAP
ICREL. NWwIIYRIT7AUDEDIA—HREI—TLy b EFRELF T, BEHROREEICIEINA R CHAP
ZERAITDICZHRELE T, ROFEFAZBERL TIZEL,
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password

igroupName: trident
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

(D o useCHAP NTX—A. 1QIEITRETETZT—ILEOA S a>Td, T 74 LTlE
false ICERESNTWVWET, true ICERELT=HE T, false ICRET D IETET XA

[CANZ T useCHAP=true. chapInitiatorSecret. chapTargetInitiatorSecret.
chapTargetUsername LT “chapUsername 74 —ILRIEINYVIIY RERICEDZIHVELNHD £T,
ZRITITBE. NVIIVRDBMERSINHETO—IL Yy hEZEETEFXY tridentctl updates

IEDILIEA

HERELFT useCHAP truellRET D . AL —U8EEIZ. A ML= NV I ITY R TCCHAPERRET
3 & SiCAstra TridentiCiERL £ 3, CNICIEXRDBDHEENZE T,

*SVM TCHAPZtEwy 7Yy FLEY,

CSVMDT 7 A EDAZ>IT—RtEFa) T4 21 THnone (FT7A4ILFTHRE) *T. RUa—L
ICEEZDLUND WSS, Astra Tridentld T 7 4 )L b DEF a2 ) T4 X1 THICHKHEL T cHAP
CHAPA Z I —R A= vy rOA—HEELUVI—IL v FOREICEAE T,

° SVM IC LUN B"EENTWVBIHE. Trident (& SVM T CHAP ZBRICLEFEA. LD SVM
ICTTICHFET B LUNANDT7 I EZADFIREINB CEEHD EFHE A
*CHAP A Z>I—ReR—7y bDA—HHE—IL Y FERELEFT. DA T a>iE. Ny
JIVREBHTEET 2HENHD FYT (LLZER) .

CADAZUI—ZDENMDE igroupName NV I TV RTIREINE T, BELRVBE. T 74/
FIEFTY tridents

NYIITYRAMERIND & S DHAstra TridentlC & > TER N FE J tridentbackend CRD%Z 1T
L. CHAP>—2 L v b 1—H&%Kubernetes>—2 L v b LTRELE T, CD/NYIIYRD Astra
Trident ICK > THER T NI RTD PVYS YT TN, CHAP BRTERKRINE T,

LTIyl EO—T—>3a> . Ny I IV RZERH

CHAPY LT ¥ )L ZB#H T 3IClE. TCHAPNS XA—2%BEH L £9 backend.json 771 )L, CHAPY

— Ly bEBH L. 2ERAITIVENDHD £9 tridentctl update BEZRMITB-HDITVRT
ER)

43



Ny I TV ROCHAPS—o Ly N BH T 3 HBAI. 2ERTIRENGD T
(D tridentctl N\yOTY REEHLET. Astra Trident TREBZME TS BUED, CLI/
ONTAPUI 'SR ML =U 03 REDI LTI v LZBHLBVTIIEE L,

cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",

"igroupName": "trident",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

fomm - fomm - +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

fom e fomm e
fom— - fom——————— +

| ontap san chap | ontap-san | aad58f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

Fom e Fomm e
fom— - fom +

BEOEFRIIFELZZITEEA. SYM O Astra Trident TV LTI VILABEHRINTH., 51T T7IT+«
TTY, ILWERTIEEHINIIL T OO vILDMER SN, BIFEOESIISIESHETIT0 T T, W
PVS #YIlf L THIER T I . BFicnl-IL T vILAMERINE T,

ONTAP DSANER A 7> 3 > Al
ONTAP SAN RS+ \%Z{ER L T Astra Trident ¥ > X b — L TERT 3 HEE CHEERLLTV, 0BT

VTR NYIIY RBROBIL. Ny IIYRER L -V SRRy ES T TBHEEHL CHIAL
7,

NYIITYREBRA T3>

NV IITYREBEA TSI VICDODVWTIE, KOREBEBLTLLEIL,
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INTX—A
version

storageDriverName

backendName

managementLIF

dataLlIF

useCHAP

chapInitiatorSecret

labels

=EA

ARL=2 RS0 ND%AH

HRABZLBERIERA L= NNy
JIVER

75 A2 EELIF £/ IESVME
BLIFOIP7 RL R : —LL X
XMetroCluster X1 v F 74 —/\—
#FIBIBICIE. SYMBIELIFX15
ETIMNENHD FT, Fully
Qualified Domain Name (FQDN ;
TEEBHR AT V8) ZIEETE
£9, zFH L,'CAstra Trident% -
VAR=JLLTHZE. IP6T7 R L
AZERITBLOICZRETEX
9 --use-ipv6 77, IPV6T R
L X &, [28e8 : d9fb . a825 . b7bf
1 69a8 . d02f : 9e7b : 3555]%% &
DAN>TEET DHUNEHLHD
F9,

7ORIJJLLIFOIP 7RL R, *
iISCSIZIFIEELBRWTL LS

LYo *Astra TridenthMERL £
"ONTAP DERFILUNT v "
iSCSILIFZ&RHH T B ICiE. YILF
Nty a VU ERILT ZHED
HDFET, ODHBIFESHERT
NET datallF IFBAATHICERS
nx9,

CHAPZ% {#H L TONTAP SAN K 5
’f/\(DISCSleuELi_g' (7
TV) o HICRELET true
Astra TridentTld. Nw I IV RT
?Ell:F_L_ TL?'I.SVMO)T7 2'“/ |\|:u|.\n
& L THWARCHAPZERE L TER
LEXd, ZBRBRLTLIETVL" /Ny
LY RICONTAP SANR S 14 N\ %
RETHEREz LEIT" EBRBLT
<L

CHAP 1 = I —42>—JLvwy

bo DIZHIIMETY
useCHAP=true

R a—LISBRY2EED
JSONFERXD SNILDE Y b

FI7#ILE
=

T ONTAP-NAS J . T ONTAP-
NAS-TJ./=— ] . [ ONTAP-

NAS-flexgroup 1 « [ ONTAP-SAN
1« TONTAP-SAN-IZO./ =— |

RSANB+" "+ T—ZLIF

r10.0015 . T
[2001:1234:abcd::fefe] 1

SVMODIREY TS

(AIny-¢

M

M
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NTA—=H
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chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey

trustedCACertificate

username

password
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igroupName

storagePrefix

limitAggregateUsage
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limitVolumeSize
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debugTraceFlags

useREST

DFM igroupName
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DEEBZ TWSEE. 7OEY
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null

(AIAY-¢

igroupName ONTAP 5 XX TY TICER I N TUL\BigrouplcFRETET £ 9, IBELARLVIGS. Astra
Tridentid & L\ S & FiDigroupz BEBIICIER L £ 9 trident-<backend-UUID>,

EHEFHDigroupNameZIEE T 3/ E1E. FKubernetes? 5 XX T1DDigroupEFATR I #HEL
T 7272 L. SUMHAEREB THEEINZHBETY, k. Astra Tridenth IQNDIENN & BIbR = BEIHICEE

3_5 TC&)L:QZ\ET'@_O

* igroupName ZBH L. Astra TridentOANEEDSVMTIER. BIEINZH L LigroupZ BB TE 3L 51C

BOFELI

* igroupName B TEE T, TDIHBA. Astra Tridenth'. WS ABIDigroupZER L TEIEL X9
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EE5DEH. RUa—LDORI T 7AILICIEEIEHMES T I ELATEXT, UBEDR) a—LEHKTIE. &
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FEnscigroup MEATINE T, COEFICEI 2T NI IVRIZHBIR) 2a—LADT 71D

TNB32EHDEEA

R)a—Lo7OESI=Z>FHEONYIIY RBA o ay

N5DATLaveEFERALT. OT 74 ETOED 3 Z VI ZHIEITE LT defaults RED LI 3
Vo FICOVWTIE. UTOREFZERLTIEE L,

NTA—=H
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy
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snapshotReserve

splitOnClone
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: password
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
igroupName: custom
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

EEALTERLIZIARTODRY 2—L ontap-san K54 /\T& BAstra Tridenth*. FlexVol
DART =R T BT=DIC. THIC10%DBEE%ENLUN (&, 2—HH PVC TERLT:
@ BA X EFoKBEILYrXATFOE D a=Z>F3NE T, Astra Trident B FlexVol (Z 10% %
Bl (ONTAP THIERABEAHY A X LTHRR) I—HICIE. EXRLI-ERAARERTENEID Y
THNET, Ffe. FATTRBRIR—=IADTILISERINTULAWLHAED, LUN HFAED E
BICRZZrdbHDFEFEA. Tk, ONTAP ¥ SAN OFEEFMICIFZHE L FE A

EEHTD/NvIILY RDIHE snapshotReserve Tridentld. XD L SR a—LHF A XZHBELEF T,

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 &, Astra Trident @ 10% DEMEIELT. FlexVol DX ZT—RIIWIGLET. DFE
snapshotReserve = 5%. PVCEXK=5GiB. K 2a—LDEFT 1 X135.79GiB. HEHEEIREART 1 X
|135.5GIBTYo o volume show XDBFIDKSBEENKRRINE T,

Volume Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB

_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB

_pvc_eB372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB

3 entries were displayed.
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RE. BFEOR) 2—LICHLTHLVHBEZTS I, YA XZEBRITZEALEY,

=/)NRDFZER

RDBNE NFEAEDNFTRA=E 2T T4 FDFIICTEIEANLBREZTLTVWET, Chid. NvIT
VR ZERIBIROLBERFETT,

(D Fw k7w 7 ONTAP T Astra Trident ZfEF L TW 3355, IP 7 F L XTI37% < LIF IZ DNS
BEEEIT D2 HRELE T,

ontap-san iEFAER—X DR %= FEHATZ RSN

. NI TV RDRNBEDHRERF TY o clientCertificate. clientPrivateKey HEUY
‘trustedCACertificate (BREECNICAZERLTWVWEHEIFA T 3Y) BICANTNET
backend.json B WIE. 770 7> MEEE. WER. SEINI-CASIFHE Dbase64T > 11— RE%Z ¢
NENEELEY,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

igroupName: trident

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

ontap-san WARCHAPE®A =R Z1/)\

g, NwI IV RORNEDREF T, COERRETIEF. DMEEEINET ontap-san /NI IR
DISTE useCHAP ZIZHKEL £ trueo
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
igroupName: trident
username: vsadmin

password: password

ontap-san-economy FZ-/\

version: 1

storageDriverName: ontap-san—-economy
managementLIF: 10.0.0.1

svm: svm _1iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
igroupName: trident

username: vsadmin

password: password

RET—IL=zERTENy I T FDAI

KONV IITVRERT7AILDHITIE. BREDITARTODRAL—=JF—=)LISH L THEDT 7 4L RHRE
INTWET spaceReserve 7B L)1 DIHFEIE. spaceAllocation ¥DFRD encryption BITEINE
3-0 1&2‘@\7_“/‘3:\ X I\ b_yt0:/3 \/TE%L&?O

Astra Tridentid. [Comments]7 + —/LRICTAES 3=V IRNILZHREL £, FlexVol ICOX > MHERE
INFXT, AstraTridentid. 7OES I Z Y JBICRET—IL EICHBZIRTDINILZRA L =R a—
LIZOE—LEd. AML—UEEEIE. RET—ILICICIRNILEEERZLIED. R)a—LESRNILTIIIL
—MeL7cbTEFT,

CDFITIE. —BDRA L= F—= LA HBICREINTUVLWE T spaceReserve. spaceAllocation'$
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& ‘encryptionBEIEET R . —BDF—ILTIE. LEEOTFT 7 AL MENX EEZTINE T,
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version: 1

storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
igroupName: trident

username: vsadmin

password: password

defaults:
spaceAllocation: 'false'
encryption: 'false'

qgosPolicy: standard
labels:
store: san_store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000"
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

gosPolicy: premium
- labels:

protection: bronze

creditpoints: '5000'

zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'
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DiSCSIDF=RIZRL £9 ontap-san-economy FZ-1/\ @

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
igroupName: trident

username: vsadmin

password: password

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store

region: us east 1

storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
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/N\w 2 I R% StorageClasses ICY¥wvE>I LEFT

RDStorageClassE&Id. LEEDREBT—ILZ2BBLTWVWEY, Z#HT S parameters.selector A b
L=202RE R a—LDORIAMIERATEZRET—ILZEHEVHLE T, R a—LIZiE BRLEER
B7—ILATERSNLERDAHBD XY,

* RADAML—T U TR (protection-gold) ZERAL T OD1FHD2EHDRE—ILICIvE>Y
L 9 ontap-nas-flexgroup D/\V I LY RERAIIDIRET—)L ontap-san Ny I IR I d—)L
RLARNIILDFREZREL TVWEIH—DF—ILTT,

* 2D HEDStorageClass (protection-not-gold) & DIFBBDIFBBEDRET—ILICIvEYITENFE
9 ontap-nas-flexgroup NV I IV R &, D2HBDIFBDIRET—IL ontap-san Ny I TR .
EBUNDRELANILZRET ZH—DT—ILTT,

*EIDAML—T U T X (app-mysqgldb) & DABBDORET—ILICYYE YT ENET ontap-nas D
NI TV RELVIBEDRET—)L ontap-san-economy /NI R Imysqldb #1707 F)4r
—2avAODR L =T —ILRERRBLTVWS =)L, TNSEIFTY,

* BADA ML —Y YU S X (protection-silver-creditpoints-20k) (& DIFBDIRES—ILICT Y
E>JENEXT ontap-nas-flexgroup /NI IV RED2HEBHDIRE F—IL ontap-san /Ny I IV
B Od—ILRLRILOREZRHL TVWBHE—DT—)LIE. 20000 OFIATIRER I LDy bRA Y R T
ER

* BEDRAML—Y U TR (creditpoints-5k) (& D2EBEHDRES—ILICYYE>YSI ENET ontap-
nas-economy D\ I LY REXUVIBFBDIRET—IL ontap-san /Ny I > R 15000 KA > DF]
FRIgERME—D F—LIFUATDEED T,

Tridenth'. EDRET—IILZRIRTZHDZHBIL. AL —CBHZERICHLIELSICLET,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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ONTAPNASN\W I IV RZHELZFT

ONTAP & &£ T Cloud Volumes ONTAP @ NAS RS+ N\%Z{ER L7 ONTAP Nw o T ROFEICDWTERA
LEd,

* A"

CRE A

Astra Controlid. TR L7cR) 2 —LICH LT, —LLRABRFRE. T FIXZV AN,
ELUEH (KubernetesZ T XXM TR 2 —L%=#E)) %ML FFI ontap-nas.
ontap-nas-flexgroup &Y “ontap-san FZ4 /N, ZEL T 7ZE L "Astra Control
L7UTr—2 a3 > oOaiEsEt" 28R L TEEL,

* ZERATAINENHD £9 ontap-nas T—XFRie. T X2V AN), EEU T %
MBY §3ABREOT7—7O0—-REITOY—EXTT,

@ * {§MA ontap-san-economy BEINZH 2 —LFEHAEHONTAP THR—rEINBE L
DHKRREICZWNES

* {#H ontap-nas-economy BBEINZ R a—LFEHEHN. ONTAP THR—rEN3E
FUELDHKRBICZWVBEICOHFZE L £ ontap-san-economy RZANISFERATEE
Ao

* FALBVWTLEEV ontap-nas-economy 7 —XFRi&. T4 FXAEZVAN), EEU T
1 D= —ZAHFRENZIHE.

a1 —H1E[R

Tridentid. BEIEZFERL T. ONTAP BIEE X/ IISVMBIBED 5D LTRITINZBERHD XS
admin 7 5 XA1—HF7|dTT vsadmin SYVMA—, FHdEULO—)LZEFDRI0O&EI0D1—

5 Amazon FSX for NetApp ONTAP E3ZCld. Astra Tridentid. 75X 2% FEHL T. ONTAP BIEE X /-
IFSVMBIBED BN LTEITEINBZIDBDEEEL TVWET fsxadmin A—H £7IFTY vsadmin
SVMI—H, FHEELCO—ILZHFOO&FIDI—, o fsxadmin COI—HF. /T AXEBEEI—
HERENICEZIHRIZHDTY,

Z{EA Y 3% E 1limitAggregateUsage 7 7 A X BIEEMERNUETY, Amazon FSX for

() NetApp ONTAP % Astra Trident E HICERA L TW3HEHEIE. Z8RBLTETWV
limitAggregateUsage /NI X—RIITIIEREL T A vsadmin KUY fsxadmin I —H
THIUE I CONTAXA—RZIEET 5 CREMLBIIKBML T,

ONTAP A Tl&. Trident RS A N\HNMERATET L DFHIRNBREZERT B CHTITEIH, HELEE

Ao Trident DFF ) —RTld. L DHBA. ERINE API HEBMTHREICHRDZ . 7y ST L—RHE#
L I5—BHRIDPILADET,

ONTAPNASRSANZFERLTNYIIVRZHET I E e LET

ONTAPNAS RSAN\NEZFERALTONTAP NI IV REHRETDOHDERAEICOVWTEHAL F

Fo ONTAP N O TV RIANTICN LT, AstraTrident B SVM ICD B eH 12077 V5 —b%EDY
TTHELRELRHBD ET,

ONTAP N O TV RIANTICH L T. Astra Trident B SVM ICDH L EH 1 DT T VX — %2 DYTT
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ELHBBEDHD T,

BEORSANZEITL. 1 DFERIFEBORSANEBRIBZA N -V EZERTRCHTEE
To T RIF. ZFEATZG0dV T RAZHRETET XY ontap-nas RS /N\NEZFEHT SBronzeZ 7 X

ontap-nas-economy 12,

?&T@Kubernetes'? Hh—/ —RISETIENFSY —IILEA VA R—ILLTHEL RERHD £, #BBL
TLIETVW"'CELH BV 55 ©

Astra Trident (Cl&. ONTAP /\“/7I‘/ F%DIL\DET% 2 00— I\b‘% D 35_5-0

* credential based : RELBMERZIFD ONTAP 21— D1—HEZE/NRT—KR, B¥. BRIEEINEE
Fal)T4OJ04>0-I%ZFEATEICEZHEL XY adnin £721F vsadmin ONTAP O/N—2 3> &
DEHMZRARICEDH B 7D,

* SEBBEANR—X : AstraTrident &, NI IV RICA VA M—=ILENT-FEERE%#FEA L TONTAP V5 X &
CBETBEHTEXT, COBE. NV IIYRERKICIE. Base6d TIYA—RINISA4T7 Y
NEEEAE. F—. BSLMMEEINT- CASEBE (HE) HEENTLVIRELRHD X,

BEONYIIVREBHFLT. JLTUIvIIR—ROARCHAER—ADAREZIDEZZ A TS
9, 2720 _ELC'U-/—.R_ Féh%m&ﬁzﬂﬂ?hb‘fjo E'J@muuﬂfﬁ_uu_tﬂD’%K%(JEJQ\ /\‘/OI/
REEDSBEFEOFRZHIRTIHERHD £,

@ “ b?//v}btéﬁﬁﬂid)lﬁﬁ%*?‘éif_bé: Sr9Bde. Ny II Y FOERMNKREL. BT
7AILVCEBOAENEESNTULWBEVWS TS —HRREINE T,

7[/7_//‘\7“//\ Z@anE%ﬁ)‘j}‘\—bi?

Trident & ONTAP Nw TV REBETBICIE. SYM EZXWRE LEBEBEEZIZIS X220 RE LI-EE
BDILTUIVILDMETY, REDIZEEDEFIERIN-O—-IILZFERTZCEZHELEXT adnin £
721 vsadmine CHUSEKD. SHEDU ) —XD ONTAP L OEBEHNSED ) 1) — XD Astra Trident THER

INBHEEEAPI AR INBEREMDHD T, HAZLDEF2) T4 054> 0O—)LId Astra Trident T
ER L CTEERTE £ IH. #HEIhEHEAS

NYITITYREZEDONIRDELSICHED T,
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

NYIIVRERIFZ. LTI ¥9IIDTL—=—2TF AN TRESNDIE—DBFATHDZCISEFELTL
TV, NWIIVRAKMEREIND E. I—RE/INAT— KD Base64 TL>I—RTN. Kubernetes & —
Ly b LTEHEINE T, LTV VILDHBIRELRDIZ. NI IV ROEREEHRIEITTY, O
DB EIEEERT. Kubernetes/ R b L —CBEENRITLET,
SERAER—XDFEEEEMICLET
R FEIIBREFEONY T RIFERAZEZERAL TONTAP NI IV REBETEXT, NVvIIYVRESE
ICIE3 DDINTA—EHRETT,

* clientCertificate : Base64 TT>1—R3IN/i=o 541 7> MEBBED(E,

* clientPrivateKey : Base64 TI > — R&Nf. BETIT SNI-MERDE,

* trustedCACertifate: (S8 SN 7= CASEBEZ M Baseb4 T > 11— R, (ST NT- CAZFERHT 35513,
CDONTA—BAEIBETINERHD Fd, BN CAHWERATNATLAEWVEESIZERLTHEVE
Ao

— BB — JO0—IEROFIEBTHERINET,

Fg
1. 9S4 7 EBE e x-S L £, EMEFIC. ONTAP 21—H ¥ LCEREES % & 5 C Common

60



Name (CN ; #@%) #%ELFT,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ST NI CASIFAE % ONTAP S RRZICEML T, COMEBRF. R +L—JEBENTTICITOT
WBAREMN B D £ T, EETES CANMERSTN TLAVWBEIFERLE T,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP VS RRICUVSAT Y FEFAZEF— B2V A M—=ILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP X a7 Q74 >O—IITHR— TN TWVWBZ MR T D cert sR5EA R

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver—-name>

S. £ I NI-FFEAE % FEHA L TERE%E T X FONTAP B2 LIF > & <vserver name> |3, BIELIFDIP 7 K
LZABEELVP SYM ZICEFTHEZ TLIET WV, LIFOY—ERXR)S—HICERESNTWVWS 2 HERT 20
EHQH D £9 default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. Base64 TiIFAZE. ¥—. BLVEBEIN CARAZEAX I O—RT 3,

61



base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. BIOF|IETEHE-EEZFERALTNYII REERLE T,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Bt it et e
+————— f—————— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e Rt bt e
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et et et L e PP
- e +

:uquji/f%E%ﬁjéh\ 71/7—_\/:/'\"}'/%D_7___:/3\/L/—C

BEONY IV RZEHLT. JORAEAEZFEALED. L7 vl z0—F7—>3 > LD TEE
To CNIIEBEEDAHETHEELEFT, A—HRENRT—REFERITZINYIIY RIFBEEZFERT S
KSICEHTETEIN, AEZEFERIZINYIIVRIEA—HYRENIT—RIZEDVWTEHRTETEY, C
NZz1T5I1CIF. BIFEOREAEZHIPRL T, TLVWEREEAEZEBMTA3HENHD £J, RIZ. BN
7zbackend.json 7 7 1 JLICABRNTA—ZDEENTDDZFEAL TEITLEX T tridentctl update
backendo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

NZAT—ROO—7T—2 3> ZRTIIRICIE. A L—UBEEDNRANIC ONTAP TI1—H
ORI~ REBH T EUBENBD ET. CORICNYIIY RT Y TF— MRS ET, I
() ®\Eon-F-oa ERATABIC. BROTRRELI—VICENT 5 LA TIET, £
D%, Ny oI RFEHRSNTHLVTRBMERING &S ICADET, COMHEICH
CHWEIHEIE. ONTAP 25 22 BHIBTE £ 7,

NYIIYRZEHLTH. TTICERINTWVERY a—LADT7 7R EHEINT . FDHBDORY) 21—
LEFICHODEELEFEA. NV IITY ROEFHMINLI-HE. Astra Trident B ONTAP NI TV R @
EL. UBEDRY) 2 —LNBENBTEZ % RLTVETD,

NFS TV RXRR—FrRUS—%TEBLFT

Astra Trident I&. NFS TV XR—bhRUS—FERALT. 7O 3 =Z>F 3R a—LANDT7 I %

HIEL X9,
Astra Trident ICld. T RR— R RUS—%FERTIBRIRD 2 DDA T3> hHD £,
* Astra Trident &, TU RR—bRUS—BEEZHMICETIETEET, COE—RTIX. HFBAIEERIP 7

RLXERICIDR7OVIDIR 2R ML —VBEEENIEEL £9, Astra Trident I&. CDEHICE
FNB33/—RFRIPEIVRR—FRUS—ICEFNISEML £, F/ld. CIDRs BMEEINTULERLE
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Bld. /—RETBRHEINEZ/O0-NILZAOA—TOAZFv AR IPAI I ZR—RUS—|BINE
nxd,

c ANL—=UBEEIE. TVRAR—FRU—%ER LD, IL—=ILZFHTEMLEDTEFXT, HEBIC
AMOITYURAR— bR —ZEIEELHRWVE, AstraTrident T 7 AL DIV RR— RS —%{FA
LEd,

IV ZXR—=bR)S—Z2HNICERE

CSI Trident @ 20.04 ') 1) —XTld. ONTAP NI IV RODIVRAR— bR —%NICEETEET,
CHUCED. ARL—UBEBEIE. BRI —ILZFHTEEIT DD TIFHRL. T—H—/—RD IP TFH
BEINBTRLAZAR—ZAZI/ETETX T, TVAR—FRIO—DOBEEBHIKRBICEZILEIN. TIXR—F
RUS—%ZELTH, ANL—U IS RRICHTE2FHOREIFIRBICEDE T, THIC. COAEEZFER
TR, ARL—=O0SREANDT 7R EEBE LIEERADIPZFE DT —H—/—RIEIFICHIRTE 57
H. THMHDVEEBEHABIREICHD £9,

® T 2K~ bR S —OBEIRIE CS| Trident TOHEATETET . T—H—/ — KH NAT
MEBTNTOWRWI L ZRER TS CHEETT,

ll
2DDREA T a2 ERATEIRENHDE T, Ny ITYVRFERDHZRICILET,

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

COMEERFER T 3BAE. SVMODIL—FJ v >3 >(l. /—RODCIDR7Ov I %A

@ BITUVAR—=KIL=IL (TT7AILEDITUVRR—bERII—RE) #EUCHERNICERLETY
AR—=FRV—DHBCEHRTIVELRHDET, Ry Ty TIHHET S, Astra
Trident EFHOARZA N IS 074 AEBICTFoTLIEETL,

CCTiE. EROAEERLTOBERL DS ICBIET BhICOLTHEL £7,

* autoExportPolicy WMMCREINE T trueo CHE. Astra Tridenth D T XAR— bR o —%={ERRT
32Zc%RLET svml SYUMT. ZFERLTIL—ILOBIMEHIRZMNIEL £ autoExportCIDRs 77 K
LX70Owv Y, & zIE. UUID 403b5326-842-40dB-96d0-d83fb3f4daec® /Ny VT R TY
autoExportPolicy ZICEREL T true EWSRBNDI Y RAR— RIS —ZEHL X9 trident-
403b5326-8482-40db-96d0-d83fb3f4daec IEEL 7,

* autoExportCIDRs P RLZXT7AYIDUIAMDHEENET T, CDT 1 —ILRIFEEAET. 774/ K
13 ['0.0.0.0/0" . ":/0" TYo BRINTULARLIEEIE. Astra Trident '\ 7—H—/—FTREINT:
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IRTOZO—NIILCRAOA—FEEINA=ZF v A7 RLRAZEMLEY,

COFITIE. ZERALTWVWET 192.168.0.0/24 P RLAZAR=ZIPEETNTVWET, D7 KL XEH
ICE& N3 Kubernetes / — R ®D IP H'. Astra Trident BMEK T BT Y RR— b RUS—ICEBMTNZ %
mL XY, AstraTridentld. EITEINTWVWBE/—RZEERITD L. /—RDIPPRLRAZEFL. TEEIN
=7RLR7AOy I eBELTFT Y Y LET autoExportCIDRs, IPE 71 ILRU>SF 3. Trident
PREHELIEISAT7UVRNIPOIVRR— MRS —=)IL=IL%ZERL. FELE/—RZCIZ1 DDIL—ILH
RESNET,

B TET XY autoExportPolicy BV autoExportCIDRs NV I I Y REERLI=HEDNY I TV R
DFEEFHNICEEINZNY I IV RICFHLL CIDRs ZE8M L&D, BIZD CIDRs ZHIBRLI=D TE £
9o CIDRs ZHIBRS BIF. BIFOEGIIIINBEVWESICEEL TSIV, EMCTEZIEHTEE
9 autoExportPolicy Z/\N\W I IV RIEML. FETERLIEIVRAR—MRUS—IZRLEYT, N
ICIFZRET AINEDHD £9 exportPolicy NV T I REBED/INT X—4,

Astra Tridenth' /N I T REERETISEFH LS. ZFERAL TNV I IV RZHEEETEFEY tridentetl
F7IEW5 T B tridentbackend CRD :

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd

Kubernetes? S5 XX |2/ — R%ZEBAL TAstra Tridentd> FO—SICEER T3 . BEFEONYIIVRODIY
ZAR—=FRUS—DEHINET (ICIEESNTTRLIEHICEENSIHES) autoExportCIDRs /N
IVRDBE) Z0)vILET,

J—R%ZHIBRT D . AstraTrident I3A >S4 >DITRTONYIIVREFTyvI LT, ED/—RD7T

I ZN—ILEZHIBRLET, BEENRONYIIVROIIRAR—FRIS—DE5ZD/—RIP%ZHIRT 3
C ¥ T. AstraTrident . CDIPHISIXEAROFLV/ —RICEX->THBFAINGZLWATD, RERTY
Y hERIELEY,

UHIONYyIITY RDOBEIF. ZFERALTNYIIVRZEHLET tridentctl update backend T
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IE. Astra Tridenth' T X7/R— bR —2BFMICBEELE Y, ChICED. Ny II2 RO UUID OH
CICEWVWSEBIOFHLWI I RR— RS —DMERRSN. NV I IV RICEFEETDHRY a—LlF. FTLLE
LTI RAR— bR —%FEBLT. BUYO>YRLETD,

EBERINLIY ZF— FRUS—%EBLTAY ST REEIRT 3 L. BNICERSh
()  EIoRE—PRUS—PEIRINET, Ny IIY ROBERSNG L, ZONYITYR
BFLWAY STV R LTRDA, HILWIZ 2 E— MRU S — RS NE T

SAT/—RKDIP 7 RLADVEFINIESIE. /— R_LED Astra Trident R REBRREI T INENH D
o Trident NEETEINYIIVRDIVRR—FRUS—2B#HLT. COIPOEEERMEIEET,

ONTAP NASDEREA T 3> & fl
ONTAP NAS RS /N\%Z{ER L T Astra Trident T > X b— L TER T3 HEZ2 CHERLIEEIV, OIS

VTR NYIIY RBROBIL. Ny IIYRERNL—UI SRR YES T TBHEEHL CHEAL
7,

Ny O ITYRIERA T3>

NYIITYREBEATSIICDOVWTIE, KOREBEBLTLLEIL,

INTA—A Bz FI7HIL
version =
storageDriverName A= R4 N\DEH T ONTAP-NAS | . T ONTAP-

NAS-T1./X— ) . [ONTAP-
NAS-flexgroup 1 « [ ONTAP-SAN
1« TONTAP-SAN-TJ/ =— |

backendName DARLBERIFANL—=UNYy RSANE+" "+ FT—ALIF
IR
managementLIF IS AAEBLIFX2IISVME r10.0011 . T

BLIFDIP7RL R :>—LL X [2001:1234:abcd::fefe] |
XMetroCluster X1 v F 74 —/\—
#FIBIBICIE. SYMBIELIFX15
ETIMNENHD FT, Fully
Qualified Domain Name (FQDN ;
TLBEFR X1 VR) ZIRETE
£9, =EAL TAstra Trident® 1
YAR=ILLTEE. IPV6 7 R L
AZERTBELDICZRETEX
9 --use-ipv6 7T, IPv67 R
L Z1&. [28e8 : d9fb . a825 . b7bf
1 69a8 : d02f : 9e7b : 3555]%4 ¢
DAN>CTEET DHUNEHLHD
F9,
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NTA—=H

datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

B T7#I b

ZJORIJILLIFDOIP7RLR, & IBESNETRLA. £I33EE
TNTLARVSEEIFSVMD SEE
datalIF., IBELABWVES INB3T7RL X GEHE)

EETAEZMELET

I&. Astra Tridenth’'SVMH 55—
ZLIFZEEL£9. NFSYTU > b
SLIE (ZfEF 9 B Fully Qualified
Domain Name (FQDN ; S22 (&4
FXA %) #ELT. ZT>
FOE >DNS%E{ERL L TERDT
—ZLIFEICEfAZO8Tc e
TEFEI, VHIRERICEETE
9, zBRBBLTLETV, =
A L TAstra Tridentz - > X b—JL
L73ZE. IPV67 KL XA %ERT
B3EOICZRETETEXT --use
-ipve 759, IPv67 FL X

I%. [28e8 : d9fb : a825 : b7bf

1 69a8 : d02f : 9e7b : 3555]%4
DAN>TEET DIUNELHD
i_a-o

ITURR—bRU—OBEEER LWZ
CEHEAMCLET[T—U TV

lo ZERT

autoExportPolicy KU
autoExportCIDRs %Y 7w/

MDAstra Trident’a 5. T AR—

RS —%=BFNICEETEX

3-0

Kubernetes® ./ — FIPZWLDH'%5  [0.0.0.0/0] «
T1IR)TTBh %R

Y CIDRsD ') X ~

autoExportPolicy DEIIICHED

£, 2FRATS

autoExportPolicy &
autoExportCIDRs %Y c 7w/

DAstra Trident’2 5. T XR— bk
R)—ZzEEMICEIETE X

-a-o

R a—LICERYZERED F1
JSONFER D ZRILDE Yy +

547 > NEBAZ D Base64 T M
> O— RE, SEFAER—IXDERE
ICERSNE T

5472 NpEHED Base64 T M
> O— R, SEFER—IXDERE
ICERENET

S¥EIN7- CASIFAE D Base64 T [}

>—FfE, E=. SREN-X
DFPEEICERTNE T

[::/0]
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NTA—=H

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

limitVolumeSize

lunsPerFlexvol

debugTraceFlags
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GG

IS5 2% [ SVM ICIER T BT-0D
dA—H%%, LT vILR—2X
DEREEICFERINE T

JS5RL [ SVYM ICERT B0
INAT—R, LTI v)LR—
ZADFREEICERASNE T

£ 9 % Storage Virtual Machine

SVM THLWARY a—L% FOE
Dz I TBRRICERTBZSL
T4V AZEBELET., HER
ICEHTBLIETEXHEA

FRARNCDENEEEBRI T35
&k, 7O azZ>onkHmL
F*9, *Amazon FSX for ONTAP *
ICIERASINEEA

BRINT=ARY a—LYA XA
DEZBIZTVWBRIES. 7OEY
A=V EKRMLES,

BERENFAR) a—LHTAIHC
DEZBRTWREGE. 7OEY
IZVINKMLET, F

7=« qtreeB KULUNAICEIE T 3
R a—LDRARY A XHFHIRL
9 gtreesPerFlexvol 4 F¥
3 >%Z{ERT 3L, FlexVol 7D
DEAqtreefiE HAAIAATE
F9.

FlexVol 7-D D& A LUN ., B
hiEEEI£ 50 . 200 T

ESTINSa—Ta Y TRICER

3TNV IT TS5, Bl {"API"

: false. "method" : true}l3 M &
NEHA debugTraceFlags b
TN a—Ta07%FRTLTWV

T, RO T 4 > THRERE

BZEREET,

FT7#ILE

SVMOBEICEREINET
managementLIF ZIELXT

Trident

C(TITAIFTIFBEBRAINIEA
)

) (T7AILFTIRBERASINhEEA

) (T7AILFTIRBERAShEEA
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NTA—=H

nfsMountOptions

gtreesPerFlexvol

useREST

B T7#I b

NFSYO Y hATFoavzhrw 1)
TXY>7=1) X ko Kubernetesik
A 2a—LDIYI AT 3
VIGBERIIRANL—U U5 XTI
EESNEFIHN. AL—0F R
TYI>Y AT arhiEESN
TULAELWIEE. Astra Tridentld X b+
L—SNw I ROEBRT 71
ITEEINTWVWEYIY AT
avEFERLEY, A L=
VAT 71ILICIT > b
T arhEEINTULERWNEG
4. Astra Tridenti$BET T 5N
KR 2a—LICT Y NA T
SavERELEFE A

FlexVol 7= D&\ K qtree $, & 200
M7 EH L [50 . 300] T,

ONTAP RESTAPI Z{EHd 578 WLWLX
DT—VTYVINTA—=R, *TUZ
AILFLEa—=*

useREST |&. T7ZAHITFLE2
— Y LTIREINTVET, TX
FMRIETIE. ABREDOT—70O
— RTIFHEEINEEA. IIRE
9B true Astra Trident
|&. ONTAP REST APIZ{EARAL T
NYIIVREBELEYS, CO
KEBEICIZoNTAP 9.11. 1LFEN A
BETY, /. FAT SonTAP O
JA4>O—=IZIINDT7 Ut X1E
PRETYT “ontap 7SV ITr—>
3y ChEEFIEEINICEK
STHlEENZET vsadnin LY
cluster-admin H—JL,
useREST |&. MetroCluster Ti&r
R—brINTULEHEAS

A a—LD7OESaZVFEONYIIY RBRA T3>

NEDA T EFERALT. OF 74 M TOED aZ I %#6EHTEE T defaults &

Yo BICOWVWTIE. UTOREFEZERL TIET L,

INTA—H

spaceAllocation

spaceReserve

B TI7#I b

space-allocation for LUN <> 1ELWTTY

FEIEELEFT

AR—ZAYHFR— 3 VE—R  HL
Fnonel () F7ld T

volume 1 (2w ?)
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INTAX—&
snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

unixPermissions

snapshotDir

exportPolicy

securityStyle

70

Bz
€A 9 % Snapshot K1) > —

B LT R a—LICEID Y TS
QoS KU —FI)L—T AL —
CT=NINYIITYRIEIC
QOSPolicy ¥7zI&
adaptiveQosPolicy D WL\ N h % 15
IRLET

TATT47T QS KU —T)L—
TIERRLTERY) a—LICEID Y
TEYo AML=2T=L I N
T R ZkIZ QOSPolicy £7:1&
adaptiveQosPolicy D WL\ T N h % 2
RLET, BEEICRETS
ONTAP - NAS Tl R—hrENx
Ao

FI7#ILE
Tl
M

M

AFw 7T gy b "0" BICFHEIN KR snapshotPolicy & T

=R 2 —LDEE

ERBRICyO— > FHNB X T
vhcLET

#HLULAKRY 2—LTNetApp
Volume Encryption (NVE) %#&%h
ICLES, 7AW KMITY
falseo CODA T a>%aFERAT
BICIE. VT XAXTNVEDSTIT
VADERESIN. BRICE - TL
BZREHRHD ET, NAEH /YD
IYRTEMCHE>TWVIIES
¥, Astra Tridentc/OE> 3 =>
JEINFIARTOARY a—L4
HDINAEICEMICAD £9, FFHIC
DVWTIE. ATFZEZBRL TS
L, "Astra TridentE NVEH &
UNAEDOHEEZERM",

ML) 2RI 3EEILRY >

FLOWARY 2 —LOE—FR

ORTEBERTZHIELFT
.snapshot 74 L7 k1)

FRTBZIIRR— RIS —

FLOWRY 2—LDEFXa)Ta
oo NFSDHHR— k mixed H&
Yunix ¥ a2 )57 FXSMBIZ
EFHR—EFLEI mixed LV
ntfs ¥ al) TR

nonel « ENUUSNE T] T,

(AIAY-¢

WL R

ONTAP 9.5 KD HH]D SVM-DR 1%
RO TXFvFoay b

NFSR 2 —LDFEIX 777
1« SMBRU 2—LDBEIFZE (
ZaiaL)

(AIAY-¢

T7AILE

NFSDF 7 #JL MMETT unix
o SMB®7__‘7 7.]'“/ H,Et'C?' ntho
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Trident H' Astra T QoS R > —JIL—F%=FERT 3IZIE&. ONTAP 9.8 LIEHNNETY, HE

@ INBWVW QoS R P—JII—T%=FERALT. EAVATasFaTy bMERICKR) S —TI)L—
TEBATAICEHELET, HE QS RUI—FIL—FICLD, TRTOT—I0—RD
B RIL—Fy ML TLEREAEREINE T,

R)a—L7OES3aZ>F 08
FTIFIERERINTVWAEZEXRISRLED,

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
datalIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: password
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

MDi5E ontap-nas H& UV ontap-nas-flexgroups TridentHF7ICEHBEZFER L T, Flexvol DA
XMsnapshotReserveDEIFEPVCTIELLREINTWVWBR CEZHER T 3LDICB@D LT, 2I—HUH
PVC ZEKTB Y. Astra Trident (& FILLWEAEZEHRAL T SDZBLDAR—IZHFDOTD
FlexVol ZfELEX T, COFRICED. A—FIFEKRINT: pvc ADEZAAHORBIAR—IAZRE
L. BRINFCAR—RAEDBHDBVIAR—AZHEERTETE T, v21.07 LDFION—23> TR, 2—4
H pvc ZERTBE ( 5GiB HR¥) . snapshotReserve W 508 ICERESTNTUVBIHE. EFAAA
BETRANR—IE 2.5GiB DHICHED E T, CNid. A—HHRERLIEAR) 2 —LL2EEHWTHZHTT
‘snapshotReserve |CI&. FDENEZIBEL £, Trident 21.07Tld. A—HHERL=H DHE FIAAHA]
BERAR—XTHD. Astra Tridenth' & L £9 snapshotReserve Al a—LAL2EKICHTIEEE L TR
INET, ICIFBERAINEEA ontap-nas—economyo, C DEBEDTHEAICDWVWTIE. RDFIZHEL TL
720,

FARIIRODEEDTY,

71



Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)

snapshotReserve = 50% . PVC &R =5GiB D&, K a—LDEEY 1 XX 2/0.5=10GB THO. fF
FrgERHY 1 XL 5GB THH. TNHAPVC BRTEREINLT A XTY, o volume show RDFID LS
BRERIRTEINZE T,

Vserver Voelume

online AW 18GB
_pvc_eB372153_9ad9_474a_951a_88ael5elc@ba
online RW 1GB

2 entries were displayed.

YHIOA VYA R—=ILHSDBEED/N 7T RiE. AstraTrident D7 74 L — REFHZEHRD K SIZARY 2
—LZE7OEDaZ>ILFET. 7Y TIL—REICER LAY 2—LICDVWTIE. ZERRMEND LS
ICR) 2a—LOHY A XAZEETIMNENHBDF T, ILEXiF. BHEHITNTWVBZ2GBPVCHRLETY
snapshotReserve=50 A&, EFIAARRERIR—IADMGBDR) 2 —LHMEREINTWE LT 2k
ZIE. R a—LDHYA X% 3GBICEET R, 7SI Tr—2a3>VDEZFIAHBRERIR—IH 6GIB DR
J)a—LT3GBICKEDET,

il
R/ RDFREH

RDBNE NFEAEDNTRA—=E 2T T4 FDIIICTEIEANLBREZTLTVET, Chid. NvIT
VR ZERIBIROLBERAFETT,

(D Fw k7w 7 ONTAP T Trident ZfEA L TW3IFEIE. IP 7 RLXTIZ% < LIF O DNS %
ZHEETDCEHRLET,

T74IN MDA TS 3>%FIZL £J <code>ontap-nas-economy</code>

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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FEEAEN— X DERE

hidF. NIV RORNEDRERF TS clientCertificate. clientPrivateKey B&U
‘trustedCACertificate (BEINICAZFEEL TWAHRIIA T aY) BICAHTNET
backend.json B WE. 774072 MERE. WER. [SFEINI-CASEFHZE Dbase64T > 11— 1B
ZENETNEIELE T,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix



BHEIT O XAR—bRU—

UTofIE. BRI I RAR—bR)S—2FALTIVRAR— R >—2BFMNICIER P K UOEE
I3 & SICAstra TridentiCiER 2 AEZ AL TVWET, Chid. THRERKRICHEBEL £9 ontap-nas-
economy H& U ontap-nas-flexgroup K T4 /\,

ONTAP -NAS RS/

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

<code>ontap-nas-flexgroup</code> K 5 /\

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

labels:
k8scluster: test-cluster-east-1b
backend: testl-ontap-cluster

svm: svm nfs

username: vsadmin

password: password
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IPV67 RL XEFEHRALTWS

CDHFE. ZRLTWE Y managementLIF IPv6 7 RL X ZERAL TL 3,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

ontap-nas-economy R Z-1/\

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ontap-nas SMB7R ') 12— L% fEFA Y % Amazon FSX for ONTAP HD R 51 /N

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix



RET—IZERTB/NY I EDOH

RONYIIVRERT7AILDBAITIE. BEDTRTDR ML= T—ILICRH L THREDT 7 4L EHEE
INTUWVWET spaceReserve L1 DIFEIE. spacerllocation EMDFRD encryption BITEINE
o IREBT—ILIF. AL—2E02 3V TEELED,

Astra Tridentld. [Comments]7 « —JLRICTOES 3 Z VI SARILEZHRELE T, DFlexVol (ICIX > MHER
EINTWET ontap-nas F7=IFFlexGroup for ontap-nas-flexgroup. Astra Tridentid. 7OE 3=
VORHRE T =L EICHZITRTDIRNILZ AL =R a—LAICOE—LET, X NL—UEEEE.
RET=INCICTRNILZEERZLTED. R a—LEIRILTIIL—FLEEDTEEXT,

CDFITIE. —BBDRA L= F—ILAMBICEREINTUVE S spaceReserve. spaceAllocation'$
KT cencryptionfBZIEET D L. —ZBDT—ILTlIE. LEBOT 7 HI MENLEEZTEINET,
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<code>ontap-nas</code> R Z - /\

version: 1
storageDriverName
managementLIF: 10
dataLIF: 10.0.0.2
svm: svm nfs
username: admin

password: passwor

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_ stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '

: ontap—-nas
.0.0.1

d

nfsvers=4

one
1se'!
dard

e
d-cluster-1

a

volume

true'

ns: '0755"

licy: adaptive-premium

b

none

true'

unixPermissions: '0755"

- labels:
app: wordpres
cost: '50"
zone: us _east 1
defaults:
spaceReserve:

encryption:

S

©

none

true'

unixPermissions: '0775"
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labels:
app: mysqgldb

cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'



<code>ontap-nas-flexgroup</code> K 5 /\

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin
password: password
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"'
zone: us_east la
defaults:

spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000"'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
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zone: us_east 1d

defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



<code>ontap-nas-economy</code> R Z - /\

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin
password: password
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:

spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

department: legal

creditpoints: '5000'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d



defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

B datalIF fIEARER

HARERICT —ZLIFEZEE T BICIE. ROOAY Y RERITLT, BT —42LFEHFLLWANYIIY
RISONT 71 ILICEEEL £7,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

() PVCHM DU EDR Y RICEHINTULIIHBEIE. WIHTBRIIRTORY REEFELELTHS.
LWTF—ARLIFZBMICT D =DICHEFREICEIHNELHD X,

/\w P T2 R% StorageClasses [CY¥vEYI LET

R(DStorageClassEFEId. LERDRET—IILZBRLTVWET, ZFHT S parameters.selector X b
L= 5 RE RUa—LDORIAMIEATEZREBT—ILZHFUPHELE T, R a—Lilid #ERLER
B7—IILATERSNLEERDSHBD XY,

* TRHIDA ML —TYUF R (protection-gold) ZFEHALT. O1FEHD2BHORES—ILICIvEYSY
L 9 ontap-nas-flexgroup D/\V I LY RERAIDIRET—)L ontap-san /Ny I IR I d—)L
FLARILOREZRHLTUVEHE—DTS—ILTT,

* 2D B MDStorageClass (protection-not-gold) & DIFBBDIFBEDRET—ILICYvEYITENFE
9 ontap-nas-flexgroup Ny I IV R, D2EFBD3FBHDIRET—IL ontap-san NV I IV R .
EBUNDRELANILZRET ZH—DT—ILTT,

*EIDAML—T U T X (app-mysqgldb) & DABBORET—ILICY YEY T ENET ontap-nas D
NI TV RELVIBEDRET—)L ontap-san-economy /NI IV R Imysqldb #1707 F)4r
—2avAOR L= T-ILREZRRBLTVWE F—ILIF. TNSEIFTY,

* BADA ML —Y YT X (protection-silver-creditpoints-20k) (& DIBFBDIRES—ILICT Y
E>JENEXT ontap-nas-flexgroup NI IV RED2HEBHDIRE F—JL ontap-san /Ny I IV
B d—ILRLARILOREZRBEL TVWBHE—DTF—)LIE. 20000 OFIATIEER I LDy bRA Y R T
ER

FTEDRXA ML — U5 R (creditpoints-5k) & O2BBHORE T —ILICIvE>YT ENET ontap-
nas-economy DN I LY REXUVIBFEBDIRET—IL ontap-san /Ny I > R 15000 RA > bDF]
BagaE—D 7= ILIIULTDEED TY,

Tridenth'. EDRET—ILZBRTZHZHMIL. AL —CBHZERICHLIELSICLET,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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NetApp ONTAP XJ/i5D Amazon FSX

Amazon FSX for NetApp ONTAP T Astra Trident % £

"NetApp ONTAP i Amazon FSX" I3, NetApp ONTAP AbL—SHARL—Fa v
JORTLERBBEITZ T 7MY AT LOEFHPRITERREICT B, TILIR—TR
DAWSH —E X T9, FSX for ONTAP ZfERHT 3 &. ﬁwl ni=xwv ;7w 7DHEE.
INT =X R, BEEEZTALEN S, AWSICT—2%ZRINT D00 > TF)L

. B, EFa) 7o, IRMZERETEX I, FSX for ONTAP (. ONTAP 7 7
ALY AT LDERE BIEAPIZHR— ML TWET,

T7AINI AT LG 2 TLIZAD ONTAP 75 X 2T Amazon FSX DFZ1A< Y —XTT,
BSYMAUCIE. T7AINETANRET7AIN AT LICERATRT—RAVTFTHS 12U LEDAR) 2
— L%{ERTE £9, Amazon FSX for NetApp ONTAP %#fEH 9 % . Data ONTAP (37 5 RROEER
RI7AIIWNRATLELTRESINE T, FILWI 7L X TLDREA FIE * NetApp ONTAP * T,

Amazon Elastic Kubernetes Service (EKS) TZE{TEMNTUL\3 Astra Trident & Amazon FSX for NetApp
ONTAP ZfEHT2 L. ONTAP WY R—hr 92370V IR a—LET7AILKER) a—LZzBEREICTO
ES3aZ>JTEET,

Amazon FSx for NetApp ONTAPIE. X FL—REBOEIRICEER L "FabricPool"£$ 9, 7V XMEEICED
WTT—RZREBICRMTE X7,

ZRERE

* SMBR 2—LA:
° SMBR a—LAlE. ZFEALTHER—FENET ontap-nas RS /\N—D&Ho

° Astra Tridenti&. Windows./ — R TETEINTWVWBRY RICIY T Y FENSMBARY 2 —LDH%EH
R—bk
° Astra TridentidWindows ARM 7—F% 72 F v 2 HR— L TWLWEH A,
s BEINY I T TIHEMICE > TWBAmazon FSXT7 71 IILY AT LA TER I NTZAR Y 2 — LldTrident T
HIR TE £HA. PVC ZHIBR T ZICIE. PV & ONTAP 7R 2—L®D FSX #FETHIBR T 2 HENH D
9, COME =BT 3ICIE. XOFIE

° ONTAP 77l + S XT LD FSX =M 335 &1 'Quick create ZEHRA LAWVWTL T WVWI 1
vIERT—2 70—Tld. BNV I 7Y TIHEMCED, AT RToO AT avigbb it
Ao

° Standard create ZEA T 35EI1X. BNV I T v ITH#E RN LTLLETV. BNV I T7v T %
ENICT B L. Trident [SFFRIEL L TR 2a—LZEREICHRTEFET,
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v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled

N2 A
KD RS N\%EHAL T, Astra Trident Amazon FSX for NetApp ONTAP C #i& TE X9,

* ontap-san : JOEY 3 =25 3IN3EPVIE. NetApp ONTAP R 1) 21— LFICIHE DAmazon FSXAIC
HBLUNTY,

* ontap-san-economy : JOEY 3 Z>J TN 3&PVIE. Amazon FSXd7-D. NetApp ONTAP 7R 2
— L AICHBRFTRE R LUNSEIZ 5 DLUNT 95

* ontap-nas : JOEY 3=V 3NTEPVIL. NetApp ONTAP R1J 2 — L dDAmazon FSXEETY,

* ontap-nas-economy . JAOEY 3 Z YT EN3EPVIdgtree T. NetApp ONTAP 7R1J 2 — LD Amazon
FSXZ CICRREARER M Datreeh' B D £,

* ontap-nas-flexgroup : 7OEY 3 Z VT INT=BPVIE. NetApp ONTAP FlexGroup 7Rl 12— L\
MAmazon FSX£K T,

RSAN—DFEMICDOVWTIE. ZBBL TSIV "ONTAP RS54/

Astra Tridentld. 2FEEDFREEE— FEIRHELE 9,
* SFBAZEAR—X : Astra Trident [&. SVM ICA YA F—JILENTWREFAZEFERAL T, FSX 771>
2T LD SVM E@BELET,

CULTIUIVIAR—R I BFEHATETFET fsxadnin I—HFHABED T 7MLV AT LFIFZICEIDYTS
NE T vsadmin A—HYHSVMAEIZEREL £,

Astra Tridentld vsadmin SVMIA—H X7 IERE L O—IILZFDRID%&EID I —1, NetApp

(D ONTAP M5 Amazon FSXICIE. DHEE TN TULE T fsxadmin ONTAP Z[RERIICATHE
9251—YH admin V5 ARA—YH | ZFEATICZB<HEREL X T vsadmin XY b7
wIIHREBELEY,

SEFBER—XDAHZECBER—IADAHEZTYIDERZ7=OIC. Ny IIVREEHRTETEI, =L 7
LTS vIILEEERREZ AL LD ETB . Ny IITY ROERICEKBRL T, BIOREEARICTIDE X
BICIE. NIV RRBREDSHFOARNTHIRTIHRENHD X7,
SREEEBEMCTBHEDFHMICOVTIE. FALTWBRSANEA TORAZEBLTLLEET L,

* "ONTAP NASESEE"
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* "ONTAP SANESEE"

M- SWTld. CBEBE BTN

* "Amazon FSX for NetApp ONTAP D FF 2 X > k"
* "Amazon FSX for NetApp ONTAP (CR89 5 O ET9"

NetApp ONTAP [all}7Amazon FSXEZHEa L 9

Amazon Elastic Kubernetes Service (EKS) TZE{TT N TUL\3Kubernetes? 5 X4

DL ONTAP IC& 2 THR—bEINZTAOVv IS LIV T 71 ILDXkER) a—L%E7OE
3= TEBLSIC. Amazon ONTAP 7 71 )L X7 LA DAmazon FSX% Astra
TridentiCdi& 95N TEET,

EXE%ERIRT BHIIC
ICHNZ T "Astra Trident D Z{4"FSX for ONTAP & Astra Tridentz &9 33, KOHDOHUNETT,

* BEEDAmazon EKSY S X2 £7-13%FH 9 5 B2 EEE Kubernetes” 5 XX kubectl 1 VX =L
Ho

COTRARZDT—H—/—Rh 577X TES. NetApp ONTAP 7 71 )L X5 L& Storage Virtual
Machine (SVM ) F®DEEFE®D Amazon FSX

* EfFENTWVWBET—H—/— R "NFSE/IdiSCSI"

@ Amazon Linux® & PUbuntu THER / — RO EEFIE%R EITL £ 9 "Amazon Machine
Images MEE" (AMIS) EKS @ AMI 21 FICICTEARD £,

SMBR) 2 —LICEET 2 ZFDMOEH

* Linuxd> brO—5/—R DL EH1DDWindowsT —H— ./ — K TWindows Server 2019%E{T7L T
LV 2 Kubernetes? 5 X4, Astra Tridentld. Windows./ — R TE{TEINTWVLBRY RICYT >V TN
7-SMBRY 2 —LDH%=HR—k

* Active Directory® 7 L 7> v )L Z ST Astra TridentD>—2 L h DD B EH1DHRETY, >—JL
w hEERRL XY smbereds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* WindowsF—E X & L TERESINCSIZTOF >, ZREL XY ‘csi-proxy ZER L T £ T L) "GitHub:
CSIZOF " £7=13 "GitHub: Windows[a$CSIZ 03 <" Windows TE{TTI 1T L) S Kubernetes/ — R D

B.A
Ho

ONTAP SANYNAS R 51 N\NDFE

@ SMBARY 2 —LICOVWTHRET HEIdF. ZBRLTLEVWSMBRY 2a—ATOEY 3=
2S5 EE LET Ny VT R EERT BH1IC.

86


https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://docs.netapp.com/ja-jp/trident-2301/trident-get-started/requirements.html
https://docs.netapp.com/ja-jp/trident-2301/trident-get-started/requirements.html
https://docs.netapp.com/ja-jp/trident-2301/trident-get-started/requirements.html
https://docs.netapp.com/ja-jp/trident-2301/trident-get-started/requirements.html
https://docs.netapp.com/ja-jp/trident-2301/trident-get-started/requirements.html
https://docs.netapp.com/ja-jp/trident-2301/trident-get-started/requirements.html
https://docs.netapp.com/ja-jp/trident-2301/trident-get-started/requirements.html
https://docs.netapp.com/ja-jp/trident-2301/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2301/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2301/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2301/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2301/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2301/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2301/trident-use/worker-node-prep.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md

FIE

1.
2.

DWITNH ZER L TAstra Tridentz B A "E A £,

SVMEIELIFODNSEZZWNEL FJ, 7 RIF. AWS CLIZERL TZ#EEL £J DNSName D ROV

k1) Endpoints — Management XD XY RZRITLE !
aws fsx describe-storage-virtual-machines --region <file system region>

BOSFEZFER LTI RF=ILLET "NAS/\w o T REFEE" F7-1d "SAN/Nw & T > REEEE"

T7AIWNSRATLICTIVEATERZEEDZBANS SSH Z#FAL T, 771X T LIS
C) OJ41> GIRZZA VA R—ILTRBERE) TEFXJT, 2FEBLET fsxadmin
user. 771 AT LDVERREFICERELT/NAT— R, BXUVDEEDNSE aws fsx

describe-file-systemso

- RDBNSTRT L SIS, FAZBEEIELIF O DNS B ZERAL TNV I IV R T 7ML 2B L &9,

YAML

version: 1
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backendName: customBackendName

managementLIF: svm-XXXXXXXXXXXXXXXXX.Ls5-XXXXXXXXXXXXXXXXX.fsx.us-
east-2.aws.internal

svm: svm01l

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

JSON
{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-
XXXKXXKXXKXXKXXKXXXXXX . fsx.us-east-2.aws.internal",
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"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"
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