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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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Name (CN ; #@%) #%ELFT,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ST NI CASIFAE % ONTAP S RRZICEML T, COMEBRF. R +L—JEBENTTICITOT
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP VS RRICUVSAT Y FEFAZEF— B2V A M—=ILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. ONTAP X a7 Q74 >O—IITHR— TN TWVWBZ MR T D cert sR5EA R

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver—-name>
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Bt it et e
+————— f—————— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e Rt bt e
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et et et L e PP
- e +
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
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version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
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32Zc%RLET svml SYUMT. ZFERLTIL—ILOBIMEHIRZMNIEL £ autoExportCIDRs 77 K
LX70Owv Y, & zIE. UUID 403b5326-842-40dB-96d0-d83fb3f4daec® /Ny VT R TY
autoExportPolicy ZICEREL T true EWSRBNDI Y RAR— RIS —ZEHL X9 trident-
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* autoExportCIDRs P RLZXT7AYIDUIAMDHEENET T, CDT 1 —ILRIFEEAET. 774/ K
13 ['0.0.0.0/0" . ":/0" TYo BRINTULARLIEEIE. Astra Trident '\ 7—H—/—FTREINT
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F7IEW5 T B tridentbackend CRD :

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd
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IE. Astra Tridenth' T X7/R— bR —2BFMICBEELE Y, ChICED. Ny II2 RO UUID OH
CICEWVWSEBIOFHLWI I RR— RS —DMERRSN. NV I IV RICEFEETDHRY a—LlF. FTLLE
LTI RAR— bR —%FEBLT. BUYO>YRLETD,

EBERINLIY ZF— FRUS—%EBLTAY ST REEIRT 3 L. BNICERSh
()  EIoRE—PRUS—PEIRINET, Ny IIY ROBERSNG L, ZONYITYR
BFLWAY STV R LTRDA, HILWIZ 2 E— MRU S — RS NE T

SAT/—RKDIP 7 RLADVEFINIESIE. /— R_LED Astra Trident R REBRREI T INENH D
o Trident NEETEINYIIVRDIVRR—FRUS—2B#HLT. COIPOEEERMEIEET,

SMBRUa—LZ7OEY3a=>J 35wz LET

ZODERDIURERISEIE. ROY—I)LEFERLTSMBAR) 2a—LZ 7O 3 Z>FTEEXY, ontap-
nas FZ1/\,

ZERY 3IC1E. SYMTNFSZO R OJLESMB/ CIFSZO R AL OMAZRET ZHENH D
@ 9 ontap-nas-economy F > L X XDONTAP HEDSMBR) a—L, CN6OFONIIL
DVWITNHZEHRELEBWVWE. RE SMBR) 2 —LDERDKBML X,

EE% BT 2HIIC
SMBR a—L%x O3 =T 93H1IIC. UT2E BELTELBELRHD XTI,
* Linuxd> bO—5/ —REDHE L EH1DDWindowsT —H— ./ — K TWindows Server 2019% E1TL T

LB Kubernetes? 5 X%, Astra Tridentid. Windows./ — R TE{TINTWLWBRY RICYTI>V hEh
7=SMBRY 2 —LDHEHR—F

* Active Directory® o L 7> > ¥ )Lz EL Astra TridentD > — 2o Ly DD R EBH1DHRETY, —7JL
whEERLEY smbcreds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windowstr—E X L TERESINCSIZOF >, ZREL X7 ‘csi-proxy B L T T L) "GitHub:
csSIZO# " £7-13 "GitHub: Windows[@$CSIZ 0 <" Windows TE{TEI LT L) D Kubernetes/ — R D

ISPAN
Ho

FIE

1. 7> 7L S ZOONTAPDEBE S 1. HEIZIHL TSMBEE#ERT 3 H'. Astra Trident CSMBHEE % /EFX T
X,

@ Amazon FSx for ONTAPIC IZSMBHEBENMRET T,

SMBEEHAEIZ. OLWITNHDHETERTE X "Microsoft BIEO VY — )" HE T A LA X F v A
Y ET-IXONTAP CLIZER L £9, ONTAP CLIZ{EHE L CSMBREEREM T BICIE. ROFIEZERITL
x9

a BEICIGLT. HFEDOTA LI MINIBEZERL X T,


https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

o vserver cifs share create AX Y RiI. HEDIEREIC-pathd 7> 3 > THREINTL
BNRAZHERLET, BELIENZADEELRWVES. OV RIFKBLET,

b. 87 L 7=SVMICEEE T 5N TWBSMBHEBEZEER L 9

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C HEMMERENICE=zHEELE T,

vserver cifs share show -share-name share name

() #BELTEEL "SVB A% (ER BIBICOVTIL

2. Ny O IV RZEERTZRIC. SMBRY 2 —L%IBETSLSICRDIEBE.RRETIHNELDHD F
Fo ONTAP NI LIV RIBRA T a>DIRTDOFSXICDWTIE. ZBBLTLEEL "FSX
(ONTAP DA T3> e fl) "

INTA—4A B! Al

smbShare smb-share nasType
MicrosoftE¥ >y —JL % 1=

IFONTAP CLIZfER L TRk

7=SMBHE D% FI. Astra Trident

TSMBEEZER TE 5%4HI. RN

Ja—LANOHBET7 VX Z2EIE

TRERIINTA—RZZEHDF

FICTBEHWTEFT,

F> 7L I ADONTAPTIE.
DINFRA=RFA T3 >TT,

ZDINT A —A|FAmazon FSx for

ONTAPNNw O T > R THETH

D, ZBIZTBIETETEHE A

ZICRETHIHENDDET smb securityStyle

smb. nUllDIFE. T 7 4L FIET
'3' I’lfSo

FLOWARYa2a—LDEFXa2)T+ ntfs £7ld mixed SMB7/R!J 2 unixPermissions
=0 —LDIFE

HICRETIDHENHDZXT
ntfs £7-l3 mixed SMB7R) 2
— L

10


https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html
https://docs.netapp.com/ja-jp/trident-2304/trident-use/trident-fsx-examples.html

ONTAP NASODEREA T 3> & fl

Astra Trident®D 1 > X k—JLIBIETONTAP NAS RS A NEER L TER T3 5HE5% CRE
FLLIEEW, COEUTaUTIE NI IV REROBlE, NwIIVREINL—

PUZRIRVvEYT T BREEFLL

NV O ITYREBRA T3>

APAL 75

NV IITYREBEZTS I VICDODVWTIE. ZOREESBLTLIETL,

INTX—H
version

storageDriverName

backendName

managementLIF

Bz

ZARL—=U RSANDER

HRARZALBERIEFRA L= Ny
JITVR

IS5 2RER LIF 713 SVM 18
LIFDOIP7RLZX

MetroCluster® > — L L R7Z X1 v
FA—N—%RIFTBICIF. SVM
BIELIFEZIEETINELDHD F

ERS

Fully Qualified Domain Name
(FQDN ; T2k X1 > %) %=
BETETEXT,

%M L TAstra Tridentz 1 > X b
—JLL7=388. IPv67 RL X% (E
BT3&L5ICZRETCTET
--use-ipv6 774, IPv67 KL
1. [28e8 : d9fb : a825 : b7bf
: 69a8 : d02f : 9e7b : 3555]4 ¢
DA TEERTIHNELHD
F9,

TI7#I b
BIC1

[ ONTAP-NAS | . [ ONTAP-
NAS-TO./=— . [ ONTAP-
NAS-flexgroup 1 « [ ONTAP-SAN

1. TONTAP-SAN-TI./3— |
RSANZ+" "+ F—2LIF

r10.00115 . T
[2001:1234:abcd::fefe] J

11



NTA—=H B T Ak

dataLIF ZORIILLIFDIP 7RL R, BEINIT RL R, £I3EE
TNTLARVSEEIFSVMD SEE
FIRETACZHRLET TNB37RLZ (GEi#ER)

datalLIF, EELARVEE

I&. Astra Tridenth’'SVMH 55—
RLIFZEEL X9, NFSYTU > b
S0 fEF 9 B Fully Qualified
Domain Name (FQDN ; S2&{&8f
RXA1>%) #IELT. ZTY
FOE >DNS%E{ERL L TERDT
—ZLIFEICEfAZO8T2 e
TEEd,

VIHRERICEETE XY, 28
BRLTLIET L,

%M L TAstra Tridentx® 1 > X k
—J)LLT=33E. IPV6 7 RL X% E
BI3&L5IC%KRETTET
--use-ipv6 7T, IPv67 KL
A&, [28e8 : d9fb . a825 . b7bf

1 69a8 : d02f : 9e7b : 3555]7% &

DA > TERT DDEHLHD
F9.
autoExportPolicy IURR—FRUS—OBEER LWX

CEHERMICLEI(T-UTY
lo

ZfEA$ % autoExportPolicy
H KUV autoExportCIDRs F*W k
7w FMDAstra Trident’/ 5. T X
R—=—FrRUS—ZBFHNICEET
TF7,

autoExportCIDRs Kubernetes® ./ — RIPZWLDH5  [0.0.0.0/0] . [::/0]
T1IINR) TS B3D %R
JCIDRsDJ X +
autoExportPolicy BEICHD
F9.

ZfEF 9 % autoExportPolicy
H KV autoExportCIDRs R bk
7w FDAstra Trident’a 5. ITU X
R—brRUS—ZEENICEET
X,

labels AU a—LICBEARATZEED M
JSONFEERDSANILDE v +

clientCertificate 547> NEEBBZE D Base64 T M
> O— RfE, SERAER—XDERE
ICERENET

12



NTA—=H

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

limitVolumeSize

lunsPerFlexvol

GG

547 NpEHED Base64 T
/] F{EO DIEEHE/\ XUJI:IIL.\D
ICERENET

SN CAEIBBZ® Baseb4 T

>3- I‘ﬁgo EEEO ;IEEE%/\\_X
OFEECEREINE T

OS5RK | SVYM ICEFRT B0
dA—H%%, LTI vILR—2R
DEREEICEFERINET

ISR SVM ICERT 20D
AZU Ke LTI )LR—
DEREEICHFERAINE T

£ 9 % Storage Virtual Machine

SVM T#HLWARD a—L%ZOE
T I TBRRICERTBZSL
T4V RAEEBELEFT, REE
ICEHITBLIETEXEA

FERAENZDEIEZBITVNES
ald. Foesa=>ohkmL
£9,

* Amazon FSX for ONTAP * | (&
HAThEtA

BRENTARY 2— LA THC
@fﬁ%ﬁi'c L\éi%é‘\ JOaes
DS N LT

BRENTARY 2— LA IHC
@TIE%ﬁi'C L\éi%é‘\ oy
DoV UHER LT

7. qtreeB LULUNBICEET
BR) a—LORKY 1 XHHIER
L %9 gtreesPerFlexvol A/
2arzFERT S L. FlexVol H7c
D DEKotreez hAZIAXT
X,

FlexVol #7=D D& A LUN #, &
w7 EEIE 50 . 200 TE

FT7AILE
M

M

SVMOSEICERINE T

managementLIF ZIELXT

Trident

" (TI7AIFTIFERAINEEA
)

) (T7AILFTIRBERAShEEA

) (T7AILFTIRBERAShEEA

100

13



NTA—=H

debugTraceFlags

nasType

nfsMountOptions

gtreesPerFlexvol

14

Bl

NSNS a—Ta Y JRICER
TB3TNVIT TS0, fl . {"API"
. false . "method" @ true}

FRLBEVWTLIZEWV
debugTraceFlags S5 7L a
—T 4 7 ERTLTWT, 551
BOJHE Y THRERGEZIRE
F9,

NFSAR!) a—LF7/IZSMBRY 2
— LDER % RTE

3 IETY nfs. smb £7-
IEnulle NUINZERET D E. T 74
JURTNFSARY a—LDMERIN
F9,

NFSY TV hFTFoa>xhov
—C‘Izt]JOTC U A I\o

Kubernetes7k#ih ) 2 — LD
VAT IVITEEIIA ML —
CUOSATERESNEFIN. Xk
L—SUSRATRIY AT 3
UHHEETINTULARLIZE. Astra
Tridentid A L= Nw O TR
D7 7L TIREINTWS
ROV EFAToaruEFERLE
ER

ARL=S0SZRERHR T 71U
IO NATarhEES
TUWA WSS, Astra TridentlXB8iE
[HF5nfzkEmAR) 2a—LICT
IVNATOIOERELEFE
Ao

FlexVol 7D DK qtree . B
Sh7REaFH (L [50 « 300] TY,

FI7AILE

null

nfs

12004



NTA—=H

smbShare

useREST

GG

MicrosoftEIE 1> —JL % 7=
IXONTAP CLIZfER L TIER SN
7=SMBHEED%H]. Astra Trident
TSMBHBZ{ERM T 5%HI. R
a—LANOEFT7 X z21E
TRHEIINTA—REZZEADE
FICTBIEWTEET,

F> 7L I XADONTAPTIE. D
INTFR=RFFA T3 >TT,

ZDINT A —A|FAmazon FSx for
ONTAPNNw O T > R THETH
D, ZBIZTBIETET XA

ONTAP REST API Z{ER T 578
DT—=V)TIVINTA—=R, * T
AILTLEa—*

useREST l&. T7Z=AHITFLE2
— Y LTREINTVWET, TX
MMRIETIE. ABREDT—70O
— RTIIHREINEHA. IIRE
9B true Astra Trident
|&. ONTAP REST APIZ{EAHL T
Ny IIVREBELEFT, CD
KEBEIC IZoNTAP 9.11. 1L &N A
ETY, £/, FHI onTAP O
T4 >2O—ILIZIENDT Ut X1
PRETY “ontap 7 FUVITr—>
3> ChiEFRIEEREINICEK
STHEENET vsadmin LD

cluster-admin d—JL,

useREST |&. MetroCluster Tldt
R—bFETNTULEHEA,

R a—L7OESaZ>JRONY I Iy RiERA T3>

FT7#ILE

smb-share

LWz

INSDATLareEERALT. OT 74 ETOED aZ VI ZHIEITE LT defaults RED LIS 3
Yo PUCDOWVTIE. UTOREFAZBRL TIZT L,

NTA—=H

spaceAllocation

spaceReserve

snapshotPolicy

Bz
space-allocation for LUN @ O~ >
FziEELEFT

AR—RAN)HFR—=2g>EF—FR
lmonel () Fflx T
volume | (v ?)

59 % Snapshot K1) > —

FI7AILE
IELWTY

15



NTA—=H

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

unixPermissions

snapshotDir

exportPolicy

16

=EA

EREL7Tc R a—LICEIDHTS
QoS RU>—=J)I—TF, AL —
DTNy IITU RIS
QOSPolicy F7zI&
adaptiveQosPolicy D WL\ NH % FE
RLEFT

TR TT47 QoS KR >—4)L—
TIERR LR a—LICEID Y
TEdo ANL—=UTF=ILINY D
I > RZ&iZ QOSPolicy £7zld
adaptiveQosPolicy D WL\ N h % 15
IRLFT,

RBEMICEET D ONTAP-NAS T
lFtrR—rEhEtA

Snapshot 0) BICUH—TENT
WBR) a—LDEIE

ERBSICoO—>EHHNBRTY
whkLET

#FLLAR 22— L TNetApp
Volume Encryption (NVE) %HB%)
ICLEJ, 774 MITY
falseo CDA T a>aEERT
BIclFE. VS AXATNVEDZ 11
YADEREIN. BB >TW
BZRENHBDET,

NAEDNY I LY RTEMICHK >
TW3IEEIE. Astra Trident T O
B3 =2 TNz RTORY
a—LDNAEICEMICED £9,
SMEICDOWVWTIE. UTEEBBLT
{2& LY, "Astra TridentE NVE$H
S UNAEDHEHEERM"

lnonel ZERAT 3EELR) S

2 LOWARY 2 —LODE—FR

ORTEPERTZHELEFT
.snapshot 74 L2 k1

FERITAIIAR—FR) S —

FI7#ILE
M

IR snapshotPolicy i& T
nonel « ENUUMNE T1 T,

LWz

(AIAY-4

ONTAP 9.5 KD HH]D SVM-DR 1%
RO TXFvFoay D]

NFSRY 12— LDBEIK 1777
1« SMBRU 2—LDFEFIFZE (
ZYARL)

(AIAY-4

T7A4IE


https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html
https://docs.netapp.com/ja-jp/trident-2304/trident-reco/security-reco.html

INTX—A 5rEH T4k
securityStyle FLOWAY 2—LDEFXaUTqs NFSDT T A MIETY unixe
HZI\O
SMBDT 7 #JL b ntfso
NFSOHR— bk mixed XY
unix TxX a5+

SMBIZZEHR—FLEXJ mixed $
XU ntts EFa TR

Trident H' Astra T QoS 7R > —FIL—TZFEHET 3ICIE. ONTAP 9.8 LUIEHNHKNETYT, HE
@ INHBV QoS R = —TF=FERBLT. EAVATaFaITy MIERICR) =T IL—

TEBEBRATRICEHELET, HEE QS RUI—JIL—FICLD, TRTOT—270—KD

BEFRIL—TFy MR L TERAERINE T,

RUa—L7OES3aZ>J 0k

FTIHIERERINTVWAEZEXICSRLED,

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
datalIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium
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FlexvVol Z{ERLE T, COFEICED. I—HFIFEREINTz pvc ROEZAAAERAR—IZZE
L. BREINIEAR—ZAEDHDBVRAR—IZHERTELT, v21.07 £DFION— 32T, 21—
H pvc ZEERITZE ( 56iB R¥) . snapshotReserve B 50% ICRESNTWVWBIFEE. EFIAAA
BER AR—XI|F 2.5GiB DHKICHEDET, ChiFE. A—YHEBERLIRY 2 —LL2EKRENTHDHTT
‘snapshotReserve ICI&. TDENEZEIBEL £, Trident 21.07Tld. A—HHMNEKRLIzHDHETIAAHT
BB AR—XTHD. Astra Tridenth'E&E L £9 snapshotReserve R a—LALEKICH T REGE L TR
INET, ICIFBERAINEEA ontap-nas—economy, _ DMEBEDTHEAICDWVWTIE. RDFIZEHEL TL
720,

ABRIIRDEEDTY,

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

snapshotReserve = 50% . PVC E3XR =5GiB D& K 2 —LDEEHT 1 XL 2/0.5=10GB THO. fF
FrIget 1 Xd 5GIB THHD. CNH PVC BERTERINT A XTI, o volume show RDBDEK S
BRERPRTEINF T,

Vserver Volume Aggregate State Available Used%
_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online AW i1eGB 5.80G3 0%

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

LEIOA A =L SDBFED /Ny I T Rid. Astra Trident D7 74 L — REFICEDRD K SICRD a
—LE7OES3Z>ILET. 7Y FIL—RENZER LAY 2—LICDVWTIE. ZEENRMENE LS
ICAR) 2a—LDY A XEZBEITINELHD FT, e ziE. HMBEINTWLWS2GBPVCHETY
snapshotReserve=50 HUgild. EFAAAERAR—IANMGBDARY a—LDMERINTWVWE LT &
ZE R a—LDHYAX%Z 3GBICEETD L. 7IV7r—2 3> DETAHATEER AR—IH 6GIB DR
Ja2—LT3GBICHDXxd,

&=/ \BR DX TE B

RDBNE NFEAEDNTRA=E 2T T4 FDFIICTEIEANLBHREZTLTVWET, Chid. NvIT
VR ZERIBIROLBERFETT,

(D Fw k7w 7 ONTAP T Trident ZfEF L TW3IFEIE. IP 7L XTIZ%< LIF O DNS %
ZHETDCEHRLET,
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&/\BRD#EM <code>ontap-nas-economy</code>

version: 1

storageDriverName: ontap-nas-economy

managementLIF: 10.0
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

-0od

5RO <code>ontap-nas-flexgroup</code>

version: 1
storageDriverName:
managementLIF: 10.0
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

SMBR ! 22— LDRNRDERE

version: 1
backendName: Exampl
storageDriverName:
managementLIF: 10.0
nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ontap-nas-flexgroup
.0.1

eBackend
ontap-nas
.0.1
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FEEAEN— X DERE

hiEe NI TV RDRNBEDHFEHF TYo clientCertificate. clientPrivateKey LY
‘trustedCACertificate (BEINICAZFEEL TWAHRIIA T aY) BICAHTNET
backend.json BLWIE. 7 T4 7> MEAE. WER. EFEINI-CATEHE Dbase64T > 11— R1E
EENENRELEFT,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

B#T I RR— RIS —

COBE. BRIV RAR— RIS —ZFRALTIVRAR— MRS —=2BE8NICERE L UVEIET
3 & 51 Astra Trident ICI8 RT3 AEZ "L TVWET, Chld. THRERBRICHEREL £ ontap-nas-
economy 8 & ontap-nas-flexgroup FZF1/\,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPV67 RL XEFEHRALTWS

CDHFE. ZRLTWE Y managementLIF IPv6 7 RL X ZERAL TL 3,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB7R ) 12— L% {EHA L 7=Amazon FSx for ONTAP

o smbShare SMB/R) 12— L% fER T BFSx for ONTAPDIEE. /NTAXA—ZIINHBETT,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

TRET—II 2 ERATENY 7T FOAI

ULFICRTH Y FINDNYIIVRERT 7AILTIE ROLSBRHEDT 7AILEDBRIRTOI L=
—JLICERESINTUWET, spaceReserve L1 DIFEIE. spaceAllocation EDFRD encryption
RITINET, RET—ILIF. ARL—2€02 3> TERELETD

Astra Tridentld. [Comments]7 « =L RICTOES 3 ZV I IRIVZRELF T, X2 MMEIRDFlexVollZ

RESINTWET © ontap-nas F7cl&FlexGroup for ontap-nas-flexgroup. Astra Tridentld. FOEY
AZVIRICRET—IILEICHZ IR TDOIRNILZEZZA N L—UR) a—AICOAE—=LEYT, A NL—UEEE
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3 AR T =ILTEICINILZERLIED, RUa—LZINILTTIL—FELIEDTEET,

NSDHITIE. —BEDRA L= F—=)LDHMED spaceReserve. spaceAllocation KXY
‘encryption fB. BRrUV—BDT=IIETI7HIL MELDBHEBEINE T,
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ONTAP NASOD

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin

password: <passwo

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
- labels:
department: 1
creditpoints:
zone: us_east 1
defaults:
spaceReserve:

encryption: '

: ontap—-nas
.0.0.1

rd>
nfsvers=4

one
lse'
dard

e
d-cluster-1

a

volume
true'
ns: '0755"

licy: adaptive-premium

b

none
true'
ns: '0755"

egal
'5000'"
b

none

true'

unixPermissions: '0755"

- labels:

23
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup Dl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET



ONTAP NAST O/ = —Dfl

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:



spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

I\ I R% StorageClasses I(CN¥vE>YI LET

JRDStorageClassE&EIE. ZBRL TV, [(RET—IzERTENv I RO, ZERT3
parameters.selector 7« —JL R Tld. FStorageClassh’R!) 2 —LDHKRR MIERTETZRET—IL%
MUOHLET. RUa—LICE BRLEEERT-IILRTERINLERDEHD X,

* o protection-gold StorageClassld. ontap-nas-flexgroup /AW I IV R ! d—JLRLARILDFE
EERETEIHE—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: netapp.io/trident
parameters:

selector: "protection=gold"

fsType: "ext4d"

* . protection-not-gold StorageClassid. NDIHBH C4BHDORES—ILICIVvEY T ENET,
ontap-nas-flexgroup /NI IV R | @BUANDREL NI ZIRETEIHE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClass|idHRD4FEEDRE T —ILICY Y E YT ENE T, ontap-nas /\w I T
YR SRR mysqldbZ A T FURDZR L — U F— LR 2T 3E—0D T — LT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* [l protection-silver-creditpoints-20k StorageClassid. ontap-nas-flexgroup /\WwI IV
RIDILN—=LARILDREE2000007 LSy bRA Y bR TZ2H—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassld. ontap-nas NV I IV READ2EFEBDREF—IL ontap-
nas-economy /N\WZ IR I IN5IE 50000 L2y hRA Y N EFDOM—DOS—ILAT 7 )T T
ER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Tridenth'. EDRET—IILZBIRTZHZHBIL. AL —CBHZERICHLIELSICLET,

E# datalIF FIEAERER

HARERICT —HLIFEZEE I 3ICIE. XOOAT Y REERITLT, B INT—42LFEFHRLWLWANY I T Y
RJSONT 71 ILICIBEL £ 9,
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tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ PVCHM DU EDR Y RICEHINTULIIHEIE. WHTBRIIARTORY REEFELELTHS.
LOWTF—ALIFZBMICT 3 =DICHEFREICEIHNELNHD X,
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