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grep "aes" /proc/cpuinfo
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {

"luksEncryption": "true"
}
by
{
"labels":{"luks": "false"},
"zone":"us east la",
"defaults": {
"luksEncryption": "false"

by

2. {£f parameters.selector LUKSEES{tZFERAL TR ML= T—ILEERT D HE. fl:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: netapp.io/trident
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA

HiER
LUKSTES{LE TR 2 —LALld. ONTAP OERHIFREEREZFBETET FEA.

LUKS R a—L%EZAVR—bFB-0HD/N VI T RIER

LUKSTR 2a—L%ZAVHR—bTBICIE. ZRETIHUNENHD £J luksEncryption #7T : (true Ny
IYVRICHBDET, o luksEncryption optionZIEET B & K 2 —LHDLUKSERLH E S Hh'Astra
TridentlBEI SN E T (true) FFIFLUKSEHTIEH D £FEA (false) 27U VI LET,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKS/NX 7L —X%xO0—757—>3 > LEd
LUKSODNZR 7L —X%xO—7—>3 > L TA—7T—>3 Vv aHRTEET,
INZAT7L—XI&. R a—L. Snapshot, >—2TLw N TERINGBARDZICEZHERTDE
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1. %BNL £ 9 node-publish-secret-name # & f node-publish-secret-namespace
StorageClass/\Z X —%, i :

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. RV 2a—LF7IFSnapshotDBEFDNR T L —XZHEL F7,
Ra—L

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

AFw Ty bk

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. RUa—LODLUKSY—I Ly hZEHLT. HILWANRTL—XERIDNRTL—IXZBELFT,
#8L X9 previous-luke-passphrase-name & U previous-luks-passphrase BID/NA T L —
ArBELCICLEY,



apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4 RUa—LEIIVEIBHLWRY REERLEY, CdO—T—> 3V ZFRT37HICHET
ER

S. NRT7L—=XPWO—F—rarvInf-Crxz®RLEd,
A)a—LA

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]

AFrvyTIravh

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

FER

INZAT7L—=XI&. K1) a—LESnapshotiCHFiLWNR T L —XDAMNERINTceFICO—FT—>a>ydnk
L/TL_.O

@ T ZIE 2DDINRT L —XDREINTIHFF R E TY "luksPassphraseNames: ['B", "A" [El#R
HARZTLTY, MEERTT37DIC. HILWRYRENJHATEET,

R a—LDIRZEZBMNCLET
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FIE
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2. %#BML £9 node-expand-secret-name H KU node-expand-secret-namespace StorageClass
INTAX—%, fl:
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apiVersion:

kind:

StorageClass

metadata:

name: luks

storage.k8s.io/vl1

provisioner: netapp.io/trident

parameters:

selector:
csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s

"luks=true"
.k8s.
.k8s.

io/node-stage-secret-name: luks-

io/node-stage-secret-namespace:

io/node-expand-secret-namespace:

allowVolumeExpansion: true

FER

${pvc.name}
${pvc.namespace}

.1o0/node-expand-secret-name: luks-${pvc.name}
.k8s.

S{pvc.namespace}
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