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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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* clientCertificate : Base64 TIL > 1— RENiI 547> MNEERZDE,
* clientPrivateKey : Base64 TI > d— R &Nfc. BETIT SNI-MERDE,
* trustedCACertifate: S8 117- CASEFAZE (D Base64 T > 11— R, (SEI N CAZFERT 3 HES L.
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Name (CN ; #iB%) #8XELFT,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"
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WABOEEMERH D £, ERETETS CANMERINTULWEWESIZERLET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. ONTAP U SRZICUZAT Y MEAE L F—Z 1V X —ILLEY (FIE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4 ONTAP X aUF O 4 YOI THR—EFEINTVWBR I EMHRT B cert S2EAH T

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

S AR T NI-EIPFAEZE % FEH L TEREL%E T X FONTAP BI2 LIF > ¥ <vserver name> (&, BIELIFDIP 7 K
LABEELVP SYM BICEZTHEZTLIET VL, LIFOY—EXR)—HICERESNTWVWS 2 HERT 20
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

fems=msm=ma== fomemmeseso====== e e
o fro— e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o e
R fremememm=s 4

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R et fremsmeesecso====== R
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backendo

cat cert-backend-updated.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fomm - fom e o -
e e i+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R fremememessessa=== fessmssee s se s o s s s e e
f======= fememe===s 4

| NasBackend | ontap-nas | 98el9b74-aecT-4a3d-8dcf-128e5033b214 |
online | 9 |

femsmmmmmma== fomsmsesasas===== fes=ss=ssssscscscssossssssssssssssssa=s
e fro— e +
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version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""

chapTargetUsername:
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd
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kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C HEIMER SN =zMHEELE T,

vserver cifs share show -share-name share name
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NAEDINY I TV RTEMICHER>TWVWRIBE
|&. Astra TridentTcOES aZ>JENicIRTO
R 2a—LHNAEICBEMICED £95,

SEHICOWTIE. UTZBBRLTLIETL, "Astra
TridentE NVEdH K U'NAEDIREERE"

Tnones %fEAT ZMEEILLKR) > — ONTAP 9.5k D 5i(DSVM-DREZE

DB &L snapshot-only

FLOWARY 2 —LDOE—FR NFSRY 12— LDBEIK 1777
1« SMBRU 2—LDBFEIFZE (
Za7aL)

ICT7 01X 2EBREBEELEY, .snapshot T4 LLWZX

L2 KU

ERITBRIIVAR—bFR)S— FT7AILE

FLOWAYa2a—LDEX2) T HRo NFSDOT 7 # )L FETY unixo

NFSOHYR— bk mixed BLX P unix FaV57«H SMBOT T AL b . ntfso
o

SMBIZZEHR—FLEFI mixed BLU ntfs £Fa
D71 R

Trident h' Astra T QoS R > —JIL—F%=FEHRT 3IZIE&. ONTAP 9.8 LIEHNNETYT, HE

@ SNBWVWQoS RS —JII—T%2FERALT. EAVXTaFaLy MIERICAR) >—F)L—
TEBRATACEHRELEST, HE QS RUI—FIL—FICLD, IRTOT—I0—RD
B RIL—TFy MIF L TERAERINE T,

Aa—L7OESa=Z>J7 0

TI7AIEDHERSINTVBAIZRICTLET,
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

DIHE ontap-nas & ontap-nas-flexgroups TridentHFATICEHEZER L T Flexvol OH AT
X hsnapshotReserveDENFGEPVCTIELSRESINTWVWBR EZHERITBLIICHBDE LT I—HH
PVC ZEKTB Y. Astra Trident (& FILLWHEZFEHRAL T SDZLDAR—IZHFEDITD
Flexvol ZEL T, COFHEICLD. I—HIFERINL pvc HOEFTAATERIR—IZZEF
L. BERENTCAR—REIDBHBDBRVAR—IAZHFRTEE I, v21.07 LOFION—2 3> TR 21—
H pvc ZERTBE ( 5GiB HR¥) . snapshotReserve H 508 ICERESTNTUVBRIHE. EFAAA
BERAR—RIE 2.5GiB DAICHEDFE T, ChlE. I—HFHERLIEA) 2 —LL2BEELHTHBI7HTT
‘snapshotReserve [CI&. FDENEZIBEL £, Trident 21.07TlE. A—HFHERL=HDHE FIAHA]
BERAR—XTHD. Astra Tridenth'E#&E L £ snapshotReserve Rl a—L2EICHTIEIGE L TR
INEY, ICIFEHINEFEA ontap-nas-economyo C DEBEDEREAICDWVWTIE. XDz L TL
7230,

FARIEIRODEEDTY,

Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)

snapshotReserve = 50% . PVC E3R =5GiB D&, Kl 2 —LDEET 1 XX 2/0.5=10GB THO. fF
FrlgERS 1 XL 5GIB THOH. TNH PVC BERTERINIH A XTYT, o volume show XDFID LS
BIERIRIEINET,
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Vserver Lui tat 'pe Size Available Used%

online RW 18GB Da
pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

UHIOA VA R—=ILDSDBEED/N YT T Rid. AstraTrident D 7w 75 L — REIZEIRD L SICARY 2
—LE7OES3ZVILET, 7Y FIL—RENZER LR 2—LALICDVWTIE. ZBEARRMENE LS
ICAR) 2a— LDV A XEBEITINELHD FT, e ziE. MBEINTWLWS2GBPVCHRETY
snapshotReserve=50 HUgjld. EFAAAERIAR—INMGBDARY a—LDMERINTWVWE LT &
ZIE. R a—LDHY A X%E3GCBICEETDE. 7FX)T5—2a3 > DEZTAAHABERAR—IN 6GIB DR
Ja—LT3GBICKEDFET,

&=/ \RDERTE B

RDBNE NFEAEDNFTRA—=FZ2T T4 FDIIICTEIEANLBHREZTLTVWET, Chid. NvIT
VR ZERIBIROLBERFETT,

@ Z*w k7w ONTAP T Trident ZERA L TW3I5EIE. IP 7RLXTIEAH < LIF D DNS %
HIEETHCEWMRELET,

ONTAP NASIT ./ = —0f)

version: 1

storageDriverName: ontap-nas—-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup D

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

18



MetroClusterD |

2AYFFA—=N="PRAYFNYIDERTRICNYIIY RERZFETEHITIHNENBVLSICN
WOLYREHRETCEFET, "SVMLTUT—o 3> N0

O—LLRABRAYFF—N—C XAy FNy I %RITTBICIF. managementLIF ZHBEL £,
dataLIF &V svm /INT X =526 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB7R ) 2 — LD

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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SERAEAN— X DFREED A

hiEe NI TV RDRNBEDHFEHF TYo clientCertificate. clientPrivateKey LY
‘trustedCACertificate (BEINICAZFEEL TWAHRIIA T aY) BICAHTNET
backend.json BLWIE. 7 T4 7> MEAE. WER. EFEINI-CATEHE Dbase64T > 11— R1E
EENENRELEFT,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BET Y AR— bR S —Df)

COBE. BRIV RAR— RIS —ZFRALTIVRAR— MRS —=2BE8NICERE L UVEIET
3 & 51 Astra Trident ICI8 RT3 AEZ "L TVWET, Chld. THRERBRICHEREL £ ontap-nas-
economy 8 & ontap-nas-flexgroup FZF1/\,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv67” K L XDl

CDHFE. ZRLTWE Y managementLIF IPv6 7 RL X ZERAL TL 3,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB7R ) 12— L% {EHA L 7=Amazon FSx for ONTAP D

o smbShare SMB/R) 12— L% fER T BFSx for ONTAPDIEE. /NTAXA—ZIINHBETT,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

TRET—II 2 ERATENY 7T FOAI

ULFRICRTH Y FINDNYIIVRERT 7AILTIE ROLSBRHEDT 7AILEDBRIRTOI L=
—JLICERESINTUWET, spaceReserve L1 DIFEIE. spaceAllocation EDFRD encryption
RITINET, RET—ILIF. ARL—2€02 3> TERELETD

Astra TridentTld. [Comments]7 « —/LRICTOES 3 Z VI IRILDERESNE T, IAXY MIK

DFIexVollIZBRE SN TULWE T | ontap-nas X 7zldFlexGroup for ontap-nas-flexgroup. Astra Trident
IE. 7OED aZVIRICIRET—ILEICHZ IR TDIRNILEZA L =YK ) a—AICaAE—=LEYd, X b
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L—UBBEI RET-ILIEICINILZERLIED. RUa2—LZINILTIIL—HELIEDTEEXT,

NSDHITIE. —BEDRA L= F—=)LDHMED spaceReserve. spaceAllocation KXY
‘encryption fB. BRrUV—BDT=IIETI7HIL MELDBHEBEINE T,
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ONTAP NASOD

version: 1
storageDriverName
managementLIF: 10
svm: svm nfs
username: admin

password: <passwo

nfsMountOptions:

defaults:
spaceReserve: n
encryption: 'fa

gosPolicy: stan
labels:
store: nas_stor
k8scluster: pro
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
adaptiveQosPo
- labels:
app: slack
cost: '75"
zone: us east 1
defaults:
spaceReserve:
encryption: '
unixPermissio
- labels:
department: 1
creditpoints:
zone: us_east 1
defaults:
spaceReserve:

encryption: '

: ontap—-nas
.0.0.1

rd>
nfsvers=4

one
lse'
dard

e
d-cluster-1

a

volume
true'
ns: '0755"

licy: adaptive-premium

b

none
true'
ns: '0755"

egal
'5000'"
b

none

true'

unixPermissions: '0755"

- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup Dl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET



ONTAP NAST O/ = —Dfl

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:



spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

I\ I R% StorageClasses I(CN¥vE>YI LET

JRDStorageClassE&EIE. ZBRL TV, [(RET—IzERTENv I RO, ZERT3
parameters.selector 7« —JL R Tld. FStorageClassh’R!) 2 —LDHKRR MIERTETZRET—IL%
MUOHLET. RUa—LICE BRLEEERT-IILRTERINLERDEHD X,

* o protection-gold StorageClassld. ontap-nas-flexgroup /AW I IV R ! d—JLRLARILDFE
EERETEIHE—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-gold
provisioner: netapp.io/trident
parameters:

selector: "protection=gold"

fsType: "ext4d"

* . protection-not-gold StorageClassid. NDIHBH C4BHDORES—ILICIVvEY T ENET,
ontap-nas-flexgroup /NI IV R | @BUANDREL NI ZIRETEIHE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClass|idHRD4FEEDRE T —ILICY Y E YT ENE T, ontap-nas /\w I T
YR SRR mysqldbZ A T FURDZR L — U F— LR 2T 3E—0D T — LT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* [l protection-silver-creditpoints-20k StorageClassid. ontap-nas-flexgroup /\WwI IV
RIDILN—=LARILDREE2000007 LSy bRA Y bR TZ2H—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassld. ontap-nas NV I IV READ2EFEBDREF—IL ontap-
nas-economy /N\WZ IR I IN5IE 50000 L2y hRA Y N EFDOM—DOS—ILAT 7 )T T
ER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Tridenth'. EDRET—IILZBIRTZHZHBIL. AL —CBHZERICHLIELSICLET,

E# datalIF FIEAERER

HARERICT —HLIFEZEE I 3ICIE. XOOAT Y REERITLT, B INT—42LFEFHRLWLWANY I T Y
RJSONT 71 ILICIBEL £ 9,
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tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ PVCHM DU EDR Y RICEHINTULIIHEIE. WHTBRIIARTORY REEFELELTHS.
LOWTF—ALIFZBMICT 3 =DICHEFREICEIHNELNHD X,
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