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"storage": [
{
"labels":{"luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {#f parameters.selector LUKSEESILEFHAL TR ML —JT—IILZEET D H7E. fl:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: netapp.io/trident
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. LUKSKXRTL—X&2EL—IL v b EERLET, fl:

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A

luks-passphrase: secretA
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TridentiCIBHIEINE T (true) FIIFLUKSERLTIEH D FHA (false) 27U wILET,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

LUKSNX 7L —X%=0O—57—>a>LEd
LUKSONR 7L —X%=O—F7—>a> Ll cO—7—>a3 > VEERTEEd,

INZATL—ZXI&. RJ a—L. Snapshot, >—2U L w hTBRINGB BRI EHRIZE
(D TEABLTESL, BRIATVE/NZRTL—IREDNEBE, KU a—LEID> b
TEY, Fo SNBSS N EET LR TER BB LABD E T

CDRRAIICDWT

LUKSNXX 7L —=XoO—7—>avid. Ra—L%=IT> RT3 RY RH. FiILLLUKS/NX 7L —XD
EERBICERINI-ESICTONE T, FTLULWRY RAER T LB &, Astra Tridentld7R 1) 2 — LA DLUKS/Y
2TL—X%2o—0Ly DT IT14TRINZATL—X B LET,

ARV A—LDNRTL—XN—U Ly b TT7IT4TRBNRATL—X—HLABWEE., O—7—>3
UHERITEINFT,
ARV A—LDNRTL—=XN—ILy bDT7 T4 TBRNRATL—XE—HT35EI1F. 28RBLTL
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FIE

1. ZEBMLEY node-publish-secret-name & node-publish-secret-namespace
StorageClass/\Z X —%, i :



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. R a—LF7IESnapshotDBIFD/NZ T L —XZREL F£75
A)a—L4

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

AFTwToawhk

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]

3 R)a—LODLUKSY—2U Ly bZBEFHLT. ILWANRTL—XLRIDNRTL—XZIBEL T, HE
#8L £ 9 previous-luke-passphrase-name & previous-luks-passphrase BID/NZA T L —
XEELICLETD,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA
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ER
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

AFw Ty bk

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
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apiVersion:

kind:

StorageClass

metadata:

name: luks

storage.k8s.io/vl1

provisioner: netapp.io/trident

parameters:

selector:
csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s

"luks=true"
.k8s.
.k8s.

io/node-stage-secret-name: luks-

io/node-stage-secret-namespace:

io/node-expand-secret-namespace:

allowVolumeExpansion: true

FER

${pvc.name}
${pvc.namespace}

.1o0/node-expand-secret-name: luks-${pvc.name}
.k8s.

S{pvc.namespace}
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