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"Azure R—RILEFERALTO—ILZEIDHTEI,

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
1,
"permissions": [

{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",


https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-quickstart-set-up-account-create-volumes
https://azure.microsoft.com/en-us/services/netapp/
https://azure.microsoft.com/en-us/services/netapp/
https://azure.microsoft.com/en-us/services/netapp/
https://azure.microsoft.com/en-us/services/netapp/
https://azure.microsoft.com/en-us/services/netapp/
https://azure.microsoft.com/en-us/services/netapp/
https://azure.microsoft.com/en-us/services/netapp/
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-set-up-capacity-pool
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/active-directory/develop/howto-create-service-principal-portal
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://docs.microsoft.com/en-us/azure/role-based-access-control/built-in-roles
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/custom-roles-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/en-us/azure/role-based-access-control/role-assignments-portal

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

"
’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

e"’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele
te",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r
ead",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations

/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",

"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'
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version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%le5713aa
clientSecret: SECRET

location: eastus

Bl2 . BES—ILTIIRZFERLEEEDY —EXLRILERE

CDONYIIYREBETIE. AzurellRY) 2 —LDEREETNE T eastus DHFAF Ultra BRETS—IL
. Astra Tridentld. & DIFFFDAzure NetApp FilesiICEZEINTVWBIIARTOY TRy b Z BHINICKRE
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version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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ZfEFA L £9 parameter.selector ZIBE CEF XY StorageClass " a—L%Z KA MTB=HICFER
TNBRET =) R a—LiZiF. BIRLET-ILTERINERDHD £,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true

SMB7R ) 12— LDEEHS

ZfEA L £9 nasType. ‘node-stage-secret-name’$ & Uf ‘node-stage-secret-namespace’ Z{#H L T. SMB
R a—LEIEEL. %EXRActive DirectoryZ LTV v ILEIEETE XS,

11



Bl TITAINPR—LAR—RADERETE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

B2 Z—LRAR—RATEICERDZ =Ly b 2ERTS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

B3RV a—LIEICRBRBS—TI Ly b 2ERTS

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

12



@ nasType: “smb SMBRU a1—LZHR—rFTEZ3T—ILTITIAINRZ)YILET, nasType:
‘nfs £7ld nasType: "null NFST—=I)LICW LTI ZzEALET,

NIV RZEERLET
NV IV RBRT7 71IVEER L5, KOO RERITLED,

tridentctl create backend -f <backend-file>

Ny I I ROERICKELIESZEIE. Ny IIY ROREICEAIEEDNHD T, ROARYRZRITIS
& OJZRRLTREZHETET XY,

tridentctl logs
BT 7L CREEZRFEL TEBIELS. create XY REBERITTE XY,

Google Cloud/\'v 2 I > KFHICCloud Volumes Service = 5%
ELET

% k77w 7FCloud Volumes Service for Google Cloud%z Astra Trident®/\w I TV R &
LTHEMT 2AEZ. RESNTVWAEREAIZFERL THBELET,

Google Cloud K 5 -1 /XD £

Astra TridentD45R gcp-cvs VT RRZEBEITBIR A /Ne Y R—FINTWVWBET7IEIXE—R
l&. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(RWX). ReadWriteOncePod(RWOP)T
ER

(N2 A ZOr3l RA)a—LE HR—-—PINTVWET7IER HYR—FINZT71ILIR
-k t—FK T L

gcp-cvs NFS T74IL X RWO. ROX. RWX. RWOP nfs
T L

Cloud Volumes Service for Google CloudiZ%f 9 % Astra Tridenttf 7R — ~ DFEl%E CHE
TV

Tridenth'Cloud Volumes Service 7R ) 2 —LZ{ERTE 2 DIE. 2D2DS5ED1DTY "h—E X X1 T

* *CVS - Performance * : &7 #JL k DAstra Tridenttt —EX 240 7, NT A=< IADRBELTNIZD
H—EXZATE NT =XV RAZERTIABRIEOT—JO0—RICRETY, CVS-NT#+—T
AP —EX2AFE. 14 XHM00GBULEDRY) 2 —L%EHR—KFTZN—RITT7HTF>3>TT, D
WINHEERTEET 300 —EZLAJL":

° standard
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° premium

° extreme

**CVS*:CVSH—E XA TIF. FRBEDNT +—IVALRNIIICHRINI-ELANILOEAMEEIRE
L¥xd, CVSH—ERXZAFIF. ARL—=SF— L% FEHRALTIGBREDAR) a—LEHYR—F33Y 7
fOTT7AFa3>Tdo ANL—=UT—ILICIERASOBEDR) 2a—LEEHZEHNTE. IRTOR
Ja—LTT—ILDBEENT A—IVAEHETEZT, OLWVITNHERBIRTE X 200 —E XL

NI

° standardsw

° zoneredundantstandardsw

BEZHD

w/E L THEAL £ "Cloud Volumes Service for Google Cloud" /N 2 T RICIFRDEHDHHBRETT,

* NetApp Cloud Volumes Service TaX7E < 117=Google Cloud 77 A7 > ~
* Google Cloud 7AT > r7FOP Y +ES
* Z{#EH 9 % Google Cloudtt—E X7 /77> k netappcloudvolumes.admin A—)L

* Cloud Volumes Service 71> FDAPIZF—T 711

INY O ITYRERA T3>

ENYIIYRIF. 12D Google Cloud V=3 Vi) a—Lz7OES 3 Z>JLEY, D) —2 3
VICRY a—LEERT 3B NI IV REBMTEERLET,

INTA—H
version
storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber
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NTA—=H

apiRegion

apiKey

proxyURL

nfsMountOptions

limitVolumeSize

servicelLevel

network

debugTraceFlags

GG

Astra Tridenth*Cloud Volumes Service 7R 1) 2 — L%
R 9 3Google Cloud!) —> 3>, -3
MDKubernetesV 5 XA X Z1ER T 2iHE1E. ICIERLE
N7=7R1) 21— L apiRegion E#DGoogle Cloud!) —
O3> D/ —RTRTyPa—-I)leniz7—-0—RT
FERATEFXY,

V=23 YB 270 v I3 EBMAX M ERESHER
EE

% fEM L 7=Google Cloudt*—E X717 > FDAPIF

— netappcloudvolumes.admin A—)JLl,

CDLAR—FICIE. Google Cloud H—ERX7HT >
NOMEERT 7LD JSON RO AV T YHE
FNTVWET NV IIVREBHR 7 71ILICEDEZF
AE—ENhZEY) o

CVS7HT Y EADEFICTOF > —N\DRELRIG
alE. 7OFxFURLZIEEL X9, 7OF>H—NIC
l&. HTTP Z7OF > FIE HTTPS 7OF > %#EAHT
TXY,

HTTPS 7OF¥ > DFE. 7OF>H—N\THZE%
SIFRE % RT3 7-OICFREDRIEIEIRF v TEh
x93,

I ERICHE - TWA OF o —NFHR—r T
NnNTWLWEtEA-
NFS YUY hA TS a3 >DEHMH 7 HIE,

ERENAR) a—LYA XN DEZBZ TSRS
alx7Ooesaz-yInkBLEd,

FLWRY2—LDCVS -NTH#—IX >V ALRNILF T
lFCVSHF—E XL AL,

CVS -NT #—<I > ADMEIFTY standard.

premium’ 7ol “extreme,

CVSOD{EIZTY standardsw 7=

zoneredundantstandardswo

Cloud Volumes Service 7R ') 2 — LIZ{FEHE 9 % Google
Cloudxw k7 —7,

ESTdWNoa—Ta Y IRICERTZTNYIT TS
s Bl P \{"api":false, "method":true}o

bSTNSa—Ta 2T 7> TEMBOIT I TH

MHERIZRZRE. COF TP aviFERLEVT
2T

FT7#ILE

"nfsvers=3 "

" (T 7 #I)L b TIHERA
TNEEA)

CVS-NT#—IXVADT
7 #JL k& TStandardl
T9,

CVSOTF 7 # I k
l"standardsw" T 9o

FI7AILE

null
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NTA—=H

allowedTopologies

B T7#I b

IO =3 TF o AZ2B/MICT BICIE.
(MStorageClassEx=FHALFT
allowedTopologies IRTD) =23 >%ZH3
MENHBD £,

B

- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

Ra—Lp7OESaZ>JxFoaYy

T T4 DR 2a—LT7AOED 3=V J%ZHEITEE T defaults BT 7 1ILDEI S 320

NTA—=H

exportRule

snapshotDir

snapshotReserve

size

Bz FI7AILE

FLWRYa—LDIT I RKR—F "0.0.0.0/0"
JL—JL, CIDRZRED IPv4 7 R L
2FRIFIPVA T TRy FOEED
HAELEEH VI TXY>THE

EITI3HNENHD X,
IC72UEALEXY .snapshot 7 LWWZ
1 LI KV
Snapshot BICUH#F—7ENTW3 ™ (CVSDT7AIIMEZZDFE
R a—LDEE FfEH)
FILWARY a—LDH1 X, CVS-NT7#—X VAP —EZRD#
A4 7T 7 4J)L 5T MM00GiIB] T
CVS -/N\7 #—< > Am/ME ER
[¥100GIBT9,
CVSH—EXDRA FTIFT 7 =+
CVS&/IMEIF1GIBTJ, IWEDRESNEEAD. 1GBU

ERBETT,

CVS -NT #—Y VR —EXDBEEDA

RDBNE. CVS -NT #—X VAP —EXRXA TOHREFZRLTVWET,
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1 RNBROIER

HUE. TIAILERD THEEE ) H—EXLARILTTI7HILEDCVSNT =TV AY—ERX XA THE
BI3& NNV IIYREBETY,

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
XsYgogyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
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auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



2 : F—EXLANILDOHEE

COBFE. T—ERLRILRR) a—LDOTIFIERE NIV RERA 72322 RLTULE
ER

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"'
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
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auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '5'
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
size: 5Ti



B3 : RAE T — L DR

CDEITIF. ZFEALEXY storage RET—ILELUVZHREL X StorageClasses TNIEENSZ
BESRYT 3, 28RBL KTV AL —DUFRDER]| 27V v I LT ARL—U TS IADE
EHLEZHRELET,

CCTlE. IRTOREBT=ILICH L THEDT 74 EDREIN. TRTORET—ILICTF L TH
BREENZET snapshotReserve 5%E LUV TH B exportRule Z0.0.0.00ICKRELFT, RET—IL
3. TEEINZET storage TIP3, @ 4 ORET—ILICIEFEFNZENIHBEOEENHDXT
servicelevel P wP 3. —HODT=ILTTI7HIMEDREEZTEINET, T—ILEXAT S
1=®Ic. RET—ILDOINIILEZFERLELE “performance KLU protections

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"'

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m



znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zqg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard



servicelevel: standard

ANL—=COZRDEE
R(DStorageClassEFEId. RIET—I/LOEHAICERINE T, AL £9 parameters.selector Tld. R

Ja—LDRAMIERTBIHRET—IILZA L =20 F3RATEIEEETEEXR T, RUa—LIZIE BERLT:
T TERSNLERZDNHD XTI,
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AbL—=205Z200F)
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"



allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

*RIIDA ML —UU TR (cvs-extreme-extra-protection) Z&RAIDRET—ILICYVEYILE
To AT w723y bFHN10% DIEBICEVWNT +—I VA ZREITEI2HE—DTS—IL T,

*REDAML—UUF R (cvs-extra-protection) AFT w73y bFHHN0%DIANL—UF—)L
ZHEOHLET, Tridentht., CDRET—ILZEERTZIHDZREL. ATy TP a3y b FHOEHIFEL
INTVWBZezERELET,

CVSH—E X X1 TDHI
ROBIE. CVSH—ERZ2A TOREFAERLTVET,

25



1 : /BB

NiE. BFERTZNYIIY RORIMEBRTY storageClass CVSH—EXZA T T T4l %35
9 BICIE standardsw Y—E XL ANJL :

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com

26



client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw

27
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PARL=T—ILOER

CDNYIIYRBEDHTIE. ZFEHAL T storagePools ARL—JT—ILZRRELE T

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'



auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

ROFIE
Ny DTy RIERT 7 A VEER LIS, ROAT Y RERITLET,

tridentctl create backend -f <backend-file>

Ny TV ROERICKBLIESZSGIF. Ny I I FOREICANMEENHD £, ROAXV FZ2ERITIT S
& OJZRTLTREZHETET XY,

tridentctl logs
BR7 7L TRBEEZBELTEBIELS. create ANV REBERTTETE I,

- n A\ B\ —_— I_l_I
NetApp HCI % 7:|% SolidFire N\ TV REZHBELET
Astra Trident-f > X b —LIRIETElement/\w 7 T Rz L THER Y 3 AHE% CHERR
<TET Ly
Element K 5 -1 /\D
Astra TridentD4#§K solidfire-san V7 RAREBFEITDOHDA ML= RS540\, HR—FETNMTWE T
7t XE— K&, ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(RWX)
« ReadWriteOncePod(RWOP)T ¥,
o solidfire-san A L —U RS /NIE. file_and block volumeE—RZHR—ELTWET, 20U w

2 L %7 FilesystemvolumeMode. Astra Tridenth7 R 2 —L%&EER L. 771N AT LEZER T 711
> 2T LDA A TiX StorageClass THEEINE 75

29



RSN ZOok3alL A)a—LE—FR HER-—FIhTWE HR-—LENBZT7

TIOEXE—NR AL T LA
solidfire-san iISCSI JOwvy RWO. ROX. RWX 7714 RTFLH
. RwWoP HOFHA raw 7
Ay 77NART
ER
solidfire-san iISCSI T7A4IWN AT L RWO. RWOP xfs. ext3. ext4

EEZ RS B HIIC
Element/\w o T > REZ1ERR T BHIIC. ROBHRHAUNBIZHED £9,

*Element V7 b x7%2FET93. Y R—EEROISL—J P X T Lo
* NetApp HCI / SolidFire 7 5 R R BBE X -IIAR) a—LZEBEBTES TV M A—HFDILT>I vl
* FARTD Kubernetes 7—H—/ — RICEY]Z iISCSIY—ILEZA VA N=)LTIRNELRHD £T, 280
LTLIEEW" D —h—/ — ROERER"
NV O ITY RERA T3>

NYIIYREBEA TSI ICDOVWTIE. XOREZSB LTIV,

INTX—H Bz FT7#I bk
version = |
storageDriverName AML—= R4 ND%H] ®IC T solidfire-san-]
backendName ARABZLBFEIERA ML= Ny rscsl_j1 + ZkL—< (iscsl
JIVR ) IP 77 KL X SolidFire
Endpoint THEDOLTUIvILZER
9 3 SolidFire 7 2 XX ®D MVIP
SVIP Z2kL— (iSCSI) DIP7RL
R ER— b
labels AU a—LISBERTZIEED M
JSON e D S RILDE Y k)
TenantName ERTZ T (BoHh56R
WSS IC1ERR)
InitiatorIFace iSCSI S 714 vIEREDERAN TT7AIL K
AR—T A RCHRBRLET
UseCHAP CHAPZ{EARA L TiSCSIZEREL X ELWTTY
9. Astra TridentidCHAP % {£ /8
AccessGroups BRTZT7VERJIL—FIDD)  Ttrident] EWSERIDTIER
Xk TJI—70OID=&EERLXT,
Types QoS D ft#k

30


https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html
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https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html
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https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html
https://docs.netapp.com/ja-jp/trident-2307/trident-use/worker-node-prep.html

INTAX—R 5rEH TTA4ILE

limitVolumeSize BRINFEAR) 2a—LYA XN “ (F7AILMTIFEAINEFEA
DEZBZTW3EE. 7OEY )
IZVINKRMLET

debugTraceFlags ESTINSa—Ta JRICER  null
TB3TNYITTST, Bl {"API"
. false . "method" @ true}

@ ERLABRWVWTLZE V) debugTraceFlags F 27> a—F70 >J&2FTLTVWT., a0
IR THRERIGEZRTET,

1 : DNy R solidfire-san 3TEDR) a—L=x{EATERZAN

ROBE. CHAP SRR TA/NVIIVR T 71ILE. FED QoS RitxZ@EAL 3 DDAR) 2 —LA&
ATDETIVIZRLTVWET, EDHEIE. ZFEBALTEA ML —CO0S X2 FEHTRESICEELET
IOPS AL =05 XADINT A=A,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
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B2:DODNYIIVRERMNL—U OS5 ADETE solidfire-san IREF—ILEZ{BAT-
(N2 AN

CDFE. RET—ILEeHIC. ENS5%EBIB Y BStorageClassesE EHICEBR TN TVWBINY I IV RES
T77MILZRLTVWET,

Astra Tridentld. A L= =L EICHEIRNILZ, 7OEDSaZVIRICNY I I RX ML—2LUNIC
dE—LEzd. ANL—UBEBEIF. RET—ILSCICIRNILEEZLIED, R a—LESRNILTYIL—TF
ILLIEDOTEXY,

LFICRISNYIIVREZRT 7IILDHTIE. TRTDRA ML= F—=ILICR L THEHEDT 7 2L RHRE
INTVET, CNICED. DERESNET type VILN—s RET—ILIE. TEEINET storage T
3>, TOPTIE. —BRORA ML= TF—=ILDVMBDR A TR EL. — SO T—ILHEEDT 7 # )L ME
xEEZLET,

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: '4'
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zone: us-east-1la
type: Gold
- labels:
performance: silver
cost: '3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: '2'
zone: us-—east-lc
type: Bronze
- labels:
performance: silver
cost: '1'
zone: us-east-1d

RDStorageClassE#EIF. LFRRDRET—ILZBRLTVWET, ZFEHT S parameters.selector A~
L=205E R)a—LDORIAMIFERTEZRET—ILEFUOHLET, AU a—Lilid. ERLER
B7—IILATERINERDHD £,

RVIDA L —T U5 R (solidfire-gold-four) ZERT B L. RPDEFEBT—ILICIvEYTEINF
T d—=ILRDNT =T X% TEIH—D F—)L Vvolume Type QoS D, REDAIL—T IR
(solidfire-silver) Siver/NT7#—IVRZRMITEZII ML —TF—ILZITRTHEL F T, TridenthH'\
CDRET— IV Z:BIRT 2D ZzHL. A NL—CEHZERISKELETELSICLET,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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* credential based : RELMERZIEFD ONTAP 2—HDI—HLKQE/NRXT— K, &Y. FRERINt
Fal)7FOJ4>0- ) zERATZI e =Z#HEL XY adnin £721& vsadmin ONTAP D/N—2 3> &
DEHZEMZBRARICED 370,

* SEBAEAR—X : AstraTrident &, NI IV RICA VA M=ILENT-FERAE%#EA L TONTAP V5 X &
CBIETRCHTEET, COBAE. NV IIYVRERICIE, Base64 TLYIA—REIN=0Z1T7 YV
NEEFAZ. F—. BSLWMEEINT- CASIEE (#E) HEENTLVIRELHD T,

BEONYIIVRZEH LT, JLT VI vIINR—XDOAREFRAER-IAOFREZYIDERZ N TS
9, 2l —EBICHYR— bENBFTEAFEIIIDREITTY . BIOSREARICTIDEZRBICIE. NyvoTY
FEREDSBIFEOAXZHIRT 2HENDHD T,

(D 7 b?//v}bc‘:;ftﬁﬂi@ﬁﬁ%*?‘é‘ﬁébd: 2893, Ny IIYROERHRE L. HE7
7AILCEBOFAENEETN TV L VWS IS —HRREINE T,

QI/T//'\")L/\ X@uLuE%ﬁ%ﬂ‘«.ng—

Trident A ONTAP NI TV REBIETBICIE. SVM EWRE LIEBEEXHIIV SR A4EWNRE LIEER
BEDULTUVVILDMETY, BREDREDEFIEENO—IILEZFERAITZI =2 #HELEXT adnin £
721d vsadmine CHUCED. SED 1) —XD ONTAP £ OF#BEENRSHED ) 1) — XD Astra Trident TfEF
SNBHEEEAPI ARSI NBEREMEDHD T, HAXLDEF ) T4 054> 0O—)LIE Astra Trident T
ERL L TERTE X 9h #HESThEFHA.

NYITITYRERDHIFIRDELSICHED ET,

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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NYITIVRERIE. LTIV IDTL—VTHF AN TRESNDIHE—DIGFATH S ZEIEFELTLE
TV NYIIYVRMMETND . I—HRE/NXT—RKH Baseb4 TL> I— RN, Kubernetes > —
JLy e LTRIAICNE T, LT vIILORBIRELRDIE. Ny I I ROEREITEFHLEITT
To COUIBIZEIEEEAT. Kubernetes/ A ML —SBEBELNEITLET,

SERAER—XDFEEEEMICLET
RFERIIBREFEONY T RIZERAZEZERAL TONTAP NI IV REBETEET, NVvIIYVRESE
ICIE 3 DDINTAX—EHURETT,

* clientCertificate : Base64 TTZ>1—R3IN/=o 541 7> MEBBED(E,

* clientPrivateKey : Base64 TI > d— RdNf-. BEE[TIT SNI-MBERDE,

* trustedCACertifate: (S8 S 7= CASEBEZ M Baseb4 T > 11— R, S NT- CAZFERHT 35513,
CDONTA—BEIBETINERHD T, BN CAHWERATATULEWVESIXERLTHEVE
Ao

—MNE T — o 7 O0—IFROFIETHEREINE T,

FIE

1. 9547V ERE e X —2EMLEd, EMEFIC. ONTAP 1—H ¥ L CEREEd % & 5 IC Common
Name (CN ; #@%) #HRELEF T,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. {SREENTc CAGEEIEZ ONTAP /S XZICEBML £ Y. COMEIE. X L —IVEEEN I TICITOT
WESEREMEN B D £ 9, EHETT 3 CANERHIN TLARWESIFEELET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP VS RAICUSA TV NEBABE X —% 14>V —=IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

+ 3R COORY REETLIE. ONTAPIFEERAZED AN ZRD ET, RTv M TER TN
‘k8senv.pem 7 7T IILORBEEDFIF. ENDEAANLTA VR =ILETZETLE T,

4 ONTAP X aUF O 4 YOI THR—FEINTWBR I L EMHET B cert S8EH T
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security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S5 A EINI-EFAZE % FHA L CERiE% T X FONTAP &BIE LIF > ¥ <vserver name> (&, BIELIFDIP 7 R

LZABEELVP SYM BICEFTHEZ TLIETL,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. Base64 TiIFAZE. ¥—. BLVEBEIN CARAZEAX IV O— RT3,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

I RIOFIETHEMEZERAL TNV I IV RZERLE T,
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

n:unEH/f%E%ﬁj—éh\ 71/7—:\/\\/'\"}[/%?“:'_7___\\/3\/[/—(

BEONYIIYREEFHLT. ORI EZFERLED. LT ovIlzO0—FT—2a > LD TEE
To CNIIEESDHETHEEELF T, I—HFRQENRAT—REFATZ /N VI IV RIZEAZEFEAT S
EOICEHTETE TN SBAEXFERITZINYIIVRIEA—HYRENRT—RICESVWTEHRTEFET,

n%z

,— =

1T2IClE.

BFORELAEZHIRL T, FLVEREEAEZEBMT 2HEDHD 9, RIC. BHIN

7=backend.json7 7 1 JLICAEBRNTA—ZDEENT-DDZFEAL TEITLEX T tridentctl backend
updateo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

NRT—ROAO—-T—23a Y ERTTIRICIE. X FL—IEERENRAIC ONTAP TI—F
ONRAT— FREHTZBENBD FT. COBICNYIIYRT Y IF— MGEET, G
() ®mEon-—7->a RATsRE. BROTHABEI—FICBMTECLATEET, £
D%, Ny /T KBRS NTHLVEREAMBRSINS &5 ICAD £T. COMBEICH
CHWIHEE. ONTAP 2522 BHIRTE £ 7,

N IITYREBEHLTH., TTIERINTWVWBRY a—LADT7 IR IFHEINT. ZOERDORY 12—
LEFICHOEELEEA. NV IIY ROEFHHMINLZHE. Astra Trident B ONTAP N I TV RE@
L. LIFEDOR) a—LAMEBENIBTEZZRLTVWETD,

XA E CHAP =R L TERZREL &9

Astra Tridentl. I3 L TNAMRCHAPZHER L TiSCSItwy > a3 V%8I CEF £ 9 ontap-san LT
ontap-san-economy RZ4/\e THICIE. ZBWICTIZHENHD useCcHAP NV I IV REEDT T
32, ICERET B L “true’Astra TridentTld. SVMOT 7 4L DA ZS T —RtEF 2 74 HWHRECHAP
ICRRESN. N IIVRIT7AINMIA—HREI—TLy MDRESNE T, HJEHEOREEICIENA CHAP
ZHEAITAZICZHRELE T, ROFREFAZEBRL TLIETL,
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ o UuseCHAP N XA—AIE, 1EFEITRETETZ2T—ILEOA S>3 > T, T 74/ ETIE
false ICERETNTUVWE T, true ICERTEL=HE T, false ICREIT D LIFTETXH A

[CH0A T useCHAP=true. chapInitiatorSecret. chapTargetInitiatorSecret.
chapTargetUsername B LT “chapUsername 74 —ILRIENYVIIYV RERICEDZIHVELNHD X7,
HERITITBE NYIITVRDMERESNTHETO—OL Yy b EZEETEFXY tridentectl updates

BIFDLEA

HREL XY useCHAP truellREIT D L. ARL—UBEEIX. ANL—NY I I RTCHAPZRETS
& SiZAstra TridentiZIERLE 9., CHNICIFRDOBDOAEENE T,

*SYVMTCHAPZtwY b7y FLET,

e SVMODT 7 AN MDA IT—RtEXa) T34 ThHnone (7 #4IL MTHRE) *T. *"Ra—L
ICBEFEDOLUND AR LSS, Astra TridentidT 7 2L bDEF 2 574 XA 7% cuap CHAPA ZS I —
REZ—=Ty RDA—HTRE LV —I LY FOEREICEAF T,

° SVM IZ LUN & FNTWLWBIHES. Trident I& SVM T CHAP ZBMICLEFHA. ChICED. SVM
ICT TICFEET BALUNAD T 72XV FIBRINALS D T,
*CHAP A Z>I—ReBZ—TvwbD1—HHe>—UL Yy brERELET, CNBOAF T avidE. Ny
JIYVRIBHTIEETZ2HNENHDEFT (LEEZER) .

NI IV RDMERREIND & Nind D H Astra TridentiC & > TYER T4 FE ¢ tridentbackend CRD% E1T

L. CHAP>—Z L v b dA—t&%ZKubermnetes>—27 Ly b LTRELE T, TD/NY T2 RD Astra
Trident ICL > TIER SN2 AR TD PVS BAY TV hEh. CHAP BRHETERINE T,

LTyl EO—FT—>a>l. N\vIIVREEHR

CHAPOU LT ¥ L% BT 3IC1E. TCHAPNS X—2%E#H L £7 backend.json 771 )L, CHAP>

— Ly rEEHL. Z2EEITIHBENHD XY tridentctl update BEZRMTZ7HDOIATRT
ER

42



Ny I TV ROCHAPS—o Ly N BH T 3 HBAI. 2ERTIRENGD T
(D tridentctl N\yOTY REEHLET. Astra Trident TREBZME TS BUED, CLI/
ONTAPUI 'SR ML =U 03 REDI LTI v LZBHLBVTIIEE L,

cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",

"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e ettt
t——— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- e +

BZEOEGIIHEEZZITEFEA. SYM D Astra Trident T LTV vILAEFHIEINTH., 5|ZHEET 79T+«
TTd, FiLWERTIIEFRINILT OO VvILDMERIN. BIEOESIZS ISHEES 7T 7T, &aL)
PVS Z4lf L THIER T2 L. B INIIL TV vILAMEREINE T,

ONTAP DOSANER A 7> 3> & fl

Astra Trident®D 1 > X b — JLIEIBE TONTAP SANR S A N&Z K L TER T3 AEE Ci3
NLET, COEI>a>TlE. NvIIYROBAHIE. NvIIVR
% StorageClasses|CY Y E VT T30 MERLE T,

NI TV REHA T3>

NYITITVRBEZA T avIiloVWTIE. ROKXEZSBL T TV,
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NTA—=H Bl TI7#I b

version BT
storageDrive XML —YRSA/NDHARI ontap-nas. ontap-nas-
rName economy. ontap-nas-

flexgroup. ontap-sans
ontap-san—-economy

backendName ARARXLZFRIEFAML—SNYIIVR RS /\%+"_"+ dataLIF
managementLI 735 XXAXBIELIFX7/IISVMBIEELIFDIPT KL X, r10.0011 . T
F [2001:1234:abcd::fefe] 1

Fully Qualified Domain Name (FQDN ; 52288 K X
12%) ZEETETET,

IPv6 7 =4/ % {EMH L TAstra Tridentz 1 > X b—JLL
12581, IPVB 7 RLRAZFEATALSICRETEX
o IPV67 RL RXIE. RDESICAN>DCTEERIT D
MENBHD £,
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
Jo

> — L L X% MetroCluster X 1w F 4 —/N—ICDWT
&, #2BLTLETL, MetroClusterdfl,

dataLIF ZORIJILIFDOIP7RL X, SVMOIREMTY

*iISCSIHCIZFEE LBWT L 2TV, * Astra Tridenth®
ER L £9 "ONTAP DERAILUNT v " iSCSI LIF
ERRHETBICIE. WILFINAE Y g %=L D4
BABHDF T, ODBRIFEENERINET
datalIF |[FFARBIICEEREINE T,

* MetroCluster®5&I13EBE L T ZE 0, *
MetroCluster® i,

svm £ 9 % Storage Virtual Machine SVMDGZEICERINET
managementLIF ZIBELXT
* MetroClusterDIHZ&IF BB L T T L, *
MetroCluster® i,

useCHAP CHAPZ% A L TONTAP SAN R S 1 /NDIiSCSI%E2:F false
Li'g- (7‘_U 7\/) o
ZICEREL F9 trueAstra TridentTld. Nw oI
R TIEESINI-SVMDT 7 #+ )L FEREEE L TWA
BCHAPEZREL THERLET, #BRBLTLIEETW
"Nw I RICONTAP SANR S A N\EHET 3 %(H
ZLFEI"ZBRLTLIESL,

chapInitiato CHAP A Z> I—&R>—2JL vk, OBEIFIHNETT ™

rSecret useCHAP=true
labels AR a—LICERTZEED JSONFEROSNILD ™
vk
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svm

storagePrefi
X

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

FT7#ILE
@i’%é nn

Bl

CHAP #—/7'w hA ZoIT—2>—UL vk,
|[FWZET Y useCHAP=true
AYNT Y RA=HR, DBEIFBEATT
useCHAP=true
2=y b A%,
useCHAP=true

DBEIEHBTT m
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7b7_:y>JV)L/\\_Z®DL\nE‘uﬁFﬁ—knig-o

9 % Storage Virtual Machine SVMDIBEICERINET

managementLIF ZIEELXT

SVM THLWARY a—LE O3 =03 3K
ICEARTZ LT v I REBELET,

trident

HEDBEETRIEIETEFHA. CDOINTA—H
EEHITBICIE. FLOUNYIIY REERT IHE

NHOEY
FRERNCOEEZEBZITVWSRIEEI. 7OED3Z ™ (F74)ILMTRERAINEYE
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LTWBEHEEIE. IEELABVWTLC IS
llmltAggregateUsageo?tf\u11ﬁ_fsxadm1n35
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NTA—=H Bl T Ak

debugTraceFl rSTIN>a—FT4 VJRIZERTSZT/NNYSI TS null
ags o Bl 1 {"api": false. "method" : true}

ST a—Ta 2 T%TV FERBROTL Y TH
VERGEZRE. FEALBVLTIREL,

useREST ONTAP RESTAPI| B3 270D T—1 7 >V/\Z false
X—=H, *TFTIO_HILTLEa2—*

useREST Id. TV =-AHILTLEa2— LTRHETIHN
TWEd, TXMRIETIE. ABREODT7—270—R
TIIHESINFEFLF A, ICRET DL true Astra
Tridentld. ONTAP REST APIZ{EARAL T/N\voI T
VREBELEXY, COKEEICIFONTAP 9.11.11L
BEAKRETY, . AT SonTar OJ 0 >0O—
WIZIIADT O ZENRETY “ontap 7 ST
—>ay ! NEEIEERINLICE > THESINE
9 vsadmin KU cluster-admin O—)L,

useREST I&. MetroCluster TIEHR—bFEINTUVE
Ao

R)a—Lp7OESaZ>IRONY I Iy R4 T3>

N5OA T avEFERALT. OF 74O a0 %25l TE X T defaults EDEI T 3
Vo BICDOWTIE. UTDHREFEBSBL T,

INTRA—& B TI7AI b

spaceAllocation space-allocation for LUN @~ > "IELULV
FEEELEFT

spaceReserve AR=RANVGFR=3VF—F "L

Mmoney () 7
I Tvolumey (>wv?7)

snapshotPolicy fEF9 % Snapshot R > — "mL"
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NTA—=H

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

=EA

EREL7Tc R a—LICEIDHTS
QoS RU>—=J)I—TF, AL —
DTNy IITU RIS
QOSPolicy F7zI&
adaptiveQosPolicy D WL\ NH %z FE
RLFT,

Trident H* Astra T QoS 7R > —4
IWL—T%ERT BICIE. ONTAP
9.8 LIENNETY, IEHBEDQOS
RO —=JI—T%FEALT. &
AVRATF4FaIy MMIERICHR
Do—JI—T%BREITZ R
WRELEXT, EE QSR —4
IW—=TIC&D. IRTOT—2 0O
—RDOEHRIL—TY ML T
FERAEREINE Y,

TR TT47 QoS K> —4)L—
ZUER LR 2 —ALICEID Y
TEYo AL=2T=IL I N
T R ZkiZ QOSPolicy £7z1&
adaptiveQosPolicy @ W\ g h % i&E
RLFT

Snapshot BICUH—7EhTWVW3
R a—LDEE

ERBRICoO— >N B X T
vhcLET

HLULAKRY 2—LTNetApp
Volume Encryption (NVE) %Z=&%h
ICLET. T7AIMIETY
falseo CDA T a>%ZFERAT
BICIE. VTRAATNVEDZT1L
YANHFEIN. BRICE>TL
BHENHDFT,

NAEMR N T I RTEMICHK >
TW3IBEIE. Astra Trident /O
ESa=v g RTORY
a—LHDNAEICBMICED £9,

HMICDOWVWTIE. UTFEBRBLT
<72EL, "Astra Trident NVEH
S UNAEDHEEERM"

LUKSEEStZzBMICLET, 25
BB L T TV "Linux Unified Key
Setup (LUKS ; #figF¥—t v 7
w ) =ER"

FI7AILE

RDIZEF 0]
snapshotPolicy I& TnoneJ .
ENUNDIFEIF T) T,

(AIAY-¢
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INTX—A B! TTA4ILE
securityStyle FLOWARYa2a—LDEFXFa2)FT+ unix
155
tieringPolicy Tnone) Z{ERATBMEEBILARY S ONTAP 9.5& D HIDSVM-DREEE

DHEIE Tsnapshot-only]

R)a—LTFOeda=>Jof

FTI7FIERERINTVWBEZEXRICRLED,

version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: trident svm

username: admin

password: <password>

labels:

k8scluster: dev2

backend: dev2-sanbackend

storagePrefix: alternate-trident

debugTraceFlags:

api:

false

method: true
defaults:
spaceReserve: volume

gosPolicy: standard

spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

®

EEALTHERLIEIARTDRY) 2—L4 ontap-san K5 /\Td BAstra Tridenth'. FlexVol
DARZT—=BRICHET B7=DIC. TBIC10%DBEXENMLUN (. Z—%H PVC TERLT:
AR EFo<KEILYrXATFOEY 3= F3NE T, Astra Trident A FlexVol IZ 10% %
IBAN (ONTAP THRIATRERY 1 X LTHRR) A—HIZIF. BRLIEATREBTENEID H
THNET, £ FATRELGIR—IDTILISTERINTULALAED,. LUN HFEAHEDE
BICBRZZrdbHD FEA. T, ONTAP & SAN OFFFMICIFZY L FHE A

EEHTB/INv I I RDIFA snapshotReserve Tridentld. KDL SR a—LHFA XZHAELF T,

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 |Z. Astra Trident @ 10% DEIMEIE T, FlexVol DX X TF—R WL £, OHES
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snapshotReserve = 5%. PVCEXK=5GiB. K 2a—LDEFT 1 X1F5.79GiB. HEHEEREAT 1 X
|135.5GIBTYo, o volume show XDBFDLDBERMARRINE T,

Aggregate State i Available Used%

_pvc_89f1cl56_38081_4ded_9f9d_034d54c395f4

online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB 5.50GB
_pvec_eB8372153_9ad9_474a_951a_0Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.
R BIFORY 2 — LI LTHLVLEEZITO IS, T XEELIT=zERALET,

=/)NRDFZEH

RDBNE NFEAEDNTRA=EF 2T T AN FDFRICTEIEANLBREZRLTVWE T, Thid. NvIT
YR EERITBIRODBELRFETT,

@ Amazon FSx on NetApp ONTAP ¥ Astra TridentZ{EH L TLW\3iH&1E. IP7 KL XT3k
<. LIFODNSZZIEET DL ZHRL X T,

ONTAP SAN®D

_Mid. ontap-san FZ1/\

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm _iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>
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ONTAP SANODZE DA

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>

MetroClusterD |

AAYFA—N=RPRAYFNYTORTRICNY I TV FEREZFHTEHN T DILEDNBRVELSICN
VIIVRZERETCEET, "SVMLTUTr—23>eUhanNIY,

S—LLRBRAYFA—N—CRAvFNY I %ZRIRT 3ICIF. managementLIF ZHEEL X7,
dataLIF $& U svm /NT A —2F :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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SERAEAN— X DFREED A

CDEARNEHREH TIE. clientCertificate. clientPrivateKey &LV
‘trustedCACertificate (BEINICAZFEEL TWAHRIIA T aY) BICAHTNET
backend.json BLWIE. 7 T4 7> MEAE. WER. EFEINI-CATEHE Dbase64T > 11— R1E
ZENETNEIELE T,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXR0ZXJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz



XA ECHAP DA

ROFTlE. useCHAP ZIZERTELFT trueo

ONTAP SAN CHAP Dl

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANI ./ = —CHAP®D

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

RET—IZERTB/NY I EDOH

NSV TIINY I IV RERT 71T ROELSBREDT 74 EDBRIRTOI L —ITF =)L

ICERESINTWE T, spaceReserve L) DIFEIE.

spaceAllocation CDFRD encryption R1T

ETNET, RET—ILIE. AL =202 3> TERLET,

Astra TridentTld. [Comments]7 « —/LRICTOEY 3 Z VT IRILDRESINE T, FlexVol ICOAX > kA
RESINE T, Astra Tridentid. 7O I =V IBICRET—ILEICHZIRTDOIRNILEZ I ML —URY
2—ALICOAE—LET, AML—UEEEIF. RET—IILICICINILEERZLED. R)a—L%ESXNILT
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TJI—=FELIEDTEE T,

NSDHITIE. —BEDRA L= F—=)LDHME D spaceReserve. spaceAllocation KXY
‘encryption fB. BRrUV—BDT=IIETI7HIL MELDBHEBEINE T,
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ONTAP SAN®D
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SANODZE DA

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NPT R% StorageClasses I(CYvEVILET

JRDStorageClassER&E IS [RET—IL=FERETZ/Nv I LTy RO, ZEBY 3 parameters.selector
714 —IJL R Tl&. FStorageClassHh'h) 2a—LDKRAMIFERATEZRET—ILEFVHLET, RUa—LA
ICIE BIRLUTRET—IILRNTEREINTEERDHD X,

* o protection-gold StorageClassld. ontap-san /N\WwZI VR ! d=ILRLARILOREZIRMETS
ME—DF—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassid. ND2EH 3BHDRES—ILICIVvEY T ENET,
ontap-san /NP7 IR INSIE. =L RUADRELANILZRETZ2HE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassiZHDIBBDRE F—ILICIY v E>T ENET ontap-san-economy
NYPIITUR UL mysqldoRA TT7 S )= a3 VORI ML= T—IUIBRE IR T Z2H—D
—J)LT9,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* . protection-silver-creditpoints-20k StorageClassidRD2EFEBDREF—ILICIvEYTE
NZFT ontap-san NV T IR [ DILN—LRIILDIRFE L 200007 L 2w bRA > b ZIEHT ZHE—D
7—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClass|idHD3IFEHDREB T —ILICN v E>Y T ENEXT ontap-san NV T
TV READIBZEBDRE TS —IL ontap-san-economy /NI IV R D TBlE. 500007 L2y hRA
VhEEHOM—DT—ILF T 7)) T T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Tridenth'., CDRET—ILZ:ERT 2D %ZHIL. A NL—CBHEEEERICHETISICLET,

ONTAP NAS K51 /\

ONTAP NAS K 5 1 /NDIIE
ONTAP & &K T Cloud Volumes ONTAP @ NAS RS N\ZERBL7- ONTAP \vw o T Y
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ROFEICDOWTERBL X,

ONTAP NAS K S -1 /NDE¥#H

Astra Tridentid. ONTAPY S XA R LBE T BT=HDIDNASR ML —J RSANERBLEF T, HR—FT
NTW3B7 7t XE— FI&. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(RWX)
« ReadWriteOncePod(RWOP)T ¢,

@ RE. VAN, EED T v ZAstra Controlz R L TULWBIHBEIX. Astra Control K 5/ D

B4,
RSN O3 ARUza—L HR—-—FIATWETY HR—bLENZT771)
E—F TRXRE—F AT L
ontap-nas NFS 7714l RWO. ROX. RWX. RW "'\ nfs. smb
SMB AT Ly OP
ontap-nas-economy NFS 7714l RWO. ROX. RWX. RW "'\ nfs. smb
SMB AT L OP
ontap-nas-flexgroup NFS 771JLY RWO. ROX. RWX. RW "' nfs. smb
SMB AT L OP

Astra Control R 5 - /\D B #a4%

Astra Controll&. TIEREL7c R 2a—LICH LT O—LL AR FRE. TR EZVAN) ELUBE

(Kubernetes? 2 AR THR 12— L%=#E) =ML X T ontap-nas. ontap-nas-flexgroup H& U
‘ontap-san R T4 /N ZBRL T TV "Astra ControlL 1) 77— 3 VORISR MF" 28R LTS
LYo

* {FA ontap-san-economy KHHR ) 2 — LDEREIIDELDHZVWEFREEINSZIF
BDH "FR— kTN BONTAPDFHIIR"

* fH ontap-nas-economy k&R 2 —LDFERAHHIXDELD HZVWEFEINDIG
@ BDH "FR—ETNBEONTAPDFHIRE" KUV ontap-san-economy RZANIXEHRATE
Ft Ao

* HALABVWTL TV ontap-nas-economy 7 —XfRi&. T X2V ANU, EEUTF
1 DZ—IAWFEINZEE

I—HHER

Tridentld. BEIZZFERAL T. ONTAP BIEE X /-IZISVMBIEZED Y ohE LTEITINBZMERHD FT
admin 75 XX 1—HF -l TT vsadmin SVMIA—H. F/-dELO—/ILZHFDORDLBID1—H,

Amazon FSX for NetApp ONTAP E1ETld. Astra Tridentid. 7 5 X2 %#EA L T. ONTAP BIEE £ 7-
IFISVMBIEBEDE BN LTEITINZIDDOEBEL TWVWET fsxadmin A—H X 7IETT vsadmin
SVMI—%, £/ EEALO—IILEZHFODEEI DI —1, o fsxadmin COIA—HIE, VT XXBEEEI—
HZBRENICEIIHRRAZHDTT,
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ZfEAY 3% 8 1limitAggregateUsage ¥ 7 A X BIEEMERNUNETY, Amazon FSX for

@ NetApp ONTAP % Astra Trident& E B ICHERA L TLWB3HEIF. Z8RL TV
limitAggregateUsage /N T X—XIITIFHBEL FHA vsadmin LUV fsxadmin I—H
THIVE I ZONTA—RZIBET D CRELIRIFKBLFT,

ONTAPA TTridentE S A NAMEATE 5. LOHROBELWVWO—ILZIERT S EIFRIRETI A, #HELX
HAo Trident DFTV ) —XTIE. ZLDHE. ERINRET API NEMTREICHZ D, Ty TIL—RH
L. IS—BECHPILKADFET,

ONTAPNASRSANEFERL TNV I IV REZEHRTEITIEMRELET

ONTAP NASK S /N\TONTAPNY Y IV REZRETR-ODEMH. BEfA TS 3.
FLUVIIVRAR— RS —%BRELET,

2

* ONTAP N ITY RIANRTICH LT, Astra Trident B SVM DB EH 1 DD T )X —hZE DY
TTHELRELRBD £,

cEBHORTANZRITL. 56N —AZBRIZAMNL—JISRZERTEERY, L zxIX. ZER
F3ColdV T RAERETETEXT ontap-nas R4 /NE%ZFERHT BBronze” 5 X ontap-nas-economy
126

* §ARTDKubernetes7—H—/ — RICEYTIENFSY — )L E A VA —ILLTHELRELRHD F§, #201
LTLIEETW'CESHZZCELCEEV 55 ¢

* Astra Tridenti&. Windows./ — R TEITEINTWVWBRY RICIY T FENTSMBARY a—LDHEHR—
FEBBLTKETIVWSMBR) a— LR OB 3 Z V5355 FEa LET #8BLTLLIEETWL,
ONTAP/N\vw U T > RDERAE
Astra Trident [CI1&. ONTAP NW O LV R%EERETD 2 DDE—RHBHD £,
* credential based : RELMERZIEFED ONTAP 2—HDI—HRKRE/NIXT—FK, B, FRERIN-t

XaFToOJ0 > O- ) 2ERATRCZHELE T adnin £7213 vsadmin ONTAP O/N—2 3> &
DEHEMZRAKRICED BT,

* SEFAZEAR—X : AstraTrident ld. NV I IV RICA VA b—=ILENT-ABBE%FERAL TONTAP 7 5 X4
CIEETRIEDHTEET, COBE. NYIIVRERICIE. Base6d TTYIA—RIN=I9S1T7 YV
RNEEBAZE. —. BLVEEINT CASEREZE (#E) HEXFNTVEIHRELHD EFT,

BEONYIIVRZEHRLT. JLT VO vIINR—ADARCARAER-XDARZYIDBEZ BN TE

9. Il —EICHR—bENBERELAEIZI DT T, BOSHARICYIDEZBICIE. NvoTY
FEREN SEIFEOARZHIRT 2HENHD XT,

C) LTIV LERRZEOmMAEEEL LS TR, NV IITY ROERD KRB L. 87
7AILCERORAAENIEETNTVWBREVWS IS —HBHRRINET,
ILTYSvIIR—IDOTEEBEMLET

Trident 7 ONTAP Nw O TY REBETBICIE. SVM Z#WNRE LI-BEEFIZIVSAE2EZNREe LI-BE
BDULTOOVILDMETY, REDEBEDHEFIERN-O—IILE2FBEIZ e E##ELET adnin £
7=l vsadmine CHUC KD, SEDY 1) —RD ONTAP £ OEHMENSED ) 1) — XD Astra Trident TIER
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INZHEBEAPI DA INZAIEEMEDRHD £, HRELDEFX ) T4 0T+ > O—)LIE Astra Trident
TIER L CTERTE £ 9H. #HEINEFE A

NYITITYREZEDONIRDELSICHED T,

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

NYITIVRERIF. LTI ¥9 DT L—2TF AN TRESNDIE—DBFATHD ZCISEFELTL
TV, NWIIVRMPMEREIND E. I—RE/INAT— KD Base64 TL>I—RTIN. Kubernetes & —
Ly b LTHEHEINE T, LTV VILDOHBIRELRDIZ. NV I IV ROEREEHRIEITTT,
DHIBITEIEEERT. Kubernetes/ A bL—CBEBENRITLET,
SERAZER—XDEREEEBMICLET
RFELRIIBFEONY T RIZERAZEZERAL TONTAP NI IV REBETEET, NVvIIYVRESE
ICIE3 DDINTA—EHRETT,

* clientCertificate : Base64 CTL>—RaN=U 54 7> MNEBBZEDE,

* clientPrivateKey : Base64 TI > d— RdNf-. BEE[IT SNI-MEBERDE,

* trustedCACertifate: (S8 SN 7= CASEBEZ D Baseb4 T > — R, SN T- CAZFEHT 35513,
CDONTA—BEIBETINERHD T, EEEINI CAHERATATULAVEESIXERLTHEVE
Ao

61



—MRBRT =T 7 O—IXRDOFIETHERETNE T,

FIE

1. 73’(7\/ Fiﬁag;ej_# %éEE‘ZL/gs—g_o EEEH%L:\ ONTAP l_ﬂt L_C-EIL.\DIEQ_%;D‘L Common
Name (CN ; @) ZRELF T,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. (SRECTNT- CASIFAZ % ONTAP VS X AZICEBMLEd, COMEBIZX. R ML—CBEEN T TICITOT
WBBEEMMH D F9, ERETETD CANMERIN TULWEARWESIZFERLET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

B.ONTAP VS RAICUZA TV NEFAZE e X —% 14>V —=IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4 ONTAP EXaUTF4 Q4 >O—I)ILTHR—FEINTWB I EZERT D cert FRIAFH R,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

S AR NI-EIRAZE % E A L,Tiuﬁﬂi—?x I\ONTAP &EIE LIF > ¥ <vserver name> |3, BIELIFDIP 7R
LAELV SYMBICEIRZ TLETL, LIFOY—ERR) S —HRICHREINTWVWS 2RI 34
ENRHODZFT default—data—managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64 TiAAE. ¥—. BLVEREIN CAIAZEZIYO—-FJ %,
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. BIOF|IETEHE-EEZFERALTNYII REERLE T,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Bt it et e
+————— f—————— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e Rt bt e
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et et et L e PP
- e +

:uquji/f%E%ﬁjéh\ 71/7—_\/:/'\"}'/%D_7___:/3\/L/—C

BEONY IV RZEHLT. JORAEAEZFEALED. L7 vl z0—F7—>3 > LD TEE
To CNIIEBEEDAHETHEELEFT, A—HRENRT—REFERITZINYIIY RIFBEEZFERT S
KSICEHTETEIN, AEZEFERIZINYIIVRIEA—HYRENIT—RIZEDVWTEHRTETEY, C
NZz1T5I1CIF. BIFEOREAEZHIPRL T, TLVWEREEAEZEBMTA3HENHD £J, RIZ. BN
7zbackend.json 7 7 1 JLICABRNTA—ZDEENTDDZFEAL TEITLEX T tridentctl update
backendo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

NZAT—ROO—7T—2 3> ZRTIIRICIE. A L—UBEEDNRANIC ONTAP TI1—H
ORI~ REBH T EUBENBD ET. CORICNYIIY RT Y TF— MRS ET, I
() ®\Eon-F-oa ERATABIC. BROTRRELI—VICENT 5 LA TIET, £
D%, Ny oI RFEHRSNTHLVTRBMERING &S ICADET, COMHEICH
CHWEIHEIE. ONTAP 25 22 BHIBTE £ 7,

NYIIYRZEHLTH. TTICERINTWVERY a—LADT7 7R EHEINT . FDHBDORY) 21—
LEFICHODEELEFEA. NV IITY ROEFHMINLI-HE. Astra Trident B ONTAP NI TV R @
EL. UBEDRY) 2 —LNBENBTEZ % RLTVETD,

NFS TV RXRR—FrRUS—%TEBLFT

Astra Trident I&. NFS TV XR—bhRUS—FERALT. 7O 3 =Z>F 3R a—LANDT7 I %
HIEIL £9,

Astra Trident ICld. T RR— R RUS—%FERTIBRIRD 2 DDA T3> hHD £,
* Astra Trident &, TU RR—bRUS—BEEZHMICETIETEET, COE—RTIX. HFBAIEERIP 7

RLXERICIDR7OVIDIR 2R ML —VBEEENIEEL £9, Astra Trident I&. CDEHICE
FNB33/—RFRIPEIVRR—FRUS—ICEFNISEML £, F/ld. CIDRs BMEEINTULERLE
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Bld. /—RETBRHEINEZ/O0-NILZAOA—TOAZFv AR IPAI I ZR—RUS—|BINE
nxd,

c ANL—=UBEEIE. TVRAR—FRU—%ER LD, IL—=ILZFHTEMLEDTEFXT, HEBIC
AMOITYURAR— bR —ZEIEELHRWVE, AstraTrident T 7 AL DIV RR— RS —%{FA
LEd,

IV ZXR—=bR)S—Z2HNICERE

Astra TridentTld. ONTAPNAXY I IV RDI U AR— bR —2HWICEEBTEET, LD, XL
—OBBEIZ. ARMNABIL—IILEFHTERERTZIDTIERL, 7—H—/—RDIP THFBEINDIT7RKL AR
R—AEIBETETET, TIVRKR—FRUS—DBEEBEIKIBICEZIEIN. TIVRR—FRUS—%2ZTELT
H. ARL—=COFSRARICH T B2FHOREIIRBICAD XY, TH5IC. COAEEFERT . A L=
DSREANDT I AZEE LIEEBRDIPEZIZE DT —hH—/ —REFICEHETE 370, THEHLVEEN
AREICHRD £ 9,

RAFTIVIIURR— b R)O—%ERT 3HEIE. Network Address Translation (NAT; =%
C) w hD—=0F7 RLZAZH) ZERALABVWTLIESIWV, NATZFERET 2. A hL—2O> kO

—JIFEBRDIPRANZRLATIERS O I RONAT7Z RL A ZR#H T 0. T

ZR—=RIL=ILIC—BLABWERIZIT IV IMEEFINE T,

ll
2DODREA T a>Z2ERTIHENDBDET, NV IIVFERDHZRICTLET,

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

COMRERFERY 3%581F. SYMDIL— v o3 >il. /—RODCIDR7Ov V%A ¢

C) BIVAKR—KRIL=I (TITAILEDIVRR— RIS —RY) #E5CHNER LTS
AR—=bRIS—DHBEEHERTIVENDNHD £T, NetApph' R T EIRIA N TSI 70
ZIZHRE> T 1DDSVM%Z Astra TridentERICT B,

CCTH. EROAERERL T OBEN L D& S ICEIET 3OV THIALE T,

* autoExportPolicy BICEREINE T trueo UK. Astra Tridenth DTV XR— rRU S —%ERT
32Z¢%RLET svml SYMT. ZFEHALTIL—ILDOENMEHIFRZAIEL £9 autoExportCIDRs 77 K
LZX270Ov Y, =& ZIE. UUID 403b5326-842-40dB-96d0-d83fb3f4daecD/\ v 7V TV R T
autoExportPolicy ZICEREL FT true LWORBIDI I AR— bR —%ERLET trident-
403b5326-8482-40db-96d0-d83fb3f4daec IBEL £,
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* autoExportCIDRs P RLAT7AYIDURAMDEENE T, COT v —ILRIFEBEAIEET. 774/ k
Bl ["0.0.0.0/0" . ":/0" TYo EERINTULWARWEEIE. AstraTrident BX. 7—H—/— R TREINE
ITARTOIO—NIUCZAOD—EBESNLIZF v AT RLRAZEMLE Y,

CORTIE. ZFERALTWET 192.168.0.0/24 PRLRAAR—IAMIBETNTVET, CO7 R L XEH
ICE& N3 Kubernetes / — R ®D IP H'. Astra Trident BMEK T BT Y RR— b RUS—ICEBIMTNZ %
AL XY, AstraTridentld. ETEINTWVWBE/—RZERITD L. /—RDIPPRLRAZEFL. TEEIN
=7RLZ27Oy I BELTFT Y Y LET autoExportCIDRs, IPE 7 ILRU 2T F 3. Trident

PRHELIEISATURIPOIIRAR— RIS —IL—=ILZER L. FELK/ —RZCIZ1 D2DIL—ILH
RESNET,

FEHTT XY autoExportPolicy BV autoExportCIDRs NV I IV REERLIEHEDNY I T VR
DIZEEFHNICEIESINSZINYII Y RIZCHFLWVWCIDRs ZEML7D. BIE®D CIDRs ZHIFRLT=D TET £
¥, CIDRs ZHIPRY 3IEIF. BIFOFERAVIMIENBVELSITERLTLIEESW, EMITEILHTEE
9 autoExportPolicy Z/N\W I IV RIEML. FBTHERLIEIVRR—FRUS—ICRLES, TN
ICITERETDINENHD £T exportPolicy /INY I I RIBRED/INT X—4,

Astra Tridenth' /N O TV REEREISEFH LS. ZFERAL TNV I IV RZHEETEFE T tridentetl
F7-I1EM5 T % tridentbackend CRD :

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

Kubernetes?Z 5 XA/ — R %&BIIL CTAstra Tridentd> bO—JICEERT D . BEEFEONYIIVROIY
AR=FRUS—DEFHINZET (ITIBESNET RLAEHICEENSIHES) autoExportCIDRs /\w ¥
IVRDFE) #7VvILET,

J—REHIRTZE. AstraTrident I3A >S4 >DIRTONYIIVREFTVILT. ED/—RD7T

JEZIN—IEHRLET, BEARONYIIVROIVRR—FRUS—D5ZD/—KR IPZHIFRYT %
C YT, AstraTridentid. CHOIPHIZTAZAOFHLVL/ —RICK>THEFAINEVLATD, REARTD
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Y hEBELET,

UHIONY IV RDOBEIF. ZFERALTNYIIVRZEHLET tridentctl update backend T
I&. Astra Tridenth' TU R R— bRUS—%ZBHEBNICEBELET, THICED. Ny I ROUUIDICED
WTEWSEEIDHFLWI I ZR— bR S—DMERIN. NI IV RICHZR) a—LIFETYT > MEIC
FLLER SNV RAR— RS —%FERALET,

BEEECNICI I RAR— RIS —Z2EAL TNV I RZHIFRT 5 & BIRICIERIS
()  EIoRE—PRUS—PEIBRINET, Ny ITY REBERSNG L, ZONYIIVR
BIFLWAY STV R LTRDA, HILWIZZE— MRU S —pERSNET,

SAT/)—RDIP 7 RLAVEFINHESIEZ. / — R_ED Astra Trident 7R R=BESTIHNERHD F
o Trident "EEEITEZINYIIVRDIVRAR—FRUS—EBHLT. COIPOEEEZRMEIETET,

SMB’RU a—L%Z 7O 3= >0 5% EaELET

ZVDEBHIRERBEIE. ROY—I)L%ZFEBLTSMBAR) 2a—L%EZ O3 Z>JTEXY, ontap-
nas RZ1/\

ZYERR T BICIE. SYMTNFSZORJJLESMB/CIFSZO M JILOMAZRET 2HELH D
@ 9 ontap-nas-economy AL X XADONTAP HDSMBR) 2—L, ThsnrONIL
ODVWThhZRELBEWVWE. FER SMBRY 2 —LDIERHKBLFT,

ERZFIm Y BHIC
SMBRU a—LZ7OEY3aZ2J93mIC. U TZ2&EEL TELERHD X,

* Linuxd> bO—5/ —REDHELLEH1DDWindows7 —H— ./ — K TWindows Server 2019% E1T7L T
L3 Kubernetes? 5 X%, Astra Tridentld. Windows./ — R TETINTWVWBRY RICYTV RSN
7=-SMB7R') 2 — LD H%EHR—

* Active Directory® 7 L 7> > ¥ )LZ &L Astra TridentD > — 2o Ly DB EBH1DHRETY, —7JL
w hEERRL XY smbereds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* Windows—E X & L TEREINCSITOF >, ZFEL XTI ‘csi-proxy ZEH L T ZE L) "GitHub:
CSIZOF " £7=14 "GitHub: Windows[A$CSI~ 03 2" Windows TE{TI 1T L) B Kubernetes/ — R D

I=PAN
Ho

Fig
1. 7> 7L S XAOONTAPDZE 1. HEICIH L TSMBEEZER T % H'. Astra Trident TSMBEE % /EFK T
REER

@ Amazon FSx for ONTAPICIZSMBEBENKRE T,

SMBEEHEEIX. OVWITNHDAEETERTETET "Microsoft BIZAVY —IL"HBE T A IERF v TA
>V ET-IZONTAP CLIZER L £9, ONTAP CLIZER L TSMBREEZEM T B ICIE. XOFIEZERTTL
x9
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a BEICIGLT. HFEOT A LI PINBEZERL X T,

o vserver cifs share create AN Y Fld. HEDIEHEIC-pathd 7> 3 > THEESATWLWS
NZAZHRLET, BELLNZINEFZELLRWSGE. OV RIFEKBMLET,

b. 87 L 7=SVMICEEE T 5N TWBSMBHREZ=ER L £ 9,

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. HEEMMERIN-C 2R LET,
vserver cifs share show -share-name share name

() #BELTEEL "SVB A% (ER BIBICOVTIL

NYIITYRZERT BMEIC. SMBR) a—LEZIBEITDLSICRDIEBERRET Z2HNELHD £
To ONTAP NI TV RERA TS a>YDIARTDFSXICDWTIE. #BBLTLETL "FSX
(ONTAP DA T 3> 2 fl) "

INTA—A& Bz A
smbShare MicrosoftEIE >y — )L F 1= smb-share
IZONTAP CLIZfER L TIER S

7=SMBHEED%H]. Astra Trident
TSMBHBZ{EH T 5%HI. R
a—LANOHET7I/E A ZEIE
TRHEEIINTA—REZZEADE
FICTBREDNTEET,

F> 7L I XADONTAPTIE.
DNFA=RNFA T3> TT,

ZDINT A —A|FAmazon FSx for
ONTAPNY O IV KR TWHETH
D, ZBICTBLIETEXxH A

nasType ZICERETIHENHDET smb
smb. nUllDIFE. T7 AL MET
3_ nfso

securityStyle FLOWRU 2a—LDEFa)T+ ntfs £fld mixed SMBRU 2
ﬂ?fﬁo _L\o)i?aﬁé
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TI7AIEDHERSINTVBHIZRICTLET,

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

MDIHE ontap-nas & ontap-nas-flexgroups Trident AT ICEHEZERL T Flexvol OH AT
XMsnapshotReserveDEIFEPVCTIELSREINTWVWBR CEZHERT3LDICBD LT, 2I—HUH
PVC ZEKFB Y. Astra Trident (& FILLWHEZFEHRAL T SDZLDAR—IZHFDOTD
FlexVol ZfELEX T, COFRICED. A—HIFEKRINT: pvc ADEZTAAHORBIAR—IAZRE
L. BERENTCAR—REIDBDBVAR—IAZHFRTEE I, v21.07 LOFION—2 3> TR 21—
H pvc ZERTBE ( 5GiB HR¥) . snapshotReserve H 508 ICERESTNTULBIHE. EFAAA
BETRANR—RIE 2.5GiB DHICHED FT, CNiE. A—HHRERLIEAR) 2 —LE2EEHNTHZHTT
‘snapshotReserve [CI&. FDENIEZIBEL £, Trident 21.07 Tl A—TFHERL=H DHE FIAHA]
BERAR—XTHD. Astra Tridenth ' E&E L £9 snapshotReserve KAl a—LAL2EKICHTZEEE L TR
INET, ICIFBEBRAINEEA ontap-nas—economy, C DEBEDTHEAICDWVWTIE. RDFIZHEL TL
7230,

FARIIRODEEDTT,

Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)
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snapshotReserve = 50% . PVC E3K =5GiB D&, K a—LDOEFHT 1 X% 2/0.5=10GB THDO.
fERRIRER Y 1 X 5GIB THH. CNH PVC BERTERINIH A XTI, o volume show ROFD K
SHEERMRRINZE T,

Vserver Volume Aggregate State Type Size Available Used%
_pvc_B9flcl56 3801 _4ded4 9f9d _@34d54c39574
online RW 18GB 5.80G3 8%
_pvc_eB372153_9ad9_474a_95l1la_@8ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.
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ZIE. R a—LDHYA X% 3GBICEET R, 7SI Tr—2a3 > DEZFIAHBRERIR—IH 6GIB DR
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=/ NRDERER
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@ % k7w ONTAP T Trident 2 L TW31HHIE. IP 7 FL XTI < LIF D DNS £
ZIREIT B e HRELET,

ONTAP NAST 1./ = —Df|

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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ONTAP NAS FlexGroup Dl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

MetroClusterD |

2AYFA—=N=—"PRAYFNYIDERTHRICNYI LY RERZFENTEHITIHNELNBVLSICN
WOTYVRERETEET, "SVML U —o 3> ANy,

O—LLRABRAYFFA—N—C XAy FNy I %ZRITTBICIF. managementLIF ZHEEL £,
dataLIF KXV svm /N T A —%F] .

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMBR') 2 — LD

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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SERAEAN— X DFREED A

hiEe NI TV RDRNBEDHFEHF TYo clientCertificate. clientPrivateKey LY
‘trustedCACertificate (BEINICAZFEEL TWAHRIIA T aY) BICAHTNET
backend.json BLWIE. 7 T4 7> MEAE. WER. EFEINI-CATEHE Dbase64T > 11— R1E
EENENRELEFT,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BET Y AR— bR S —Df)

COBE. BRIV RAR— RIS —ZFRALTIVRAR— MRS —=2BE8NICERE L UVEIET
% & 51 Astra Trident ICI8 R T 2 AEZ "L TVWET, Chld. THRERBRICHEAEL £ ontap-nas-
economy 8 & ontap-nas-flexgroup FZF1/\,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4



IPv67” K L XDl

CDHFE. ZRLTWE Y managementLIF IPv6 7 RL X ZERAL TL 3,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB7R ) 12— L% {EHA L 7=Amazon FSx for ONTAP D

o smbShare SMB/RU 21— L% ERH T BFSx for ONTAPDIZE. /NTX—RIIMHBETTI,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix
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—JLICERESINTWE T, spaceReserve [RL1 DFEIE. spacerllocation E¥DFRD encryption
KRITEINET, RET—ILIE. AML—2ET2 3V TEELED,

AstraTrldent’Ctst\ [Comments] 7« —ILRICTOES I Z VI IRILHAERESNE T, IX MERX

DFlexVolICEREINTWE T . ontap-nas F7clEFlexGroup for ontap-nas-flexgroup. Astra Trident

(= 7°|:||:/EI VOBIRE T EIZHZIRTDIRNILZ AL =R a—LICOE—LEFT. X b+
L—UBEEIE RET-ILIEICIRNILVLZEERLED. R a—LZSRNILTTIL—FMELIEDTEFT,
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N5DHTIE. —BEDRA L= F—)LHDMBED spaceReserve. spaceAllocation X
‘encryption fB. BKrUV—BDT—ILIET 7HIL MELDBHEBEINE T,
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ONTAP NASOD

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup Dl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:

spaceReserve: volume

encryption: 'false'

unixPermissions:

I GTTET
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ONTAP NAST O/ = —Dfl

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:

84



spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

N\w 2 I R% StorageClasses IC¥vE>T LET

JRDStorageClassE&EIE. ZBRL TSV, [(RET—IzERTEZNVv I RDH)l, ZERT3
parameters.selector 74 —JL R TI&. FStorageClasshR!) 2 —LDKRA MMIFERATEZRET—IL%
MUOHLET, RUa—LICE BRLULEEERT-IILRTERINLERDAHD X,

* . protection-gold StorageClassld. ontap-nas-flexgroup /AW I IV R ! J—JLRLARILDFE
BRI T EIEE—DT—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassid. NDIFH C4BBDRES—ILICIVE>TEINET,

ontap-nas-flexgroup /N\WI IV R | EBEBUNDRELANILZRETIHE—DT—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassidRDAFBDRE T —ILICX vE>Y I ENET, ontap-nas Ny I T

YR ZhUE mysqldbBZ A FT7TURADR ML =S F— LB ZIRIE T 2HE—DS—IL T,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* [l protection-silver-creditpoints-20k StorageClassid. ontap-nas-flexgroup /\WwI IV
RIDILN—=LARILDREE2000007 LSy bRA Y bR TZ2H—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassld. ontap-nas NV I IV READ2EFEBDREF—IL ontap-
nas-economy /N\WZ IR I IN5IE 50000 L2y hRA Y N EFDOM—DOS—ILAT 7 )T T
ER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Tridenth'. EDRET—IILZBIRTZHZHBIL. AL —CBHZERICHLIELSICLET,

B datalIF {IEARER

HAERERICT —HLIFEZEE I 5ICIE. XOOAT Y RERITLT. B INT—2LFEFHFLWLWAAY I Y
RJSONT 71 ILICIEEL £,
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tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

C) PVCHM DU EDR Y RICEHINTULIIHEIE. WHTBRIIARTORY REEFELELTHS.
LOWTF—ALIFZBMICT 3 =DICHEFREICEIHNELNHD X,

NetApp ONTAP XJ/i5D Amazon FSX

Amazon FSX for NetApp ONTAP T Astra Trident % £

"NetApp ONTAP XJi5M Amazon FSX" [&. N%%p@ﬂﬁPZhb—)?&b—?%)
JIORTLEBBY 23771 AT LOEEBPETZRIEEICT . 7ILIHR—?
DAWSH—E X T, FSX for ONTAP Z{ERHT 3 L. ﬁwl Ny 7w FORERE.
INT+—I R, BIEMEEZFALANS. AWSICT—E2%Z AT EHD > T
&, B, EFa) 7o, IEMZ/ERETE XY, FSX for ONTAP (. ONTAP 7 7
ALY AT LDERE BIBAPIZHR— ML TWET,

B

T7ANCATLIE. 2 TLIZAD ONTAP 75 X ZICBU . Amazon FSX DS54V —XTT,
BSYVMRAICIE. 77N TANRET7AIINSATLICRINT ST —2A>7TFTH3 1 DULEDR) 2
— L%{EFTE £9, Amazon FSX for NetApp ONTAP %#{EfH 9 % . Data ONTAP (37 5 RRDOEEN
RIF7FAINATLELTREINE T, FILLWI 7L XTLDRA FIE * NetApp ONTAP * T3

Amazon Elastic Kubernetes Service (EKS) TZE{TEMN TUL\3 Astra Trident & Amazon FSX for NetApp
ONTAP ZfER 3 . ONTAP B R— 9370V IR a—LET 7 ILKkER) a— LZERICTO
ESaZ>JTEET,

NetApp ONTAP FH® Amazon FSX Tld. ZfEAL X7 "FabricPool" A AL —CEBEZEELEF T, T—4A
DT I ZBEEICEDVWTIEICT —RE/NT 2 TEET,

ERFEHE

* SMBRYa—LA:
° SMBARU a—Lld. ZFALTHR—FENET ontap-nas FZ1/N—DdH,

° Astra Tridenti¥. Windows./ — R TETEINTWVWBRY RICIY T Y FENSMBRY 12— LDH%EH
R— b
c BEIN YO Tw TIHEMICE > TWBAAmazon FSXT7 71 IILY A F LATER I NTzR ) 2 — LlETrident T
HIfg TE A, PVC ZHIFRT BICIE. PV & ONTAP 7R 2 — LD FSX #FFHTHIR T AIMELH D
¥9, CORE XEET3ICIE. ROFIE

° ONTAP 7710l « X7 LEB®D FSX Z1ERL T %33 E S 'Quick create ZFEA L AWVWTLL T WO A1
wIER T —2 70—Tld. BEINY I 7y IHEMIED, ATRTORA T avidHhb £t
Ao

° Standard create Z AT 358 I1X. BNV I T v ITZERNLTLLET VL, BNV I 7 v T %
ENCT B L. Trident [FFFREL L TR 2a—LZERBICHBRTEFET,
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v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled

FSx for ONTAP K 5 -1 /N D ¥4l

KD RS N\%EAL T, Astra Tridentz Amazon FSX for NetApp ONTAP C #i&TE X9,

ontap-san : JOEY 3 =25 TN 3&PVIiE. NetApp ONTAP K1) 2 — LAICHE DAmazon FSXAIC
#HBLUNTY,

* ontap-san-economy - JOEY 3= J TN 3EPVIE. Amazon FSXd7-D. NetApp ONTAP 7R 2
— LARICHER TR A LUNEZ FFDLUNT ¥,

ontap-nas : ZOEY 3 Z I EINTEPVIZ. NetApp ONTAP K1) 2 — L dDAmazon FSXE{K T,

* ontap-nas-economy : JOEY 3 Z 2T EN3EPVidqtree T. NetApp ONTAP 7R1J 2 — LD Amazon
FSXZ CICRREA R Datreen' B D £,

* ontap-nas-flexgroup : 7OEY 3 Z>J EIN/=BPVIE. NetApp ONTAP FlexGroup R 2 —L
MAmazon FSXEK T,

RSAN—DOFMHICDOVWTIE. ZBBLTLKIETVW'NASESAN" XU "SANEZ 1 /\"

Astra Tr|dent‘1\ 2E*E®DIL,\DIE:E N %?I'E{ji L/ i 3_0

* SFBAEANR—X : Astra Trident . SVMICA VA P—ILENTWBIRAEZFEAHL T, FSX 77 1LY
ATLDOSVM EBELE T,

CULTIUIVIAR—R I ZFEHTEEY fsxadnin A—YHBED T 7ML AT LFIFICEIDHTS
NE T vsadmin A—HFHSVMEBICEREL £,

Astra Tridentl& vsadmin SVMA—H X 7R LCO—ILZHFHDRIDHFID 1 —, NetApp

@ ONTAP ¥t Amazon FSXIZIE. DHEE SN TULE T fsxadmin ONTAP Z[RERIICAHE
9252—H adnin V3 ARXIA—H | ZFERATEZCZ@HEREL XY vsadmin Ry b7
v IHERBELET,

EEAEN—XDHECFIABER—RDFEZYIDBEZBHIC. Ny IIVRZEHTEXI, fEL. 7
LT v)LEEEAEZANLELS TR E. NIy ROERICKBL ET, ROREEAKICTIDER
BICIE. Ny I TV FRED SEFOARZHIRY 2RENHD £,

EEEEAMICT D HEDFERICOVWTIE. FALTWAB RSANEZA TORMEEBRBL TS
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* "ONTAP NASZZZF"
* "ONTAP SANZZEF"
EICOWTIE. TBEBEZELIETL

* "Amazon FSX for NetApp ONTAP M k& 2 X >/ K"
* "Amazon FSX for NetApp ONTAP (CB89 5 JOJ8EETY"

NetApp ONTAP [A{7Amazon FSXE#fEa L ¢

Amazon Elastic Kubernetes Service (EKS) TZE{TEMNTUL\3Kubernetes?Z 5 XX

DL ONTAP ICK > THR—+EINBZTOVIELVT 7AIILDKEER) 2a—LZz7OE
O3 TEBLSIC. Amazon ONTAP 7 7 1)L 2T LA MDAmazon FSX% Astra
TridentiC¥i& 5N TEE T,

2

|CANZ T "Astra Trident D ZH4"FSX for ONTAP ¥ Astra TridentZ#&89 3I1CId. KDHLDHRETT,

* BfIZDAmazon EKSY S XX i3z FERA T 5 B EEE Kubernetes” 5 X X kubectl 1 VX b—JLiF
Fo

* OIS RREADT—H—/— RHSEEEEREEFDAmazon FSx for NetApp ONTAP 7 7 1 LY X T LB &K
U'Storage Virtual Machine (SVM) o

* EfFENTWVWBET—H—/— R "NFSE/zdisCSI"

@ Amazon Linuxd & PUbuntu THER / — RO ZEEFIER ETL £9 "Amazon Machine
Images DEE" (AMIS) EKS @ AMI 24 FIZISCTEARD £9,

* Astra Tridenti¥. Windows./ — R TETEINTWVWBRY RICIY T Y FENFSMBARY 12— LDHEHR—
FEBBLTLLETIVWSMBRY 2a—LE2 O3 - V095 FEe LET #8BLTLLIETL,

ONTAP SANYNAS R S 1 N\NDfE

© SMBARU 2—LICDVWTRET 3HEIG. #BRBL LTV SMBRY 2— L% TOEY 3=
VIR EE LET NI I REERT BHIIC,

Fig
1. DWW H % ER L TAstra Tridentz & A "E A £

2. SUMEBHELIFODNSHZZINEL F7, 7 xid. AWS CLIZfER L TZ#&3%R L £9 DNSName D TFDI >
k1) Endpoints — Management KDY RZEEITLT#E !

aws fsx describe-storage-virtual-machines --region <file system region>

3. ADIFRRZZER L TA YA M—=JILLE T "NAS/ Vo T > REFEF" £7=1d "SAN/\vw & T > REZEF",
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T77AIWNSRATLICT VR ATEZEEDZBANS SSH Z#FEAL T, 771 AT AIC
@ OJ41> GIERZEZ A VA M—ILTRBERE) TETFEXJT, #FEHALET fsxadmin
user. 77 1ILS AT LDERRBFICERELTNRT— R, BLUDEIEDNSH aws fsx

describe-file-systemso

4. ROFICTRT LI, SFFAEZ BB LIF O DNS &2 FAHAL TNV I IV RI 71 IIL21ERL T,

YAML

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXKXXX.FS—XXXXXXXXXXXKXXXXKXX .fsx.us~—
east-2.aws.internal

svm: svm01l

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

JSON
{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-
XXXXXKXKXKXKXXKXKXKXKXKXKXX . fsx.us-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

NV I IV RDEMICDOWVWTIE. RO > EBBLTLEETL,
° "ONTAP NAS KR S A NZ=FERLI/NY I I ROKE"
o "N TYRIZCONTAPSAN RS/ NEHRELET"
SMB’RU a—L%Z7OES 3= >0 5% e LET

ZERALTSMBAR) 2a—L% 7O 3 =>4 TEXT ontap-nas R4 /\s 27Uy LTLLETVL
ONTAP SANYNAS RS 4 N\ND#iEe ROFIEZHRITLE T,

ERZFIm Y BHIC
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SMBAR 2a—LZ7OEY3Z>J 9 3HIIC ontap-nas RZ7A4/\—. HEBEIEIUTZF>TVLWBIHREN
HHFT,

* Linuxd> bO—75/—REDHL EH1DDWindowsT —H— ./ — K TWindows Server 2019% 3E1T7L T
L3 Kubernetes? 5 X%, Astra Tridentld. Windows/ — R TETINTWVWBRY RICYTV RSN
7=SMBARY 2 —LDIHEHR—F

* Active Directory®D o L 7> > ¥ )L Z &L Astra TridentD > — 2o Ly FHDERLC EBH1DHRETT, —7JL
whZEML XY smbereds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* WindowsF—E R L TERESINCSITOF >, ZREL X ‘csi-proxy ZzEHR L T £ T L) "GitHub:
CSIZOF " £7:=14 "GitHub: Windows[a$CSI 7 03 2" Windows TE{TI 1T L) B Kubernetes/ — R D

I=PAN
Ho

FIE

1. SMBHBEZERSMBEIEL T, OVWTNHDHETIERTEEXY "Microsoft EIEI >V —)L" HE T
WA Ry TA > FTIIFONTAP CLIZER L £9, ONTAP CLIZ{ER L TSMBHREEZIER T B ICIdF. R
DFIEZRTLET

a BEICKLT. HEDOTA LI MIUNIBEZERLF T,

o vserver cifs share create AV Y Rid. HEDIEMEC-pathdA 7> 3 > THRESNATWVWS
NZAZHERLET, BELIENZINEFEELARWVWGS. OV RIFEKKMLET,

b. 35E L 7=SVMICEHE[IF 5N TWBSMBEEEER L £,

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C HEMMER SN E =B LET,

vserver cifs share show -share-name share name

(D) =BRLTEL "SUB A FFR BMICO LTI

2 NIV REERT BBIC. SMBRY 2a—LXIBETDLSICRDIEBERRET I2HNELHD £
T ONTAP NI IV RIEBRA T a>DITRTOFSXICDWTIE. ZEBBL TL TV "FSX
(ONTAP DA > 3> efl) "
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TE370Y LRIV RT. &Ri%E[FIF7-CRDTY kubectlo, Kubernetes®X kL —JEEE(IX. EFOIY
YRS A—FT 1) T4 % FERAETIC. Kubernetes CLIZERL TN Y I Iy REEZEER. BIETE3 &
S D F L7 (tridentctl) o

ZYERR L7c ¥ & TridentBackendConfig 7V T FDBZEIIRDELSICHED X,

* NI IV RIE IBELIAERICE D UVLT Astra Trident ICk > TEEBIMICIER SN E T, ZNld. RERH
ICIFE L TREINET TridentBackend (tbe. tridentbackend) CRo

* s TridentBackendConfig IFIC—EIC/NA > FEINZFXT TridentBackend Astra TridentiZ & > TIERK
INDTT,

% TridentBackendConfig Tld. 1M1DY v EV T ZFIFL XY TridentBackend, BIBIF/NY I LY
ROFETCEBRZ I —FICIRET 2122 —T 14 X T, BEIE Trident " REONY I IV RATO I b
ZRIHAETT,

TridentBackend CRSIZAstra TridentiC &k > TEEMIC/ERRESNE T, CNHIE*ZEELAL
TLET W, NIV RZBEFHITZ5EIF. 2ZELTEHLET
TridentBackendConfig 7 7T ko

DERICDOVTIE. TDFHZBRL T LTIV TridentBackendConfig CR :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

DHZHERTDEHTITEXEY "Trident 1 VA F—Z"BHOASL—CTF Ty b T 4—L 1 H—EXDHRE
Blzrnd T Lo MU,

o spec NYIIYVREBDRENTA—FZFERALET, COBITIF. NvIIVFREZERALEY
ontap-san storage driver& K U Tl ICRIBHENSX—2ZFHALET, FAITSZIX ML= RSA4N1AD
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
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BREA T a>D—EBIZDOWTIE. #8BLTLKIETVW'ARL—=IURSANDO/NY Iy RETEBER"

K

o spec I3 UICIE. BEENET credentials BLXUW deletionPolicy 74 —IL RiE. THIZICE
AENF LT TridentBackendConfig CR :

* credentials : CONTA—RIFINBET4—ILET. ANL—=UORTLIY—ERCDOFREICERIN
29LFTovILDEENTVWET, 2—HYER L 7= Kubernetes Secret ICERESNE T, LTV
vILETL—VTFFRNTEIZLIFTERV D, TS5—ICBDET,

* deletionPolicy:Cc D7« —JLRIF. NESLZH%ZEEL XY TridentBackendConfig HHIFREN
FlLTco RD2ODEOWVWTNAZIRETET T,

° delete:CDFER. MANHIBREMNEX T TridentBackendConfig CRE FNICEEERMITSNT=/Nw
JIVER, INHT T4 METT,

° retain:Ff TridentBackendConfig CRAHIFREN. Ny I IV RERIFEISHEESHFEL. TEE
TEFTJ tridentctlo HIRRU S —ZICRELTWET retain MEIOU ) —2X (21.04K D &))
AT L—RL. BRCNTIENY VIV RERFETHCCHNTEE T, DT+ —ILRDEIR.
DHEINCEF TEEXT TridentBackendConfig BMERSINE T,

Ny IV RDAFENIF. ZFEAL TERESNET spec.backendName, IEE LAWVEF. /\
@ VI TIY ROAFNIOEHICERESMNE T TridentBackendConfig A7 T b
(metadata.name) » ZFERAL TNV I IV REEBRONICHET A #HERLET

spec.backendNameo

TIERSNTZ/NY I IR tridentetl D' EHEMITENTUVEEA
TridentBackendConfig Z 7TV b COKDIBNYIIYROEEIF. TEIRTEXT

kubectl ZERL L £9 TridentBackendConfig CR, E—DERE/NTX—4 (AY) %IEE
TBLDICEFRTBIHVENDHD £ spec.backendName. spec.storagePrefix.
spec.storageDriverName R¥) o L <{EREL7-Tridenth'astrall BEIIC/NA VR
3MN3 ‘TridentBackendConfig BEFDONY I I Y REFEHALET,

FIEDEE
EZEALTHLWNAY I I REER L X T kubectl Tld. XDIREZRITITIRENDHD 7,

1. Z{ER L £ 9 "Kubernetes Secret"s —2ZLw MMZld. A L= 5B I H—ERCEET B0
Trident hSRBRILTUOVILDAESENTUVWET,

2. #1EE L £9 TridentBackendConfig A7V TV b A ML=V U5 RE [H—EXDEFEMEIEE
L. BIOFIBETER LT=>—2o Ly hEBRLEY,

NYIIVRZERLTES. ZHFEBALTEDODRT—RA%ZHER TE XY kubectl get tbc <tbc-name>
-n <trident-namespace> BINDFFMHIBHREZUINEL X7,

FlE1 : Kubernetes Secret #{EfR L £ ¢

NYIIVRDTIECRILT YOV EEGLY—U Ly bEERLET, ANL—JH—EX/ TSV kT
F—LTCICEBBEBDHET I RICHZRLET,
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https://kubernetes.io/docs/concepts/configuration/secret/

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:
username:

password: password

cluster-admin

RDORICC BRAMNL—TFS5w T 4— LD Secret ICEHBRINENDHDZ T4 —ILRZFEHFET,

AbL=2T 5y b T =L —
Ly b7 —IL FDERA

Azure NetApp Files D&

Cloud Volumes Service for GCP

Cloud Volumes Service for GCP

Element ( NetApp HCI / SolidFire
)

ONTAP

ONTAP

ONTAP

ONTAP

102

ClientID

private_key id T

private_key Z@HHL XY

IVRARAV b

d—H4

clientPrivateKey

chapUsername O Y >

Fieldstil &

A,
7

WEZEOID, CVS BIEEO—)L
ZEDGCPH—ERT7HIY LD
APl F—D—%p

WwEECVS BIEEO—-IL%#EFD
GCPH—ERXRT7HI> D API F
—ER

TFOEDILTUIvILZER
9 % SolidFire 7 5 X Z M MVIP

IS5 2% [ SVM ICIER T BT-0D
A—%4%, VLTV vILR—2X
DEREEICEFERAINET

OS5 SVM ICERT 20D
/\"2'7 Ko LTIy ILR—
DFEEICERINET

7547 NHERHED Base64 T
>1— I"flEo DIEEEE/\ Za)nn..\u
ICERENET

14>V N\T Y R1I—H4%, useCHAP
=true DIHZEIFNE, DIHFE
ontap-san & U ontap-san-
economy



AbL—=T 5y b T4—L—
Ly 71 —ILFDERA

ONTAP

ONTAP

ONTAP

chaplnitiatorSecret

chapTargetUsername O Y > K

chapTargetinitiatorSecret

Fields#l2&

CHAP 1 =3 T—&>—4 L
ko useCHAP = true DIHE I
Bo DIHE ontap-san KV
ontap-san-economy

K=y hA—F %, useCHAP =
true DIHZEIIHE, DHE
ontap-san B&U ontap-san-
economy

CHAP &—%'y kA =S T—48%
—2 LW ko useCHAP = true D15
BI3WE, DIFE ontap-san H
& U ontap-san-economy

CORTYTTIER N> —T Ly bME. TEBREINEXT spec.credentials D71 —JLR
TridentBackendConfig KD AT v T TYERSNIcA TV TV ko

FlE2 : Z1ERL L £ 9 TridentBackendConfig CR

NT. ZERT 2% /NTET X L7 TridentBackendConfig CR, CDHTIE. ZERTZI/NYvIIVR
ontap-san RS /NI&. ZERAL TEMINET TridentBackendConfig A TDA T I b ¢

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion:

trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name:

spec:
version: 1
backendName:
storageDriverName:
managementLIF:
dataLIF: 10.0.0.2
svm: trident svm
credentials:

name:

backend-tbc-ontap-san

ontap-san-backend
ontap-san
10.0.0.1

backend-tbc-ontap-san-secret
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FIE3 : DRT—R A%z L £9 TridentBackendConfig CR

Z{ER L £ L7z TridentBackendConfig CRTIE. AT —XXAZMHERTETET, XDHEBREL TS
(AW

kubectl -n trident get tbc backend-tbc-ontap-san
NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success

NY DIV RHPEBICERIN. ICN1Y RENE LT TridentBackendConfig CRo
T —XIFRDVWTNHODEZIRETETE I,

* Bound: TridentBackendConfig CRIZFNY I IV RICEE[ITSENTED. ZONY I IV RIZIEDE
FNTWVWET configRef ZICEREL X9 TridentBackendConfig crduid

* Unbound: =R L TRINET " o TridentBackendConfig AT TV MHANYIITY RIZNA
YRENTLWERA FILLIERESNIIARTDT 7 )L TridentBackendConfig CRSIET 7 # /L k
TIDT7I—RICBH2>TVWEY, 7T —IANEEINTE. BE Unbound ICRT Z&IFTET XA,

* Deleting: TridentBackendConfig CR deletionPolicy DHIBRNRICERESNE LT Z0 Vv D
L ¥ 9 TridentBackendConfig CRHOHEIBREN. HIFRIRREICRITLE I,

c NI IV RIZKEERY 2a—LER (PVC) WEELAVEEIE. ZHIBRLET
TridentBackendConfig € DHER. Astra TridentiCk > TNV I T REDHIBRINE T
TridentBackendConfig CRe

e Ny TITYRIC1 DULED PVC HFET 35513 HIFRREICZDET, o
TridentBackendConfig CRIZZD#E. HIF 7z —XICBADFET, NvIIVRL
TridentBackendConfig ld. TRTOPVCHEIFRENI=H EICDOAHIBRENE T,

* Lost:UCEEEMITSENTWA /NI IR TridentBackendConfig CRHAER - THIBRE Nfch. EIC
HIBR T M7z TridentBackendConfig CRICIFHIBRENIENY I T Y RADBERAHD £7, »
TridentBackendConfig CRI&. ICEARAGCHIBRTE XY deletionPolicy ffif,

* Unknown : Astra Tridentid. ICEERTENTWVWRNYIITY ROREFIIFEEEZRETIELEA
TridentBackendConfig CR, 7=& ZIE. APIT—/N\HIEE L TULAWVEER. DRSS L TULEWNSER

¥’ T9 tridentbackends.trident.netapp.io CRDA'®H D £FH A, ZHUTIEINADKRERIZED H
DET

COERETIE. NI IYRDPEEICERINET, . WS ODDREZBIMTUIBTZ N TEET
"Ny I LIYROEFHFE/NYIIY ROHIBR"

(FTF>ay) FlE4 : FH=ZEELET
Ny O IV RICEAT25FMIBEREMER T SICIE. XOOATY VY REEITLED,

kubectl -n trident get tbc backend-tbc-ontap-san -o wide
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NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8efb6-
bab2699%e6ab8 Bound Success ontap-san delete

TH5IC. DYAMLJSONA > TJZBR 25 & HTF XY TridentBackendConfige

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6£f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo & EXMNF T backendName H KU backenduUID ICHE L TEERESNTNY I IV RO
TridentBackendConfig CRe o lastOperationStatus 74 —JLRII. OERBDRIEDAT—R I %R
L %9 TridentBackendConfig CR, A—H—MNrUAHTZeATEXYT BIXIE. I—HF—DTHaHL%Z
TELIIBERY) spec) ZEHAT 3D, AstraTridentick > TR UH—NZ 9 (Astra TridentD BFCENRF
BE) o Success £7cld Failed DWIFNHDTTY, phase ld. BOBERDORIT—2XZRLET
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TridentBackendConfig CRENY I IV R, EFEDHITIE. phase fBIFNATYRFENTWET, C
. ZEKL £9 TridentBackendConfig CRIF/Nw I I Y RICEEMITENTUVWET,

HZETTEFEXI kubectl -n trident describe tbc <tbc-cr-name> 1TANY MOY DFFMHl%=EEIRT S
TC@@:V\/ I\“_t“_g-o

BEMITONTVBNEENTLWBNY I IV FIFEFREIFHIRTET EZEA

@ TridentBackendConfig Z{FHE T34 T2 T b tridentctl, YIDBXICEET S F|E%R
B2 9 B tridentctl KU TridentBackendConfig. "CHELHZEEL T LY,

Ny I ITYROEER

kubectl ZFRAL TNV I/ IV REEBZRITLET

ZEAL TNy I IV REBIEZRITI B AAEICDOVWTEHAL £ kubectl,

Ny IITYRZHIBRLET

ZHIBRY B TridentBackendConfig" ZMEAL T, Astra TridentiZ/N\w I IY ROHIBREFIFZIETL
F9 (R—XRIETY) ‘deletionPolicy) o NVIIYRZHIFRTDICIF. ZHERLET
deletionPolicy IFHIRRICERESINTUVWE T, DH%ZHIPRL £9 TridentBackendConfig ZBRL TK
72&0L “deletionPolicy ldretainllBRESNTWVWET, CHICED. Ny IV RBXEFEL. ZEH
LTEBETESLDICHRDET tridentetls

ROOARV RZRITLET,
kubectl delete tbc <tbc-name> -n trident

Astra Tridentid. HMEA L TL\/zKubernetes>—72 L v FZHIBRL £ A TridentBackendConfig
o Kubernetes 1—1(3. >— ULy bDIU—27 v TFZBHLET, >—JL v b ZHIRT 2 T IEER
PURETYT, >—IL v hE. NIV RTHERINTULERWESICOAHIBRL T EEL,

BEONY VIV RZRRLETY
RODIAR Y F2RITLET,

kubectl get tbc -n trident

TRITIBECHTEXT tridentctl get backend -n trident £7zld tridentctl get backend
-0 yaml -n trident FEITBIARTDONYIIVROURAMEEIELET, CDUJ R MIIEF. TERIN
TeNyIITVRHFENFET tridentetls

NYIIVREBHLET
NI ITY REFEHITIERIZVSONHD T,

106



C AML=UYRTLDILTUIVILDEEEINTWVWS, LTV vILEEHT 358, TEASH
%Kubernetes Secret TridentBackendConfig 772 TV b Z2EH T IMNENH D £, Astra Trident
M. RBESINERBFOILT OO VI TNV I I REEFHMICERAOITY REERTL T,
Kubernetes Secret Z E# L £ 95

kubectl apply -f <updated-secret-file.yaml> -n trident

* NSX—=% (EFT % ONTAP SVM O&RIRY) ZBFHIBUENHD £,

° EHFTE XY TridentBackendConfig KD AV REEA L T. Kubemetesh SEHEA T T2 b
ZERL T,

kubectl apply -f <updated-backend-file.yaml>

o Ffeld. BEED TridentBackendConfig XD IAY Y REFEHAL TCREZEITLE T,

kubectl edit tbc <tbc-name> -n trident

*NYIIYROEFHICKBLIGE. Ny I IV RIEIREBOBAOREDFEFTEZD £,
ZR1TTSe. OJZRALTER ZHETE XY kubectl get tbc <tbc-name>
@ -o yaml -n trident F7cl& kubectl describe tbc <tbc-name> -n tridento

BT 7ML CTREXESELTEIELKS. update IV REBETTEXT,

tridentctl ZERA L TNV I IV REEBZEITLET
ZERAL TNy I I REEBUIBZEITIBZAEICDOVWTEAL XY tridentetlo

NI TV RZEERLET
EER LTS "Ny O TV RER 7 7L EERAL T, XOOAY Y REETLET,

tridentctl create backend -f <backend-file> -n trident

Ny T ROERICKBLISZEIE. Ny I I FOREICANMEENHD £, ROAYV F2EITIT S
& OJZRRLTREZHETET XY,

tridentctl logs -n trident

B 7 7 THREZRELTEELLS, ZRITIBRITTY create ANV RZHSI—ERITLET,
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Ny IITYRZHIBRLEY

Astra Trident 5 /N I T RZHIBRT BICIE. ROFIEEERITLE T,
LNy IITVREEREBELET,

tridentctl get backend -n trident

2 Ny IITVRZHIBRLEFT,

tridentctl delete backend <backend-name> -n trident

Astra Trident T« F1EELTVWAZDONY I IV RDBR) a—LERFYyToayvkazs

AEY3=Z2>JLTWBEHEE. Ny IIVRZHIFRTS . HILLWRYa—LZT7OEY 3=
JOTERSBDET, Ny IITVRIE THIFR) REDIXRICHD. Trident I(FHIFRET N2 &
TENSDR) 2a—LERF v T3y b2ERLEITET,

BEONY VIV R ZRRLET

Trident B'E8B L TWANY I IV RERRTSICIE. ROFIEEZEITLET,
s WIEZEUS I AICIE. OOV REERTLET,

tridentctl get backend -n trident

C IRTOFMZHERTZICIE. ROOAT Y RERTLET,

tridentctl get backend -o json -n trident

NYIITVRZEHLET

HLOWNY I TYRBRT 7ML LTc5. ROOARY FZRITLET,

tridentctl update backend <backend-name> -f <backend-file> -n trident

Ny I I ROEFHHPRELIBE. Ny I IV ROREICHEDHBH. ENEEFZHRTLE L. RD
ARV PFZXRTIBE. OV zRALTRRZRETEX T,

tridentctl logs -n trident

B 7 7V THREZRELTEELLS, ZR1TIBRITTY update ANV FZHS—ERITLET,
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NYIIVREFERITZAMNL—CIOSAEHBELET
MUTIE. [BE TTETBISONFEROERIDMFH T tridentctl N IIVRATS TV COH I, THUCIE
EEALET jqg1—TFTAVT1HA VA M=ILTEIHENRHD FT,

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

ZHEALTERSNIENY IV RICHZE L XY TridentBackendConfigo

Ny IITYREBATS g EEBHLET
Astra Trident TNW I TV REZBB IR IEIEFLAEE CHERLIETL,

NYIIYRZEEBTBZHDOAF T3y

#EA L % L 7= TridentBackendConfig BIEEISIRE. NV I IV RZ2DDHETEETEDLSICH ST
WET, ThICIE. ROLSHBERAHD £7,

s ERALTNYIIY RZ{ERMEIEE tridentctl TEIETIF X9 TridentBackendConfig?

s HERALTNY I I RZ{EMEIRE TridentBackendConfig ZEA L TEELEX Y tridentctl?

B tridentctl ZHEAL TNV Y I Y R%Z TridentBackendConfig

Dt avTiE. BEBLTERLIENY I I RE2 BRI I -OICHERFIBICOVWTHALEY
tridentctl Z{ERL L. Kubernetesf > % —7 =4 AH 5EHEFEIT TridentBackendConfig # 7T ¥
bo

U RO FIAICEELF T,

* BFED/Nw U T2 RIZIE TridentBackendConfig ZHEAL TER SN/ TY tridentctls

s TERINTFHLWANY I IR tridentctl. DM TridentBackendConfig A7 ¥ MHEE
LF¥d,

55086, Trident TR a—LERTTa—U>FL, LBETOTWVWANY I IV RIF5|IESHEEE
TELEXY, BIEEICIZRD 2 DOERELIHD £,
* DERAZHITLEY tridentetl ZHEHAL TERSININY I IV REBELE T,
s BERLTIER LNV I RE/NA VR tridentctl LU TridentBackendConfig 77 x4
o CHUCED. NI IV RIEZEFERALTEERINE T kubectl TIEHD £FHA tridentctlo

ZEALT. BBIFONY I TV RZEIELFT kubectl ZIEH T 2HENHD T

‘TridentBackendConfig CAUSBIEDNY I IV RICNA VY RLET, TOEEADOBEZUTICRL F
ER

1. Kubernetes Secret #E L 9, >—2 L v bhilld. ARL—S95RA I H—EREEETRHIC
Trident hSRMRBRI LTIV ILDAEENTUVWETD,

2. #{ERL L £9 TridentBackendConfig # 7PV ke AL =05 XA [ H—EXDEM%XIETE
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L. BIOFIETIER L= —I Ly b Z2BRLET, A—DOHRE/NTX—F (RY) ZIEETSILIISF
BET2MENHD XY spec.backendName. spec.storagePrefix. spec.storageDriverName'

RY) o “spec.backendName BEIFFD/NY I TV RDAFICKRET DIHELHD £,

Flgo : N\vIIVRERELFT

Z{ER L £ 9 TridentBackendConfig BEFEDO/NY I IV RICNA YV RTBBEIF. Ny IIY RBREZE
BI23RERHDET, COFITIE. Ny II2RHAXRD JSON EEZFAL TERINTVLWRELET,

tridentctl get backend ontap-nas-backend -n trident

Tttt Fommmmmmememem===
Fommmmmmmmoososorreresmemememeoememmm o Frommomoms Fommmomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmenoneosomoos Fommmmmmomoommmms
et ettt T Fo——————— fom - +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e et e e Fom e
B et o= Fommmmmm== +

cat ontap-nas-backend.json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",
"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
}I
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{

"labels":{"app":"msoffice", "cost":"100"},

"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"
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"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

FIE1 : Kubernetes Secret #{Ep{ L £ ¢

ROBUCTRTESIE. Ny IIVRDILTUIVvILEGTY—I Ly hEERLE T,

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident

secret/backend-tbc-ontap-san-secret created

FlE2 : #E L £9 TridentBackendConfig CR

RDFIETIE. ZER L £9 TridentBackendConfig BAIFFDICHERIC/NA > FENBCR ontap-nas-
backend (CODFDLSID) o ROBHHHLINTUVS CEZHRBLET,

VAN Y I T Y REDEEINTUVET spec.backendNameo
CRENTA—=RIFTONYIITYRERLTY,

RET—IL (FEIBZHSE) & TONY I IV REFEILIBR THEZHENRH D 7,

c LTI VILIE. TL—YTFXMTIFAR L. Kubernetes Secret i@ L TR SN 7,

ZDFEIF. BB L T TV TridentBackendConfig DK SICHD £T,
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

FIE3 : DR T—R XA %ML £J TridentBackendConfig CR

DHLICANILET TridentBackendConfig BMEENTWVWBHENH D £9 Bounds Flow BIFONY
JIVRERLENYIIYREBE UUID BARMENTWBIHELRHD £7,
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

NT. Ny IIVRIEEFERALTELICEEINE T tbec-ontap-nas-backend
TridentBackendConfig Z 7T ko

EIE TridentBackendConfig ZHHALT/N\Y Y IV R%Z tridentctl

‘tridentctl” ZMHHALT. ZHAL TERSINIENY I IV RERRTEET
‘TridentBackendConfig o F7c. BIEEIF. ZHEALTIDLSBNYIIY RZREICEE
TBELHTEFEXT “tridentctl” HIBRLZXT "TridentBackendConfig®
Z L THEHDN®DRETL “spec.deletionPolicy’ DICHREINZXT “retain’o

Flgo : N\vIIVREFBELET

e ZIE RONYy VTV RAZERL TER SN LEX T TridentBackendConfig -
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

HADBIEFDZ EHHHD £F TridentBackendConfig IFIERICIERR SN, Ny I IV RICNA VRS
NTWVWEYT Ny IIYROUUIDZRERL TSV ,

FE1 : BEEEL £ 9 deletionPolicy MICERETMNE T retain

TlE. DfEZRTHEL &S deletionPolicye CHUSICRET DHNELHD £9 retain,e UK
D, DERERICEITINZE T TridentBackendConfig CRHAEIREIN. NI Iy REHEIFFISTHEIFEL.
TEETEFXY tridentctls

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
"{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5£f82 Bound Success ontap-san retain
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@ FNLUANDFZEIF. KROFIBISEXHRWVTLEE LV deletionPolicy BICREINET

retaine

FlE2 : ZHIBRL £ ¢ TridentBackendConfig CR

=REBEDOFIEIZ. ZHIFRT D Z ¥ TY TridentBackendConfig CR. HEERMFE Y L7c5 deletionPolicy
ICRESNET retainzo Vv I 93, ROLSICHIFRENE T,

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

o Fom -

e o - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

o o ————
e o o +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

i e ——

o - e fomm - +

HHEIFRE NIz F TridentBackendConfig Astra Tridenti&. ERRICNY I I Y REAFRZHIRT AR
<O BIIATDz I M ZHIBRLE S,
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