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1 v2.9.0

docker.io/netapp/trident-operator : 23.10.0 (F >/
=2

Docker .io / NetApp / Trident © 23.10.0

docker.io / netapp / trident-autosupport : 23.10
registry.k8s.io/sig-storage/csi-provisioner : v3.6.0
registry.k8s.io/sig-storage/csi-attacher : v4.4.0
registry.k8s.io/sig-storage/csi-resizer . v1.9.0

registry.k8s.io/sig-storage/csi-snapshotter : v6.3.0

registry.k8s.io/sig-storage/csi-node-driver-registrar
:v29.0

docker.io/netapp/trident-operator : 23.10.0 (#
>3aYV)
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Astra Trident z17 > X k—JL
TridentA XL —2ZEHALTA A=)
tridentctiZEFRB L TA > X —ILLET
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Astra Trident %= {8

D—hN—/—Fz¥ R LFET

KubernetesZ7 S A ZRADITARTDT—H—/—RKH, Ry REICZOE S aZ>d Lk
R)a—L%EZI DV NTEZIRELHDFEFT, 7T—H—/—R%ZEFIBICIE. R4
INDZFEIRICETULVTL NFS. iSCSI. F7IINVMe/TCPOWITNH DY —ILEA VX b—
IS BIURELRHD 9,

BB —ILEERT B

RIANZHAEOETERAL TVWRIHEEIE. FIANICHBEBRIRTOY—ILZA VA M—ILTIHREND
DET, m#/\— 3 >DRedHat CoreOSICIE. TTAILETY—ILDRA VA M=ILETNTUVET,

NFSY —JL

NFSY —ILZFER L TW3BEIE. ROFIETA > A —=JLL£XY, ontap-nas. ontap-nas-
economy. ontap-nas—-flexgroups azure-netapp-files. gcp-cvseo

iSCsI'Y—)L

R 3BBIFISCSIYV—=IL%Z1>Xb—=)LLEX Y, ontap-san. ontap-san-economy. solidfire-

Sano

NVMe* —JL

NVMeY —I)LZzA4 VA b—=I)LT 3 (EHALTUWLSHE) ontap-san Non-Volatile Memory Express (NVMe
) over TCP (NVMe/TCP) 7O kJILDHE,

@ NVMe/TCPIZIZONTAP 9. 12L& = HER L £ ¢,

J—RH—EXDEH

Astra Tridentld. / — K TiSCSIH—E X °NFSH—ERXZR{TTEIHESHZEFMNICBRELLS L F
ER

J— RY—EXBETRIESNAY —EXHESNETA, H—EXDWICBES AT
()  BorBREShFLEC. BESINLT—EXNBVEED, RU2—L0ID> K
THRAEEB D E Ao
AR N ERBLET

Astra Tridenth’. BEINI-H—EXEZBETRIHEHDARY b/ —RICH L TERXDA AN C =R
BICiE. =E1TLET,

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>
BH I —EXZRER
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Astra Tridentld. Trident/ — RCRDEZ ./ — R TEHEMICHKR>TWEA Y —EXZHAL Fd, BESIN-Y—
EXERRITDICIE. 2ETLET,

tridentctl get node -o wide -n <Trident namespace>

NFS 7Rl 2 —L
ARL—=FT 4 VI RATFLAODIIR Y REZFERALT. NFSY—ILZA YA M=I)LLE T, 7— MEFICNFSH —
EXDBEBRINTVWRZ e ZERELET,

RHEL 8L{f%

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

@ NFSY =LA YA M=) LIEEHEICT—H—/—FRZ)T—rL T OAVTFICARYa—L4
Y EDOEEZEEL X I,

iSCSI 7R a—L

Astra Tridentz T3 . iISCSILwy>a>EBEEMICHEILL. LUNZXFv¥ > L. VILFINATNA X%
BRELTIT7A+—<vbL. RYRICYTOMTEED,

iSCSID B C[ol{E#aE

ONTAP X7 LA Tl&. Astra Tridenth'iSCSID B O EEMEEZ 5D CCICKITL. UTEERLEF T,

1. *HFE T BISCSI Yy a3V DRELIRIFEDISCSIE Y > a v OREZHANL FT

2 *FLITHZRECIREOREXLEE L T, RERBEZEFEL £, Astra Tridenth. BIEDOEBLIBERI L.
BIBIChEFRIT DR A1 I V7 =Yl

3. “IREDISCSIT Yy > a3 Y DREEFL T ZISCSIT Y a VY DREICET -DICHBEREBE EERTLE
XS

BEBE7IV T4 ET+OOJIFICHD £9 trident-main FDemonset’ Ry RICOVTF%
(D mELEY. OVERTT5ICH. 2RELTE<BEANBD £ 7 debug Astra Tridentd1 >
Z b —=JLHRIC Ttruel IZE&7E

Astra Trident® BEMEEHKEEIZ. KDL S BRIEZHLELE T,
* Xy T —JEGEE RICEETIAREMDH B HVISCSIE Y S 3 VX IFEETHWVISCSIZY > 3

Yo LWt w3 Y DIFE. Astra Tridentid7DFHEL THH5O7 7T L. R—RIL e DEGiZBEILL
9,
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fzezlE. A L= b O—5TCHAPY—J Ly A O—F—> 3> INiBmaic®

@ w hD—oOhEGRERS . B (stale) CHAPY— 2 Ly EHMFIESNZ 2 ehh b £
T, BEEETIE. ChETHEL. BEFNICEY S 3 Y EEREIIL T, EHINICHAPY
—JLvy bEBRATEET,

*iSCSIty>arhdhhbEEA
* LUNA'RODD £FEA

iSCSIV—ILZz1 >R +—=IL
FRALTWEARL =T VI AT LADOIONY RZERL T, iSCSIV—ILZA YA M—ILLET,

EE% AT 2HIIC
* Kubernetes 75 XA ZHNDE ./ — RICIE—ED IQN 2E|D Y TRIBELH D £9, * THIINBORIRSE
HTY *,
* RHCOS/\—2 3 V4 5L £/ ISRHELE# D Z DMDLinuxT 4 A AU Ea2—> 3 02 TEALTWVWSE
Elx. #FRALFET solidfire-san Driver &K U'Element OS 12.5L0(81, CHAPEEEF 77 /L) X L

HMD5 INICERESTNTWVWAR e 2ESBL X T /etc/iscsi/iscsid.confo Element 12.7Cld. FIPSZE
WDt F 2 7HCHAPZILT ) X LSHAT, SHA-256. & & U'SHA3-256 B EINTWLWE T,

sudo sed -i 's/”\ (node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* iSCSI PVS%Z#&; L 7=RHEL / RedHat CoreOS%Z X179 327 —H— ./ — RZERT 35513, ZEELX
9 discard StorageClass®mountOptionZ L T, 1> ZA Y DAR—ABEZETLET, 2581
LTL7ETWVW " RedHat D RF a2 X k"
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RHEL 8L{f%
1. ROSATFLINYT—S% AV A M=ILLET,

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils M/N\—<3 U h 6.2.0.874-2.el7 UIETHZ e =R L T,
rpom -gq iscsi-initiator-utils
3 AFx v U EFEIHRE

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. JILFINREBME !

sudo mpathconf --enable --with multipathd y --find multipaths n

@ #oLFTJ etc/multipath.conf NFENZFT find multipaths no DF
defaultso

S ZHESEL £Y iscsid LU multipathd EITH :
sudo systemctl enable --now iscsid multipathd
6. ZBMICL THBL ET iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1L RO AT LINYT—=D% A VA M=ILLE T,

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. open-iscsi /N\—< 3 > 2.0.874-5ubuntu2.10 LAB% ( bionic DIZE) F7cid 2.0.874-7.1ubuntu6.1 LA
% (Focal DIBE) THAHIxMHIELET,



dpkg -1 open-iscsi

3. AF v VEFHEICKRE :

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. TILFNREBME !

sudo tee /etc/multipath.conf <<-'EOF
defaults {
user friendly names yes
find multipaths no
}
EQF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D L FTJ etc/multipath.conf "FENZFT find multipaths no DT
defaultse

S ZHEEEL £ open-iscsi LU multipath-tools BMICE > TWLWTEITH :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi

Ubuntu 18.04DZ&EIE. =7 w b R— 2 THRHTIHVEHLNHD £9 iscsiadm B
@ P89 B HIIC open-iscsiiSCSIT—EVEZRIBLET, FhlI. 2BFITZCHT
TXT iscsi U—ERXEZRIBLET iscsid BEIMIS,

@ iSCSIV—=ILEZA VA b=ILLT=HIZT—h—/—FR%x2UJ—rLT. OAVFFIZAR) a—L4
i T A DEEZEELET,

NVMe/TCP7RU 17 Ly

FRL=T A VTP RATLICRIGLIcOY Y FZ2fEA L TNVMeY =)Lz Y A h=JLL & T,



* NVMelZIFRHEL O BENHRET T,

@ * Kubernetes/ — RO A—FILN— 3 VAHRTEZEEP. FALTVWRA—FRILNA—
AVICHINT BANVMe/ Ny r—JH R WESIE. /—RDA—FRILIN—2 3 > ENVMe/ N Y
F—STEHFLAFUERS AW EAHD T,

RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

AVRAN—IILZRERLET
AVAM=IHRET LS. XOOAT Y REFEHAL T, Kubernetes?Z 5 A ZARDE ./ — RIC—EDNQNH'E|
DYTENTWBRZ e Z2RELET,

cat /etc/nvme/hostngn

@ Astra Tridentld. ctrl device tmo NVMeD'H UYL THNRZHDBWVWELIICTB7HD
B COREISEELBVTLEL,

NV I ITY ROBREER
NI ITY RERE

NI RIE. AstraTrident E X ML= X T LOBREEZRL T, Trident HBA X
L= AT LEDBERZE% Trident B 538 L. Astra Trident B2 R 2 —L%E
O azZ>J 93508 LET,

Astra Tridentld. R L —S 0 S RCK D TERINFIEBEGIC—RIZRANL = TF=ILEZNYIIYRAS
BEMICIRMLET, RANL—UYRTFLICNY I IV REZRETRHECOVWTHBALET,

* "Azure NetApp Files N\ IV RZFRELFI"
* "Cloud Volumes Service for Google Cloud Platform /\w T RZ&REL X"
* "NetApp HCI £7-1Z SolidFire /NI TV RERELEFT"
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* "ONTAP £ 7zI&Cloud Volumes ONTAP NAS R S A NZFER LT/N\Nv I LY ROERE"
* ")\ IT> RIZONTAP £7=iZ Cloud Volumes ONTAP SAN RS A N&EHRELET"
* "Amazon FSX for NetApp ONTAP T Astra Trident Z {# 8"

Azure NetApp Files D45 E
Azure NetApp Files N\ I TV RZHFRELFT

Azure NetApp Filesi&Astra TridentD /N VTV R L THE TE £9 . Azure NetApp
Files/\w o T RZFERLTNFSTR) 2—LYSMBR 2 —L%ZEFHTIT XY, Astra
TridentTl&. Azure Kubernetes Services (AKS) 7S XX DEEBNRIDZFERA LI L
TUIRILEBEBbYR—FEINET,

Azure NetApp Files K S -1 /\D A

Astra Tridentld. XMDAzure NetApp Files A AL —S RSANZFERLTISRRCBEELEF T, HAR—hE
NTWB7 7t XE— FIE. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(RWX)
« ReadWriteOncePod(RWOP)T 9,

RSN O3 ARUza—L HR—FIATWETY HR—bLENhZT771)
E—F TRXE—F AT L
azure-netapp-files NFS 771l RWO. ROX. RWX. RW nfs. smb
SMB AT Ly OP
EZREIE

* Azure NetApp Files —E X Tld. 100GBXRFEDR) a—LlIEHR—rSINFtH A, BED/NETVARY 2
—LHEREINS L. Astra TridentiC & > THEIFIC100GIBDOR ) 2 — LDMERR I NE T,

* Astra Tridenti¥. Windows./ — R TETEINTWVWBRY RICY T FENSMBARY) 2 —LDHEHR—
l\

AKSDOEEXRID

Astra Trident® 7R — b "SIET5RID"  (Azure Kubernetes Services?Z S XX DIFE) . BIEINETATVT
A TAICE > TIRHINZIEGENLRI LT UIVILERBEZFAETRICIE. ROBHDOHHBRETT,

* AKSZEfER L TEA TN dKubernetes 5 X4
* AKS Kubernetes? 5 X ZICERE S NI-BENRID
* Astra Tridentz 1 > XA b—)l UATESESE) cloudProvider IEE T BICIE "Azure",
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Trident 7 XL —%

TridentA R L — & % {ER L TAstra TridentZz 1 > X b— LT BICIE.

tridentorchestrator cr.yaml 27 v LTHREL FT cloudProvider &7 !
"Azure",

apivVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

IROFIE. Astra Tridentzy b1 > X—=JLLE T, cloudProvider IRIBEZH % EHR L TAzure
IC#81T scp .

helm install trident trident-operator-23.10.0-custom.tgz —--create
-namespace --namespace <trident-namespace> --set cloudProvider=$CP

<code>tridentcti</code>

ROFL. Astra Tridentzy k&4 > X b—JL L. cloudProvider 7 57 OXR Azure :

tridentctl install --cloud-provider="Azure" -n trident

Azure NetApp Files N\ I TV RZRETZERmELEFT

Azure NetApp Files /N I T R%ZRET DAIIC. RODEHZHIZLTWVWSE Z & ZHEER
TRIMRELHD FT,

NFSR1) 2 —L X SMBR ) 2 — LADRIRSEMN

Azure NetApp Files Z#1® T X 7IEF L VG TR T %155 1&. Azure NetApp Files Zt v 7w 7L
TNFSRY 2 —LZER T B OICW DD DIIERRENBET T, ZBRBL T I "Azure © Azure
NetApp Files v 7w L. NFSTRU 2a—L%ZEERRLET"

#ERE L TEERL £ "Azure NetApp Files DRFE" Ny I TV RIIERODBHDHHNETT,

@ subscriptionID. tenantID. clientID. location & T ‘clientSecret AKSZT
SRR TEENRIDZFR T IHZEIEA T3> T,
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c BET—I)L, #BBL TL TV "Microsoft : Azure NetApp Files BORE —ILE{ER L £9 "

* Azure NetApp Files ICEEESNI=H TRy b ZBRL T ZE V) "Microsoft : 7% k7% Azure
NetApp Files ICEEL £3"

* subscriptionID Azure NetApp Files ZBMIC LTcAzuret T X0 ) 7o 3 Uh65&ERLE S,

* tenantID. clientID B &KUY “clientSecret M5 "7 /)7 —= 3 »EE" Azure Active Directory
T. Azure NetApp Files 7 —E R T B2+ RBIERD H D, 7TV ITr—> 3 »EHETIE. XOWThh
ZERALET,

o F—F—FIFFE5EOO—)L "Azure TERIEE"

CA"NZAZLEREO-I" ZHYTRO) T3 LRILTERLEY (assignableScopes) A TD T
2t ZFFAIL. Astra Tridenth R B T3HDIREINE T, ARZLO-ILEERLIZH L.
"Azure R— R L EFERALTO—IILZEIDHTEI,
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"
1y
"notActions": [],
"dataActions": [],

"notDataActions": []
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version BIZ 1
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servicelevel M1 Standard. Premium Fz7f= "™ (T4 L)
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STWBBEIEA TS 3> T,

42



NTA—=H

resourceGroups

netappAccounts

capacityPools

virtualNetwork

subnet

networkFeatures

nfsMountOptions

limitVolumeSize

=EA

BREENI)Y—RZ2TAILE
2IIBIDD)Y—RTIN—T
DY b

BHINFEUY—XETqILEY
VIR DDRY NTY T A
YD XR

BHINUY—XZT 1 ILE2V
VUIBBRET-ILDIYRE

EEINT Ty b EFORE
Xy D= D&EI

ICEESNIcY TRy D4

Microsoft.Netapp/volumes

A1) a—LADVNetigED v
T9Y, DBEDLHD £9 Basic F
7ld standards

v b — U tRBEIF—ER DI T
IIERTEY. TR U T3
STHEMITIHENDHBZHZEN
HDFET, ZIBELEFT
networkFeatures C DIEEER B
MicLawnwe, AJa—LD7O
EazZ>IpkBmLEd,

NFSTYT Y AT a>DETHM
DRI,

SMBRU 2 —LTIFEREINE
ER

NFS/N—2 3 4 1% ERLTHRY
A—L%EITVERTBICIE. £
BLTLEEWntsvers=4 A
N CRY>TEBDODIYV VY NAT
>a V) AbEIEEL. NFSv4.1
ZEIRLE,

APL—=YI 5 AEFERETHRESN
RO EF T axvide Nvo
IYVRBERTRESNILEYT Y b
AT arEDBHBEINET,

EXREINFARY a— LA N
DEZBZ TVWBIHBRIETOEY
IZVIHKRRLET

FT7#ILE
" (ZaILEZERL)

" (TaIL&%L)

" (TaIlLRiE L. TR L)

"nfsvers=3"

" (F7ALRTIEERINEY
A)

43



INTX—A& Bz FI7AILE

debugTraceFlags ESTINSa—Ta JBICER  null

TBFNVI TS5, Bl

\{"api": false, "method":
true, "discovery": true}o
FSIWNa—TFTa0>20%9T7oTC
HlaOJ XY THRERIGE R

FRE. COA T avIdERALE
WTL7ET L,

nasType NFSR a—LFX7IFSMBR!J 2 nfs
— LOEHZ RE

7 avIETY nfs. smb £7:
IEnulle NUICBRET D E. T2
JLRTNFSARY a—LPMERASIN
£9,

C) Iy D —OKBEDSEMICDOWVWTIE. 2B L T TV "Azure NetApp Files /R 1) 2 — LD H
w kD —OMEEEFRELE T

NBRMERCD)Y—X

PVCOEREFIC TNo capacity pools found) T 5 —HDRREINDHZEIE. 7 V75— 3 VERICHELHER
V=2 (HITxy b REXY D=0 BET—)L) HEEMITSNTOAWVWITREELRHD £, TN
VI DB > TWBIHE. Astra Tridentld/\w 7 T R OIEREFICARE SN TcAzure) YV — X2 O IZ5E
BLEI, BYZO-IIMERINTVWE L ZERLET,

MDE resourceGroups. netappAccounts. capacityPools. virtualNetwork KU subnet 52
ERELIITLEHBZFERAL TEETITET, FLALDFE. ERGIIEILCERIOERD )Y —XII—HK
TRARMN DB, BB EERA IS ZHBELET,

o resourceGroups. netappAccounts HKU ‘capacityPools fBlF. HHINTZUY —XDEw b
HECDAML—=U Ny IV RTERARERIY —XICHBRTZ70ILEZTHD, FEOHEHAEHETIEET
TET, REBHBOERIEIIDEHD T,

ZANLEY DR TASAL

DY —=RT)IN—7F <VY—=J)IN—7>

XYy STV TTATT R <UVY=RIN=T><xy bT7YTTHAI> b >

AET-I <DVY=RFGN=TF><2xy 8Ty TTHAI> b >
BET—I >

RkExYy bD—2 <DY—=RTGN—=T><kHERY cT—7 >

HIxy b <resource group>/< REEX Y kT =2 >/< TRy b
>

RYa—Lo7OESg=>d

B 71ILORRREISa Y TROA TSI U EIBETAET. 774N MDA a—L7OEY 3=
VO RGEEITEE T, ZBBLTLLIETVERA 28 LTLIEE L,

44


https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features

INTA—R Bl

exportRule FLOWARY2a—LAICHTBZITIX
R—rIL—=IL
exportRule CIDRFTREEDIPv47 R
LXFIZIPva T3y fOEE
DEAEHEZH I TXY)-T
BETIHVENDHD £,
SMBR 2 —LTIFERINE
ER

snapshotDir .snapshot 7« L7 k1) DFRR %
HmLEd

size FLWARY2a—LDFTT7FIL MY
14X

unixPermissions FrLULWARY 2—LODOUNIXIER (8
ERDANT) S
SMBAR a—ATIFEMFEEINE
ER

ARl

FT7#ILE
"0.0.0.0/0"

(AIny-¢

"100G "

(FLEa2—#gE. TRV
7L aYTRIA kX REREH
WE)

RDOBNE NFEAEDNTRA—=FZT T A MDFRICTEIEANLBHREZTRLTVWET, Chid. Ny T

YR EERTBIROBELTETT,
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. Ny oIy ROEEIEBRIMEBE TS, DB TIE. Astra Tridenth 5% E S NT=ZFRDAzure

NetApp FilesICEZE I NI R TDNetApp 7 H IV by BET—IL. TRy rEHEEL. TNH507F
— N TRy FDIDIZHLWARY 2—L%Z S VA LICEREL £9 . EH nasType IFEBEINTULE
I nfs T7AIIEDERHIN. NV IIYRHANFSKR) a—AlCFOEY 3 Z>Jankd,

C D& IE. Azure NetApp FilesDfERZ IR L TR L TWBEMET. RBICIE7OES 3 Z>J95HR
Ja—LIC L TCENMOHEFEZRET 2 EHBERGZEISELTVET,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus
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AKSDEIETTRID

DNV I IR TIE. subscriptionID. tenantID. ‘clientiD'$ & “clientSecret' (&, BHIE

WRIDZEATBHEIEFF T3> T,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools: ["ultra-pool"]
resourceGroups: ["aks-ami-eastus-rg"]
netappAccounts: ["smb-na"]

virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

BRET—IN T4 E2EFERALIEEEDY —E XL ANILIER

CDINYIIYREBETIE. AzurellR) a— LD BESNEXT castus DBFF Ultra BES—/L

: Astra Tridentld. Z DIHFRDAzure NetApp FilesICEZEIN TV ITARTOY TRy M EBHICKH

L. ZOVWTNMNCHLWARY 2a—LZS VA LICEELEXT,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91e5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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CONYIITYREHIF. RUa—LOEBEZE—DOY Ty MIETERT S FEZ ESICHIRL.

BOR) 2a—LFOED I Z>IDT I MREDBEELFT,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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RAE TS — IL¥ERY

CONYIIYREBETIE. 1207 71ILICEBORINL—CF—IILEEELET, . BA3
H—EXLRNILEYR—LTIEROBET—ILHHD., TNS5EKRIT A ML —I9 5 X% Kubernetes

TR T 2HBBICERITT, T—ILZXKRTB3DIC. RET—ILOINILZFERALELE

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

A= 32DESE

RDEKDICHED £9 StorageClass E&EIF. LEBODRA ML= F—I)LZBRBRLTLEEIL,

48



FEALTCEEDH parameter.selector 74 —JL R

ZfERA L £9 parameter.selector ZIBE CE XY StorageClass R a—LZKRAMTB7=0HICER
INBRIET— I R a—LIZIE. BIRLET—ILTERSNLEERDSHBD T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMBRY 2 — LDEZH

ZfEA L £9 nasType. ‘node-stage-secret-name’$ & Uf ‘node-stage-secret-namespace’ Z{#H L T. SMB
R a—L%EIEL. BHEXRActve DirectoryZ LTV v ILEIEETE XY,
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FTIAI bR —LAR—ZADEXREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Z—LAR—RAZCICERDZ =Ly N EFERT S

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

RU2—LCICBBZY— Ly FEERT

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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tridentctl create backend -f <backend-file>
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tridentctl logs
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Google Cloud/\'v 7 T > K HIZCloud Volumes Service Zs&8EL X7

% k77w 7Cloud Volumes Service for Google Cloud%z Astra Trident®/\w I TV R &
LTHEMT 2AEz. BRESNTVWAERAIZFERL THELET,

Google Cloud K 5 -1 /NDEFA

Astra TridentD45R gcp-cvs VSRR EBETBIRSA/Ne HR—FINTWVWBET7I7EIXE—R
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T L

Cloud Volumes Service for Google Cloud|(Z_ %13 % Astra Tridentt} 7R —  OFFilix CHESR< 2L

TridenthCloud Volumes Service /R 1) 2 —LAZ{ERTEZDIE. 22DS5BED1DTY "h—EZXZA T
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° standard
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° extreme
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- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl
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version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
XsYgogyxy4zg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
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auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"'
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8BR4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
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auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '5'
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
size: 5Ti
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CDEITIF. ZFEALEXY storage RET—ILELUVZHREL X StorageClasses TNIEENSZ
BESRYT 3, 28RBL KTV AL —DIFRDER]| 27V v I LT ARL—U TS IADE
EHLEZHRELET,

CCTlE. IRTOREBT=ILICH L THEDT 74 EDREIN. TRTORET—ILICTF L TH
BREENZET snapshotReserve 5%E LUV TH B exportRule Z0.0.0.00ICKRELFT, RET—IL
3. TEEINZET storage TIP3, @ 4 ORET—ILICIEFEFNZENIHBEOEENHDXT
servicelevel P wP 3. —HODT=ILTTI7HIMEDREEZTEINET, T—ILEXAT S
1=®Ic. RET—ILDOINIILEZFERLELE “performance KLU protections

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"'

apiRegion: us-west?2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m



znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zqg701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard



servicelevel: standard
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Ja—LDRAMIMERTZIHRET—IILZZA L -0 RATEIEBETEER T, AU a—LIZIE BRLT:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=standard"



allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

*RIIDA ML —UU TR (cvs-extreme-extra-protection) Z&RAIDRET—ILICYVEYILE
To ATV T3y TN 10% DIERBICEVWNT A —I VA ZRRHTEIHE—DF—IL T,

*REDAML—UUF R (cvs-extra-protection) AFT w73y bFHHN0%DIANL—UF—)L
ZHEOHLET, Tridentht., CDRET—ILZEERTZIHDZREL. ATy TP a3y b FHOEHIFEL
INTVWBZezERELET,

CVStr—E X %1 T Df
ROFF. CVSH—ERRZATDREFMZRLTVET,
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version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-east4
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZ2E4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com
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client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw
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PARL=T—ILOER

CDNYIIYRBEDHTIE. ZFEHAL T storagePools ARL—JT—ILZRRELE T

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'



auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

RDFIE
NY I TY BRI 7ML EERLIcS. ROAR Y FZRITLET,

tridentctl create backend -f <backend-file>

Ny T T2 ROERICKELIGEIE. Ny IV ROREICEANEENDHD I, ROAXY R ZRITI B
& O72RRLTRERZRETE XY,

tridentctl logs

W7 71 ) CRIBEEZRELTEIEL-S. create ANV REZHERITTCEFEJ,

NetApp HCI % 7|3 SolidFire /N TV REREL XS

Astra Trident1 > X b —JLIRIECElement/\w 2V T R 1ERK L TERA T 2 HE% CHESR
<T2TL,

Element K 5 -1 /NDEFHA

Astra TridentD¥§& solidfire-san V5 AR EBFETBIHDIA L= RZA4 /N, HR—bENTWET
7t XE— K&, ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(RWX)
« ReadWriteOncePod(RWOP)T 9,

o solidfire-san A L —U RS /NIE. file_and block volumeE—RZHR—ELTWET, 27U w

2 L% 9 FilesystemvolumeMode. Astra Tridenth'7 Rl 2 — L% L. 771NN AT LR T 71
AT LDAA X StorageClass TIEEINE T,
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RSN

solidfire-san

solidfire-san

ERZRB 9 HIC

ZJOk3alL

iSCSI

iSCSI

A)a—LE—F HR-—FThTWL3S
TIOHEXE—R

JOwvy RWO. ROX. RWX
. RwWoP

TJ774ILRXFTL RWO. RWOP

Element/\w 7 T REZ{ERT BHIIC. KDIBHRHAVEIZHED £9,

*Element V7 bz 7%2RTIT 3. YR—EFROINL =TT XT Lo
* NetApp HCI/ SolidFire 7 5 R R BIBE X -IIAR ) a—LZEBEBETES TV FA—HFDILT>I vl

* TARTD Kubernetes 7—H—/ — RICEYZ iISCSIY—ILEZA VA N=)LTINERHD £T, 28R
LTLIEETW"D—h— /) — ROEHFBH"

NI TV REHA T3y

NYIITYREBEATSIaVICDOVWTIE. ZOREESBLTLIEEL,

INTA—H

version

storageDriverName

backendName

Endpoint

SVIP

labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups

Types
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RAER—hk
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JSON FEH D SANILDE W ko
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WSS ICTERR)

iSCSI F S 714 wIERFEDRI b
AR —T A RICHEBELET

CHAPZ A L TiSCSIZEREEL £
3, Astra TridentldCHAP % {&FH

FERTZT7I9ERTIL—TIDD
e

QoS D #k

FIT7AILE

=

BR—rENBT7
T1IV AT LA
T7AILS AT LD
HOFHA raw 7
Ay 77NART
ERS

xfs. ext3. exti4

= IC T solidfire-san-1

riscsl_j + X kL— (iscsl
) IP 77 KL X SolidFire

T7A4ILE

ELLTY

[trident ] CWSEBIDT IR
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INTAX—R 5rEH TTA4ILE

limitVolumeSize BRINFEAR) 2a—LYA XN “ (F7AILMTIFEAINEFEA
DEZBZTW3EE. 7OEY )
IZVINKRMLET

debugTraceFlags ESTINSa—Ta JRICER  null
TB3TNYITTST, Bl {"API"
. false . "method" @ true}

@ ERLABRWVWTLZE V) debugTraceFlags F 27> a—F70 >J&2FTLTVWT., a0
IR THRERIGEZRTET,

B DN YOIy R solidfire-san 3FEDAR) 2 —LZEAT-RSA4N

ROFE. CHAP SRR TA3NVIIVR T 71ILE. FED QoS Rif=#EAL =3 DDAR) 2 —LA&
ATDETIVIZRLTVWET, EDHEIE. ZFEBALTEA ML =I5 X2 FEHETRELSICEERELET
IOPS AL =05 XADINT A—A,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
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Fl2: DNYIIVRERA ML= TS XADKE solidfire-san RET—IL xR TR ZA4N

CDfE. RET—ILrHIZ. TNS5%EBIRT SStorageClassesE EHICHEBE TN TWVWEINY I IV REE
7740 ZRLTVWET,

Astra Tridentld. A L= 7= IILEICHEIRNILEZ, 7OEDSaZVIRIC/NY I IV RX ML —2LUNIC
dE—LEzd. ANL—UBEBEIZ. RET—ILICIRNILEEZLIED, R a—LESRNILTYIL—TF
ItLi=bTEZE,

ULTFICRINYIIVREERT 7IILDAITIE. SRTDRAML—=TF—=ILICRH L THEEDT 7 4L RHERE
TINTVET, CNICED. DRESNEXT type VILN— RETF—ILIF. TEEINZET storage Y
>3y, TOBTIE. —BRORA L= TF—=ILDVMBDR A TR EL. — SO T—ILHEERDT 7 # )L ME
xEEZLET,

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: '4'

zone: us-east-1la
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type: Gold

- labels:
performance:
cost: '3'

silver

zone: us-east-1b

type: Silver

- labels:
performance:
cost: '2'

bronze

zone: us-east-1c

type: Bronze

- labels:
performance:
cost: '1'"

silver

zone: us-east-1d

RDStorageClassEF&ld. LEDRET—IILZBRLTVWEYT, ZFHT S parameters.selector FX b
L= 2 RE R a—LDRIAMMIEATEZRBT—ILZHUOHELEFT, R a—LiZiE ERLER

BT7—LATERSNLERZD DD X T,

RVIDA L —T U5 R (solidfire-gold-four) ZERT R L. RPDEFRET—ILICIvEYTTEINF

To d=ILRDNT =TV AERMTZH—DT—)L Volume Type QoS D, RMEDAL—JIFX

(solidfire-silver) SiverNT #—IVRZRMHITEZII ML - TF—ILZIRTHEL FJ, TridentH\
EDRBT—INZBIRT IO ZHML. AL —CBEHZHERICHELTELIICLET,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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ZfEAY 3% 8 1limitAggregateUsage ¥ 7 A X BIEEMERNUNETY, Amazon FSX for

@ NetApp ONTAP % Astra Trident& E B ICHERA L TLWB3HEIF. Z8RL TV
limitAggregateUsage /N T X—XIITIFHBEL FHA vsadmin LUV fsxadmin I—H
THIVE CONTA—RZIBET D CRELIRIFEKBLFT,

ONTAPA TTridentk S A NAMEATE 5. LOHROBELVWO—ILZIERT S EIFRIRETI A, #HELX
HAo Trident DFTV ) —XTIE. ZLDHE. ERINRET API NEMTREICHZ D, Ty TIL—RH
L. IS—BECHPILKADFET,

NVMe/TCPICBE 9 3 Z DIDEEEIE

Astra TridentTl¥. ontap-san A TZEL RS04 /N—:
* |Pv6
* NVMe7R1) 2 —LdDSnapshot 7 O—
* NVMeR ) a—LDH 1 XEE

* Astra Trident TS A 71 VI EZBEBTE B3 LS. Astra TridentOAEBTIERR T L7=NVMe R ) 2 — L%
A1VR—+T3

* NVMe®1 71 7ILFINR

* Kubernetes/ —RDIL—XTILo vy OV FRIZTIL—RTIL> vy &> (23.10)
Astra Trident TIZXRDEREDHR— TN EH Ao

* NVMe Tx A T+ JICHR— kT 3DH-HMAC-CHAP

* Device Mapper (DM ; 7/N\1 XX w/\—) TILFI/INX

* LUKSHEES1t

Ny 2 IV RICONTAPSANRS A NEBET 3 %MmELET
ONTAP SANK S /N\TONTAPNY I LY REZHEBR T 20D BHEREAT>arvE
IBEELE I,

=2

ONTAP N\ O Y RIANTICH LT, Astra Trident B SVM ICDH L EH 1 D7 T VX — %2 DYTT
ELRBELRHD XY,

BEORZANZRITL. 1 DERIFEBDORSANZBRIBZA N —CIVTAZERTAICHTEE
To LRI ZHRETETEY san-dev ZHHT S 7 X ontap-san RT7M/\NELVUPAsan-default &
9 %7 2 R ontap-san-economy 12,

FANTDKubernetes7—H—/ — RICEYIARISCSIY —ILEZA VA —ILLTHELLHBELRHD T, #2BL
TLIETW'"D—h—/ —RZEHEFELET" ZBBLTIIETL,

ONTAP/\vw U T > k DFREE

Astra Trident [Cl&. ONTAP Nw O IV R%ZFEETZ 2 DDE—RAHD FT,
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* credential based : RELMERZIEFD ONTAP 2—HDI—HLKQE/NRXT— K, &Y. FRERINt
Fal)7FOJ4>0- ) zERATZI e =Z#HEL XY adnin £721& vsadmin ONTAP D/N—2 3> &
DEHZEMZBRARICED 370,

* SEBAEAR—X : AstraTrident &, NI IV RICA VA M=ILENT-FERAE%#EA L TONTAP V5 X &
CBIETRCHTEET, COBAE. NV IIYVRERICIE, Base64 TLYIA—REIN=0Z1T7 YV
NEEFAZ. F—. BSLWMEEINT- CASIEE (#E) HEENTLVIRELHD T,

BEONYIIVRZEH LT, JLT VI vIINR—XDOAREFRAER-IAOFREZYIDERZ N TS
9, 2l —EBICHYR— bENBFTEAFEIIIDREITTY . BIOSREARICTIDEZRBICIE. NyvoTY
FEREDSBIFEOAXZHIRT 2HENDHD T,

(D 7 b?//v}bc‘:;ftﬁﬂi@ﬁﬁ%*?‘é‘ﬁébd: 2893, Ny IIYROERHRE L. HE7
7AILCEBOFAENEETN TV L VWS IS —HRREINE T,

ILTUIvIIIRN—RADRAZBMCLET

Trident B ONTAP Nw U TV RE@EETBICIE. SVM ZRE LEBBEFIZVS A4 EWTRE LTI-EE
BEDULTUIVILDMETY, BREDREDEFIEEINO—-IIZEATZI e =##HRELEXT adnin £
721d vsadmine CHUCE D SHED 1) —XD ONTAP £ OFBEENSHED ) 1) — XD Astra Trident TfEF
SNBEBEAPI D RSN BAIEEMDHD X T, ARFZLDEF2)FT40O5 1> O—)LIX Astra Trident T
ERL L TERTE X 9H #HESThEHA.

NY T IV REZEDONIRDELSICHED T,

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"
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NYITIVRERIE. LTIV IDTL—VTHF AN TRESNDIHE—DIGFATH S ZEIEFELTLE
TV NYIIYVRMMETND . I—HRE/NXT—RKH Baseb4 TL> I— RN, Kubernetes > —
JLy e LTRIAICNE T, LT vIILORBIRELRDIE. Ny I I ROEREITEFHLEITT
To COUIBIZEIEEEAT. Kubernetes/ A ML —SBEBELNEITLET,

SEFRER—X OB EBEMICLET
TR EIIBEFEONY VTV RISHBEEEEAL TONTAP Ny IV REBETEE T, NvIIYVRES
ICIE3 DDINSA—FHNETT,

* clientCertificate : Base64 TIT>1—R3EN=o 541 7> MNEBBED(E,

* clientPrivateKey : Base64 TI > d— RdNfz. BE T S NI-WERRBDE,

* trustedCACertifate: {538 SN 7= CASEBEZ D Baseb4 T > 11— R, ST N/- CAZERT 35513,
CDONTA—AEIBETIUNELNHD £9, EEINE CAHNMERAINTULAVESIIERLTHEVE
Ao

—fEHR T — o JO—IPRDOFIETHERINE T,

FIE

1. 9547 MEBBE X —% 4L £, £REFIC. ONTAP 21— L CEREEY B & 51 Common
Name (CN ; #H@#) #HRELF T,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. fERETENT CAGIFAE = ONTAP S RZICEML £F, COMEIF. R L—IEBENTTICIT-T
WBEBEMA B £, SETES CANMERATNTUAVESIZERLET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. ONTAP VSRRV SA TV NEFAZE e X —% 1>V M—=IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

+ 3R COOVY Y RERTLIE. ONTAPIZEERRED AN ERD £, X7y 1 TERINT
‘k8senv.pem' 7 7 M ILORBZEDFIF. ENDEAALTA VA =ILEZRZRTLET,

4. ONTAP ¥ a7, OJ4>O—ITHR—FINTWVWE L ZMHERT B cert FREA T
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security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S5 A EINI-EFAZE % FHA L CERiE% T X FONTAP &BIE LIF > ¥ <vserver name> (&, BIELIFDIP 7 R
LABLIVP SVM AICEFTHER T IV,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. Base64 TiIFAZE. ¥—. BLVEBEIN CARAZEAX IV O— RT3,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

I RIOFIETHEMEZERAL TNV I IV RZERLE T,
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

LA EEEH TN JLT v EO—T—>3 LT

BEONYy IV REEHL T ORMAEZFERLED. JLT7>o v zO0—F7T—>3 > LDhTERX
To CNUFEBEEDAETHEELEFY, I—HRENRT—RZFERT 3NV I IV RIFEEBEZFERT S
KOICEFHTETXEIA SAEZFERIZNYIIVRIEA—HRENIT—RIZEDVWTEHRTETEXRT,
NZIT3ICId. BFORAEAEZHIBRL T TLVWEREREAEZEM T 3HELH D 9, RIS, BN
7=backend.json7 7 1 JLICRAEBRNT A —ZDEFENT-DDZFEAL TEITLEX T tridentctl backend
updateo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

NRT—ROAO—-T—23a Y ERTTIRICIE. X FL—IEERENRAIC ONTAP TI—F
ONRAT— FREHTZBENBD FT. COBICNYIIYRT Y IF— MGEET, G
() ®mEon-—7->a RATsRE. BROTHABEI—FICBMTECLATEET, £
D%, Ny /T KBRS NTHLVEREAMBRSINS &5 ICAD £T. COMBEICH
CHWIHEE. ONTAP 2522 BHIRTE £ 7,

N IITYREBEHLTH., TTIERINTWVWBRY a—LADT7 IR IFHEINT. ZOERDORY 12—
LEFICHOEELEEA. NV IIY ROEFHHMINLZHE. Astra Trident B ONTAP N I TV RE@
L. LIFEDOR) a—LAMEBENIBTEZZRLTVWETD,

X751E CHAP Z M L TRtz s8sEL £ 9

Astra Tridentld. (Z¥ L TWARCHAPZ{ER L CTiSCSIZw > a Vv &FRIECE X9 ontap-san BK VU
ontap-san-economy RZ4/\e THIUCIE. ZBWICTBIHNENHD useCHAP NV I IV REEDT T
32, ICERTET B L “true’Astra TridentTld. SVMOT 7 4L DA ZS T —RtF a2 74 HWHRCHAP
ICERESN. NwIITVRIT7AIUCA—TFREI—I Ly MDRESNE T, BEHDEREEICIEIINATR CHAP
ZERATACCZHRELE T, ROKREFMZESRL T,
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ o UuseCHAP N XA—AIE, 1EFEITRETETZ2T—ILEOA S>3 > T, T 74/ ETIE
false ICERETNTUVWE T, true ICERTEL=HE T, false ICREIT D LIFTETXH A

[CH0A T useCHAP=true. chapInitiatorSecret. chapTargetInitiatorSecret.
chapTargetUsername B LT “chapUsername 74 —ILRIENYVIIYV RERICEDZIHVELNHD X7,
HERITITBE NYIITVRDMERESNTHETO—I Ly b EZEETEFXY tridentectl updates

EDLHEH

HREL XY useCHAP truelCRET D E. A RL—UBEEIFZ. ANL—YNY I I RTCHAPEZREY
3 & SiCAstra TridentiZIERL £ 9, CNICIERDODBDHEENZE T,

*SVM TCHAPZtEYy 7Y FLET,

cSVMDT T I EDAZIT—REFa) T4 %A Fhnone (77 #JLbTERE) *T. *RUa—L
ICBEFOLUND R WZE. Astra Tridentid T 7 )L b Dt F 2 ) 7« X1 7% caap CHAPA Z> T —
BREZ=Ty bDA—HFRELVI—TL Y FOREISEAE T,

° SVM IC LUN A& N TWBEE. Trident & SVM T CHAP Z#B%hicL XA, LD, SVM
ICTTICTEETBLUNAD 7 7 IDFIBREINER < ED £9,

*CHAP A Z>I—RER—7y bDA—HREI—IL Y b ZRELET. CN5DOF T2 avid. Ny
TJIVRIBRTEEIS2HEDNHDET (EEZER) -

NI IV RPMERRIND & Wi D H Astra TridentiC & > THER M1 E ¢ tridentbackend CRD% E1T

L. CHAP>—2 L v b 1—H&%Kubernetes>—27 L v b LTRELE T, CD/NYIITYROD Astra
Trident ICK > TR T NI RTD PVS YT I, CHAP ERTERINE T,

JLTrivEO—T—>avl. Ny I IV RZzEH
CHAPY LT ¥ )2 B#H T 3IClE. TCHAPNS X —R2%BEH L £9 backend.json 771 )L, CHAPY

— Ly bEBEH L. 2ERITIVELNDHD £9 tridentctl update BEZRMITZ7-HDITVRT
ER
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Ny I TV ROCHAPS—o Ly N BH T 3 HBAI. 2ERTIRENGD T
(D tridentctl N\yOTY REEHLET. Astra Trident TREBZME TS BUED, CLI/
ONTAPUI 'SR ML =U 03 REDI LTI v LZBHLBVTIIEE L,

cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

+——— o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e ettt
t——— e +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- e +

BZEOEGIIHEEZZITEFEA. SYM D Astra Trident T LTV vILAEFHIEINTH., 5|ZHEET 79T+«
TTd, FiLWERTIIEFRINILT OO VvILDMERIN. BIEOESIZS ISHEES 7T 7T, &aL)
PVS Z4lf L THIER T2 L. B INIIL TV vILAMEREINE T,

ONTAP DSANIBR A 7> 3 > £

Astra Trident® -1 > X k —JLERIECONTAP SANR S 1 N%Z21Ep L TER S 32552 Cf8
NLET, COEIZI>TIE Ny IIVRFOEMRFAlE. NvIIVR
% StorageClassesiCYwE> T 3370 DEFEMERLE 9,

Ny IITY RIEBEA T3>

NYIITYREBEA TSI ICDOVWTIE, KOREBEBLTLLEIL,
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NTA—=H Bl TI7#I b

version BT
storageDrive XML —YRSA/NDHARI ontap-nas. ontap-nas-
rName economy. ontap-nas-

flexgroup. ontap-sans
ontap-san—-economy

backendName ARARXLZFRIEFAML—SNYIIVR RS /\%+"_"+ dataLIF
managementLI 735 XXAXBIELIFX7/IISVMBIEELIFDIPT KL X, r10.0011 . T
F [2001:1234:abcd::fefe] 1

Fully Qualified Domain Name (FQDN ; 52288 K X
12%) ZEETETET,

IPv6 7 =4/ % {EMH L TAstra Tridentz 1 > X b—JLL
12581, IPVB 7 RLRAZFEATALSICRETEX
o IPV67 RL RXIE. RDESICAN>DCTEERIT D
MENBHD £,
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
Jo

> — L L X% MetroCluster X 1w F 4 —/N—ICDWT
&, #2BLTLETL, MetroClusterdfl,

dataLIF ZORIJILIFDOIP7RL X, SVMOIREMTY

*iISCSIHCIZFEE LBWT L 2TV, * Astra Tridenth®
ER L £9 "ONTAP DERAILUNT v " iSCSI LIF
ERRHETBICIE. WILFINAE Y g %=L D4
BABHDF T, ODBRIFEENERINET
datalIF |[FFARBIICEEREINE T,

* MetroCluster®5&I13EBE L T ZE 0, *
MetroCluster® i,

svm £ 9 % Storage Virtual Machine SVMDGZEICERINET
managementLIF ZIBELXT
* MetroClusterDIHZ&IF BB L T T L, *
MetroCluster® i,

useCHAP CHAPZ% A L TONTAP SAN R S 1 /NDIiSCSI%E2:F false
Li'g- (7‘_U 7\/) o
ZICEREL F9 trueAstra TridentTld. Nw oI
R TIEESINI-SVMDT 7 #+ )L FEREEE L TWA
BCHAPEZREL THERLET, #BRBLTLIEETW
"Nw I RICONTAP SANR S A N\EHET 3 %(H
ZLFEI"ZBRLTLIESL,
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rSecret useCHAP=true
labels AR a—LICERTZEED JSONFEROSNILD ™
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2=y b A%,
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DBEIEHBTT m
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OS54 T N D Baseb4 T 11— Rfl, ZFEAZE ™
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ONTAP SRR L DBEICNAT—RHIBRETY, ™
7b7_:y>JV)L/\\_Z®DL\nE‘uﬁFﬁ—knig-o

9 % Storage Virtual Machine SVMDIBEICERINET

managementLIF ZIEELXT

SVM THLWARY a—LE O3 =03 3K
ICEARTZ LT v I REBELET,

trident

HEDBEETRIEIETEFHA. CDOINTA—H
EEHITBICIE. FLOUNYIIY REERT IHE

NHOEY,
FRERNCOEEZEBZITVWSRIEEI. 7OED3Z ™ (F74)ILMTRERAINEYE
IO RELET, A)

NetApp ONTAP /\‘u JIVR L:Amazon FSX%z{#H
LTWBEHEEIE. IEELABVWTLC IS
llmltAggregateUsageo?tf\u11ﬁ_fsxadm1n35
& vsadmin 77 VT — ~OFERRKREZEYS

L. Astra TridentzZ L THIFR T 27D ICRKRELHE
BRAZENTLARLY,
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NTA—=H Bl T Ak

debugTraceFl rSTIN>a—FT4 VJRIZERTSZT/NNYSI TS null
ags o Bl 1 {"api": false. "method" : true}

ST a—Ta 2 T%TV FERBROTL Y TH
VERGEZRE. FEALBVLTIREL,

useREST ONTAP RESTAPI| B3 270D T—1 7 >V/\Z false
X—=H, *TFTIO_HILTLEa2—*

useREST Id. TV =-AHILTLEa2— LTRHETIHN
TWEd, TXMRIETIE. ABREODT7—270—R
TIIHESINFEFLF A, ICRET DL true Astra
Tridentld. ONTAP REST APIZ{EARAL T/N\voI T
VREBELEXY, COKEEICIFONTAP 9.11.11L
BEAKRETY, . AT SonTar OJ 0 >0O—
WIZIIADT O ZENRETY “ontap 7 ST
—>ay ! NEEIEERINLICE > THESINE
9 vsadmin KU cluster-admin O—)L,

useREST I&. MetroCluster TIEHR—bFEINTUVE
Ao

useREST IENVMe/TCPICEREMiE N TV E T,
sanType Z(ERA L TER iscsi iSCSIDBE £ 721E nvme iscsi ZEHDIHE
(NVMe/TCPDIFE) o
R)a—Lo7AOESazZ>IBONYIIY RIERA T3y

INSDATLaveEERALT. OT 74 ETOED a2 VI ZHIEITE LT defaults RED LIS 3
Yo BUCOWVWTIE. UTOREFZEML TIZT L,

INT A=A Bz T7#I bk

spaceAllocat space-allocation for LUN DY Y REIEELET "IE L LY

ion

spaceReserve AR—ZAJHFR—I3>F—FK: Thoney (V) "Rt
F7-1% Tvolumes (2 w72)

snapshotPoli {9 % Snapshot R — "L

Ccy
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NTA—=H Bl TI7#I b

gosPolicy ERL7=R) 2 —LICEIDHE TS QoS KU >—J )L ™
—To AML=TF=IILINY IV RIEIC
QOSPolicy % 7zl& adaptiveQosPolicy D W\ g NihH 7z 1E
RLFT,

Trident 1% Astra T QoS 7R > —F I —T%=EHTS
IZl&. ONTAP 9.8 LIENMNETY, IFHBDQOSR
Y —SFI—TFR=FERLT. 8V AT FaI>v kb
ICEBNICARY =TI —TBERATZI 2 #RLE
To HE QoS KU —FIL—FICED, IRTDT
—J0—ROEHRIL—Ty MR L TERIEAT

nxd,
adaptiveQosP F7HA ST 47 QoSHKRUI—FIL—F I {ERLT=RY ™M
olicy 2—LICEIDETEY, AML—UTF—=ILINYIT
> R & IZ QOSPolicy % 7z1& adaptiveQosPolicy M
WINHZBIRLET
snapshotRese Snapshot BICUHF—TEINTWVWBRR) 2—LDEIE RDIFEIF 0]
rve snapshotPolicy I& MnoneJ .
EFNUANDIFZEIF T) T,
splitOnClone {ER{BFICO/O—2EFHASIXTU Y FLET LWLz

encryption #FL LR 22— L TNetApp Volume Encryption (NVE LWL\ X
) ZEMCLET, T7AIWNMITY falses D
T3 EERTBICIE. VFXZTNVEDSA
TUZADRESIN. BRICHE>TVLWIHRELRHD £
ER

NAED NN I TV RTEMICKR->TWVWRIHEE
|&. Astra TridentTOES a >0 EnNfcIRTO
R 2a—LHNAEICBMICAED £9,

SEHICDOWTIE. UTZEEBBLTLEEL, "Astra
TridentE NVEH &K U'NAEDHEER "

luksEncrypti LUKSEEStZBMICLET, 2BBLTLETWV "

on "Linux Unified Key Setup (LUKS ; fig*¥—t v k77
v 7) j@:"fiﬂa"o
LUKSEES1LIENVMe/TCPTldtH-R— I NFEH Ao
securitysStyl FHLWARUa—LDOEFal)FaHR unix
e
tieringPolic Tnonel ZfERT ZMEEILR) > — ONTAP 9.5& D 81 DSVM-DRE&E
y DB EIE Tsnapshot-only |

AR)a—L7OES3a=>T0f
TI7HINEDERRINTVWBEIERICSRLES,
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

EEALTHERLIEIARTORY) 2—L ontap-san K5 /\Td BAstra Tridenth'. FlexVol
DABAT—=RICHIET BT=HIC. THIC10%DBFE=%XEBMLUN (. I—HH PVC TEKRL
@ BA X FoKEALYrXTFOEY 3= 3INE T, Astra Trident H' FlexVol [Z 10% %
IBfN (ONTAP THAEHBERT A X LTHRR) I—HIZld. BEXRLI-FERATREBTENEID H
THNEd, £, FATRELGIR—IDTILISTERINTULALANED, LUN HFAHEDE
BICHRB3ZrbHhFEEA. Thid. ONTAP & SAN DBEMICIFZLE L = Ao

EEHEITD/NvI LY RDIBEE snapshotReserve Tridentid. KDL SR a— LA X#HAELZF T,

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 1%, Astra Trident @ 10% DEHIEIE T, FlexVol DX X TF—RICHIEL FT., DHEE
snapshotReserve = 5%. PVCEXRK=5GiB. R) 2 —LDEFH 1 XI$5.79GiB. FEAAELY 1 X
|135.5GIBTYo o volume show XRDBFIDLSBERINRRINE T,

Volume Aggregate State i Available Used%

_pvc_B89f1lcl56_3801_4ded_979d_034d54c39514
online RW 18GB
_pvc_ed2ecbfe_3baa_4afb6_996d_134adbbbB8ebd
online RW 5.79GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 1GB
3 entries were displayed.
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TE. BFEORY 2 —LICKHLTHLVLWGERZ

&/\BRDFKEHI

g— =

1T2ICIE

YA XEERNT

RDOBF [FEAEDNSRA=2ZT T AILEDFXICT ZEANLRE

YR EERITIRODBERAETT,

ZERALET,

ZRLTVWET, Cnld. NyoT

@ Amazon FSx on NetApp ONTAP ¥ Astra TridentZz{EH L TLW3H&E. IP7 KL XT3k
<. LIFODNS%%ZIEET D L ZHEL £,

ONTAP SANOD

_Mid. ontap-san FZ1/\

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:

k8scluster: test-cluster-1

backend: testclusterl-sanbackend

username: vsadmin

password: <password>

ONTAP SANODZEE DA

version: 1

storageDriverName: ontap-san-economy

managementLIF: 10.0.0.1
svm: svm iscsi eco
username: vsadmin

password: <password>
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MetroClusterD |

2AYFFA—=N="PRAYFNYIDERTRICNYIIY RERZFETEHITIHNENBVLSICN
WOLYREHRETCEFET, "SVMLTUT—o 3> N0

O—LLRABRAYFF—N—C XAy FNy I %RITTBICIF. managementLIF ZHBEL £,
dataLIF &V svm /INT X =526 :

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

SERAEANR— X DEREED A

CDEXRPEHRER TIE. clientCertificate. clientPrivateKey H LT
‘trustedCACertificate (EEEINICAZERL TWBRIHERIFAF T aY) HICAHNTNET
backend.json B&WIF. 7547 MEAE. WEH. FEEINI-CAGIBHEDbase64T > 11— FE
ZETNENEELZF T,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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XA EICHAP DA

ROFTlE. useCHAP ZIZERTELFT trueo

ONTAP SAN CHAP Dl

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANI ./ = —CHAP®D

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP D

ONTAP/\w T R TNVMeZfEA T ASVMEZREL TE K BELH D £9, ZHNIENVMe/TCPOER
BENY I Iy RIERTT,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

RET—IzERTZ/N\NYI LT RDOH

NEDH VTNV IIVREERET 7AILTIE. RDESBEFEDT 7 AILEDNIRTORA ML= T—)L
ICRRESINTUVWET, spaceReserve L1 DIFEIF. spaceAllocation EDFRD encryption EIT
INET, RET—ILIE. AAL—=2E00 30 TEELED,

Astra TridentTl&. [Comments] 7« — L RICTOED 3 Z VI INILDFREINE T, FlexVol ICOX > bAY
RESNE T, AstraTridentld. 7OEY 3 Z >V JRIRET—ILLEICHZIRTDOSRILEZ X ML —UR
a—AICOAE—=LEzd, ARL—UBEBEIR. RET—ILCICTRNILEZEEERELTED. A a—LZSRNIT
TJIL—MELEEDTEET,

CNHEDBFTIE. —EDR L —I T —ILHYIHE D spaceReserve. spaceAllocation KT
‘encryption fB. BKIUV—BBDT=IIET 7HIL MELDBHEBEINE T,
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ONTAP SAN®D
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SANODZEE DA

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

NVMe/TCP Dl

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: 'false'
encryption: 'true'
storage:
- labels:
app: testApp
cost: '20"
defaults:
spaceAllocation: 'false'
encryption: 'false'

N\ I K% StorageClasses ICY¥ v EVT LET

JRDStorageClassE&E . [RET—IL=FEET 2NV I LTy RDAl, ZEBY 3 parameters.selector
74 —I)L R TIE. BStorageClassHh'hR) 2 —LDKRA MIERATEZRET—ILEFVELET, RUa—LA

ICI3. BIRULIREBT -IILRTERSNIEERZDHD T,

* o protection-gold StorageClassid. ontap-san /N\WwZI VR d=ILRLARNILOREZIRMET S
ME—DT—IL T,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassid. ND2EFH C3BFBDIRE S—ILICIVvE>YTEINET,

ontap-san /NI IR I INSIE. =L RUANDRELANILZREITZIHE—DTS—IL T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* . app-mysqgldb StorageClassiZHDIFEDRE TS —ILICY Y E VT ENE T ontap-san-economy

NYPTITUR UL mysqldoRA F7 7 )= a3 EOR ML= T—IUIBRZIRE T ZH—D 7
—J)L T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClassidRD2EFEBDREST—ILICIvE>TE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* . creditpoints-5k StorageClassidDIBEH DR T—ILICTYvEV T EINET ontap-san /Ny ¥
T READIBEDIRE T —IL ontap-san-economy /AW Z IV R TNsldE. 50007 L2y hRA
Y hEEFOM—DT—ILAT )T T,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* . my-test-app-sc StorageClass|IIcY v E>I ENET testaPP HDRIE T —JL ontap-san K3
1 /\ sanType: nvmeo _HUIHE—DT—)LTF—EXTY, testhApps

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Tridenth'. EDRET—IILZBIRTZHZHBL. AL —CBHZERICHLIELSICLET,

ONTAP NAS RSN

ONTAP NAS R 5 /NODHE

ONTAP & & T Cloud Volumes ONTAP @ NAS RS /N\Z{EH L ONTAP /\w o TV
ROFEICDOWTERBL X,
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ONTAP NAS R 51 /\D ¥

Astra Tridentid. ONTAPY S X R EBETRTHODRDNASA L= RS/ NEREBELET, HR—FT
NTWVWB 77t XE— Fi&. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(RWX)
« ReadWriteOncePod(RWOP)T ¢,

@ RE. VAN, EE T v IlAstra Controlz R L TULWBIHEIX. Astra Control K =1/ D

B,
RZ14N ORI ARJa—L HER—-—LINTWBETY HER—-—bINZ3T77T)
E—FK TRXRE—F AT L
ontap-nas NFS 7714l RWO. ROX. RWX. RW "'\ nfs. smb
SMB AT I OP
ontap-nas-economy NFS 771JLY RWO. ROX. RWX. RW "' nfs. smb
SMB AT L OP
ontap-nas-flexgroup NFS 7714l RWO. ROX. RWX. RW "'\ nfs. smb
SMB AT L OP

Astra Control K 5 -1 /N B #:i4%

Astra Controll&. TIERELL7c R 2 — LI LT O—LL AR FRE. TR ZVAN) ELUVBE

(Kubernetes? 2 AR THR) 12— L%=#E) ZEML X7 ontap-nas. ontap-nas-flexgroup H& U
‘ontap-san RZ4/\e ZBBL T EEV "Astra ControlL 71— 3 > ORIREH" Z8R LTS
LYo

* {FA ontap-san-economy KHEHR ) 2 — LDEREIIDELDHZVWEFTREEINSGISF
BDH "FR— kTNBONTAPDFHIIR"

* f£H ontap-nas-economy KR 2 —LDFERAHEHNXDELDHZVWEFEINDIG
@ BDH "YR—FENE0ONTAPDOFIE" & U ontap-san-economy RS /NISFERATE
Ft Ao

* FRALABWVWTL/ZE W ontap-nas-economy 7 —XRi&. 74 HFAZUANU, EEUTF
4 DZ—ZAWFEINBZFE,
I —HHERR
Tridentid. BEIZZFERA L T. ONTAP BEIEE £/ IISVMBEEBEDEE5NE LTRITTNZIURELRHD £
admin 7 XA 1—HF|dTT vsadmin SYVMA—, FHldELO—-)L=HFORI0D&F10D 11—,

Amazon FSX for NetApp ONTAP ERIE Tld. Astra Tridentld. 75 X X% FEHE L T. ONTAP BIB2E&E /-
IEFSVMBBEDEEHQE L TRITINZDBDEBEL TWVWET fsxadmin I—HF7/IETY vsadmin
SVMI—H, FLERELO-ILZHFIOHOZEIDI—H, o fsxadmin COIA—HE. I XAXEEEI—
HZRENICEZTHEZIZHDTY,
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ZfEAY 3% 8 1limitAggregateUsage ¥ 7 A X BIEEMERNUNETY, Amazon FSX for

@ NetApp ONTAP % Astra Trident& E B ICHERA L TLWB3HEIF. Z8RL TV
limitAggregateUsage /N T X—XIITIFHBEL FHA vsadmin LUV fsxadmin I—H
VAR I CONFA—RZIEET 5 EREVIBIZKRBL T T,

ONTAPA TTridentk S A NAMEATE 5. LOHROBELVWO—ILZIERT S EIFRIRETI A, #HELX
HAo Trident DFTV ) —XTIE. ZLDHE. ERINRET API NEMTREICHZ D, Ty TIL—RH
L. IS—BECHPILKADFET,

ONTAPNASRSANEFERALTNYIIVRZRET I E T LET

ONTAP NASK S /N CONTAPNY YU IV RERETD-ODEH. AT 3.
BLUVITIVRR—FRUS—ZEBRLFET,

2

* ONTAP Ny I TV RIANRTIIXF LT Astra Trident D' SVM ICD % EH 1 DOT7 T VT —rZzEIDE
TTHELBEDNHD T,

CEBBDORTANZERITL. B0 —AZBRITZAMNL—CUTRAZERTEET, ERIE. ZFER
F3GoldV T AEHRETET XY ontap-nas RTA/NEZERT BBronze” 7 X ontap-nas-economy
126

* IARTDKubernetes7—hH—/ — RISEY)IENFSY —ILEA VA R=ILLTHELBELNHD £T, 281
LTLKFEETW'CELZ BTV 55 -

* Astra Tridentl&. Windows./ — R TERTINTWVWBRRY FIZXT Y FETNFSMBR!) 2— A@%ﬂ’a’:"ﬂ'/‘]’\
FEBBLTKIETVWSMBRY a—A% 7OEY 3 =035 % Hma LET #8RBLTLLIES
ONTAP/\'w & T > R (OEREF
Astra Trident ICI&. ONTAP N\w O IV RZFRAET S 2 DDE—RHAHD FT,
* Credential-based : TDE— R Tl&. ONTAPNNY I I RICHDRIERNUKETY, BRIEEINEF

AT« 074 >O—ILICEERTENT=THI Y b 2ERTACEZHELET, 0 adnin £7=1F
vsadmin ONTAP ON—2 3>t OE#RE =K AIRICEH S8,

* Certificate-based : Astra Tridenth*'ONTAP Y S X X LBIET B 7=0ICIE. /Nv I T RICEEFRZEL 1V X
F=ILETNTVWEIHRELRHDET, COBE. NV I IV RERICIE. Base64 TTVIA—RIN=0Z
A7 NEEFRE, ¥ —. BLEFHEINT- CASIFAE (GHEE) HESFNTLIRELHD T,

BEONYIIVREEHLT. LTV YIAR—IAOAREIBEER—XDAREZTDEZZ LN TE
F9, L. —EBICHR—FEINBZBAEHEIRIDIEIT TS, FIORIEARICYTIDEZSICIE. NvoITY
REREHDSBFEOARNTHIBRT Z2HELHD X7,

@ LTV IIEHBBEDOmMAZEELELS TR E. Ny I Iy ROEMDIREL. 87
71 ILCERDOERAEIPIEETNTVWARE VWS IS —HARREINE T,

7|/T//’\"}l//\ zwwu\nE%ﬁ}btubij—

Trident A ONTAP NwW O TV REBETBICIE. SVMZWRE LI-BEEXZIZVSAEENRE LI-EE

BDILTUOVILDMETY, REDIEEDEFIERIN-O—-ILZFERITZCEZHELEXT adnin £
7213 vsadmine —HUCKD. 5D 1) —XD ONTAP £ ODEHMNSED ) 1) — D Astra Trident TEH
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INZHEBEAPI DA INZAIEEMEDRHD £, HRELDEFX ) T4 0T+ > O—)LIE Astra Trident
TIER L CTERTE £ 9H. #HEINEFE A

NYITITYREZEDONIRDELSICHED T,

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

NYITIVRERIIE. LTIV IDT L=V THFANTRESNDIHE—DIGFATH S ZEIEFELTLE
TV NYIIYVRMMERTND . I—HRE/INXT—RKH Base64 TL> I— RN, Kubernetes > —
JLy b LTHERMENE T, LTI vILOBDIREREDIE. NV IITY ROEREEHRLITTT, &
DAIB I EIREFAT,. Kubernetes/ X L —CBBENRITLET,

SERREN—XDERSEZAMICLET
R EIIBEFEONY VTV RISHBEEREAL TONTAP Ny I IV REBETEE T, NvIIVRES
ICIX 3 DDONTAXA—EZDRETT,

* clientCertificate : Base64 TIT>1—R3IEN=o5+1 7> MNEBBED(E,

* clientPrivateKey : Base64 TI > 11— R nfc. BEEMIT SNI-MBRRDE,

* trustedCACertifate: {538 SN 7= CASEBEZ D Baseb4 T > 11— R, ST NT- CAZERT 35513,
CDNTA—REIRBEITIHNELHD £9, FREINE CAHNMERATNTLAVGEIFERLTHEVE
Ao
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—MRBRT =T 7 O—IXRDOFIETHERETNE T,

FIE

1. 73’(7\/ Fiﬁag;ej_# %éEE‘ZL/gs—g_o EEEH%L:\ ONTAP l_ﬂt L_C-EIL.\DIEQ_%;D‘L Common
Name (CN ; @) ZRELF T,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. (SRECTNT- CASIFAZ % ONTAP VS X AZICEBMLEd, COMEBIZX. R ML—CBEEN T TICITOT
WBBEEMMH D F9, ERETETD CANMERIN TULWEARWESIZFERLET,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

B.ONTAP VS RAICUZA TV NEFAZE e X —% 14>V —=IILLET (FIE1) »

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4 ONTAP EXaUTF4 Q4 >O—I)ILTHR—FEINTWB I EZERT D cert FRIAFH R,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

S AR NI-EIRAZE % E A L,Tiuﬁﬂi—?x I\ONTAP &EIE LIF > ¥ <vserver name> |3, BIELIFDIP 7R
LAELV SYMBICEIRZ TLETL, LIFOY—ERR) S —HRICHREINTWVWS 2RI 34
ENRHDFT default—data—managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. Base64 TiAAE. ¥—. BLVEREIN CAIAZEZIYO—-FJ %,
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base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

I AIDFIETHEMEZERAL TNV I IV RZERLE T,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e —— e Bt it et e
+————— f—————— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o e Rt bt e
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et et et L e PP
- e +

ELAEEEH I BN JLT i vlzO0—T—23>r LT

BEONYy IV RZEHL T, JORAEAEZFERALED. L7 v z0—F7—>3> LD TEE
To CNIFEBEEDAETHHELEY, I—HRENRT—RZFERT 3NV IIY RIFEEBEZFERT S
KOICEFTETEIH, FAAZEZEATINYIIY REIA—HFRENRT—RICESVWTEHRTETET, C
NZz1T5I1CI3. BEOREAEZEIFRL T FTLVLWEREREAEZEMT 2HENHD £, XRIZ. BEF S
7=backend.json7 7 1 JLICAEBRNTA—ZDEFENT-DDZFEAL TEITLEX T tridentctl update
backendo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

NZAT—ROO—7T—2 3> ZRTIIRICIE. A L—UBEEDNRANIC ONTAP TI1—H
ORI~ REBH T EUBENBD ET. CORICNYIIY RT Y TF— MRS ET, I
() ®\Eon-F-oa ERATABIC. BROTRRELI—VICENT 5 LA TIET, £
D%, Ny oI RFEHRSNTHLVTRBMERING &S ICADET, COMHEICH
CHWEIHEIE. ONTAP 25 22 BHIBTE £ 7,

NYIIYRZEHLTH. TTICERINTWVERY a—LADT7 7R EHEINT . FDHBDORY) 21—
LEFICHODEELEFEA. NV IITY ROEFHMINLI-HE. Astra Trident B ONTAP NI TV R @
EL. UBEDRY) 2 —LNBENBTEZ % RLTVETD,

NFS T RR—rRUS—%EEBLET

Astra Trident I&. NFS TV XR—bhRUD—%FERALT. 7O 3 =Z>J 2R a—LANDT7 I %
HIEL£9,

Astra Trident |ICld. T RXAR— R S—%FERTIRICRD 2 DDA T3 hHDET,
* Astra Trident [&. T XAR—bRUS—BEREHNICEETEET, COE—RTIE. FBRIGERIP 7

RLX%ZRICIDR7OVIDIRERXNL—JBEBEDIEEL £9, Astra Trident |&. CDEHICT
FNB/—RIPEIVRR—bFRUS—ICEFNICEMLFEFT, F7/-ld. CIDRs hMEE TN TULVALIE
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Bld. /—RETBRHEINEZ/O0-NILZAOA—TOAZFv AR IPAI I ZR—RUS—|BINE
nxd,

c ANL—=UBEEIZ. TVRAR—FRU—%ER LD, IL—=ILZFHTEMLEDTEFXT, HEBIC
AMOITYURAR— bR —ZEIEELHRWVE., AstraTrident T 7 AL DTV RR— RS —%{FA
LEd,

TJZAR— bR —ZFWICERE

Astra TridentTld. ONTAPANY I IV RDI IV RAR— bR —EFHNICEETETEI, kD, XL
—JEBEIE. BRI —ILEZFEHTERITBZINDTIEEHL, T—H—/—RDIP THFAEINBZT7RLRX
R—AEBETETET, TIVRKR—FRU)S—DBEEBHIKIBICEZELIN. TIVRR—FRUS—%2ZTELT
He AL=2 0S5 RRICRTBDFHOREIIRBICADE T, SH6IC. CORAEZEFERTDI . AL—2
DSRINDT VA %EIBE LIEERRNDIPEZIFE DT —H—/ —RIEFIFICHIRTE 5760, TOHMHLVEED
AREICARD £T,

RAFZIVIITVRAR— RIS —%FERT 3HEIE. Network Address Translation (NAT; =
C) w hD—=0F7 RLZAZH) ZERALBVWTLIEIWV, NATZEHET 2. A hL—2O> kO

—JIFEBRDIPRANZRLATIERSC ZOYF I RONAT7Z RL XA ER# T 20 T

ZAR=RIL=ILIC—BLABWVERIZT I INEEEINE T,

(:ll
2DODREA T > ZERTIHVENHBDET, NV IITVFERDHZRISTLET,

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

COMBERFERT 3B81F. SYMDIL— Py > oo avil. /—ROCIDRT7OY I %A

C) BITUVRAR=FIL=I (TTAILEDIIRR—=FR)S—RY) 2ECHaER LTV
AR—=FRIV—DHB 2RI IVELDHD £9, NetApph' R T EIRI N TS IT
RICHE > T 1D DSVM%E Astra TridentERIC T %0

C Tl EREDFIZFRAL TIDRENE DKL SICEIET M DWVWTEHRBAL £,

* autoExportPolicy BICEREIMNE T trueo UK. Astra Tridenth DTV R AR—rRU S —%ERT
322¢%RLET svml SYMT. ZFEHALTIL—ILDOEMEHIFRZAIEL £9 autoExportCIDRs 77 K
LZX70Ov Y, =& ZIE. UUID 403b5326-842-40dB-96d0-d83fb3f4daecD/\ vV T R TY
autoExportPolicy ZICEREL XY true EWSHBIODIT Y XR—FRU S —%EH L ET trident-
403b5326-8482-40db-96d0-d83fb3f4daec IEEL T,
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* autoExportCIDRs P RLAT7AYIDURAMDEENE T, COT v —ILRIFEBEAIEET. 774/ k
Bl ["0.0.0.0/0" . ":/0" TYo EERINTULWARWEEIE. AstraTrident BX. 7—H—/— R TREINE
ITARTOIO—NIUCZAOD—EBESNLIZF v AT RLRAZEMLE Y,

CORTIE. ZFERALTWET 192.168.0.0/24 PRLRAAR—IAMIBETNTVET, CO7 R L XEH
ICE& N3 Kubernetes / — R ®D IP H'. Astra Trident BMEK T BT Y RR— b RUS—ICEBIMTNZ %
m~L XY, AstraTridentld. ETEINTWVWBE/—RZERITD L. /—RDIPPRLRAZEFEL. TEEIN
=7RLZ27Oy I BELTFT Y Y LET autoExportCIDRs, IPE 7 ILRU 2T F 3. Trident

PRHELIEISATURIPOIIRAR— RIS —IL—=ILZER L. FELK/ —RZCIZ1 D2DIL—ILH
RESNET,

FEHTT XY autoExportPolicy BV autoExportCIDRs NV I IV REERLIEHEDNY I T VR
DIZEEFHNICEIESINSZINYII Y RIZCHFLWVWCIDRs ZEML7D. BIE®D CIDRs ZHIFRLT=D TET £
¥, CIDRs ZHIPRY 3IEIF. BIFOFERAVIMIENBVELSITERLTLIEESW, EMITEILHTEE
9 autoExportPolicy Z/N\W I IV RIEML. FBTHERLIEIVRR—FRUS—ICRLES, TN
ICITERETDINENHD £T exportPolicy /INY I I RIBRED/INT X—4,

Astra Tridenth'/\w O T REERFISEFH LS. ZFERAL TNV I IV RZHEETEFE Y tridentetl
F7-I1EM5 T % tridentbackend CRD :

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

Kubernetes?Z 5 XA/ — R %&BIIL CTAstra Tridentd> bO—JICEERT D . BEEFEONYIIVROIY
AR=FRUS—DEFHINZET (ITIBESNET RLAEHICEENSIHES) autoExportCIDRs /\w ¥
IVRDFE) #7VvILET,

J—REHIRTZE. AstraTrident I3A >S4 >DIRTONYIIVREFTVILT. ED/—RD7T

JEZIN—IEHRLET, BEARONYIIVROIVRR—FRUS—D5ZD/—KR IPZHIFRYT %
C YT, AstraTridentid. CHOIPHIZTAZAOHLVL/ —RICK>THEFAINEVLHATD, REARTD
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Y hEBELET,

UHIONY IV RDOBEIF. ZFERALTNYIIVRZEHLET tridentctl update backend T
I&. Astra Tridenth' TU R R— bRUS—%ZBHEBNICEBELET, THICED. Ny I ROUUIDICED
WTEWSEEIDHFLWI I ZR— bR S—DMERIN. NI IV RICHZR) a—LIFETYT > MEIC
FLLER SNV RAR— RS —%FERALET,

BEEECNICI I RAR— RIS —Z2EAL TNV I RZHIFRT 5 & BIRICIERIS
()  EIoRE—PRUS—PEIBRINET, Ny ITY REBERSNG L, ZONYIIVR
BIFLWAY STV R LTRDA, HILWIZZE— MRU S —pERSNET,

SAT/)—RDIP 7 RLAVEFINHESIEZ. / — R_ED Astra Trident 7R R=BESTIHNERHD F
o Trident "EEEITEZINYIIVRDIVRAR—FRUS—EBHLT. COIPOEEEZRMEIETET,

SMBR) 2—LZ7OES3=>J335%&HEeLET

ZODEBDURERIGEIE. RDOY—I)L2FERLTSMBAR) 2a—LZ7AOES 3 Z>JTEFEXY, ontap-
nas I*“?’f/\‘o

ZYERR T BICIE. SYMTNFSZO R JJLESMB/CIFSZ7O R JILOWARRET 2HELH D
9 ontap-nas-economy 4> 7FL X XDONTAP HEDSMBR) 2—L, cnsorFOMIa)L
DVWITNHAZRELBWVWE. [RE SMBARY 2 —LDIERHIKEL £9,

ERZRIR Y BH0IC
SMBRU a—LZT7OEY3aZ2J93H1IC. UTzEELTELERHD T,

* Linuxd> brO—5/—R DL EH1DDWindowsT —H— ./ — R TWindows Server 20192 £{T7L T
LV 2 Kubernetes? 5 X4, Astra Tridentld. Windows./ — R TE{TEINTWVLABRY RICYT >V SN
7-SMBRY 2 —LDH%EHR—k

* Active Directory® 7 L 7> v )L Z &L Astra TridentD>—2 L kDB EH1DHRETY, >—JL
v EERL XY smbereds -

kubectl create secret generic smbcreds --from-literal username=user

--from-literal password='password'

* WindowsF—E X & L TERESINCSIZTOF >, ZREL XY ‘csi-proxy ZER L T T L) "GitHub:
CSIZO " £71% "GitHub: Windows[a]l7CSIZ O3 <" Windows TE{TET N TL B Kubernetes./ — KM

B.A
Ho

FIE
1. > 7L 2 ZOONTAPDIZEIE. HEIZE L TSMBREZEM T D . Astra Trident CSMBEBE Z /ER T
TEY.

@ Amazon FSx for ONTAPIC IZSMBEBENKRE T,

SMBEIEBHEFIZ. OWTNHDEETIERTE E£9 "MicrosoftBIEO VY —)L"HEB I A IILE X F v 1
Y FT7-IZONTAP CLIZfERHL 9, ONTAPCLIZfER L TSMBEEZIEM T B ICIE. XROFIEEZRTL
x9
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a BEICIGLT. HFEOT A LI PINBEZERL X T,

o vserver cifs share create AN Y Fld. HEDIEHEIC-pathd 7> 3 > THEESATWLWS
NZAZHRLET, BELLNZINEFZELLRWSGE. OV RIFEKBMLET,

b. 87 L 7=SVMICEEE T 5N TWBSMBHREZ=ER L £ 9,

vserver cifs share create -vserver vserver name -share—-name

share name -path path [-share-properties share properties,...]

[other attributes] [-comment text]

C HEIMMERENICE=zHEEL T,

vserver cifs share show -share-name share name

() #BELTEEL "SVB A% (ER BIBICOVTIL

2. Ny O IV REERTBRIC. SMBRY 2—L%IBETSLSICRDIEBE.RRETIHNELNDHD F
To ONTAP NI TV RERA TS a>YDIARTDFSXICDWTIE. #BBLTLETL "FSX
(ONTAP DA T 3> 2 fl) "

INTX—A

smbShare

nasType

securityStyle

unixPermissions

FEA il

MicrosoftEI2 1> — )L £ 7-IZONTAP CLIZ £  smb-share
L THER S N 7=SMBHBE D% HI. Astra Trident
TSMBEBEZIERTET 2%H]. R a—LANOHE

T REBIETBIG5EIEINTA—2EZTEADOE F
ICTBZeNTEED,

FTFTLZZDOONTAPTIE. TDINT A=A
7 3>T9Y,

ZDINT A —A|FAmazon FSx for ONTAP/Nw o T
VRTREBETHD, BICTRZIETEEFEA.

HICHRETDHNELHD £J smb. nullDIFE. T 7 smb
AL METY nfso

FLWRY a—LDEFa) T+ H3, ntfs F7cld mixed

SMBRY 12— LDBE

HICERTEITDIHNENHD £ ntfs £7-lE mixed
SMBARJa—LA

FLWARY2—LDE—K, *SMBRY 2 —LlxzE ™
ICLTHELLBELRHD XY, *

ONTAP NASDEREZ 7> 3 > £l

Astra Trident®D - > X k—JLIBIETONTAP NAS RS A NEER L TEBR T3 HEICDOW
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
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version

storageDrive
rName

backendName

managementLI
F
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NTA—=H

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
X

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

Bz
€A 9 % Storage Virtual Machine

* MetroCluster®i5 & I3BIE L TS 2T WL, *

MetroCluster®

IO RR—bRIS—DEEREEHRZBIICLE
T[T=UT

#{FEAT 3 autoExportPolicy KU
autoExportCIDRs Hv k77w FMDAstra Trident’
5. TVRR—bR)S—%ZEBHNICBETETET,

Kubernetes® ./ — RIP%Z 7 1 JLZ 1) >4 3 3CIDRD
1) 2 b autoExportPolicy BEIICHED £7,

#fEF Y % autoExportPolicy HKXV
autoExportCIDRs Hv k77w FDAstra Trident’s
5. IVAR—bRUS—ZEHEBHNICEIETETET,

A a—LISERYT3EED JSON XD IARILD
vk

547> NIEEAZE D Base64 T J— R,
’\‘_X@n:unl-.ﬂt—'fﬁﬁﬁ*nij

0547 NBREED Basebd T 01— R, EFFAE
/\“_Z@wmuiﬂuﬁﬁﬁ éﬂi?’
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\/\\/'\"}L/\“_ZOJDIL\DIE‘H_ﬁﬁH_kni—a_

VSRR [SVM ICERT BTHODNIT—F, L
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SVM THLWRU 2—L%FOEY 3 =0 I T 51

SERAZE

ICERTA3 LI v I RZIEELE T, RERICE

MIBCIETETEEA

FRENCDFEGZBITWVWBIHFEIF. 7OED 3=
I RELET,
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FT7#ILE

SVMOBSICEREINET

managementLIF ZIELEXT
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" (FI7AIFTIFBEBRAINEFE
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7. qtreeB LUVLUNBICEIE T 2R a—LDE&R

A4 XBHFHIRL X9 gtreesPerFlexvol 4

3% {ERT 3 L. FlexVol H7=D DERAqtreefiz 1
ARAIALXATEXT,

FlexVol % 7= D ®&A LUN #, BXAERHIE 50 .
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INT A=A
debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerFle
xvol

smbShare
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o Bl 1 {"api": false. "method" : true}

FARALABWVWTLEEV debugTraceFlags 35 7)L
Sa—TaVJEERTLTVWT, RO > 7H
MERIGEERETE T,

NFSRU 2 — L FTIEFSMBRY) 2 — LDERZ HE

A3 IF T nfs. smb £7=ldnull, nulllCERTE
8. T7A4IFTNFSRY a—LHMERINE
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B RBEIINTXA—EETEADFFICTR D
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useREST
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ONTAP RESTAPI ZfER 337D T—UT7 VNS
A=B, *FTUV_HAILTLEa2—*

useREST |d. TV =-AHITLEa— L TREIN
TWEY, TAMRIETIE. £BREOT7—70O0—R
TIIHRINEH A ICRRET B L true Astra
Tridentld. ONTAP REST APIZEHLTNYII
YREBELEFT. COMEEICIZoNTAP 9.11.11X
BEHRARETY, . FRAT SonTar OJ 0 >0O—
WIZIEIADT O ZENBRETY “ontap 7 FUT
—>ay ! CNEEFERINLICE > THESINE
9 vsadmin KLU cluster-admin d—JLl,

useREST . MetroCluster TlidHR— b I TULE
Ao

A)a—L7OESaZ>IEONYIITY REBRA T3>

FT7#ILE

LWz

NS0A T a>EFERALT. OF 74 OS> 0 %Gl TE XY defaults BEDEI S 3
Yo FHCDWVWTIE. UTOREFZESEL TV,

INT A=A
spaceAllocat
ion

spaceReserve
snapshotPoli

cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone
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space-allocation for LUN D O >V RZIEEL T
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encryption

tieringPolic
y

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

AR FI7AILE

L UWAKRU 22— L TNetApp Volume Encryption (NVE LW\ X
) ZEMICLET. T7AIMETT falseo CD
FFa>aE@ERTBICIE JTRXREZTNEDSA
TOZANRESIN. BHICHB>TVWBIHRENLHD F

3-0

NAEDINY I TV RTEMICHER>TWVWRIBE
|&. Astra TridentTcOES aZ>JENicIRTO
R 2a—LHNAEICEMICED £95,

SEHICOWVWTIE. UTZBBRLTLIETL, "Astra
TridentE NVEdH K U'NAEDIREERE"

Tnones %fEAT ZMEEILLKR) > — ONTAP 9.5k D 5i(DSVM-DREZE

DB &L Tsnapshot-only

FLOWARY 2 —LDOE—FR NFSRY 12— LDBEIK 1777
1« SMBRU 2—LDBFEIFZE (
ZHaaL)

ICT7 01X 2EBREBEELEY, .snapshot T4 LLWZX
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ERITBRIIVAR—bFR)S— FT7AILE

FLOWAYa2a—LDEX2) T HRo NFSDOT 7 # )L FETY unixo
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o

SMBIZZEHR—FLEFI mixed BLU ntfs £Fa
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Trident h' Astra T QoS R > —JIL—F%=FEHRT 3IZIE&. ONTAP 9.8 LIEHNNETYT, HE

@ SNBWVWQoS RS —JII—T%2FERALT. EAVXTaFaLy MIERICAR) >—F)L—
TEBRATACEHRELEST, HE QS RUI—FIL—FICLD, IRTOT—I0—RD
B RIL—TFy MIF L TERAERINE T,
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TI7AIEDHERSINTVBAIZRICTLET,
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

DIHE ontap-nas & ontap-nas-flexgroups TridentHFATICEHEZER L T Flexvol OH AT
X hsnapshotReserveDENFGEPVCTIELSRESINTWVWBR EZHERITBLIICHBDE LT I—HH
PVC ZEKTB Y. Astra Trident (& FILLWHEZFEHRAL T SDZLDAR—IZHFEDITD
Flexvol ZEL T, COFHEICLD. I—HIFERINE pvc HOEFTAATERIR—IZZF
L. BERENTCAR—REIDBHBDBRVAR—IAZHFRTEE I, v21.07 LOFION—2 3> TR 21—
H pvc ZERTBE ( 5GiB HR¥) . snapshotReserve H 508 ICERESTNTUVBRIHE. EFAAA
BB AR—RIE 2.5GiB DAICHEDE T, ChlE. I—HHWERLIEA) 2 — LB THBI7HTT
‘snapshotReserve [CI&. FDENEZIBEL £, Trident 21.07 Tl A—HFHERLT=H DHE FIAHA]
BERAR—XTHD. Astra Tridenth'E#&E L £ snapshotReserve Rl a—L2EICHTIEIGE L TR
INEY, ICIFEHINEFEA ontap-nas-economyo C DEBEDEREAICDWVWTIE. XDz L TL
7230,

FARIEIRODEEDTY,

Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)

snapshotReserve = 50% . PVC E3R =5GiB D&, Kl 2 —LDEET 1 XX 2/0.5=10GB THO. fF
FrlgERS 1 XL 5GIB THOH. TNH PVC BERTERINIH A XTYT, o volume show XDFID LS
BIERIRIEINET,
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Vserver Lui tat 'pe Size Available Used%

online RW 18GB Da
pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

UHIOA VA R—=ILDSDBEED/N YT T Rid. AstraTrident D 7w 75 L — REIZEIRD L SICARY 2
—LE7OES3ZVILET, 7Y FIL—RENZER LR 2—LALICDVWTIE. ZBEARRMENE LS
ICAR) 2a— LDV A XEBEITINELHD FT, e ziE. MBEINTWLWS2GBPVCHRETY
snapshotReserve=50 HUgjld. EFAAAERIAR—INMGBDARY a—LDMERINTWVWE LT &
ZIE. R a—LDHY A X%E3GCBICEETDE. 7FX)T5—2a3 > DEZTAAHABERAR—IN 6GIB DR
Ja—LT3GBICKEDFET,

=/ RDOFRESH

ROBNE IFEALEDNTRA=FZT T A FDFFRICTIEANLGREZTLTVWET, Chid. Ny T
YR EERITBIROBERFTETT,

@ % k7w ONTAP T Trident ZEHA L TW35EIE. IP 7RLXTId%A< LIF O DNS %
FIEETAICHHERELET,

ONTAP NAST O/ = —Dfl

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup Dl

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroClusterD |

2AYFFA—=N="PRAYFNYIDERTRICNYIIY RERZFETEHITIHNENBVLSICN
WOLYREHRETCEFET, "SVMLTUT—o 3> N0

O—LLRABRAYFF—N—C XAy FNy I %RITTBICIF. managementLIF ZHBEL £,
dataLIF &V svm /INT X =526 :

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB7R ) 2 — LD

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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SERAEAN— X DFREED A

hiEe NI TV RDRNBEDHFEHF TYo clientCertificate. clientPrivateKey LY
‘trustedCACertificate (BEINICAZFEEL TWAHRIIA T aY) BICAHTNET
backend.json BLWIE. 7 T4 7> MEAE. WER. EFEINI-CATEHE Dbase64T > 11— R1E
EENENRELEFT,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BEIT Y AR— bR S —DF)

COBE. BRIV RAR— RIS —ZFRALTIVRAR— MRS —=2BE8NICERE L UVEIET
3 & 51 Astra Trident ICI8 RT3 AEZ "L TVWET, Chld. THRERBRICHEREL £ ontap-nas-
economy 8 & ontap-nas-flexgroup FZF1/\,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv67” K L XDl

CDHFE. ZRLTWE Y managementLIF IPv6 7 RL X ZERAL TL 3,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

SMB7R ) 12— L% {EHA L 7=Amazon FSx for ONTAP D

o smbShare SMB/RU 21— L% ERH T BFSx for ONTAPDIZE. /NTX—RIIMHBETTI,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

RET—ILzERITENY I FOA

UTICRSH Y TILDODNY VI RERT 7AILTIE. RDESBHEDT 7AILEDBIRTORI L=
—JLICRESINTUVWETY, spaceReserve 72L1 DIFHIE. spaceAllocation EMDFRND encryption
KITEINFET, RET—IIIE. AAL—2EI23VTEERLET,

Astra TridentTld. [Comments]7 « —/LRICTOES 3 Z VI IRILDERESNE T, IXY MIK
DFlexVollZERE SN TULWE T | ontap-nas X fzldFlexGroup for ontap-nas-flexgroup. Astra Trident
& 7OEDaZ Y IRICRBT—ILEICHZITRTOIRILZZA ML =R ) a—LAICOE—LEY, A b
L—UBEEIE RET-ILEICIRLZEERLED. R a—LZSRILTTIL—FMELIEDTEZT,
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N5DHTIE. —BEDRA L= F—)LHDMBED spaceReserve. spaceAllocation X
‘encryption fB. BKrUV—BDT—ILIET 7HIL MELDBHEBEINE T,
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ONTAP NASOD

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755'
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup Dl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAST O/ = —Dfl

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

N\ I R% StorageClasses IC¥ Vv EVT LET

JRDStorageClassEREIE. ZBBL TSV, [(RET—IzERTEZNVv I RDH, ZERT3
parameters.selector 71 —JL R Tl&. FStorageClassh'h) 2 —LDKRAMIERATEZRES—IL%
MUOHLEFT. R a—Lilid. BRLIEERBT-ILATERSINLERZDHD £,

* . protection-gold StorageClassld. ontap-nas-flexgroup /AW I IV R ! J—JLRLARILDFR
EZIEETIHE—DT—ILTY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassid. NDIHFH L4BHDORES—ILICIVvEYITENET,
ontap-nas-flexgroup N\w 7 IV R ! SBUNDREZELANILZRIETEZIHE—DTF—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysgldb StorageClassidRDAFBDRE T —ILICR v E>Y I ENET, ontap-nas /Ny I T
YR INE mysqldoBZ A FTF TURDRA L= F— LM ZIRET 2HE—DT—ILTT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* [l protection-silver-creditpoints-20k StorageClassid. ontap-nas-flexgroup /\WwI IV

R DDILN—=LANILDORE 200007 L2y bRA Y hZRETEIHE—DT—ILTT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassld. ontap-nas NV I IV READ2EFEBDREF—IL ontap-
nas-economy /N\WZ IR I IN5IE 50000 L2y hRA Y N EFDOM—DOS—ILAT 7 )T T
ER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Tridenth'. EDRET—IILZBIRTZHZHBIL. AL —CBHZERICHLIELSICLET,

F# datalIF FIEARER

HISRERICT —ZLIFEZEE T BICIE. ROOAY Y RERITLT, BT —42LFEHFLLWNYIIY

RIJSONT 71 JLICEEEL £ T,
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tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ PVCHMDULEDRY RICEFH SN TULBERIE. WHTA3ITARTORY REEFEIELTHS. #F
LWTF—HLIFEBMICT R ODICBREREICREITHELRHD T,

NetApp ONTAP XI/5®MD Amazon FSX

Amazon FSX for NetApp ONTAP T Astra Trident % {8

"NetApp ONTAP XJi&5®MD Amazon FSX" [, NetApp ONTAP AL—=—OARL—FTa >
GIORTLEERBE T2 T 71 AT LORECETEIREICT S, JILIYRX—I R
DAWSH—E X T, FSX for ONTAP Z{ERT 3 L. @L\'I Ny 7w FOREE.
INT =X R, BEEEZZALAEN S, AWSICT—2ZRRINT D00 V7L

&, BlISM. EFaUTFa. IR ZFATE XY, FSX for ONTAP [&. ONTAP 7 7
1LY AT LDKRE Y BIBAPIZHR— L TWETD,

B

T7AIVATLIE. 2 TL I XD ONTAP 75 XA Amazon FSX DTS4V UY =TT,
B2SVMAICIE. TF7AINETA2NRZT AN AT LICINT 32T —X2A>TFTH3 12U LEDRY 2
— L%{E TE £9 . Amazon FSX for NetApp ONTAP %9 % . Data ONTAP (&7 5 RRDEIENT
RITF7FANWSATLELTIRESNET, FILLW I 7TILYRTLDEA T * NetApp ONTAP * T,

Amazon Elastic Kubernetes Service (EKS) TE{TTMN TUL\3 Astra Trident £ Amazon FSX for NetApp
ONTAP Z{Ed 5. ONTAP W R—hr9370v IR a—LET7AILkER) 2—LEERICTO
E2azZ>JTEET,

NetApp ONTAP F® Amazon FSX Tld. Z{ERA L £7 "FabricPool" A AL —JREBZEELE T, 74N
D77 ABEEICEDVWTHEBICT —RZi8NT 5N TEEXT,

* SMBRa—L:
° SMBARU a—Lid. ZFEALTHR—FENZET ontap-nas FZ1/N—DdH,

° Astra Tridenti&. Windows./ — R TETEINTWVWBRY RICIY T Y FENSMBARY) 2 —LDH%EH
R—b
s BEINY O T TIHEMICE > TWAAmazon FSXT7 71 IILY AT LATER I NTzAR ) 2 — LiETrident T
BB TE £HA. PVC ZHIBR T BICIE. PV & ONTAP 7R 2—L®D FSX #FEITHIBR T 2HNENBH D
£9, COME ZERYT B3ICIE. ROFIE

° ONTAP 7 710J)L « X7 LEBE®D FSX Z{ERL T 3B &S 'Quick create ZFEA L BWVWTLL T WO A1
wIER T —2 70—Tld. BEINY I 7y TIHEMIED, AT O RA T avidHhb 8
Ao

° Standard create # AT 25X, HBEIN VI T v TEEMLTLET WV, BNV IT v T%
ENICT B . Trident (TFFRIEL L THRY 2a—LEEEICHIBRTETET,
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v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled

FSx for ONTAP R S5 -1 /\D ¥4

KD RS A N%=ERL T, Astra Tridentz Amazon FSX for NetApp ONTAP & TEF X9,

* ontap-san : ZOEY 3 Z>J 3N3EPVIE. NetApp ONTAP R 2 —LBICIHE DAmazon FSXAIC
HBLUNTT,

* ontap-san-economy : JOEY 3 Z I EN3EPVIE. Amazon FSXd%7=D. NetApp ONTAP 7R1J 2
— LRI/ A RERLUNE Z 3 F DLUNT Y,

ontap-nas : 7AEY 3 =>4 INT=EPVIE. NetApp ONTAP 7R1J) 2 —LsDAmazon FSXEATY,

* ontap-nas-economy . JAEY 3= VT EN3EPVidqtree T. NetApp ONTAP 7R1J 2 — L dDAmazon
FSXZC CICRREA R Datreen’HB D £,

* ontap-nas-flexgroup : ZJOEY 3 Z > J ETNT=KPVIE. NetApp ONTAP FlexGroup 7R 2 — Ly
MAmazon FSX£E T,

RSAN—DOFEMICDOVWTIE. ZEBBLTLKIETVW'NASESAN" XU "SANEZ 1 /1"

=HE
DGR

Astra Tridentld. 2B E— FZRMEL £ 9

* SFBAENR—X : AstraTrident 1. SVMICA VA P—ILENTWBIRAEZFEAL T, FSX 77 1LY
ATLDSVM EBELET,

CUOLTIUIVIAR—R I BFEHTEEY fsxadnin A—YHBEDO T 7ML AT LFIZICEIDHTS
NE T vsadmin A—HFHSVMEBICEREL £,

Astra Tridentl& vsadmin SVMA—H XA L O—ILZFHDRIDHFID1—, NetApp

@ ONTAP ¥isdDAmazon FSXIZIE. HHEEH EINTUVLE T fsxadmin ONTAP ZRERIC A
9251 —% admin V5 AAX1—Y : ZFERATZ @< HREL X9 vsadmin RV b7
v IHRIBLET,

AEEAENR—XDAFELAER—RDFEZYIDEZZ1=HDIC. NV IIVRZEHTEERY, L. *7
l/%//‘\"}l/&: Eﬁﬂi%)\ﬁ L&D d3E. /\‘JOI/ I‘O)ﬂzﬁztu%aﬂzbij—o BIJOJEIUDIEH_EL&-‘{:)JDEK
BICiE. NI IV RBREDSBREOFRZHIBFRTIHBELRHD £,

SRELZ BMICT B HEDFHICOVWTIE. AL TWVWA RIANRA TORMZBRL T EE

* "ONTAP NASEZ:E"
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* "ONTAP SANESEE"

SHRICDWTlE. TB5E BT

* "Amazon FSX for NetApp ONTAP O K 2 X > K"
* "Amazon FSX for NetApp ONTAP (CE8 9 5 J O 5EET9"

NetApp ONTAP [6i7Amazon FSXZHREL £ 9

Amazon Elastic Kubernetes Service (EKS) TZE{TEMNTUL\3Kubernetes?Z 5 XX

DN ONTAP LK > THR—bEINZ 7OV IESLV T 71 ILDKER) 2a— L%z FOE
o3z P TEBEL I Amazon ONTAP 7 7 1)L X7 LB MDAmazon FSX% Astra
TridentiC¥i& 95N TEE T,

Calis
|CH0Z T "Astra Trident D ZE{4"FSX for ONTAP ¥ Astra Tridentz 89 3Icld. KOHDOHMWKETT,

* BfZDAmazon EKSY S XX i3z ERA T 2 BB EE Kubernetes” 5 X X kubectl 1 VX b— L
Ho

* DT ARDT—H—/— RFhSEE R EIFDAmazon FSx for NetApp ONTAPZ7 7 1 LY R T7 LB &
U'Storage Virtual Machine (SVM) o

* EfFENTWVWBET—H—/— R "NFSE/zdisCSI"

@ Amazon Linuxd® & PUbuntu THER / — RO ZEEFIER ETTL £9 "Amazon Machine
Images MBE" (AMIS) EKS O AMI 21 FICIELTEARD £,

* Astra Tridenti¥. Windows./ — R TETEINTWBRY RICY T Y FENFSMBRY 21— L\CD:?;\%*T/T\—
FEBBLTLLIETWVWSMBARY 2a—LA% TOEDa -0 d5%Eer LET #8BLTLET

ONTAP SANYNAS RS 1 ND#E

@ SMBR) 2—LICDWVWTERETSHEE. 22BLTLLETVWSMBA) a—LA%E 7O 3=
VOTEEEELEFT NV IIY REERT SHIIC

FIE
1. OWIFnH = EA L TAstra TridentZEA "E A HiE"

2. SUMEBEIELIFODNSEZINEL T, e ziE . AWSCLIZER L T##&ZEL £9 DNSName D DI Y
k1) Endpoints — Management XD IVY Y REERITLIHE !

aws fsx describe-storage-virtual-machines --region <file system region>

3. ﬁﬁ@%ﬁﬁﬂg%fﬂﬁbf’f YAR=ILLXTY "NAS/\“/71‘/ l\DL.\EIJ-.E F7=E 'SAN/\ /71/ l\Db\DE o
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T77AIWNSRATLICT VR ATEZEEDZBANS SSH Z#FEAL T, 771 AT AIC
@ OJ41> GIERZEZ A VA M—ILTRBERE) TETFEXJT, #FEHALET fsxadmin
user. 77 1ILS AT LDERRBFICERELTNRT— R, BLUDEIEDNSH aws fsx

describe-file-systemso

4. ROFICTRT LI, SFFAEZ BB LIF O DNS &2 FAHAL TNV I IV RI 71 IIL21ERL T,

YAML

version: 1
storageDriverName: ontap-san
backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXXXX.Efs-XXXXXXXXXXXXXXXXX.fsx.us—

east-2.aws.internal

svm: svm01l

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz

JSON
{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-
XXXXXKXKXKXKXXKXKXKXKXKXKXX . fsx.us-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

NV I IV RDEMICDOWVWTIE. RO > EBBLTLEETL,
° "ONTAP NAS KR S A NZ=FERLI/NY I I ROKE"
o "N TYRIZCONTAPSAN RS/ NEHRELET"
SMBR!) 2a—L%EZ7OES 3 =025 EaLET

ZHEALTSMBRY) 2a—LZ OB 3 Z>4J TE XY ontap-nas RZ71/\
ONTAP SANYNAS K S4 ND#HE ROFIEZRITLE T,

ERZRImY BHIC

Z7)y o LTLIEEW
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SMBAR 2a—LZ7OEY3Z>J 9 3HIIC ontap-nas RZ7A4/\—. HEBEIEIUTZF>TVLWBIHREN
HHFT,

* Linuxd> hO—75/—REDHL EH1DDWindowsT —H— ./ — K TWindows Server 2019% E1T7L T
L3 Kubernetes? 5 X%, Astra Tridentld. Windows/ — R TETINTWVWBRY RICYTV RSN
7=SMBARY 2 —LDIHEHR—F

* Active Directory®D 7 L 7> > ¥ )L Z &L Astra TridentD > — 2 Ly FHDERL EBH1DHRETT, —7JL
whZERL XY smbereds -

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* WindowsF—E R L TERESINCSITOF >, ZREL X ‘csi-proxy ZzEHR L T £ T L) "GitHub:
CSIZOF " £7:=14 "GitHub: Windows[a$CSI 7 03 2" Windows TE{TI 1T L) B Kubernetes/ — R D

I=PAN
Ho

FIE

1. SMBHBEZERSMBEIEL T, OVWTNHDHETIERTEEXY "Microsoft EIEI >V —)L" HE T
WA Ry TA > FTIIFONTAP CLIZER L £9, ONTAP CLIZ{ER L TSMBHREEZIER T B ICIdF. R
DFIEZRTLET

a BEICKLT. HEDOTA LI MIUNIBEZERLF T,

o vserver cifs share create AV Y Rid. HEDIEMEC-pathdA 7> 3 > THRESNATWVWS
NZAZHERLET, BELIENZINEFEELARWVWGS. OV RIFEKKMLET,

b. 35E L 7=SVMICEHE[IF 5N TWBSMBEEEER L £,

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C HEMMER SN E =B LET,

vserver cifs share show -share-name share name

(D) =BRLTEL "SUB A FFR BMICO LTI

2 NIV REERT BBIC. SMBRY 2a—LXIBETDLSICRDIEBERRET I2HNELHD £
T ONTAP NI IV RIEBRA T a>DITRTOFSXICDWTIE. ZEBBL TL TV "FSX
(ONTAP DA > 3> efl) "
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FSX (ONTAP DA 7> 3> & fl)
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version

storageDriverName ARL—= R4 ND%H]
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apiVersion: storage.k8s.io/vl
kind:

metadata:

StorageClass

name: nas-smb-sc

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"

"smb"
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eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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TridentBackendConfig

TridentBackendConfig (tbc. tbconfig. tbackendconfig) . Astra Tridentz/\wv o I > R CTEIE
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TridentBackendConfig # 7Y T ko

DERICDOVTIE. ZDFHZBRL T LTV TridentBackendConfig CR :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

DFZHERTD_EHTETEXY "Trident 1 VA F—F"BHDASL—CTF Iy T 4—L 1 H—EXDEE
flzrnd T LI MU,
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kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:
username:

password: password

cluster-admin

RDORICC BRAMNL—TFS5w T 4— LD Secret ICEHBRINENDHDZ T4 —ILRZFEHFET,

AbL=2T 5y b T =L —
Ly b7 —IL FDERA

Azure NetApp Files D&
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Cloud Volumes Service for GCP
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ONTAP
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DFEEICERINET
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>1— I"flEo DIEEEE/\ Za)nn..\u
ICERENET

14>V N\T Y R1I—H4%, useCHAP
=true DIHZEIFNE, DIHFE
ontap-san & U ontap-san-
economy



AbL—=T 5y b T4—L—
Ly 71 —ILFDERA

ONTAP chaplnitiatorSecret
ONTAP chapTargetUsername D < > R
ONTAP chapTargetlnitiatorSecret

Fields#l2&
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CORTYTTIER N> —T Ly bME. TEBREINEXT spec.credentials D71 —JLR
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ontap-san RS /NI&. ZFERAL TEMINET TridentBackendConfig ATDA T I b+ ¢

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-ontap-san
spec:
version: 1
backendName: ontap-san-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: trident svm
credentials:
name: backend-tbc-ontap-san-secret

FlE3 : DRAT—RA%ZHEL £9 TridentBackendConfig CR

#{ER L £ L7z TridentBackendConfig CRTId. XA T—X X% HE

=0
[

TEET. ROPIZBRL TS

1%y
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LYo

kubectl -n trident get tbc backend-tbc-ontap-san
NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-
bab2699e6ab8 Bound Success

NYIITYRHPEBICERIN. ICN1 Y RENF LT TridentBackendConfig CRo
T —=XIFROVITNDDEZIEETET T,

* Bound: TridentBackendConfig CRIINY I IV RICEHE[ITONTED. EDONY I I Y RICIEHE
FNTWET configRef ZICREL £ 9 TridentBackendConfig crduid

* Unbound:ZfEALTREINET ""s o TridentBackendConfig # 7T FHNY I IV RIZNA
YREINTVWEEA. FILLIEREINIIARTDT 70 JL TridentBackendConfig CRSIET 7 #JL k
TIDTI—XRIIHE>TVWET, Jx—IHNEEINT/E. BE Unbound ICRT CLIFTEEEA

* Deleting: TridentBackendConfig CR deletionPolicy D EIBRNRICERESNE LT 27U VD
L £9 TridentBackendConfig CRAEIBREN. BIFRIKREICEITLE I,

e NI IV RICKERY 2—LEKR (PVC) WEELABWVGSIE. ZHIBRLET
TridentBackendConfig € D#EER. Astra Tridentick > TNV I TV REDHIBREINE T
TridentBackendConfig CRo

e NI IYRIZ1 DUE®D PVC A EET ZHEIE. BIFRIREICAED T, o
TridentBackendConfig CRIFEDE. HIFR7z—XICHADFT, NwIIVRL
TridentBackendConfig & TR TDPVCHHIBFRENI=H L ICDAHIBRINE T,

* Lost:UCBEEMITENTWA/N YT IR TridentBackendConfig CRHAER - THIBRE Nfoh. EIC
HIBR S M7z TridentBackendConfig CRICIFHIBRESNIcNY VI Y RADBRERAEHD F£7, »
TridentBackendConfig CRI&. ICRARARHIFRTE XY deletionPolicy fllifEs

* Unknown . Astra Tridentld. ICBERITOENTWVWARNYIIY RORERLIIEEEZRETET LA
TridentBackendConfig CRo 7o & ZIX. APIT—NHISEE L TLARWGEER. DEE L TULWAWNSGER

¥ T tridentbackends.trident.netapp.io CRDAHD FHA. ZHNICIENADRERIBEDH
DFET

COERPETIF. Ny I IV FHRERICEREINE T, B W DD DRFZEMTUIETZ A TEEY
"Wy IV RFOBEFHE/NY I I ROHIFR"

(AF>3y) FlE4 . FHEEEELET
NI TV RICET33MEREZMRTDICIE. ROOAIY > REETLET,

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

146



NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8efb6-
bab2699%e6ab8 Bound Success ontap-san delete

TH5IC. DYAMLJSONA > TJZBR 25 & HTF XY TridentBackendConfige

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6£f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo & EXMNF T backendName H KU backenduUID ICHE L TEERESNTNY I IV RO
TridentBackendConfig CRe o lastOperationStatus 74 —JLRII. OERBDRIEDAT—R I %R
L %9 TridentBackendConfig CR, A—H—MNrUAHTZeATEXYT BIXIE. I—HF—HTHaHL%Z
TELIIBERY) spec) ZEHAT 3D, AstraTridentick > TR UH—NZ 9 (Astra TridentD BFCENRF
BE) o Success £7cld Failed DWIFNHDTTY, phase ld. BOBERDORIT—2XZRLET
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TridentBackendConfig CRENY I IV R, EFEDHITIE. phase fBIFNATYRFENTWET, C
. ZEKL £9 TridentBackendConfig CRIF/Nw I I Y RICEEMITENTUVWET,

HZETTEFEXI kubectl -n trident describe tbc <tbc-cr-name> 1TANY MOY DFFMHl%=EEIRT S
Tcébo):]?\/ I\“_t“_g-o

BEMITONTUVEIDETENTVWEINYIITY RIGEFHEISHFTETEFEA
@ TridentBackendConfig Z{FHE T34 T2 T b tridentctl, YIDBXICEET S F|E%R
B2 9 B tridentctl KU TridentBackendConfig. "CHELHZEEL T LY,
Ny IV ROEE
kubectl ZERL TNV I IV REBEZRITLET
ZEAL TNy I I REBUBZRITTSHAEICDOVWTERAL £ kubectlo

Ny TYRZHIBRLEY

#HIPR 9 % TridentBackendConfig ZfER L T, Astra Tridentic/N\w I IV RDHIBREFFZIERL
F9 (R—XILTY) “deletionPolicy) o NV I IV RZHIBRT BICIE. ZRHERLET
deletionPolicy IFHIRRICERESNTUVE T, OH%ZHIPRL £9 TridentBackendConfig BB L TK
2L “deletionPolicy WretainicREINTUVWET, ChICED. Nv I IV RARELEEFEL. Z2EA
LTEETESLDICHRDET tridentetls

RDOARXY REERITLET,
kubectl delete tbc <tbc-name> -n trident

Astra Tridentld. HMER L TUL\/=Kubernetes>>—72 L b %ZHIBR L £ A TridentBackendConfig
o Kubermnetes 1—Hid. >— 2L v bDI V=27 v TZBHELET, >—IL v bZHIRT 2 TITER
PRETY, >—ILwvhid NYvIIYVRTHERAINTLARWNESICOAHIFRL T EEL,

BEONYIITY RZRRLET

ROAR Y FZRITLET,
kubectl get tbc -n trident

HRITIBEHTEFET tridentctl get backend -n trident H7clE tridentctl get backend
-0 yaml -n trident FEITBIANRTDONYIIVRODURAMEEIRLET, CDJ R MIIEF. TERIN
TENYIIVRHEENFET tridentetlo

NYIITVRZEHFLEY

Ny IIYRZEHIIERIIVSODNHD £T,

CAML=UORTLDILTUOIORILDEBEINTWDS, VLTIV ILZE#HT 358, TEHRAIN
%Kubernetes Secret TridentBackendConfig Z# 719 hEBHTIMNENH D £9, Astra Trident
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M. BESNERFOILT U VYILTNAYIIY REBFNICEHRXAOIAT Y REETL T,
Kubernetes Secret # B L £9,

kubectl apply -f <updated-secret-file.yaml> -n trident

* NTX—=% (EFT % ONTAP SVM DE&RIRY) ZBHMIBIHBENHD I,

° B TEF XY TridentBackendConfig RO AV RZ{HEH L T. Kubernetesh'SBEHEA T U b+
ZER L F9,

kubectl apply -f <updated-backend-file.yaml>

° £7=l1&. BIED TridentBackendConfig XD IV > FZFERAL TCRZEITLE T,

kubectl edit tbc <tbc-name> -n trident

NV IIYROBFHICKMLIES. Ny IIY RIIRBOBHOBRED L FHED £7,
ZRITITHe. OV 2RFILTER ZHETEF LT kubectl get tbc <tbc-name>
@ -0 yaml -n trident &7cld kubectl describe tbc <tbc-name> -n tridento

‘BT 7ML TEEZR/EL TEELS. update ANV RZBERITTETFT.

tridentctl ZERA L TNy I I Y REBZRERITLET
ZERALTNY I I REBUIBZEITI A HZEICDOVWTEALE Y tridentetls

Ny ITYRZERLET

ZER LTS "Ny VTV RER T 77 )L"Z2ERALT. ROOAYY RZEITLET,

tridentctl create backend -f <backend-file> -n trident

Ny TV ROERICKBLISZEIF. Ny I I FOREICANMEENHD £, ROAXV FZ2ERITIT S
& OJZRTLTREZHETET XY,

tridentctl logs -n trident

B 7 7ML THREZRELTEELLS. ZRITIBRITTY create ANV RZEDHSI—ERITLET,

Ny I TV RZHIBRLEY

Astra Trident 'S5 /\Nw I T2 REHIRT 31215 XOFIEEZETLET,
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1Ny IV REZEIELET,
tridentctl get backend -n trident
2 NyIIYRZHBRLET,

tridentctl delete backend <backend-name> -n trident

Astra Trident T. £1FEFEELTVWAZONY I IV RDSR) a—LERFyToayv kx>

C) A3 Z>J L TWAHE. Ny IIVRZHKRIDI . FiLLW R a—LAZzOEY 3=
DOTERLBDET, Ny IITYRIE THIBR] REDFX FICAD., Trident (FHIBRI NS £
TENSDR) 2a—LERFyToay bzBBLEITED,

BEONY I IV RZRRLEY

Trident B8 L TLWABNY I IV RERTITBICIE. XOFIEEZERTLET,

*BEEZEIET3ICIE. AOOY Y R EETLED,
tridentctl get backend -n trident
* IRTOFMZHEE T DICIF. XROAT Y RZEITLED,
tridentctl get backend -o json -n trident
NYIIYRZEHLET
HLWANYIIYRER T 7AIILZERLIcS. ROOAR Y FZERTLET,

tridentctl update backend <backend-name> -f <backend-file> -n trident

Ny I T FOEHFHIRBLIGE. NvIITY ROREICHED BB BENLEHZHTLE L. RD
ARV PFZR[TIBE. OV 2RRLTRRZRETEET,

tridentctl logs -n trident

BT 7ML THEZRHEL TEIEELS. ZRITT BT TY update ANV FZ2H5—ERTLET,
Ny OTYREFATBANL—VISAER/ELET

MTFiF. EE TTEBISONERDEBODAFITY tridentctl Ny I IV RATZ Y bOHN, CNIUTIF
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ZEALET jqA—TA VT2 YA —ILITBRENRDHD XTI,

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

ZERAL TERSNIENY IV RICHZELE T TridentBackendConfige

NYIIVREEA g VE=RBELET
Astra Trident TNV I IV RZBIBIA33FIFLFEx2 CHESRCIET

NYIIYRZEEBITZODET T 3>

Z8 A L % L7 TridentBackendConfig BI2E (FIRTE. NY I IV RZ2DDHETEIETESLDICHE-T
WET, ThICIE. ROLSHERDHD £,

s ZEALTNY I IV RZERATEE tridentctl TEETE XY TridentBackendConfig?
s HERALTNYIIY RZ{EMEIRE TridentBackendConfig ZEA L TEEL XY tridentctl?

B2 tridentctl ZFEHALT/NW Y I R% TridentBackendConfig

DI arTiE. ZEALTERLIENY I IV RZEIEB T3 OICHERFIBICOVWTEHRAL T
tridentctl Z{ER L. Kubernetesf A2 —7J 4 XD 5EHEEIT TridentBackendConfig A7 ¥
~o

U RO FIVAICEELET T,

* BBFED/NwY U I RIZIE TridentBackendConfig ZEHAL TEM SN/ TT tridentctlo

* TERSNIFHFLWANY I IR tridentctl. DM TridentBackendConfig #7210 FHETE
LET,

EE55DHBEH. Trident TR 2—LZXT2a—U2J L. RBZITOo>TVLWBNYIIY FIFE|ESHiEF
FELEY, BEEICIIRD 2 DOFREDHD £,

* DEMAZHITLEY tridentctl ZHEAL TERSNINY I TV RZEELET,

s HERALTIERLIENY T RENA VR tridentctl HTL L) TridentBackendConfig A 72T ¥
Fo CHUCED. NYIIYVRIFZEFERALTEEINE T kubectl TIEHD £FHA tridentctls

ZERALT, BFEONY I TV RZEELET kubectl ZER I 3HRENHD XY

‘TridentBackendConfig CHUSBEEDNYIIVRICNA Y RLET, FOHHEADOBEEZUTICRLE
ERS

1. Kubernetes Secret ZER L F T >—2IL W bhICIE. ARL—UOSRE | H—EREBETR-0HIC
Trident SR BRILTF OOV ILDEENTUVET,

2. ZEE L £9 TridentBackendConfig # 7Y TV b ARL—UUSRE [ H—EXDEFEMEIEE
L. BIOFIETER LI —OLy bEBRBLET, B—DRE/NTA—F (BY) ZIBEITDLSITFE

BRI BZ3WENHD F7 spec.backendName. spec.storagePrefix. spec.storageDriverName'
) o spec.backendName BEFD/N VI IV ROLHICERET IHNEHLNHD £,
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FIEo : NvIIVRERELEFT

Z{ER L £ TridentBackendConfig BIFEDNY I IV RIINA YV RTBFRIF. Ny I IV REEZE
BII3MNELRHDEFT, ZOHITIE. Ny IITYRHRD JSON EEZFAL TERINTWBAELET,

tridentctl get backend ontap-nas-backend -n trident

fems=mssssessssosa==== fosss===========a
e e fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fmm fom e

fessmsmess e s ss s oses s s s e=s fremem==== fromsmm==== ¥

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

fressseseemess o= === fosssmsmmm=ssas=s
fesssssssssscsesessosssassssassssasmaaa femmm==== fommsm==a= 4

cat ontap-nas-backend.json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {
"spaceReserve": '"none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [
{
"labels": {"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"
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"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

FJE1 : Kubernetes Secret Z{Efi L £
KOBNCTRTESIC. NYIIVRDILTFOOvILEESES—oLy FEERLET,

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident

secret/backend-tbc-ontap-san-secret created

FlE2 : #{EB L £ 9 TridentBackendConfig CR

RDFIETIE. ZER L £9 TridentBackendConfig BAFFDICHERIC/NA > FENSBCR ontap-nas-
backend (CODFIDLSICD) o ROBHHHLINTVS CZHERBLET,

BNy I TV REDEEINTUVET spec.backendNameo
CRENTA—=RIFTONYIITYRERLTY,

cRET—IL (FETZHE) & TONY I IV REBILIEFRTHZBENHD £7,

c LTI vILIE. TL—2TFXMTIFAR <. Kubernetes Secret Zi@ L TRt SN 7,

ZDHEIFE. ZERL T EV TridentBackendConfig DK DIZED £,
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

FlE3 : DRAT—RA%ZHBZL £9 TridentBackendConfig CR

DHLIZANILET TridentBackendConfig BMERINTVWBIHRENH D £9 Bounds F7o. BEFED/NY
JIVREBUENYIIYRAE UUID BARBENTUVBRRELRHD £,
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

NT. Ny IIVRIEEFERALTELICEEINE T tbec-ontap-nas-backend
TridentBackendConfig Z 7T ko

EIE TridentBackendConfig ZfEA L T/NY I I R% tridentctl

‘tridentctl” ZHHALT. ZFEHAL TERSNINY I IV RERRCTE XY
‘TridentBackendConfig's F7c. BIEEEIF. ZFERALTIOLSBNYIIY R2zRLEICER
TBRELHTEFXY “tridentctl” HIBRLZX Y 'TridentBackendConfig®
ZLTHEDIDAE IV “spec.deletionPolicy’ DICEREINEXT “retain’o

Flgo : NI IVRZHELET
T ZIE RDNY I ITY RO ZFERL TER SN LE T TridentBackendConfig :
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

HADBIEFDZ EHHHD £F TridentBackendConfig IFIERICIERR SN, Ny I IV RICNA VRS
NTWVWEYT Ny IIYROUUIDZRERL TSV ,

FlE1 : FESEL £ 9 deletionPolicy MICEREIMNE T retain
TlE. OfifEZRTHEL &S deletionPolicye CHUIICERET DIHENH D £9 retain, cfUCK

D, PEXRICEITINET TridentBackendConfig CRHOEIFREN. Nwv I I RE&RIFFISHEIFEL.
TEETEFXT tridentctls

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ac5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain
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(D FNLUANDFZEIF. KROFIBISEXHRWVTLEE LV deletionPolicy BICREINET

retaine

FlB2 : ZHIPRL £ 9 TridentBackendConfig CR

=EDOFIBEIX. ZHIFRT S Z ¥ TY TridentBackendConfig CRo FEERM'TE T L7=5 deletionPolicy H'
ICRESNET retainz v o338, RDELSICHIBREINE T,

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

frossscsscssssassaa== frosssssassmssme=s
fess===s=s=sssesessososassssssssssssa=s fremm====== foms====== ¥

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fosssssssssss=a===== foss=============

et et fomm - fomm - +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

Fom e Fomm e
St pemmm=m== i I

HHIFR I N7 F TridentBackendConfig Astra Tridentld. EEIC/Nv I T RBEZHIRTZ R
<O BIATDS I b 2HIBRLES,

AL=205 ZADEMEETE

A I\ D—975Z¢&ﬂ5}ﬁ3—50

Kubernetes StorageClass 7 7 7 b ZREL TR ML= 05 XZ1ERM L. Astra
Trident TR a—LDFOEY 3=V I HEZIEE

Kubernetes StorageClass7 7> 7 ~ DFRE

o "Kubernetes StorageClass4 72 =7 M FD VS RATHERT3 7O 3 =>4V —)L L TAstra
TridentZ 45 L. Astra TridentiZ/ R 2a—LDTOES a =V I HEZIERLE T, F:
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https://kubernetes.io/docs/concepts/storage/storage-classes/
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https://kubernetes.io/docs/concepts/storage/storage-classes/

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

HHBBLTLIEEL "Kubernetes 7 72 27 b Trident Z 7 T R AL —S 0S5 2 EDEEDFMIC
DWTlE. ZE2BBLTLETEL, PersistentVolumeClaim £/NTX—X%E{FEHL T, Astra Trident C7/R 1)
A—L%E 7O I = VI 323AEEFHIEILE T,

AbL—=205XZ2ERT B0

StorageClassA 7 7 hEERLT=56. A NL—J 0S5 REERTEE S, [ANL—J05 /02T
IS FERELBEETEZ3EANLY > I ERLET,

FIE
1. ThidKubernetes4 72 19 DT, kubectl #4Jw % L TKubernetes TIERL L & 9%

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. Kubernetes & Astra Trident @A T. *basic-csi* A FL—2 0 5 AR I N, Astra Trident HY/\wy
JIVROT—)ILEEHELE LT
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kubectl get sc basic-csi
NAME PROVISIONER AGE

basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
{
"items": [
{
"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"
by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

AbL=203R/52TF)

[—=3=A]

Astra TridentO$ R "HED/NY I ITY REITOS Y TIVIEA R L—I0 5 AEE

F7-l¥. sample-input/storage-class-csi.yaml.templ 1 X F—FIC[ABLTHED.
BACKEND TYPE A ML —U RSAND&FIZIBELF T,
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./tridentctl -n trident get backend

e o T bt
o t————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

AML=C05%EETS

BEDR L —U052EFRRLED. FI4ILRDR ML —V 95 2ERELTRD.
APL—UOSANY STV REHFILIED. RbL—U0 S5 XERBRLED TS &
EP

BEOIRNL—CUOSRERRLET
* 377D Kubernetes A AL —J 0 S X%HRRTBICIE. OOV RZETLET,

kubectl get storageclass

* Kubernetes A L —2 0 S ADEFMZERR T BICIE. ROOATY RZETLET,

kubectl get storageclass <storage-class> -0 json

* Astra Trident DEIEATNI-A FL—S OS5 XERRTDICIE. ROOAIY Y REERITLET,

tridentctl get storageclass

* Astra Trident DEIEACNTA FL—C 7S ADFMZRR T DICIE. OO RZER1TLET,
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tridentctl get storageclass <storage-class> -o Jjson

FIHAINEDRANL—SOSRA%HRETS
Kubernetes 1.6 Tld. T 7AIEDRA ML —J OSSR EHTETIEEENEBIMINTUVWET, Kkith) 2 —LE
K (PVC) IZkHRY a—LDBESNTVLARWERIC, kiR 2a—LD7OEY 3 Z VBRI SR
fNL—YU5ZTY,

T I)T=a ERELTTIAIIMDRAMNL—CO0SREFEEHZLET

storageclass.kubernetes.io/is-default-class ZtruellSREL TA ML= U T ADEREICE
MLET, FHERICIEL T, ZNUADER T / 7— 3 VAR WIEE(S false LIRS E T,

*ROOARXYRZFEALT BIFEORXA ML=V IFRETIAI MDA ML= SRE L THRETEF
ER

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

*EERIC. ROOAXY REFERALT 774 DAL= 0SR7 /7= 3> %ZHIBRTEEY,

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

Fleo TO7/T7=2arhFENTVDS Trident 1 > XA —=Z N\ RILICHFIDHD £,

IIRERNDT I AILEDR ML =20 5 RE—EIC1DRIFICLTLZE L, Kubernetes T
(D) i SEOCEBOR FL—SEERTAILETEETA FIALROR -5 5
NE oK BWFECRRICEIEL 3,

AML=SO0SRONYI IV RERBELEY
TFIE. EZ TTE3ISONFEROERDHITY tridentcetl Astra Trident/N\w I TV RA TS0 hOH

HINCIRBZFERALEY jg21—T1 T 10 FRICA YA M—ILTBREBENDHBZHEDNDHD I,

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’

AML—=20Z %IRRT S
Kubernetes "5 X L =0 5 X%ZHIRT 1CIE. XROOAR Y REETLE T,

kubectl delete storageclass <storage-class>
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<storage-class> &« AL —J IS XA TEZTBRIZIMBENHD XY,

CDRAML—=2 0T RATIRER SN KEIR Y 2 —LICIFEEIZA . AstraTrident ICK > T IHMIEED
nxd,

Astra Trident CIXZEE N REI SN B £sType ZEM L £, iISCSINY I I RDFEIF. EH
@ TR EHEWELE T parameters. fsType AL —U 05, BIFEORANL—U U5 X%
HIFRL T. THBEMITIVENDH D X9 parameters. fsType IBE S N7

R)a—L0FOEES 3 =Y &8
R)a—LZE=OES3=Z>093

5% L fT=Kubernetes StorageClassZ i L TPVAD 7V XA ZEK T
%PersistentVolume (PV) & PersistentVolumeClaim (PVC) Z{EfL £9d., D

%, PVERYRICYOVRTEET,

BE

A" 2—L4 " (PV) &, KubernetesZ7 S XX ED IS XAABEBEN IO 3 =733 EI ML
—J1)Y =TT, o "PersistentVolumeClaim " (PVC) ¥. 75 XX LDPersistentVolume D7 It X E
KT,

PVCIE. BHEDH A XEIETIVELRAE—RDRA ML —CZBRIBEISICKETETET, VS XXEEE
I$. BEETIF 5N TV S StorageClass% A L T. PersistentVolumeD 1 X 792 XE—R (N7 +—<
VARY—ERLRILARY) UEZFETETET,

PVEPVCEIER LT=5. Ry RICR) 2a—L%EITVRNTEET,

XZT7TXOH
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PersistentVolume > FILY =7 X +

COY TR =T T X b StorageClassICBEET T 5NIc10GIDEARPVERL TWE T, basic-

csio

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersistentVolumeClaimt > /ILY =7t X ~

RIS, BEANABPVCEREA 7> a>oflzrmLET,

RWO7 7t X%Zfwx 7=PVC

ROBIE. WS %ETDStorageClassiCBEET 1T 5. RWOT7 U1 AWRE SNI-BEAXWAPVCE R
LTWEzJ, basic-csio

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

NVMe / TCPXIGPVC

DA, WS 51D StorageClassiC BE(T 1T 5 7=NVMe/TCPOE AR ZPVCERWO 7 U X % /R~
LTW&EzJ, protection-golds

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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PODY=7 xR DYV TFIL

RDOBF. PVCZRY RICER T 37D DEANLBREZRL TVET,

FROEYTA

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"

volumeMounts:

- mountPath: "/my/mount/path"

name: pv-storage
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NVMe/TCPDEAER

apiVersion: vl

kind: Pod

metadata:
creationTimestamp: null
labels:

run: nginx

name: nginx
spec:
containers:

- image: nginx
name: nginx
resources: {}
volumeMounts:

- mountPath: "/usr/share/nginx/html"

name: task-pv-storage
dnsPolicy: ClusterFirst
restartPolicy: Always
volumes:
- name: task-pv-storage
persistentVolumeClaim:

claimName: pvc-san-nvme

PVE K UPVCDIER

Flig
1. PVEERLL £ 95

kubectl create -f pv.yaml

2 PVRT—R2A%=MRELET.

kubectl get pv

NAME CAPACITY ACCESS MODES
STORAGECLASS REASON AGE
pv-storage 4Gi RWO

7s

3. PVC ZfERL £
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RECLAIM POLICY

Retain

STATUS

Available

CLAIM



kubectl create -f pvc.yaml
4. PVCRT—RR%zHRBLET,

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

S. R a—LERYRICIYXIO>VERLET,

kubectl create -f pv-pod.yaml

()  ERREREEALTERTEET. kubectl get pod —-watche

6. R)a—LHIYIVREINTWVWR I ZHESRLE Y, /my/mount/paths
kubectl exec -it task-pv-pod -- df -h /my/mount/path

1. Ry RZHIRTESLSICABD ELTco Pod7 TV —2a VIFFELBLSBZD ETH. KU a—LId%k
D&,

kubectl delete pod task-pv-pod

ZHBBLTLIEEL "Kubernetes 772 27 b Trident Z 72 T R A ML —S 0S5 2 EDEEDFMIC
DWTIE. ZBBL TV, PersistentVolumeClaim &/NT X —X&EFEHRL T, Astra Trident TR 1)
Aa—LZEOES 3=V 93AEEHIEILE T,

RN)a—LzRALEXT

Astra Trident IC& D, Kubernetes 1 —|IXERRZICAR) 2 —L%ZLRTEXYd, CZT
&, iISCSIA) 2a—LYE NFSARY 2—LDIERICHEBLREZEICDOWVWTHALE T,

iSCSIRUa—LZREALET

CSI OB a2 #{EB L T, iSCSI Persistent Volume (PV) Z3ETEF X7,

@ iISCSIZR) 2 —L¥hERIE. THR—FINZET ontap-san. ontap-san-economys
solidfire-san R34 /\&IZIEKubernetes 1.16AENRE T,
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FIE1 1R a—LDIERETR—bTB3ELIICAML—CISRZRET D

StorageClassE& Zf#mse L T allowvolumeExpansion 74 —JLRDSICEENL £9 true,

cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

BEOARL—U0ZZADFEIE. fREL TZEMLET allowvolumeExpansion /NT X—4&

FIE 2 : ¥ERL L 7= StorageClass %{£FA L T PVC Z{ER L £ ¢

PVCEZ%*MREL. spec.resources.requests.storage FilcICHNBE BT 14 AT BICIE.
TTDH A XEDHARELLTEIVNENHD T,

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apivVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident H'. KEEHIRD 2—L (PV) ZEM L. COXKENAR) 2—LEXR (PVC) ICEhERMITE
X8
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kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

FIE3 : PVC =HEI AR Y REEELET

YA XEZEETZRY RICPVEIESL £, iISCSIPV DY A XZEEICIE. XD2DODO>FIVARHD 9,
s PV ARy RICEHEINTWVWRIES. AstraTrident ZXR FL—SNY O ITY ROARY) a—L%xILEL. T
NTRAEBIFX v L. Z77MINSRTFLOYA X EZETELE T,

* KEHD PV DY A XZZEBLELS2TBE, AstraTrident PR L —SNw I Iy ROARY 22— L%
BLET, PVCHARYRICNA VY REINBZ L. Trident iZ3TFNAREZBIFXv> L. F77TILS AT LD
YA XEZEELET, BEIRENERICE T DL, Kubernetes | PVC 1 X%=EHLE 9,

COBTIE. ZFERETIRY RABMERINET san-pveo

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

169



ATy 74 . PVZERRELET

1GID52GICTER S NIEPVO Y A XZEET B ICIE. PVCOERZREL TZ2EHLEY

spec.resources.requests.storage 2GiN,

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

FlIES : YhRZIHET B

PVC. PV. AstraTrident O7R) 2a—LDHY A X%ZHRT ST ILENELLERELTVWERIHLESH%E
MIECE £,
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

NFS R a—L%=ZIELET

Astra Tridentld. TOEC 3 =>4 L7NFS PVSDAR) 2 —LHREHR— M LTWE T ontap-nas.
ontap-nas-economy. ontap-nas-flexgroup. gcp-cvs B “azure-netapp-files /NPT
N

FIE1 : R a—LDIRETR—FITBELIICAML—CUSRZRET D

NFSPVDOH A X%ZZEET3ICIF. BEEIFET. 2REL TR 2a—LZIEKRTIFZELSICA L=
AT D2RENHD £J allowvolumeExpansion 74 —JLRDSICEEIL X T true !

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

COFTLIaVEEEETICA ML =P S R2fliAHDHZEIR. Z2ERLTEIFEOX L -0 5 X 2R
£9371TTY kubectl edit storageclass A a—LAZILETETERLIICTSH,
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FIlE 2 : ERL L 7= StorageClass % {fFH L T PVC Z{ER L £9

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident A%, C® PVC (X LT 20MiB O NFS PV Z{EF T 2 HENH D X7,

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO

Delete Bound default/ontapnas20mb ontapnas

2méd2s

XTw 3. PV=IERT 3
#FTL <1ERL L 7220MIBOPVODH 1 X% 1GBICEE T 3ICI%. FOPVCEREL TEZRELET

spec.resources.requests.storage 1GIBA ©
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kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

FllE4 : HRZIREET B

PVC. PV. AstraTrident O7R) 2 —LDHY A X%=HET BT, YA XZEHNELLERELTULEIHYE
SHZERIETETET,
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom—m————— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fomm—————— fom -
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

et ittt L fommm - fom e
fom - oo fom - e +

RUa—LZA2R—F

‘tridentctl import ZfEAT B3I\ Trident VR—k
V)T ayeERLTKERY) 2 —LEK (pve) Z1ERT BT, BIFORX ML -
A1) a—L%Kubernetes PVELTAVR—FTEXT,

BMEERSEE

Astra TridentiCR ) 2a—L%Z A VR—bT3HE. RO EHAREICHRD £7,
TV —=avEIaAVTHEL. BIEOT -2ty FEBRET S
BN IV = avicET -2ty bosO—- 2% ER

* EEHDRE L cKubernetesV S XA X = BIBEL FT

C TAaPRRVANVKEICT ) r— 3> 7—3%8%817

ZREH
RUa—LZzAVR-bd3R1IC. ROERBEREZHRL TIEEL,
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* Astra Trident T V7 R— F TE 3 DIERW GiARD/EZIAA) X1 TDONTAPR!) 2 —LDHTY, DP
(T—21%5&) XA 7DHR) 2—LlESnapMirrorT A7« %2—>3 >R a—LTY, Rl a—L%Astra
TridentiC 1 > R— b9 380IC. S S—BERTEHERTIHNELNHD £,

*CTOTa I BEEDBRVWR) a—LZA Y R— B EZHRLET, 7U/T« TICERATINTULSR
Ja—LZAYR=-bFTBICIF R)a—LDo7O—2ZERLTH S VR—h2RITLET,

Kubernetes|ZARI DR ZERME T, 771 TRARY 2a—L%ZRy FICHEICERTS
(O 3rH. chiEFTOvIRU2—LTHICEETY. TORR. 7—XHHIAT 5TAEM
DL

* TH1 StorageClass PVCICH L TIEE T AHMENH D £9, Astra Tridentld 1 > R— MFICZD/INZ
X—REFRALEFFA. ANL—20FRUE0 R a—LOERMEFIC. A ML —8MICED WTHERTR]
BER T —ILD SBIRT BOICFERINE T, R a—LIET TICHFEET D, 1 VR—MEFIZT—IL
TERTIMEIEHD FEA. TEDIcH. PVCTHEEINIEAML—DIUZRE—HLBWNYITI VR
FET=IICR) 2—LHEFEELTHA VR— MEIKBL EFE A

c BIFEDR) a—LY 1 XIFPVCTRESIN. RESNET, A L= RTIANICE TR a—LbHAa
ViR—kEN3E. PVIZClaimRef ZEB LT PVC ICfERLENE T,

c BRIAR O —IE. BHICICICICERESNTUVWE T retain PVICH D £9, Kubernetes H* PVC &
PVEEEICNAYRTR . BRARVS—DIAML—J0SXOBRIARD) O —IC8hETEHRS
nEx9,

°c L =S ZOBRIAR) S —HDIEE delete’ ICT D E. PVAHIBREINBZEA ML —UKRD 2
—LDEBRENE T,

* 77 4J)LMTIE. Astra Tridenth'PVCZEIEL. /NI I R TFlexVolL LUNDORHIZZEEL £, ZE
FTENTEFET --no-manage BENRADR) 2a—LEZAVR— 3755, #FEBT3HE -
no-manage’Astra Tridentid. 72TV bDZ4 7% 1)L %ZEL TPVCRPVICH L TEMOMIEZ R
T3 iEHDELA. PVHEHIBRINTHRA ML —UR) a—LBHIKRINT., RUa—LDoO—>
AR 2a—LDY A ABEREDZEDMOUBHLEEREINE T,

COFATaviz. AT HEEIN=T—2o0O— RIZ Kubernetes Z{EA T 3 H
Kubernetes UINA TR ML =R a—LDSA 7Y A UL BB T Z5EICEN T,

*PVC EPVICT/T—=arvhBmMenEzd, CO7/F7—>avid. RUa—LHAYR—bEniZ
Y. BLUPVC L PVHBEINTWAIEEZRd _E0EMNERI-LET, COT7/T—avidE
BEIFHBRLABEWTLCIET WL,

R)a—LZzAYR—rLET

‘tridentctl import ZfERATSH\. Tridentd VR— 7/ T—>3>%FEALT
PVCEET BT R)a—LZzAYR—bTEZXT,

@ PVC 7./ 57— a>aERT3548Id. ‘tridentctl #&2>O—RLEDERLTRY 2— L4
HFAVR—RLIEDTEIHREIEIHD £FH A
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tridentctl DfEA
FE

1. PVCEZER S 27 OICERTBPVCT 71 (Bl : pve.yaml) Z{ERRLE T, PVCT 71 ILICIE
name. namespace. accessModes. H &V ‘storageClassName' ZEHZINELHD £, HE
IZISCT. PVCEZ T ‘"unixPermissions #18E T3 HTET XY,

RAMEBRD B2 RICTRL £ 96

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

(D WMENTA—=EDHZEANLTLIEET WV, PVEPRY 2 — LY A G EDEM/NS A
—&F. A VR—FAT Y FOKBODRA B2 EEEMED DD FFo

2. Z#ERALEY tridentctl import AX Y REMAL T, R a—LEZEFTAstra Trident/\ v I T
YROEHIE. A ML= EDRY) 2a—L%E—EIZHER T 5%F] (ONTAP FlexVol. ElementR!) 2
— I\, Cloud Volumes Service/NR7RY) ZIBELEXTo o -fPVCT 7AIADNZAEZIBET DI
&, 5IBHDURETY,

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

PVC7 ./ T— 3> DEH
FlE

1. MEBERTridentf Y R— b7/ FT—23>%ETPVCYAMLT 71JL (Bl © pve.yaml) ZVERLL &
To PVCT7AILICIFATZEHZIRENHD X9 ¢

° ‘name $ & U "namespace’ X X 7 — 4K
° accessModes. resources.requests.storage. & ‘storageClassName {tik
° AR
* trident.netapp.io/importOriginalName : /\W I I RDAR) a—L%
* trident.netapp.io/importBackendUUID : /K a—LDEFEETS/\v oI > RUUID

* trident.netapp.io/notManaged (A7 3Y) (BEINTLWAWRD 2—LDFE
I3 "true ICRREL £ T 77 AL R false” TY
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Wl BENRRY 1—LEA Y F— h T 3DOHERTT

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

2. PVC YAML 7 7 JL% Kubernetes 7 S XX —|C@ALET -

kubectl apply -f <pvc-file>.yaml

Trident (3R 2 —LZBEIMICA >V R—bL. PVCIZNATVRLET,

ll
PR=FINTUVBRIANIZDWVWT, ROR) a—LA VR—DOFIZEEEL TLEE W,

ONTAP NAS$ £ TFONTAP NAS FlexGroup

Astra Trident Tl&. ZFERALTAR) 2 — LA VR— D ER—FEINET ontap-nas H&K Y ontap-nas-
flexgroup R Z41/\,

* . ontap-nas-economy R Z-4/\TqtreeZx 1V R—cELUVEETEAL,
@ * . ontap-nas & U ontap-nas-flexgroup RZA/NTHR) 2 —LZDEEHIFAIE
nNTLWEtA.

ZER L TYER L 7=& 7R 1) 2 — L ontap-nas driverlEONTAP 5 XX _E®DFlexVol T, %fEMA L TFlexVol
A >YR— b9 3 ontap-nas RTANBRELELDICENELE T, ONTAP U5 X R 9 TICTFET SFlexVol
&, ELTAYR—bFTE XY ontap-nas PVC, AFkIC. FlexGroup R 2 —LlFE LTAVR—FTEX
9 ontap-nas-flexgroup PVC

tridentctl Z £/ L 7= ONTAP NAS D
ITOFE. Ctridentct ZFEA L TEENRA) 2 —LEBENRAR) a—LEAVR—bT23HEERLT
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WETo

EBEXMRARY 21— L4
ROFUE. EWSERIORY 2 —L%EA VKR —ELZET managed volume EWVWSHFID/NY I IV R

C ontap_nas :

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

e femememm== femmmemsmeaaaaae
o e e e e e e fro— e 4
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesme s m e e oo s e a e e e e s e e o=
fre=====m==s e e bt fre=m====s e +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cba6f6ad-b052-423b-80d4-8fb491alda22 | online | true |
R e fememeemeaeaa==
fmmmmmmm==a R fmmmmm==e femememaae +

BIENRADRY 12— L

Z(EAT 3B E --no-manage 5|BUCIBEL £9, Astra TridentidR) 2 —LDARZZEL £t A
I, 204 Y R—b+33F%RLEFT unmanaged volume 27 w2 LEXxT ontap nas Ny I IV
[

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

fossssss=s=ssscscssssssesosossssssss==ssa=s fememe==== fememmmsaemaaa=a
L e e e e e e S D e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

L fr e fr e e
fre=s=m=m==s fremeosesesssssss e s s s s s o s fre=m=m==s e I
| pvc-df07d542-afbc-11e9-8d9£-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad4-b052-423b-80d4-8fb491ald4a22 | online | false |

fossssssss=sssesess s osssososssssssssssss=s e e e
femm======a fememmesessss s s e sese s eessasaa s fmm===== fememema=a +

PVC 7/ 7— 3 > % fEM L 7- ONTAP NAS D4l

ROBIE. PVC T/ T—> 3>z FERAL TEENRAY 2 —LEEENRAR) 2 —LEAVR—bT3H
EERLTVET,
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BEENRAN) 2—L4
ROFTIE. PVCT7/T—23 > FERALTRWO 771X E—RAREINI. '81abcb27-eab3-

49bb-b606-0a5315ac5f21°H'5 “ontap_volumel & WS &FID ‘ontap-nas' KRl a—L%Z1 VR—kLZE
ER

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0ab5315acbhf21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

BEEWNRADR) 12— L

RDBITIE. PVC 7/ T—>2a>z@EHALTRWO 771X E—RHARESNT. Ny IIUR
34abcb27-ea63-49bb-b606-0a5315ac5£34 DB E WD HHF] “ontap-volume2 D 1Gi
‘ontap-nas R a—LZzAVR—FLET !
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0a5315ac5f£34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

ONTAP SAN

Astra Trident Tld. ZFEB LAY 2a—LA VR— DY R—FINET ontap-san K51 /N, ZFEBLE
AR a—LaYR—MEIPR—FINTLWEHEA ontap-san-economy K51 /\,

Astra Trident Tl&. BE—®OLUN%Z ZLONTAP SAN FlexVolz 1 Y R— b TEEFJ, CNIFEFELTY ontap-
san RS54 /\. FlexVol HDEPVCH L TULUNICFlexVol Z1ERL L £ 3, Astra TridenthFlexVol%Z -1 > 7R — k
L. PVCOEZRICEEMITE T,

ROBNE. BEMRA) 2 —LEBENRNR) a—LZzA Y R—+I3AE2RLTVET
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BIEWRA) 2— L4

BIEWRAR) 12— LDIBE. Astra TridentiZFlexVolDEHIZICZEBE L £9 pve-<uuid> & & UFlexVol
HNOLUNZHASICT #—< v b LET 1uno,

RDFNE. ZA > R—bLFET ontap-san-managed IC#H BFlexVol ontap san default /Ny I IV
R

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

e et et fom—————— fom e

fom - o fom— - fommm————— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e fomm - fom e

fom - o fom - fommm - +
| pvc-déeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’757 | online | true |
- fom fom e

fom - o fom - e +

BEEWNRNADR) 2 —L

I, 204V R— b3 2% LET unmanaged example volume 2% 1) w2 L&Y ontap san
Ny TITVE .

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage

Bt bttt e F—————— e
o — e o F——— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e F—————— e ——
+——————— f——_— - = +————— - +
| pvc—-1fc999c9-ce8c-459c-82e4-ed4380a4d4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759f555a | online | false |

e e - f—————
o —— e o F—————— +

ROFNCRT & SIS Kubernetes/ — RDIQNEIQNZ HE T BigrouplCLUNE Ty E> T3, T5—H
RRINZET, LUN already mapped to initiator(s) in this groupo AU a—L%EAVER—FT
BIClE. 12T —2%ZHIBRT 2D LUNDODR Y EV T BRI I2HRELHD XY,
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-4138-9eb@-c7719tc21913
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup

mixed linux ign.1994-085.com.redhat:4c2elcf35e0

ZZ (Element)

Astra TridentTld. Z{#H L 7=NetApp Element/ 7 k7 = 77 £ NetApp HCI'R ) 2 — LD A >V R— b HiHR—
FENZET solidfire-san RF1/\

L TW3BiGEIdAstra Tridenth 5 TS5 —hWRINFE T, EEKE L TR a—L%E7O0—=2Y

@ Element RS AN\TIFR) 2a—LBOEFEIYR—bSIhFT, L. RUa—LBHDER
L —BORY2—LBZHEELT. 7O0—2RYa—LZzAYR—LET,

RIS, 24V R—b32F%ZRLET element-managed NI IV RDKRY a—L element defaulto

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

e et EEEES e Fommemmcememeo=s
Fommmmmmm== e mes e s s es s s s ss s Pommmmm== P +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmememsmsseseses s s e e e i Fommmmmmememem==
Fommmmmmm== ettt Fommmmm== ettt +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
Fommmmmmmmsmoososorreromemememe oo me oo Frommomoms Fommmmmmomoomoms
Fommmmmomo= B e e e e et Fommmomoe e e +

Google Cloud Platform ® 1 DTY

Astra TridentTld. ZERA LAY 2 —LA Y R— DY R—EINET gep-cvs RF1/\

NetApp Cloud Volumes Serviceh* 5 {ERE & 117=7R 1) 2 — Ls%Z Google Cloud PlatformiZ - > 7R —
@ g BICIE. R a—LNRATR)a2a—LZHELET, A)a—LNREFE RJa—LDOI

JAR—ENZRDDICHELSEBBRTT /o T2 RIE. T ZAR—ENZADDHZBEBLETT

10.0.0.1:/adroit-jolly-swift. R a2 —LD/NAIETT adroit-jolly-swifto

Google Cloud Platform D%l
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RIS, 24V R—bT30%RLET gep-cvs Ny I IV RDARY a—L gepevs YEppr ZIEELFXT
adroit-jolly-swifto

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

Fommmmememsmsseseses s s e e e i Fommmmmmememem==
Fommmmmmm== e meme s s s s es s s s s se s Fommmmm== ettt +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmmmsmoososorreromemememe oo me oo Frommomoms Fommmmmmomoomoms
Fommmmmomo= B e e Fommmomoe e +

| pvc-ad6ccab7-44aa-4433-94bl-e47£c8c0fad5 | 93 GiB | gcp-storage | file
| €ela6e65b-299e-4568-ad05-4£f0a105¢c888f | online | true |
it e e et rommmmom= Fommcmmccmeoeo=s
Fommmmmmm== e mes e s s s s s s ee s Fommmmm== o= +

Azure NetApp Files D&

Astra TridentTld. ZFEBA LR 2 — LA VR— DY R—FEINEXT azure-netapp-files RT1/\

Azure NetApp Files’h) 2—L%Z A VR—F$3IC1E. R 2a—LNATR) 2 —LZRELE
@ To R a—LNRIE Ra—LDITIRAR—ENZADDIZEHELSEBDTY /o TR T
IV RNADDIZERETY 10.0.0.2: /importvolly R a—LD/NAIEXTT

importvolle

KiZ, A VR—bT30%ZRLET azure-netapp-files NI IV RDAR) a—L4A
azurenetappfiles 40517 Z3EL 9 importvoll,

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

o e fomm -
fom - o fomm - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o - fommm - fomm -
fom - o fom fom——————— +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3adab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%a5le | online | true |

- e Fomm -
fom - o fom - fommm————— +
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F—LAR—ZMETNFSRY 2a—LZzHBELFT

TridentZFHET 2. T5AI)R—LAR—RIZAR) a—LEERL. 1DULDEH

VRN FEZ—LAR—ATHETEFET,

Di%aeE

Astra TridentVolumeReference CRZ BT % &. 12U EDKubernetes % — s X R — X il CReadWriteMany
(RWX) NFSAA) a—LZEFaT7ICHETEFEY, ZDKubernetes®1 71 THERE ICIF. KDL SR X

Jw bDBD FT,

X aUTAEHERTDIHIC. EROLRNILDOT 71 AFHHIEIRET S
* FARTDTrident NFSZR) 2 —L KRS+ /NTEE
* tridentct > Z DMDIER A T 1 T DKubernetestBEICHKZEL FE A

C DK, 2DDKubernetesr—LAR—IAB TONFSH) 2a—LOHEBFXRLTWVWET,

K ................ . Primary PV Secondary PV .
. “primar}ﬂl a ¥

namespace

ace

hamespace

TVol |€—» Tvol

-

1
1
1
1
1
primary secondary :
‘
1
1

TridentVolumeReference

i’
) #
Storage i e -
Volume

TAVIRAZ—h

NFSRU 2 —LHEBIFVWK DN DFIETHRETET X I,

o R)a—LZzHBEITBEELIICY—RAPVCZEHRELET
V=R —LAR—ADFAEEIF. V—APVCOT—RICT VLT B31ERZMHSLET,
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FRTFARZ—2 a3V R—LAR—R|ICCREEMR T ZIERZMFSLFT

DS AREBEN, FRAT 42— 3V F—LAR—ZADFAEZEICTridentVolumeReference CRZ {Ep T B 1&
BBE5LE9,

FRATF A4 %—> 3> %—LAR—X|ZTridentVolumeReference = {ERL L £ ¢
BAELRIZEBORREE L. EETPVCEEB Y 378 ICTridentVolumeReference CRZ1ER L £ 9

ot

BB IC FIPVCEER L £
BHELHZEROFREEIX. EETPVCHSDT—2Y — X% FERAT D FMIPVCEZEML £,

V=RRX=LAR—RETRATAF =23V R—LAR—AZRELEY

LX) T4 ZBRTBEDIC. F—LAR—ABHEETIE. V—RAR—LAR—IADAEE. VXA XEE
E. BLUVBEXR—LAR—ADFABEEICEDZIASKRL—2a> e 7o a>yhHRETY, 1—H0O—I/LIF&
FIETEEL X,

FIE

1.V —ZXZEIZEREORER . PVCEERLET (pvel) Y —XARZ—LAR—RIZEML. TAT1%—>
AR —LAR—REDHEERZTEL £ (namespace2)Z AL £ shareToNamespace 7./ T
—>3av

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Astra Tridenth’ PVE /NI TV RONFSRX L —I R a— LEER
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s WUREYIDUR b ZEAL T, ERORMZERICPVCZHBETEE I, f:
trident.netapp.io/shareToNamespace:
namespace2, namespace3, namespaceio,

©) c REALT. TATDR—LIR—RCHETEET *,

trident.netapp.io/shareToNamespace: *

°PVCEEHLTZEDD DN TEFEXT shareToNamespace 7./ T— 3 IELD
THERTETET,

2. 2P S 2ARXEEE *H XX LO—)L kubeconfigZ fE L T, TAT 14 R—> 3V R—LAR—ADAE
Z | TridentVolumeReference CRZ={ER{ I 2 MR %= {H5 L £ 9,

B *FTRATAX— I VR—LAR—RFEE (" —RAR—LAR—REBRITBZTAT1 X~ 3V R—
Ly ZR— X |ZTridentVolumeReference CRZ{ERL L £ 9 pvclo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. FERLEIZEOFREE | PVCZERLET (pve2) ZETRATA X —> 3 VR —LAR—RIZEBHLET
(namespace2)ZfEHA L £ shareFromPVC X{ETTPVCEIEE T % 7F R,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

() ssEPVCOY 1 Xid. RETPVCOH 1 IUTTHIBENBD £ T
e
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Astra Tridenth'%Z 55 &EXD shareFromPVC T AT 4 X—> 3 VPVCIC T/ T—> 3> &EFREL. V—APV
EBRBIZANL—JUY —REHLEVWTMNDOR) 2a—LELTTFRATFoX2—> 3 PVEERL. V—
APVA RL =)y —X#HBLFET, BEPVCEPVIE. BEEFDODNAVREINTWVWBRLSICRZF T,
HER) 2 —L%HIR

BHOX—LAR—IATHBEINTWBRY a—LIFHIRTE E 9, Tridenth'., V—XAR—LIAR—IADR!)
A—LADTI7ER%ZHIBRL. R a—LEHETZ3MHMDOR—LAR=IAANDT I A= #ELE T, R
—LEBBIZITRTDXR—LIAR—IADHIFREINDS &, Astra TridentiC & > TR a—LHHIBREINE T,

fEF tridentctl get MUDKR) a—LZBRETS

ZEAY B[tridentctl A—T o VT ZEHATRE. KT TEXT get AV REMFEHL TTMMIOARY
Aa—LEEELET, FMHICDOLTIX. Y > 7. jtrident-referenceltridentctl.htmlZ 2B L TL 72 L)
[tridentctl ARV REAF T a V]

Usage:
tridentctl get [option]

739
* *-h, --help:ARUa—LDOAN)LT,
* -—parentOfSubordinate string: ZITUZ FMIDY—RKR)a—LIZHIRELFzT,
* —-subordinateOf string:ZTU%ZAKR)a—LDOTFAICHEL XY,

HiFR

* Astra TridentTld. TAT 4 R2—> 3V R—LAR—IADPHER) 2 —LICEZFAFZFNIDEFCZIF
TEFEtFA HERV 2 —LDT—2DEEZTE[IETZICIE. 77OV IRED IO I EFERT
BZRUREHLHD XTI,

* ZHIBRL TH. EETPVCADT I RZEDET ZIETEXHA shareToNamespace F7ld
shareFromNamespace AR E/-IEZHIBRL £9 TridentVolumeReference CRo 77t XAEHDET
ICIE. TIPVCZHIFRS 2 E D HD 9,

* Snapshot. 70— BV F—UVJIETIDR) 2a—LTIFRITTET A
EBRBLTLETL,
F—LZAR=RBDRY) 2a—LT7 7L ADFHEMICDOVTIE. ROBERZEBRBLTIIZE L,

CICTIVERALET "XR—LAR—ABTOR) 2a—LOHE | XT—LZAR—IABDHR) 2 —LT7 It %
HAl§ B ElE THelloy EADLET

CDTEZCELIETVW"RY R TV TITV,

CSl b ROPZEALET

Astra Trident Tld. ZFEHL T. Kubernetes 75 XA XAICH D/ —RIZHR) 2 —L%xE
IRAICIER L TSI T £ 9 "CSI RO REEE",
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CSl FROCHEERFER TR . BEEBLUTRISEYUTF Y —VICESWVWT, RU2a—LADTIER%E
=R Tty MIKIBRTE£9, IRE. 77U R 7ONT AL, Kubernetes BIEENY —>R—XD ./
—REERTEERLSICELODTVET, /—FRIE. V=23 vIilE>2TERBRZ RIS E T —VICEE
TBRIEH, V=3 IlEoTRHRETSCEHBTEFEXET, VILFY—2T7—F7I0F v TIO—270—RED
Ra—L%E=7OES I =T $57-0IC. AstraTrident X CSI FAROZEFEARAL X,

CSI MROVHEEEDEHBIC OV TIE, ZBRL T RE N CE5% CHALE L,

Kubernetes ICIE. 2 DOBEBDR) a—LNA Y RE—RKRHBHD FT,

* Z{#FH volumeBindingMode ZIZFREL £9 Immediate” FAROADSERH I B HRLAR) a—L%EME
BMTEEXT, Aa—LNA>To 78N 7OES 3= >J1E. pvec BMERSN B & STICIBES
£9, CNHBTTAILMTT “VolumeBindingMode 7o FAROZPOFNZEZBEBRHLAEWVWI S XXICH
BLTWET, kiR a— LAl BRTARY FORT D a—ILEHICKIEFET D CBRLIERINE T,

* #{FF VolumeBindingMode % IZERE L £ 9 "WaitForFirstConsumer PVCDK#HIR 1) 2 — LDYERR &
NA>Ta4 203 PVCEFERATZRY RBRAT D a—IILENTERINZ LT TEEINE T, Chick
D MROPOEHICIEL AT a—IILOFZE BT LDICHR) a—LAMERINE T,

(D o WaitForFirstConsumer N1 VT4 YFJE—RTIE. FAROAZSISRNILISHNEDHD £t A,
CNIE CSI FARODVHRE  IFEFEMRICHERATE X9,

WEBHD
CSI bROSHEFERATBICIE. KOHDODPHBRETT,

* #2179 BKubernetes? 5 X & "HiK— k E1EKubernetes/\— 3 2"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdo64"}

*UTARRD/ —RIZIE. FROSZRHITIEHDIRNILDBETT
(topology.kubernetes.io/region & topology.kubernetes.io/zone) o CDINJL*
I&. Astra Trident Z FAROADHBE LTA VX —ILTBEIC. V5 RAZAD/ — RICEETIVEHLD
DFEd,

188


https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

FIE1 : FAROSHENY I I REERT S

AstraTrident A L= Ny I TV RiGE, PRASEY T4V —=VICEDWVWTRY a—LZERNICTOEY
AZVITITBEDICKEATEE T, ENVIIVRIEA T IO TRETEF XY supportedTopologies T
R—bTRIHREDNHZY—VELVEEBO I MZRTTOVI, ARL—20FADBEDESBNYITY
FezERAT 358, AJa—LlF. YR—rEINTWVWBRU =232 V=2 TRTZVa—)LlEdnTWws 77y
T—=2ar hbEBEREINEBRICOAMERINE T,

NYITITYREEDHIZRICELET,
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi svm

username: admin

password: password

supportedTopologies:

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-Db

JSON

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",
"supportedTopologies™: [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

supportedTopologies &« NV I IV RZED) = 3> —>DO) A MNEiRET 371
@ DICFERINET, CchbD)—T 3>y —2ld. StorageClass TIEETI ZHBMD ) X

FeRLET, NYIIVRTREINZU—2a>ey—200 72y b 280

StorageClasses MIHE. Astra Trident BN\ I TV RICARY 2 —LZERLF T,

HEHZCTF XY supportedTopologies AL ==L CIERRT D CEeHTET XTI, XOFIZEEL
TLEEL,
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version: 1

storageDriverName: ontap-nas

backendName: nas-backend-us-centrall

managementLIF: 172.16.

svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes

topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

storage:
- labels:

238.5

.1o0/region: us-centrall

io/zone: us-centrall-a
io/region: us-centrall
io/zone: us-centrall-b

workload: production

region: Iowa-DC
zone: Iowa-DC-A

supportedTopologies:
- topology.kubernetes.
topology.kubernetes.io/zone: us-centrall-a

- labels:
workload: dev
region: Iowa-DC
zone: Iowa-DC-B

supportedTopologies:
- topology.kubernetes
topology.kubernetes.io/zone: us-centrall-b

CDHITIE. ZFEELTWVWET region BLU zone FRNIIIEA ML= F=ILDBAAERLE T,

io/region: us-centrall

.1o0/region: us-centrall

topology.kubernetes.io/region $ KU topology.kubernetes.io/zone A L —I 77— LDER

GFREEEL X9,

FIEg2 : FAROCERHBITBZIANL—CIUSXEZEERTD

S RZRD/ — RICIRHETNS FAROSSRILICEDVWT, MROJERZ S H S &L 5IC StorageClasses
ZEETTET, CHISKD. ERESNTE PVC BERDZEFLRDZ AL —F =)L BELU Trident IC& -

T7OEYazZ>JEnNfcR) a—LZFERTES / —FOY Ty FHREDFT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: ext4

L+E2dDStorageClassFEF&E T+ volumeBindingMode MICEREINE T WaitForFirstConsumero
StorageClass TEXRIN/ PVC &, Ry RTERINZ I TUEINEEA. LU
allowedTopologies TRV -2 =3 ZRMELET, o netapp-san-us-eastl
StorageClasshICPVCZ{ER L £ 9 san-backend-us-eastl E CEELINYII VR,

27w 73 PVC Z{ER L TERYTS
StorageClass Z{ER L TNV I TV RICYwvEY T T3, PVCZIERTE L DICHBD F LT

5% B8 spec &L ©

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

CORZTTRALZERALTPVC ZELT D L. RDKSBHERICED X,

192

)



kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

Trident TR 2—LZERL TPVCICNT Y RTBICIE. Ry RRO PVC #ERALET, XOFESEBL
TLTIEEL,
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Z MpodSpecic & D, Kubernetesid. IC$H3 ./ —RICPODERXT P a—ILd35ELSICEREINET us-
eastl U= a3 %FERL. ICHBIEERED/ —RHS5FERL £F9 us-eastl-a £7ld us-eastl-b VY —
2o

RO EBRLTLEE L,
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

Ny UL RZzE#H L TEM supportedTopologies

BEONYIIVRZBHLT. DU FEEMTSZENTEFXT supportedTopologies ZFEAL XY
tridentctl backend update. CHUI. TTICTAEDIZIEINTWVWBRRD a—LICITHELT. U
fED PVC ICOMAEREINE T,

M -SWNTIE. CBE5E BRI
C"AVTFFDIY —RAEEE"

v —RELOR
C"TIAZTA T T4 T "

* "EREE L UE"

2w Toay b EREELET

AR 2—L (PV) DKubernetes7hR!) 21— LSnapshotz RT3 . R a—LD
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L DSnapshotDERL. Astra Trident? TYERL L 7=Snapshot®D 1 > 7R— . BEfE
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ERZRIR Y BH0IC
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R 21— L Snapshot ZER L £

FIE
1. Z4ER L £ 9 volumeSnapshotClass. FMHIC DWW TIE. ZBBL T T W "R 2 — LSnapshot?
Z A"
° o driver Astra Trident CSIR S N\%3 5L £7,

° deletionPolicy &« T Delete £7zld Retaino ICERET D ¥ Retain ZFEARATI . AL
—JUZRAADEB R ZYIESnapshoth. DHFEESTHHRIFEINET VolumeSnapshot AT
7 hHHIBRE T,

il

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. BIZDOPVCORFwv T aw b EERLET,

Bl
° RIS BIEOPVCORF vy T3y bEERT 38R LET,

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

o DB, WS EFDPVCHAR!) 2 —LSnapshott TP 10 FEER L Edo pvcl SnapshotdD
ANSICERESNE F pvcl-snap. 7R 2 —LSnapshotiEPVCICIITH D . ICEERITSENTUVWE T
VolumeSnapshotContent REED AT+ v I ay hERIATITI bk

196



kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

c RDIBIHEMIRTET XTI, VolumeSnapshotContent DA T T b pvcl-snap Al a—
LSnapshot, 7R 12— /LSnapshotDsFMiZE&E L £Jo o Snapshot Content Name
MSnapshot’% 12t 9% VolumeSnapshotContent4 7 =7 4 EL £ 9o o Ready To Use /NT
X=&F. AFvTFoay b Z2FERALTHLVPVCEZERTE S cZznmLET,

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-
525400£3f660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29Z
Ready To Use: true
Restore Size: 3Gi

R 2 — LSnapshoth 5PVC % {ER{,

#FEHATEE T dataSource &L\ S EEIDVolumeSnapshotZ L TPVCEER T B ICId <pvec-name> T
— DY =R LTo B ENT=PVC I, Ry RICHERL T, o PVC CRERRICHERTE XY,

@ PVCIZY —RXR) a—LERUNYIIYRICERCNE T, Z8BLTLIEETV KB
I TridentPVCRF+y Fo 3y hDSPVCEERT B EIFREBENY I IV RTIETERL,
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

R 2 —LSnapshotdD -1 > R— k

Astra TridentidIA FZHR— b L&E 9, "KubernetesDZEgI 7OEY 3 =>4 E/Snapshot 7O X" 5
AR EEED VolumeSnapshotContent Astra TridentDAEB TIERL S NTcA 7S £ ¥ bk ¥ Snapshotz 1 >R
-k

EX =Rt 3a0IC

Astra Trident TSnapshotD3A ) 2 —LADMER F T2 ld 1V R— SN TVWIRELRHD £7,

FlE
1. V5 ZAZEEE | VolumeSnapshotContent NI IV RIAF vy haBRIZF Tk
ZhiZk b, Astra TridentTSnapshot7 —2 7 O0—HBAI N E T,

Ny IIYRRFw T ay bD%RI%Z annotations €L T

trident.netapp.io/internalSnapshotName: <"backend-snapshot-name">,

° ZIBE L £J <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>
-« >F snapshotHandle, Astra TridentiCi2ft TN 2MHE—DIEIRIE. ListSnapshots BFATE

(D o <volumeSnapshotContentName> CRODTMHBIREID/=H. NwIIVRIAFv S
23y bEDBIC—HT B EIFRED FEA.

il

RDOFITIE. VolumeSnapshotContent NI IV RRAFTv I ay haBRBITZATII
snap-01o.

198


https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static
https://kubernetes.io/docs/concepts/storage/volume-snapshots/#static

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:

name: import-snap-content

annotations:

trident.netapp.io/internalSnapshotName: "snap-01" # This is the

name of the snapshot on the backend
spec:

deletionPolicy: Retain

driver: csi.trident.netapp.io

source:

snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-

content—-name>

2. 5 ARXEEE | VolumeSnapshot ZEHHE
& D, vVolumeSnapshot EEINIHEIZERRN,

ll

9 BCR VolumeSnapshotContent 7Y ¥ ko ZHIC

RDBTIE. VolumeSnapshot CRE import-snap ZBBL TULWE T, VolumeSnapshotContent

%811 E import-snap-contento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:

name: import-snap
spec:

# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)

source:

volumeSnapshotContentName: import-snap-content

3. *NERIE (74U a>VARE) (*NERFv T ay bE LR ENIERFy T3y bEERHL

¥9, VolumeSnapshotContent ZRITL X9, ListSnapshots Bak/Astra Tridenth®
TridentSnapshoto

o NEBRFw T 3w blE. VolumeSnapshotContent #£7 | readyToUse H& U
VolumeSnapshot &7 ! trueo

° Trident® ) X —> readyToUse=trueo
4 FEDOI—H— ! PersistentVolumeClaim # L L) VolumeSnapshot ZBERL T LTV

‘spec.dataSource (F7zld spec.dataSourceRef) nameld VolumeSnapshot %Hio

¢l
Ric. #BRITBZPVCZIERT 2H% "L EJ. VolumeSnapshot HEITE import-snapo
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SnapshotzfEAA L 7=R) 2a—LFT—2D') /N1

SnapshotT« LZ kU, ZEALTCFOEY 3 =>J3N3R) a—LOEBRMEZEARICED 370,
T 7 I FTIFIERRICHE>TUVWEY, ontap-nas BV ontap-nas-economy KT /N, ZBMICL £
9 .snapshot AFw a3y bhor—2EH)ANITZT0LI 8,

R 2—LZLEIDSnapshotiCEEER TN TWLWBIRREIC) X 7T BICIE. R1) 2 —LSnapshot!) X
7ONTAP CLIZfERL £,

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

(D Snapshot IE—% U X r7F32. BBEOR) 2 —LEBEN EEZFTINZE T, SnapshotIEE—
DIERREICAR) a— LT —RICMAT=EEBIFEDNE T,

SnapshotHh'BIETFIF 5N TWEPVZHIFRYS 3

2Fw gy bHEEMITSENTWVWEKEGR ) a—LZHIBRT 3. X9 3 Trident R 2—LH THIFR
R ICEBFHSINE T, K1) 22— LSnapshotZzHIFR L TAstra Trident’/R 1) 2 —LZHIFRL £,

R 2—LSnapshotd > FO—ZDEA

KubermnetesT ¢ A R Ea2a— 3 IR Fy o3y OV FO—FECRDAZENTULERWSEIZ. XD
KSICEATEET,

FIE
1. 7R1) 2 — L.DSnapshot{ERK
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2 27wy by rO—-S%ERKLET,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ MEIZIG LT, ZF T £ 9 deploy/kubernetes/snapshot-controller/rbac-
snapshot-controller.yaml XUV ZEH L £9 namespace ICBEL F T,

EhE) >

* "/R1) 2 — L\ Snapshot"
* "JR1) 12— LSnapshoty 5 X"

201



Astra TridentDEIE ¥ E54H
Astra Trident = 7w 4 L —FR

Astra Trident # 7w 4o L —R

Astra Trident I(SPUFHEAC & ICV ) =AY A0 I E2EL. BF 4 DDA vy—J1)—2X
HDD)—ZLTWVWET, FTLWU D —=XIF. Uaid ) ) —RICEDVWTHEEIN. itk
BE. N7 #—<I 2 XDiElb. NTDEIE. BLUHENREINE T, XY NTYTST
IZ. Astra TridentO#Fi&REX ER T 2701, 1EICIBIUET Y I L—RTBIE®
WRLTWET,

7w I L—REIOEEESIE
BH =D Astra Trident IC7 v TIL—R$5BIF. XOEEZELTLIEETU,

* #TF DKubernetesZ S A ZARDTARTDR—LAR—RIZIE. Astra Tridentf Y XXV A &ADEIFA VR
F—=ILT2RELHD XY,

* Astra Trident 23.07LAP% Tld. v17R) 2 — LSnapshothUETY, 77)L 7 7SnapshotE 7= ld RN —
A Snapshotld 7 R— FINHRLLBD F LT

* Cloud Volumes Service for Google Cloud% "CVS —E 241 "= RT3 ICId. NV I IV RER%E
FHITINELNHD 9, standardsw £7:-1d zoneredundantstandardsw Astra Trident 23.01H0'5 7
wTIOL—RTBHBEDH—EXLRNIL, OEFICEKBLELT servicelevel NI IV RTIE B
FAR) 2a—LATEEHNEETITEMEDLRHD £T, 28BLTLLEIVW'CVSH—EZXZATDHY >V T)L"
EZBRLTLLIEEL,

CTYTIL—RITBEEIF. COEEZTOEHEETY parameter. fsType 1 VF
StorageClasses Astra Tridenthf# ., HIFRL THBER T2 N TEF XY StorageClasses EITRID
AU a—LORETIEZR L,

o ChF. EHEID B TY "t T A2 TF AR SANRY 2—LDIFR,

° sample input7 1 Lo k1 IZI&. https:/github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-basic.yaml.templZs £ OFIHE EFN TV E I [storage-
class-basic.yaml.templ) & !)>% : hitps://github.com/NetApp/trident/blob/master/trident-
installer/sample-input/storage-class-samples/storage-class-bronze-default.yaml[storage-class-
bronze-default.yamlNZz2 ) w2 LET,

°c BEMHICDOWVWTIE. EEBRBLTLIETW "EEAIDRERE",
2TV N=Ua3 EERLET
Astra Trident/N\—2 3 VISARAR—XTY vy.MM iRl TYY) IFFEORED2H. TMM1 B TY, R
vk —ZE. ORICHKETIET vY.MM.XEN, TZTe XY BNYFLARILTY, Py 7SI L—REOD
N=23avVICEDWT, 7y I L—REBEON—3 U EERLET,
CAVAR=ILTINTVWBN=3 204 ) =R T4 Y RIRICHBZDEEDZ—Ty ) —RICEET

wTOL—RTEXY, T zld. 2210 (FIFEED22.10DOTU U —X) H523.101CEET v S5
L—RTEFE,

202


https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input
https://github.com/NetApp/trident/tree/master/trident-installer/sample-input

* 42DV =T Y ROMAD) ) =AW 5 Ty TITL— R B581F. #BROFIETTY v FIL—F
ZRITLET, OF7vTIL—RFIEZEALE T, "UEION—23 2" D5 42D ) =T VR
DICEEI B3ROV —RICTYvTIL—FRLET, FLERIF 21.102FTLTVWT, 231017 v 7
JL—FT2581F. ROFIEZEITLET,

a. 21100522 10\DRFID 7 v FI L — R,
b. ZD#. 22.10h0'523.10ICT7 v I L—KLF T,
OpenShift Container Platform TTridentA XL —42%#EHALT7v /I L — R 31548
@ (&, Trident21.01.1XBEICT v I L —FIBHENHD X9, 21.01.0 TU U —XTNik

Trident AL —4IZI1E. 21.01.1 TEESNIBEHMOBEIASENTUVE T, FHICOWVWT
3. ZBBLTLLETLV "GitHub ORIEDEE",

ATV T2TDA VA= ILEEERELET
Astra TridentD |\ ID 1 VA L= JLICERLTN—S g 2R T3ICE. XOFIEEERITLET,.

1. {f#F kubectl get pods -n trident /Ry RERET B0,

o ARL—ARy RHABWGEEIX. ZFEAL CTAstra Tridenth' 1 VY XA h—=JLENTUVET
tridentctlo

o ARL—ARRY RHHB55. Astra TridentiEFE £ fzldHelmZFERAL TA X h—=ILENTVE
ER

2. ARL—ARY RHH 35515, ZEAL X kubectl describe tproc trident YWY
L. Helm%Z A L TAstra Tridenth' 1 Y XA b= )L ENTchE S HZERERL 9,

° HelmZNILHA H 3356 1E. Helm%Z R L TAstra Tridenth*f > X k—=J)LENTWVWE T,

° Helm S ANJLA WSS IE. Astra TridentZ TridentA R L — 22 AL TEH T VA M—=ILL TV E
ER

ATYT3 Ty TIL—RAEEERLET

BEIE RYOAYA—)LEBULAETT Y FIL—RIIUENRDHDEIH. AIRETY "1 VA b—ILA
EEUIDEZFT" Tridentz 7y FIL—RTB3HE2DHDFT,

* "TridentA RL—XZERALTT7 Y FJL—R"

LEaA—F32EBEOHLET "ARL—G2DT7 v TSI L —RTO—0 70— DL CIEZ
TEH"ARL—RTT7Yv I L—RTBHII,

ARL—=RICTYvTITL—RLTLEETL
ARL—ZDT7Y I L—RIJ—o70—-ICDVWTIEBET S

TridentA R L —2%{FH L TAstra Tridentz 7w 7o L— K3 3HiIC. 7v I L—FK
FICRETINVIITSHOYRTITOLZIZEBEL THEHBELAHD FT, i
&, Tridentd> bO—5. A bO—5HKRy R /—RARy R, &LoO—1>JEH
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# Download the release required [23.10.0]

mkdir 23.10.0

cd 23.10.0

wget
https://github.com/NetApp/trident/releases/download/v23.10.0/trident-
installer-23.10.0.tar.gz

tar -xf trident-installer-23.10.0.tar.gz

cd trident-installer

2. #ERL £ 9 tridentorchestrator =7 T X FH5DCRD,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. VSRR ENRELEARL—REZF LR —LAR—RIZEALFT,

kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created

podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. Z{ERL L £ 9 TridentOrchestrator Astra Trident® -1 > X b—JLAICCR.
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cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 1m
trident-csi-xrst8 2/2 Running 0 1m
trident-operator-5574dbbc68-nthijv 1/1 Running 0 5m4dls

5 TridenthBBIDN—3 o ic 7y T L—REnNi-Z e =R

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v23.10.0

tridentctl ZERALT7 v I L—RKLET

HERAT 3. BEFEDAstra Tridentf Y XA b= I)LEZBEICT7 Y I L —RTEET
tridentctle

CDRRATIZDWT

Astra Trident D7 > A VA R—ILEBA YA M=ILIET7 vy oL —Re L THEELEX Y, Trdent 7> 1 >

2 b—=JLLTH. Astra Trident FBIETHER TN TL\S Persistent Volume Claim ( PVC ; kFBIAR D 2 — L

E3R) & Persistent Volume (PV ; 5k#EHIRD 2 —L4) IZHBREINFE A, Astra Trident B34 751 > DY
I ITICFAOEDS 3 Z VT BAHD PVS Z5| ESHiEFERTE. AstraTrident (&, V514 VIR TR T
ER SN PVC ISR L TR a—L%EFOES 3= VJLET,

EEZBIIRT DRI

LEa—"7vTIL—FAEZERLFT" ZALTTY Yy FJL—FTBHIIC tridentctlo

FIE

1. OT7VAVAM—)LAY Y RERTLET tridentctl CRDEBEEA T 19 b+ %R < Astra TridentiC
BEMITSENTVWRITARTOYY —X=HIRT 3,
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./tridentctl uninstall -n <namespace>

2. Astra TridentZB1 VX b—JLLE T, 2B L TL 2TV "tridentctl Z{EF L T Astra Trident &7 > 2
f—=JLLET"

@ Ty 7= RO ZHRMLABVTLRZE WV, 1A M=3HRETITBETRTEINSEC
CzMRLET,

Tridentctl’= {8 L 7=Astra TridentD E1E

o "Trident 1> ZA—Z /N> FJL"ICIE. tridentctl Astra TridentAND > > LIV T
I RERHITZ2AT VRS >A—FT 1 )T 1. TOHEIER%ZFFDKubernetes 11—
&, COMER%Z{FEAL TAstra Tridentz 1 > X b—)L L 7=D. Astra Trident’Rw RZSL
F—LAR—RAZBELIEDODTEXD,

aR>RegO—NIL7355

FEMN tridentctl help BHAEREAIT VRO X MEZEIET BICIE tridentetl £72lE. --help HE
DARVRDA T2 a>eT7STDURA MBI 3ICIF. FROIR Y RIZT ST Z2[HITE T,

tridentctl [command] [--optional-flag]

Astra Trident tridentctl A—T 4 U T cld. XOAR> R O—-NILT7 S50 %HR—ELTWVWET,
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a2k
create

Astra TridentiC ) ¥ — X %381

delete
Astra Tridenth 512U ED Y —X%HIBR L F 9

get
Astra Tridenth* 512U LDV Y —XZAFLEF T,

help
BEOIOYYRICEATEANIL S,

images

Astra Tridenth" BB Y T3 AT FAX—SDREZHADLET,

import

Bz D)) — X %& Astra Tridentic 1 > R— b

install
Astra Trident Zz-1 > X b—JL

logs
Astra Tridenth* 507 % B 57

send

Astra Tridenth*'5 1) Y — X & X5

uninstall

Astra Tridentz= 7 >4 > A —JLL £,

update
Astra Trident T Y — X% & &

update backend state
Ny T T2 RALEZE —RFRICHRT L 9,

upgrade
Astra TridentCUY —XXZz7v I L—FR

version

Astra TridentO/N\—> 3 &2 HALE T,
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FO-NLT 5

-d. --debug
TNy T,
-h. --help

ANJL T tridentctlo

-k. --kubeconfig string

#IEEL FF 9, KUBECONFIG AV Y RZEO—AHJLF=IZKubernetes?Z 5 A X TEITT /N,

@ F7-1X. KUBECONFIG HEDKubernetes? S XX BEHRA >V b T2
tridentctl TEDITRXAAICAI >V REZEELF T,

-n. --namespace string

Astra TridentE AD R — L AR—Z,

-o. --output string

HAHFR. JSON D 1 D |yaml | name |wide [ps (F7#JLE) o

-s. --server string

Astra Trident RESTA > X —TJ 1 XADT7 KL RIR— ko,

@ Trident REST 1 X — 7 =1 Rl. 127.0.0.1 (IPv4 DIFE) F7lE[:1] (IPv6 D
BE) OHEDVIVLTUIEBTEZLSICHKETETED,

ARV RA T a>eT7350
YERL
Z#FEAL X T create Astra TridentiC )YV —XZEBMTBIAY > R,

tridentctl create [option]
Z 73> (Options)
backend : Astra TridentlC/\'w 2 T > R %&3E/N
HIBR
EFEALFET delete AX Y RZEMFEAL T, Astra Tridenth* 512U LDV Y — X ZHIBRL E 9,

tridentctl delete [option]

F 73> (Options)

backend : Tridenth* 51 D2ULED X L — /Ny O TV R%EHIBR
snapshot : Astra Tridenth 512 DR 1) 2 — LsSnapshot% Yk
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storageclass . Astra Tridenth 51D ED X ML —2 0 5 XA ZHIR
volume : Astra Tridenth* 51D ED X kL —I7R 1 2 — L% HIER

e
wERA L 9 get Astra Tridenth 512U ED Y —XEZEWE 270D ATV KT,

tridentctl get [option]

F 73> (Options)

backend : Tridenth 51 DUEDI ML= /Ny I T RZEE
snapshot : Astra Tridenth 512U ED X+ v 7 3w b EZEE
storageclass : Astra Tridenth 512U ED X ML —2 0 5 XA ZEE
volume : Astra Tridenth 51D EDRY 2 — L% EIE

72290
-h. --help:ARJa—LDANILT,
--parentOfSubordinate string: ZITUETUDY—XR)a—LICHIERLZET,
--subordinateOf string:Z ITU%ZRJa—LDOTAICHIRERLET,

A X=D

fEF images Astra Tridenth R B §23 AV TFHFAX—SOREHNT37HDDT ST,
tridentctl images [flags]

A
-h. --help:EfRDANILF,
-v. --k8s-version string: KubernetesV S XXDEI>T4 v I N—2 32,

RA)a—L%EzAVR—KLET
ZFEALEXY import volume AV Y RZEEAL T. BIFDR 22— L% Astra TridentiC1 > R— b LE T,

tridentctl import volume <backendName> <volumeName> [flags]

IT1UF7R

volume. Vv

737
-f. --filename string: YAMLZEX7IXJSON PVC7T 71 JLAD/N R,
-h. --help:ARUa—LDOANLT,
--no-manage : PVIPVCOHZERLE T, R a—LDSZA 71 VIIBEEZEELBRVTLLEEIL,

EAVAR=I)ILLET
#FEALZXT install Astra Trident®D 1 > X b—JLICT7 ST & FITE T,

tridentctl install [flags]
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729
--autosupport-image string :AutoSupport7L X NUBODIAYTFAX—= (F74I)LE
I& TNetApp/Trident autosupport : <current-version>] ) o
--autosupport-proxy string : AutoSupport 7L X MU ZXETZ7OFDT7 RL R/E— ko
--—enable-node-prep . / — RICHBBLBNYT—JZA VA M—ILLE T,
--generate-custom-yaml:1 VX b—JLZ{TOTICYAMLT7 71 ILZERKL £,
-h. --help:f YA r—ILDANILF,
--http-request-timeout : Tridentd> b O—FDRESTAPIOHTTPERRZ A LT Vb2 EEZTLET

(77 AL MEF1m30%) o

--image-registry string:RERA X—JL X MUDT RLRIR— bk,
--k8s-timeout duration : IR TDKubernetesflIBDX A LT T~ (F7#JL ME3540) o
--kubelet-dir string: kubelet® REBIKRED KRR + DIFFR(T 7 # )L kI /var/lib/kubelet )
--log-format string:Astra Trident® OJ (T F X b JSON)(T 7 #JL k& Ttexts )o
--pv string:Astra TridenthMEH T AL A2 —PVOEHIF. FELBVWCEZHERELEIT (T 74K
(& "trident").
--pvc string . Astra Trident CEA TN TWBRERDPVCDHEH, CDPVCHAFERELLZWVWC & ZHEERL
9 (F7 )L KF Ttrident ) o
--silence-autosupport : AutoSupport /N> RILZ BEIMICR Y b 7w FITEELBW (774K
i&true) o
-—silent: A VA L—JLHIE, IFEACDOHNZEICLET,
--trident-image string . >~ R ;—JL 3 BAstra TridentD 1 X—
--use-custom-yaml: setupT 4 LI MUICTFEET ZEEFEDOYAMLY 71 )L 2ERL £,
——use-ipv6 : Astra TridentDI&1SICIPv6 % {E

aJ
£/ 1logs Astra Tridenth* 5 OJ ZEIRI$ 37D T 5,

tridentctl logs [flags]

737
-a. --archive ! HIIBEIBRLHED, IRTOOIZSCHR—cT7—ACTZERLET,
-hy --help:AT DAL,
-1. --log string : Astra Trident® O HRIRZINZE T, trident | auto | trident-operator | all (77 # )L
ME Nautoy ) DLVWITNHTTY,
--node string: /—RARv ROJDYETDKubernetes./ — K%,
-pv —-previous:ABIQ AT FA Y RAAAOATHEFET 358IF. TNZEIFELE S,
--sidecars:HM RA—>F7F70OJzBIFLX T,

X5
Z{EAL £ sendAstra Tridenth 5 )Y —X%XETHIAT VR,

tridentctl send [option]

F 73> (Options)
autosupport : % k77w FICAutoSupport 7—HA T EEXELE T,

ZTVAVAM=ILLET

{£F uninstall Astra TridentZ 7> 1 Y A =L T 310D T 54,
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tridentctl uninstall [flags]

7229
-h, --—help: 7 A YA R=ILDOANIL S,
——silent: 7 VA VA M=ILHDIFEAEDHENZEENICLET,

B

HERAL XY update Astra Trident T Y —XEZZEEITZIY VR,
tridentctl update [option]
Z 7> 3> (Options)
backend : Astra Trident®/\w 7 T~ R %= E#,
Ny O Ty RORREZ BH
AL X9 update backend state NY I IV RUEBZ—BHEIEXAIIBREIZITUR,

tridentctl update backend state <backend-name> [flag]

7370
-h. --help:/N\W I IV RIREDANIL T,
--user-state:llFFE suspended NI LTV RIIBZ —BHFIEL X T, ZICREL XY normal /N\w o
ITYRNBZERALE Y, ICRET S ¥ suspended .

* AddVolume. CloneVolume. Import Volume. ResizeVolume IF—BHEIELTWVWET,

® PublishVolume. UnPublishVolume. CreateSnapshot. GetSnapshot.

RestoreSnapshot. DeleteSnapshot. RemoveVolume. GetVolumeExternal.
ReconcileNodeAccess 5| EHEIFEHATET X,

N=23>

A version DN—= 3 Y H RIS 37D T 54 tridentctl RITHDTridenttr —E X
tridentctl version [flags]

727

——client:Z A4 7> hN=2 3 > DI —NIEHRE),
-h, --help:/N\—=23>DANILT,

Astra Trident = E5¢8

Astra Tridenti%. Astra Trident® /N 7T # —< > XAESfRICER T & 3 PrometheusiStZT >
KR4V bDtEY bEIBEHLE T,

214



B

Astra Trident H'RE T 2EIEZFERAT D L. XD EHATEEICHED £,
* Astra Trident DB M C REZX FRIFNIBHMINLI-AEE. BEEEDICNYIIV REBETESHY
SHEFARZZENTEET,

*NYIIY ROFERAKRADERZRARNT. Ny IIYRTTOED I ZYIEINTVWBRR) 2a—LOEP
HEBEINTULWARRR—ILGEEZRELET,

s FATRgEANY I IV RICOEY 3 Z v Nz R ) a—LDEDY Y E VI E=#HIBLE T,
* NTA—XVREEYT B, Astra Trident XN w I TV REBELTUIEEZRITTRIDICENLS SLVDOE
DD BHZEARNBZENTEET,

@ T 7 #)L b TlE. TridentDIBZIEZZ—4 v F7R— b TRBATNTWE Y 8001 T /metrics T
VRIRAY b TNHDIEIEIE. Trident O VX M—=ILEFICT 7 AL T*BMICHED £,

MBRHD
* Astra Trident B'f > X k—JL &7z Kubernetes 7 5 XA X

* Prometheus 1V XAA2 >R, Childa THBIEEDHS "> T FH S/ Prometheus IRiE" 713,
Prometheus # ¥ L TETIB3cHTEXI "M 707 TV r—o 300

FIE1 : Prometheus ¥—4% v b EEHKRT 3

Prometheus #—#4"w b EE&H L TIEIEEEINE L. Astra Trident "EIEBET BNV I IV R, fET BRI 21—
LBEDERZEIS T 2HENHD T, TN "7 04" Prometheus & Grafana % Astra Trident & & B (ZfF
AL TUEEEREI3AEICOVWTEHRALE T, COTJOY TIE. KubernetesZ SXAZDARL—KE L
TPrometheusZ {79 2 57E L. Astra TridentD3giZE % EX1S 9 3 7= & D ServiceMonitor D ERLIC D W TERAA L
TWXd,

F|iE2 : Prometheus ServiceMonitor Z{ER L £ 9

TridentDIEtE%FFH T 3 1C13. = EEMR 9 B Prometheus ServiceMonitorZ{Ef 3 2 HENH D £ 9 trident-
csi H—EXHELVPI W R Y metrics 78— b I ServiceMonitor D> FILIZRD LS ICHD £,
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics
interval: 15s

Z MServiceMonitorE&ElE. D'EIRINIX M) wIEZEIELET trident-csi —E R &I, ZHITHEL
F9 metrics U—EXDIVRRA >V b FDHER. PrometheusldAstra Trident®

ez .

Astra Tridenth' 5 E3ZHE T B$81EICHIZ T, kubeletldZ < DIEIEEZ N L TLWE T kubelet volume *

JMEDIEIET Y RRA Y M EFER L1818, Kubelet Tl EHEINTVWBRY 2—LICET31ER. L
Ry R, FNHNIBTZZFDMORAEMNIBZHERTEEX T, 2EBL TSV CESZTELETLY,

27w 73 . PrompQL Z{FHL T Trident I5i2ZRE27 3
PrompQL (&, BRI T —RE/IERT— X2 RIREZERTHDICELTWVWET,

RIC. PrompQL 7T —DWL DhERLET,

Trident DEE 4 1FHRZ BS

* Astra Trident ' 5® HTTP 2XX [GZDEIE

(sum (trident rest ops seconds total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* Astra Trident "5 DX FT—4 X J1— KIZ& D REST I6ZDEIE

(sum (trident rest ops seconds total count) by (status code) / scalar

(sum (trident rest ops seconds total count))) * 100
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* Astra Trident IC & > TETIN/AIBOFGEER (S UM)

sum by (operation)
(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

Astra Trident DFERKRICEAT 2188 Z AF
s FHEERFY X

trident volume allocated bytes/trident volume count
*BNYIIVRICE>TTFAEY 3=V enfcGftR) a—LBE

sum (trident volume allocated bytes) by (backend uuid)

BR DR 12— LOFRRTERET 3
(D chis kubelet RO IES NIIFAIOHEM LD 7,

* BRY 12— LOEREHAR—RDEIG

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

Astra Trident AutoSupport Ot:8|7— %

T 7 #J)L b TlE. Astra Trident (& Prometheus 1812 EA/N\v 7 T RigHwREBHEEMNICR Y F 7 v 7IC
EELET,

* Astra Tridenth' 5 PrometheustBiZPE AN Y IV TV RIEHRHA R Y b7y FISEKBFEINBVWLSICTBIC
&, ZELEY --silence-autosupport Astra TridentD -1 > X b—ILRIC T T T = FT %o

* Tridenth 5%y b7y FHR—MIIVTFOJZAYTIVRTEET S EHTEEXY tridentetl
send autosupport. AstraTridentZ b A—LTOJ%Z7 v 7O—RIBIHNELRHD £, OJ &K
E93RIIC. XY 7Y TDICARTZHENHDEFT
"FSANT—RI =",

*BELABWVLWE, Astra Trident [3BE 24 BEHA SO ZBEL £ 9,

* OJ OFRFHABIE. TEETEF XY --since 77, ). tridentctl send autosupport
--since=1h, ZDEHIF. ZN L TNESLVEEEINET trident-autosupport AV TF
CHUFAstra TridentE —fEICA Y X b—ILENE T, AVTFAXA—TJE. TEIFTI X9 "Trident
AutoSupport DB&",
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* Trident AutoSupport (&, BEIAEER (PIl) PEABRZINETCIFXELEFEAL TrdentA>TF 1 X—
TEEICITERINAGVIMIEBL T "EULA" WE T, T—RDtEFa )70 LEHEICNTZXRy b7y
DEDAAICOVWTEHLLCIE. CBELHZCE "CHELZ BTV KT,

Astra Trident N SEETNBZRAIO—ROFIZRICTLE T,

items:
- backendUUID: £f£f3852el1-18a5-4df4-b2d3-£59£829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online

online: true

* AutoSupport X wt—J 1% X k7w 7D AutoSupport T KRR > MIFEEThET, VT FA X
— DT TAR—= LI MN)ZFERALTVWABEIE. ZFEBATEXY --inage-registry 77
D

CAYAR=ILYAML 7 7 M LEERLT7OF S URLZFRET DD TTET, Sud. 2FEALT
FITTEFZXTY tridentctl install --generate-custom-yaml YAMLZ 71 I)LZ{ER L. ZENML
£9 --proxy-url D5 trident-autosupport ICAVTFHHD £F trident-
deployment.yamlo

Astra Trident D3512% #Exh1t

AR IRLR—FEINBWVESICTRICIE. ZFEBEL THREZLYAMLZER T 3HENHD X T
--generate-custom-yaml 7 7 Z T TREL. ZHIFRLE T —--metrics ICHTIHEULHLITHASD
772% trident-main

i D b

Astra Trident z 7> 1> A =)L

Astra Trident® 7 > > X b —)LICIE. Astra Trident® 1 > X b— LB U AEZFERAT
ZRREHRHD XY,

CDRRAIICDWT

* Ty L—R, KEBROBE. 7v 7L —ROKBMPARREEARTZTRICERINLNT DEEHLH®
ERGZEIE. AstraTridentz 7> A VA R—I)LL. ZET3FIEZFERBL TUFON—2a>ZHBAVX
F—=ILFTE2RBHLAHBDET, "N—J3>" ZHhldE. UFID/N—2 3 VIC_downgrade toxE1T9 3578
DOHE—DHLEFETT,
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c TwTIL—REBA VA M—ILEBGHEIZITS 2. Astra Trident® 7> > XA F—JLLTH. Astra
Trident CERL S NT-CRDBEEA T2 7 MIHBRINEE Ao Astra TridentE ED IR TDT— R Z 5T
DICHIR T DIHRELHZEEIE. 2B L TLIETL, "Astra TridentZ CRD%Z T2 IZHIR".

E¥ % B S BR0IC

Kubernetes?Z 5 X2 X DERAZEIET 2813, Astra Trident TER INT-AR) 2 —LZERATIIARNTDT S
Jy—2a>uET7 oAV M=ILTBRICHIBRT Z2HBELHD T, CNICLD. PVCHHIBRE N H]
ICKubernetes / — R TIERRICHD £ 9,

TTDA VA N=ILEEZRET D

Astra Tridentld. 1 XA M—=ILEBEREILAZETT VA VA N—ILTRIRELRHDEFT, 71 VRAM=ILTS
BUIC. Astra TridentORFIDA > X b—JLICERLI=N—2a > azERLET,

1. {#f kubectl get pods -n trident Ry RZERET B0,

o ARL—ARy RHABWGEEIX. ZFEAL CTAstra Tridenth' 1 XA h—=JLENTUVET
tridentctlo

o ARL—ARRY RHHB55. Astra TridentiEFE £ fzldHelmZFERAL TA X h=ILENTVE
ER

2. ARL—ARY RHH 3551, ZEAL X kubectl describe tproc trident ZZ )WY
L. Helm%ZfEF L TAstra Tridenth' 1 Y X k=L SN ESHERERL £ 9,

° HelmSNILHA H B35E1E. Helm%ZER L TAstra Tridenth'f Y X b—=JLEN TV E T,

° Helm S ANJLA % WSS IE. Astra TridentZ TridentA R L — 2 ZEAL TEFEH T VA M—=ILLTWLE
ER

TridentA XL —X DA VA b=IIL%ZT7> A A—=ILT B

TridentA XL =2 DA VA M=ILIZFEBTT7 VAV M=ILTBH. HeimzFEBLTT7Z VIV =)L
TBHRIEHTEE,

FE}A R =IILDT VAR =)L

FRL—2%{ERL TAstra Tridentz 1 X b—ILLTEBEIE. ROWTNHDDAETT VA VX N—=ILTE
*x9,

1. #R% TridentOrchestrator CR*E{TL. 7YA YA F—ILT7 S B ELFT :

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}'

21w 2 LETJ uninstall 7S FIIIIHRESINTUVET “true' ik, TridentA R L — 2D Trident= 7 >
4> R=I)LL £$H. TridentOrchestratorBIEISHIFREINEH Ao Trident zBEA VA M—=ILT 3HBE
I&. TridentOrchestrator #21) —>7 v 7L TH L) Trident ZEf T 2 HEHLH D £,

2. HIPf TridentOrchestrator . TridentOrchestrator Astra Trident®E A (R L7-CRT

&, TridentZ2 724 VA R=ILTBLSARL—RIIEBTRLET, ARL—EZHDDHIFFRZNIEBL XS
TridentOrchestrator & 5. Astra Trident®EA X F7O414 ZHIBRL. 1 VX M—ILO—88& L THE
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B L 7=Trident/Rw RZHIFRL £9,

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

Heim > A —JILD7 1> X =)L

Helm%Z £ L TAstra Tridentz -1 Y X b—JLLT=5E1E. ZFEBALT7 A XA M—=I)LTE XY heln

uninstalle

#List the Helm release corresponding to the Astra Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident

release "trident" uninstalled

D714 >AM—)L tridentctl 1A =)L
ZEALFT uninstall DAYV K tridentct]l CRDEREEEA TV 17 %R < Astra TridentlC B8E T |7
SENTVWBRIARTONY —XZHIRT BICIE. ROFIEEZERITLET,

./tridentctl uninstall -n <namespace>
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Trident for Docker B’MIE T

CYNOEIE S

Trident ZEBAF 321, MELA ORI EZRAMIAYAM=ILLTERELTH LK
EAHD X,

BB LI

c DEANIARNTEBLTWBRI EEHERLET "E4,
c HAR—EINTWBN—23 2D Docker M1 YA R—JILENTWB Z & %=MEZR L £9, Docker D/N—

AVHERHTEWGSIE. "7 F—I)LELIEFEFRLET,
docker —--version
s ORI DEHREHDNRAMIA VA M=ILESLVERESNTVWB e ZERLE T,

NFSY —JL

FARL—=Ta I PRATLAOIR Y RFZEAL T NFSY =21 X b—ILLE T,

RHEL 8L{f%

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

@ NFSY =LA YA b—ILLIEEHEICT—H—/—FRZ)T—rL T OAVTFICARYa—L4
Y SEDOEEZEE L X9,

iSCSIY—JL

FRALTWBRARL =T VI RTLADOIOR Y FZEAL T, iSCSIYV—ILZA YA b—ILLFE T,
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RHEL 8L{f%
1. ROSATFLINYT—S% AV A M=ILLET,

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. iscsi-initiator-utils M/N\—<3 U h 6.2.0.874-2.el7 UIETHZ e =R L T,
rpom -gq iscsi-initiator-utils
3 AFx v U EFEIHRE

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. JILFINREBME !

sudo mpathconf --enable --with multipathd y --find multipaths n

@ #oLFTJ etc/multipath.conf NFENZFT find multipaths no DF
defaultso

S ZHESEL £Y iscsid LU multipathd EITH :
sudo systemctl enable --now iscsid multipathd
6. ZBMICL THBL ET iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1L RO AT LINYT—=D% A VA M=ILLE T,

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. open-iscsi /N\—< 3 > 2.0.874-5ubuntu2.10 LAB% ( bionic DIZE) F7cid 2.0.874-7.1ubuntu6.1 LA
% (Focal DIBE) THAHIxMHIELET,
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dpkg -1 open-iscsi
3. R* v U FENCEE -

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. TILFNREBME !

sudo tee /etc/multipath.conf <<-'EOF'
defaults {
user friendly names yes
find multipaths no
}
EQF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D HEEL X T etc/multipath.conf MFENFX T find multipaths no DF
defaultse

S ZHEEEL £ open-iscsi LU multipath-tools BMICE > TWLWTEITH :

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

NVMe*/ —JL
ARL—=FT 4 YIS ATLICHG LYY REFERBLTNVMeY —ILE 1 Y X b —ILLE T,

* NVMelZ IZRHEL QP& HKET T,

@ * Kubernetes/ — RO A—FILN— 3 VA B TEZREEP. AL TVWRA—RILN—
AT BNVMe/ Ny Ir—hH R WgEIE. /—RDA—FRILIN—2 3 > ENVMe/N Y
=S TEHFLATAERS AW EARHD T,
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RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Astra Trident & A

Docker[al(FAstra Tridentid. NetApp A L —27F 5w b7 +—LEIFDDockerT I X
TLEEERETEET, ANL—=UT5y T 4—LD5 Docker RARMET. X b
L=y =200 a - eS8z R— ML, £/ KIS v T 7
—LEEMTR7=HD0OTL—LT7—0HHR—bLET,

Astra Trident DD 1 VX2V XA %ZFLHRA CTEBICETTEE T, CNUCED. BEROXINL—U X
TLERRL =241 TADRBEGHAIREICAR D, Docker R a—LICERATBIA ML =% DRAETA
ATEXT,

WNERHD

HEESBLTLLIETVW"EADFHEEG" e EZEBLTWB I e EEEE L5, Astra Trident ZEA 9
2RI TETE LT

Docker Managed Plugin XYV v K (/\—> 3> 1.13/17.03 L{f%#)

ERZ R H1IC

C) RERXDTF—TF AT Astra Trident LUETD Docker 1.13/17.03 ZEA L TL =S 1E. <% —
CRFISHTAVHEREFERT B381IC Astra Trident 7Ot X %{=1E L. Docker ¥ —E > % Hifd
BLTS,

1. BARDA Y AZY A ETARTELELET,

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. Docker #EB&EE L £ 9,

systemctl restart docker
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3. Docker Engine 17.03 (FTL W 1.13) DA VA b—)LENTVWBR ZCZHERLE T,

docker --version

A= 3 VHBHTRWMESER. "IV A M= LBEEI Y X b= LEEEHLET"

Fg
1. BT 7ML ZER L. ROA T a>EIEELET,

° configT 7 AIEDT 71 ILEAIETY config.json o2 L. ZHET B . BIRLI-EEDAH
ZEATEFET ‘configdA T a e LTI 7ML AZIRELEIBR T 71 ILIKICERIASH
TWLWARENHD £9 /etc/netappdvp RA M ATLEDTFa LI K,

° log-level:AJ LANILEIEELET (debug. info. warn. error. fatal) o 7 7 A FIET
9 infoo

° debug: TNy I AOFXF VI ZBMMCTEINE DD EIBELE T, 777/ & false TY . true DIF
&, OJLRILELEEZTLED,
i. BT 7TILDSFREERL £,

sudo mkdir -p /etc/netappdvp

i. L7 71 EERLET

cat << EOF > /etc/netappdvp/config.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. 2= RTSHTA4 VO RT L%RER LT Astra Trident ZREEHEHL T LT W <version> AL TL
BTISTADN—23Y oxxxxxxx.xxx) ZEALTVWBABRELRADHD X7,

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. Astra Trident Z{ AL T. B LI AT LDRAML—C%FERALEL L S,
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a. T firstVolume | EWSEFIDAR) 2a—LZERLET,

docker volume create -d netapp --name firstVolume

b. A FFDBBEICT 7 4L bDRY) a—L=EERLET,

docker run --rm -it --volume-driver netapp --volume
secondVolume:/my vol alpine ash

c. R a—L TfirstVolume 1 ZHIBRL ET,

docker volume rm firstVolume

RkDHE N— 3> 1.12 LA

EE%BIRT B R0IC
1. N—23 > 1.10 LD Docker A1 VA b—IILENTWBR =R LE T,

docker --version

FALTVWABN=23 UDEFTRVGSIF. A AM—IILZEHLET,

curl -fsSL https://get.docker.com/ | sh

FEF"TEADTA AR Ea—2 a3 OERICE> T2V,
2. NFS F7cl3iSCSI BT AT LICKH L TRESNTVE L MR L £ 7,

Fl&
1. NetApp Docker Volume Plugin -1 > X h—JLLTREL £7,
a 7 =3 EAdo>yO0—-RLTHEBELEY,

wget

https://github.com/NetApp/trident/releases/download/v23.10
installer-23.10.0.tar.gz

tar zxf trident-installer-23.10.0.tar.gz

b. BV NZXRDIGFRICEBL F 9,
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sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. BT 71 IILDGFRZIERL £

sudo mkdir -p /etc/netappdvp

d B 771 2B LT

cat << EOF > /etc/netappdvp/ontap-nas.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2 NAF ) ZRELTHERT7 7ML eElL7c5. BRIOEBAT 71 ILZERAL TTridentT —EZ#EE L
=

sudo trident --config=/etc/netappdvp/ontap-nas.json

(D) #EESATURLVEE. KUa—LRSCADFT 4L h4kE NetApps TF

F—EVHFBEIN/S5. DockerCLI >R —T7 A XAZFEALTAR) a—LEERPLUVBIETEE
A
3. AR a—LEERLET

docker volume create -d netapp --name trident 1

4. A>T FDORIEKEIC Docker R a—LZE=7OES 3=V .
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docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash

5. Docker ") 2 —L=HIFRLE T,

docker volume rm trident 1
docker volume rm trident 2

> 2T LiZ#EF | Astra Trident Z #2E)

SRATLR=RADVATLDY Y IIINIAZY b T 7AILIE. ESAFTEET
contrib/trident.service.example Gt R M TRHRITLE T, RHELTZ7 7 M ILEERAT B IIE. X
DOFIEZEXITLET,

1. 770 ZELWERICOAE—LFT,

BHOAYZAZYZEEZFTLTVWARESIE. A2y F 77 IILIC—E0LFi 2 ERE L TLIETL,

cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. 77N EREL. BIE (2178) ZZEBELTRSANGEEE T 7ILDONR (917H) Z2REICE
X9,

3. ZEEMDALDIC AT LEYO—RLET,
systemctl daemon-reload

4 H—EXZBMICLET,

CDBHINF. T77TILDARINICK>TRERD X9 /usr/lib/systemd/system 71 LT k1,

systemctl enable trident

S. H—EXZMI®LET,

systemctl start trident

6. AT —2REMHRLE I
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systemctl status trident

(D BT 7MIN%EZEET355IE. ZFRTLET systemctl daemon-reload BEZ I D
fcHDaAT T R,

AstraTrident = 7Y L —RXHEIET7OAVRAM=ILT B

FRPOR) a—LICEER S5 X3 Z % <. Astra Trident for Docker #&Z&£IC7 v
JL—RTEEd, 7v 7L —R7OLXTIE. PERBERITINET docker
volume 7204 Y TIRARINI-OAY Y RIZERICETINT.. 75941 VHBEERT
SNBETTIVT—2a3VdR) a—L%EI TV RTEEHA. FEACEDEE.
NIFMORIETY,

7w IIL—FR
Astra Trident for Docker # 7w 7 L — R §3ICId. XOFIEZRTLE T,

FIE
1. IEOR) a—LERRLET,

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume

2. T3 VEEMILET,

docker plugin disable -f netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39a5d£5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. 304 %7y TIL—FLET,

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07
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nDVP (CfX1> 3. Astra Trident @ 18.01 U 1) —X, H'BBEET7Y ST L —RTIHEHDH
(D D £9 netapp/ndvp-plugin ANDEIR netapp/trident-plugin 1 X— (Image)

4 IS4 0=BMLET,
docker plugin enable netapp:latest
S. IS TA VN BEMICHE->TWVWA I EEERLET,

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39%9a5d£5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. Ra—LNMRTEINBZ e zRBLET,

docker volume ls
DRIVER VOLUME NAME
netapp:latest my volume

BWLWN—2 3 >0 Astra Trident  (20.10 & D Fl) 55 Astra Trident 20.10 MAR&ICT v FJ L —
F3de. IS—NRETBZHEDHDET, FHICOLWTIE. 2BRBLTLLLETV "BERHOD

(D FEs COIS—DREELLBER. T T 2EMCLTHSTST1 > ZHIBRL.
RICEBINDconfig/N T X—2 % B L T, HEAAstra Trident/\—> 3 &1 VX M—=JLLE T,
docker plugin install netapp/trident-plugin:20.10 --alias netapp
--grant-all-permissions config=config.json

HET7OAVAM—=ILLEY
Astra Trident for Docker # 7 >4 VX b— LB ICIF. XOF|IEZETLET,

FIE
1. 7304 TR ENTcRY) 2 —LZEIRTHIBRL F T,
2. FSTA V= EMLET,
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docker plugin disable netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39a5d£f5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. 734 =HIBRLET,

docker plugin rm netapp:latest

R a—LZzFELET

BREQZERT S . R a—LZB{RICER. 7O0-Z2T BLUHIKFTEXT
docker volume RAE|Z[G L TAstra TridentR S /N\N&ZFIEEL-OT VR,

R a—L%ZERLET
* FIFILOREEFEALT. RSANTRY a—LEERLET,

docker volume create -d netapp --name firstVolume
* BEED Astra Trident ¥ Y X2V R Z2fERA L TR a—LZERLET,
docker volume create -d ntap bronze --name bronzeVolume

(D) @biEELAVES F 722> (Options) ' RS1/ADFT 4L bHEATNET,

*TFIAINMDR) 2a—LYA X% LEZFLET, ROFZESBEBLT. RS /\T20GB R 12— LEERK
LTLEETL,

docker volume create -d netapp --name my vol --opt size=20G

RUa—LHYAXld. 77> a>OBA (106G, 20GB. 3TB AY) ZaUBMETIS

ELEFT, BAFIEELAWES. 774/ Mg TEH 1 X8 IZ. 2 DEE (B.
KiB. MiB. GiB. TiB) £7IZ10 D&% (B. KB. MB. GB. TB) ou\wgnh
T9Y, BRECENMNTIZ. 2DEEIMEAINET (G=GiB. T=TB. ...)
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R a—L%ZHIBRLET
* 1 Docker R 2 — L ERKICAR) a—LZHIBRL £,

docker volume rm firstVolume

@ ZFEHAY 3B A solidfire-san driver. EEEDFITIE. R a—LZHIBRE LUV /N—DL
£9,

Astra Trident for Docker # 7w 75 L — R 3ICIF. XOFIEZETLFET,

R a—LDoO—>ZFERLET

=AY 355 ontap—-nas. ontap-san. solidfire-san " BLY ‘gcp-cvs storage
drivers TridentHh 7R a—LEIO—Z=VJTEEYT, #FEHAT 35S ontap-nas-flexgroup F7/c
|& ontap-nas-economy RS /\. JO—Z2VFFHR—rINTVWEEA, BIFOR) a—LHSFH LWV

R a—LZERT S L. L Snapshot BMEREEINE T,
* R 2—L%EFANT Snapshot #FIZEL 9,
docker volume inspect <volume name>

*BEORY a—LHSFHLWRY 2a—LZERLET. TDFHER. L L) Snapshot BMERINE T,

docker volume create -d <driver name> --name <new name> -0
from=<source docker volume>

* R a—LEDEEED Snapshot ' S5FTL WA 2 —LEERL FJ. #HLUL Snapshot IFEE SN EH
Ao

docker volume create -d <driver name> --name <new name> -0

from=<source docker volume> -o fromSnapshot=<source snap name>

(ll
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docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",
"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:002z",
"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

ANETIERR SN R a—LIcT7 o1 X
TridentZ RT3 . ABTERINITOVITNA R (FfgE0orO—>) ICTrident* 572X T

XFEJ, Tridentld. /N—FT 1> a3 >hi <. AstraTridentTHR—RENTWVWB T 7AILI AT L (BRE) D
BEICOAFATEET extds-T+—< W MEH /dev/sdcl Astra Tridenti Rl TIZ 772X TEEHA) ©

RSANBEEDR) a—LATFaY

AML=RSANEIEENENERD AT a>hHD. R 2— LDOIERREFICISE
FTAETHREAREITIAITEEX T, BBEADA ML= X TFLIERINS
FFaUIcDOVWTIE. UTEBBLTLETL,

R 2—LERMIETIE. CN50F 7o a v aBBICERTEEY. 2EALT. 773> riEriEel
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Y -o CLALEBFRDERF. N5

ONTAP R a—LDA T3>

NFS £ iSCSI D5 5DIBEH.

A=

size

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

234

JSON 1B 7 7 T ILDEFDEL D HEBRINE T,

volume create 7 /> 3 VICIZIRDA T a3 ohHD X,

Bk
/-J_;U J_-L\a)-'j-/rXo 7__‘7 1% ~& 1GiB Ta_o

RUa—L%E>>IOES 3=V Ik v o7
O a=Z>JL%Ed, 774 MNIP>TY, B
MEMEIZTY none (7O a=>d) &V
volume (w2 7OES3a=>%) .

Snapshot ‘R —HBEHDBICKRESNET. 77
)L METY none DED. R a—LICHL
TsSnapshot NEENICERIND ZCidHD F£H
Ao ANL—UBEEBEICE >TEEINTULAVR
D, T default | EWSHERDRI S —HIANT
®D ONTAP Y RTLICTFEL. 6 EORREESAL
Snapshot « 2 fEDHEfAL Snapshot « BLU
2 EAOBEEAM Snapshot ZFERML THRIFLE

Jo SnapshotlCFREFESINTWVWET—RIE. ICT70¢
ALTUAN)TEZXY .snapshot KRl a—LR
DEBDTA LI NIRDTa LT KU,

ZHUCE D, Snapshot U —TDEIENFEEL T 31E
ICERESNE T, T 7 #JL MMEIE no T. Snapshot
RO —%ERLIIBEIEONTAP IC& - T
snapshotReserve DVEIRETNE T (BEIE5%) o
Snapshot 7R & —hH R WVEEIX 0% HBIRSINE
To BT 71ILDFTRTD ONTAP Ny I TV RIC
¥t L T snapshotReserve M7 7 # )L MEZRETE
F9, £f-. TDfEIX. ONTAP-NAS-II1/=Z— %
PR< IARTD ONTAP Ny I TV RTHRY 22— LIERK
73> e LTERATEERT,

AR)a—L%EIVO—Z2Jd3c. FDoO—n
[RE ONTAP ICK > TEMSEIEICZA ) w hENE
To TIAIMIEITY false, ZO—2R)a—LA
DUO—Z>JE ERRERICHENSIO—2%X
Ty NIBRHEEMELET, Chid. XhL—
DHRILDOMBENE T BHWVWHTT, T X
IE. EOTF—EZR—X%xovO0—=>4 L THEMBIZ
KIBICFEBEBINEITH., A ML—=JFIFE A ZHIR
SNEHFA, FDRH. 70—2IFFTICAT) Y
FIBCEZHRELET,



A=

encryption

tieringPolicy

FIE. NFS* D& * BDEMA 723 >TY,

A=

unixPermissions

snapshotDir

exportPolicy

securityStyle

MTFDEMA TS a>id. iSCSI* Dé * AT,

GG

#F L LR 12— L TNetApp Volume Encryption

(NVE) ZBMICLEY. TI7#IMFTY
falseo DA T a>ZFETIICIE. FFAE
TNVEDZAEYANEKESIN. BUMCHE->TWVDS
HENHD ET,

NAEDNNY I TV RTEMICKR->TWVWRIHE
&, Astra TridentT7OES 3 =Z>Fd 3N IARTD
A1) a—LHNAEICBMICAED £9,

SEHICDOWTIE. UTZEBBL TSV, "Astra
TridentE NVE®H K U'NAEDIEEERAE"

A a—LICERATZEELLR)—ZRELE
T, CHICED, 7UVERBEEOEWVWI—ILRT—
REI ST RBERBICEENTIHESHDRED X
ER

BILE!

&b, R a—LBEDIERE Y ZFIHT
TXY, TTAIETIE ERIXICRESNET
C———rwxr-xr-x " £ EI3BEREEC0755. BKLUTTY
‘root BAABEICED T, TF A MK F/IIE
EFROEE 5 EERATET XY,

CNZICRELEY true ZERRL XS
.snapshot R 2a—LIZT7I7EZALTWVWBRIS17
VEWSERREMTEDZTAL I M), TTHILMEIR
TY false DAHEMUZE®RLFT °.snapshot T
ALY MJIRT T HILETEMIR>TVET, —
DA X—2 (RREDMySQLA X—TRE) H
.snapshot 74 LY FUBRRREINET,

R)a—LTERATZIIIVAR—bRUS—ZRE
L/ia_o 7__‘7 7.")'/ I\‘;—C‘j defaulto

R)a—LADT7 I RIERT X2 T
NEHBELEXT. T7AINMITY unixe BRAE
[FTY unix BE WP mixedo
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FTFoay Bz

fileSystemType iSCSIAR) a—LDT7+—< v MIERATZ 771l
SRATLEERELE T, T7AILMIETY extdo B
NMBEIXTY ext3. extd " HBELU “xfso

spaceAllocation NEICEHELEXT false LUNODZAR—RE|D YT
MREX EMICLET, T 74 MEIXTY ‘true D%
D, RJa—LDODIAR—IADBEREL. RUa—LK
DLUNICEZTAAZZITHIToONGRL B o &
IC. ONTAP B 5 RZX MIBRIETNE T, £fo D
A7 3> TONTAP. KX M TTF—A2HHIBRE NIz
R COEFMAR—IABEDLEMICAHDET,

Bl
UTFoHESRLTIEET W,
*10GB R a—LZEHRLFT,

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* Snapshot ZfEA L T 100GiB DR) 2 —LZ{ERL £,

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* setuid B FOBEMICHR > TWARRY a—LEZERLET,

docker volume create -d netapp --name demo -0 unixPermissions=4755

=/NR) 2 — LY~ XE 20MiB T,
Snapshot ) ' —JHHEE SN TULARWIES. SnapshotzR 1) & —IZ T “none Tridentl0%®D Snapshot!) #—
TzfERALET,

* Snapshot /R > —h'% <. Snapshot UHF—THHRVWAR) 2 —L%ZEFRL X9,

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* Snapshot AR > —h A<, HXAZLD Snapshot UHF—TH 10% DR 2 —L%EEFRLE T,
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docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* Snapshot R > —%FERAL. B AR LD Snapshot JHF—T% 10% ICREL TR 2a—L%ZERL X
ED

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* Snapshot RU S —ZF/EL TR 2—LZEML. ONTAP OF 7 #JL b®D Snapshot V' —7 (G@EIE
5% ) ®RIFANET,

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element V7 Oz 7DHR) a—LA T3>
ElementV 7 b x7DA T3> Tld. R a—LICEAERITSENATVWEY—EXRE (QoS) R —

DY AL QoS #IETEE T, A a—LDIERHEFIC. BEMITSNTWVWSQoSH) > —%=EHL TS
ELFzT -0 type=service level %o

Element K 54 Nz AL T QoS # —EXLNILZEERT IRMDDOFIRIE. DG EH 1 DORA TZ{ER
L. #BR7 71 ILAOLENICEEMIT Shic&/NIOPS . &RAIOPS. /N—X  IOPS Z#EE IS L T,

ElementV 7 b Dz 7DZFDMDARY) 2a—LIVERRA T a VIERDEED T,

VA= D B

size R)a—LDYA4 X, 77+ MEIX 1GIB £7-135%
TEILV KR ... Tdefaults1 : { Tsizey : T5G
1} .

blocksize 512 £7=13 4096 oWsnh EFERLET, 774/l
& 512 F7zl& config T > 1) DefaultBlockSize T
ER

il

QoS EHRZZLCRDY V TILEH T 71 ILZBRLTILTE L,
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"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

FERD#ER TIZ. Bronze. Silver. Gold ® 3 DDAR) > —FEHZxEFALET. CNSOEFIIEETT,

* 10GiB ® Gold R a—L=ERLE T,

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G

* 100GiB Bronze 7R ) 2 —L%Z{EREL £ 9,

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G
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OJ%ZN&ELET

fSTIWNSa—Ta 2RO INETEET, OJDYNERZEIE. Docker 7
STAYVDETHEICE>TERDET,

SN a—FTaoVJBICOZIRET S

FIB

1. WRINBEEBTSSJ 10V AE (fEA) TAstra Tridentx 21T L TW 535S docker plugin AV R
) TRRINBZBERIIXDODEED T,

docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

BRENBZOF VT LANILTIE BEALDOBEZZHTEX T, TATRVEEIE. TN\vJ/OF 0T %
BMITBEHTEE Y,

2. FNwIOF T Z2AX—TIIUCTBICIF. TN IOF T2 X2—TIILTTZT1>%E1 VX b
_)I/L/i-a_o

docker plugin install netapp/trident-plugin:<version> --alias <alias>
debug=true

el FSTA DRI TICA VA P=ILENTWVWBRHEICT Ny I OJZ2EBMLET,

docker plugin disable <plugin>
docker plugin set <plugin> debug=true
docker plugin enable <plugin>

B RARTNAFVBEAKRERITLTWVWSEHAE. OJIF KX MD /var/log/netappdvp 74 L2 ko TN
wIOF T ZBMCTRICIE. ZIEELEXT -debug 7791 >ZHRTTB L.

—NR ST a—FToTDEY b
*HLLVIA—Y—HERTIEIRO—MHOBHBEG. 7551 O EHIFBEMI AT, TOBE.

TS3TA2A VA M—ILELIIBMILESIETBE. RDESBXAyE-—IHRRENZIEHHD
=

Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

239



ZhuE. T30 0REICKBMLIECEEERLET, V. COTSTAUICIE. BETBEEEED
SEVEEDIFE AL ZZIT D3DICRIIDHEN RO EEENEAAETFNTUVE T,

*PVZOVTFICRU Y I BBRICEBIEET 25T ZHEL T EV rpcbind 21X b—JL
LTEIFTLTEEEXT, RAMOSICHELRN YT —IOIR—TvZFEAL T DhESHERZELET
rpcbind ZETLTWVWE T, rpcbind—EXDXATF—R A ZHERT BICIE. ZFITLEXT systemctl
status rpcbind £IFFNERFOHDTT,

D Astra Trident 1 VX2 A% EI8

BHORA L —CERZREICERT2UENHB55E. Trident DEED 1> XXV
ADNMBETY, BHOA VARV AZERT BICIE. ZHEHALTERZ A Z2MITET
——alias A7 a7 Hb TS 71 %=BETSD. ZEEELXT --volume
—~driver "R XA R TTridentz 1 > X2 AL T B3BOF T 3>,

Docker Managed Plugin (/A\—> 3> 1.13/17.03 Li%) DOFIE
1. TAUTFREERT 7 ILEIREL T, BOOA Y REYERBLET,

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2 OTAVTREBR 7 7AILEIEELT. 2B BDA VA2V A%=RHLET,

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. RIANBELTIAVTRZBETBHR ) a—LZERLET,

T Z1E. gold R 2a—LDIFE :

docker volume create -d gold --name ntapGold

7= zlE. Silver K1) 2 —LDFE :

docker volume create -d silver --name ntapSilver

WRD (N—2 3> 112 LFED) DOBEDFIE
1. AZRLRSANID EEALTNFS RETT S/ v ERBLE T,
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sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. A REALRSA/NID ZEAL T, iISCSIERTTSI1 > ERBLET,

sudo trident --volume-driver=netapp-san --config=/path/to/config

-iscsi.json

B RSANAVRAYRTEIC Docker R a—LZxFOES 3 Z>F LT,

fce ZIE. NFS OIS -
docker volume create -d netapp-nas --name my nfs vol
T Z1E. iSCSI DFE -

docker volume create -d netapp-san --name my iscsi vol

A=A 7Toay
Astra Trident # 8 CERTIE3REA > a v aEaR L TLIET L,

JO—-NILBgA 723>

UTOREF T avid. FETZAN =75y T #—LICERE LS. $RTD Astra Trident 18651
BWRINED,

FTFav Bl ¢l
version BR771ILDON—23 VBES 1
storageDriverName AL = RS NDEHI ontap-nas. ontap-sans

ontap-nas—-economys
ontap-nas—-flexgroups.
solidfire-san

storagePrefix R)a—LBOF T 3>DFL  staging
TA4VIRe TIFILE
netappdvp o
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A=

limitVolumeSize

A 1

RYa—LHYrXCETEA TS 109
>R, T7AIE ™ (38
L)

FERALABWVWTL TV storagePrefix (FT7 I bZEE) ZElement/\w I IV RICHER
LE¥do. 772N EFTIE. DRRINZET solidfire-san RTANIXZDREZE R L. 7

L7+ v &AL & Ao Docker KU 32— LT v £ 27 ICIHFED tenantlD £EAY 5
H\ Docker N\— 3> RSO /N\NER. &EID munging BMEBE SN TUVWSAIEEMD H 156
ICI& Docker ' SEG LB T — 22 RT3 e Z#HELET,

ER T2 INRTDOR) a—LTTIAINEDATL aVZBELBLSTHECELIICHE>TVWET, o size
F723a2EIRTOIAY bA—FFAATTHEATEET. 774N DR a— LY 1 XIDREAEDHIC

DL TIE. ONTAP DFREICEET 3o a>aERBLTLIETL,
A= DY SHER A
size FLWRYa—LDOAT>a>D 106

ONTAP#ERY

TIAINEYALX, TTAILE
1G

ONTAP ZfER 9 315&ld. LI O—/NILBRREICINZ T, RO My TLRILA TS a3V EFERTEE

ERS

A=

managementLIF
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Bl B

ONTAPBIELIFDIP 7R L 10.0.0.1
Ao Fully Qualified Domain Name

(FQDN ; T2k X1 > %)
ZIETTET,



T7Foayv ShiBA 4l
datalLIF 7ORIJJLLIFDIP 7R L X, 10.0.0.2

* ONTAP NAS R S 1 \*: %15
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<code>ontap-nas</code> K Z -1 /N\DONFSDHl

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

<code>ontap-nas-flexgroup</code> K 5 -1 /N\ONFS Dl

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"
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<code>ontap-nas-economy</code> K = -1 /N\DONFSD

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code>ontap-san</code> K Z -1 /\XDiSCSIDHl

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code>ontap-san-economy</code> K 5 -1 /\(ODNFS D

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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<code>ontap-san</code> K = - /\(ONVMe/TCP D

"version":

"backendName" :

"managementLIF":

"username

:"vsadmin",

"NVMeBackend",
"storageDriverName":
"10.0.0.1",

"svm": "svm nvme",

"ontap-san",

"password":"password",

"sanType":
"useREST":
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"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000
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docker plugin disable -f netapp:latest
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docker plugin rm -f netapp:latest
3 BMZIELTTFIA>EBA YA M—)LLET config /NTAX—X&

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant
-all-permissions config=config.json
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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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"storage": [

{

by

"labels":{"1luks": "true"},

"zone":"us east la",

"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

2. ) parameters.selector LUKSEEBILEZFHAL TR ML —JT—ILZEET 5 H2E. fl:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name:

luks

provisioner: csi.trident.netapp.io

parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. LUKSNKRTL—XEZEL>—2IL v b EERLET, fi:

276

kubectl -n trident create -f luks-pvcl.yaml

apiVersion: vl

kind: Secret

metadata:

name:

luks-pvcl

stringData:

luks-passphrase-name: A

luks-passphrase: secretA

luks-${pvc.name}

$S{pvc.namespace}
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'
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LUKSONR 7L —X%xO—F7—>a3a> L TO—7—> a3 BT £,

INZTL—XIE. "YU a—L. Snapshot, >—2J L w N TEBREEINB LI ZHRETDE
(D TEhauTREN, BRINTVS/SZTL—IDEDNEEE, KU2—LEID> b
TEY, FAHESINEET /L ATIBBE DB T,

CDRRTICDOWVWT

LUKSKNX 7L —XoO—7—>avid. R)a—L%=IT> RT3 RY RH, FILLLUKS/NX 7L —XD
BERBICERINIESZIZITHONE T, FTLLERY RAMER SN D & Astra TridentldZR 1) 2 — LDLUKS/Y
AITL—X%2o—0Ly b ROT IO T4 THBNRATL—X B LE T,

* RV a—LDNRTL—=XN =T Ly bTTPIT4TBNRTL—X—HLEWVGEE, O—T—>3
UHERITENET,

ARV —LDONRTL—=AD>—T Ly bDT I T4 TBNRATL—X—HTZ5G1F. 28RBLTL
72 &) previous-luks-passphrase NI X—RFEHINE T,

FIE

1. #8BML £ 9 node-publish-secret-name H KLU node-publish-secret-namespace
StorageClass/NZ X —%, i :

277



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. R a—LF7IESnapshotDBIFD/NZ T L —XZREL F£75
A)a—L4

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["A"]

AFTwToawhk

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]
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#8L £ 9 previous-luke-passphrase-name & U previous-luks-passphrase BID/NA T L —
XEELICLETD,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]

AFw Ty bk

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]
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apiVersion:

kind:

StorageClass

metadata:

name: luks

provisioner:

parameters:

selector:
csi.
csi.
csi.

csi.

storage
storage
storage
storage

storage.k8s.io/vl1

csi.trident.netapp.io

.k8s

"luks=true"
.k8s.
.k8s.

io/node-stage-secret-name: luks-

io/node-stage-secret-namespace:

io/node-expand-secret-namespace:

allowVolumeExpansion: true

${pvc.name}
${pvc.namespace}

.1o0/node-expand-secret-name: luks-${pvc.name}
.k8s.

S{pvc.namespace}
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AR/ —RHTD100. 000{@Dqtreez. 7 T XX HT=D240FEETHEMRLET, ZT7 Vv ILET
PersistentVolumeClaim CHUdF. T/ I —FZANDRELTWVWE D, R /NEH L LigtreeZz AL
IBTE3FlexVol NI TICFEETEIDNE DN EFARE T, gtree TR T I S FlexVol B EELABWVBEIE. 1
L L\ FlexVol BMERR SN E T

gNTAP NAS TOE  aZ>FENiR) a—LICUNIX 7O A EERETBICIFES TNIEELWTT
\

Astra Trident T7OEY 3 Z>J L7eAR) 2a—LAICX L TUNIX ERZERES DICIE. NV ITVREERT 7
AN XA —REHRELEFT,

R a—Lz7OED 3 Z>J 93RS, BHRNZAG ONTAPNFS YUY AT 3V ZRETDICIEED T
nEEVWTI DY,

Trident Tld. T 7 4L TN TV b AT 3 >H Kubernetes TEDBICHTREINTULEE

Ao Kubernetes A AL —J S ATRIOVMA T g U BEIEETSRICIE. ROFEERTLET "CELSECE
<L,

FOEYI=YF LR a—LAEBEDT I ZA— FRUS—ICRETHICRES TELVWTIH ?

BY)RARZA MMIAR) 2a—LANDT7 IRz T5ICld. ZFEHALET exportPolicy N\WI IV RERT
A TRESINI/INTA—Z,

ONTAP %Z{FH L T Astra Trident 2 TR 2 — LBt EHRETRIAEEHZITLET L,
Trident IC& > TFOES 3 =0 EN/cR) a—LTESILERETDICIE. NYIIVREERT71ILD

EEILNSX—2EZFERALET, FMHICDOVWTIE. UTZBBL TV, "Astra Trident NVES &
UNAEDHEEER "

Trident 2T ONTAP IC QoS #FRE T B (CIF. EDESBAEIRETIT DS

f#H StorageClasses ONTAP [CQoS%EERET B ICIE. XDOFIE%R

Trident ZHTY V7O 3= J > v o 7OES 3 Z VI RIBET 3ICIFE S TNUIELWVWTIHS
ONTAP RS/ NI, >>FOE aZ> i xkidivyo7OeESa=Z>J%HR—ELEXT, ONTAP K>
ANFTI7AILETOOFAOED I ZVJICRESNTVWET, v o O aZ I mnBRIZFEIE. N\
YOIV RERT 7AIVERIIERETZIHUNENHD £J StorageClasso MADERESNTLZBZEIE.
StorageClass BHRINE T, ONTAP TRDIEEZREL 9,

1. &> storageClass #HREL XY "provisioningType v & L TDEM,
2 NYyIIVREET7AILT, ZREL TV IR 2a—L%ZBMZL £ backend spaceReserve
parameter "R 2—L¥E L To
%‘%o‘c PVC ZHIFR L 7-IBE TH. FAPDRY a—LHHBREINBWVWELSICTRICIFE S TNEEIWVWTT
N\

Kubernetes Tl&. /N\—2 3> 1.10 L%, PVC REDBHFRICERICED X,
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Astra Trident |C & > TER S 117= NFS PVC Z35E T £ I H%

IEU\s Astra Trident [IC& > THER S N7 PVC LR CTE £ 9, R 2 — LD BELARIE ONTAP O#EETH
D, Trident ICIZEAINEE Ao

R a2 —LH SnapMirror T—21RE& (DP) E—REXLIEIATSAVE—RORBICA VHR—FTETETH,

HNER) 2a—LHDP E—RICERSTWBAD A TSAVICHE-STWBRES. R a—LDA VR— EkEL
F9o RDIT—AytE—IHWRREINET,

Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

VY =R =2y TV T I SRARNEWRT DHE

Kubernetes A AL —S Y =X T 4+ —RF. 2V R T v TIAML—CDREDNHZIHDTOMELEF T, BE
FEPRREATRY b7 v TR L —IH Kubernetes DY 4+ — A HEZZITANSNAEWVWIES. Astra Trident
7O a2 0% mHAEINITS—ICHRDET,

Trident Z R L TARY 2 —L Snapshot Z{EFTZ £ H%

&L\ Trident A, Snapshot B'5F > F > RM7R 2 — L Snapshot LKA 2 —LEERTET S LS
ICBEDFELe ATy T3y bHSPVSEERT BICIE. ZRERL TS TV
VolumeSnapshotDataSource 74 —F ¥ —47 — bDBEMTHED XL 7=

Astra Trident OD/R) 2 —LRXF v T ay bEaZHR—FFTEI3RTANZHZITLLIEETL,

WEDEL A, FVTIVRRAFTy I3y A R—FEINTWET ontap-nas. ontap-nas-
flexgroup. ontap-san. ontap-san-economy. solidfire-san. gcp—cvs‘BJiU“ ‘azure-
netapp-files N\WwJZ IV RFEZAN

ONTAP ZfEE L T Astra Trident T7OEY 3= L71zAR) 2— LD Snapshot /N I 7 v 7= {EKT
FEEZHZA TS,

CHUSTAFTEZXY ontap-nas. ontap-san H&Y ‘ontap-nas-flexgroup RT1/\. ZIIEET D
CCHTEZXY snapshotPolicy Z271J w2 LEXT ontap-san-economy K Z-/\—I|&FlexVol LANJLT
ER

C DHBEIE. THERATET XY ontap-nas—economy K4 /NDFFHMIE. FlexVol LRILTIE7%E <. gtreel
RNIVTRRINE T, AstraTridentic &> TFOEY aZ>yJ iR a—LDRFy T a3y b ZERT
TBLDICFBICIE. backend/NTX—RA TS 3V %ZHFEL XY snapshotPolicy ONTAP Ny TV R

TEEINTWSSnapshot/R) 2 —ICOAE—L %9, R bL—2OY bO—F TERR SN Snapshot &
Astra Trident TEa SN EH Ao

Trident BEHTOES 3 =>4 LK) 2—L®D Snapshot U — T DEIEEHRETIT T IH%

IEWV\e ZERTET B E T, Astra TridentZ A L T. Snapshot AE—%MNT Z7-DDT 1 XY AR—ADE
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EDENEEZFHTEFXY snapshotReserve NI IV RERT7 7TILDEM. ZFREL TVLWBIHEIE
snapshotPolicy & & snapshotReserve NI IV REET 71 ILTIE. IZHE> TSnapshot!) H—7
DEEHTRESNE T snapshotReserve NV I IV R I 7AILICEEBESINTWVWRE|G, KRRICIHLT
snapshotReserve CDENGIFEBE L TWLWE T, ONTAP TIET 7 #JL k TSnapshot) ' — T DEIGH5ICER
EINFET, RRICISL T snapshotPolicy 77 3 hHnonellFRE TN TLWBIFE. Snapshot) H—7
DEBIFOICHESINF T,

R a—L0 Snapshot 7« LI FIICEET7 IV ELALTT 7MLz AE—TEEIH,

IEWV Tridenth 7O 3 =>4 L7=ARY) a—LDSnapshotT« L7 MJICT7 IR F3ICIE. #RELE
9 snapshotDir NWI IV RERI7IILD/INT X—4,

Astra Trident Z{EH L CT. R) 2—LFH®D SnapMirror =t 7y 7 TE X H,

IRBFS TlE. SnapMirror (& ONTAP CLI % 7zi& OnCommand System Manager % f#/ L TASBICERE T 244
ELBHBDET,

KERY 12— LEHFED ONTAP Snapshot [C X R 7T 3ICIFESTHUIXEIWTIH ?

7R1) 12— L% ONTAP Snapshot ICU X 7§ 3121, XOFIEERTLET,
1. kAR a—LEFRALTWE 7 U= 3 Ry REARIELED,
2. ONTAP CLI %7=I& OnCommand ¥ X7 LAY *— v ZERA L T, %EZX Snapshot ICU/N—FLEF T,
BTV r—=avRy REBEFHLET,

Tridentid. BEFEEIS—HIRESINTLWBSYVMTR) 2a—LETOES 3=V ITEETH,

BEHEI S I3 NFSBHTT—XZRMITBSVMDIL— R 2—LRBICER TSI 9, ONTAP

I&. TridentiCk > TIER SR ) 2a—LOBEHREIS—%2EHFNICEHLE T, R a—LDODIT Y Y

BIET ZAREED H D £, TridentZ=ERAL TERORY) 2 —LEEKT 2HEE. RUa—LEOES 3=
VITBHEEE BRHEIS—%2FHITBONTAP ICE>TEAD XY,

BEXRITTHFVRICICA ML= S ADOFERRREDE# T BICIZE S THULSIWVWTITHY,
Kubernetes Tld. R—LAR—IAADA ML= SRIERTETEH A 272 L. Kubernetes #ERAT S
v ZA—LAR—ZAZEICAML—=SD)Y =R 34— %FRATEZE T, F—LAR—IAZCICHBEDR b
L= S A0FERAEERGIRTEE T, BEDAML—IJADR—LAR—IA T IV IA%EEET3ICIF. D
ARL—0S5S DY —R IO 4—2E 0ICHKELET,

NSO a—FTa >
Astra Trident D1 > XA b= LB X MERRICRE T ZAEMNOHIEEONZTILY
aA—TaJICIE. CTICRHEINTVLWBRI U 2EFERALTLIEEL,
RN NI a—FTa T

* Trident/Rw RAEBICEEF LABRWVWE (Trident/Ry RN TEIE L7cHBE 7% E) ContainerCreating ZEfi

MRET LIV TFH2ORE DI —X) ZRITHTHS ¥ kubectl -n trident describe
deployment trident & T kubectl -n trident describe pod trident--** FFHRDITIE
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WREIRPTET LT, kubeletdF DEF (f © Via journalctl -xeu kubelet)X7cBHETHIHEED
H B3,

* Trident® OJ I+ BIBEHRDABWVIESIF. ICT7IEXLTTridentdFT NI E—REZBMCTBZIIENT
IFET AN VA=A TOIUVICETVWTA VR MN=ILINTGX—=RIZT ST %FELET,

RIS ZERALTTNYIDRESINTWVWS Y% . /tridentctl logs -n trident ZELTULE
9 level=debug msg O ICEERINE T,

FRL—=BEEBICA VA —ILENET

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

IARTOD Trident Ry RABERFHINE T, CHISIFEMIIDDZeHAHD I, CNZHERTBIC
&, DHAD HRBEFE 5ZRESEL £ kubectl get pod -n tridento

Astra Trident 20.075 & 1f20.10 Tl tprov DXH D IC torcs

Helm CEBHICA VR b—=ILENET

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

tridentctl Z#ERAL TCTA VXA F—ILENZET

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

cEEHT. BNYIIVROT Ny IO ZEIS T2 HTEXT debugTraceFlags /NI IV R
DEZRICEENTVET, L RIE. CIEEL XY debugTraceFlags: {“api”:true,
“method”:true, } Tridentds TAPIUH L E XYV v FOFERZEIET %, BIEONY I IV RICZIEZ
BITE XY debugTraceFlags ZfFAL THEL XY tridentctl backend updates

* Red Hat CoreOSZ R T 255 1d. RORZHERL T TV iscsid T —H—/ —RTEMICHK
D, 774 FTHRBINET, CORTEICIE. OpenShift MachineConfig ZfEHT3H. 17 =v3
VTV TL— b EEBELEY,

Trident = TERA T 3BICK K RETZBIETY "Azure NetApp Files DIEFE" T+ hEISAT7 D
=Ly D, BEBRIERN VW TV Tr—2a Y OFRISEIGEINIIBE TS, Trident DEHDEF
HICDOVWTIE. BB L TL 2T "Azure NetApp Files DHSE" BE

*PVZIAVTFICN VY hIBRICEENRET 555513, ZHEEEL T<IEE V) rpcbind Z1 Y X =)L
LTEITLTEETEXT, RAMOSICHELGR/NY T —IOIXRZ—TvZFALT. NSO EREELET
rpcbind ZRITLTVWE T, ODRT—XAZMHERTE XY rpcbind ZRITLTH—EXZRMELFT
systemctl status rpcbind £EIFEFNEEFOHD T,

Trident/\'w TV RDBNICH B EHRE LTHS failed UEIHEFRL L= DB B ICHHIDH ST KRIF
NI I RICBEEMITONTESVM IBEEBEIL T VOOV ILDEEHER THZ EEZONET, =FH
LNy I I RIBIROEH tridentctl update backend TridentRy RENT VX TB . ZDR
B IMEIEESNE T,
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* TridentZDockerCAY T+ oA LELTA VA =)L BBICHEROBIENRE LI5S 1E. Trident
DAVAL=)LZETHLTLIETETL ——in cluster=false 775%. CHUIAT VXA b—FRy REFERE
9. ICKERT AHFAOM@EZEEET S trident-installer 1—1 !

* Z{EALEJ uninstall parameter <Uninstalling Trident> EITICKBLHEIZT)—2T
VIIERALEY. TIFIETIE. RTU T Trident IC& > TYEB S 117c CRD ZHIRR L &LV e,
RITHOEARETHLRICT VA VAR =)ILLTA YA M=IILTEXT,

* LEION—2 3> DTridenticA o >0 L—R§3%55IE. tridentctl uninstall TridentzHIFR9 3
ARV R, REBEREATYO—RLET "Trdent DN—2 3 " 2 FERALTEAVAM=ILLET
tridentctl install OAV¥ Y RZFEFTLET

* AYVRAM=ILHEIN L. PVCHANICRZ W I L TWB5E Pending RITHD 7 = —X kubectl
describe pvc Tridenth'C DPVCOPVO 7O S 3 = U J IR L -BRICOWVWTGEMER ICEHBETE
o

ARL—2%E{FERL-TridentDE A (LB
ARL—2%FEAL TTridentZEBA L TW3HEIX. AT—2XDNIHED X9 TridentOrchestrator K5

DZEE Installing &7 | Installed, ZHEERL 7B AL Failed AT —RADRKRRIN. ARL—EH
BEYTUANITEZARWEEIE. ROOY Y RZETLTARL—2OOJ ZHRT 2HELNHD £7,

tridentctl logs -1 trident-operator

trident-operator A> 7 FOOY DREICIE. BBEDHZHBFAZEZRT EHNTEET, It zlE. TDELIR
BED 12 I7—FvvTBEOT7YTAN)—LALIPANIDSRBRAVTFAA—=SHETSILTE
BWIETY,

TridentD 1 > X b—JLHDVKB L 7-IBHR % IBAR 9 5 1213
ROEHEZZSBL T TV TridentOrchestrator XA T7—H X,
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kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvo6:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

CDIZ—IE. NI TICFEET S %R LET TridentOrchestrator

CHUFTridentd 1 > R b —JLICERA SN 7HBET . BKubernetesV S XX TERITTET 3D
TridentD 1 > AR > X% ADERT 2 Z L Ts

T I T+ TIIREDM DI IT1FIE S D05/ TridentOrchestrator ENHATIF 3 &
ZERR L X9,

Flco Trident Ry RORT—RR%ZMR T DT, BYITHEVWDDNHEIDESHZHEERTETFT,

291



kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml9s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml18s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

Ry RERRICFEAELTE ARV eh D £,
1D EDAVTFAX—=UHEIFEINEBD -T2 TT,

BIREICHL T B ICId. ZREITINENH D £ TridentOrchestrator CRo
F1-1E. ZHIBR TR HTEFE T TridentOrchestrator 22 1) w2 L. FL L)
BESNIERAERERZDOHD,

TridentOE A ICKH L £ L7: tridentctl

AIHDBEEICE > Teh 2R T SICiE. 2FRALTA YA M—5%2BETLET -a518. TNVvIE—KR%=F
VICLT. MEORBZBETADICIBYIEET,

./tridentctl install -n trident -d

YV ROBET:

./tridentctl

INFO
INFO
INFO
INFO
INFO
INFO

Deleted
Deleted
Deleted
Deleted
Removed
Trident

ROESICAVRAM=IZ0)—=>Tw T L. #FITLE T tridentetl install O

uninstall -n trident

Trident
cluster
cluster
service
Trident

deployment.
role binding.
role.
account.

user from security context constraint.

uninstallation succeeded.

Astra Trident¥ CRD%Z =& HI%

Astra TridentE fEB S N/-CRDEBEET DI HRAL)Y —RE TR TEZLICHIBRTET £,
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CDREITTICEE £ A. Astra Tridentz= RRICHRRICA VA M—=ILTB5E8%2RKRE. C0D
(D ##ETFhAVT TN, CROZHIRE T ICAstra Tridenth 7 > 1 > X b —)LF BAEIC D
VTl #BBLTL W, "Astra Trident %7 > > 2 b —JL"

Trident 7 XL —%&

Astra Tridentz 7 > > X b—JL L. TridentA XL —%4%{FAL CCRDZREICHIFRTBICIE. XDF
E%=3=4TL £,

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec": {"wipeout":["crds"],"uninstall":true}}"'
Helm

Astra Tridentz 7> > X h—J)L L. HelmZ AL TCRDZRELICHIRT B FIBIZRDEED T,

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout": ["crds"],"uninstall":true}}"

<code>tridentcti</code>
Astra Trident® 7 > > X b —JL{%ICCRDZ ZLICHIBR T B ICIE tridentetl

tridentctl obliviate crd

RWX raw 7' 00 ¥ % — L X~X— X0 Kubernetes 1.26 TNVMe / — FD X7 —I VU1
ROV T B

Kubernetes 1.26% Z{TL TW3HE. RWXraw7 0w I % —LXAR—XTNVMe/TCPE2 AT . /—FK
DRAT—I VTP TR e BN FT, IO F)AIF. BEICHTIEBEEZREELET, £
l&. Kubernetesz1.27\1C7 v SO L—R$TBEHTETET,

FZ—LAR—R Ry RHEIBRSNE LS

Astra Trident CEIE I N3 X —LZAR—X (NVMeDKFHR) 2 —L4) Ry RICEHRELIE>FUAEEX
THELLDS, F—LAR—ZIEONTAPAY I IV RHASEEYRTIE. Ry REERBRLESETR L,
ATF—= V0B TOEINEELET, DO F 1 AIE. Kubernetes? 5 22X ZDMDEEEEIC IFRZE L
FH Ao

[E]et sk
ZETD/ —RHSKENAR) 2—L (ZOR—LIR—RIIXETBHR) a—L) 277> L THIR
LETo

JOv o EnfcT—4ALIF
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If you block (or bring down) all the datalLIFs of the NVMe Astra Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. [BlE#ER
IR TOHRBEZEITTT BICIE. dataLIiFsZzEILF T,

Z—LZAR—=ZAIVEVITHHIBREN

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. [B&# R
ZEBMLEYT “hostNoN® HITIXFLICED XY,

HR— bk

NetAppld. Astra Tridentz S EF X EXRAFETHR—LLET, F7LYyIR—X (KB) &
ZEPDiscordF v RILG Y 24E5E365BFAAIRLEN DO IV R—- T a>%
CHELTVWETD,

Astra TridentO 7 R— b1 71 20)L

Astra TridentTld. N—2 3 VICIHELCT3DDLARILDOYR—EHEEINE T, ZBBLTLIETVW"EREIC
g BNetAppY 7 F Tz 7 N—=3 DY R—R"

TILHR=k
Astra Tridentid. VU —XBA 5120 B 7T R—bZRELEFT,

FREHHR— b
Astra TridentTld. VU —XBHN513~24HBEHICBREN R R—bZRHELF I,

TILTHR—F
Astra Trident® RF¥ 2 X > ~E. U —XBH525~36 h ARIRHEINE T,

N—>3> TILHR—k FRETHR— bk I THR—bk
"23.10" 20244108 20254104 2026108
"23.07" 2024478 2025478 2026478
"23.04" 2024448 202548 2026F48
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LEd, PVAZEARAL TLWBI5E Retain Tridentld R > —%EBF L. BIEEH Kubernetes& /Ny I TV KR
o) —=>Tyw TR eEAIRELTWVWRTSD. R a—LEHIRT BRIIC/NY I T v ITRREZRITT
TFEJ, PVEHIRLTH. REA Trident TITDARY 2 —LDHIBREIN AW EISFELTL LTV, REST
APIZER L CHIRR S 2WENH D £7 (tridentctl) o

Trident Tl CSI ft#kEFER LR ) a—LRXF vy T3y FOERP Y R— SN TVWET, RJa1—LR
Ty TFiay b zEERL. ENZT—3R2YV—RELTERALTEREDO PVC O/ O—2>ZERTEET, Ch
IC&D. PVSDRA Y b VA1 LOE—% Kubernetes ICXF v >3y O TRABATEE T, 1ERL
7= Snapshot ZfEAA L TH LW PVS ZERTE F 9, ZBBRL T /ZE L) On-Demand Volume
Snapshots CNMNEDK S ICHEEET D ZEHERL £,

Tridenth't@t 2 DH cloneFromPVC & U splitOnClone VA—VZERT D7D/ T— 3> C
NoDFREZEAL T, CSIREZFERAETICPVCOI/O— V2R TE XY,

RIHZRLET, DRI TICEWVWSPVCZER > TVWBI5E mysql " ZFEATZ . 1—HIFeWVWSHL
WpVvCEERCE XY ‘mysglclone BEDT ./ T—>avaEFERTS
trident.netapp.io/cloneFromPVC: mysqle CDF ./ T— 3>ty bEERATS . Trident (E7R 1
1—LZEEONSTAOEDI =T TEDTIEAL. MySQLPVC ICRIET 2R 2 —LDY O— > &E1ER
LF¥d,

RDOREEBLTLIEE L,

*TARIR) a—LDI/O—2%ZER TS e Z2HERLFT T,

*PVC &t ZD 7 O—>IE. BL Kubernetes F— L ZAR—ZIZFEEL. BLRA ML =05 ZFFHORENR
HOET,

* ZfEH ontap-nas B U ontap-san FZANDBBERIFEIE. PVCERZHRET DL zb8HLF
9 trident.netapp.io/splitOnClone CHAEHETHERALET
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trident.netapp.io/cloneFromPVC, Zf#M trident.netapp.io/splitOnClone ZIZFRKEL
9 true TridentTld. ZOA—Z2 T ENFAR) 2a—LZHRAR) a—LHS5X Ty hTB3H. X
FL—UREMHIFLAVEX. 7020 NFR) a—LDSA 71 VI EZEREICHELE T,
RESNTVWEHA “trident.netapp.io/splitOnClone X7/IFICEREL XY false AU a2 —LA
£o0—2RY) a— LEOKERRZERTEDTIEHRL NI IV FOIR—-HEDHIRSIN E
o TDH. 7O0—2ZHICHIRLBVWHAETDFHER) a—LZHIRTEEzEA. 7O0—2>Z2X )y bk
TB32FT VAT EOT—ER—RR) a—LEZIVO—ZVT$TB3HEDNNRNTT, CDOPFUAT
IEF. R a—L#DoO0—>TERTZT—3EIR—IAAR) 2a—LDOTAIHRKEILERBB>TED.,
ONTAP TIERX L —=23RMEDX U w MM D FE A

o sample-input Directoryll(. Trident CEE T 3PVCEEDHINSTENTVET, ZBBLTLETWV
91w LT, Trident/R) 2 —AICEHERTENTUVBNTXA—FEREDTEREEXRERLE T,

Kubernetes PersistentVolume #7717 bk

Kubernetes# PersistentVolume 7 1% hld. Kubernetes? 5 XA X CEABIEEICHRBR A ML —T% K
LEJT. Ry RICEKELEWVWS A I I7ILHHBD £,

Tridenth'5E3R PersistentvVolume 72V bE{ERRL. 7OES 3 =Z>F93R ) a—L4
(D) IEESUTKubemetes” 52 2 ICEBMICERL £3. BHTERT 5 LIBESNTLE
Ao

TridentX— X 2 BB ZPVC%Z1ERL T B35 E "StorageClass Tridentld. ST B AL —S OS2 EFAL
THLWARY a—LZFOEY 3 Z>F L. TR a—LICHLVWPYZERLEYT, YO 3= I
NIeR) 2a—LEXINT S PV OB TIE. Trident IZXDIL—ILICHREWVE T,

* Trident I&. Kubernetes IC PV &Z4mL. A L= OB aZ > JICERTIRBREZERL F
T EE550DBEH. ZANRAI—-—THT—ETHBIEIMFRIESINE T,

* R a—LDOYAXE. PVC TERSINIYAXITERRIFTAVWTAII—HLIIN TS5y 7T
F—LICE2TIE. ROEVEID A THRLBEEICYID LIFSNBZHZEN DD T,

Kubernetes StorageClass 777 b

Kubernetes storageClass 772 ¥ . DHABITIEEL £J PersistentVolumeClaims —&E®D O
NT1ZBELTRML—22FOEY 320 LET, A NL—U0 528N, RIS 7O0ED 3 =Y
JY—IL=ZHFEL. 7AED 3 Z VIV —IIHABETEZ—EDTONT 1 ZEELE T,

BEENMERO LVBIBETINENRDH S 2 DOEERAF TSI IRDSIED 1 DT, HS 1 DI Trident /N
JIVRATS I FTY,

Kubernetes% StorageClass Tridentz AT 234 T U MERDKLSICHED XY,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: <Name>

provisioner: csi.trident.netapp.io

mountOptions: <Mount Options>

parameters:

<Trident Parameters>

allowVolumeExpansion: true

volumeBindingMode:

Immediate

CNEDNTA—RIE Trident BB T. 77 ADR) a—LDOFOES 3 =0 FE% Trident ICIERL £

ERS

AbL=U0FRADNITA=RIFRDEED T,

B
B (Attributes )

AL—=2F=)L

AdditionalStoragePools

excludeStoragePools

ZANDLFT WA

[string] XFFE2<y 7L WLWZR
F9

[string] StringList # < v 7 LWW\X
LET

[string] StringList # < v 7 LWW\X
LET

[string] StringList # < v~ LWW\X
LET

5198

#iho Bl to>a
VESBBLTLLIETV

NYIIVRBEYR L
DIvEVT
AkL—=T7—)L

INYIIYREDIY S
AbL—=TF=IL/UR
~

NITITU XA IRV
e>o
AbL=UTF=IL/ VR
~

AL —CBMEZ0BMAEIR. A RL—TF—IL0EIREM & Kubernetes BEEICHETE 9,

A=Y F=ILOFEROEM

CNBEDNTAXA—RIF BEDRATDR) 2a—LOT7OED 3 Z>JICERT S Trident TEEINTWLDS
ARL—=ST— L EBRELET,
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AT 47 M

JoeEa=—y
JR2147

backendType

Snapshot

g5t

ZANDLFET

X775
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7—IUE

7T —IL&E

7=l

fig

HDD. /\-1T V)
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‘

:\/
&
\y
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J =
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SAN. solidfire-
san-SAN. GCP-
Ccvs. azure-
NetApp-files

. ONTAP-SAN-
bT3d/=—

true false

true false

true false

refit

T=ILICIZZ D
RATDAT 4
THhEaEnTuL
9, NTTV
v RIFAAZE
kLE9

T=ILiFZDTS
o az=>y
HiEETR—F
L9

Tl DR
A4 7ONY I T
YERIZBLTWL
E3CN

T—=ILI&.
Snapshot # &8¢
Ra—L%zY
R—FLZET

T=ILIERY 2
—LOrO—=
VO EYR—k
L9

T—I)L T3S

ftEnfra
—LEYHR— b

DJITR b

XTFATRAT
MEESNEL

-

JoeEa=—y
JREDIEES
nELx

Ny IITYRM
IBESINT

Snapshot H'G%f
B a—L4

O0—->hEM
AR a—L

ES b EE
AJa—L

THR—bFZN
9

ONTAPNAS .
ONTAPNAS T
J ==
ONTAP-NAS-
flexgroup «
ONTAPSAN .
solidfire-san-
SAN . solidfire-
san-SAN D L\d°
NI L T
WE9d

DAVAZE |
ONTAP ; thin
. All ONTAP &
solidfire-san-
SAN

TRTDORZA
AN

ONTAP-NAS,
ONTAP-SAN,
solidfire-san-,
gcvs

ONTAP-NAS,
ONTAP-SAN,
solidfire-san-,
gcvs

ONTAP-NAS .
ONTAP-NAS-T
d/z=—.
ONTAP-NAS-
FlexArray 2')L —
7. ONTAP-
SAN
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B% ZASILET (B feft IRk THR—-—bFZN
£9

IOPS B EDEH F=IEF. O RYa—LT solidfire - SAN
FEATIOPS  I10PS PMREES N
TIRAEYT DM F£L -
A TWET

AM A D ONTAP Select Y AT LTI R—FETNTULEEA

IFEACDGZE. BRENEIZZTOES aZVJICERZELEX T, Lz vy O 3= d%
BXRLIBE. Yyo7OEYazZ>dR) a—LDMERSNE T, 7=FL. Element A AL —F—ILT

I, IBETNTUVS IOPS OF/IMBE BRAMEEFERL T, BRINAETIEEHL QoS EXHRELEFT, D
AE. BERINFEIFIZA ML =T —IILOBEROAIERINE T,

BAERICIE. ZFEATE XY attributes HEDI T ADZ—X iG-S -OICNBRIANL—CORE%®
EFIETBRZEREITEEMNE LTWVWEY, Tridentld. @ _all I—T 23X ML —UF—IL2BFIMICKEE
LTEIRLET attributes ZIBELE T,

BAMNMERTE A WEEI attributes 7 XICE L 7—ILZBENISEIRT 3 I1CIE. ZFERALET
storagePools & U additionalStoragePools F—ILZ I SICHINKIBET RO DNTA—2, £
TEIIFED =Lty FEBIRTB7HD/INT X —4,

HEATE XY storagePools FBELTENTX—RII—KTZT—ILZES5ICHIRLEXT attributes, 2
E£D. TridentlFIC& > THBINIET—IILORRZFERALEFT attributes H& U storagePools FOE
TJAZVITDINTA—B, EELN—ADNTXA—RZBMTHERATIcH. MAZRKICHERTZ D

HEATE XY additionalStoragePools TridenthA 7O 3 Z U JICERAT 3 —ED S—)L%E. TER
INTWVWBT—ILICEERE IR T B72HD/INT A —AR attributes BK U storagePools INTA—A

FHEHATE XY excludeStoragePools Tridenth 7O 3 Z U JIERITZ3—ED S—ILE T4 ILZ) Y
TIBDDINTA—=Fy CONTA—RZFEETIL. —HITE3T—IHAITRTHERINE T,

BB L TLEEV storagePools KU additionalStoragePools NTA—REZIBET D E. BTV
DR DICHRD £9 <backend>:<storagePoolList>. T C C <storagePoolList> l&. I8EL
NYIIVRDRAML—U = Z AR TRYI 2R NTY, T XIE. DERETY
additionalStoragePools KDL DICKRINET
ontapnas_192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronzeo
CN5DOURMTIE. Ny IIVREBEEUIMEOBAICERKRREZFERATEEY, Z2FATETET
tridentctl get backend NI IVREEZDT—IDURAZEIELZXT,

Kubernetes DE%

CNHSDEMIE. BN TOES a = I DERIC Trident BMEIRTBA ML =T =)L/ NV I Iy RICIEEE
LEtHA. KPDIC. Kubernetes Persistent Volume THR— K EINZN\NTX—2ZigHIT 2517 TT, 7—
H—/—RIZT 7ML RT LOVERGERERIBYE L. xfsprogs BED T 7 ALY AT LI—FT«4 T« &b
Br93ma0HDF7,

B EANDLET & AR BEETS RS Kubernetes
N N—oay
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FSstype (HFE X% extd . ext3. JOvID7Ty solidfire-san- TAT
) xfs 2 1L AT LR group. ontap/na
147 S. ontap -nas-T
BoARYa—L A/ I—. ontap
-nas-flexgroup
« ontap -san
. ONTAP - SAN
A
allowVolumeExp J'—)Lf& true false PVC 1 XDHL ONTAPNAS . 1.1 Uk
ansion D& JDYR— k% ONTAPNAS IO
1Fx—TINFEl JZ—.
&7 t—7JL ONTAP-NAS-
ICLET flexgroup «
ONTAPSAN .
ONTAP-SAN-T
a/z—.
solidfire-san-,
gcvs, azure-
netapp-files
volumeBindingM sz =25 Bl ARYa—LIN1A TAT 1.19~1.26
ode D& DI WaitForFirstCon > R EEy~70O
DELT sumer Eoaz->i%
KITTBHRA I
VIOEERLZF
e
‘o fsType NTX—&(F. SANLUNICRKRER T 71 IV AT LRA T2 FHT 25EICE
BLZEY. £7o. KubernetesTld. DEBEDLFERINET £sType 77 MY X T LNTE
ETRERTLEDIC. ARL—=—DOFRTHEMLEF T, AU a—LPFRGEEIE. =68
LTHIEITEEXY fsGroup Ry ROEFa )70 AVTFX L (EFRHTZHBEDH)
fsType DERESNE T, ZBBL T TV "Kubernetes 7Ry RERIEO>VFTF0EF
AT AT F AL ERELEFT" ZFRA LAY 2 — LFABIEDREDHEICDOWVT
g, ZBRBLTLIEEIV £fsGroup AV TF X (Context) o Kubernetes THYER SLE
§ fsGroup RDGZEDHEZIEELFT
° fsType IFA ML= S XA TREINE T,
°PVC 77t XE—RIEFRWO TY,

NFS X bL—2 RS A NDIFE

NFS T RR—=KMIZT 7AW AT LHT TICHEEL

9o, ZFEALEXY fsGroup AL =TI T XTI, 5SS ZIREITSAIVENHDFT
fsTypeo ICRRETE XY nfs £7zldnullAHNDE,

*ZBRLTKEETVW R 2—LZERALEZT" R 2—LIEROFHICOVWTIE. 28R

LTS,

* TridentD 1 > X b —F /N> RILICIE. TTridentTEET3 X ML —J 03 ZEEDFIHL
COMEEFNTWVWETY sample-input/storage-class-*.yamlo Kubernetes X kL —
COSRZHIBRT B, NIind B Trident AL —J 0 S XBHIBRENE T,
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Kubernetes VolumeSnapshotClass A7 T ¥ k

Kubernetes VolumeSnapshotClass 47 7Y T2 MMEIZIITWE T StorageClassesos @D Snapshot &
—lF. BRORA ML —C OS5 ROERICIRILBEE T, £7o. R 2—L Snapshot (& > TEERIN.
Snapshot Z #ZE7%: Snapshot 7 7 ZICBEMITE T, F7R U 2—L Snapshot (. B—DR) 2 —L
Snapshot 7 5 X ICBEEMITBENE T,

AvVolumeSnapshotClass SnapshotZ{E T B ICid. BIEBICE > TERINTVWIRENHD £, K
21—/, Snapshot 75 Zl&. RDERXTIERINF T,

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

o driver MR 12— /LSnapshotz B3R Y SKubernetesIZIEE L £ 9 csi-snapclass 7 F XX TridentiZ &
STHIBENZET, o deletionPolicy SnapshotZHIMRT 3MNBHLDHBBHAICEITIZUNERIEELF

Fo LWDdeletionPolicy WICERECSNE T Delete ZIBET D ¥, SnapshothHIREINI-E EFIC. R
1) a—ALSnapshotA TPV FELUVRA ML= U S AR OB E R B Snapshot B HIBREINE T, /-
. ICRELEXY "Retain lFZD & ZRL XY VolumeSnapshotContent YRR F v 3w AR
BFEnxd,

Kubernetes VolumeSnapshot 7 72 7 b

Kubernetes% vVolumeSnapshot objectid. R 2 —LdDSnapshotz{E T 3 ERTY, PVC AR a—LA
I 2A—UHSDERERITDEERKIC. R)a—LRXF v T3y gk, 2—HHEEED PVC DX
w3y b EERTBEKRTT,

R 2—LSnapshotERHA BB I NS &, Tridentld/N\w 7 T RTDRY 2 — LDSnapshotDER = EHENNY
ICBIEB L. —EDO%ER L TSnapshotz RFAL XY

VolumeSnapshotContent Z 7Y TV ko BEIEDO PVC SR F v o ay FEERL. FTL L PVC ZERL
TBEZIICRFT Yy I3y % DataSource & L TEHRTE XY,

VolumeSnapshot DS 1 741 2 )LV —X PVC CIXEREFZRTYT, Y—X PVC HHIRRENT
b AFv T ay MIEEFINE T, XFv T gy MHEEMRITSNTLWS PVC ZHIBRY

@ 3 &. Trident [$F® PVC D/\wvF>FR1) a— L% Deleting IRKEETY—2 L IH. &2
ICITHIBR L £ H A, BhEIT SN TULS Snapshot NS AR THIBREINZ & KU 2—LIFHIER
INEY,

Kubernetes VolumeSnapshotContent ZZ 7Y T b

Kubernetes% VolumeSnapshotContent A7 T k&, §TICTOEY 3 =05 3NTVWBHRY a—L4
MS1ER S N7=Snapshotz R L £ 9, CHNISICITWVWE T PersistentVolume Eid. AL =05 XA
iIcFOEYaZ v ENTSnapshotz R L £J, ICBITWVWE T PersistentVolumeClaim BK TV
PersistentVolume 77T ko XRFvFoay bHMERCTND . DRRINET
VolumeSnapshotContent Z 7Y 7 MI. ADIFIDTYEV T %R IFLET VolumeSnapshot T
TV ko AT TV FiESnapshotDIERLEER L £ L7z
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o VolumeSnapshotContent ObjectiCid. 7R ¥\ Snapshotz —EIZFHAIT ZFMANZTENE T
snapshotHandle, %1l snapshotHandle |&. PVD&ARIE D&AFIZ—RICHASHLEHDTY
VolumeSnapshotContent A 7Y T ¥ ko

Trident Tld. RF v 7o ay hBREZETI . NvIIVRICAFTYy TS a3y MHMERESNE T, X7
w73y bDMERRENB &, Tridentic & > THRESIN X T VolumeSnapshotContent 771V b %
ER 9 % Z & T. Snapshot% Kubernetes APIICABIL £9,

@ BEIE. VolumeSnapshotContent A7V TV ko T2fEL. ROBEIFHANTT, "R
— LsSnapshotD - > 7R — " Astra Trident A THERK

Kubernetes CustomResourceDefinition 77T b

Kubernetes H X Z L)Y —XlF. BIEENERERLT- Kubernetes API RO Y KR4V R THD., BT 3 A
TS MDD I —FICEREINE T, Kubernetes Tld. 77T bDAL IS a >V ERINTD-HD
HAZLD)Y —ZDEEYR—FLTVWET, ZRTTRE. INSDUY —AEEEZRIFTEEXT
kubectl get crdso

ARBZLVY—RFEE (CRD) LEAETZF TP b AXRZT—RIF. Kubemetes ICk > TAXET—RR
7SI NE T, THUICKD. Trident DMIZIL7=X FT7HRREICAD £,

Astra Tridenthf8Ef CustomResourceDefinition Trident/\'wZ LY K, TridentX kL —2 5 X, Trident
R a—LRYE, TridentA7 77 bDIDEFRIFITZA TV b INESDA T TV & Trident IC& o
TEEINET, £fo CSIOR) a—LRFYy Iy b TL—LT7—=2IC1F. R a—LRFv T3
v FDOERICHERWVLC DOHD SSDHAEBAITNTULETD,

CRD |& Kubernetes D EHRTY, LR TERLEVY —XDA T U M Trident ICK > TIER SN E
T MEARFAC LT, ZHEELTINYIIVRZERT 2582 R LET tridentctl I L ET
“tridentbackends CRDA 7Y 17 hd. KubernetesiCk > THEINZ=DICERKETNE T,

Trident @ CRD ICDWTIE. RORUTFREL TLIZE LY,

* TridentZ1 > Xb—=JLT B L. —HED CRD BMEREIN. D) Y —X XA FTLEKRICERATESELSIC
BhEd,

* Trident=7 >4 YA =)L 3ICIF. ZFERALET tridentctl uninstall OV Y KR T#H B Trident’R
v RDHIBRESNFE LD, BB SN/=SSDIFZ ) —>T7 v Nzt A, BB LT TV "Trident &
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apiVersion: <version>
kind: ResourceQuota
metadata:
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